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What GAO Found 
The Pandemic and All-Hazards Preparedness Reauthorization Act of 2013 
(PAHPRA) required the Secretary of Health and Human Services (HHS) to 
establish an electronic nationwide public health situational awareness network 
and to develop an implementation plan to guide its efforts. The law further 
required HHS to include in its plan specific activities for incorporating data into 
the network. HHS developed an implementation plan that identified several 
actions related to enhancing existing information-sharing capabilities needed to 
establish the network. However, the actions identified in the plan did not address 
all of the required activities, such as defining data elements and standards. Until 
the department addresses all required activities, it will lack an effective tool for 
ensuring that public health situational awareness network capabilities have been 
established in accordance with all of the requirements defined by the law. 

In addition, HHS did not identify measurable steps for completing and tracking 
the status of the activities required by the law. PAHPRA required HHS to include 
in its plan the measurable steps to be taken to establish the network. Federal 
guidance also suggests that implementation plans identify timelines of tasks, 
cost and resource estimates, and performance metrics that can be used to track 
and monitor progress toward completing tasks and delivering expected 
outcomes. According to HHS officials who developed the implementation plan, 
the department established a committee of policy and planning experts from 
various federal agencies to define the measurable steps for completing the 
actions identified in the plan. However, HHS did not assign responsibilities for 
defining such steps to the committee, and the committee had not done so. Until 
the department defines measurable steps, it will not have the information and 
planning tools it needs to make progress toward establishing a network that 
provides information-sharing capabilities needed by public health entities to 
prepare for and respond to emergencies, as required by PAHPRA.  

GAO identified other weaknesses in HHS’s planning efforts that have contributed 
to the department’s lack of progress toward establishing the network. 
Specifically, HHS did not follow guidance developed by its Chief Information 
Officer (CIO) for managing information technology (IT) resources. According to 
the guidance, officials who manage IT initiatives are to involve a governance 
organization led by HHS’s CIO and designate a project team that includes a 
project manager and business owner. The team is to manage and oversee 
initiatives according to the guidance, including the development of a project 
management plan that identifies timelines and schedules, estimated project 
resources and costs, and performance metrics for tracking any progress made 
toward completing tasks and delivering expected outcomes. However, HHS did 
not designate such a team and did not involve the CIO in its planning efforts. As 
such, the department lacks the structure and mechanisms needed to plan, 
manage, and oversee actions for establishing the network. Until HHS adheres to 
its own guidance for managing the IT resources necessary to improve electronic 
information-sharing capabilities of systems and networks in use by public health 
entities throughout the country, it will likely continue to fall short in its efforts to 
establish the nationwide public health situational awareness network required by 
PAHPRA.

View GAO-17-377. For more information, 
contact Valerie C. Melvin at (202) 512-6304 or 
melvinV@gao.gov.

Why GAO Did This Study 
A public health event, such as a 
widespread disease outbreak or health 
problems resulting from a weather-
related emergency, could have 
catastrophic consequences for the 
nation. These potential threats can be 
partially mitigated by having a national 
public health situational awareness 
capability—that is, a capability for 
public health officials to be able to 
access real-time information about 
emerging threats to enable them to 
make timely, responsive decisions to 
prepare for and respond to 
emergencies. PAHPRA required HHS 
to establish a near real-time electronic 
nationwide public health situational 
awareness capability through an 
interoperable network of systems.  

PAHPRA also included a provision for 
GAO to evaluate HHS’s progress in 
developing such a capability.  This 
report addresses what progress HHS 
has made toward establishing the 
network. GAO analyzed documents 
describing HHS’s plan for enhancing 
public health situational awareness 
and evaluated evidence of actions 
taken by HHS to establish the network 
required by PAHPRA. GAO also 
examined the department’s IT planning 
and management processes and 
guidance, and interviewed HHS 
officials. 

What GAO Recommends 
GAO is recommending that HHS 
complete a plan that includes all 
actions for establishing the network, 
develop a project management plan 
that identifies measurable steps for 
completing the actions, and conduct IT 
management processes according to 
CIO guidance. HHS had no comments 
on the report or recommendations.
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441 G St. N.W. 
Washington, DC 20548 

Letter 

September 6, 2017 

The Honorable Lamar Alexander 
Chairman 
The Honorable Patty Murray 
Ranking Member 
Committee on Health, Education, Labor, and Pensions 
United States Senate 

The Honorable Greg Walden 
Chairman 
The Honorable Frank Pallone 
Ranking Member 
Committee on Energy and Commerce 
House of Representatives 

A catastrophic public health situation—such as a widespread disease 
outbreak—could threaten our national security, weaken our economy, 
cause hundreds of thousands of casualties, and damage public morale 
and confidence. Recent events, such as last year’s massive flooding in 
Louisiana and the Zika virus outbreak, draw attention to the need for 
public health officials to be able to access real-time information about 
emerging threats to enable them to make timely, responsive decisions. 

Public health officials rely on information from a number of key 
components to create the situational awareness they need to prepare for 
and respond to a disease outbreak, environmental threat, or other public 
health emergency. The components include critical response resources, 
medical care capacity, environmental threats, and the preparedness 
status of the many public health jurisdictions across the country. In 
addition, information about health-related events provided by data 
collection and analysis conducted through biosurveillance techniques is 
needed to support early detection of disease outbreaks by public health 
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officials, thus enabling more efficient and appropriate emergency 
preparedness and response. 0F
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1 

Since 2006, Congress has mandated that the Department of Health and 
Human Services (HHS) take steps toward improving the nation’s 
awareness of threats related to public health emergencies. Specifically, 
the Pandemic and All-Hazards Preparedness Act (PAHPA) 1F

2 called for 
improvements in public health situational awareness techniques. This act 
recognized the need for efficient sharing of real-time information to help 
prevent the devastating consequences that could result from a public 
health emergency. To address this need, the act required HHS to develop 
a strategy for establishing a near real-time electronic nationwide public 
health situational awareness capability through an interoperable network 
of systems. The network was to share data and information to enhance 
early detection of, rapid response to, and management of potentially 
catastrophic infectious disease outbreaks and other public health 
emergencies that originate domestically or abroad. HHS was required to 
establish such a network in collaboration with state, local, tribal, and 
territorial public health entities. The 2006 law also required us to report on 
HHS’s efforts to develop a strategy for establishing the network. 
Accordingly, we reported in December 2010 that the department had not 
taken the actions required by PAHPA. 2F

3 

The requirements for HHS to establish the electronic public health 
situational awareness network were reiterated in the Pandemic and All-
Hazards Preparedness Reauthorization Act of 2013 (PAHPRA). 3F

4 In 
addition to the requirement that HHS develop a strategy for establishing 
the network, this law required the department to develop an 
implementation plan that was to accompany such a strategy. The plan 

                                                                                                                  
1The Department of Health and Human Services defines biosurveillance as the process of 
gathering, integrating, interpreting, and communicating essential information related to all-
hazards threats or disease activity affecting human, animal, or plant health to achieve 
early detection and w arning, contribute to overall situational aw areness of the health 
aspects of an incident, and enable better decision making at all levels. 
2Pub. L. No. 109-417 (Dec. 19, 2006). 
3GAO, Public Health Information Technology: Additional Strategic Planning Needed to 
Guide HHS’s Efforts to Establish Electronic Situational Awareness Capabilities, 
GAO-11-99 (Washington, D.C.: Dec. 17, 2010).  
4Pub. L. No. 113- 5 (Mar. 13, 2013). 

http://www.gao.gov/products/GAO-11-99
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was to define the actions that would need to be taken to establish the 
network. 

Further, this law required us to report on HHS’s efforts. Accordingly, our 
objective for this review was to determine what progress HHS has made 
toward establishing the electronic situational awareness network 
capabilities required by the law. 

To address the objective, we focused on steps taken by HHS since our 
2010 report toward establishing electronic public health situational 
awareness capabilities required by PAHPRA. 4F
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5 In particular, to determine 
the progress made by HHS toward establishing the network, we obtained 
and reviewed the strategy and implementation plan that the department 
developed to address the PAHPRA mandate. We compared the contents 
of the implementation plan to the requirements defined in the act to 
determine the extent to which the requirements were included in the plan. 
In doing so, we analyzed actions described in the implementation plan to 
determine which were related to the development of new IT capabilities or 
enhancements to existing systems that would be needed to establish the 
network capabilities. We focused our review on those actions. 

To determine the progress made toward establishing the network, we 
examined documentation provided by HHS that reported the steps the 
department has taken to address the actions described in the 
implementation plan, including the development of systems and 
information-sharing tools intended to enhance public health situational 
awareness. We also reviewed documentation that provided detailed 
information about the systems, such as stakeholders and sources of the 
data collected and shared by the systems. We compared HHS’s 
implementation plan to departmental guidance for managing enterprise IT 
resources and investments. Such guidance included requirements 
reflected in the statutory provisions commonly referred to as the Federal 
Information Technology Acquisition Reform Act (FITARA). 5F

6 

To supplement our analysis of the documentation collected from HHS, we 
held discussions with officials in HHS’s Office of the Assistant Secretary 
                                                                                                                  
5GAO-11-99. 
6Division A, title VIII, subtitle D of the Carl Levin and Howard P. “Buck” McKeon National 
Defense Authorization Act for Fiscal Year 2015, Pub. L. No. 113-291, 128 Stat. 3292, 
3438-50 (Dec. 19, 2014). Further references in the text that refer to “FITARA” refer to 
these provisions. 

http://www.gao.gov/products/GAO-11-99
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for Preparedness and Response (ASPR). These officials were 
responsible for completing the strategy and implementation plan and, 
thus, were knowledgeable of the actions that had been taken to establish 
the network capabilities required by PAHPRA. We also held discussions 
with an official of the National Preparedness and Response Science 
Board, a federal advisory committee of HHS, to obtain additional 
information regarding the steps the board took to provide HHS guidance 
and recommendations for enhancing biosurveillance systems in 
accordance with the law. 

While the scope of our work refers to “public health situational 
awareness,” HHS’s plans address “medical situational awareness” as a 
distinct component of public health situational awareness. According to 
HHS officials, they added the reference to “medical” situational 
awareness in the strategy and plan to include network capabilities 
specifically related to medical response in cases of public health 
emergencies. Throughout this report, we use “public health situational 
awareness” without the intention of excluding the “medical” component. 
Additional details on our objective, scope, and methodology are 
discussed in appendix I. 

We conducted this performance audit from February 2016 to September
2017 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 

Background 
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Public health functions in the United States—such as disease detection, 
vaccinations, and emergency preparedness and response—are 
conducted by public health officials from 59 state and territorial health 
departments; 6F

7 approximately 3,000 county, city, and tribal health 
departments; about 180,000 public and private clinical laboratories; and 
multiple federal agencies. Since clinicians at the county, city, or tribal 
                                                                                                                  
7These 59 health departments are located in the f if ty states, District of Columbia, and f ive 
territories – Guam, U.S. Virgin Islands, American Samoa, Mariana Islands, and Puerto 
Rico. 
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level are most likely to be the first ones to detect an incident, they and 
local public health officials are expected to report an incident or 
symptoms of diseases to the state health department and other 
designated parties. States provide supporting personnel, financial 
resources, laboratory capacity, and other assistance to local responders 
when needed. When an incident occurs that exceeds or is anticipated to 
exceed state, local, or tribal resources, state governors may request that 
the federal government provide resources to assist the state in its 
response efforts. 

For incidents involving primarily federal jurisdictions or authorities (e.g., 
military bases, federal facilities, or federal lands), federal departments 
and agencies may be the first responders and first line of defense in 
coordinating activities with state, local, and tribal partners. Along with 
HHS, several other federal agencies play a role in supporting public 
health functions, including the Departments of Agriculture, Homeland 
Security, Defense, and Veterans Affairs. Among these, HHS is the 
department with primary responsibility for supporting public health 
emergency preparedness and response: it serves as the federal focal 
point for coordinating response support for public health and medical 
services. Figure 1 provides an overview of the public entities having roles 
and responsibilities in sharing information to support nationwide public 
health situational awareness. 
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Figure 1: Overview  of Entities Supporting  
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Because of the many participants involved, the identification and 
management of a public health emergency call for effective 
communication and collaboration across all levels of government and the 
public health community. In this regard, efficient information sharing 
among these entities is essential to create and maintain the situational 
awareness needed to effectively prepare for, respond to, and manage a 
public health emergency. 
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Overview of the Pandemic and All-Hazards Preparedness 
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Act and the Pandemic and All-Hazards Preparedness 
Reauthorization Act of 2013 

Congress recognized the importance of HHS’s role in supporting the 
nation’s ability to prepare for and respond to public health emergencies 
and, in 2006, through provisions of PAHPA, established the Office of 
ASPR. 7F

8 Among other things, the Assistant Secretary of this office serves 
as the principal advisor to the Secretary of HHS on all matters related to 
federal public health and medical preparedness and response. This 
official is also responsible for coordinating with state, local, tribal, and 
territorial officials to ensure effective integration of federal public health 
and medical assets during emergencies. The office was established in 
December 2006 and is made up of six subordinate offices. 8F

9 

In addition, PAHPA established the National Biodefense Science Board in 
2006, which HHS now refers to as the National Preparedness and 
Response Science Board. 9F

10 This board is to provide expert advice and 
guidance to the Secretary on scientific, technical, and other matters 
regarding current and future chemical, biological, nuclear, and 
radiological agents. 

PAHPA also mandated that the Secretary of HHS develop and submit to 
the appropriate committees of Congress by June 16, 2007, a strategic 
plan that described the steps the department would take to develop, 
implement, and evaluate an electronic public health situational awareness 
network. The network was to be made up of interoperable systems that 
would enable the simultaneous sharing of information needed to enhance 
awareness at the federal, state, local, tribal, and territorial levels of public 
health. The strategy was to identify measurable steps the Secretary 
would take to develop, implement, and evaluate the network. It was also 
to identify actions for improving information sharing, coordination, and 
                                                                                                                  
8The Office of ASPR w as established by PAHPA, Pub. L. No. 109-417, § 102 (Dec 19, 
2006). 
9The ASPR off ices are the Offices of Biomedical Advanced Research and Development 
Authority; Emergency Management; Acquisition Management, Contracts, and Grants; 
Financial Planning and Analysis; Chief Operating Officer; and Policy and Planning. 
1042 U.S.C. § 247d-7f. In April 2014, HHS started referring to the National Biodefense 
Science Board as the National Preparedness and Response Science Board so as to more 
accurately reflect the board’s w ork, expertise, and contributions. 
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communication among disparate biosurveillance systems supported by 
HHS. The law required the department to establish such a network by 
December 19, 2008. The Secretary designated ASPR to be responsible 
for developing the public health situational awareness strategy. 

However, we reported in December 2010 that the Secretary of HHS had 
not met the requirements enacted by PAHPA in 2006. 10F
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11 In particular, we 
found that the department had not developed a strategic plan for 
establishing the network and had not integrated relevant but disparate 
strategies that existed throughout the department as a step toward 
establishing an electronic public health situational awareness network. 
Thus, we recommended that the Secretary of HHS develop and 
implement a strategic plan that defined goals, objectives, and priorities for 
establishing an electronic public health situational awareness network. 
We noted that such a plan should include performance measures for 
evaluating capabilities of existing and planned information systems, 
identify gaps in information-sharing capabilities and needed areas of 
improvement, and integrate related strategies within HHS for sharing 
information among federal, state, local, and tribal entities. The department 
neither agreed nor disagreed with the recommendation, but stated that a 
complete strategy would be developed. 

Subsequently, Congress reauthorized the act in 2013 and reiterated the 
mandate for HHS to develop a strategy and implementation plan for 
establishing an electronic public health situational awareness network, 
and to establish the network. The reauthorization, or PAHPRA, required 
the Secretary of HHS to submit to the appropriate committees of 
Congress a coordinated strategy and an accompanying implementation 
plan no later than 180 days after March 13, 2013—that is, by September 
9, 2013. The network was to be established by March 13, 2015. PAHPRA 
authorized $138,300,000 for each of fiscal years 2014 through 2018 to 
support HHS’s efforts to implement the network and other activities 
mandated by the act. 11F

12 

In May 2014, ASPR officials completed and the Secretary of HHS 
submitted the Public Health and Medical Situational Awareness Strategy

                                                                                                                  
11 GAO-11-99. 
12The authorization applied to all of PAHPRA section 204, w hich includes other activities 
related to CDC facilities and capacity, national communications and surveillance netw orks, 
and telehealth enhancements for emergency response. 

http://www.gao.gov/products/GAO-11-99
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to Congress. The department submitted the accompanying 
implementation plan to Congress in September 2015. Figure 2 provides 
an overview of the submission requirements and delivery time frames of 
the strategy and plan. 

Figure 2: Timeline of Submission Requirements and Delivery of the Department of Health and Human Services (HHS)  Public 
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Health and M edical Situational Awareness Strategy and Implementation Plan 
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Use of Information Technology to Support Public Health 
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Situational Awareness 

Maintaining a situational awareness capability involves an active, 
continuous, and timely exchange of information that enhances the ability 
of public health officials to make decisions related to emergency 
preparedness and response. For about two decades, public health 
officials at the federal, state, local, tribal, and territorial levels have used 
IT systems and tools to collect and share information in their day-to-day 
functions, such as tracking vaccinations and outbreaks of seasonal 
influenza. 

Public health officials also use these systems to create the situational 
awareness needed to enable early detection of, and effective response 
to, emerging diseases and other public health events. For example, 
electronic biosurveillance systems are used to collect data such as 
complaints from emergency department patients and lab test results 
related to disease syndromes, and to provide these data to public health 
officials. These data collection and information-sharing techniques are 
employed not only to detect the initial signs of emerging threats, but also 
to track the spread of syndromes, diseases, and other biological events 
throughout the duration of a public health emergency. Additionally, 
geographic information systems and mapping tools that support 
emergency response are useful to public health officials, as these tools 
provide visual and quantitative data such as maps of available hospital 
facilities and bed capacity, the location of electrical grid generators, and 
information regarding regional populations. 

At the federal level, several agencies have implemented and continue to 
use IT systems and tools as part of their efforts to collect, integrate, and 
share critical public health and medical information. In our December 
2010 report, we described 25 systems in use by HHS’s Centers for 
Disease Control and Prevention (CDC), Food and Drug Administration 
(FDA), Indian Health Service, and the Office of ASPR to support public 
health situational awareness.12F

13 These systems had been developed and 
implemented to enable emergency response information-sharing in 
support of various other public-health-related department initiatives or 
mandates. 

                                                                                                                  
13GAO-11-99. 

http://www.gao.gov/products/GAO-11-99
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In its role as the federal focal point for coordinating response support for 
public health and medical services, HHS coordinates national emergency 
response efforts for public health emergencies through ASPR’s 
Secretary’s Operations Center (SOC). This center was established in 
2002 primarily in response to the events of September 11, 2001. The 
SOC is a 24-hour-a-day, 7-day-a-week emergency operations center that 
uses information systems and tools to collect and analyze data from other 
federal emergency operations centers, such as those at CDC and FDA. 13F
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14 
The systems are also used to share information with other federal 
agencies that have responsibility for public health and other emergency 
support functions, such as the Departments of Homeland Security, 
Agriculture, and Transportation, and with state and local entities. 14F

15 

ASPR officials stated that they have used information systems operating 
from the SOC to support situational awareness during recent 
emergencies. For example, during the Louisiana flooding in August 2016, 
HHS deployed regional teams to the field to collect public health data 
from electronic health records of patients injured or otherwise affected 
during the flooding. The teams integrated the data into one of the SOC 
analytical tools, called Fusion Analytics, which layered the patient data 
with other data, such as information regarding the location of medical 
facilities that were available and able to treat certain patients.15F

16 The HHS 
teams were then able to provide the information to local public health 
officials to help them make decisions regarding where to transport victims 
for treatment. 

In addition, the department used maps and images produced by another 
system, the HHS emPOWER Map, to identify populations of Medicare 
beneficiaries who use electricity-dependent medical equipment, such as 
ventilators and powered wheelchairs. This information was used to 
support planning and response efforts in the field in case of a power 
outage. The system also provided graphical information about areas likely 
to flood in support of emergency responders making preparations. Figure 
                                                                                                                  
14ASPR is the component w ithin HHS responsible for coordinating emergency response 
support for public health and medical services. 
15Information shared w ith state and local public health entities is coordinated through 
HHS’s regional emergency coordinators.  
16Data retrieved from patients’ health records are “de-identif ied” by eliminating the 
personally identifying data, such as names, addresses, and Social Security numbers, so 
that collective information may be used for public health reporting, disease surveillance, 
and other purposes. 
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3 shows an example of the type of information provided by emPOWER 
Map. 

Figure 3: emPOWER Map Data of Potential Flooding Areas in Louisiana 
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ASPR officials noted other ways in which HHS has used IT systems 
operating from the SOC to help provide situational awareness for the 
early detection of illnesses in the Zika virus outbreak during the summer 
of 2016. For example, HHS used its interactive geographical information 
system tool, called GeoHEALTH, to map the number of cases within the 
country by state and county. This information was collected from state 
and local public health officials via CDC’s disease surveillance systems 
and from the National Biosurveillance Information Center via open source 
reporting. Using GeoHEALTH, HHS also mapped areas where potential 
contraceptive access issues could exist based on a number of key 
factors, including counties with high uninsured rates of women of 
childbearing age. Another way that GeoHEALTH was used in support of 
Zika monitoring was to map laboratory capacity for disease testing, as 
well as areas that were screening for Zika in the blood supply. The maps 
provided information to public health officials that enabled them to 
determine, for example, whether a jurisdiction had the medical facilities, 
lab capacity, resources and medications, and expertise needed to 
effectively respond to the outbreak. Figure 4 shows an example of a map 

 produced by GeoHealth.
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Figure 4: GeoHEALTH Map of Zika Cases in the United States 
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ASPR also allows public health entities at the state, local, tribal, and 
territorial levels to use its systems to collect data. The data are used by 
these other entities to supplement or enhance information collected from 
the systems and tools used within their jurisdictions to support 
biosurveillance, public health reporting, and emergency response 
operations. 

Other HHS systems are also available for use by public health entities 
throughout the country. For example, CDC developed and implemented 
the BioSense system, which is used not only by its own program and 
Emergency Operations Center staff, but also by public health staff at state 
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and local health departments and the Department of Veterans Affairs. 16F
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17 
The system was designed to collect health data from sources such as 
hospitals, laboratories, and pharmacies, and to provide public health 
entities access to the data. Such data are needed to create and support 
situational awareness, and thus improve capabilities for early public 
health emergency preparedness and response. 

HHS’s Processes for Managing and Overseeing IT 
Resources and System Development 

HHS has defined processes and practices for managing the department’s 
collection of IT systems and resources under the governance of an 
established organization. This IT portfolio includes the systems used by 
the department to support public health situational awareness. 

Specifically, within HHS, the Office of the Chief Information Officer (CIO) 
defined processes for managing the IT portfolio when it published the 
Enterprise Performance Life Cycle Framework in July 2012. The 
framework was developed to guide the management of department IT 
resources in a way that facilitates participation with HHS partners. 17F

18 
According to the framework, an IT project may be triggered as a result of 
business process improvement activities, changes in business functions, 
advances in IT, or it may arise from a law, such as the mandated 
establishment of electronic network capabilities defined by PAHPA and 
PAHPRA. 

The framework defines roles, responsibilities, and activities required to 
manage IT initiatives, to include those of business owners, critical 
partners, and integrated project teams. 

                                                                                                                  
17BioSense w as developed and implemented in accordance w ith the Public Health 
Security and Bioterrorism Preparedness and Response Act of 2002, Pub. L. No. 107-188 
(June 12, 2002) (see 42 U.S.C. § 247d-4(b)). 
18Department of Health and Human Services, Off ice of the Chief Information Officer, 
Enterprise Performance Life Cycle Framework, (Washington, D.C.: July 18, 2012). The 
framew ork defines ten phases of systems development—init iat ion, concept, planning, 
requirements analysis, design, development, test, implementation, operations and 
maintenance, and disposition—w hile allow ing for tailoring of the processes to 
accommodate certain circumstances, such as legislatively mandated IT projects. The 
framew ork applies to all HHS IT investments and projects, including, but not limited to, 
new  projects, major enhancements to existing projects, and new  commercial off-the-shelf 
product acquisitions. 
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· The business owner is the executive in charge of the organization and 
serves as the primary customer and advocate for an IT project. The 
business owner is responsible for identifying the business needs and 
performance measures to be satisfied by an IT project; providing 
funding for the project; establishing and approving changes to cost, 
schedule, and performance goals; and validating that the project 
initially and continually meets business requirements. In the case of a 
legislatively mandated program, when certain requirements and 
business needs are largely pre-determined, a business owner and IT 
project manager still must demonstrate that a proposed project will 
meet requirements stated in the mandate and do so in the optimal 
manner. 

· Critical partners for an IT project are functional managers in areas 
such as enterprise architecture, security, acquisition management, 
finance, budget, and human resources. The critical partners are 
considered subject matter experts and participate in project 
management reviews and governance decisions to ensure 
compliance with policies in their respective areas. 

· The integrated project team is chaired by an IT project manager with 
critical partner and business owner representatives to assist with 
planning and execution of the project. 

Further, HHS’s Enterprise Performance Life Cycle Framework defines the 
IT governance organization that will be responsible for ensuring that IT 
projects are technically sound, follow established project management 
practices, and meet the business owner’s needs. Components of this 
governance organization are an Information Technology Investment 
Review Board, the CIO’s Council/Technical Review Board, and the 
department’s CIO. 

In December 2014, FITARA enhanced the level of involvement that 
department CIOs should assume regarding the decision processes and 
policies related to IT resources implemented throughout the department, 
including those within programs such as those for public health 
emergency preparedness and response. 18F

Page 17 GAO-17-377  Public Health Information Technology 

19 Among other requirements, 
FITARA states that the CIO of a covered department such as HHS shall 
be included in the internal planning processes for how the department 
uses IT resources to achieve its objectives. This includes CIO 
involvement in planning for IT resources at all points in their life cycle.  

                                                                                                                  
19Pub. L. No. 113-291, division A, title VIII, subtitle D, § 831 (Dec. 19, 2014). 
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On June 10, 2015, the Office of Management and Budget (OMB) 
released a memo that provides federal agencies guidance for enhancing 
CIO responsibilities and involvement with IT resources in accordance with 
FITARA. 19F
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20 The guidance states that the CIO shall approve the IT 
components of any plans through a process defined by the department 
head. The guidance also states that the CIO should establish and 
maintain a process to regularly engage with program managers to 
evaluate IT resources supporting each strategic objective. HHS updated 
its Enterprise Performance Life Cycle Framework  IT guidance and 
governance approach to incorporate the FITARA requirements in October 
2016. 20F

21 

Prior GAO Reports Highlighting HHS’s and Other 
Agencies’ Efforts to Share Electronic Information for 
Public Health Emergency Preparedness and Support 

Although public health entities at the federal, state, and local levels have 
been using IT systems to support their day-to-day and emergency 
preparedness and response efforts for about 20 years, they have 
encountered obstacles in efforts to implement effective and timely 
electronic sharing of information on a nationwide basis. In addition to the 
December 2010 report previously discussed, we have issued multiple 
other reports since 2003 on the need for federal agencies—primarily
HHS—to develop strategies and plans for coordinating public health IT 
initiatives. These include the implementation of IT systems and data-
sharing networks among federal, state, and local public health entities. In 
these reports, we have described challenges related to sharing data 
among public health entities, including the lack of an overall strategy to 
guide the establishment of interoperability among related systems. 21F

22 We 
also have described issues related to benefits versus costs of collecting 
and integrating public health data at the federal level, and questions 
regarding the usefulness of such data. Specifically, we described state 
                                                                                                                  
20OMB, Management and Oversight of Federal Information Technology, Memorandum M-
15-14 (Washington, D.C.: June 2015). 
21Department of Health and Human Services, Off ice of the Chief Information Officer, HHS 
Federal Information Technology Acquisition Reform Act (FITARA) Implementation-
Revised HHS IT Governance Framework (Washington, D.C.: Oct. 25, 2016). 
22Interoperability among systems is the exchange of data that are defined in accordance 
w ith established standards and technical specif ications, allow ing them to be accessed by 
and used w ithin various systems w ithout reformatting or modif ication. 
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and local public health officials’ concerns regarding the cost and effort 
associated with providing data to federal entities to be integrated and 
shared on a nationwide basis, and whether those integrated data 
enhanced public health officials’ ability to prepare for and respond to 
emergencies. 

In 2003, we evaluated and reported on federal agencies’ efforts to 
develop IT to support public health emergency preparedness and 
response. 22F
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23 In our report, we identified issues regarding the 
implementation of health care and public health IT standards and the lack 
of an overall strategy to guide IT development and initiatives. As a result 
of the deficiencies we reported, we recommended that the Secretary of 
HHS, in coordination with other key stakeholders—such as the 
Secretaries of Defense and Veterans Affairs—establish a national IT 
strategy for public health preparedness and response. HHS, through 
activities initiated by the Office of the National Coordinator for Health IT, 
took steps to implement this recommendation by establishing 
interoperability standards and addressing privacy concerns as part of its 
efforts to advance the nationwide implementation of health care IT. 

In a June 2005 report, we evaluated the progress of federal agencies on 
their major public health IT initiatives, including one broad initiative at 
CDC—the Public Health Information Network—that is intended to provide 
the nation with integrated public health information systems to support 
activities such as disease detection, tracking, outbreak management, and 
exchange of laboratory information. 23F

24 We reported that CDC and the 
Department of Homeland Security faced challenges related to the 
planning and implementation of IT initiatives, including a need for 
improvements in systems integration and interoperability, and 
coordination with state and local public health agencies. Based on the 
concerns we identified, we recommended that the Secretary of HHS 
ensure that the federal initiatives were (1) aligned with the national health 
IT strategy, the federal health architecture, and other ongoing public 
health IT initiatives and (2) coordinated with state and local public health 
initiatives. We also recommended that the Secretary ensure that federal 
                                                                                                                  
23GAO, Bioterrorism: Information Technology Strategy Could Strengthen Federal 
Agencies’ Abilities to Respond to Public Health Emergencies , GAO-03-139 (Washington, 
D.C.: May 30, 2003). 
24GAO, Information Technology: Federal Agencies Face Challenges in Implementing 
Initiatives to Improve Public Health Infrastructure, GAO-05-308 (Washington, D.C.: June 
10, 2005). 

http://www.gao.gov/products/GAO-03-139
http://www.gao.gov/products/GAO-05-308
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actions taken to encourage the development, adoption, and 
implementation of health care data and communication standards across 
the health care industry address interoperability challenges associated 
with the exchange of public health information. The department 
addressed our recommendations by including public health IT initiatives 
within its overall strategy for nationwide health IT and by defining other 
initiatives for improving the exchange of clinical and public health data 
among public and private health care sectors. 

In November 2008, we reported on a key HHS syndromic surveillance 
program—the CDC’s BioSense program. 24F
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25 We reported that CDC had not 
identified annual and long-term cost and timeline estimates and 
performance measures for implementation of its redesigned BioSense 
program. We recommended that the Director of CDC develop reliable 
cost and timeline estimates for implementing the BioSense program and, 
with stakeholder input, develop outcome-based performance measures. 
HHS subsequently took steps to implement the recommendations. 
Specifically, CDC initiated activities to define the estimates and worked 
with a panel of state and local stakeholders to define performance 
measures that are focused on the intended results of the program.

HHS Has Made Limited Progress toward 
Establishing  the Public Health Situational 
Awareness Network Capabilities Required by 
PAHPRA 
The Public Health and Medical Situational Awareness Strategy that HHS 
developed included several objectives and strategies for establishing the 
network required by PAHPRA. The accompanying implementation plan 
identified specific actions for accomplishing the objectives. However, the 
actions identified in the implementation plan did not address all of the 
requirements defined by the law, including the identification of 
measurable steps to guide efforts in completing the actions. In the 
absence of an implementation plan that addressed these critical 
elements, as of May 2017, HHS had made limited progress toward 

                                                                                                                  
25GAO, Health Information Technology: More Detailed Plans Needed for the Centers for 
Disease Control and Prevention’s Redesigned BioSense Program, GAO-09-100 
(Washington, D.C.: Nov. 20, 2008). 

http://www.gao.gov/products/GAO-09-100
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establishing the required electronic public health situational awareness 
network capabilities. In addition, HHS did not follow established IT 
planning and management processes, which has further impeded the 
department’s ability to make progress toward establishing the network. 
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HHS Identified Actions for Establishing the Network, but 
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Did Not Address All PAHPRA Requirements Nor Define 
Measurable Steps to Guide its Efforts 

PAHPRA required HHS to conduct four activities related to the 
establishment of the public health situational awareness network. 
Specifically, the law required the department to (1) define minimal data 
elements for the network; (2) use applicable interoperability standards to 
facilitate information exchange among public health entities; (3) 
collaborate with state, local, and tribal public health officials to integrate 
and build on existing capabilities to ensure simultaneous sharing of data, 
information, and analyses from the network; and (4) collaborate with 
state, local, and tribal public health officials to develop procedures and 
standards for the collection, analysis, and interpretation of data that 
states, regions, or other entities collect and report to the network. 

According to PAHPRA, the network was to incorporate data elements 
from three types of public health information providers: (1) state, local, 
and tribal health entities; (2) federal health agencies; and (3) zoonotic 
disease monitoring systems. The law also identified other data to be 
integrated into the network, if practicable, from other types of providers, 
including, hospitals, pharmacies, and poison control centers. 

HHS stated in its Public Health and Medical Situational Awareness 
Strategy a primary goal for achieving effective public health situational 
awareness—to protect human health, safety, and well-being by 
enhancing the nation’s operational capability to support decision making 
at all government levels and across critical infrastructure sectors before, 
during, and after an incident. HHS defined five objectives for 
accomplishing the goal and further described objective-level strategies 
that were to contribute to accomplishing each of the objectives. 25F

26 The five 
                                                                                                                  
26The five objectives are: (1) foster development of a collaborative oversight authority and 
management structure to build capacity and operationalize a national public health and 
medical situational aw areness capability; (2) ensure timely, relevant, and accurate 
information is available to inform decisions at all levels and across all sectors; (3) evaluate 
existing netw ork capacity, ensuring that it is leveraged w here appropriate and that new  
capacity is promoted w here needed; (4) support implementation of Presidential Policy 
Directive 21, Critical Infrastructure Security and Resilience; and (5) ensure continual 
improvement and innovation of critical public health and medical situational aw areness 
functions. The f irst objective is supported by 2 strategies, the second objective is 
supported by 3 strategies, the third objective is supported by 3 strategies, the fourth 
objective is supported by 1 strategy, and the f if th objective is supported by 4 strategies.  
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objectives and objective-level strategies are supported by 49 intended 
actions that are outlined in the accompanying implementation plan. 

While not all of these objectives, strategies, and actions are directly 
related to the development of IT capabilities needed to establish the 
electronic public health situational awareness network required by 
PAHPRA, we identified ten specific IT-related actions in the 
implementation plan that support three objectives and four strategies that 
are significant to achieving nationwide information-sharing capabilities to 
meet the law’s requirements. These objectives, strategies, and actions 
are summarized in table 1. 

Table 1: Summary of Strategy and Implementation Plan Objectives, Strategies, and Actions Significant to Establishing 
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Electronic Network Capabilities Required by the Pandemic and All -Hazards Preparedness Reauthorization Act of 2013

Objective 1: Foster development of a collaborative coordinating authority and management structure to build capacity and 
operationalize the national Public Health and M edical Situational Awareness Strategy capability. 
Strategy Actions 
1.2: Through this authority, w ork w ith existing bodies to 
develop collaborative oversight practices for public health 
and medical situational aw areness.

1.2.1: Create a w orking group and develop a set of measures for each 
action in the implementation plan that w ill track progress or completion 
of steps tow ards development of the electronic public health and 
medical situational aw areness capability. 

Objective 2: Ensure timely, relevant, and accurate information is available to inform decisions at all levels and across all 
sectors.
Strategy Actions 
2.2: Engage federal and nonfederal partners at all levels 
and across all sectors on a regular and ongoing basis to 
ensure the availability of required information.  

2.2.2: Expand sharing of human and animal surveillance and outbreak 
information across states, counties, and other sectors, especially for 
zoonotic, environmental, and food- and w ater-borne illnesses. 
2.2.3: Implement mechanisms for routine inter-disciplinary and inter-
department health information sharing w ith other entities, such as 
hospitals, w hile leveraging existing regional health information 
organizations and health information exchanges and maintaining 
privacy and security of health information.a 
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Objective 3: Evaluate existing network capacity ensuring it is leveraged w here appropriate and that new  capacity is 
promoted w here needed.
Strategy Actions 
3.1: Enhance existing information-sharing netw orks that 
support public health and medical situational aw areness.
3.3: Leverage existing health IT netw orks and health 
information exchanges in support of public health and 
medical situational aw areness.

3.1.2: Develop and disseminate data use and data sharing agreement 
templates that address the proprietary, privacy, security, ethical 
constraints, data ow nership, stew ardship, and liability protection issues 
that may arise w ith sharing various types of data. 
3.1.3: Improve health information exchanges to support patient 
healthcare needs as w ell as community-level, population-oriented uses 
in near real-time outlined by the Office of the National Coordinator’s 
Interoperability Roadmap. 
3.1.4: Where possible, and as resources allow , innovate and improve 
the functional compatibility of health information systems across all 
sectors and among all levels of government as outlined by the Office of 
the National Coordinator’s Interoperability Roadmap. 
3.3.1: Conduct a comprehensive multi-department review  and 
evaluation of existing and planned data systems and sources to build 
and maintain a shared inventory that could be used for public health 
and medical situational aw areness purposes. 
3.3.2: Conduct an inventory of regional health information organizations 
and health information exchanges and determine the potential for 
inclusion in a national public health and medical situational aw areness 
capability. 
3.3.5: Where possible, implement and leverage standardization of data 
elements to promote interoperability among disparate healthcare 
information, public health, and emergency management. 
3.3.6: Develop the capability to house, share, and appropriately use 
information related to public health and medical situational aw areness 
that protects proprietary interest and patient confidentiality. 

Source: GAO analysis of HHS data. I GAO-17-377.
aA regional health information organization is a group of entities within a specific geograp hic area that 
shares health care-related information, often via health information exchanges. Health information 
exchanges are made up of two or more organizations that electronically exchange health-related 
data, according to accepted IT standards, within a region, community, or hospital system. 

Relative to PAHPRA, six of the 10 IT-related actions in the 
implementation plan address two of the four activities required by the law. 
Specifically, actions to improve health information exchanges (3.1.3) and 
to, where possible, innovate and improve the functional compatibility of 
health information systems (3.1.4) address the PAHPRA requirement to 
use interoperability standards. Further, four actions in the implementation 
plan address the requirement in the law that called for collaborating with 
public health officials at all levels to integrate and build on existing 
network capabilities: implement mechanisms for routine inter-disciplinary 
and interdepartmental health information sharing (2.2.3), 
comprehensively review and evaluate existing and planned data systems 
(3.3.1), inventory regional health information organizations and 
exchanges (3.3.2), and develop the capability to house, share, and 
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appropriately use information related to public health situational 
awareness (3.3.6).

Further, with regard to the sources of data for the network, the IT-related 
actions discussed in the implementation plan include two that support the 
collection of data from the three types of providers defined in PAHPRA. 
Specifically, actions 2.2.2 and 2.2.3 are intended to identify the collection 
of data from federal and non-federal partners, to include data related to 
zoonotic diseases. 26F
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However, the implementation plan does not include actions that would 
address two other activities required by the law. Specifically, the plan 
lacks any actions to address a required activity for defining the minimal 
data elements needed to establish the network, and another activity for 
collaborating with public health officials to develop standards for 
interpreting and reporting on data collected by the network. When 
reporting on barriers to meeting requirements of PAHPRA, HHS 
described challenges related to the definition of essential data elements 
and the establishment of standards to enable system interoperability. 
Accordingly, ASPR officials did not include in the implementation plan any 
specific actions related to defining the minimal data needed or 
establishing applicable standards for the network.

Table 2 summarizes the required activities and network data providers 
defined by PAHPRA, and actions included in the implementation plan that 
address the requirements of the law. 

  

                                                                                                                  
27Action 2.2.3 identif ies data to be collected from hospitals—one of the additional sources 
defined by PAHPRA to be incorporated as practicable. 
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Table 2: Summary of Activities and Netw ork Data Providers Required by the Pandemic and All -Hazards Preparedness 
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Reauthorization Act of 2013 (PAHPRA) and Their Inclusion in HHS’s Public Health and Medical Situational Awareness 
Implementation Plan 

Activities and network data providers required by 
PAHPRA 

Actions included in 
implementation plan for 
addressing requirements

Activities required for establishing and 
operating the netw ork

Use applicable interoperability standards. Yes 
Define minimal data elements. No 
Collaborate w ith state, local, and tribal public health 
off icials to integrate and build on existing capabilities 
to ensure simultaneous sharing of data, information, 
and analyses from the netw ork. 

Yes 

Collaborate w ith state, local, and tribal public health 
off icials to develop procedures and standards for the 
collection, analysis, and interpretation of data that 
states, regions, or other entities collect and report to 
the netw ork. 

No 

Netw ork elements shall include data and 
information transmitted in a standardized 
format provided by 

state, local, and tribal health entities Yes 
federal health agenciesa  Yes 
zoonotic disease monitoring systems Yes 

Source: GAO analysis of HHS data. I GAO-17-377.
a”Federal health agencies” refers to HHS, the Department of Homeland Security, the Department of 
Defense, the Department of Veterans Affairs, and the Department of Justice.  

Lacking the specific actions to define the minimal data elements needed 
from the sources and to develop standards for sharing the data in 
collaboration with state, local, and tribal public health officials, the 
implementation plan’s usefulness for ensuring that needed information is 
available to be shared in a standardized format and can be used by public 
health officials throughout the nation is diminished. Moreover, until HHS 
addresses all activities required by PAHPRA in its implementation plan, 
the department will not be able to ensure that public health situational 
awareness network capabilities will be established in accordance with all 
the requirements defined by the law. 

HHS’s Implementation Plan Does Not Identify Measurable Steps to 
Meet Requirements of PAHPRA 

PAHPRA required HHS to identify measurable steps the Secretary would 
carry out to guide the efforts to develop, implement, and evaluate the 
network. Further, the law required the National Preparedness and 
Response Science Board to assist HHS in its planning efforts by 
providing expert advice and guidance, including recommendations, 
regarding the measurable steps the Secretary should take to modernize 



 
Letter 
 
 
 
 

and enhance public health situational awareness information sharing 
capabilities through a biosurveillance network. To define measurable 
steps for IT projects, OMB guidance notes that implementation plans 
should include a timeline of tasks and steps toward implementing 
requirements; an estimate of costs to implement the tasks; resource 
requirements; and performance metrics to be used to determine whether 
tasks are completed on time and within resource requirements, and 
whether they result in the expected outcomes. 27F
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However, the implementation plan that HHS developed does not identify 
timelines, estimates of cost and resource requirements, or performance 
metrics that can be used to track and measure progress made toward 
completing tasks and, thus, to determine whether expected progress and 
outcomes of the IT-related actions are being achieved. For example, 
actions included in the plan to enhance existing information-sharing 
networks in support of public health situational awareness are defined to 
be taken within a broad time frame—between 2016 and 2018—but do not 
include metrics, such as interim milestones for completing specific tasks, 
that could be used to monitor and measure progress toward completing 
the actions. Further, the plan does not identify cost estimates to 
implement the actions or any performance metrics to determine whether 
the outcomes of the actions deliver expected benefits on time and within 
cost, as suggested by OMB guidance. 

HHS officials also did not identify in the implementation plan specific 
resource requirements and responsibilities for taking the actions identified 
in the plan. For example, although the plan identifies HHS and state, 
local, tribal, and territorial stakeholders as the lead entities for taking a 
number of the actions, and the Departments of Homeland Security, 
Defense, and Veterans Affairs as participating entities, it does not 
designate identifiable contacts, such as particular offices within the 
departments or stakeholder contacts within the many public health 
entities identified in the plan. 

In addition, HHS officials did not include in the implementation plan any 
measurable steps related to the enhancement of public health situational 
awareness information sharing capabilities through a biosurveillance 
                                                                                                                  
28OMB, Increasing Transparency of Federal Spending by Making Federal Spending Data 
Accessible, Searchable, and Reliable, Memorandum M-15-12 (Washington, D.C.: May 
2015) and Managing Information as a Strategic Resource, Circular A-130 (Washington, 
D.C.: July 2016). 
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network, as required by the law. While the National Preparedness and 
Response Science Board provided to HHS a number of 
recommendations related to the integration of biosurveillance systems 
and information, it did not identify and recommend the specific tasks and 
the timelines, estimates of cost, and resources requirements necessary to 
achieve a national biosurveillance system based on existing state, 
regional, and community level capabilities. Instead, the board 
recommended that HHS establish a central authority within the 
department to define the measurable steps for achieving these 
capabilities. 

ASPR officials stated that they did not identify measurable steps for 
completing the actions identified in the implementation plan because they 
created the National Health Security Strategic Guidance Committee in the 
summer of 2016 to be responsible for developing the measures and 
overseeing the conduct of the actions, including those related to 
biosurveillance. However, the National Health Security Strategic 
Guidance Committee charter does not include any responsibilities related 
to defining steps or overseeing the actions for establishing the network, 
and, as of May 2017, the committee had not done so. 

Because HHS did not identify measurable steps, in accordance with 
PAHPRA and OMB guidance, it lacks key planning elements needed to 
ensure the actions are taken to develop the network. Moreover, until the 
department defines such steps, it will not have the information and 
planning tools it needs to make progress toward establishing the network 
required by PAHPRA. 

HHS Reported Limited Progress in Taking Actions Defined in the 
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Implementation Plan to Develop the Network 

In the absence of an implementation plan that addresses all of the 
activities required by PAHPRA, the department has made limited 
progress toward establishing the public health situational awareness 
network. HHS issued a report in January 2017 that was intended to 
provide an update on the status of the actions identified in its 
implementation plan. 28F

29 The report discussed the outcomes from one 
                                                                                                                  
29Department of Health and Human Services, Public Health and Medical Situational 
Awareness Strategy and Implementation Plan Annual Report (Washington, D.C.: January 
2017). HHS included in its implementation plan completion of annual reports on the 
progress the department has made tow ard taking the actions in the plan.  
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action that had partially addressed the third objective of the 
implementation plan—to evaluate existing network capacity to ensure it is 
leveraged where appropriate and that new capacity is promoted where 
needed. Specifically, the report described existing capacity within the 
department that supports information sharing among public health 
entities. It noted that such capacity is achieved through the use of several 
systems that ASPR has implemented and operates within the SOC. 
(Appendix II provides an overview of these systems, as described in 
HHS’s report.)

While ASPR officials stated that these systems provide information 
sharing capabilities required by PAHPRA, they did not take all the actions 
that were defined to fully address the third objective of the implementation 
plan, including actions 3.1.2, 3.1.3, and 3.1.4. Specifically, they did not 
assess network capacity existing among all levels of public health to gain 
an understanding of the networks and the contributions each could make 
to support nationwide public health situational awareness. The officials 
did not identify where interoperability existed or was needed between 
systems and networks, or whether integration techniques were needed to 
ensure that all relevant information from disparate networks could be 
shared. 

Further, ASPR officials did not identify and evaluate other federal 
agencies’ and state, local, and tribal public health entities’ existing 
electronic information-sharing network capabilities, as required by the 
law. Although actions for doing so were identified in the plan (actions 
3.3.1, 3.3.2, 3.3.5, and 3.3.6), neither ASPR nor any other department 
officials had identified electronic information-sharing capabilities existing 
among public health entities that could be built upon to establish the 
network required by PAHPRA. As a result, outcomes of ASPR’s actions 
to evaluate existing capacity did not provide the information needed to 
determine what network capabilities already exist throughout all levels of 
public health and what system enhancements need to be developed to 
establish electronic public health situational awareness capabilities in 
accordance with PAHPRA. 

HHS’s January 2017 status report also did not address any other IT-
related actions identified in the implementation plan for establishing the 
network. Specifically, the report did not discuss any actions taken to 
address the first and second objectives of the implementation plan and, 
therefore, did not reflect the status of HHS’s efforts to create a working 
group and develop a set of measures for each action to track progress 
toward developing the network capabilities required by PAHPRA. 
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Likewise, the report does not address the status of any actions taken by 
the department to engage federal and nonfederal public health officials to 
ensure the information required to establish the network is available. 

ASPR officials told us that the development and implementation of the 
systems operating in the SOC represent the extent of their efforts that 
could address IT-related actions identified in the implementation plan.
They stated that the specific actions outlined in the plan had not been 
taken because other public health partners within federal agencies and 
state, local, tribal, and territorial entities were designated in the plan to be 
responsible for leading and participating in the steps necessary to 
complete the actions. A director within ASPR further stated that, while 
they are responsible for establishing policy and making plans to address 
the PAHPRA mandate, they are not responsible for establishing the 
electronic network capabilities other than those provided through the 
operation of the systems in the SOC. 

However, neither the National Health Security Strategic Guidance 
Committee nor any other entity within HHS has taken responsibility to 
ensure that actions are taken to establish the network, and to track and 
monitor progress of the actions from initiation to completion. Further, 
according to ASPR officials, as of May 2017, the department had not 
designated funds to be used for purposes of planning for or establishing 
the network, and had not accounted for any funds used specifically to 
develop the strategy and implementation plan. 

Weaknesses in IT Planning and Management Processes 

Page 30 GAO-17-377  Public Health Information Technology 

Have also Contributed to the Lack of Progress toward 
Establishing the Network Required by PAHPRA 

Beyond the deficiencies in its plans for implementing the network, HHS 
did not follow the department’s overall IT planning and management 
processes, which contributed to the lack of progress in establishing the 
network. For example, HHS’s Enterprise Performance Life Cycle
Framework defines the CIO’s authority over the department’s collection of 
IT systems and resources—its IT portfolio—which includes the systems 
within the SOC and other systems used for situational awareness 
purposes throughout the department. According to guidance provided by 
the framework, the CIO should, therefore, play a key role in managing 
and facilitating the department’s efforts to identify and implement any 
system improvements needed to enhance electronic public health 
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situational awareness network capabilities to meet the requirements of 
PAHPRA. 

The Enterprise Performance Life Cycle Framework also establishes the 
roles and responsibilities of an integrated project team to manage an IT 
initiative. The team is to be chaired by an IT project manager. Among 
other activities, the project manager is responsible for: 

· developing a project management plan to be used as the principal tool 
for organizing and managing IT projects; 

· ensuring that all appropriate business stakeholders and technical 
experts are involved throughout the life cycle of an IT project; 

· proactively reporting missed project milestones and variances in 
percentage of project cost, schedule, and performance;

· maintaining information on project status, control, performance, risk, 
corrective actions, and outlook; 

· planning and conducting phase activities and verifying that the set of 
deliverables for the phase is complete; and 

· conducting formal reviews at specified points in the life cycle of the 
project. 

The project manager for a statutorily mandated project, such as the 
electronic network required by PAHPRA, is to demonstrate that a 
proposed project will meet requirements stated in the mandate and do so 
in an optimal manner. 

The project team is also to include a business owner who is responsible 
for activities such as: 

· identifying the business needs and performance measures to be 
satisfied by the project; 

· providing funding for the IT project; 

· establishing and approving changes to cost, schedule, and 
performance goals; 

· validating that the project initially meets business requirements and 
continues to meet business requirements; and 
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· conducting a preliminary enterprise architecture 29F
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30 review to determine 
any potential duplication or contradictions with other existing projects. 

In addition, the department’s IT governance organization, led by the CIO, 
is to be responsible for ensuring that IT projects are technically sound, 
follow established project management practices, and meet the business 
owner’s needs. 

However, ASPR officials did not follow the department’s established 
processes when developing the implementation plan for the electronic 
network required by PAHPRA. Specifically, while ASPR designated the 
National Health Security Strategic Guidance Committee to be responsible 
for managing and overseeing the actions related to the establishment of 
the network, the committee’s authority was not established in accordance 
with department guidelines for managing IT resources. In particular, the 
committee does not include a project manager, business owner, or the 
CIO; rather, it is made up of policy and planning officials from HHS and 
other federal agencies. As such, HHS has not established the 
management structure needed to oversee the use of IT resources in any 
efforts taken to enhance electronic information sharing in accordance with 
PAHPRA. 

Further, in developing the department’s public health situational 
awareness implementation plan, ASPR officials did not take other steps 
required by departmental guidance for managing IT projects. For 
example, HHS’s Enterprise Performance Life Cycle Framework guidance 
calls for an IT project manager to develop a full project management plan 
to include costs, schedule, and resource requirements for actions to be 
taken. However, an IT project manager was not designated to take 
responsibility for defining and implementing any system improvements 
needed to enhance electronic public health situational awareness network 
capabilities, and no such plan was developed. 

Additionally, the framework requires an IT project’s business owner to 
establish and approve changes to performance metrics and a project 
manager to report variances and delays in meeting performance 

                                                                                                                  
30An enterprise architecture can be viewed as a blueprint for organizational transformation 
and IT modernization. Generally speaking, it consists of “snapshots” of the enterprise’s 
current, or “as-is,” operational and technological environment, and its target, or “to-be,” 
environment. An enterprise architecture contains a capital investment road map for 
transitioning from the current to the target environment. 
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milestones. Such actions are needed to track progress made toward 
project completion and to ensure that expected performance outcomes 
are achieved. However, as noted previously, no performance metrics for 
establishing the network have been defined, and HHS did not designate a 
business owner to be responsible for tracking any progress made toward 
implementing the network capabilities required by PAHPRA. 

ASPR officials told us that, because they were tasked by the Secretary to 
develop the public health situational awareness strategy and 
implementation plan required by PAHPRA, no department entity having IT 
management responsibilities was involved. However, had HHS followed 
its own departmental guidance for managing IT resources—such as 
establishing an IT resource management structure, developing a project 
management plan, and defining metrics for tracking performance—the 
department would have had the planning tools, resources, and oversight 
mechanisms needed to actively pursue efforts to establish the required 
network capabilities. Until HHS adheres to departmental guidance for 
managing the IT resources necessary to identify and implement 
enhancements needed to improve electronic information-sharing 
capabilities of systems and networks in use by public health entities 
throughout the country, its efforts to establish the nationwide public health 
situational awareness network required by PAHPRA will continue to be 
hampered. 

Conclusions 
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HHS officials developed a public health situational awareness 
implementation plan that identifies actions to address a number of the 
requirements for evaluating and establishing network capabilities defined 
by PAHPRA. However, the usefulness of the implementation plan is 
diminished because it does not include all activities required by the law or 
steps that can be measured to determine whether actions have been 
initiated and completed. In the absence of a complete and useful 
implementation plan, the department has reported making limited 
progress toward establishing the network. Further, HHS did not follow 
established departmental processes for managing IT resources in its 
planning efforts, which may have contributed to its lack of progress. In 
particular, department officials did not call for the establishment of an 
integrated project team, in accordance with CIO guidance, for managing 
and overseeing the use of IT resources to implement the technical 
requirements called for by the law. 
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The importance of HHS’s responsibility for supporting emergency 
preparedness and response at all levels of public health calls for the CIO 
to play a key role in managing HHS’s efforts to identify and implement 
any system capabilities needed to enhance electronic public health 
situational awareness network capabilities. Without leadership of the CIO, 
the agency will continue to lack the guidance and oversight needed to 
implement a network that provides the electronic information-sharing 
capabilities required by PAHPRA. Consequently, HHS will remain unable 
to provide Congress reasonable assurance that the outcomes of any 
ongoing and future efforts will result in progress towards accomplishing 
the goals and objectives for enhanced nationwide public health situational 
awareness as envisioned by the law. 
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Recommendations  for Executive Action 
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To ensure progress is made toward the implementation of any IT 
enhancements needed to establish electronic public health situational 
awareness network capabilities mandated by PAHPRA, we are 
recommending that the Secretary of HHS direct the Assistant Secretary 
for Preparedness and Response to take the following three actions: 

1. Task an integrated project team, made up of an IT project manager 
and business owner, with including specific actions in the Public 
Health and Medical Situational Awareness Strategy Implementation 
Plan for conducting all activities required to establish and operate the 
network. 

2. Task the integrated project team with developing a project 
management plan that includes measurable steps—including a 
timeline of tasks, resource requirements, estimates of costs, and 
performance metrics—that can be used to guide and monitor HHS’s 
actions to establish the network defined in the plans. 

3. Conduct all IT management and oversight processes related to the 
establishment of the network in accordance with Enterprise 
Performance Life Cycle Framework guidance, under the leadership of 
the HHS CIO. 

Agency Comments 
We provided HHS a draft of this report for review and comment. Officials 
in the department’s Office of the Assistant Secretary for Legislation 
responded that they had no comments on the report’s findings and 
recommendations. 

We are sending copies of this report to the appropriate congressional 
committees, the Secretary of Health and Human Services, and other 
interested parties. In addition, the report is available at no charge on the 
GAO website at http://www.gao.gov.

http://www.gao.gov/
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If you or your staff have any questions about this report, please contact 
me at (202) 512-6304 or melvinv@gao.gov. Contact points for our Offices 
of Congressional Relations and Public Affairs may be found on the last 
page of this report. GAO staff who made key contributions to this report 
are listed in appendix III. 

 
Valerie C. Melvin 
Managing Director, Information Technology 
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Appendix  I: Objective, Scope, 
and Methodology 
The objective of our review was to determine what progress the 
Department of Health and Human Services (HHS) has made towards 
establishing electronic situational awareness network capabilities in 
accordance with the requirements of the Pandemic and All-Hazards 
Preparedness Reauthorization Act of 2013 (PAHPRA). 

To address the objective, we reviewed section 204 of PAHPRA to identify 
requirements for an electronic situational awareness network, which 
includes a strategy for establishing electronic public health situational 
awareness capabilities, developing a plan for implementing the strategy, 
and incorporating recommendations related to public health situational 
awareness planning, made by the National Preparedness and Response 
Science Board. 

We obtained and reviewed documents related to the implementation of 
information technology to enhance public health situational awareness 
including HHS’s 2014 Public Health and Medical Situational Awareness 
Strategy and 2015 Public Health and Medical Situational Awareness 
Strategy Implementation Plan, and the National Preparedness and 
Response Science Board’s recommendations published in October 2013. 
We compared information documented in the strategy and 
implementation plan, and the board’s recommendations, to the required 
activities and network elements in the law to determine whether they were 
included in the plans for establishing an electronic public health 
situational awareness network. We analyzed actions described in the 
implementation plan to determine which were significant to the 
development of new IT capabilities or enhancements to existing systems 
that would be needed to establish the network capabilities. We focused 
our study on those actions. 

We also reviewed a January 2017 status report related to HHS’s efforts to 
address the PAHPRA requirements. As part of our review, we identified 
systems that HHS reported had been developed and are currently used 
within HHS’s Secretary’s Operations Center to support public health 
emergency preparedness and response functions. We examined 
descriptions of the systems to identify the data sources accessed for 
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information sharing within HHS and among other public health entities. 
We then compared the data sources to technical requirements defined by 
PAHPRA and determined the extent to which the systems were used to 
collect and share information in accordance with the law. 

We examined HHS’s enterprise lifecycle processes for managing and 
overseeing IT resources, along with other guidance provided by the Office 
of Management and Budget, 30F
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1 to identify the roles, responsibilities, and 
authority needed to conduct actions that would need to be completed in 
order to implement the IT capabilities described in the plans. We then 
compared the contents of the strategy and plan against the department’s 
processes and the other federal guidance to determine whether HHS had 
addressed key elements of implementation planning and followed 
departmental processes for establishing and managing the IT resources 
needed to implement the IT-related actions included in the 
implementation plan. 

To supplement the information we collected from examination of 
documentation, we held discussions with HHS officials to better 
understand the processes they followed and steps they took to develop 
the strategy and implementation plan. We also discussed with them their 
responsibilities for establishing the network and the status of any 
progress that had been made toward completing actions to address the 
mandate. In addition, we interviewed an official of the National 
Preparedness and Response Science Board to gain an understanding of 
the recommendations made to HHS related to planning efforts to address 
the modernization and enhancement of biosurveillance systems, as 
required by PAHPRA. 

We assessed the reliability of the data we obtained from documented 
descriptions of HHS systems by reviewing related technical 
documentation and interviewing department officials knowledgeable of 
the efforts taken to address the electronic information-sharing 
requirements of PAHPRA. We found the data reliable for the purposes of 
our report. 

                                                                                                                  
1Office of Management and Budget, Increasing Transparency of Federal Spending by 
Making Federal Spending Data Accessible, Searchable, and Reliable, Memorandum M-
15-12 (Washington, D.C.: May 2015), Managing Information as a Strategic Resource, 
Circular A-130 (Washington, D.C.: July 2016), and Management and Oversight of Federal 
Information Technology, Memorandum M-15-14 (Washington, D.C.: June 2015). 
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We conducted this performance audit from February 2016 to September
2017 in accordance with generally accepted government auditing 
standards. 31F
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2 Those standards require that we plan and perform the audit 
to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our findings and conclusions based on our audit objectives. We 
believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 

                                                                                                                  
2We reported to Congress and the Secretary of HHS on the department’s progress to 
implement PAHPRA by March 13, 2016, as mandated by the law . This audit w as 
conducted in response to congressional interest in our continued evaluation of HHS’s 
progress.  
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Appendix  II: The Office of the 
Assistant Secretary for 
Preparedness and 
Response’s Situational 
Awareness Systems 
Table 3 provides an overview of the Office of the Assistant Secretary for 
Preparedness and Response’s situational awareness systems, the users 
they were developed to support, entities that provide data, and the data 
the systems were designed to share that are required by the Pandemic 
and All-Hazards Preparedness Reauthorization Act of 2013. 

Table 3: Overview of the Office of the Assistant Secretary for Preparedness and Response ’s Systems, System Users, Data 
Providers, and Data Required by the Pandemic and All -Hazards Preparedness Reauthorization Act of 2013 (PAHPRA) 

System System description Users Data providers

Data required by PAHPRA 
and collected from 
providers

GeoHEALTH A secure, electronic, 
interactive mapping 
application that collects 
information from numerous 
open and secure sources, 
and combines it into a single 
visual environment for 
enhanced situational 
aw areness, assessment, and 
management of resources for 
planning and response to 
natural, man-made, or 
pandemic events.  

The Department of 
Health and Human 
Services (HHS) 
Secretary’s Operation 
Center (SOC), federal, 
state, and local 
partners 

National Oceanic and 
Atmospheric 
Administration, United 
States Geological Survey, 
and non-governmental 
organizations 

State, local, and tribal public 
health entities, including 
public health laboratories; 
federal health agencies; 
zoonotic disease monitoring 
systems; health care entities; 
hospitals; and community 
health centers 
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System System description Users Data providers

Data required by PAHPRA 
and collected from 
providers

WebEOC A w eb-based customizable 
tool that allow s HHS to share 
information across its 
organization and w ith key 
stakeholders. WebEOC is the 
primary system used to 
record and relay information 
on events, security issues, 
threats, public health, 
medical, and human services 
incidents. 

HHS SOC, federal, 
state, local, tribal, 
territorial, and private 
sector partners 

HHS’s federal, state, and 
local health partners 

State, local, and tribal public 
health entities, including 
public health laboratories; 
federal health agencies; and 
health care entities  

EM Portal A know ledge management 
tool that provides all hazards 
information, materials, and 
key links to promote 
know ledge sharing and 
collaboration and support 
emergency operations. 
Access is provided to 
authorized users and 
contains f inished products 
and information including 
briefings, daily reports, and 
reference information. 

HHS SOC, federal, 
state, local, tribal, 
territorial, and private 
sector partners 

Centers for Disease 
Control and Prevention, 
Food and Drug 
Administration 

State, local, and tribal public 
health entities, including 
public health laboratories; 
federal health agencies; 
health care entities; and 
hospitals 

Fusion 
analytics 

A w eb-based compilation of 
dashboards based on 
statistical analysis of data 
that allow s for visualization of 
multiple real-time data 
sources 24 hours a day, 7 
days a w eek.  

HHS SOC, federal, 
state, local, tribal, 
territorial, and private 
sector partners 

National Disaster Medical 
System’s health 
information repository 

State, local, and tribal public 
health entities, including 
public health laboratories; 
federal health agencies; 
health care entities; 
hospitals; community health 
centers; health centers and 
clinical laboratories

Source: GAO analysis of HHS data. I GAO-17-377. 
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Appendix  III: GAO Contact 
and Staff Acknowledgments 
Contact 
Valerie C. Melvin, (202) 512-6304 or melvinv@gao.gov 
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In addition to the contact named above, Teresa F. Tucker (Assistant 
Director), Thomas E. Murphy (Analyst in Charge), Melina I. Asencio, 
Christopher G. Businsky, Quintin I. Dorsey, and Nancy E. Glover 
contributed to this report. 
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Appendix  IV: Accessible Data 
Data Tables 

Accessible Data for Figure 1: Overview of Entities Supporting 
Nationwide Public Health Situational Awareness Network 

Federal Departments

Department of Health and Human Services (HHS) 

Department of Homeland Security 

Department of Defense 

Department of Agriculture 

State, Local, Territorial, and Tribal 

State Health Departments 

Poison Control Centers 

Local Health Departments 

Emergency Medical Services 

Healthcare Providers

Hospitals 

Department of Defense Military Health System 

Department of Veterans Affairs 

Clinics 

Source: HHS. |  GAO-17-377
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