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What GAO Found 
Of the 105 reports that the Department of Homeland Security (DHS) received 
under its interim process for whistleblowers from June 16, 2015 (the date DHS 
was mandated to begin collecting reports by), to April 19, 2016, DHS closed 97 
because they did not pertain to Chemical Facility Anti-Terrorism Standards 
(CFATS) regulations, and referred 70 of the 97 to other federal agencies with 
legal authority relevant to the reports. DHS determined that 8 of the 105 reports 
involved potential CFATS violations, and after further review, that 1 report 
involved an actual CFATS violation. As a result of this report, DHS required the 
chemical facility to register with DHS as a CFATS-regulated facility. 

Total Reports Received by DHS and Disposition for Reports, June 16, 2015 to April 19, 2016 

In June 2015, DHS implemented an interim process to respond to whistleblower 
reports involving CFATS and has followed its process since then; however, DHS 
does not have a documented process and procedures to investigate 
whistleblower retaliation reports. The Protecting and Securing Chemical 
Facilities from Terrorist Attacks Act of 2014 (CFATS Act of 2014) prohibits 
retaliation against whistleblowers. According to DHS, the department has not 
received a report of whistleblower retaliation that it substantiated since 
implementing the interim process and any future retaliation reports would be 
addressed on a case-by-case basis. However, without a documented process 
and procedures for investigating whistleblower retaliation reports, DHS may not 
be able to effectively and efficiently investigate any future retaliation reports. In 
addition, DHS maintains a telephone tip line and a website with an e-mail 
address to receive CFATS whistleblower reports. However, the tip line greeting 
provides no guidance and the website provides limited guidance about the type 
of information that would be most useful to DHS for addressing the reports. 
GAO’s analysis of 105 reports received by DHS from June 16, 2015, to April 19, 
2016, identified challenges that DHS experienced in vetting reports due to 
insufficient information, such as the name or location of the chemical facility. 
Additional guidance explaining the detailed information that DHS needs to review 
reports could help reduce the amount of follow-up time to obtain this information. View GAO-16-572. For more information, 

contact Chris Currie at (404) 679-1875 or 
CurrieC@gao.gov. 

Why GAO Did This Study 
The CFATS program is intended to 
ensure the security of the nation’s 
chemical infrastructure by assessing 
risks and requiring the implementation 
of measures to protect high-risk 
chemical facilities. The CFATS Act of 
2014 required DHS to establish a 
whistleblower process. Employees and 
contractors at hundreds of thousands 
of U.S. facilities with hazardous 
chemicals can play an important role in 
helping to ensure CFATS compliance 
by submitting a whistleblower report 
when they suspect noncompliance. 
Whistleblowers who disclose 
wrongdoing at chemical facilities can 
save lives and help improve public 
safety and health.  

The CFATS Act of 2014 also requires 
GAO to review the CFATS 
whistleblower process. This report 
addresses (1) the number and types of 
CFATS whistleblower reports DHS 
received, and any actions DHS took as 
a result, and (2) the extent to which 
DHS has implemented and followed a 
process to address the whistleblower 
reports, including reports of retaliation 
against whistleblowers. GAO reviewed 
laws, regulations, and CFATS program 
documents; analyzed whistleblower 
reports DHS received from June 16, 
2015 to April 19, 2016; and interviewed 
officials responsible for vetting the 
reports and deciding how to address 
them.  

What GAO Recommends 
GAO recommends that DHS develop a 
documented process and procedures 
to address whistleblower retaliation 
reports, and provide additional 
guidance on the DHS whistleblower 
website and telephone tip line. DHS 
agreed with GAO’s recommendations. 

 

http://www.gao.gov/products/GAO-16-572
http://www.gao.gov/products/GAO-16-572
mailto:CurrieC@gao.gov


 
 
 
 
 
 
 
 
 
 
 

Letter 1 

Page i GAO-16-572    Critical Infrastructure Protection   

Background 4 
DHS Received 105 Reports and Closed 97 Because They Did Not 

Involve CFATS Regulatory Requirements 7 
ISCD Has Implemented an Interim Process for Whistleblower 

Reports but Not for Retaliation Reports, and Guidance for 
Whistleblowers Is Limited 12 

Conclusions 19 
Recommendations for Executive Action 20 
Agency Comments and Our Evaluation 20 

Appendix I: Objectives, Scope, and Methodology 24 

Appendix II: The Chemical Facility Anti-Terrorism Standards Regulation and Process 28 

Appendix III: Analysis of Calls Received by the Department of Homeland Security’s Infrastructure Security 
Compliance Division from February 2009 to June 15, 2015 33 

Appendix IV: Summary of the Department of Homeland Security’s Efforts to Develop and Implement a Process 
and Procedures for Whistleblower Reports Related to Chemical Facility Anti-Terrorism Standards 36 

Appendix V: Comments from the Department of Homeland Security 40 

Appendix VI: GAO Contact and Staff Acknowledgments 43 

GAO Contact 43 
Staff Acknowledgments 43 

Appendix VII: Accessible Data 44 

Agency Comment Letter 44 
Accessible Text/Data Tables 47 

Tables 

Table 1: Description of Eight Reports of Potential Chemical 
Facility Anti-Terrorism Standards (CFATS) Violations 
since June 16, 2015 That the Infrastructure Security 
Compliance Division (ISCD) Further Reviewed to 
Determine if They Were CFATS Violations, as of April 19, 
201610 

Contents 



 
 
 
 
 
 
 
 
 
 
 

Table 2: Infrastructure Security Compliance Division’s (ISCD) 
Efforts since June 16, 2015 to Develop and Implement a 
Whistleblower Process and Procedures for Provisions 
Related to the Department of Homeland Security in the 
Chemical Facility Anti-Terrorism Standards (CFATS) Act 
of 2014, as of April 2016 14 

Table 3: Number of Infrastructure Security Compliance Division 
(ISCD) Telephone Tip Line Calls GAO Identified as Not 
Related to Chemical Facility Anti-Terrorism Standards 
(CFATS) and as Potential CFATS Violations, Fiscal Years 
2009 to 2015 33 

Table 4: Number of Infrastructure Security Compliance Division 
(ISCD) Telephone Tip Line Calls GAO Identified as 
Potential Chemical Facility Anti-Terrorism Standards 
(CFATS) Violations, by Type of Call, from Fiscal Years 
2009 to 2015 34 

Table 5: Six Examples of Infrastructure Security Compliance 
Division (ISCD) Telephone Tip Line Calls Received from 
February 2009 to June 2015 that GAO Identified as Not 
Related to Chemical Facility Anti-Terrorism Standards 
(CFATS) or Potential CFATS Violations 35 

Table 6: The Department of Homeland Security’s (DHS) 
Infrastructure Security Compliance Division’s (ISCD) 
Efforts to Develop and Implement a Whistleblower 
Procedure as Mandated in the Chemical Facility Anti-
Terrorism Standards (CFATS) Act of 2014, as of April 
201636 

Data Table for Highlights Figure: Total Reports Received by DHS 
and Disposition for Reports, June 16, 2015 to April 19, 
201647 

Data Table for Figure 1: Number and Percentage of Reports 
Received by the Infrastructure Security Compliance 
Division (ISCD) and the Disposition for Reports that ISCD 
Determined Did Not Involve Potential Violations of 
Chemical Facility Anti-Terrorism Standards (CFATS), 
June 16, 2015 through April 19, 2016 47 

Accessible Text for Figure 2: Infrastructure Security Compliance 
Division (ISCD) Interim Process for Addressing Reports of 
Potential Chemical Facility Anti-Terrorism Standards 
(CFATS) Violations 48 

Page ii GAO-16-572    Critical Infrastructure Protection   



 
 
 
 
 
 
 
 
 
 
 

Figures 

Page iii GAO-16-572    Critical Infrastructure Protection   

Figure 1: Number and Percentage of Reports Received by the 
Infrastructure Security Compliance Division (ISCD) and 
the Disposition for Reports that ISCD Determined Did Not 
Involve Potential Violations of Chemical Facility Anti-
Terrorism Standards (CFATS), June 16, 2015 through 
April 19, 2016 8 

Figure 2: Infrastructure Security Compliance Division (ISCD) 
Interim Process for Addressing Reports of Potential 
Chemical Facility Anti-Terrorism Standards (CFATS) 
Violations 13 

Figure 3: Department of Homeland Security’s (DHS) Chemical 
Facility Anti-Terrorism Standards (CFATS) Process 32 

 
 
 
 
 
 
 
 
 
 
 
Abbreviations: 

ASP  Alternative Security Program 
CFATS Chemical Facility Anti-Terrorism Standards 
CI  Compliance Inspection   
COI  Chemical of Interest 
CSAT  Chemical Security Assessment Tool 
DHS   Department of Homeland Security 
EPA  Environmental Protection Agency 
FBI  Federal Bureau of Investigation 
ISCD  Infrastructure Security Compliance Division 
NPPD  National Protection and Programs Directorate 
OSHA  Occupational Safety and Health Administration 
SSP  Site Security Plan 

 



 
 
 
 
 
 
 
 
 
 
 

Page iv GAO-16-572    Critical Infrastructure Protection   

This is a work of the U.S. government and is not subject to copyright protection in the 
United States. The published product may be reproduced and distributed in its entirety 
without further permission from GAO. However, because this work may contain 
copyrighted images or other material, permission from the copyright holder may be 
necessary if you wish to reproduce this material separately. 



 
 
 

Page 1 GAO-16-572    Critical Infrastructure Protection   

441 G St. N.W. 
Washington, DC 20548 

July 12, 2016 

Congressional Committees 

Facilities that produce, use, or store hazardous chemicals can pose 
significant risks and danger to workers and the general public if chemicals 
are not properly produced, handled, and stored. Terrorists who want to 
inflict significant casualties and damage may target chemical facilities in 
the United States, which has hundreds of thousands of chemical facilities. 
The Department of Homeland Security’s (DHS) Chemical Facility Anti-
Terrorism Standards (CFATS) program, enacted in 2007, enables the 
department to identify chemical facilities and assess the security risk 
posed by each, categorize the facilities into risk-based tiers, and inspect 
the high-risk facilities to ensure compliance with regulatory requirements 
and reduce the risks associated with chemicals of interest (COI).1 As of 
September 30, 2015, DHS had designated 3,127 facilities in the United 
States as high-risk chemical facilities subject to CFATS. We previously 
reported on CFATS and identified challenges that DHS was experiencing 
in implementing the program. We recommended, among other things, 
that DHS enhance its risk assessment approach to incorporate all 
elements of risk, conduct a peer review of the program to validate and 
verify DHS’s risk assessment approach, verify that certain data reported 
by facilities are accurate, and document processes and procedures for 
managing compliance with site security plans. DHS agreed with all of our 
recommendations and implemented some of them, such as verifying 
facility data accuracy, as of May 2016.2 

The Protecting and Securing Chemical Facilities from Terrorist Attacks 
Act of 2014 (CFATS Act of 2014) mandated that, among other things, 
DHS establish a procedure to facilitate whistleblower reporting—reports 

                                                                                                                       
1See 6 U.S.C. §§ 621-29; 6 C.F.R. pt. 27. 
2GAO, Critical Infrastructure Protection: DHS Is Taking Action to Better Manage Its 
Chemical Security Program, but It Is Too Early to Assess Results, GAO-12-515T 
(Washington, D.C.: July 26, 2012); Critical Infrastructure Protection: DHS Efforts to 
Assess Chemical Security Risk and Gather Feedback on Facility Outreach Can Be 
Strengthened, GAO-13-353 (Washington, D.C.: Apr. 5, 2013); and Critical Infrastructure 
Protection: DHS Action Needed to Verify Some Chemical Facility Information and Manage 
Compliance Process, GAO-15-614 (Washington, D.C., July 22, 2015). 
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of potential CFATS violations from employees and contractors at 
chemical facilities of interest—within 180 days of the enactment of the act 
(that is, by June 16, 2015).
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3 Employees and contractors who are on site 
and involved in facilities’ day-to-day operations can play an important role 
in notifying DHS of failures to comply with CFATS by submitting a 
whistleblower report. Whistleblowers who disclose wrongdoing at 
chemical facilities can save lives and contribute to improvements in public 
safety and health, and facility operations. DHS’s National Protection and 
Programs Directorate’s (NPPD) Infrastructure Security Compliance 
Division (ISCD) is, among other things, responsible for managing the 
CFATS program, including its whistleblower process and procedures. 

The CFATS Act of 2014 includes a provision for GAO to evaluate the 
implementation of DHS’s CFATS whistleblower protections provided 
under the act.4 This report determines (1) the number and types of 
CFATS whistleblower reports DHS received, and any actions DHS took 
as a result of the reports, and (2) the extent to which DHS has 
implemented and followed a process to address reports from the 
whistleblowers, including reports of retaliation against whistleblowers. 

To determine the number and types of whistleblower reports DHS 
received, and any actions DHS took as a result, we reviewed all reports 
that ISCD received from June 16, 2015 to April19, 2016, and analyzed 
the types of issues reported in the reports. We interviewed ISCD officials, 
who were responsible for vetting and deciding what to do with these 
reports, about any actions taken to address them. We also reviewed 
documentation from ISCD, such as the electronic spreadsheet for 
recording and tracking the reports, and documentation between the 
individuals who submitted the reports and ISCD, to evaluate ISCD’s 
actions from initial receipt of the report to determining whether or not a 
CFATS violation had occurred. We assessed the reliability of the data for 
the reports by, for example, reviewing ISCD’s standard operating 
procedures for receiving and documenting CFATS reports received on 
the telephone tip line and by e-mail, and interviewing knowledgeable 
officials to identify internal controls to ensure the completeness and 

                                                                                                                       
3See Pub. L. No. 113-254, § 2(a), 128 Stat. 2898, 2914 (2014) (codified at 6 U.S.C. § 
625). 
4See Pub. L. No. 113-254, § 3(c)(2)(C), 128 Stat. 2898, 2918 (2014). 



 
 
 
 
 
 

accuracy of the information in the electronic spreadsheet. We determined 
the data to be sufficiently reliable for purposes of determining the number 
of reports received by ISCD and the types of issues reported. In addition, 
for context, we reviewed the CFATS telephone tip line calls that ISCD 
received from February 2009 (when ISCD created its telephone tip line for 
potential CFATS violations) to June 15, 2015 (the day prior to ISCD’s 
implementation of its interim process for addressing reports) to identify 
the number of calls received and the types of issues reported. We 
assessed the reliability of the data for the calls by, for example, reviewing 
ISCD’s standard operating procedures for receiving and documenting 
CFATS tip line calls, interviewing knowledgeable officials, and reviewing 
guidance to understand how the calls are received and transcribed. We 
determined the data to be sufficiently reliable for purposes of determining 
the number of calls received by ISCD and the types of issues reported. 

To determine the extent to which DHS has implemented and followed a 
process to address reports from CFATS whistleblowers, we reviewed the 
CFATS Act of 2014, the ISCD interim process for addressing reports of 
potential CFATS violations, and ISCD’s spreadsheet that documents 
ISCD officials’ review, actions taken, and decisions about each report 
received since June 16, 2015, when ISCD implemented its interim 
process. We interviewed DHS officials responsible for vetting and making 
decisions about reports received from June 16, 2015 to April 19, 2016 
(the date of ISCD’s last data update to us). We also identified provisions 
related to whistleblower protections in the CFATS Act of 2014, and 
analyzed ISCD’s interim process for addressing reports to determine if 
ISCD has a process and procedures for each applicable provision in the 
CFATS Act of 2014 and if ISCD implemented its process and procedures 
since June 16, 2015, for each applicable provision in the CFATS Act of 
2014. In addition, we interviewed officials from three other federal 
agencies—Department of Labor’s Occupational Safety and Health 
Administration (OSHA), Nuclear Regulatory Commission, and 
Environmental Protection Agency (EPA)—to learn about practices they 
use in their existing whistleblower programs. Furthermore, we interviewed 
officials at all three sector coordinating councils and all three labor 
organizations, who ISCD officials said they met with, to determine if ISCD 
worked in partnership with industry and labor to inform them of ISCD’s 
whistleblower process and rights that a CFATS whistleblower would have 
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under federal law.
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5 We compared ISCD’s processes to Standards for 
Internal Control in the Federal Government to identify the extent to which 
DHS’s process was in alignment with these standards.6 Additional details 
on our scope and methodology are discussed in appendix I. 

We conducted this performance audit from September 2015 to July 2016 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

 
DHS’s NPPD leads the national effort to protect and enhance the 
resilience of the nation’s physical and cyber infrastructure. The directorate 
includes the Office of Infrastructure Protection, which leads the 
coordinated national effort to reduce risk to U.S. critical infrastructure 
posed by acts of terrorism. Within the Office of Infrastructure Protection, 
ISCD leads the nation’s effort to secure high-risk chemical facilities and 
prevent the use of certain chemicals in a terrorist act on the homeland, as 
well as implementing CFATS and managing the CFATS program, 
including its whistleblower process and procedures. 

The CFATS program is intended to ensure the security of the nation’s 
chemical infrastructure by identifying, assessing the risk posed by, and 

                                                                                                                       
5We interviewed officials in the following three sector coordinating councils—Chemical, 
Food and Agriculture, and Oil and Natural Gas. Sector coordinating councils are self-
organized and self-governed councils that enable critical infrastructure owners and 
operators, their trade associations, and other industry representatives to interact on a wide 
range of sector-specific strategies, policies, and activities. Sector coordinating councils 
serve as the sector’s voice and also facilitate the government’s collaboration with the 
sector for critical infrastructure security and resilience activities. We also interviewed 
officials in the following three labor organizations—International Brotherhood of 
Teamsters, International Chemical Workers Union Council, and United Steelworkers 
Union.  
6GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: Sept. 10, 2014). These standards define the minimum level of quality 
acceptable for internal control in government and provide the basis against which internal 
control is to be evaluated. Internal control refers to the plans, methods, and procedures 
used to achieve missions, goals, and objectives. 
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requiring the implementation of measures to protect high-risk chemical 
facilities. Section 550 of the DHS Appropriations Act, 2007, required DHS 
to issue regulations establishing risk-based performance standards for 
chemical facilities that, as determined by DHS, present high levels of risk; 
the act also required vulnerability assessments and development and 
implementation of site security plans for such facilities.
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7 DHS published 
the CFATS interim final rule in April 2007 and appendix A to the rule, 
published in November 2007, lists 322 COI and the screening threshold 
quantities for each.8 According to DHS, subject to certain statutory 
exclusions, all facilities that manufacture COI as well as facilities that 
store or use such chemicals as part of their daily operations may be 
subject to CFATS.9 However, only chemical facilities determined to 
possess a requisite quantity of COI (that is, the screening threshold 
quantity) and subsequently determined to present high levels of security 
risk—that is, covered facilities—are subject to the more substantive 
requirements of the CFATS regulation.10 The CFATS Act of 2014 
amended the Homeland Security Act of 2002 by adding the Chemical 
Facility Anti-Terrorism Standards as Title XXI and, in effect, authorizing 
the program for an additional 4 years.11 Among other things, the act 
expressly repeals DHS’s authority to implement the program under 

                                                                                                                       
7Pub. L. No. 109-295, § 550, 120 Stat. at 1388-89.  
872 Fed. Reg. 17,688 (Apr. 9, 2007) (codified as amended at 6 C.F.R. pt. 27); 72 Fed. 
Reg. 65,396 (Nov. 20, 2007) (codified at 6 C.F.R. pt. 27, App. A). The interim final rule 
(i.e., the CFATS regulation), as subsequently amended, remains in effect. Appendix A has 
not been revised since its initial publication. 
9Such facilities can include food-manufacturing facilities that use COI in the manufacturing 
process, universities that use the chemicals to do experiments, or warehouses that store 
ammonium nitrate, among others. Under the CFATS Act of 2014, such a facility may be 
recognized as a “chemical facility of interest.” See 6 U.S.C. § 621(2). Consistent with law 
and regulation, certain facilities—including, in general, facilities regulated under the 
Maritime Transportation Security Act of 2002 (Public Law 107-295), public water systems 
or wastewater treatment facilities, facilities owned and operated by the Department of 
Defense or the Department of Energy, and facilities subject to regulation by the Nuclear 
Regulatory Commission or in accordance with the Atomic Energy Act of 1954—are not 
subject to regulation under CFATS and are referred to as excluded facilities. See, for 
example, 6 C.F.R. § 27.110(a).  
10See generally 6 C.F.R. pt. 27, subpt. B.  
11See Pub. L. No. 113-254, §§ 2, 4-5, 128 Stat. at 2898, 2918-19 (adding Title XXI—
Chemical Facility Anti-Terrorism Standards—to the Homeland Security Act of 2002, Pub. 
L. No. 107-296, 116 Stat. 2135 (2002)); 6 U.S.C. §§ 621-29.  



 
 
 
 
 
 

section 550 of the DHS Appropriations Act, 2007, but also expressly 
provides that the CFATS regulation promulgated under that authority shall 
remain in effect unless otherwise amended, consolidated, or repealed. 
Consequently, while the act imposes new and additional responsibilities 
on DHS to implement the CFATS program, including a whistleblower 
procedure, the program continues to be implemented by ISCD under the 
existing regulatory framework.
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12 For more information about the CFATS 
regulation and process, see appendix II. 

According to the CFATS Act of 2014, among other things, DHS is to 
implement the following six provisions related to a whistleblower 
procedure: 

1. not later than 180 days after the date of enactment of the CFATS Act 
of 2014, establish and provide information to the public regarding a 
procedure under which any employee or contractor of a chemical 
facility of interest may submit a report of a CFATS violation, 

2. keep confidential the identity of an employee or contractor at a 
chemical facility of interest, who submits a report of a potential CFATS 
violation under the established whistleblower procedure, 

3. promptly respond to an employee or contractor at a chemical facility of 
interest, who provides contact information, to acknowledge receipt of 
the report, 

4. review and consider the information provided in any report submitted, 
and take action, as appropriate, to address any substantiated CFATS 
violation, 

5. follow certain procedural requirements if the Secretary determines 
that a violation has occurred and decides to institute a civil 
enforcement or issue an emergency order against a chemical facility, 
as appropriate under the law, and 

                                                                                                                       
12Among other things, the act expands upon the regulatory definitions of “chemical facility” 
(defining “chemical facility of interest” as a facility, other than an excluded facility, that 
holds, or that the Secretary of Homeland Security has a reasonable basis to believe holds, 
a chemical of interest at a threshold quantity set pursuant to relevant risk-related security 
principles) and “covered chemical facility” (defining the term as a facility, other than an 
excluded facility, that the Secretary identifies as a chemical facility of interest and, based 
upon review of the facility’s information [i.e., the facility’s Top-Screen], determines it meets 
the established risk criteria). See 6 U.S.C. §§ 621(2)-(4), 622(e).   



 
 
 
 
 
 

6. work in partnership with industry associations and labor organizations 
to make publicly available, physically and online, the rights that an 
individual who provides DHS with whistleblower information about a 
covered chemical facility, would have under federal law. 

In addition, the CFATS Act of 2014 provides that an owner or operator of 
a chemical facility of interest may not discharge or otherwise discriminate 
against an employee or contractor because of submitting a report to DHS 
of a CFATS violation.
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13 

According to DHS officials, to meet the definition of a whistleblower report 
under the CFATS Act of 2014, the report must be from an employee or 
contractor at a chemical facility of interest and involve a potential CFATS 
violation. A CFATS violation is when officials at a chemical facility of 
interest violate a provision of the CFATS Act of 2014 or CFATS 
regulations, such as knowingly submitting false information to DHS or 
failing to maintain appropriate records. 

 
From June 16, 2015 (when ISCD implemented its whistleblower process) 
to April 19, 2016, ISCD received 105 reports from individuals—90 via the 
ISCD telephone tip line, 14 via e-mail, and 1 from ISCD’s CFATS help 
desk. ISCD officials determined that 8 of the 105 reports were potential 
CFATS violations and, after further review, that 1 of the 8 reports involved 
a CFATS violation. For the report that ISCD determined was a CFATS 
violation, ISCD took action against the chemical facility by requiring it to 
register with ISCD pursuant to requirements of the CFATS program. 

                                                                                                                       
13Specifically, the employer is prohibited from discriminating against an employee with 
respect to the compensation provided to, or terms, conditions, or privileges of the 
employment of, the employee because the individual submitted a whistleblower report 
under the law. An employee shall not be entitled to these protections if he/she knowingly 
and willfully makes any false, fictitious, or fraudulent statement or representation, or uses 
any false writing or document knowing it contains any false, fictitious, or fraudulent 
statement or entry. 

DHS Received 105 
Reports and Closed 
97 Because They Did 
Not Involve CFATS 
Regulatory 
Requirements 



 
 
 
 
 
 

ISCD officials determined that 97 of the 105 reports were not potential 
CFATS violations and closed the reports because they did not pertain to 
requirements under the CFATS program. The most common types of 
reports that ISCD officials determined were not potential CFATS 
violations involved allegations of suspicious or illegal activity not related to 
CFATS. Additionally, the majority of the reports were submitted by 
concerned individuals, not employees or contractors at chemical facilities; 
therefore, the individuals were not whistleblowers as defined by DHS. 
However, ISCD officials also review and address reports from individuals 
who are outside of the statutory definition. ISCD officials referred 70 of 
the 97 reports (72 percent) to other federal agencies or departments 
consistent with ISCD’s interim process for addressing reports, which 
states that certain reports are to be referred to other agencies or 
departments. For example, reports related to terrorism are to be referred 
to the Federal Bureau of Investigation (FBI) Washington Field Office, and 
reports related to environmental or community safety are to be referred to 
the EPA. Of the 70 reports that ISCD referred to other federal agencies or 
departments, 63 reports (90 percent) related to terrorism and other 
allegations of criminal activity were referred to the FBI. Figure 1 illustrates 
the number and percentage of reports that ISCD received from June 16, 
2015 through April 19, 2016, and the disposition for the 97 reports that 
ISCD officials determined did not involve potential CFATS violations. 

Figure 1: Number and Percentage of Reports Received by the Infrastructure 
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Security Compliance Division (ISCD) and the Disposition for Reports that ISCD 
Determined Did Not Involve Potential Violations of Chemical Facility Anti-Terrorism 
Standards (CFATS), June 16, 2015 through April 19, 2016 

DHS Closed the Vast 
Majority of Reports 
Because They Did Not 
Involve CFATS Regulatory 
Requirements 



 
 
 
 
 
 

In addition to the 105 reports that ISCD received from June 16, 2015 to 
April 19, 2016, ISCD received 345 calls from February 2009—when ISCD 
created its telephone tip line for potential CFATS violations—to June 15, 
2015 (the day before ISCD implemented its interim process for 
addressing CFATS whistleblower reports). See appendix III for our 
analysis of the 345 calls. 

 
Of the 105 reports, ISCD further reviewed 8 reports (8 percent) that 
officials determined to involve potential CFATS violations. ISCD officials 
determined that, for one of the eight reports, the chemical facility met 
threshold requirements for COI and, therefore, the chemical facility had 
violated CFATS for failure to submit required CFATS documentation to 
ISCD. Specifically, a concerned individual, who was not an employee or 
contractor of a chemical facility, submitted a report about a commercial 
propane facility near a residential area. The individual cited concerns 
about the facility’s lack of security and expressed fear of a catastrophic 
event if the facility was not in compliance with DHS’s security regulations. 
ISCD followed-up with the individual to obtain more information and 
contacted the facility to obtain information about the quantity of COI at the 
facility. ISCD determined that a CFATS violation had occurred because 
the facility met the threshold reporting requirements, but had not 
registered with ISCD. In addition, ISCD determined that the company had 
seven other facilities that should have registered with ISCD. ISCD closed 
the report without pursuing civil enforcement action because the facility 
submitted required CFATS documentation after ISCD directed the facility 
to do so. ISCD determined that six of the eight reports were not CFATS 
violations because the chemical facilities or issues reported were not 
subject to CFATS regulations. For example, for four reports, ISCD found 
that the facilities did not have sufficient quantities of COI to meet 
threshold regulatory requirements. The remaining report is still open 
because ISCD officials have not completed their investigation. Table 1 
describes the eight reports that ISCD further reviewed to determine 
whether they were CFATS violations. 
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DHS Further Reviewed 
Eight Reports Determined 
to Involve Potential CFATS 
Violations and Ultimately 
Determined That One 
Report Involved a CFATS 
Violation 



 
 
 
 
 
 

Table 1: Description of Eight Reports of Potential Chemical Facility Anti-Terrorism Standards (CFATS) Violations since June 
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16, 2015 That the Infrastructure Security Compliance Division (ISCD) Further Reviewed to Determine if They Were CFATS 
Violations, as of April 19, 2016 

Report 
received by 
ISCD on 

Report 
received by 
ISCD via  

Was report 
anonymous? 

Potential violation  
reported  Action taken by ISCD Disposition of report  

Number of 
days to 
close the 
report  

7/29/15 E-mail No 

Employee 
background checks 
were not conducted 
as required and the 
entrance gate at the 
chemical facility 
lacked consistent 
security. 

Sent e-mail to individual 
who submitted report 
with information about 
CFATS requirements for 
background checks and 
security at a chemical 
facility. Also, conducted 
a compliance inspection 
at the facility. 

Closed – determined 
that the report was 
related to internal 
controls at the facility, 
and was not a CFATS 
violation. 158 

8/11/15 
Telephone tip 
line No 

A chemical facility’s 
policy document 
was not being 
followed as 
required. 

Followed up with 
individual who submitted 
report to obtain more 
information, including 
the policy document.  

Closed - determined 
that the policy 
document was not 
part of facility’s 
CFATS case file or 
approved site security 
plan, and was not a 
CFATS violation. 9 

9/18/15 E-mail No 

The smell of 
various chemicals 
in the air near a 
chemical facility. 

Contacted facility 
owners to determine if 
facility was subject to 
CFATS.  

Closed - determined 
that the facility was 
not subject to CFATS 
because quantities of 
the chemicals of 
interest did not meet 
the CFATS minimum 
threshold, and was 
not a CFATS 
violation. 10 

10/22/15 
Telephone tip 
line No 

Improper storage of 
chemicals and non-
operating eye-
showers for 
workers to use in 
emergencies, and 
whistleblower 
retaliation as a 
result of submitting 
a report about 
these conditions.  

Followed up with 
individual who submitted 
report to acknowledge 
receipt of the report and 
provide information 
about whistleblower 
protections, and obtain 
additional information 
about the report. 
Subsequently, 
conducted a compliance 
assistance visit at the 
facility.  

Closed - determined 
that the facility was 
not subject to CFATS 
because quantities of 
the chemicals of 
interest did not meet 
the CFATS minimum 
threshold, and was 
not a CFATS 
violation. 
DHS officials stated 
that they followed up 
on the retaliation 
report and that their 
findings did not 
support that retaliation 
had occurred. 59 
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Report
received by 
ISCD on

Report
received by 
ISCD via 

Was report 
anonymous?

Potential violation 
reported Action taken by ISCD Disposition of report

Number of 
days to 
close the 
report

11/20/15 
Telephone tip 
line Yes 

Storing bulk 
ammonium nitrate 
outside a facility 
near a road in an 
unsecured area.  

E-mailed information 
about the CFATS 
program to a facility 
official, and asked 
official to review the 
information and 
determine if the facility 
needs to register with 
ISCD as a CFATS 
facility. Subsequently, 
conducted a compliance 
assistance visit at the 
facility.  

Closed – determined 
that the facility was 
not subject to CFATS 
because quantities of 
the chemicals of 
interest did not meet 
the CFATS minimum 
threshold, and was 
not a CFATS 
violation. 96 

11/20/15 E-mail No 

A chemical facility 
silo with poor 
fencing in a poor 
location in a 
railroad yard. 

Forwarded the report to 
a CFATS regional 
inspector to conduct an 
assessment.  

Closed – determined 
that the facility was 
not subject to CFATS 
because the type, 
quantities, and 
storage of the 
chemicals of interest 
did not meet the 
CFATS minimum 
threshold for 
reporting, and was not 
a CFATS violation. 66 

12/09/15 E-mail No 

Chemical facility 
located near a 
residential area 
stores large 
quantities of 
propane, but has 
not submitted 
required information 
to ISCD. 

Followed up with 
individual who submitted 
report to obtain more 
information about the 
report and the facility. 
Contacted an official at 
the facility to obtain 
information about the 
quantity of a chemical of 
interest at the facility.  

Closed - 
determined that an 
actual CFATS 
violation occurred 
because the facility 
met the threshold 
reporting 
requirements but had 
not registered with 
DHS. 
Chemical facility 
officials subsequently 
registered with DHS 
as a CFATS facility. 
DHS did not pursue 
civil enforcement 
action based on the 
facility’s compliance 
with reporting 
requirements. 47 
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Report
received by 
ISCD on

Report
received by 
ISCD via 

Was report 
anonymous?

Potential violation 
reported Action taken by ISCD Disposition of report

Number of 
days to 
close the 
report

3/29/16 E-mail No 

Chemical facility 
has chemicals of 
interest, but has not 
submitted required 
information to 
ISCD. 

None yet; ISCD 
continues to investigate 
the report. Open. 

Not 
applicable 
because the 
report is still 
open. 

Source: GAO analysis of DHS data.| GAO-16-572 

 
 

 

 

 

 

 

 

 
In response to the CFATS Act of 2014, ISCD developed a documented, 
interim process to address reports of potential CFATS violations, and 
implemented the process on June 16, 2015.14 Figure 2 illustrates the 
process and its key procedures. 

                                                                                                                       
14Department of Homeland Security, Infrastructure Security Compliance Division (ISCD) 
Interim Process for Addressing Reports of Potential Chemical Facility Anti-Terrorism 
Standards (CFATS) Violations (Washington, D.C.: June 16, 2015). 

ISCD Has 
Implemented an 
Interim Process for 
Whistleblower 
Reports but Not for 
Retaliation Reports, 
and Guidance for 
Whistleblowers Is 
Limited 

ISCD Developed and 
Implemented a 
Documented, Interim 
Process to Address 
Whistleblower Reports 



 
 
 
 
 
 

Figure 2: Infrastructure Security Compliance Division (ISCD) Interim Process for Addressing Reports of Potential Chemical 
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Facility Anti-Terrorism Standards (CFATS) Violations 

 
aAccording to ISCD, the Oak Ridge National Laboratory in Tennessee has been the contractor for the 
ISCD telephone tip line since February 2009, that is, before the statutory mandate to implement a 
whistleblower procedure to address reports. 

Our analyses of ISCD’s efforts related to implementing a whistleblower 
procedure show that, since June 16, 2015, ISCD has had an interim 
process and procedures for all six related provisions for DHS in the 
CFATS Act of 2014. Our analyses also show that ISCD has implemented 
its interim process and procedures for five of the six provisions. ISCD 
officials stated that there has not been a need to implement the remaining 
provision—to follow certain procedural requirements if the Secretary 
determines that a violation has occurred and decides to institute a civil 
enforcement or issue an emergency order. Specifically, from June 16, 
2015 to April 19, 2016, there was one whistleblower report that they 
substantiated, but it did not result in a civil enforcement or emergency 
order because the chemical facility took the action that ISCD required. 
Table 2 lists the results of our assessment of ISCD’s efforts since June 
16, 2015 to develop and implement a whistleblower process and 
procedures for the six related provisions for DHS in the CFATS Act of 
2014. For a more detailed description of ISCD’s efforts to develop and 
implement a whistleblower process and procedures, see appendix IV. 



 
 
 
 
 
 

Table 2: Infrastructure Security Compliance Division’s (ISCD) Efforts since June 16, 2015 to Develop and Implement a 
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Whistleblower Process and Procedures for Provisions Related to the Department of Homeland Security in the Chemical 
Facility Anti-Terrorism Standards (CFATS) Act of 2014, as of April 2016 

Provisions in CFATS Act of 2014 related to a DHS 
whistleblower procedure  

Does ISCD have a process 
and procedures for the 

provision? 

Since June 16, 2015, has ISCD 
implemented its process and 

procedures for the provision?  
1. Within 180 days of enactment of the CFATS Act of 2014, 

establish and provide information to the public regarding a 
procedure under which any employee or contractor of a 
chemical facility of interest may submit a report of a CFATS 
violation.  

Yes. 
 

Yes. 
 

2. Keep confidential the identity of an employee or contractor at 
a chemical facility of interest who submits a report of a 
potential CFATS violation under the established whistleblower 
procedure. Yes.  Yes.  

3. Promptly respond to an employee or contractor at a chemical 
facility of interest, who provides contact information, to 
acknowledge receipt of a report of a potential CFATS 
violation. Yes.  

Yes. 
 

4. Review and consider the information provided in any report 
submitted, and take action, if necessary, to address any 
substantiated CFATS violation. Yes.  Yes.  

5. Follow procedural requirements if the Secretary determines 
that a violation has occurred and decides to institute a civil 
enforcement or issue an emergency order against a chemical 
facility. 

Yes. 
 Not applicable.  

6. Work in partnership with industry associations and labor 
organizations to make publicly available, physically and 
online, the rights that an individual, who provides 
whistleblower information about a covered chemical facility, 
would have under federal law.  Yes.  Yes.  

Source: GAO analysis of the CFATS Act of 2014 and DHS information. | GAO-16-572 

Regarding ISCD’s specific efforts to implement the five provisions, ISCD 
officials told us that, for two provisions, they maintained the confidentiality 
of each individual’s identity, and worked in partnership with industry 
associations and labor organizations to make publicly available the rights 
that an individual, who provides whistleblower information about a 
covered chemical facility, would have under federal law. Based on our 
analysis of ISCD’s documentation for reports from individuals who 
provided their contact information, we did not see any indication that 
ISCD breached individuals’ confidentiality. We interviewed officials in the 
three industry associations and three labor organizations, who ISCD 
officials reached out to, and the industry and labor officials stated that 
ISCD officials worked in partnership with them to publicize whistleblower 
protections and rights. In addition, our analyses indicate that ISCD 



 
 
 
 
 
 

implemented the other three provisions by implementing its interim 
process and procedures for addressing whistleblower reports, providing 
acknowledgment receipts to individuals, who provided their contact 
information and submitted reports that DHS determined to involve 
potential CFATS violations, and reviewing and considering the 
information provided in the reports. 

ISCD officials stated that they are developing formal standard operating 
procedures to address reports of potential CFATS violations and the 
formal procedures were expected to be implemented by the end of June 
2016. The formal procedures will supersede the interim procedures. 

 
The CFATS Act of 2014 prohibits retaliation against whistleblowers, but 
DHS lacks a process and procedures to address whistleblower retaliation 
reports, according to DHS officials. Specifically, an owner or operator of a 
chemical facility of interest or agent may not discharge an employee or 
otherwise discriminate against an employee with respect to the 
compensation provided to, or terms, conditions, or privileges of the 
employment of, the employee, for reporting a potential CFATS violation to 
DHS. DHS officials stated that DHS has authority under the CFATS Act of 
2014 to issue an administrative order against a chemical facility of interest 
that violates the act, including for retaliating against a whistleblower.
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15 If 
chemical facility officials do not comply with the order, DHS has authority 
to issue a civil penalty of up to $25,000 for each day the facility is not in 
compliance.16 

As of April 2016, DHS did not have documented procedures to investigate 
whether whistleblower retaliation had occurred, according to DHS 
officials. DHS has not received a whistleblower retaliation report that it 
substantiated since ISCD implemented the interim process for 

                                                                                                                       
15See 6 U.S.C. § 624. 
16DHS officials said that DHS has the authority to issue an administrative order or civil 
penalty to a chemical facility of interest that retaliates against a whistleblower, but noted 
that the CFATS Act of 2014 does not give DHS the authority to provide a remedy to a 
whistleblower who was retaliated against by officials at a chemical facility of interest. 

DHS Has Not Developed a 
Documented Process and 
Procedures for Addressing 
Whistleblower Retaliation 
Reports 



 
 
 
 
 
 

whistleblower reports on June 16, 2015.
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17 ISCD officials said they do not 
plan to include a process and procedures to investigate future retaliation 
reports in the formal, standard operating procedures for addressing 
whistleblower reports, which were expected to be implemented by the 
end of June 2016. However, DHS officials stated that a process to 
address retaliation reports would be useful and that DHS intends to 
conduct rulemaking to develop a formal process and procedures. The 
officials stated that, in the meantime, they would address any future 
retaliation reports on a case-by-case basis.  

Vetting future retaliation reports on a case-by-case basis may not provide 
adequate assurance that ISCD can effectively and efficiently investigate 
and respond to reports of retaliation. Standards for Internal Control in the 
Federal Government states that management should document the 
responsibilities of the organization in policies, so that personnel can carry 
out control activities for their assigned responsibilities.18 Without a 
documented process and procedures for investigating and responding to 
whistleblower retaliation reports, ISCD officials risk making ad hoc 
decisions that may not help ensure consistent and appropriate use of 
ISCD’s authority to issue administrative orders and penalties against the 
chemical facility. 

DHS officials stated that, during 2015, they met with officials in the 
Department of Labor’s Occupational Safety and Health Administration 
(OSHA), Environmental Protection Agency (EPA), and Nuclear 
Regulatory Commission to discuss and learn about, among other things, 
the three agencies’ procedures to address whistleblower retaliation 
reports and mechanisms to enforce protections against whistleblower 
retaliation. OSHA officials told us that they provided DHS officials with an 
overview of the process that OSHA uses in its program to protect 
whistleblowers from retaliation. DHS officials stated that they are 
considering what they learned from OSHA, EPA, and the Nuclear 
Regulatory Commission as DHS matures its CFATS whistleblower 

                                                                                                                       
17One whistleblower claimed that he was retaliated against for reporting maintenance 
issues to facility managers. However, DHS officials told us that they followed-up on the 
retaliation report and determined that it was not supported, and that the facility was not 
required to register as a CFATS covered facility. 
18GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: Sept. 10, 2014). 

http://www.gao.gov/products/GAO-14-704G


 
 
 
 
 
 

process, including how to address any future whistleblower retaliation 
reports. Although it is not yet available for DHS to use, OSHA has 
developed draft guidance with recommended practices for public, private, 
and non-profit employers to use in preventing and addressing 
whistleblower retaliation, which OSHA expects to publish in fall 2016.
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19 
While the guidance is intended for employers, it could be useful for 
consideration when developing a whistleblower retaliation function within 
a regulatory program such as CFATS. The practices are based on 
recommendations unanimously agreed upon by the Secretary of Labor’s 
Whistleblower Protection Advisory Committee. OSHA’s recommended 
practices include five steps for creating an effective anti-retaliation 
program: (1) ensure leadership commitment, (2) foster an anti-retaliation 
culture, (3) implement a system to respond to reports of retaliation, (4) 
conduct anti-retaliation training, and (5) monitor progress and program 
improvement. To implement a system to respond to reports of retaliation, 
the OSHA draft guidance recommends, among other things, using an 
objective, independent report review process, focusing on the facts and 
underlying concern rather than on defending against the claim, and 
listening to all sides before making a judgment. Leveraging recommended 
practices, such as those to be published by OSHA, could help ISCD 
officials take advantage of lessons learned by other whistleblower 
program managers. However, until DHS establishes a documented 
process and procedures that could include what was learned from these 
other agencies, DHS officials will have an ad hoc process for investigating 
retaliation. 

 
The ISCD current telephone tip line greeting and ISCD website for 
CFATS whistleblower reports provide no guidance and limited guidance, 
respectively, to whistleblowers regarding the types of information that 
would be most useful to ISCD in vetting and determining next steps for 
the reports. ISCD received almost all of the reports of potential CFATS 
violations via its telephone tip line and e-mail address, which are included 
on the ISCD website for CFATS whistleblower reports. In the automated 
greeting played when a whistleblower calls the telephone tip line to 
submit a verbal report, as described in the transcription of the greeting 

                                                                                                                       
19Occupational Safety and Health Administration Draft, Protecting Whistleblowers: 
Recommended Practices for Employers for Preventing and Addressing Retaliation 
(Washington, D.C.: Undated).   

Guidance on the ISCD 
Telephone Tip Line and 
Website for Whistleblower 
Reports Is Insufficient for 
Gathering Adequate 
Information from 
Whistleblowers 



 
 
 
 
 
 

below, there is no specific guidance given to the whistleblower about the 
types of information to provide in the report. 

Thank you for calling the CFATS Chemical Facility Security Tip line. If 
you would like to report a possible security concern involving the 
Chemical Facility Anti-Terrorism Standards (CFATS) regulation at 
your facility or another facility, you may do so by leaving a message 
after the tone. You are welcome to report these concerns 
anonymously, or, if you would like a return call, please leave your 
name and number. 

If you are calling to report a potential security incident that has already 
occurred, please call the National Infrastructure Coordination Center 
at 202-282-9201. If you have a security emergency or terrorist 
incident, please hang up and call the FBI or 911 immediately. If you 
have questions about CFATS generally, please call 866-323-2957. 

The ISCD website states the following with regard to the types of 
information that a whistleblower should provide. 

For anonymous reports, please provide a detailed description of the 
nature of the potential violation, including, where possible, names and 
dates. 

ISCD officials stated that there are no current plans to add guidance to 
the telephone tip line greeting and on the website about the types of 
information that would be most helpful to ISCD; however, the officials said 
that adding guidance would be helpful. 

Our analysis of 105 reports received by ISCD from June 16, 2015 to April 
19, 2016 identified the following challenges that ISCD officials 
experienced in vetting reports due to insufficient information. 

· Of the 105 reports, ISCD identified 8 reports as potential CFATS 
violations. One of the eight reports did not include the name or 
location of the chemical facility. ISCD officials told us that the name 
and location of the chemical facility are two of the most important 
pieces of information in vetting a report that ISCD determines to be a 
potential CFATS violation. ISCD officials followed up with the 
individual to obtain the location of the chemical facility and information 
about the owner/operator of the facility. The individual provided ISCD 
with the address and owner of the chemical facility. ISCD used this 
additional information to further review the report and determined that 
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a CFATS violation had occurred. Without this additional information, 
ISCD officials would not have had sufficient information to determine 
whether a CFATS violation occurred, and would have missed the 
opportunity to appropriately address the report and take action against 
the facility for CFATS non-compliance. 

· Of the 105 reports, 62 were submitted from individuals who provided 
their contact information. ISCD officials followed up on 13 of the 62 
reports (about 21 percent) to obtain additional information to help 
ISCD officials determine whether the reports were potential CFATS 
violations. Nine of the 13 individuals responded to ISCD’s request for 
additional information. However, ISCD officials were unable to reach 
the remaining four individuals to obtain needed information and, 
consequently, closed the reports without being able to determine if 
they involved potential CFATS violations. 

· Of the 105 reports, 43 were submitted from anonymous individuals 
who did not provide contact information. ISCD officials stated that they 
were unable to determine if a CFATS violation had occurred for some 
reports from anonymous individuals due to insufficient information. 

Standards for Internal Control in the Federal Government calls for 
agencies to identify the information requirements needed and 
communicate these needs internally and externally to achieve the entity’s 
objectives.
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20 Additional guidance on the ISCD telephone tip line and ISCD 
whistleblower website could help ensure that individuals who submit 
reports are aware of the types of information to include in the report and, 
thus, reduce the amount of ISCD follow-up with individuals due to 
insufficient information and enhance information available to ISCD 
officials for determining if CFATS violations occurred. Furthermore, 
providing additional guidance to whistleblowers about the types of 
information most needed by ISCD could help to decrease the number of 
reports that ISCD closes without being able to determine whether CFATS 
violations occurred. 

 
The CFATS Act of 2014 required a procedure for whistleblowers to 
submit reports about potential CFATS violations at chemical facilities, 
including prohibiting retaliation against whistleblowers. However, DHS 

                                                                                                                       
20GAO-14-704G. 

Conclusions 

http://www.gao.gov/products/GAO-14-704G


 
 
 
 
 
 

has not developed a documented process and procedures to investigate 
whether retaliation has occurred. A documented process and procedures 
for addressing and investigating whistleblower retaliation reports would 
better ensure that DHS can effectively and efficiently investigate reports 
to determine whether whistleblowers were retaliated against. 

DHS has limited guidance on its whistleblower website and no guidance 
on its telephone tip line greeting regarding the types of information that 
DHS needs from individuals who submit reports of potential CFATS 
violations. Without providing additional guidance to individuals, DHS 
officials may miss opportunities to obtain the information needed to 
determine if CFATS violations occurred or to do so without conducting 
follow-up efforts. This specific guidance will help assist DHS in collecting 
the information needed to properly investigate whistleblower reports and 
make informed decisions about whether CFATS violations have occurred. 

 
To help ensure that whistleblower retaliation reports are addressed 
efficiently and effectively, we recommend that the Secretary of Homeland 
Security direct the Under Secretary of NPPD, the Assistant Secretary for 
Infrastructure Protection, and the Director of ISCD to develop a 
documented process and procedures to address and investigate 
whistleblower retaliation reports that could include existing practices, such 
as OSHA’s recommended practices, in developing the process and 
procedures. 

To assist DHS in collecting the information needed to investigate 
whistleblower reports and make informed decisions, we recommend that 
the Secretary of Homeland Security direct the Under Secretary of NPPD, 
the Assistant Secretary for Infrastructure Protection, and the Director of 
ISCD to provide additional guidance on the ISCD whistleblower website 
and telephone tip line greeting to clearly communicate the information 
needed in the reports. 

We provided a draft of this report to DHS and relevant excerpts of this 
report to the Department of Labor/OSHA, EPA, and the U.S. Nuclear 
Regulatory Commission for their review and comment. DHS provided 
written comments, which are reproduced in full in appendix V. DHS also 
provided technical comments on our draft report and the Department of 
Labor/OSHA provided technical comments on the relevant excerpts of our 
draft report, which we incorporated as appropriate. The EPA and U.S. 
Nuclear Regulatory Commission did not have comments on the relevant 
excerpts of our draft report. 
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DHS concurred with both of our recommendations and described actions 
planned to address them. Regarding our recommendation that DHS 
develop a documented process and procedures to address and 
investigate whistleblower retaliation reports that could include existing 
practices, such as OSHA’s recommended practices, DHS stated that due 
to the construction of the CFATS-authorizing legislation, developing 
formal processes and procedures for investigating whistleblower 
retaliation reports will require modifications to the CFATS regulations. 
According to DHS, rulemaking typically involves multiple steps over a 
considerable length of time and developing a thorough whistleblower 
retaliation investigation process and procedures will likely take a number 
of years. DHS noted that the OSHA guidance with recommended 
practices for addressing whistleblower retaliation complaints is not yet 
final, so establishing a formal whistleblower retaliation investigation 
process prior to the publication of OSHA’s guidance on the subject may 
be premature. However, DHS stated that while awaiting finalized 
guidance from OSHA, NPPD’s ISCD will begin moving forward to initiate 
the whistleblower retaliation-related rulemaking activities, and develop an 
interim process and procedures that will enable the department to 
consistently handle any whistleblower retaliation complaints received 
during the rulemaking process. These actions, if fully implemented, 
should address the intent of the recommendation. 

For our recommendation that DHS provide additional guidance on the 
ISCD whistleblower website and telephone tip line greeting, DHS stated 
that providing additional guidance to potential whistleblowers regarding 
the types of information most useful in assessing a potential CFATS 
violation is likely to increase the quality of the reports received, and 
enable a more efficient and effective evaluation and investigation of them. 
DHS also stated that ISCD will update the automated greeting on the 
CFATS tip line and the ISCD webpage with additional guidance and 
instructions for potential whistleblowers. These actions, if fully 
implemented, should address the intent of the recommendation. 
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We are sending copies of this report to interested congressional 
committees and the Secretaries of Homeland Security and Labor, as well 
as the Administrator of EPA and the Executive Director for Operations for 
the U.S. Nuclear Regulatory Commission. In addition, the report is 
available at no charge on the GAO website at http://www.gao.gov. 

If you or your staff have any questions about this report, please contact 
me at (404) 679-1875 or CurrieC@gao.gov. Contact points for our Offices 
of Congressional Relations and Public Affairs may be found on the last 
page of this report. Key contributors to this report are listed in appendix 
VI. 

Chris P. Currie 
Director, Homeland Security and Justice Issues 

Page 22 GAO-16-572    Critical Infrastructure Protection   

http://www.gao.gov/
mailto:CurrieC@gao.gov


 
 
 
 
 
 

List of Requesters 

The Honorable Ron Johnson 
Chairman 
The Honorable Thomas R. Carper 
Ranking Member 
Committee on Homeland Security and Governmental Affairs 
United States Senate 

The Honorable Michael McCaul 
Chairman 
The Honorable Bennie G. Thompson 
Ranking Member 
Committee on Homeland Security 
House of Representatives 

The Honorable Fred Upton 
Chairman 
The Honorable Frank Pallone, Jr. 
Ranking Member 
Committee on Energy and Commerce 
House of Representatives 

Page 23 GAO-16-572    Critical Infrastructure Protection   



 
Appendix I: Objectives, Scope, and 
Methodology 
 
 
 
 

Our objectives were to determine (1) the number and types of Chemical 
Facility Anti-Terrorism Standards (CFATS) whistleblower reports the 
Department of Homeland Security (DHS) received, and any actions DHS 
took as a result of the reports, and (2) the extent to which DHS has 
implemented and followed a process to address reports from the 
whistleblowers, including reports of retaliation against whistleblowers. 

To determine the number and types of reports that DHS received, and 
any actions DHS took as a result of the reports, we reviewed all reports 
that DHS’s Infrastructure Security Compliance Division (ISCD) received 
from June 16, 2015 to April 19, 2016. Specifically, we reviewed the 
content of the 105 reports that ISCD received on the telephone tip line 
and by e-mail to identify the types of issues reported. We also interviewed 
ISCD officials, who were responsible for vetting and deciding what to do 
with these reports, about any actions taken to address the reports. In 
addition, we reviewed documentation from ISCD, such as the electronic 
spreadsheet for recording and tracking the reports, and documentation 
between the individuals who submitted the reports and ISCD, to evaluate 
ISCD’s actions from initial receipt of the reports to determining whether or 
not CFATS violations had occurred. We assessed the reliability of the 
data for the reports by, for example, reviewing ISCD’s standard operating 
procedures for receiving and documenting CFATS reports received on 
the telephone tip line and by e-mail, and interviewing knowledgeable 
officials to identify internal controls to ensure the completeness and 
accuracy of the information in the electronic spreadsheet. We determined 
the data to be sufficiently reliable for purposes of determining the number 
and types of reports received by ISCD. 

Although we focused on analyzing reports that DHS received since June 
16, 2015, for context, we reviewed the CFATS telephone tip line calls that 
ISCD received from February 2009, when the telephone tip line started, to 
June 15, 2015—the day prior to ISCD’s implementation of the 
whistleblower procedure required under the Protecting and Securing 
Chemical Facilities from Terrorist Attacks Act of 2014 (CFATS Act of 
2014). We analyzed the tip line calls to identify the types of issues 
reported and any DHS actions to address the calls. Specifically, we 
reviewed the transcriptions for 345 telephone tip line calls received and 
analyzed the content of the calls to identify those that may have been 
related to a potential CFATS violation, and to summarize the types of 
issues reported. We identified the key characteristics of the calls and 
categorized them as either not related to a CFATS violation or involving a 
potential CFATS violation. For those categorized as involving a potential 
CFATS violation, we categorized them into two sub-categories—either 
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they potentially involved CFATS non-compliance, or they involved 
suspicious or illegal activity related to a chemical facility. Our analysis 
was limited to the content of the transcribed calls. ISCD has limited 
documentation on actions taken to address the calls received prior to 
June 16, 2015. Therefore, we were unable to review ISCD’s decisions on 
these calls, and our analysis does not include actions taken or decisions 
made by ISCD. However, our analysis is intended to provide perspective 
on the extent to which the calls were CFATS related and some examples 
of the types of issues that were reported to DHS prior to the 
implementation of the whistleblower process in response to the mandate 
in the CFATS Act of 2014. We assessed the reliability of the data for the 
calls by, for example, reviewing ISCD’s standard operating procedures for 
receiving and documenting CFATS tip line calls and interviewing 
knowledgeable officials and reviewing guidance to understand how the 
calls are received and transcribed. We determined the data to be 
sufficiently reliable for purposes of determining the number of calls 
received by ISCD and the types of issues reported. 

To determine the extent to which DHS implemented and followed a 
process to address reports from CFATS whistleblowers, we reviewed the 
CFATS Act of 2014, the Infrastructure Security Compliance Division 
Interim Process for Addressing Reports of Potential Chemical Facility 
Anti-Terrorism Standards (CFATS) Violations, and ISCD’s spreadsheet 
which documents ISCD officials’ review, actions taken, and decisions 
about each CFATS report received since June 16, 2015, when ISCD 
implemented its interim process. We also reviewed ISCD’s guidance for 
submitting a whistleblower report on ISCD’s telephone tip line and CFATS 
whistleblower website. We identified provisions related to whistleblower 
protections in the CFATS Act of 2014, and analyzed ISCD’s interim 
process for addressing reports of potential CFATS violations to determine 
if ISCD has a process and procedures for each applicable provision in the 
CFATS Act of 2014, and implemented its process and procedures since 
June 16, 2015 for each applicable provision in the CFATS Act of 2014. 

We interviewed DHS officials responsible for vetting and making 
decisions about reports received from June 16, 2015 to April 19, 2016 
(the date of ISCD’s last data update to us). To better understand DHS’s 
process for addressing these reports, we reviewed the electronic tracking 
spreadsheet that ISCD officials use to document the reports, including 
actions taken to address them and the disposition of the reports. We used 
this information to evaluate ISCD’s efforts to implement the process and 
procedures to address each provision of the CFATS Act of 2014, 
including, for example, acknowledging receipt of the report and informing 
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individuals of their whistleblower rights. We also analyzed information and 
interviewed DHS officials about factors that could affect how reports were 
addressed, such as the process for addressing reports received from 
individuals who did not meet DHS’s definition of a whistleblower, and 
reports that did not involve CFATS violations, as well whether there were 
any reports of retaliation against whistleblowers and how DHS would 
process such reports. In addition, we interviewed the lead official for 
ISCD’s telephone tip line and analyzed documents for the tip line at Oak 
Ridge National Laboratory in Tennessee about the process used to 
receive calls, transcribe them, and e-mail them to ISCD headquarters 
since February 2009. 

We compared ISCD’s interim process against Standards for Internal 
Control in the Federal Government to identify the extent to which DHS’s 
process was in alignment with these standards.
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1 In addition, to identify 
practices that are used to address whistleblower reports and reports of 
retaliation in comparable federal settings, we interviewed officials who 
DHS had consulted with at the Department of Labor’s Occupational 
Safety and Health Administration (OSHA), Nuclear Regulatory 
Commission, and Environmental Protection Agency, and analyzed related 
documents, including OSHA’s draft paper on recommended practices for 
employers for preventing and addressing retaliation.2 To determine if DHS 
worked in partnership with industry associations and labor organizations 
to inform them of ISCD’s whistleblower process and related whistleblower 
rights under federal law, and to obtain industry and labor perspectives on 
ISCD’s interim process for addressing reports of potential CFATS 
violations, we interviewed officials from ISCD and all six industry 
associations and labor organizations that ISCD officials told us they met 
with. The industry associations were three sector coordinating councils—

                                                                                                                       
1GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: Sept. 10, 2014). These standards define the minimum level of quality 
acceptable for internal control in government and provide the basis against which internal 
control is to be evaluated. Internal control refers to the plans, methods, and procedures 
used to achieve missions, goals, and objectives.  
2Occupational Safety and Health Administration Draft, Protecting Whistleblowers: 
Recommended Practices for Employers for Preventing and Addressing Retaliation 
(Washington, D.C.: Undated). 

http://www.gao.gov/products/GAO-14-704G
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Chemical, Food and Agriculture, and Oil and Natural Gas.
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3 The labor 
organizations were the International Brotherhood of Teamsters, 
International Chemical Workers Union Council, and United Steelworkers 
Union. The information we gathered from these six organizations is not 
generalizable, but provides perspectives on ISCD’s coordination with 
them regarding ISCD’s whistleblower process. 

We conducted this performance audit from September 2015 to July 2016 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

                                                                                                                       
3Sector coordinating councils are self-organized and self-governed councils that enable 
critical infrastructure owners and operators, their trade associations, and other industry 
representatives to interact on a wide range of sector-specific strategies, policies, and 
activities. Sector coordinating councils serve as the sector’s voice and also facilitate the 
government’s collaboration with the sector for critical infrastructure security and resilience 
activities.  



 
Appendix II: The Chemical Facility Anti-
Terrorism Standards Regulation and Process 
 
 
 
 

The Chemical Facility Anti-Terrorism Standards (CFATS) regulation and 
the Protecting and Securing Chemical Facilities from Terrorist Attacks Act 
of 2014 (CFATS Act of 2014) outline how the Department of Homeland 
Security’s (DHS) Infrastructure Security Compliance Division (ISCD) is to 
administer the CFATS program.
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1 Specifically, any facility that possesses 
any of the 322 chemicals of interest (COI) in quantities that meet or 
exceed the screening threshold quantities established by DHS for those 
COI are required to use ISCD’s Chemical Security Assessment Tool 
(CSAT)—a web-based application through which owners and operators of 
facilities with COI are to provide information about the facility—to 
complete a Top-Screen.2 The Top-Screen is the initial screening tool 
whereby a chemical facility in possession of a COI at the requisite 
thresholds is to provide ISCD data, including the name and location of the 
facility and the COI and their quantities at the site. 

ISCD’s risk assessment approach, which relies on data from the Top-
Screen, among other sources, is based on three security issues: (1) 
release (toxic, flammable, and explosive) chemicals with the potential for 
impacts within and beyond a facility; (2) theft or diversion; and (3) 
sabotage, depending on the type of risk associated with the COI. 

· Release: For the release threat, ISCD’s approach assumes that a 
terrorist will release the COI at the facility and then estimates the 
risk to the facility and surrounding population. Facilities with toxic 
release chemicals are to calculate and report in their Top-Screen 
submission the Distance of Concern—which represents the radius 
of an area in which exposure to a toxic chemical cloud from a 
release event could cause serious injury or fatalities from short-
term exposure. ISCD uses the Distance of Concern to estimate 
the number of fatalities from an intentional toxic release and to 

                                                                                                                       
16 C.F.R. pt. 27; 6 U.S.C. §§ 621-629. 
2For example, a facility that possesses butane at a quantity equal to or exceeding 10,000 
pounds with a minimum concentration of 1.0 percent must submit information to DHS 
because the substance is considered flammable if subject to release. A facility that uses 
or maintains oxygen difluoride, however, must submit information to DHS if it possesses 
the substance at a quantity equal to or exceeding 15 pounds with a minimum 
concentration of 0.09 percent because it is considered vulnerable to theft for use as a 
weapon of mass effect. The “screening threshold quantity” is the quantity of a chemical of 
interest, upon which the facility’s obligation to complete and submit the Top-Screen is 
based. See 6 C.F.R. § 27.105.  
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categorize the risk posed by this facility.
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3 The Top-Screen directs 
respondents to use an online tool called RMP*Comp to calculate 
the Distance of Concern.4 RMP*Comp takes inputs such as the 
quantity of chemical that could be released and the surrounding 
terrain type to determine the Distance of Concern. 

· Theft or diversion: For theft or diversion, the approach assumes 
that a terrorist will steal or have the COI diverted to him or herself 
and then estimates the risk of a terrorist attack using the COI to 
cause the most harm at an unspecified off-site location. 

· Sabotage: For sabotage, the approach assumes that a terrorist 
will cause water to be mixed with a COI that is shipped from the 
facility, creating a toxic release at an unspecified location, and 
then estimates the risk to a medium-sized U.S. city. 

If, according to ISCD’s automated assessment of information provided via 
the Top-Screen, the facility is preliminarily categorized to be high-risk it 
becomes a “covered chemical facility,” and ISCD is to notify the facility of 
its preliminary placement in one of four risk-based tiers—tier 1, 2, 3, or 4. 
If ISCD does not categorize the chemical facility as high-risk, ISCD does 
not assign the facility to one of these four risk-based tiers and the facility 
is not subject to additional requirements under the CFATS regulation.5 
Facilities that ISCD preliminarily categorizes to be high-risk—covered 
chemical facilities—are required to then complete the CSAT security 
vulnerability assessment, which includes the identification of potential 

                                                                                                                       
3Once a respondent submits the Distance of Concern, ISCD uses it to estimate the size of 
the area in which fatalities would occur and determines the population within that area.  
4RMP*Comp was developed and is administered by the Environmental Protection Agency 
(EPA) to help entities regulated under the Clean Air Act with reporting requirements. As 
part of these reporting requirements, regulated entities must conduct an off-site 
consequence analysis to provide information about the potential consequences of an 
accidental chemical release. The off-site consequence analysis consists of two elements: 
(1) a worst-case release scenario, which evaluates the consequences of the release of the 
largest quantity of the regulated chemical that results in the greatest Distance of Concern, 
and (2) an alternative release scenario, which evaluates the consequences of a release 
event more likely to occur than the worst-case scenario but which could still affect the 
surrounding population.  
5According to DHS data, 80 percent of facilities were not categorized as high-risk based 
upon information facilities provide in the Top-Screen.  
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critical assets at the facility, and a related vulnerability analysis.
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6 ISCD is 
to review the security vulnerability assessment to confirm and notify the 
facility as to whether the facility remains categorized as high-risk and, if 
so, about its final placement in one of the four tiers. 

Once a covered chemical facility is assigned a final tier, the facility may 
use CSAT to submit a site security plan (SSP) or submit an Alternative 
Security Program in lieu of the CSAT SSP.7 The security plan is to 
describe the existing and planned security measures to be implemented 
to address the vulnerabilities identified in the security vulnerability 
assessment, and identify and describe how existing and planned security 
measures selected by the facility are to address the applicable risk-based 
performance standards.8 To meet risk-based performance standards, 
covered facilities may choose the security programs or processes they 
deem appropriate to address the performance standards so long as ISCD 
determines that the facilities achieve the requisite level of performance on 
each of the applicable areas in their existing and agreed-upon planned 
measures. 

To determine whether facilities achieve the requisite level of performance 
for each of the applicable areas, ISCD is to conduct a preliminary review 
of the facility’s security plan to determine whether it meets the risk-based 
regulatory requirements. If these requirements appear to be satisfied, 
ISCD is to issue a letter of authorization for the plan, and conduct an 
authorization inspection of the facility to determine whether to approve the 
plan. Upon inspection of the facility, if ISCD determines that the plan 

                                                                                                                       
66 C.F.R. § 27.215. Facilities categorized as Tier 4, however, may submit an Alternative 
Security Program (ASP) in lieu of the CSAT security vulnerability assessment. See 6 
C.F.R. § 27.235(a)(1). An ASP is a third-party or industry organization program; a local 
authority, state or federal government program; or any element or aspect thereof that has 
been determined to meet the requirements of and provide for an equivalent level of 
security to that established by the CFATS regulation. See 6 C.F.R. § 27.105. Facilities 
categorized as Tiers 1 to 3 may not submit an ASP in lieu of the security vulnerability 
assessment. 6 C.F.R. § 27.235(a)(2).  
76 C.F.R. §§ 27.225, 27.235. The CFATS Act of 2014 also established an Expedited 
Approval Program as a voluntary option for covered chemical facilities assigned a final tier 
level of 3 or 4 to develop and submit the SSP. 6 U.S.C. § 622(c)(4). 
8The CFATS regulation establishes 18 risk-based performance standards that identify the 
areas for which a facility’s security posture are to be examined, such as perimeter 
security, access control, and cybersecurity. See 6 C.F.R. § 27.230.  
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satisfies the CFATS requirements, it will issue a letter of approval to the 
facility, which is to then implement the approved SSP. If ISCD determines 
that the plan does not satisfy CFATS requirements, ISCD then notifies the 
facility of any deficiencies and the facility must submit a revised plan for 
correcting them.
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9 

Following ISCD’s approval of a facility’s SSP, in order to assess 
compliance with CFATS requirements as addressed through the 
approved SSP, ISCD conducts a compliance inspection (CI) of the 
covered facilities.10 CIs are to follow specific standard operating 
procedures that focus on verifying existing measures and the 
implementation and effectiveness of planned measures, including dates 
implemented, as well as verifying and reviewing any significant changes 
in the facility’s security posture. If through a compliance inspection it is 
determined a facility has not fully implemented security measures as 
outlined in its approved site security plan, ISCD is to provide the facility 
with written notification that clearly identifies the deficiencies in the SSP 
and will work with the facility toward achieving full compliance or, if 
warranted, take enforcement action.11 For example, the CFATS regulation 
provides that an order compelling a facility to take appropriate action may 
be issued if the facility was found to be in violation of any part of the 
regulation. If a facility were to violate this initial order, an order assessing 
a civil penalty of up to $25,000 per day or to cease operations, or both, 
may be issued.12 According to ISCD guidance, inspectors conducting a CI 
are to document in a CI report any necessary enforcement actions that 
may result from the inspection, including, among others, security 
measures not implemented in accordance with the SSP. ISCD guidance 
further provides that inspectors are not to recommend enforcement 
actions where issues identified during a CI are quickly remedied on-site; 
however, inspectors are to document their finding in the CI report. 
Inspection teams are to submit their CI report to ISCD management for 

                                                                                                                       
9According to ISCD officials, site security plans can also be sent back to facilities to be 
revised for any number of reasons. For example, during the preliminary review, if ISCD 
finds that a plan does not contain all the requisite data needed to meet regulatory 
requirements, ISCD can return the plan to the facility for more information.  
10See 6 C.F.R. § 27.250.  
11See 6 C.F.R. §§ 27.245(b), 27.250(b)(2), 27.300.  
126 C.F.R. § 27.300(a)-(b).  
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review and approval within 25 business days from the inspection 
completion. ISCD management is to then determine whether a facility is 
in compliance with their approved SSP or whether to take enforcement 
actions. Figure 3 illustrates the CFATS regulatory process. 

Figure 3: Department of Homeland Security’s (DHS) Chemical Facility Anti-Terrorism Standards (CFATS) Process 
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In February 2009, the Department of Homeland Security’s (DHS) 
Infrastructure Security Compliance Division (ISCD) began receiving calls 
related to Chemical Facility Anti-Terrorism Standards (CFATS) via a 
telephone tip line that ISCD established. ISCD received 345 calls via the 
telephone tip line from February 2009 to June 15, 2015, the day before 
ISCD implemented its whistleblower process for addressing CFATS 
reports in response to the Protecting and Securing Chemical Facilities 
from Terrorist Attacks Act of 2014 (CFATS Act of 2014). DHS officials 
stated that there was no requirement for DHS to address CFATS 
whistleblower reports prior to the act. Starting on June 16, 2015, ISCD 
implemented a whistleblower process and procedures for addressing 
CFATS reports, including those received via its telephone tip line, and 
began to collect and track information for each report in an electronic 
spreadsheet. 

Of the 345 calls that ISCD received before implementing the interim 
process for addressing whistleblower reports, we identified 46 calls (13 
percent) that may have involved potential CFATS violations. ISCD 
officials stated that, at the time they received and vetted the calls, they 
determined that none of the 345 calls involved CFATS violations. We 
were not able to reconcile the differences between our determinations 
and ISCD’s determinations because ISCD officials said they did not 
consistently document their reviews of the calls, any actions taken, or 
decisions. Also, our analysis was limited to the transcriptions of each tip 
line call and did not include any additional documentation. Therefore, our 
analysis is not intended to assess ISCD’s performance in addressing 
these reports, but to provide perspective on the types of calls that ISCD 
received prior to implementing the interim process for addressing reports 
of potential CFATS violations. Table 3 shows our analysis of the 345 calls 
that ISCD received via its telephone tip line from February 2009 to June 
15, 2015. 

Table 3: Number of Infrastructure Security Compliance Division (ISCD) Telephone 
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Tip Line Calls GAO Identified as Not Related to Chemical Facility Anti-Terrorism 
Standards (CFATS) and as Potential CFATS Violations, Fiscal Years 2009 to 2015 

Fiscal year 
Not Related to 

CFATSa 
Potential CFATS 

Violationsb 
Total Number 

of Calls 
2009c 13 3 16 
2010 11 3 14 
2011 19 7 26 
2012 46 13 59 
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Fiscal year
Not Related to 

CFATSa 
Potential CFATS 

Violationsb 
Total Number 

of Calls 
2013 77 11 88 
2014 70 5 75 
2015d 63 4 67 
Total 299 46 345e 

Source: GAO analysis of data from the ISCD.| GAO-16-572 
aCalls not related to CFATS include those from individuals who called to report suspicious or illegal 
activity that was not related to a CFATS regulatory requirement, and who were not employees or 
contractors of a chemical facility, as well as calls that appeared to be wrong numbers and those that 
we could not determine whether they were potential CFATS violations because there was not enough 
information in the transcribed call. 
bPotential CFATS violations include calls from concerned individuals and those who stated they were 
employees or contractors at a chemical facility that were related to a chemical facility’s regulatory 
non-compliance or suspicious or illegal activity. 
cData are from February 19, 2009, when ISCD received the first whistleblower report via the 
telephone tip line, through September 30, 2009. 
dData are from October 1, 2014 through June 15, 2015. Starting on June 16, 2015, ISCD 
implemented its whistleblower process for addressing CFATS reports, including collecting and 
tracking information about reports on an electronic spreadsheet. 
eFor the 345 reports, we did not verify ISCD’s finding that none of the calls involved CFATS 
violations. Our analysis was based solely on the information contained in the tip line calls, and did not 
include any additional analysis of the actual issues reported or activities at a chemical facility. 
Additionally, in determining if a call involved a potential CFATS violation, we relied on definitions of a 
potential CFATS violation as outlined in the CFATS Act of 2014, which were not applicable to 
whistleblower reporting at the time the calls were received and reviewed by ISCD. 

Table 4 shows the 46 calls that we determined may have involved 
potential CFATS violations during fiscal years 2009 to 2015 by type of 
call, based on the information contained in the calls. 

Table 4: Number of Infrastructure Security Compliance Division (ISCD) Telephone Tip Line Calls GAO Identified as Potential 
Chemical Facility Anti-Terrorism Standards (CFATS) Violations, by Type of Call, from Fiscal Years 2009 to 2015 

Fiscal year Potential CFATS NonCompliancea 
Potential Suspicious or Illegal 
Activityat a Chemical Facilityb 

Total Number of Calls Involving 
Potential CFATS Violationsc 

2009d 3 0 3 
2010 3 0 3 
2011 5 2 7 
2012 7 6 13 
2013 7 4 11 
2014 3 2 5 
2015e 2 2 4 
Total 30 16 46 

Source: GAO Analysis of ISCD data. | GAO-16-572 
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aCalls include alleged non-compliance with CFATS regulatory requirements, such as the failure to 
submit required documentation to ISCD, improperly storing chemicals of interest, and general 
inquiries about CFATS reporting requirements. 
bCalls include suspicious orders of chemicals, unauthorized access to chemicals and facilities, and an 
employee who allegedly removed chemical containers from a facility. 
cIn determining that the calls involved potential CFATS violations, our analysis was based on the 
information contained in the tip line calls, and did not include any additional analysis of the actual 
issues reported or activities at a chemical facility. Additionally, we relied on definitions of potential 
CFATS violations as outlined in the CFATS Act of 2014, which were not applicable to whistleblower 
reporting at the time the calls were received and reviewed by ISCD. 
dData are from February 19, 2009, when DHS began to collect information on CFATS calls received 
on the telephone tip line, through September 30, 2009. 
eData are from October 1, 2014 through June 15, 2015. Starting on June 16, 2015, ISCD 
implemented its whistleblower process for addressing CFATS reports, including collecting and 
tracking information about reports via an electronic spreadsheet. 

To provide further insight into the types of calls that ISCD received via the 
telephone tip line from February 2009 to June 2015, table 5 describes six 
examples of the calls—three that we determined were not related to 
CFATS and three that we determined may have involved potential 
CFATS violations, based on the information contained in the calls. 

Table 5: Six Examples of Infrastructure Security Compliance Division (ISCD) Telephone Tip Line Calls Received from 
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February 2009 to June 2015 that GAO Identified as Not Related to Chemical Facility Anti-Terrorism Standards (CFATS) or 
Potential CFATS Violations 

Date ISCD Received 
Calla Type of Callb Summary of Call 

March 31, 2009 
Call May Have Involved a Potential CFATS 
Violation Related to CFATS Non-Compliance 

A chemical facility storing highly flammable chemicals does 
not have security around the facility.  

July 2, 2010 Call Not Related to CFATS Residence was sprayed with a chemical substance.  
January 24, 2011 Call Not Related to CFATS Observations of suspicious or illegal activity at a residence. 

August 18, 2011 
Call May Have Involved a Potential CFATS 
Violation Related to CFATS Non-Compliance  

Chemical facility has chemicals of interest, but has not 
submitted required information to ISCD. 

February 2, 2012 

Call May Have Involved a Potential CFATS 
Violation Related to Suspicious or Illegal 
Activity at a Chemical Facility 

Chemical facility reported for suspicious or illegal activity 
related to the improper storage and overseas sales of 
chemicals of interest that were inappropriately labeled. 

December 3, 2014 Call Not Related to CFATS A personal computer was hacked. 

Source: GAO Analysis of ISCD data. | GAO-16-572 
aIn February 2009, DHS began to collect information on CFATS calls received on the telephone tip 
line. Starting on June 16, 2015, DHS implemented its whistleblower process for addressing CFATS 
reports, including collecting and tracking information about reports via an electronic spreadsheet. 
bIn determining whether a call was either not related to CFATS or may have involved a potential 
CFATS violations, our analysis was based on the information contained in the tip line calls, and did 
not include any additional analysis of the actual issues reported or activities at a chemical facility. 
Additionally, we relied on definitions of potential CFATS violations as outlined in the CFATS Act of 
2014, which were not applicable to whistleblower reporting at the time the calls were received and 
reviewed by ISCD. 
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The Department of Homeland Security’s (DHS) Infrastructure Security 
Compliance Division (ISCD) developed a process and procedures to 
address reports of potential violations of Chemical Facility Anti-Terrorism 
Standards (CFATS). The process and procedures were implemented on 
June 16, 2015. Table 6 describes ISCD’s efforts to develop and 
implement the process and procedures for the provisions related to a 
whistleblower procedure in the Protecting and Securing Chemical 
Facilities from Terrorist Attacks Act of 2014 (CFATS Act of 2014). 

Table 6: The Department of Homeland Security’s (DHS) Infrastructure Security Compliance Division’s (ISCD) Efforts to 
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Develop and Implement a Whistleblower Procedure as Mandated in the Chemical Facility Anti-Terrorism Standards (CFATS) 
Act of 2014, as of April 2016 

Provision for a DHS 
whistleblower procedure in 
CFATS Act of 2014  

Does ISCD have a process and/or procedures 
for the provision? 

Since June 16, 2015, has ISCD implemented 
its process and/or procedures for the 
provision? 

1. Within 180 days of 
enactment of the CFATS 
Act of 2014, establish and 
provide information to the 
public regarding a 
procedure under which any 
employee or contractor of a 
chemical facility of interest 
may submit a report of a 
CFATS violation.  

Yes. ISCD developed a documented, interim 
process and procedures to address reports of 
potential CFATS violations, which was approved 
and implemented on June 16, 2015—within 180 
days after the enactment of the CFATS Act of 
2014 on December 18, 2014. 
According to ISCD officials, ISCD used a similar 
process to address reports of potential CFATS 
violations since February 2009; however, the 
process was not documented prior to June 16, 
2015. 

Yes. ISCD officials stated that they implemented 
the interim process and procedures on June 16, 
2015. Our analysis of reports indicates that ISCD 
used the interim process and procedures for 
reports received from June 24, 2015 to April 19, 
2016—the last date of ISCD’s data update to us. 

ISCD officials said they are developing formal, 
standard operating procedures to address 
reports of potential CFATS violations, which will 
supersede the interim process and procedures. 
ISCD expected to implement the formal 
procedures by the end of June 2016. 

2. Keep confidential the 
identity of an employee or 
contractor at a chemical 
facility of interest who 
submits a report. 

Yes. The ISCD interim process states that the 
identity of an individual, who reports a potential 
violation, is to be kept confidential unless 
disclosure is unavoidable or compelled by a court 
order. In these instances, DHS will attempt to 
contact the individual to inform him/her of the 
disclosure. 

Yes. ISCD officials said that they have not 
disclosed the identity of any individual who 
submitted a report of a potential CFATS violation. 
Based on our analysis of ISCD’s documentation 
for reports from individuals who provided their 
contact information, we did not see any indication 
that ISCD breached individuals’ confidentiality. 

Appendix IV: Summary of the Department of 
Homeland Security’s Efforts to Develop and 
Implement a Process and Procedures for 
Whistleblower Reports Related to Chemical 
Facility Anti-Terrorism Standards 
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Provision for a DHS 
whistleblower procedure in 
CFATS Act of 2014  

Does ISCD have a process and/or procedures 
for the provision? 

Since June 16, 2015, has ISCD implemented 
its process and/or procedures for the 
provision? 

3. Promptly respond to an 
employee or contractor at a 
chemical facility of interest, 
who provides contact 
information, to 
acknowledge receipt of a 
report of a potential CFATS 
violation. 

Yes. The ISCD interim process states that, if an 
individual who reports a potential violation 
provides his/her contact information, ISCD is to 
acknowledge receipt of the report to the 
individual within 5 business days of receiving the 
report. An acknowledgment is to be provided to 
an individual when the complaint has a nexus to 
a federal regulation. If the individual provides an 
e-mail and street address, ISCD is to provide an 
acknowledgment via e-mail. If the individual 
provides only a street address, an 
acknowledgment letter is to be sent via U.S. mail.  

Yes. DHS officials stated that the CFATS Act of 
2014 requires DHS to promptly provide an 
acknowledgment receipt to an individual, who 
submits a report of a potential CFATS violation 
and provides his/her contact information, as long 
as the individual meets the definition of a 
whistleblower as described in the act. 
Specifically, the officials stated that DHS is 
required to provide an acknowledgment receipt 
to an individual, who provides his/her contact 
information, when the individual is an employee 
or contractor at a chemical facility of interest, and 
the report involves a potential CFATS violation. 
The officials said that, on a case-by-case basis, 
they sometimes provide an acknowledgment 
receipt to an individual, who provides his/her 
contact information, but does not meet the 
definition of a whistleblower. 
Our analysis shows that, since June 16, 2015, 
ISCD provided an acknowledgment receipt within 
5 business days to all seven individuals, who met 
DHS’s definition of a whistleblower. There was 
one other report since June 16, 2015 that DHS 
officials determined to involve a potential CFATS 
violation and that met DHS’s definition of a 
whistleblower report; however, the individual did 
not provide his/her contact information, so ISCD 
officials could not provide an acknowledgment 
receipt to the individual.  
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Provision for a DHS
whistleblower procedure in 
CFATS Act of 2014 

Does ISCD have a process and/or procedures 
for the provision?

Since June 16, 2015, has ISCD implemented 
its process and/or procedures for the 
provision? 

4. Review and consider the 
information provided in any 
report submitted, and take 
action, if necessary, to 
address any substantiated 
CFATS violation. 

Yes. The ISCD interim process states that ISCD 
is to review reports of potential violations and 
determine the most appropriate follow-up 
action(s). Information about the report and 
action(s) taken to address the report are to be 
documented in a spreadsheet, which includes 
over a dozen fields of information, such as the 
date the report was received, a description of the 
potential violation, any follow-up action taken, 
and disposition of the report.  

Yes. ISCD uses a spreadsheet to track and 
document its vetting and decision-making for 
each report of a potential violation. Based on our 
analysis of the spreadsheet and interviews with 
ISCD officials, ISCD officials have generally 
reviewed and considered the information in the 
reports. ISCD officials stated that the 
spreadsheet provides sufficient documentation 
for the vetting and decision-making activities, but 
officials are considering whether more detailed 
documentation of the vetting and decision-
making should be included in the formal standard 
operating procedures for addressing reports that 
ISCD expected to implement by the end of June 
2016. 
Although ISCD officials have reviewed and 
considered information in the whistleblower 
reports, ISCD does not have formal criteria to vet 
and make decisions about the reports. ISCD 
officials stated that they have used, and plan to 
continue to use, professional judgment to vet and 
make decisions about the reports. The officials 
said they have not needed criteria because, after 
reviewing the reports, it has been clear to them 
that an overwhelming percentage of the reports 
have not had a CFATS nexus. Nonetheless, 
ISCD officials said they are considering whether 
to incorporate formal criteria into the formal 
standard operating procedures expected to be 
implemented by the end of June 2016.  
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Provision for a DHS
whistleblower procedure in 
CFATS Act of 2014 

Does ISCD have a process and/or procedures 
for the provision?

Since June 16, 2015, has ISCD implemented 
its process and/or procedures for the 
provision? 

5. Follow procedural 
requirements if the 
Secretary determines that a 
violation has occurred and 
decides to institute a civil 
enforcement or issue an 
emergency order. 

Yes. ISCD officials said that this provision is 
addressed by DHS’s enforcement process, which 
is described in the code of federal regulations for 
CFATS (Title 6, Chapter I, Part 27, Subpart C—
Orders and Adjudications) and the CFATS Act of 
2014. 
If the Secretary institutes a civil enforcement 
action or issues an emergency order against a 
facility based exclusively on the review of one or 
more whistleblower reports, the CFATS Act of 
2014 differs from and supersedes the CFATS 
regulation regarding the deadline for filing a 
petition for review of that action.a The CFATS Act 
of 2014 provides that, under those 
circumstances, the facility has 20 calendar days 
as of the date of issuance of the order to file a 
petition for review. If the facility files a petition for 
review and that review is not completed by the 
end of the 30-day period beginning on the date 
the petition is filed, the action shall cease to be 
effective unless the Secretary determines, in 
writing, that the violation providing a basis for the 
action continues to exist. 

Not applicable. Although ISCD substantiated 
one whistleblower report as a CFATS violation, 
ISCD officials stated that no civil enforcement or 
emergency order was levied against officials at 
the chemical facility because they took the action 
that ISCD required. Therefore, there has been no 
need to implement this provision since June 16, 
2015.  

6. Work in partnership with 
industry associations and 
labor organizations to make 
publicly available, 
physically and online, the 
rights that an individual, 
who provides whistleblower 
information about a 
covered chemical facility, 
would have under federal 
law. 

Yes. According to DHS officials, the only right 
that whistleblowers have under the CFATS Act of 
2014 is confidentiality. ISCD’s website provides 
information on its whistleblower process, 
including a telephone tip line number, an e-mail 
address, and a U.S. mail address that individuals 
can use to submit reports of potential CFATS 
violations. The ISCD website also provides 
information on the right of confidentiality for an 
individual who submits a report, and states that 
the identity of a whistleblower will be kept 
confidential unless disclosure is unavoidable or 
compelled by court order. In these instances, 
DHS states that it will attempt to contact the 
whistleblower to inform him/her of the disclosure.  

Yes. ISCD officials stated that they discussed the 
whistleblower process and whistleblower rights 
during training sessions and seminars throughout 
the United States. ISCD officials also 
communicated with industry associations and 
labor organizations about the ISCD whistleblower 
process and procedures, and whistleblower 
rights. Specifically, ISCD officials stated that they 
communicated via telephone and e-mail with 
three Sector Coordinating Councils—Chemicals, 
Food and Agriculture, and Oil and Natural Gas—
and three labor organizations—International 
Brotherhood of Teamsters, International 
Chemical Workers Union Council, and United 
Steelworkers Union.b We interviewed officials in 
the these sector coordinating councils and labor 
organizations, who stated that ISCD informed 
them of the whistleblower process and 
whistleblower rights under federal law.  

Source: GAO analysis of the CFATS Act of 2014 and DHS information. | GAO-16-572 
aThe regulation provides that a notice of application for review is due within 7 calendar days of 
notification of the order, and the response to the application for review is due within 14 days of the 
filing and service of the application for review. 6 C.F.R. § 27.310. 
bSector Coordinating Councils are self-organized and self-governed councils that enable critical 
infrastructure owners and operators, their trade associations, and other industry representatives to 
interact on a wide range of sector-specific strategies, policies, and activities. Sector Coordinating 
Councils serve as the sector’s voice and also facilitate the government’s collaboration with the sector 
for critical infrastructure security and resilience activities. 
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U.S. Department of Homeland Security 

Washington, DC 20528 

Homeland Security 

June 27, 2016 

Chris P. Currie 

Director, Homeland Security and Justice Issues 

U.S. Government Accountability Office 

441 G Street, NW 

Washington, DC 20548 

Re: Management's Response to GAO Draft Report GA0-16-572, 
"CRITICAL INFRASTRUCTURE PROTECTION: Improvements Needed 
for DHS's Chemical Facility Whistleblower Report Process" 

Dear Mr. Currie: 

Thank you for the opportunity to review and comment on this draft report. 
The U.S. Department of Homeland Security (DHS) appreciates the U.S. 
Government Accountability Office's (GAO's) work in planning and 
conducting its review and issuing the report. 

The Department is pleased to note GAO's positive recognition of the 
National Protection and Programs Directorate's (NPPD) Office of 
Infrastructure Protection successful implementation of the Chemical 
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Facility Anti-Terrorism Standards (CFATS) whistleblower program, as 
required under the Protecting and Securing Chemical Facilities from 
Terrorist Attacks Act of 2014 (CFATS Act of 2014), Pub. L. No. 113-254. 
As noted in the draft report, NPPD has developed and, where applicable, 
implemented processes for all six of the primary whistleblower-related 
provisions of the CFATS Act of 2014. In doing so, NPPD, through the 
efforts of its Infrastructure Security Compliance Division (ISCD), has 
successfully reviewed and appropriately acted upon all potential 
whistleblower and other CFATS-related reports received, while 
maintaining strict confidentiality of all individuals reporting the potential 
CFATS violations. 

Chemical security is a shared responsibility among chemical facility 
owners, operators, and employees; the communities that surround these 
facilities; and federal, state, and local government officials. Any individual 
may report a potential CFATS violation to DHS. Chemical facilities of 
interest are prohibited by law from retaliating against an employee for 
reporting a potential violation. The Department is committed to continued 
progress in improving the security at our Nation's high-risk chemical 
facilities, including working with whistleblowers by acknowledging receipt 
of information received, reviewing and considering information provided, 
and taking action, as appropriate. 

The draft report contained two recommendations with which the 
Department concurs. Please see the attached for our detailed response 
to each recommendation. 

Again, thank you for the opportunity to review and comment on this draft 
report. Technical comments were previously provided under separate 
cover. Please feel free to contact me if you have any questions. We look 
forward to working with you in the future. 

Sincerely, 

JIM H. CRUMPACKER, CIA, CFE 

Director 

Departmental GAO-OIG Liaison Office 

Attachment: DHS Management Response to Recommendations 
Contained in GAO-16-572SU 
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GAO recommended that the Secretary of Homeland Security direct the 
Under Secretary of NPPD, the Assistant Secretary for Infrastructure 
Protection, and the Director of ISCD to: 

Recommendation 1: Develop a documented process and procedures to 
address and investigate whistleblower retaliation reports that could 
include existing practices, such as OSHA's [Occupational Safety and 
Health Administration] recommended practices, in developing the process 
and procedures. 

Response: Concur. NPPD agrees that having a documented process and 
procedures for a recurring activity is beneficial, and that considering 
existing best practices and lessons learned from other similar Federal 
programs is worthwhile when developing such a process or procedure. 

Due to the construction of the CFATS-authorizing legislation, developing 
formal processes and procedures for investigating whistleblower 
retaliation reports will require modification to the CFATS regulations. 
Rulemaking typically involves multiple steps over a considerable length of 
time and developing a thorough whistleblower retaliation investigation 
process and procedures will likely take a number of years. As noted in the 
draft report, the OSHA guidance with recommended practices for 
addressing whistleblower retaliation complaints is not yet final so 
establishing a formal whistleblower retaliation investigation process prior 
to the publication of OSHA's guidance on the subject may be premature. 

While awaiting finalized guidance from OSHA, NPPD's ISCD will begin 
moving forward to initiate the whistleblower retaliation-related rulemaking 
activities and develop an interim process and procedures that will enable 
the Department to consistently handle any whistleblower retaliation 
complaints received during the rulemaking process. The estimated 
completion date (ECD) for this process and procedures is June 30, 2017, 
while the overall ECD for this recommendation is "To Be Determined," 
based on how quickly the rulemaking process can move forward. 

Recommendation 2: Provide additional guidance on the ISCD 
whistleblower website and telephone tip line greeting to clearly 
communicate the information needed in the reports. 

Response: Concur. Providing additional guidance to potential 
whistleblowers regarding the types of information most useful in 
assessing a potential CFATS violation is likely to increase the quality of 
the reports received and enable a more efficient and effective evaluation 

Page 46 GAO-16-572    Critical Infrastructure Protection   



 
Appendix VII: Accessible Data 
 
 
 
 

and/or investigation of them. ISCD will update both the automated 
greeting on the CFATS Tip Line and the ISCD webpage with additional 
guidance and instructions for potential whistleblowers. ECD: October 31, 
2016. 

Data Table for Highlights Figure: Total Reports Received by DHS and Disposition 
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for Reports, June 16, 2015 to April 19, 2016 

Percentage Reports 
Potential CFATS violations 8% 8 reports 
Non-CFATS nexus 92% 97 reports 

Out of 92% Non-CFATS nexus 

No further action taken 27 reports 
Referred to federal agency 70 reports 

Data Table for Figure 1: Number and Percentage of Reports Received by the 
Infrastructure Security Compliance Division (ISCD) and the Disposition for Reports 
that ISCD Determined Did Not Involve Potential Violations of Chemical Facility Anti-
Terrorism Standards (CFATS), June 16, 2015 through April 19, 2016 

Percentage Reports 
Potential CFATS violations 8% 8 reports 
Non-CFATS nexus 92% 97 reports 

Out of 92% Non-CFATS nexus: 

No further action taken 27 reports 
Referred to federal agency 70 reports 

Out of 70 reports referred to federal agencies: 

Federal Bureau of Investigation 63 reports 
Nuclear Regulatory Commission 2 reports 
Department of Transportation 1 report 
Environmental Protection Agency 1 report 
National Aeronautics and Space Administration 1 report 
U.S. Coast Guard 1 report 
Transportation Security Administration 1 report 

Accessible Text/Data 
Tables 
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Accessible Text for Figure 2: Infrastructure Security Compliance Division (ISCD) 
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Interim Process for Addressing Reports of Potential Chemical Facility Anti-
Terrorism Standards (CFATS) Violations 

· A report submitted on the ISCD telephone tip line is received at the 
Oak Ridge National Laboratory, transcribed, and the transcription e-
mailed to ISCD headquarters officials.a 

· A report submitted using the ISCD e-mail address or mail is received 
by ISCD headquarters officials directly. Also, if ISCD staff in the field 
receives a report from an individual, the field staff forwards the report 
to ISCD headquarters officials. 

· ISCD headquarters officials review the report and determine the most 
appropriate action(s). 

If the individual who submitted the report provided his/her contact 
information and the report involves a potential CFATS violation, ISCD 
officials are to send an acknowledgment receipt to the individual 
within 5 business days of receiving the report. 

· ISCD officials document the report and any action(s) taken to address 
the report in an electronic spreadsheet that includes up to a dozen 
data fields for each report. 
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The Government Accountability Office, the audit, evaluation, and 
investigative arm of Congress, exists to support Congress in meeting its 
constitutional responsibilities and to help improve the performance and 
accountability of the federal government for the American people. GAO 
examines the use of public funds; evaluates federal programs and 
policies; and provides analyses, recommendations, and other assistance 
to help Congress make informed oversight, policy, and funding decisions. 
GAO’s commitment to good government is reflected in its core values of 
accountability, integrity, and reliability. 

The fastest and easiest way to obtain copies of GAO documents at no 
cost is through GAO’s website (http://www.gao.gov). Each weekday 
afternoon, GAO posts on its website newly released reports, testimony, 
and correspondence. To have GAO e-mail you a list of newly posted 
products, go to http://www.gao.gov and select “E-mail Updates.” 

The price of each GAO publication reflects GAO’s actual cost of 
production and distribution and depends on the number of pages in the 
publication and whether the publication is printed in color or black and 
white. Pricing and ordering information is posted on GAO’s website, 
http://www.gao.gov/ordering.htm.  

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or  
TDD (202) 512-2537. 

Orders may be paid for using American Express, Discover Card, 
MasterCard, Visa, check, or money order. Call for additional information. 

Connect with GAO on Facebook, Flickr, Twitter, and YouTube. 
Subscribe to our RSS Feeds or E-mail Updates.  
Listen to our Podcasts and read The Watchblog. 
Visit GAO on the web at www.gao.gov. 

Contact: 

Website: http://www.gao.gov/fraudnet/fraudnet.htm 
E-mail: fraudnet@gao.gov 
Automated answering system: (800) 424-5454 or (202) 512-7470 

Katherine Siggerud, Managing Director, siggerudk@gao.gov, (202) 512-
4400, U.S. Government Accountability Office, 441 G Street NW, Room 
7125, Washington, DC 20548 

Chuck Young, Managing Director, youngc1@gao.gov, (202) 512-4800 
U.S. Government Accountability Office, 441 G Street NW, Room 7149  
Washington, DC 20548 
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	Background
	DHS Received 105 Reports and Closed 97 Because They Did Not Involve CFATS Regulatory Requirements
	Figure 1: Number and Percentage of Reports Received by the Infrastructure Security Compliance Division (ISCD) and the Disposition for Reports that ISCD Determined Did Not Involve Potential Violations of Chemical Facility Anti-Terrorism Standards (CFATS), June 16, 2015 through April 19, 2016
	DHS Closed the Vast Majority of Reports Because They Did Not Involve CFATS Regulatory Requirements
	DHS Further Reviewed Eight Reports Determined to Involve Potential CFATS Violations and Ultimately Determined That One Report Involved a CFATS Violation
	7/29/15  
	E-mail  
	No  
	Employee background checks were not conducted as required and the entrance gate at the chemical facility lacked consistent security.  
	Sent e-mail to individual who submitted report with information about CFATS requirements for background checks and security at a chemical facility. Also, conducted a compliance inspection at the facility.  
	Closed – determined that the report was related to internal controls at the facility, and was not a CFATS violation.  
	158  
	8/11/15  
	Telephone tip line  
	No  
	A chemical facility’s policy document was not being followed as required.  
	Followed up with individual who submitted report to obtain more information, including the policy document.   
	Closed - determined that the policy document was not part of facility’s CFATS case file or approved site security plan, and was not a CFATS violation.  
	9  
	9/18/15  
	E-mail  
	No  
	The smell of various chemicals in the air near a chemical facility.  
	Contacted facility owners to determine if facility was subject to CFATS.   
	Closed - determined that the facility was not subject to CFATS because quantities of the chemicals of interest did not meet the CFATS minimum threshold, and was not a CFATS violation.  
	10  
	10/22/15  
	Telephone tip line  
	No  
	Improper storage of chemicals and non-operating eye-showers for workers to use in emergencies, and whistleblower retaliation as a result of submitting a report about these conditions.   
	Followed up with individual who submitted report to acknowledge receipt of the report and provide information about whistleblower protections, and obtain additional information about the report. Subsequently, conducted a compliance assistance visit at the facility.   
	Closed - determined that the facility was not subject to CFATS because quantities of the chemicals of interest did not meet the CFATS minimum threshold, and was not a CFATS violation.
	DHS officials stated that they followed up on the retaliation report and that their findings did not support that retaliation had occurred.  
	59  
	E-mailed information about the CFATS program to a facility official, and asked official to review the information and determine if the facility needs to register with ISCD as a CFATS facility. Subsequently, conducted a compliance assistance visit at the facility.   
	11/20/15  
	Telephone tip line  
	Yes  
	Storing bulk ammonium nitrate outside a facility near a road in an unsecured area.   
	Closed – determined that the facility was not subject to CFATS because quantities of the chemicals of interest did not meet the CFATS minimum threshold, and was not a CFATS violation.  
	96  
	11/20/15  
	E-mail  
	No  
	A chemical facility silo with poor fencing in a poor location in a railroad yard.  
	Forwarded the report to a CFATS regional inspector to conduct an assessment.   
	Closed – determined that the facility was not subject to CFATS because the type, quantities, and storage of the chemicals of interest did not meet the CFATS minimum threshold for reporting, and was not a CFATS violation.  
	66  
	12/09/15  
	E-mail  
	No  
	Chemical facility located near a residential area stores large quantities of propane, but has not submitted required information to ISCD.  
	Followed up with individual who submitted report to obtain more information about the report and the facility. Contacted an official at the facility to obtain information about the quantity of a chemical of interest at the facility.   
	Closed -
	determined that an actual CFATS violation occurred because the facility met the threshold reporting requirements but had not registered with DHS.
	Chemical facility officials subsequently registered with DHS as a CFATS facility. DHS did not pursue civil enforcement action based on the facility’s compliance with reporting requirements.  
	47  
	Chemical facility has chemicals of interest, but has not submitted required information to ISCD.  
	3/29/16  
	E-mail  
	No  
	None yet; ISCD continues to investigate the report.  
	Open.  
	Not applicable because the report is still open.  
	Source: GAO analysis of DHS data.  GAO 16 572


	ISCD Has Implemented an Interim Process for Whistleblower Reports but Not for Retaliation Reports, and Guidance for Whistleblowers Is Limited
	ISCD Developed and Implemented a Documented, Interim Process to Address Whistleblower Reports
	Figure 2: Infrastructure Security Compliance Division (ISCD) Interim Process for Addressing Reports of Potential Chemical Facility Anti-Terrorism Standards (CFATS) Violations
	Does ISCD have a process and procedures for the provision?  
	Since June 16, 2015, has ISCD implemented its process and procedures for the provision?   
	Within 180 days of enactment of the CFATS Act of 2014, establish and provide information to the public regarding a procedure under which any employee or contractor of a chemical facility of interest may submit a report of a CFATS violation.   
	Yes.
	Yes.
	Keep confidential the identity of an employee or contractor at a chemical facility of interest who submits a report of a potential CFATS violation under the established whistleblower procedure.  
	Yes.   
	Yes.   
	Promptly respond to an employee or contractor at a chemical facility of interest, who provides contact information, to acknowledge receipt of a report of a potential CFATS violation.  
	Yes.   
	Yes.
	Review and consider the information provided in any report submitted, and take action, if necessary, to address any substantiated CFATS violation.  
	Yes.   
	Yes.   
	Follow procedural requirements if the Secretary determines that a violation has occurred and decides to institute a civil enforcement or issue an emergency order against a chemical facility.  
	Yes.
	Not applicable.   
	Work in partnership with industry associations and labor organizations to make publicly available, physically and online, the rights that an individual, who provides whistleblower information about a covered chemical facility, would have under federal law.   
	Yes.   
	Yes.   
	Source: GAO analysis of the CFATS Act of 2014 and DHS information.   GAO 16 572

	DHS Has Not Developed a Documented Process and Procedures for Addressing Whistleblower Retaliation Reports
	Guidance on the ISCD Telephone Tip Line and Website for Whistleblower Reports Is Insufficient for Gathering Adequate Information from Whistleblowers
	Of the 105 reports, ISCD identified 8 reports as potential CFATS violations. One of the eight reports did not include the name or location of the chemical facility. ISCD officials told us that the name and location of the chemical facility are two of the most important pieces of information in vetting a report that ISCD determines to be a potential CFATS violation. ISCD officials followed up with the individual to obtain the location of the chemical facility and information about the owner/operator of the facility. The individual provided ISCD with the address and owner of the chemical facility. ISCD used this additional information to further review the report and determined that a CFATS violation had occurred. Without this additional information, ISCD officials would not have had sufficient information to determine whether a CFATS violation occurred, and would have missed the opportunity to appropriately address the report and take action against the facility for CFATS non-compliance.
	Of the 105 reports, 62 were submitted from individuals who provided their contact information. ISCD officials followed up on 13 of the 62 reports (about 21 percent) to obtain additional information to help ISCD officials determine whether the reports were potential CFATS violations. Nine of the 13 individuals responded to ISCD’s request for additional information. However, ISCD officials were unable to reach the remaining four individuals to obtain needed information and, consequently, closed the reports without being able to determine if they involved potential CFATS violations.
	Of the 105 reports, 43 were submitted from anonymous individuals who did not provide contact information. ISCD officials stated that they were unable to determine if a CFATS violation had occurred for some reports from anonymous individuals due to insufficient information.
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	Table 3: Number of Infrastructure Security Compliance Division (ISCD) Telephone Tip Line Calls GAO Identified as Not Related to Chemical Facility Anti-Terrorism Standards (CFATS) and as Potential CFATS Violations, Fiscal Years 2009 to 2015
	Not Related to CFATSa  
	Potential CFATS Violationsb  
	Total Number of Calls   
	2009c  
	13  
	3  
	16  
	2010  
	11  
	3  
	14  
	2011  
	19  
	7  
	26  
	2012  
	46  
	13  
	59  

	Appendix III: Analysis of Calls Received by the Department of Homeland Security’s Infrastructure Security Compliance Division from February 2009 to June 15, 2015
	2013  
	88  
	77  
	11  
	2014  
	70  
	5  
	75  
	2015d  
	63  
	4  
	67  
	Total  
	299  
	46  
	345e  
	Fiscal year  
	Potential CFATS NonCompliancea  
	Potential Suspicious or Illegal Activityat a Chemical Facilityb  
	Total Number of Calls Involving Potential CFATS Violationsc  
	2009d  
	3  
	0  
	3  
	2010  
	3  
	0  
	3  
	2011  
	5  
	2  
	7  
	2012  
	7  
	6  
	13  
	2013  
	7  
	4  
	11  
	2014  
	3  
	2  
	5  
	2015e  
	2  
	2  
	4  
	Total  
	30  
	16  
	46  
	Date ISCD Received Calla  
	Type of Callb  
	Summary of Call  
	March 31, 2009  
	Call May Have Involved a Potential CFATS Violation Related to CFATS Non-Compliance  
	A chemical facility storing highly flammable chemicals does not have security around the facility.   
	July 2, 2010  
	Call Not Related to CFATS  
	Residence was sprayed with a chemical substance.   
	January 24, 2011  
	Call Not Related to CFATS  
	Observations of suspicious or illegal activity at a residence.  
	August 18, 2011  
	Call May Have Involved a Potential CFATS Violation Related to CFATS Non-Compliance   
	Chemical facility has chemicals of interest, but has not submitted required information to ISCD.  
	February 2, 2012  
	Call May Have Involved a Potential CFATS Violation Related to Suspicious or Illegal Activity at a Chemical Facility  
	Chemical facility reported for suspicious or illegal activity related to the improper storage and overseas sales of chemicals of interest that were inappropriately labeled.  
	December 3, 2014  
	Call Not Related to CFATS  
	A personal computer was hacked.  
	Source: GAO Analysis of ISCD data.   GAO 16 572
	Yes. ISCD officials stated that they implemented the interim process and procedures on June 16, 2015. Our analysis of reports indicates that ISCD used the interim process and procedures for reports received from June 24, 2015 to April 19, 2016—the last date of ISCD’s data update to us.
	Within 180 days of enactment of the CFATS Act of 2014, establish and provide information to the public regarding a procedure under which any employee or contractor of a chemical facility of interest may submit a report of a CFATS violation.   
	Yes. ISCD developed a documented, interim process and procedures to address reports of potential CFATS violations, which was approved and implemented on June 16, 2015—within 180 days after the enactment of the CFATS Act of 2014 on December 18, 2014.
	According to ISCD officials, ISCD used a similar process to address reports of potential CFATS violations since February 2009; however, the process was not documented prior to June 16, 2015.  
	ISCD officials said they are developing formal, standard operating procedures to address reports of potential CFATS violations, which will supersede the interim process and procedures. ISCD expected to implement the formal procedures by the end of June 2016.  
	Keep confidential the identity of an employee or contractor at a chemical facility of interest who submits a report.  
	Yes. The ISCD interim process states that the identity of an individual, who reports a potential violation, is to be kept confidential unless disclosure is unavoidable or compelled by a court order. In these instances, DHS will attempt to contact the individual to inform him/her of the disclosure.  
	Yes. ISCD officials said that they have not disclosed the identity of any individual who submitted a report of a potential CFATS violation. Based on our analysis of ISCD’s documentation for reports from individuals who provided their contact information, we did not see any indication that ISCD breached individuals’ confidentiality.  

	Appendix IV: Summary of the Department of Homeland Security’s Efforts to Develop and Implement a Process and Procedures for Whistleblower Reports Related to Chemical Facility Anti-Terrorism Standards
	Yes. DHS officials stated that the CFATS Act of 2014 requires DHS to promptly provide an acknowledgment receipt to an individual, who submits a report of a potential CFATS violation and provides his/her contact information, as long as the individual meets the definition of a whistleblower as described in the act. Specifically, the officials stated that DHS is required to provide an acknowledgment receipt to an individual, who provides his/her contact information, when the individual is an employee or contractor at a chemical facility of interest, and the report involves a potential CFATS violation. The officials said that, on a case-by-case basis, they sometimes provide an acknowledgment receipt to an individual, who provides his/her contact information, but does not meet the definition of a whistleblower.
	Promptly respond to an employee or contractor at a chemical facility of interest, who provides contact information, to acknowledge receipt of a report of a potential CFATS violation.  
	Yes. The ISCD interim process states that, if an individual who reports a potential violation provides his/her contact information, ISCD is to acknowledge receipt of the report to the individual within 5 business days of receiving the report. An acknowledgment is to be provided to an individual when the complaint has a nexus to a federal regulation. If the individual provides an e-mail and street address, ISCD is to provide an acknowledgment via e-mail. If the individual provides only a street address, an acknowledgment letter is to be sent via U.S. mail.   
	Our analysis shows that, since June 16, 2015, ISCD provided an acknowledgment receipt within 5 business days to all seven individuals, who met DHS’s definition of a whistleblower. There was one other report since June 16, 2015 that DHS officials determined to involve a potential CFATS violation and that met DHS’s definition of a whistleblower report; however, the individual did not provide his/her contact information, so ISCD officials could not provide an acknowledgment receipt to the individual.   
	Review and consider the information provided in any report submitted, and take action, if necessary, to address any substantiated CFATS violation.  
	Yes. The ISCD interim process states that ISCD is to review reports of potential violations and determine the most appropriate follow-up action(s). Information about the report and action(s) taken to address the report are to be documented in a spreadsheet, which includes over a dozen fields of information, such as the date the report was received, a description of the potential violation, any follow-up action taken, and disposition of the report.   
	Yes. ISCD uses a spreadsheet to track and document its vetting and decision-making for each report of a potential violation. Based on our analysis of the spreadsheet and interviews with ISCD officials, ISCD officials have generally reviewed and considered the information in the reports. ISCD officials stated that the spreadsheet provides sufficient documentation for the vetting and decision-making activities, but officials are considering whether more detailed documentation of the vetting and decision-making should be included in the formal standard operating procedures for addressing reports that ISCD expected to implement by the end of June 2016.
	Although ISCD officials have reviewed and considered information in the whistleblower reports, ISCD does not have formal criteria to vet and make decisions about the reports. ISCD officials stated that they have used, and plan to continue to use, professional judgment to vet and make decisions about the reports. The officials said they have not needed criteria because, after reviewing the reports, it has been clear to them that an overwhelming percentage of the reports have not had a CFATS nexus. Nonetheless, ISCD officials said they are considering whether to incorporate formal criteria into the formal standard operating procedures expected to be implemented by the end of June 2016.   
	Follow procedural requirements if the Secretary determines that a violation has occurred and decides to institute a civil enforcement or issue an emergency order.  
	Yes. ISCD officials said that this provision is addressed by DHS’s enforcement process, which is described in the code of federal regulations for CFATS (Title 6, Chapter I, Part 27, Subpart C—Orders and Adjudications) and the CFATS Act of 2014.
	Not applicable. Although ISCD substantiated one whistleblower report as a CFATS violation, ISCD officials stated that no civil enforcement or emergency order was levied against officials at the chemical facility because they took the action that ISCD required. Therefore, there has been no need to implement this provision since June 16, 2015.   
	If the Secretary institutes a civil enforcement action or issues an emergency order against a facility based exclusively on the review of one or more whistleblower reports, the CFATS Act of 2014 differs from and supersedes the CFATS regulation regarding the deadline for filing a petition for review of that action.a The CFATS Act of 2014 provides that, under those circumstances, the facility has 20 calendar days as of the date of issuance of the order to file a petition for review. If the facility files a petition for review and that review is not completed by the end of the 30-day period beginning on the date the petition is filed, the action shall cease to be effective unless the Secretary determines, in writing, that the violation providing a basis for the action continues to exist.  
	Work in partnership with industry associations and labor organizations to make publicly available, physically and online, the rights that an individual, who provides whistleblower information about a covered chemical facility, would have under federal law.  
	Yes. According to DHS officials, the only right that whistleblowers have under the CFATS Act of 2014 is confidentiality. ISCD’s website provides information on its whistleblower process, including a telephone tip line number, an e-mail address, and a U.S. mail address that individuals can use to submit reports of potential CFATS violations. The ISCD website also provides information on the right of confidentiality for an individual who submits a report, and states that the identity of a whistleblower will be kept confidential unless disclosure is unavoidable or compelled by court order. In these instances, DHS states that it will attempt to contact the whistleblower to inform him/her of the disclosure.   
	Yes. ISCD officials stated that they discussed the whistleblower process and whistleblower rights during training sessions and seminars throughout the United States. ISCD officials also communicated with industry associations and labor organizations about the ISCD whistleblower process and procedures, and whistleblower rights. Specifically, ISCD officials stated that they communicated via telephone and e-mail with three Sector Coordinating Councils—Chemicals, Food and Agriculture, and Oil and Natural Gas—and three labor organizations—International Brotherhood of Teamsters, International Chemical Workers Union Council, and United Steelworkers Union.b We interviewed officials in the these sector coordinating councils and labor organizations, who stated that ISCD informed them of the whistleblower process and whistleblower rights under federal law.   
	Source: GAO analysis of the CFATS Act of 2014 and DHS information.   GAO 16 572
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