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Why GAO Did This Study

The IRS has a demanding
responsibility in collecting taxes,
processing tax returns, and enforcing
the nation’s tax laws. It relies
extensively on computerized systems
to support its financial and mission-
related operations and on information
security controls to protect the financial
and sensitive taxpayer data that
resides on those systems.

As part of its audit of IRS’s fiscal year
2015 and 2014 financial statements,
GAO assessed whether controls over
key financial and tax processing
systems were effective in ensuring the
confidentiality, integrity, and availability
of financial and sensitive taxpayer
information. To do this, GAO examined
IRS information security policies, plans
and procedures; interviewed key
agency officials; and tested controls
over key financial applications at four
locations.

What GAO Recommends

In addition to the prior
recommendations that have not been
implemented, GAO is recommending
that IRS take 2 additional actions to
more effectively implement security-
related policies and plans. In a
separate report with limited distribution,
GAO is recommending 43 actions that
IRS can take to address newly
identified control weaknesses. In
commenting on a draft of this report,
IRS agreed with our recommendations.

View GAO-16-398. For more information,
contact Nancy Kingsbury at (202) 512-2700 or
kingsburyn@gao.gov, or Gregory C.Wilshusen
at (202) 512-6244 or wilshuseng@gao.gov.

INFORMATION SECURITY

IRS Needs to Further Improve Controls over Financial
and Taxpayer Data

What GAO Found

The Internal Revenue Service (IRS) made progress in implementing information
security controls; however, weaknesses in the controls limited their effectiveness
in protecting the confidentiality, integrity, and availability of financial and sensitive
taxpayer data. During fiscal year 2015, IRS continued to devote attention to
securing its information systems that process sensitive taxpayer and financial
information. Key among its actions were further restricting access privileges on
key financial applications and continuing its migration to multifactor
authentication across the agency. However, significant control deficiencies
remained. For example, the agency had not always (1) implemented controls for
identifying and authenticating users, such as applying proper password settings;
(2) appropriately restricted access to servers; (3) ensured that sensitive user
authentication data were encrypted; (4) audited and monitored systems to ensure
compliance with agency policies; and (5) ensured access to restricted areas was
appropriate. In addition, unpatched and outdated software exposed IRS to known
vulnerabilities.

An underlying reason for these weaknesses is that IRS has not effectively
implemented elements of its information security program. The agency had a
comprehensive framework for its program, such as assessing risk for its systems,
developing security plans, and providing employees with security awareness and
specialized training. However, aspects of its program had not yet been effectively
implemented. For example, IRS had not updated key mainframe policies and
procedures to address issues such as comprehensively auditing and monitoring
access. In addition, IRS did not include sufficient detail in its authorization
procedures to ensure that access to systems was appropriate. Further, IRS had
not ensured that many of its corrective actions to address previously identified
deficiencies were effective. For example, for the 28 prior recommendations that
IRS informed us that it had addressed, 9 of the associated weaknesses had not
been effectively corrected.

Until IRS takes additional steps to (1) address unresolved and newly identified
control deficiencies and (2) effectively implement elements of its information
security program, including, among other things, updating policies, test and
evaluation procedures, and remedial action procedures, its financial and taxpayer
data will remain unnecessarily vulnerable to inappropriate and undetected use,
modification, or disclosure. These shortcomings were the basis for GAO’s
determination that IRS had a significant deficiency in internal control over
financial reporting systems for fiscal year 2015.
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