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Second. GAO must use a consistent and disciplined approach for conducting automated
information system life-cycle (AISLC) reviews. GAO's methodology draws upon its
collective information systems audit expenence and provides a useful. disciplined. and
consistent approach for identifying key issues and developing audit programs to address them.

Third. a common language 1s needed for executing AISLC-related reviews. Establishing a
common language 1s important for facilitatng communication and working relationships
among auditors. evaluators, and specialists of diverse backgrounds. It is also useful for
developing training courses.

The methodology is primanly intended for GAO's information systems analysts and evaluators
10 use as a tool when performing reviews of individual system development projects. [t may
also be useful for program managers, Inspector General (IG) offices. and external auditors in
their program acquisition and oversight activities. The methodology provides critena and a
process that agencies can follow when planning, acquiring. and operating automated systems
and some general audit steps to help the evaluator prepare an audit or evaluation plan. It is
important, however, to recognize that the methodology is not a prescriptive cookbook that
tells the evaluator what to do 1n every AISLC audit. Rather. it sausfies GAO's need for a
generalized. procedural framework that is flexible enough to allow deeper technical scrutiny
when warranted. The methodology is not intended 1o be used in its entirety for every audit
assignment. Rather, segments applicable to the scope of the assignment should be selected.

The methodology was prepared under the direction of William S. Franklin, Director,
Information Systems Methodology and Support, who can be reached at (202) $12-6408.

Gene L Dodaro
Assistant Comptroller General
Accounung and Information Management Division
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Overview

Effective use of computer-based information systems 1s crucial to both the delivery and the
quality of products and services For executives and program managers, timely. relevant, and
ccurate information 1s essential for measunng and depicting the status, inputs, outcomes, and
success of program operations. Most federal managers depend on information systems to
process, safeguard, access. and disseminate information to support program oversight and
executive decision-making. The ability to achieve effective management and operations of
key information systemns should be a top management priority.

GAO evaluauon teams should use the System Assessment Framework (SAF) as a tool to
facilitate an evaluation of the major systems and modemization initiatives of federal agencies.
SAF 15 a genenc representaton cf generally accepted principles of systems planning, analysis,
design, development, deployment, operations, and maintenance. Using SAF, evaluation teams
should be able to quickly identify key risk factors in agency developmental initiatives and
operations. This overview provides general guidance on how the team should use the
methodology to help achieve this goal.

The System Assessment Framework

Government and industry have developed methodologies for guiding an agency through the
many activities that must be performed in planning and developing information systems to
meet its needs. The General Services Administ.ation (GSA) has idenufied over 20
methodologies that have been developed by government agencies for their use. Although the
methodologies may use different terminologies, they all subscribe to a generally accepted
sequence of events called life-cycle phases. GAO's methodology draws heavily on the
generally accepted sequence of events described in these methodologies. Therefore, SAF 15 a
meta-model from which many existing instances of system development methodologies can be
denved. The specific instances of methodologies differ only in that they emphasize different
facets of system life-cycle concepts because of their unique requirements. SAF emphasizes
the importance of linking the agency's business mission, programmatic strategic objectives,
operational charactenstics, and the Information Resources Management (IRM) strategic
planning process to its system design, development, and operational activities.

SAF Life Cycle Phases

The SAF methodology has been developed around a four phase automated information system
life cycle (AISLC) which includes generally accepted principles of systems planning, analysis,
design. development, deployment, operations, and maintenance. Phase | discusses how the
agency's strategic IRM and program planning processes ties into its system design,
development. and operational activities. This includes idenuifying the agency's mussion, needs,
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System Design, Development. and Deployment Phase

Following cuncept spprosal. an agency enters the sysiem design, development, and
deployment phase  There are two distinct approaches that can be taken, (1) iterative design,
cevelopment. and deployment or (2) custom design, development, and deployment. A third
option exists, which i1s known as the purchase of a commercial-off-the-shelf (COTS) product.
but usually such a product must be integrated. customized, or both to be incorporated into a
large complex AIS  Given this fact, COTS are addressed in the context of either the iterative
or custom approaches. On a major AIS., it is not unusual to see a combinau~n of these
approaches in use. Therefore, the evaluation team needs to quickly gain insight into the
scope of the effort being attempted by the agency to decide if the developmeat 1pproach
iaken by the agency 1s prudent given the size, complexity, and risk associated with the
imuative. SAF is designed to provide guidance on multiple system design and development
approaches that may be used on an agency automation initiative.

System Operation and Maintenance Phase

In the operations and maintenance phase, appropriate organizational units within the agency
take ownership and responsibility for operating and maintaining the system that evolved
through the previous planning. concept and project initiation, and design. development, and
deployment phases. This phase is thus concerned with ensuring a stable and secure
day-to-day operating environment, adequate system performance (¢.g., responsiveness or
reliability ), user satisfaction (e.g., ease of use or availability), continuity of operations

tincluding disaster recovery), a comprehensive hardware and software configuration control
process, and a controlled problem-management process (i.e.. usually a combination of
preventive and remedial maintenance). System operations must be performed in a controlled
environment in accordance with the agency's policies, standards, and procedures, as well as
cnnform to operating plans, budgets, and legal and regulatory requirements.

Duning this phase. users frequently change their functional and operational requirements until
the volume and rate of change becomes so extensive that 8 new program or major
modernization nitiative is required.

Organization of the SAF Methodology

SAF 15 orgamized around the four phase sysiems life-cycle approach described above. Each
phase begins by graphically portraying the components of the phase. The use of these
diaciams allow easy identification of the parts of the phase required by the assignment, as
well as the applicable segments within each part. Each segment section lists activities that
the agency should be taking, audit objectives, commonly expected documentation, and audit
tasks.
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The appendix contain tools that play an integral role in successfully applying the SAF
methadology. They include references for developing agency and system profiles as essential
background nformation for performing an AISLC audit. applicable cntena related to AISLC
life-cycle phases. list of related methodologres. a quick reference guide. and worksheets for
Jocumenting audit activities performed ard for summanzing audit findings.

In using the appendix, particular attention should be placed on appendix A. This appendix
contains guidelines for prepanng an agency and systems profile, which are useful toois 1n
obtaining pertinent background information for planning or performing any audit work using
SAF. The agency profile contains information about the agency unit, rogram, or sctivity
under review. It includes the following information: mussion, goals and objectives of the
unit, status of the umit's IRM environment: organization, standards, policies, and procedures;
cntical information flows and the resources to support them: the key information providers,
handlers. and users; and related studies. audits, and reviews. The system profile contains
information on the hardware architecture and configurations, scftware (i.e.. system software
such as MVS/XA, suppont software such as compilers. utilities, and application software),
communications and information architecture.

Guidelines for Usage

SAF should be used throughout the audit to provide guidance and cnteria for sysiem
development auditing activities. In the early stages of an audit, SAF should be used as
guidance 1n the preparation of the audit plan. design matnx, and in the staffing of the
multidisciphinary audit team.

SAF provides guidance on “what to do™ in evaluating automated information systems but
leaves the "how to” up to expenenced team members 1n the vanous occupational disciplines.
As such, it 1s not a cc k book. Teams are expected to be formed in full adherence to chapter
3 of GAO's ‘Government Auditing Standards: 1994 Revision (GAO/OCG-94-4),” dated June
1994.

SAF emphasizes the strong link that must exist between an agency's business operations and
the information systems or computer-based systems that support this mission. It is applicable
across the broad spectrum of activiues within the system’s life cycle. The methodology
recognizes the constraints on the federal budgetary, cultural, and service environment 1n
which federal agencies operate. SAF was designed for evaluaing information management
and technolegy 1ssues 1n the federal government. [t emphasizes the use of multidisciplinary
teams consisting of program analysts, business process analysts, information systems analysts,
and ADPfielecommunication analysts. Team participants should have completed the SAF
training course, “Overview of the System Assessment Framework™ prior to using SAF.
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1.1.1.8.4

1.1.1.8.8

1.1.1.9.1

GAO SAF ver |1

¢. the agency has idenuified performance measures that will be used
In assessing program effectiveness.

Assess the capability of the agency's planming orgamization. This can
be done by obtaining information on:

3. the composition and skills of the planning team, and whether
agency executive management considers the mix and number of
perscrinel to be adequate and appropnate;

b.  whether the team members have pnor experience in performing
planning activities and whether they have been successful in the
past;

¢.  whether agency executive management has established a
planning effort including senior representatives from user, policy.
and IRM organizations affected by the plan; and

d. whether the IRM planning charter ensures that (1) agency-wide
missions, goals, and objectives are properly reflected and
incorporated into the planning process; (2) subagency-level plans
are sufficiently comprehensive and complete; (3) subagency-level
plans are not redundant or overlapping; and (4) the agency-wide
plan, once approved, is implemented as scheduled.

Does the agency have policies and procedures for integrating IRM
plans with agencywide business plans. (This integration might
nvolve a 2-step process; i.c., combining all sub-agency level IRM
plans 1nto an overall IRM plan and then ensunng that the overall
IRM plan is supportive of the agency-wide business plan.)
Alternately, does the agency use information engineenng methods for
integrating information strategic planning with business area analysis
with business and technical designs. Make a judgmental assessment
of the integration process by looking for anomalies and
inconsistencies in the application of these policies and procedures.

1.L1.19  Audit Products and Work Papers Developed In This Segment

Copies of congressional, pnor GAO. Inspector General, tntemal
audit, and Financial Integnty Act reports related to the program or
activity. Idenufy problem areas pertinent to the review.
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1.1.2 Status and Opportunity Assessment Segment

Before an agency can determine where it wants to go, 1t must first understand its current [RM
nfrastructure 1n terms of core business issues *hat may be affected by technology trends and
that may impact IRM strategies. The purpose of this segment is to (1) identify opportunities
to restructure core business acuivities, (2) idenufy ways in which the agency can better use
information resources to support its mission and program objectives; and (3) assess
technology trends and 1dentuify potential opportunities for using new technology. The
operative questions to be answered in this segment are: where are we, what is our condition,
and what are the opportunities to improve our condition?

1.1.2.1 Agency Objectives for This Segment

1.1.2.1.1 Understand the forces of the external environment (Congress,
constituents, the public, etc.) which may influence or constrain the

agency’s planning process.

1.1.2.1.2 Identify the agency's mussion, goals, and objectives and the
information resources needed to support them effectively and
efficiently.
In light of probable future scenarios, determine the strengths,
weaknesses, and changeability of management and programmatic
operation, and constituents’ satisfaction with overall agency
performance.

1.1.2.1.4 Assess the viability and capability of the current IRM infrastructure
to support probable future scenarios.

1.1.2.1.8 Document major information technological and functional trends.

1.1.2.1.6 Define major IRM objectives to sausfy information needs in support
of agency mission, goals, and objectives.

1.1.2.2  Relationship to Other Segments

This segment lays the groundwork necessary to develop IRM strategies for supporting future
mission scenarios, organizational structures, and business processes.
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1.1.2.3  Agency Products and Documents Delivered During This Segment

1.1.2.3.1 Description of external factors that may influence or constrain the
agency's planning process.

1.1.2.3.2 Description of the agency's mussions, goals, and objectives.

1.1.2.3.3 Analysis of the strengths and weaknesses of agency management,
program operations, and overall agency performance in light of
probable future scenanios.

1.1.2.3.4 Analysis of the smpact and causes of any weaknesses or deficiencies
that hinder the attainment of agency mussion, goals, and objectives.
This may take the form of an information strategic plan, a business
area analysis, or an IG or a GAO report.

1.1.23.8 Description and assessment of IRM infrastructure (o support probable
future scenanos. This may be a business area analysis or business
design in the case of information mar.agement systems.

1.1.2.3.6 Descniption of major information technology and functional trends.

1.1.23.7 Summary of major IRM objectives to satisfy information needs in
support of agency mission, goals, and objectives.

1.1.2.4 Management Responsibilities Discharged in This Segment

1.1.2.4.1 Provide to the planning team a vision of the agency's probable future
scenanos, including a clear statement of the agency’s mission, goals.
and objecuives.

1.1.2.4.2 Idenufy and communicate to the planning team the IRM objecuves
that are needed to support the agency’s strategic vision.

1.1.2.43 Provide executive-level inputs, guidance, suggestions. and
constructive cniticism to help the planning team assess current
conditions and identify opportunities for improvement.

1.1.2.4.4 Help the planning team define the strategic management informaiion

needed to carry out the agency's overall mission, goals, and
objectives.

Planning 2 GAO SAF ver. 1.1



1.1.2.4.5

Review results of status and opportunity 1ssessment and provide

consensus or approval before the planning team develops the IRM

strategic plan.

1.1..5  User Responsibilities Discharged in This Segment

1.1.2.5.1

1.1.2.5.2

Assist the planning team in 1denuifying the (1) strengths and
weaknesses of programmatic operations and constituents’ sausfaction
with agency performance, (2) strengths and weaknesses of existing
technological capabilities, and (3) IRM objectives for supporung the
agency's strategic vision.

Assist the planning team in assessing the current [RM infrastructure
and its potential capability for supporting the agency's vision.

1.1.2.6 IRM Responsibilities Discharged in This Segment

1.1.2.6.1

1.1.2.6.2

Assist the planning team in assessing (1) the current [RM
infrastructure and its potential capability for supporting the agency's
vision, and (2) the IRM objectives for supporting the agency's
strategic vision.

Be alert to trends and identify new technologies that may be applied
in support of the agency's vision.

1.1.2.7 Audit Objectives During This Segment

In this segment the auditor's objective is 1o understand how ngorously and effectively the
agency has analyzed its current condition. Specifically, the auditor wants to know whether

the agency has:

1.1.2.7.1

1.1.2.7.2

1.1.2.7.3

GAO SAF ver. 1.1

clearly idenufied and understood the demands and constraints of its
external environment, and how these may affect the accomplishment
of missions and goals;

identified strengths and weaknesses in its current JRM capabilities by
analyzing its current processes and flow of data or information using
business process reengineenng methods;

systematically identified and categorized the information resources
needed to achieve its stated missions and goals; and
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1.1.29.2

GAO SAF ver. 1.1

Work papers summanzing GAO analyses of:

3. companson of stated mission with legislave requirements;

b. the relevance of the agency’s information requirements to overal]
mission and program objectives, as well as the external

environment;

¢. budgets and related plan-, including existing strategic, tactical,
and operational plans;

d. the effecuveness of the agency’s operations, including IRM
mission-support activities; and

e. the agency’s identification of opportunities for applying new

technology and for reengineering current processes where
warranted.
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1.1.3.5.2

Assist the planning team in presenting the proposed strategies and
plan to management, including a description of the impacts that the
plan will have on program-level operations and on the
accomplishment of the agency's current mussion (such as the abihity
to deliver services. organizational restructunng, retum on investment,
personnel reductions, and reengineering of work processes).

1.1.3.6  IRM Responsibilities Discharged in This Segment

1.1.3.6.1

1.1.3.6.2

Assist the planning team in formulating proposed IRM strategies and
developing the strategic plan.

Assist the planning team in presenting the proposed strategies and
plan to management, including a description of the impacts that the
plan will have on program-level operations and on the
accomplishment of the agency’s current mission (such as the ability
to deliver services, organizational restructuring, return on investment,
personnel reductions. and reengineering of work processes).

1.1.3.7  Audit Objectives During This Segment

1.1.3.7.1

1.1.3.7.2

1.1.3.7.3

Determine whether the agency has developed an IRM strategy and
strategic plan.

Determine whether the agency's strategic IRM plan can serve as a
useful decision-making framework and whether it is comprehensively

and adequately developed.

Determine whether executive management has approved the IRM
strategy and strategic plan

1.1.3.8  Audit Tasks for This Segment

1.1.3.8.1

GAO SAF ver. 1.}

Review the agency's plans and related planning documentation and
assess whether the agency (1) established goveming strategies for
identifying and managing information resources within the agency,
including agencywide IRM goals, overall assumptions, and
constraints; and (2) provided these strategies to program-level units
for their use in developing their components of the [RM strategic
plan.
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1.1.3.9.2 Work papers assessing whether:

a  the agency established governing strategies for identifying and
managing information resources within the agency, including
agencywide IRM goals. overall assumptions, alternative choices,
and constraints;

b. these strategies were provided to program-level units for their
use in developing their components of the IRM strategic plan;

¢. the strategic IRM plan includes all the cntical elements:;

d. the plan can drive decision-making for investing in future
information resources needed to accomplish agency mission,
goals, and objectives:

c. the [RM strategic plan is linked to the agency's budget including
preliminary program-level IRM budgets;

f. the IRM strategies adequately consider what must be done to
transition smoothly from the old IRM environment to the new;
and

g. senior management has reviewed and approved the IRM straiegy
and strategic plan.

1.1.3.93 Documentation of the senior executive's and the designated IRM
official’'s review and approval of the strategic plan.

GAO SAF ver. 1.1 31 Planning
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1.2.1 Scope, Definition, and Organization Segment

The agency needs 1o establish the planning resources and processes necessary to integrate
IRM planning with business or program planning. Management support. leadership, and
commitment are cntical elements to ensure that resources are effectively directed 10
completing the [RM operational plan. The operative question to be answered in this segment
15" How should we organize and what alternanve approaches should we consider to improve
the informanon systems, products, and serices that support the agency's mission?.

1.2.1.1 Agency Objectives for This Segment

1.2.1.1.1 Obtain program management’s commitment, involvement, control,
and accounuability for the planning process.

1.2.1.1.2 Establish and organize IRM operational planning and assign
leadership and staff responsibilities to ensure that persons affected by
the operational plan are formally and substantially involved in the
planning process.

1.2.1.1.3 Define the scope, objectives, and approach for the IRM planning
process and identify business issues (program goals and objectives)
and concemns that will shape or impact the IRM operational plan.

1.2.1.1.4 Provide necessary training to members of the planning team.

1.2.1.1.5 Plan a quality assurance and system configuration management

(including documents) process that supports the mission and
program objectives.

1.2.1.2 Relationship to Other Segments
The work performed in this segment lays the necessary groundwork. control environment, and

organizational structure to ensure that IRM operational plans appropriately identify specific
IRM projects to support program missions and objectives.

1.2.1.3  Agency Products and Documents Delivered During This Segment
1.2.13.1 Charnter for the program planning team identifying members and

defining responsibilities for integrating the agency's IRM plans with
program goals and objectives.
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1.2.1.7.2

1.2.1.7.3

1.2.1.8 Audit Tasks

1.2.1.8.1

1.2.1.8.2

GAG SAF ver 1.1

b. 1ssues that will shape or impact the IRM operational plan;

€. measures of performance for assessing whether customer needs
are sauisfied and program goals are achieved.

Assess whether the IRM operational planning process is formally
institutionalized through appropriate organizational structures,
policies, and procedures, and whether:

3. responsibilities are clearly assigned;

b. the scope, objectives, and planning approach are established; and

€. necessary training is provided to the planning team and others
involved in the planning process.

Assess whether the agency's operational IRM planning process:
a. isntegrated with program planning;

b. reflects agency-wide IRM policies, standards and procedures;
c. has program-level management support,

d.  provides top-down guidance to program components: and

e. s effectively organized 10 include representaives from program-
level management, user groups, and IRM

for This Segment

Following the agency profile steps. compile and document
appropriate background information, including the current starus of
the IRM environment pertinent to the agency program or activity to
be audited. Current status information would include major
information flows (data and reports) between information providers
and information Jsers and other information products and services
supporting program goals and objectives.

Following the agency profile steps. review the report literature 1e..
congressional, prior GAO, Inspector General, intemal audits, and
Financial Integnty Act repons related to the program or acuvity, and
identify problem areas pertinent to the review.
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Provide the planning team with nputs from program managers.
including prionty-setting cntena. guidance, suggestions, and
constructive cnticism.

Identfy and communicate to the planning team the management
information needed to manage program operations and acuivities,
including information needed to measure program performance.

Review results of status and opportumity assessment and provide
consensus or approval before the planning team begins work on the
next segment.

User Responsibilities Discharged in This Segment

1.2.2.5.1

Assist the planning team in 1dentifying the (1) strengths and
weaknesses of existing technological capabilities and (2) information
products, systems, and services needed to accomplish program goals
and objectives and satisfy customer needs.

Idenufy the extent to which current systems and functional processes
meet user needs, and identify opportunities for work process redesign
and improvement of program operations.

Assist the planning team in assessing the skills, practices, and
orgamzation of user groups to determine (1) their effectiveness in
servicing customers and supporting program goals and objectives and
(2) requirements for training and suppon.

IkM Responsibilities Discharged In This Segment

1.2.2.6.1

GAO SAF ver. 1.1

Assist the planning team in identifying the current status of and
potential improvements to program applications of information
technology, and identify opportunities for work process redesign and
improving program operations.

Be alert to trends, and identify new technologies that may be applied
1n support of agency operations.

Assist the planning team to define major information technology
objectives that satisfy information needs.

Planning







Audit Tasks for This Segment

1.2.2.8.1
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Review the agency's documentation und determine whether the
agency has effectively idenufied and descnbed the constraints of its
external environment, and how the,e may affect the accomplishment
of missions and goals.

Review agency documentation and assess whether the agency has
adequately and clearly defined the IRM objectives to sausfy
information needs in support of program goals and objectives.

Interview users/customers, review agency documentation, and assess
whether the agency has (a) obtained feedback from the user
community on the sufficiency of [RM suppon to program operations
and (b) clearly identified and articulated user/customer demands for
improved information systems and services.

Interview the user community, review agency documentation, and
determine the adequacy of the agency's identification of better ways
to use information resources to support program goals and objectives,
including opportunities to redesign work processes.

Review the documentation and determune whether the agency has
adequately identified the information products, services, and
resources needed to support program goals and objectives.

Determine whether the agency has 1dentufied the strengths and
weaknesses of current IRM technical support operations, technical
architecture, and capacity; and review the documentation to determine
the adequacy of the agency's assessment.

Determine whether the agency has identified the strengths and
weaknesses of the [IRM organization's skills, practices. ¢rganization,
and capabilities and review the documentation to determine the
adequacy of the agency's assessment.

Determine if the agency has identified the major information
technology trends and the opportunities for using new technology for
improved program operations as well as service delivery. and review
the documentation to determine the adequacy of the agency's
assessment.

Determine whether the agency has documented the cntena for
establishing prionities among planned systems development projects,
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3.1.1 Needs Identification and Design Segment

In this segment. the agency idenufies specific user requirements and selects the iterative
approach (1 e . protoiype or spiral) that will be used for designing. develoning, and tesuing the
system. Addiuonally. the agency (1) reviews and updates the cost and schedule; (2) develogs
policies and procedures for transiioning to the proposed system. and (3) submuts a proposal
requesting management's approval to proceed.

J.1.1.1 Agency Objectives for This Segment

31111

31112

J1LL1l

31114

31118

3.1.1.1.6

3.1.1.1.7

3.1.1.1.8
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[denufy specific user needs, including requirements for performance,
secunty, reliability, testing, and data integnty controls.

Define what will be delivered (c.g.. user screens, database reports,
graphics).

If contractual suppont 1s needed to assist with the identification of
requirements. design, and development. then prepare, review, and
release a request for proposal (RFP) for competitive bids.

Ensure an environment that facilitates on-geing communication
between users and developers. The use of regular technical
interchange meeungs 1s a3 means for facilitaing open
communications.

If the proposed solution 1s being designed for a legacy system
{exising data base) or an eusting prototype, the project team
descnbes and documents the existing system’s input, output, and
processing functions 1n order to correct deficiencies or make
enhancements.

Determine and define the iterative approach to be taken for
implementing the proposed system to meet the agency's business
needs.

Examine system architectural altemauves that have a high potential
for satisfying the user's needs.

Develop a work plan that explicitly 1dentufies the resources required.

For significant levels of effort, idenufy the cntenia for starung and
ending each activity related to specific segments of work.
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Agency Profile

This pant relies on the sgency profile for information regarding the current IRM organization
and standards. policies and procedures. Past reviews, audits, or studies may direct the audit
team to deficiencies in the system development process. System profiles provide insight into

the current IRM ensironment.
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Closed Shop

COBOL

Code

Code Conversion

Coding

Cohesion

Cold Site

Command, Control, and
Communications (CCC)

Commerce Business Daily

Communication Protocol

Communications

Compartment

GAO SAF ver. 1.1

The operation of a computer facility where programming
service to the user is the responsibility of a group of
specialists, thereby effectively separating the phase of task
formulation from that of computer implementation. The
programmers are not allowed in the computer room to run or
oversee the running of their programs. Contrasted with Open
Shop.

Common Business Onented Language. A data processing
language for computer programming that makes use of
English language statements. It 1s especially adapted to
business and commercial problems.

A system of symbols and rules for use in representing
information.

The conversion of data from one code to another.

Creating the software used by the computer from program
flowcharts.

The measure of the inner strength or relatedness of the
vanous elements of a module. Functional modules have the
highest cohesion.

An alternative (computer or communications) facility with
the equipment necessary to support the installation and
operation of a computer center in the event of a disaster such
as flood or fire. (Usually does not include any computer
equipment.) Contrast with hot site.

CCC is a term used pnmanly in the defense industry to
represent an information system.

A daily publication that lists the government's procurement
mvitations, contract awards, subcontracung leads, sales,
surplus property, and foreign business opportunities.

A set of rules that govemn communications among computer
systems. Standard protocols, when implemented. allow
different manufacturers’ computer systems to communicate.

The transmission of data or information from one place or
piece of equipment--a computer, for example--to another.

A non-hierarchical designation applied to sensitive
information in one or more categories to denote special
handling and access control restrictions.
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Information Systems The discipline of specifying user information requirements,

Engineering designing a logical system that can produce the required
information, determining the most appropnate way to
physically process data, and to successfully implement the
physical system. The objectives of information systems
engineenng are: (1) to produce a reliable information system
that will satisfy user information requirements and perform
according to specifications and ( 2) to produce an
information system that is easy to maintain and mod:fy.

Information Technology The computing and telecommunications hardware and
(1D software that carry and process data, sound, and video i1n
support of the information life cycle.

Initiation, Project The process of initiating a project when a work request has
been approved.
Input Matenial entered into a data or word processing system for

processing. Also, the transfer of data to be processed from
keyboard or an external storage device to an intemal storage
device.

Input/Output Device A piece of hardware that 1s used for both providing
information to the computer and receiving information from
it

Input-Output (VO) A general term for the equipment used to communicate with
a computer and the data involved 1n the communicauons.

Input-Process-Output A chart that shows the inputs and outputs to each function

Chart (HIPO) and the processes each function performs with those inputs
and outputs.

Integrated Software A category of application program that continues several

computer tasks, such as word processing, database
management, and spreadsheets, in a single package.

Integration The sharing of data or information among subsystems and
systems.

Integrity The completeness and accuracy of data stored 1n a computer,
particularly after it has been manipulated in some way.

Intelligent Terminal A terminal with its own memory, processor, and firmware
that can perform cenain functions independent of its host
processor.
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Safeguards

Schema

Security

Security Controls

Security Goals
(Objectives)

Security Management

Security Plan

Security Policy

Security Testing

Sensitive Information

GAO SAF ver. 1]

Synonym for security controls.

A schema defines a particular view of some aspect of the
database; that is, 1t defines the attnbutes (or fields) that wiil
be visible, the domains (permissible values) of the attnbutes.
and information concer.ung the form and location of
attnbutes. A description of a database to the database
management system (DBMS), generated using the data
definition language provided by the DBMS.

Preservation of the authenticity, integnty, confidentiality, and
ensured service of any sensitive or nonsensitive system-
valued function and/or information element.

Any action, device, procedure, technique or other measure
that achieves effective computer and information secunty.
Security controls are a subset of intemmal controls.

The three goals of AIS secunty are to achieve an acceptable

degree of

I data and software integnty (accuracy);
2 data confidentiahity; and

3. system and data availability.

Management activities including planning, budgeung,
organizing, training, controlling, and project management that
are implemented to ensure cost effective AlS secunty.

See system security plan.

The laws, rules, and practices that regulate how an
organization manages, protects, and distnbutes sensitive
information.

A process used to determine that the securnity features of a
system are implemented as designed and are effecuve in
operation.

Any information for which the loss, misuse or unauthorized
access to, or modification of, could adversely affect the
national interest or the conduct of federal programs or the
privacy to which individuals are entitled under the Pnvacy
Act, but which 1s not considered as classified information.
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