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DOD FINANCIAL MANAGEMENT

Additional Efforts Needed to Improve Audit
Readiness of Navy Military Pay and Other Related
Activities

What GAO Found

Based on documentation provided by the Navy and the results of audit
procedures, an independent public accountant (IPA) concluded that information
reported on the Navy’s schedule of military pay activity for April 2013 reconciled
to a complete population of pay transactions that were adequately supported and
valid. GAO reviewed the Navy’s documentation and the IPA’s related audit
documentation. Nothing came to GAO'’s attention that raised concerns regarding
the adequacy of the Navy’s documentation beyond those the IPA identified and
determined to be immaterial.

Both the IPA’s examination and the Navy’s assertion and validation efforts
identified additional risks to the Navy’s future audit readiness. For example, the
IPA found that 14 of 34 military pay controls it examined were either not designed
effectively or not operating effectively. Further, the Navy limited the scope of the
IPA’s examination to focus on 1 month of activity to address any deficiencies
identified prior to the audit of its fiscal year 2015 Statement of Budgetary Activity,
which is currently under way. However, because of the volume of transactions
during a 12-month period, obtaining supporting documentation may be more
challenging than supporting transactions limited to a 1-month period. In addition,
the Navy identified extensive deficiencies in six personnel and other key systems
it relies on to process and report military pay activity. Navy officials acknowledge
that additional efforts are needed to fully address these deficiencies. Questions
also exist regarding the audit readiness of certain related activities beyond the
scope of the Navy’'s military pay activities—such as financial reporting controls
related to reconciling the Navy’s Fund Balance with Treasury—because of
extensive deficiencies or because they have not been independently examined.
Achieving audit readiness also requires coordination with the IPA, the
Department of Defense (DOD) Office of Inspector General, and service
providers; however, the Navy did not always effectively coordinate these
activities. For example, GAO found that the Navy did not (1) establish milestones
to assess the effectiveness of certain of its controls associated with payroll
services provided by the Defense Finance and Accounting Service (DFAS) and
(2) effectively coordinate efforts to ensure that the required management
representation letter was provided to the IPA in a timely manner.

The audit of the Navy’s fiscal year 2015 Schedule of Budgetary Activity, of which
military pay activity represents a significant portion of reported obligations and
outlays, is intended to help identify areas for additional focus, and facilitate efforts
to achieve DOD’s goal of financial statement auditability department-wide by
September 30, 2017. However, without reliable controls and systems, auditors
will likely need to perform additional, more costly procedures to obtain assurance
in future audits, and the reliability of financial information for day-to-day decision
making will remain at risk. GAO continues to stress the importance of addressing
fundamental systems and control deficiencies, which will lead to lasting financial
management improvements and, as a result, provide greater assurance of future
audit readiness.
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The U.S. Navy is the second largest reporting entity within the
Department of Defense (DOD), accounting for about $167 billion, or about
19 percent of DOD’s total reported expenditures for fiscal year 2014, and
military pay, totaling $29 billion in fiscal year 2015 appropriations,
represents a significant portion of the Navy’s expenditures. Since 1995,
GAO has designated DOD financial management as high risk because of
pervasive weaknesses in its financial and business management
systems, as well as control deficiencies’ that have adversely affected its
ability to (1) control costs; (2) ensure basic accountability; (3) anticipate
future costs and claims on the budget; (4) measure performance;

(5) maintain funds control; (6) prevent and detect fraud, waste, and
abuse; (7) address pressing management issues; and (8) prepare
auditable financial statements.? As part of DOD’s ongoing financial
management reform efforts, in March 2013, the Navy asserted audit

A deficiency in internal control exists when the design or operation of a control does not
allow management or employees, in the normal course of performing their assigned
functions, to prevent, or detect and correct, misstatements on a timely basis.

2GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015).

Page 1 GAO-15-658 Navy Military Pay


http://www.gao.gov/products/GAO-15-290

readiness of its military payroll activity.® An independent public
accountant (IPA) performed a validation examination of the Navy’s
assertion; the IPA’s work focused, in part, on a 1-month schedule of
military pay activity for April 2013. The IPA reported that in its opinion the
Navy’s assertion was fairly stated.*

In 2012, we reported that the U.S. Army could not readily provide a
complete and valid population of its active duty military payroll and lacked
supporting documentation for its military pay activity.> Because the Navy
uses a similar pay system and has numerous systems for pay-related
data, you asked us to assess whether the Navy is effectively addressing
audit readiness issues similar to those experienced by the Army. This
report examines the extent to which (1) the Navy was able to provide
sufficient documentation to support a complete and valid population of
detailed transactions reconcilable to its schedule of military pay activity for
April 2013 and (2) the Navy’s military pay assertion and validation efforts,
which include the IPA’s examination, contribute to future audit readiness.
To address our objectives, we reviewed the IPA’s audit documentation
and analyzed the documentation that the Navy provided to the IPA to
assess the sufficiency of evidence to support the completeness and
validity of transactions on its 1-month schedule of military pay activity for
April 2013. We reviewed documentation on identified military pay control
deficiencies, the status of the Navy’s actions to address those
deficiencies, and audit readiness efforts of other assessable units
involving military pay-related activity. We also interviewed Navy, IPA, and

3According to DOD’s Financial Improvement and Audit Readiness (FIAR) Guidance, to
demonstrate audit readiness, DOD reporting entities must (1) have a combination of
control activities and supporting documentation to limit the risk of material misstatements
by meeting relevant financial reporting objectives and (2) be able to support account
transactions and balances with sufficient, relevant, and accurate audit evidence. The DOD
Comptroller first issued the FIAR Guidance in May 2010 and periodically updates this
guidance.

4According to FIAR Guidance, validation examinations of audit readiness assertions are
performed by auditors to obtain sufficient, appropriate evidence to express an opinion, in
accordance with generally accepted government auditing standards, on whether the
assertion is presented, or fairly stated, in all material respects, based on suitable criteria.
According to its report, the IPA examined Navy’s assertion, including the schedule of
military pay for April 2013, that the Navy’s military payroll assessable unit is audit ready as
of March 29, 2013, as defined by the criteria established in DOD’s FIAR Guidance.

5GAO, DOD Financial Management: The Army Faces Significant Challenges in Achieving
Audit Readiness for Its Military Pay, GAO-12-406 (Washington, D.C.: Mar. 22, 2012).
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Defense Finance and Accounting Service (DFAS) officials to obtain
explanations and clarifications on documentation we reviewed.

Further information on our scope and methodology is provided in
appendix |. We conducted this performance audit from April 2014 to
September 2015 in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We
believe that the evidence obtained provides a reasonable basis for our
findings and conclusions based on our audit objectives.

Background

DOD has been unable to prepare auditable information for department-
wide financial statements as required by the Government Management
Reform Act of 1994.¢ The National Defense Authorization Act (NDAA) for
Fiscal Year 2010 requires that DOD develop and maintain the Financial
Improvement and Audit Readiness (FIAR) Plan, which includes, among
other things, the specific actions to be taken and costs associated with
(1) correcting the financial management deficiencies that impair DOD’s
ability to prepare timely, reliable, and complete financial management
information and (2) ensuring that DOD’s financial statements are
validated as ready for audit by September 30, 2017.” The NDAA for
Fiscal Year 2013 required that the FIAR Plan state the specific actions to
be taken and the costs associated with validating the audit readiness of
DOD’s Statement of Budgetary Resources (SBR) no later than
September 30, 2014.2 However, DOD acknowledged in its November
2014 FIAR Plan Status Report that it did not meet this date and, in
response to difficulties in preparing for an SBR audit, reduced the scope
of initial audits to focus only on current year budget activity to be reported

SPub. L. No. 103-356, § 405(a), 108 Stat. 3410 (Oct. 13, 1994) codified as amended at 31
U.S.C. § 3515.

"Pub. L. No. 111-84, § 1003, 123 Stat. 2189, 2439-41 (Oct. 28, 2009).

8Pub. L. No. 112-239, 1005(a), 126 Stat. 1631, 1904 (Jan. 2, 2013). The SBR and related
disclosures provide information about budgetary resources made available to an agency
as well as the status of those resources at the end of the fiscal year.
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on a Schedule of Budgetary Activity beginning in fiscal year 2015.° This is
an interim step toward achieving the audit of multiple-year budget activity
required for an audit of the SBR.

We have previously reported our concerns regarding DOD’s emphasis on
asserting audit readiness by a certain date rather than ensuring that
effective processes, systems, and controls are in place to improve
financial management information for day-to-day decision making.°
Further, according to its May 2015 FIAR Plan Status Report, DOD
acknowledged that even though military departments have asserted
Schedule of Budgetary Activity audit readiness, they are continuing to
strengthen controls and take other steps to improve their readiness. The
report also indicated that although DOD does not expect to receive
unmodified (“clean”) opinions during the initial years, it determined that it
is important to proceed with the audits as a means of uncovering any
other remaining challenges.

In August 2014, the Navy asserted audit readiness for its fiscal year 2015
Schedule of Budgetary Activity. Military pay activity represents a
significant portion of obligations and outlays reported on the Navy’s
Schedule of Budgetary Activity and SBR. In addition to military pay, the
Navy’s Schedule of Budgetary Activity and SBR will include financial
activity and balances associated with other business processes, such as
civilian pay, contract pay, and reimbursable work orders.

Navy Military Pay Audit
Readiness

The Navy’s mission is to maintain, train, and equip combat-ready naval
forces capable of winning wars, deterring aggression, and maintaining
freedom of the seas. In February 2015, the Navy reported that it had
about 326,000 active and 58,000 reserve servicemembers. For fiscal year
2015, Congress appropriated approximately $29 billion for Navy military

9Certain DOD reporting entities, including the Army, the Navy, and the Air Force, are
undergoing audits of their fiscal year 2015 Schedules of Budgetary Activity. Unlike the
SBR, which reflects multiple-year budget activity, the Schedule of Budgetary Activity will
reflect the balances and associated activity related only to funding approved on or after
October 1, 2014. As a result, the Schedule of Budgetary Activity will exclude unobligated
and unexpended amounts carried over from prior years’ funding as well as information on
the status and use of such funding in subsequent years (e.g., obligations incurred and
outlays).

YGAO, DOD Financial Management: Effect of Continuing Weaknesses on Management
and Operations and Status of Key Challenges, GAO-14-576T (Washington, D.C.: May 13,
2014).
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pay for active and reserve servicemembers and other personnel-related
costs." Appropriations for Navy and Navy Reserve personnel are 1-year
appropriations available for pay, benefits, incentives, allowances,
housing, subsistence, and travel primarily for Navy servicemembers.

DOD’s FIAR Guidance sets forth the goals, priorities, strategy, and
methodology for the Navy (as well as other DOD reporting entities and
service providers) to become audit ready.'? Based on the FIAR Guidance,
the Navy has established separate assessable units for military pay and
other business processes representing significant portions of budgetary
resources and financial activity (e.g., obligations and outlays) reported in
its SBR to help focus efforts to achieve audit readiness.® Key
stakeholders within the Navy with military audit readiness responsibilities
include the Office of Financial Operations and the Bureau of Naval
Personnel.™

In March 2013, the Navy asserted audit readiness of its military pay
assessable unit based on its determination that sufficient evidence
existed and certain controls were operating effectively to meet specified
financial reporting objectives. According to its assertion, the Navy placed
additional reliance on testing of supporting documentation to meet
financial reporting objectives in instances where controls were not
operating effectively. In addition, based on limited tests performed prior to

"Pub. L. No. 113-235, Div. C, 128 Stat. 2129, 2234 (Dec. 16, 2014).

12According to the FIAR Guidance, service providers are entities (or segments of entities)
that provide services to reporting entities that are a part of the reporting entities’ manual
processes, automated processes, or both for financial reporting, including a variety of
accounting, personnel, logistics, systems, or other support services.

13According to the FIAR Guidance, DOD reporting entities are required to establish
assessable units for all processes, systems, or classes of assets that result in material
transactions and balances in their financial statements to help focus their improvement
efforts. According to the Navy, the military pay assessable unit includes the processes,
procedures, transactions, and accounting events having a direct or significant indirect
impact on its general ledger, related to the commissioning of officers and enlisted
personnel, payroll processing and related benefits for those personnel, and their eventual
separation or retirement.

"4The Office of Financial Operations, under the Assistant Secretary of the Navy, Financial
Management and Comptroller, is responsible for managing the Navy’s financial and
accounting matters. The Bureau of Naval Personnel supports the Chief of Naval
Personnel in managing all military personnel, as the functional proponent for military
personnel management and personnel systems.
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its assertion, the Navy identified extensive control deficiencies associated
with certain key systems. For purposes of asserting audit readiness, the
Navy determined that risks associated with these deficiencies were
mitigated based on the results of substantive tests, reconciliations, and
other tests performed in connection with its assertion efforts. Accordingly,
the Navy excluded assessment of these systems from the scope of its
IPA’s examination.

An IPA performed a validation examination of the Navy’s assertion and
reported in January 2015 that, in its opinion, the Navy’s assertion was
fairly stated. As specified in its contract with the Navy, the IPA was
required to perform an audit readiness validation examination to
determine (1) if adequate supporting documentation exists to address all
relevant financial statement assertions for all material transactions and
account balances reflected on the Navy’s schedule of military pay for April
2013 and (2) if business processes and internal control activities are
designed and operating effectively to limit the risk of material
misstatement of the financial statements by meeting applicable financial
reporting objectives. With regard to the Navy’s internal controls, the IPA
assessed 34 controls supporting the Navy’s assertion and determined
that, although certain controls for each financial reporting objective were
effective, 14 controls associated with these objectives were either not
designed effectively or not operating effectively. As a result, the IPA relied
primarily on substantive tests to assess whether amounts reported on the
Navy’s schedule of military pay activity for April 2013 were adequately
supported by sufficient evidence.

The Navy’s schedule of military pay activity for April 2013 reflected
obligations of $2.25 billion and outlays of $2.19 billion associated with
activities included in the scope of the Navy’s assertion; these obligations
and outlays were recorded in the Navy’s general ledger and included
activity related to basic pay and entitlements for allowances for officers,
enlisted personnel, and midshipmen, as well as certain other military
personnel costs.' The schedule of military pay activity included
obligations associated with servicemembers’ gross pay and related
payroll taxes and associated outlays disbursed in April 2013. Obligations
for reserve servicemembers’ pay and related payroll taxes are recorded in

15Entitlements include bonuses, special or incentive payments, educational benefits,
stipends, and certain other payments to servicemembers.

Page 6 GAO-15-658 Navy Military Pay



the month payroll is processed, while outlays are recorded in the month
they are paid.'® In contrast, obligations and outlays for active
servicemembers’ pay are recorded in different months based on when
each payroll is processed and when related outlays occur, as shown in
figure 1.

______________________________________________________________________________________________________________|
Figure 1: Active Servicemember Pay Included in the Schedule of Military Pay Activity for April 2013

For midmonth payroll:
Funds are obligated for both payroll and payroll taxes, and outlays for both payroll and payroll taxes are made in that month.
For end-of-month payroll:
Funds are obligated for both payroll and payroll taxes, and outlays are made for payroll taxes in that month. Outlays for payroll are made in the
following month.
April 2013 Schedule of Military Pay
1 1
March 2013 ; April 2013 I May 2013
----- X X i Q A D R N N} N Ny -t
) Fo > & > S NS o NS Se WS &
_____ GF W NS P N0 W Y W L W W Y
Q < < < Q <
Midmonth End-of-month Midmonth End-of-month Midmonth
payroll is obligated payroll is obligated payroll is obligated payroll is obligated payroll is obligated
and outlays are and outlays are and outlays are and outlays are and outlays are
made for both payroll made for payroll made for both payroll made for payroll made for both payroll
and payroll taxes taxes and payroll taxes taxes and payroll taxes
Outlays for payroll Outlays for payroll
occur in the occur in the
following month following month

Source: GAO analysis of Navy and independent public accountant data. | GAO-15-658

The Navy also relies on service providers to ensure the audit readiness of
service provider systems and business processes that support services
provided to the Navy and affect its Statement of Budgetary Activity and
SBR." For example, the DFAS office in Cleveland, Ohio, is responsible
for computing the Navy’s military payroll using the Defense Joint Military
Pay System-Active Component (DJMS-AC) and the Defense Joint Military

16Military pay is processed for reserve servicemembers up to eight times per month and
two times per month for active service members (midmonth and month-end).

17According to FIAR Guidance, DOD reporting entities are required to monitor the
effectiveness of the internal control over the systems and services provided by service
organizations that affect classes of transactions significant to their financial statements.
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Pay System-Reserve Component (DJMS-RC) for active and reserve
servicemembers, respectively.'® In addition, DFAS provides significant
financial reporting, disbursement, and other services to the Navy in
support of the Navy’s efforts to meet essential financial management
responsibilities. The Navy also relies on a variety of personnel,
accounting, disbursing, and budgeting systems to process and report its
military payroll, as shown in figure 2.

|
Figure 2: Overview of Major Systems Involved in Processing and Reporting Navy Military Payroll

Budgeting SA r"d2(|)1 3f
MAJIC RIMS-FM chedule o
Personnel Payroll Activity
NSIPS NES
DJMS Accounting | STARS-FL DDRS % %AR/
OPINS RHS
. . ADS DCAS
Disbursing
SBA - Schedule of Budgetary Activity Defense Finance and Accounting Service (DFAS) systems
SBR - Statement of Budgetary Resources DDRS - Defense Departmental Reporting System

DJMS - Defense Joint Military Pay System
ADS - Automated Disbursing System
STARS-FL - Standard Accounting and Reporting System-Field Level

Navy systems

NSIPS - Navy Standard Integrated Personnel System
NES - Navy Enlisted System

OPINS - Navy Officer Personnel Information System Defense Logistics Agency (DLA) system

RHS - Reserve Headquarters Support . DCAS - Defense Cash Accountability System
MAUJIC - MPN Appropriation Justification Book Input and Compilation

RIMS-FM - Reserve Integrated Management System Financial Management
Source: GAO analysis of Navy data. | GAO-15-658

8Defense Joint Military Pay System (DJMS) is an automated information system used to
compute pay for the Army, the Air Force, and the Navy active, guard, and reserve
members. Because of differences between active and reserve payrolls, DJMS contains
two unique payroll processing components: DJMS-AC and DJMS-RC.
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In addition to military pay, the Navy also recorded $225 million of
obligations and related outlays in April 2013 for other activities associated
with its military personnel appropriations, including items such as certain
uniform allowances, subsistence-in-kind, permanent change of station
travel, and personnel-related reimbursable work orders. The scope of the
Navy’s assertion excluded these activities as well as certain other
processes involved in processing or reporting military pay financial activity
or balances, including fund balance with the U.S. Department of the
Treasury (Treasury); funds receipt and distribution; and certain financial
reporting-related journal vouchers, adjustments, and beginning
balances.'® According to Navy officials, readiness efforts associated with
these areas were either included in the scope of other assessable units or
will be assessed as part of the Navy’s fiscal year Schedule of Budgetary
Activity audit.

911 the federal government, an agency’s Fund Balance with Treasury account is similar in
concept to a corporate bank account except that it represents remaining available
spending authority for purposes for which funds were appropriated rather than a cash
balance. Effective reconciliation of an agency’s Fund Balance with Treasury account with
Treasury’s accounts—a process similar in concept to a checkbook reconciliation—
represents a key control over the reliability of this account.
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The IPA Determined
That the Navy
Provided Sufficient
Documentation to
Support the Navy’s
Schedule of Military
Pay Activity for April
2013

Based on documentation provided by the Navy and the results of the
IPA’s audit procedures, the IPA concluded that information reported on
the Navy’s schedule of military pay activity for April 2013 (April 2013
schedule) reconciled to a complete and valid population of transactions.
The IPA identified a total projected error of $6.8 million, which it
determined to be immaterial.?’ We reviewed selected IPA audit
documentation and selected documentation provided by the Navy, and
nothing came to our attention that raised concerns beyond those
identified by the IPA regarding the adequacy of the Navy’s documentation
supporting the completeness and validity of the population of transactions
reflected on its April 2013 schedule.

The IPA Determined That
the Navy Provided
Sufficient Documentation
to Support Reconciliations
of Reported Activity to a
Complete Population of
Transactions

The IPA concluded that the Navy provided sufficient documentation to
support that amounts reported in the April 2013 schedule reconciled to a
complete population of military pay transactions. The GAO/President’s
Council on Integrity and Efficiency Financial Audit Manual (FAM) and
FIAR Guidance recognize the importance of comparing and reconciling
data produced by various systems and processes with reported amounts
to provide assurance on the completeness of populations of transactions
supporting them.?' The IPA’s determination was based on Navy-provided
documentation supporting the Navy’s reconciliation of personnel and
payroll data as well as documentation supporting other reconciliations
independently performed by the IPA. Key reconciliations supporting the
IPA’s conclusion are summarized below:

¢ Personnel and payroll reconciliation. The Navy compared Social
Security numbers of servicemembers in the Navy personnel systems

20According to the GAO/President’s Council on Integrity and Efficiency, Financial Audit
Manual, Volume 1, GAO-08-585G (Washington, D.C.: July 2008), materiality represents
the magnitude of an omission or misstatement of an item in a financial report that in light
of surrounding circumstances, makes it probable that the judgment of a reasonable
person relying on the information would have been changed or influenced by the inclusion
or correction of the item. It is based on the concept that items of little, or immaterial,
importance that do not affect the judgment or conduct of a reasonable user, do not require
auditor investigation. The President’'s Council on Integrity and Efficiency was replaced by
the Council of the Inspectors General on Integrity and Efficiency (CIGIE). CIGIE was
statutorily established as an independent entity within the executive branch by the
Inspector General Reform Act of 2008, Pub. L. No. 110-409, § 7, 122, Stat. 4302, 4305-
4313 (Oct. 14, 2008) (codified at 5 U.S.C. App. § 11).

21GA0-08-585G.
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to Social Security numbers of servicemembers in the Navy payroll
systems and identified, documented, and resolved differences
between the systems to provide assurance that payroll amounts were
disbursed to valid personnel.

¢ Payroll and general ledger reconciliation. Although the Navy
performs monthly reconciliations of payroll and general ledger activity,
the IPA performed an independent reconciliation that compared
obligations and outlays in the Navy payroll systems to the obligations
and outlays recorded in the Navy general ledger system and
accounted for any significant disparities between data from these
systems and the obligation and outlay amounts reported in the April
2013 schedule to provide assurance that the reported amounts were
complete and reasonably stated.

o Disbursements reconciliation. The IPA independently compared
disbursements from the Defense Cash Accountability System to
outlays on the April 2013 schedule and to documentation supporting
significant reconciling items to help ensure that reported
disbursements were complete and reasonably stated. According to
the IPA, the Navy performs similar reconciliations each month.

To assess the reliability of the documentation, the IPA performed walk-
throughs of key processes, made inquiries of Navy personnel, and
analyzed the documentation provided. In addition, the IPA considered the
results of its tests of the Navy’s controls for reconciling military pay
activity each month, as discussed further below. Based on its evaluation
of these reconciliations and documentation provided by the Navy, the IPA
concluded that the Navy’s population of military pay transactions was
complete. We reviewed the results of the IPA procedures to assess these
reconciliations; re-performed selected procedures, such as tracing
selected amounts to supporting documentation and performing
recalculations; and assessed the appropriateness of the reconciling
items. Based on our review, nothing came to our attention that raised
concerns regarding the adequacy of the Navy’s documentation supporting
the completeness of the population of transactions reflected on its April
2013 schedule.
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The IPA Determined That
Military Pay Transactions
Were Adequately
Supported by Navy
Documentation

The IPA determined that the Navy provided sufficient documentation to
support the accuracy and validity of selected basic pay and entitlement
transactions the IPA tested. The IPA tested a statistical sample of 405
leave and earnings statements from the $1.8 billion of outlays associated
with basic pay and entitlements reflected on the April 2013 schedule.??
The Navy provided more than 3,000 documents to support the sampled
leave and earnings statements, such as orders, promotion messages,
enlistment documents, and discharge documents. The IPA’s evaluation of
sample item tests resulted in a projected total error of $6.8 million, and
based on its determination of tolerable misstatement and materiality, the
IPA concluded that the estimate of errors was immaterial.?® In addition,
the IPA performed analytical procedures to test $400 million of activity
reflected in the Navy’s April 2013 schedule, representing the portion of
Federal Insurance Contributions Act (FICA) taxes and military retirement
contributions for servicemembers.?* The IPA compared reported amounts
to an estimate determined by multiplying basic pay included in the April
2013 schedule by applicable mandated rates and concluded that the
reported amounts were reasonable.

We reviewed the results of the IPA’s tests of military pay transactions and
re-performed selected procedures to assess the reasonableness of the
IPA’s conclusions. For example, we reviewed the IPA’s sampling
methodology and related error projection. We also re-performed tests
performed by the IPA for a nongeneralizable random sample of 21 (5
percent) of its 405 leave and earnings statement sample items, such as
recalculating payment amounts and reviewing documentation provided by
the Navy to assess whether transactions were adequately supported. We

2?The IPA selected the sample of 405 leave and earnings statements, representing
approximately $3.5 million (net) in pay and entittlements, using a stratified random sample
with the stratification based on transaction dollar amount.

2Based upon its monetary unit sample, the IPA projected that the error amount was
below its tolerable misstatement of $22.5 million at the 95 percent level of confidence. In
accordance with the FAM, the IPA determined materiality to be $67.4 million, representing
3 percent of $2.25 billion of obligations reported on the Navy’s April 2013 schedule and
the threshold for tolerable misstatement to be $22.5 million, or one-third of materiality.
Tolerable misstatement is the amount an individual financial statement account can differ
from its true amount without affecting the fair presentation of the financial statements
taken as a whole.

24FICA imposes an obligation upon employers to pay an excise tax for both Social
Security and Medicare for workers in their employ; see 26 U.S.C. § 3111. Instrumentalities
of the United States are not exempt from these taxes; see 26 US.C. § 3112.
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The Navy's Military
Pay Assertion and
Validation Efforts
|dentified Risks to
Future Audit
Readiness

also re-performed the IPA’s analytical procedures related to the Navy’s
portion of FICA taxes and the military retirement contributions and
reviewed the IPA’s related conclusions. Based on our review, nothing
came to our attention that raised concerns regarding the adequacy of the
Navy’s documentation supporting military pay transactions reflected in its
April 2013 schedule beyond those identified by the IPA.

While the IPA determined that the Navy provided sufficient documentation
to support its April 2013 schedule, the IPA also assessed the
effectiveness of 34 internal controls supporting the Navy’s assertion and
determined that 14 were either not designed effectively or not operating
effectively. Effective internal controls and financial systems are essential
for ensuring sound financial management and achieving sustainable
financial statement auditability. However, deficiencies in military pay
controls and selected systems identified through the Navy’s assertion and
validation efforts, including the IPA’s examination, if not effectively
addressed, present additional risks that could hamper the Navy’s ability to
ensure future auditability. Further, the audit readiness of certain activities
beyond the scope of these efforts—such as financial reporting and other
business processes—remains uncertain. We also found that the Navy’s
efforts to coordinate with key stakeholders and service providers
responsible for performing important audit readiness tasks were not
always effective.

Deficiencies in Military Pay
Internal Controls Could
Hamper Future Auditability

In connection with its audit readiness efforts, the Navy identified 34
control activities intended to reasonably assure the achievement of
important financial reporting objectives, such as ensuring that military pay
amounts do not exceed funding authority, obligations and disbursements
are properly approved and recorded, and payroll is calculated and
processed correctly.?® Based on its tests of these controls, the IPA
determined that although certain controls associated with each of the
Navy’s military pay-related financial reporting objectives were effective,
14 controls associated with these objectives were either not designed
effectively or not operating effectively. The Navy generally concurred with
the IPA’s conclusions. Examples of controls the IPA determined were
effectively operating included the following:

25According to FIAR Guidance, financial reporting objectives are objectives needed to
achieve proper financial reporting and serve as a point against which the effectiveness of
financial controls can be evaluated.
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¢ the Navy monitors personnel to ensure that they are reporting for duty
as assigned,

o the Navy reconciles military pay obligations and outlays among its
various systems each month,

e the Navy records a monthly adjustment for pay earned in one month
but disbursed in subsequent months, and

o the Navy monitors military pay obligation amounts to verify it does not
exceed funding authority.

In contrast, examples of ineffectively operating controls as determined by
the IPA included the following:

¢ the Navy did not consistently perform supervisory review of data entry
of personnel transactions for accuracy and timeliness before updating
the pay system, increasing the risk of misstatements in payroll
amounts for service members, and

o the Navy did not adequately perform the triannual review of dormant
unliquidated obligations for timeliness, accuracy, and completeness,
and as a result, over $5 million associated with these transactions
was not deobligated in a timely manner.

According to the Navy, as of March 2015, its actions have addressed the
IPA-identified deficiencies in the design of military pay controls as well as
four of six corrective action plans intended to address deficiencies in the
operating effectiveness of controls. Navy documentation on the status of
corrective actions at that time indicated that efforts to address remaining
deficiencies were expected to be completed by April 2015. However, the
effectiveness of actions taken has not been fully verified by the Navy or
independently assessed by an IPA or the DOD Office of Inspector
General (OIG). As a result, the extent to which these actions have, or will,
resolve underlying causes of the issues identified is unclear. According to
Navy officials, the Navy is currently undergoing an IPA audit of its fiscal
year 2015 Schedule of Budgetary Activity and expects the results of this
audit will provide feedback on the effectiveness of the actions taken.

The IPA also reported additional deficiencies in a separate management
report resulting from its detailed tests of servicemembers’ leave and
earnings statements. Examples of these deficiencies included the
following.
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¢ The Navy’s document retention policies are inadequate in that certain
personnel action documentation is required to be retained for only 1
year. As a result, the Navy was unable to provide adequate
documentation supporting selected members’ rank or other
qualifications affecting pay.2°

¢ A servicemember received duplicate pay for 2-1/2 months because
Navy personnel processed a transaction to correct a previous
incorrectly processed transaction to extend his service end date that
also erroneously created a system-generated debt owed by the
servicemember to the Navy. Navy officials indicated that the
correcting entry had to be processed in this manner because of a
DJMS limitation.

¢ A member with over 3 years of service was incorrectly paid at a lower
rate associated with over 2 years of service because of a lack of
payroll system controls to prevent such errors.

The Navy established nine corrective action plans to address these
additional deficiencies, and Navy documentation on the status of
corrective actions as of March 2015 indicated that steps for seven of
these plans had been completed, and remaining actions were expected to
be completed by June 2015. However, the Navy’s ability to fully resolve
these findings in the short term was not always clear. For example,
although the Navy developed functional requirements for a new system to
help address identified document retention issues, it had not yet
determined the timeline associated with developing and implementing this
system. Until these deficiencies are fully resolved, the Navy will continue
to face risks that could affect its ability to achieve future financial
statement auditability.

26The IPA concluded that the estimate of errors, based on its evaluation of sample item
tests of leave and earnings statements, was immaterial.
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Deficiencies in Selected
Military Payroll Financial
Systems Raise Additional
Audit Readiness Concerns

Effective information system controls are also essential for ensuring the
integrity of information contained in and processed by these systems.?’
For example, the Navy’s personnel systems contain rank information and
other key data used to determine entitlements (e.g., basic pay and
allowances) and process servicemembers’ pay. As part of its audit
readiness assertion efforts, the Navy performed internal assessments of
six key military payroll financial systems using the Federal Information
System Controls Audit Manual and initially identified over 500 control
deficiencies.?® As a result, the Navy excluded assessments of these
systems from the scope of the IPA’s examination. These deficiencies
involved multiple types of controls—such as access, interface, and
business process controls—increasing the risk that financial activity may
not be properly processed, recorded, or secured. For example, without
effective access controls, unauthorized individuals can make undetected
changes or deletions to data and authorized users can intentionally or
unintentionally read, add, delete, or modify data or can execute changes
outside their span of authority. Also, without effective interface controls,
inaccurate or incomplete data may be shared among related systems,
such as those used to process and record military payroll activity.
Similarly, business process application controls are important for ensuring
the completeness, accuracy, validity, and confidentiality of transaction
data input, processing, and output.

According to briefing slides from the Navy’s November 2014 information
technology update presentation, challenges affecting the audit readiness
of key systems include a lack of guidance across all systems; deficiencies
in high-risk areas, such as interface control, access controls, and
configuration management; and staff and resource limitations. According
to this update, financial systems-related deficiencies ultimately degrade
the integrity and auditability of those systems and may result in an
increased effort on the part of the Navy to substantiate its activity and

2"GAO, Federal Information System Control Audit Manual (FISCAM), GAO-09-232G
(Washington D.C.: February 2009). According to FISCAM, information system controls
consist of those internal controls that depend on information systems processing and
include general controls (entity-wide, system, and business process application levels),
business process application controls (input, processing, output, master file, interface, and
data management system controls), and user controls (controls performed by people
interacting with information systems).

2The Navy performed initial FISCAM assessments from May 2013 through December
2014 for the following systems: NSIPS, NES, OPINS, RHS, MAJIC, and RIMS-FM. These
systems are illustrated in fig. 2.
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balances. Further, the Navy also acknowledged that ineffective
information system controls could result in auditors needing to perform
additional substantive tests and review more documentation to gain
assurance on reported amounts rather than relying on effective controls.

According to documentation on the status of corrective actions provided
in February 2015, the Navy established 81 corrective action plans to
address control deficiencies identified for the six military pay financial
systems it assessed. Further, this documentation indicated that 23
corrective action plans had been completed. However, efforts to address
remaining deficiencies for two of these systems are not expected to be
completed until September 2015, and the Navy has not determined when
certain access controls for one system will be resolved. Navy officials also
stated that the Navy has not completed internal assessments to evaluate
the effectiveness of actions taken thus far and that it plans to assess
additional controls associated with these systems in the future. Until the
Navy has assurance regarding the effectiveness of key financial system
controls, it will continue to face risks that could affect its ability to ensure
future financial statement auditability.

The Navy’s Military Pay
Assertion and Related IPA
Examination Covered
Limited Activity

According to its assertion, the Navy plans to prepare a schedule of
military pay activity in support of its fiscal year 2015 Schedule of
Budgetary Activity audit. However, because the Navy limited the scope of
the IPA examination to focus on a 1-month schedule of activity, its ability
to achieve auditability of a full year of activity, as required in future
Schedules of Budgetary Activity and SBRs, was not fully assessed.
Rather than extending the period of activity to a longer period of time to
more closely approximate future audits of Schedules of Budgetary
Activity, Navy officials told us that they limited the scope to 1 month to
provide the time necessary to address any deficiencies that might be
identified by the IPA prior to the fiscal year 2015 Schedule of Budgetary
Activity examination, which began in December 2014. However,
according to a FIAR Directorate official, assertion examinations should
generally cover at least a 3-month period and would provide a greater
level of audit readiness assurance than an examination focused on a 1-
month period of activity. Further, because of the volume of transactions
during a 12-month period of activity, obtaining supporting documentation
may be more challenging than supporting transactions limited to a 1-
month period of time. Accordingly, the Navy may be at risk concerning its
ability to provide documentation supporting transactions included in the
scope of future Statement of Budgetary Activity and SBR audits that
cover a full year of activity.
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In addition, preparing Schedules of Budgetary Activity or SBRs that
contain military pay balances and activity—as well as other amounts
associated with Military Personnel appropriations—involves other
processes not included in the scope of the Navy’s military pay assertion
and related IPA examination. For example, preparing financial statements
involves additional financial reporting processes, such as reconciling the
Navy’s Fund Balance with Treasury, performing funds receipt and
distribution activities, and recording certain journal vouchers. However,
the Navy’s assurance regarding the audit readiness of these other key
processes is limited. For example, although the Navy asserted the audit
readiness of its Fund Balance with Treasury reconciliation process in April
2013, the DOD OIG reported that the Navy’s process did not provide
reasonable assurance to support the accuracy, timeliness, and
completeness of the account’s auditability. The DOD OIG identified
issues affecting the Navy’s audit readiness, including the lack of detailed
support for amounts used in reconciling Navy’s Fund Balance with
Treasury account with Treasury’s accounts and significant information
system control deficiencies.?®

Additionally, the Navy has not asserted or undergone an examination for
processes specifically related to the audit readiness of its financial
statement and compilation activities. In December 2014, the Navy
reported extensive deficiencies in controls associated with these
activities.*® For example, key reconciliations were not always adequately
performed or documented to identify and resolve differences between
balances recorded in the Navy’s general ledger system and other Navy
financial systems and balances recorded in the Defense Departmental
Reporting System (DDRS). Further, amounts in DDRS are adjusted to
resolve out-of-balance amounts imported from the Navy’s systems
through the creation of journal vouchers without transaction-level
documentation to support them. Although the Navy indicated that
corrective action plans have been established to address these
deficiencies, it could not provide us with information on when efforts to
resolve them were expected to be completed.

29Department of Defense, Office of Inspector General, Additional Actions Needed to
Effectively Reconcile Navy’s Fund Balance with Treasury Account, DODIG-2015-102
(Arlington, VA: Apr. 3, 2015).

3'ONavy Financial Management Office, Department of the Navy General Fund: Financial
Statement Compilation & Reporting Segment Summary Memorandum (December 2014).

Page 18 GAO-15-658 Navy Military Pay



In addition, according to its military pay reconciliations, the Navy incurred
obligations of $225 million in April 2013 associated with its military
personnel appropriations that were excluded from its military pay
assessable unit. Approximately $203 million, or 90 percent, of these
obligations were associated with three types of activity: permanent
change of station travel ($104 million), supply-related requisitions

($52 million), and reimbursable work orders ($47 million). However,
independent examinations to assess these activities have not been
performed or have identified significant concerns about the audit
readiness of such activities. Specifically, Navy officials stated that
permanent change of station travel was not addressed in other audit
readiness assertions or IPA examinations and, as a result, will be tested
during the Navy'’s fiscal year 2015 Schedule of Budgetary Activity audit. In
addition, although the Navy asserted audit readiness of its supply
requisition-related activity in December 2013, officials indicated that a
separate independent examination to validate this assertion will not be
performed. Further, in April 2013, the Navy asserted that its reimbursable
work orders assessable unit was audit ready. However, an IPA reported
in January 2015 that the Navy’s schedules of reimbursable work order
activity examined by the IPA were materially misstated because the Navy
was unable to isolate reimbursable work order transactions from the rest
of its financial transactions.

Navy Coordination with
the IPA, OIG, and DFAS
Was Not Always Effective

Management Representation
Letter

Although the IPA completed its fieldwork in September 2014, its
examination report was not issued until January 2015, in part because of
the lack of effective coordination between the Navy and the IPA to ensure
that adequate management representations were provided to the IPA in a
timely manner. Specifically, the Navy did not provide a signed
management representation letter consistent with auditing standards until
more than 3 months after the IPA requested it.

The FAM requires auditors to obtain representation letters from
appropriate management officials.®! In addition, auditing standards list the
specific representations that management must make, which include, for

31GA0O-08-585G.
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example, management’s responsibility for providing to the auditor all
financial records and related data and its responsibility for disclosing to
the auditors any known or suspected fraud. Such representations are
considered part of the evidence supporting the auditor’s opinion and are
to be provided prior to issuing the examination report. Further, the DOD
Financial Management Regulation (FMR) requires responsible senior
managers to prepare and submit management representation letters to
auditors prior to the conclusion of audits and requires that the date of the
letter should generally be the issuance date of the audit report.3? The
DOD FMR further states that coordinating these dates is essential and
that active cooperation and interaction between auditors and
management is expected so that the management representation letter
reaches the auditors in a timely manner.

However, according to Navy officials, the Navy does not have a policy to
ensure that these requirements are met. Rather, it relied on its standard
process for the review and approval for official correspondence, which
requires a minimum of 21 days to complete. In addition, the lack of
effective coordination concerning the date of this letter contributed
significantly to the amount of time required to provide the IPA with
acceptable management representations. Specifically, although the IPA
provided a properly dated draft management representation letter (to
coincide with the end of its fieldwork on September 26, 2014), the Navy
incorrectly dated its letter November 19, 2014. After noting this
discrepancy, the IPA requested that the Navy revise the date on the letter
to September 26, 2014, as originally indicated on the draft letter provided
to the Navy. As shown in figure 3, this resulted in another delay, and a
total of over 3 months elapsed before the Navy provided an accurate,
signed management representation letter to the IPA.

32DOD Financial Management Regulation (FMR), 7000.14R, vol. 6B, ch. 2, “General
Instructions for the Financial Statements” (May 2012).
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Figure 3: Management Representation Letter Timeline for the April 2013 Military Payroll Examination
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Classified Payroll Transactions

Without a policy that addresses the need to effectively coordinate with
auditors concerning the dates of management representation letters and
when they need to be provided to the auditors, the Navy remains at risk
that appropriate management representations required for future audits
may not be provided in a timely manner. This in turn could delay the
issuance of the audit reports and hamper the Navy’s ability to submit
audited financial statements within required time frames.*

Processes to obtain and assess classified documentation supporting
certain military pay transactions selected by the IPA for testing require
coordination between the IPA, the Navy, and the DOD OIG. However,
because of the lack of effective procedures for coordinating these efforts
and other factors, the IPA was unable to conclude on the accuracy and
validity of selected sample item transactions involving classified
supporting documentation totaling about $1,500. Specifically, the Navy
did not effectively coordinate with the IPA to identify sample leave and
earning statements requiring classified documentation support within a
time frame needed for the DOD OIG and the IPA to coordinate

33According to section 7.1 of Office of Management and Budget Bulletin 14-02, audit
reports on the basic financial statements; internal control over financial reporting; and
compliance with applicable laws, regulations, contracts, and grant agreements must be
submitted to agency heads in sufficient time so that audited financial statements are
submitted no later than 45 days after the fiscal year-end.
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Complementary Controls

appropriate security procedures to access and assess the documentation
at affected classified environments prior to the IPA’s cutoff date for
testing.

Navy officials acknowledged that challenges affecting the Navy’s ability to
obtain and assess such documentation could be a significant roadblock in
future audits. To address this issue, the Navy developed a corrective
action plan to establish an effective process for addressing audit
coordination of classified documentation and is working to develop new
procedures requiring budget submitting offices to coordinate with the
DOD OIG and the IPA to determine appropriate security procedures for
accessing and obtaining required documentation supporting military pay
transactions selected for testing.

DFAS processes military pay for the Navy and other DOD reporting
entities and has established control objectives and control activities to
provide reasonable assurance on the effectiveness of its military pay
operations. In addition, DFAS also identified certain complementary
controls that the Navy and other user entities—that is, those that use
DFAS’s services—should also establish to provide reasonable assurance
that control objectives are achieved. DOD’s FIAR Guidance requires that
user entities coordinate with service providers, such as DFAS, to
understand service provider user control assumptions and test those
controls to ensure that they are operating effectively.

The Navy linked many of the complementary controls identified by DFAS
to relevant Navy control activities; however, it determined that it was not
responsible for the effectiveness of certain complementary controls for
approving and monitoring Navy personnel access to the Defense Joint
Military Pay System (DJMS) because DFAS subsequently approves and
grants DJMS access and Navy personnel have “view only” access.
Although Navy personnel access to DJMS may be limited, “view only”
access enables users to see and produce documentation from DJMS
containing certain personally identifiable information associated with Navy
servicemembers. According to Navy officials, in making its determination,
the Navy had not considered how such access increases the risk of
unauthorized disclosure of such information or could potentially lead to its
use for unintended purposes. We shared these concerns with Navy
officials, and they agreed that additional efforts were needed to further
assess these risks and the need for complementary controls to address
them. They also indicated that considerations of these controls will be
incorporated into their strategy to work with relevant Navy and DFAS
stakeholders to assess the controls and develop and implement
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Conclusions

Recommendations for
Executive Action

corrective action plans to address any identified deficiencies. However,
the Navy had not established milestones or set a date for when these
efforts are expected to be completed.

As part of its examination of the Navy’s military pay audit readiness
assertion, the IPA determined that the Navy provided sufficient
documentation to support its schedule of military pay activity for April
2013. However, given the limited scope of the IPA’s examination—
because of the Navy limiting the audit to 1 month of activity and excluding
key areas from the examination—questions concerning the Navy’s future
audit readiness remain. Although the Navy has taken steps to improve
military pay auditability, the extent to which it has effectively addressed
deficiencies associated with key controls and selected financial systems
identified through its assertion and validation efforts, including the IPA
examination, remains unclear. Without effective internal controls and
systems, auditors will likely be required to perform additional, more costly
procedures to obtain required assurance in future financial statement
audits, and the Navy’s ability to consistently produce timely, reliable
financial information will remain at risk. In addition, the Navy’s effective
coordination with the IPA, the DOD OIG, and service providers is
essential for achieving audit readiness. However, the Navy did not
effectively coordinate certain important tasks—such as providing its
management representation letter to the IPA in a timely manner and
assessing and implementing certain complementary controls identified by
DFAS—that could hamper its ability to meet this goal. An audit of the
Navy’s fiscal year 2015 Schedule of Budgetary Activity, for which military
pay activity represents a significant portion of obligations and outlays, is
currently under way and is expected to provide feedback on efforts
necessary to achieve DOD’s goal of financial statement auditability
department-wide by September 30, 2017. While this audit provides a
milestone for measuring progress, we continue to stress the importance
of addressing fundamental systems and control deficiencies, which will
lead to lasting financial management improvements and, as a result,
provide greater assurance of future audit readiness.

To help improve the Navy’s audit readiness efforts for future Statement of
Budgetary Activity audits, we are making the following two
recommendations.
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Agency Comments
and Our Evaluation

We recommend that the Secretary of the Navy direct the Assistant
Secretary of the Navy (Financial Management and Comptroller) to

e establish a policy to coordinate with auditors concerning the dating of
management representation letters and when they need to be
provided to auditors in future audits consistent with DOD FMR
requirements and

e establish milestones for assessing and effectively implementing
certain complementary controls identified by DFAS to help the Navy
achieve its military pay-related control objectives.

We provided a draft of this report to the Navy for review and comment. In
written comments, reprinted in appendix I, the Navy concurred with our
two recommendations and concurred that continued efforts are needed to
address identified findings and corrective actions. The Navy also
described actions it has taken or has under way in response to our
recommendations, including actions to ensure that management
representation letters are provided within required time frames and to
establish milestones to ensure that military pay-related control objectives
are strengthened.

In its comments, the Navy recommended a modification to the title of our
report to reflect the Navy’s ability to support its Schedule of Military Pay
Activity for April 2013 with complete populations and sufficient
documentation. In our report, we acknowledge that the Navy has taken
steps to improve military pay auditability. However, significant concerns
regarding its future audit readiness remain because of limitations the
Navy placed on the scope of the IPA’s examination, such as the exclusion
of selected systems the Navy relies on to process and report military pay
activity, as well as uncertainty regarding the extent to which the Navy has
effectively addressed deficiencies identified through its assertion and
validation efforts. Based on our findings, we continue to stress the
importance of addressing fundamental systems and control deficiencies,
which will lead to lasting financial management improvements and, as a
by-product, provide greater assurance of future audit readiness. As a
result, we believe the title of our report appropriately focuses on efforts
needed to address deficiencies discussed in this report and to improve
Navy financial management, and consequently we have not revised the
title as suggested by the Navy.
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As agreed with your offices, unless you publicly announce the contents of
this report earlier, we plan no further distribution until 30 days from the
report date. At that time, we will send copies to the Secretary of Defense,
the Under Secretary of Defense (Comptroller)/Chief Financial Officer, the
Secretary of the Navy, the Assistant Secretary of the Navy (Financial
Management and Comptroller), the Director of the Defense Finance and
Accounting Service, and appropriate congressional committees. In
addition, the report will be available at no charge on the GAO website at
http://www.gao.gov.

If you or your staff have any questions about this report, please contact
me at (202) 512-9869 or khana@gao.gov. Contact points for our Offices
of Congressional Relations and Public Affairs may be found on the last
page of this report. GAO staff members who made key contributions to
this report are listed in appendix lll.

\,Asi g(u{hm

Asif A. Khan
Director, Financial Management and Assurance
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Appendix |: Objectives, Scope, and
Methodology

The objectives of our review were to determine the extent to which (1) the
Navy was able to provide sufficient documentation to support a complete
and valid population of detailed transactions reconcilable to its schedule
of military pay activity for April 2013, and (2) the Navy’s military pay
assertion and validation efforts, which include the IPA’s examination,
contribute to future audit readiness.

To address our first objective, we analyzed Navy and Defense Finance
and Accounting Service (DFAS) documentation to gain an understanding
of the Navy’s military pay audit readiness assertion and the processes,
procedures, and systems used to process, report, and document Navy
military pay. We also analyzed IPA and Navy documentation supporting
the Navy’s schedule of military pay activity for April 2013, including
reconciliations of reported amounts to relevant documentation produced
by payroll, personnel, and disbursement systems and results of IPA
procedures, to assess the sufficiency of evidence the Navy provided the
IPA to support a complete and valid population of military payroll
transactions to support its schedule of military pay activity for April 2013.
In addition, we recalculated the reconciliations, traced selected amounts
to supporting documentation, and assessed the appropriateness of
selected reconciling items.

In addition, we reviewed the IPA’s plan, testing, projections, and
conclusions for whether the Navy provided sufficient documentation to
support the accuracy of transactions reflected in its schedule of military
pay activity for April 2013. The IPA selected a sample of 405 leave and
earnings statements for testing using a stratified random sample, with the
stratification based upon transaction dollar amount. We randomly
selected a 5 percent nongeneralizable sample of 21 leave and earnings
statements from the IPA’s sample of 405 and re-performed the IPA
procedures to assess the reliability of its work. We examined Navy
documentation supporting pay and entitlement transactions included on
the 21 leave and earning statements sample items we tested and re-
performed the pay and entitlement calculations. We also re-performed the
IPA’s error projection calculations. We used the Department of Defense
(DOD) Financial Improvement and Audit Readiness guidance to assess
whether documentation supporting pay and entitlement transactions met
established requirements. We also interviewed IPA officials to understand
test case results. We also reviewed the results of the IPA’s analytical
review procedures to assess the Navy’s portion of Federal Insurance
Contributions Act and retirement pay contribution amounts reflected in the
Navy’s schedule of military pay activity for April 2013 and recalculated
and re-performed other selected IPA procedures.
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Appendix I: Objectives, Scope, and
Methodology

To address our second objective, we reviewed documentation provided
by the Navy concerning (1) the Navy’s internal controls supporting its
military pay audit readiness assertion; (2) the status of the Navy’s actions
to address identified military pay-related internal control and information
technology system deficiencies; (3) audit readiness efforts of selected
military pay-related areas the Navy identified as outside of the scope of its
military pay audit readiness assertion; and (4) the Navy’s coordination
with the IPA, the DOD Office of Inspector General, and service providers
on selected matters, such as the management representation letter and
complementary controls, to identify areas where further improvements
can be made to contribute to future audit readiness. We also reviewed
documentation provided by the IPA, including reports related to its
examination of the Navy’s military pay audit readiness assertion, results
of internal control test procedures, and other audit documentation to
determine the nature and extent of findings and recommendations
identified by the IPA based on its examination.

To assess the reasonableness of the IPA’s internal control testing, we re-
performed the IPA procedures for (1) a nongeneralizable sample of 10 of
the 20 controls the IPA concluded were effective and (2) the 14 controls
the IPA identified as not designed or operating effectively. We also
interviewed officials from DOD, the IPA, DFAS, and the Navy’s Office of
Financial Operations and Bureau of Naval Personnel to obtain
explanations and clarifications associated with our evaluation of the
documentation. In accordance with the relevant sections of the Financial
Audit Manual on relying on the work of others, we obtained and reviewed
the IPA’s most recent peer review, the IPA’s statement of independence,
and qualifications of key IPA personnel.’ We reviewed the contract,
contract modifications, and statements of work for the IPA’s examination
of the Navy’s military pay assertion. We attended various key meetings
between the IPA and the Navy related to the IPA’s examination of the
Navy’s military pay assertion. The IPA performed its work from
September 2013 through September 2014 and issued its opinion report in
January 2015.

1GAO/President’s Council on Integrity and Efficiency, Financial Audit Manual, Volume 1,
GAO-08-585G (Washington, D.C.: July 2008). The President’s Council on Integrity and
Efficiency was replaced by the Council of the Inspectors General on Integrity and
Efficiency (CIGIE). CIGIE was statutorily established as an independent entity within the
executive branch by the Inspector General Reform Act of 2008, Pub. L. No. 110-409, § 7,
122, Stat. 4302, 4305-4313 (Oct. 14, 2008) (codified at 5 U.S.C. App. § 11).
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Appendix I: Objectives, Scope, and
Methodology

We conducted this performance audit from April 2014 to September 2015
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Appendix |[I: Comments from the Department

of the Navy

DEPARTMENT OF THE NAVY
OFFICE OF THE ASSISTANT SECRETARY
(FINANCIAL MANAGEMENT AND COMPTROLLER)
1000 NAVY PENTAGON
WASHINGTON, DC 20350-1000

AUG 20 2015

MEMORANDUM FOR GOVERNMENT ACCOUNTABILITY OFFICE

SUBIJECT: Department of the Navy comments to Government Accountability Office
draft report - GAO-15-658 (GAO Code 197132)

Reference: (a) DOD Financial Management: Additional Efforts Needed to Improve Audit
Readiness of Navy Military Pay and Other Related Activities, 31 July 2015

In accordance with the reference, the Department of the Navy has reviewed the subject
draft report and provided the following comments in the attachment.

If you have any questions or concerns my point of contact for this matter is Mr. Michael
Gugulis at (202) 685-0777 or michael.gugulis@navy.mil.

%{W%.EW

Karen L. Fenstermacher
Deputy Assistant Secretary of the Navy
(Financial Operations)

Attachment:
As stated
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Appendix ll: Comments from the Department
of the Navy

GAO DRAFT REPORT DATED 31 JULY, 2015
GAO CODE 197132

“ADDITIONAL EFFORTS NEEDED TO IMPROVE AUDIT READINESS OF NAVY
MILITARY PAY AND OTHER RELATED ACTIVITIES”

DEPARTMENT OF NAVY COMMENTS
TO THE GAO DRAFT REPORT- GAO-15-658

The Navy concurs with the GAO’s assessment of the Military Pay Examination conducted by an
Independent Public Accountant (IPA) for the activity during April 2013, and recognizes the value
of the additional efforts taken by GAQ to validate the Military Payroll assertion in March 2013.
Additionally, the Navy concurs that there is a need for continued efforts to address previously
identified examination findings and corrective actions.

Based on the favorable results regarding the ability to support the Navy’s Schedule of Military
Pay Activity for April 2013 with complete populations and sufficient documentation, the Navy
recommends that the title of GAO’s report should be modified to reflect this accomplishment.
The Navy recommends the following title:

“Navy Military Pay Examination Produced Favorable Results; Additional Efforts needed to
Achieve Full Audit Readiness”

RECOMMENDATION 1: GAO recommends DON establish a policy to coordinate with the
auditors concerning the dating of management representation letters and when they need to be
provided to auditors in future audits consistent with DoD FMR Requirements.

DON RESPONSE: Concur. FMO established necessary business rules to ensure proper
coordination and required timeframes are met.

RECOMMENDATION 2: The GAO recommends DON establish milestones for assessing and
effectively implementing certain complementary controls identified by DFAS to help the Navy
achieve its military pay-related control objectives.

DON RESPONSE: Concur. The Navy continues to mature the Complementary User Entity
Control (CUEC) and to that end has included milestones to ensure military pay-related control
objectives are strengthened.
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Appendix lll: GAO Contact and Staff

GAO Contact Asif A. Khan, (202) 512-9869 or khana@gao.gov

Staff In addition to the contact named above, James Kernen (Assistant
Director), Carl Barden, Robert Dacey, Francine DelVecchio, Wilfred

Acknowledgments Holloway, Jason Kelly, Gregory Loendorf, Sheila Miller, Jared Minsk,

Marc Oestreicher, Matthew Ward, and Matthew Zaun made key
contributions to this report.
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