é Accountability * Integrity * Reliability

Highlights

Highlights of GAO-13-233, a report to
congressional requesters

Why GAO Did This Study

In 2007, DOJ and its federal partners
developed the Nationwide Suspicious
Activity Reporting Initiative to establish
a capability to gather and share
terrorism-related suspicious activity
reports. GAO was asked to examine
the initiative’s progress and
performance. This report addresses
the extent to which (1) federal
agencies have made progress in
implementing the initiative, and what
challenges, if any, remain; (2) the
technical means used to collect and
share reports overlap or duplicate each
other; (3) training has met objectives
and been completed; and (4) federal
agencies are assessing the initiative’s
performance and results. GAO
analyzed relevant documents and
interviewed federal officials responsible
for implementing the initiative and
stakeholders from seven states
(chosen based on their geographic
location and other factors). The
interviews are not generalizable but
provided insight on progress and
challenges.

What GAO Recommends

GAO recommends that DOJ implement
formalized mechanisms to provide
stakeholders feedback on the
suspicious activity reports they submit,
mitigate risks from supporting two
systems to collect and share reports
that may result in the FBI not receiving
needed information, more fully assess
if training for line officers meets their
needs, and establish plans and time
frames for implementing measures that
assess the homeland security results
the initiative has achieved. DOJ agreed
with these recommendations and
identified actions taken or planned to
implement them.

View GAO-13-233. For more information,
contact Eileen R. Larence at (202) 512-8777
or larencee@gao.gov.

INFORMATION SHARING

Additional Actions Could Help Ensure That Efforts
to Share Terrorism-Related Suspicious Activity
Reports Are Effective

What GAO Found

The Department of Justice (DOJ) has largely implemented the Nationwide
Suspicious Activity Reporting Initiative among fusion centers—entities that serve
as the focal point within a state for sharing and analyzing suspicious activity
reports and other threat information. The state and local law enforcement officials
GAO interviewed generally said the initiative’s processes worked well, but that
they could benefit from additional feedback from the Federal Bureau of
Investigation (FBI) on how the reports they submit are used. The FBI has a
feedback mechanism, but not all stakeholders were aware of it. Implementing
formalized feedback mechanisms as part of the initiative could help stakeholders
conduct accurate analyses of terrorism-related information, among other things.

The technical means that federal, state, and local entities use to collect and
share terrorism-related suspicious activity reports—Shared Spaces servers that
DOJ provides to most fusion centers and the FBI's eGuardian system—provide
many overlapping or duplicative services. For example, both systems provide a
national network for sharing the reports and tools to analyze them. The federal
government is aware that duplication exists but supports both systems to enable
fusion centers to control information on individuals, consistent with the centers’
privacy requirements, and facilitate the FBI's investigative needs. However, the
FBI was concerned that supporting two systems introduces risks that it will not
receive all reports. For example, at the time of our review, many fusion centers
were choosing not to automatically share all of their reports with the FBI's
system—although they may have shared reports via phone or other means—and
DOJ had not fully diagnosed why. In its March 2013 letter commenting on a draft
of this report, DOJ stated that it had made progress on this issue. DOJ also had
not formally tested the exchange of information between the two systems to
ensure that the exchanges were complete. Taking additional steps to mitigate the
risks that reports are not fully shared could help DOJ ensure that the FBI
receives all information that can support investigations.

Stakeholders GAO interviewed generally reported that training fully or partially
met objectives, such as making law enforcement more aware of the initiative.
DOJ has mechanisms to assess the analyst training to help ensure that analysts
have the information they need to review and share reports. However, DOJ had
not fully assessed its training provided to officers on the front line, which could
help ensure that officers receive sufficient information to be able to recognize
terrorism-related suspicious activity. DOJ has provided training to executives at
77 of 78 fusion centers, about 2,000 fusion center analysts, and about 290,000 of
the 800,000 line officers. DOJ is behind schedule in training the line officers but
is taking actions to provide training to officers who have not yet received it.

DOJ and other agencies collect some data to assess the performance of the
Nationwide Suspicious Activity Reporting Initiative—such as the number of
reports submitted and resulting FBI investigations. These data show that
stakeholders were increasingly submitting and using terrorism-related reports.
However, DOJ had not yet established plans and time frames for implementing
measures that assess the homeland security results achieved by the initiative
and thus lacked a means for establishing accountability for implementing them.

United States Government Accountability Office



http://www.gao.gov/products/GAO-13-233
http://www.gao.gov/products/GAO-13-233

