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The Honorable John O. Marsh, Jr.
The Secretary of the Army

Dear Mr. Secretary:

Since January 1986 we have been monitoring the Army’s project to
redesign its 60 accounting systems into a small family of standard sys-
tems. The project is expected to cost about $380 million. This figure
includes some equipment and site preparation costs. The project began
in the mid-1970’s and is scheduled for completion in the 1990’s. It is
more difficult and costly to take corrective action and incorporate ade-
quate internal controls after a system is implemented. Therefore, we
decided to review the systems in the project while they are being
designed rather than wait until they are implemented.

We have identified several matters which we would like to bring to your
attention. We believe that the Army needs to update its development
plan for an Army-wide project in a more timely manner and in sufficient
detail to manage the interdependent systems. In addition, project-
manager authority and control need to be strengthened. We also have
several specific concerns about the internal controls in the Standard
Finance System Redesign (STANFINS-R) and the computer requirements of
the Program Budget Accounting System (PBAS), two key systems of the
redesign project.

The basic objectives of the project are to (1) strengthen accounting
system internal controls, (2) correct other problems, such as time-
consuming manual processing, and (3) implement a single, integrated
financial management system. To meet these objectives, the Army plans
to develop three major accounting components: (1) departmental
accounting, (2) field-level or installation-level accounting, and (3) pay
systems. These systems will distribute, disburse, and account for about
$80 billion the Army manages each year to support operations at about
170 installations worldwide.

PBAS has been under development since 1977. A segment of this system
has been implemented that provides timely information on the amount
of funds to be spent by each Army installation. When completed, PBAS
will receive and consolidate installation-level accounting information to
produce reports and other financial statements
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L
Objective, Scope, and

Methodology

When we started our review, STANFINS-R was to do all installation-level
accounting In the Army except for the Corps of Engineers. However, as
a result of a February 1986 meeting held by the Comptrolier of the
Army, the Army decided to use three finance systems for installation-
level accounting: (1) STANFINS-R, which will support accounting require-
ments of posts, camps, and stations, (2) Army Materiel Command
Accounting System (AMAS), which will support wholesale logistics and
research and development accounting requirements, and (3) Corps of
Engineers Management Information System (COEMIS), which will support
the military construction and public works accounting requirements.
Both STANFINS-R and AMAS are under development. COEMIS is operational,
but the Army plans to modernize the system.

To help satisfy an Office of Management and Budget (OMB) requirement
for the development of a single, integrated accounting system, these
three systems should have common data elements, input, and output.
For example, standard general ledger account numbers should be used
in all three systems

The Army payroll will be computed and accounted for by several sys-
tems: (1) Military Pay Redesign will pay active duty, Reserve, and
National Guard, (2) Standard Army Civilian Pay System Redesign will
pay civilian personnel, and (3) Army Retired Pay System,will pay Army
military retirees and surviving annuitants. While the Army is concur-
rently redesigning two of the systems, we did not review the redesign of
any of the payroll systems.

Our objective 1n this review was to monitor the Army’s efforts to mod-
ernize its accounting systems. This involved periodic meetings with key
Army officials and the review of Army plans and other documentation
describing the goals, objectives, and status of the project In a July 30,
1985, letter to the Project Manager for Army Finance Systems, we dis-
cussed several concerns we had about the project at that time. We
addressed the need to develop a project plan, develop accurate and com-
plete cost data, ensure appropriate policy review and approval by the
Office of the Secretary of Defense and oMB, and involve users in the
development process. In response to our letter, the Project Manager
agreed with our concerns and initiated actions to resolve the problem
areas.

We focused our review effort on PBAS, since this system does the
departmental-level accounting for the Army. We also concentrated on
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Updated Project Plan
and Cost Estimates Are
Needed

STANFINS-R, since this system will do a portion of the field-level
accounting

As previously discussed, we began monitoring the Army project in Jan-
uary 1985. For the areas discussed in this report, most of our work cov-
ered activities through September 30, 1986. After completing our field
work, we held meetings with Army officials to discuss subjects
addressed in this report. The specific areas we reviewed include

the Army’s actions on 1ssues raised in our July 30, 1985, letter;
management authority, responsibility, and control over the project;
STANFINS-R and PBAS development activities; and

coordination between the organizations scheduled to use the systems.

In carrying out our work, we used Department of Defense (D0D) direc-
tives and instructions establishing policy for automated information sys-
tems and Army regulations and technical bulletins implementing the bob
policy. In addition, we reviewed “The Army Accounting System Five-
Year Plan,” which was 1ssued in February 1986. We also reviewed
messages, progress reports, briefing charts, draft user manuals, and
draft test plans, and we attended status brnefings. Further, in com-
pleting our field work, we contacted the following Army commands and
offices: the Assistant Secretary of the Army for Financial Management,
Comptroller of the Army, U.S. Army Finance and Accounting Center,
Army Materiel Command (AMc), Information Software Systems Support
Command, Corps of Engineers (COE), Training and Doctrine Command,
Forces Command, and Assistant Chief of Staff for Information Manage-
ment. We met with users, STANFINS-R and PBAS functional and software
development staff, and the systems integration office staff. We per-
formed our work 1n accordance with generally accepted government
auditing standards.

“The Army Accounting System Five-Year Plan” needs to be revised to
reflect the recent decisions regarding STANFINS-R, AMAS, and COEMIS and
the related costs of these changes. In Army’s initial 5-year plan, issued
in February 1986, STANFINS-R was to be the primary 1nstallation-level
accounting system. The plan describes the accounting and pay systems
In the project and their relationship to one another. The plan also dis-
cusses project schedules and computer equipment requirements. How-
ever, in February 1986, the Army decided to use three standard systems
for field-level accounting—STANFINS-R, AMAS, and COEMIS. As a result of
this decision, additional planning for the proper integration of STANFINS-R
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with AMAS and COEMIS is needed to ensure that common data elements,
nput, and output are used for each of the systems. As of September
1986, amMcC and COE had not completed plans that identified detailed work
tasks, responsibilities, and resource requirements for the system devel-
opment efforts. AMC, for instance, estimates that it will be 1990 before
its 22 accounting systems (which account for about 30 percent of the
Army’s budget) will be reduced to one system The Corps of Engineers

will LUI([[)ICLC a IedblUlllLy bLuuy to reueblgn COEMId Dy December lvbb

Until completion of these plans, it will be difficult for the Army to
develop a unified overall plan describing how the critical interdependent
parts and their related requirements will be integrated to implement the
three systems. For example, in our report on the Financial Integrity
Act,! we reported that DOD agencies, including the Army, need a general
ledger to provide oversight control over assets, liabilities, and capital
totaling hundreds of billions of dollars. On August 14, 1986, the Secre-
tary of the Treasury, the Director of the Office of Management and
Budget, and the Comptroller General of the United States issued a mem-
orandum to the heads of agencies calling attention to the need to use a
U.S. government standard general ledger. To facilitate integration and
sharing of more accurate and timely information among STANFINS-R,
AMAS, and COEMIS, the Army needs to develop overall plans that incorpo-
rate the use of a standard general ledger and other common data ele-
ments, input, and output.

In our July 30, 1985, letter to the project manager, we stated that the
project’s total estimated cost needed to be developed and used as a base-
line to monitor the cost of the project. In addition, developing such an
economic analysis which includes cost information along with associated
benefits is useful in assessing the need for internal controls in the
system. The General Accounting Office’s (Ga0) Standards for Internal
Controls in the Federal Government requires that the system of internal
controls provide reasonable assurance that the objectives of the system
will be accomplished. This standard of reasonable assurance also recog-
nizes that the cost of internal control should not exceed the benefit
derived. Therefore, economic analysis may help the Army determine an
acceptable degree of risks and can be used to assess any additional
internal controls that may be needed

!Financial Integnty Act The Government Faces Serous Internal Control and Accounting Systems
Problems (GAO/AFMD-86-14, December 23, 1985)
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Project Management Is
Fragmented

In response to our letter, the project manager said updated economic
analyses would be prepared for the systems under development. In
accordance with Army requirements, the economic analyses should
include cost and benefits. The economic analyses were to be completed
by January 31, 1986. As of September 30, 1986, one of four planned
economic analyses had been completed. We believe recent Army actions
pertaining to the following developments need to be considered in the
economic analyses:

The Army is considering using an off-the-shelf generic accounting
system. In a letter dated August 1, 1986, the Principal Deputy Assistant
Comptroller for Finance and Accounting informed us that the Army is
considering competitively evaluating existing off-the-shelf governmental
accounting systems as the basis for a segment for STANFINS-R. Once a
system has been identified, the Army will attempt to have the system
modified by contract to satisfy certain detailed requirements of
STANFINS-R. The Principal Deputy subsequently advised us this could cost
$1.3 million but would also reduce the overall cost of STANFINS-R.

Various Army units have developed interim systems to use until
STANFINS-R is implemented. For example, several Army installations have
developed or acquired their own travel or commercial accounts systems.
The development or procurement of these systems, while satisfying a
local need, results in duplicate efforts within the Army.

The Army has decided to use three systems—STANFINS-R, AMAS, and
COEMIS—to accomplish field-level accounting. As a result, additional
costs could be incurred to design or enhance AMAS and COEMIS.

The Army is studying the need for additional computer hardware and
telecommunication capability for processing data at the installation
level. The outcome of this study could affect costs.

Once the economic analyses and the 5-year plan are updated, the Army
will be in a better position to determine the total funding and other
resources needed to complete the project. This information can then be
used as a management tool for monitoring the project’s progress.

Recent organizational changes have resulted in no one person being
responsible for the day-to-day management of the total project.
According to Army requirements for automation life-cycle management,
a project manager should be appointed and be charged with overall
responsibility for planning and coordinating the development of the
system through implementation at all operating locations. Further, the
requirements state that the project manager should have sufficient rank
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and tenure to perform the job properly. From late-1981 to mid-1986, the
project was managed on a day-to-day basis by a brigadier general who
reported to the Commander of the U.S. Army Finance and Accounting
Center (USAFAC). One general served as project manager from late-1981
to mid-1984, and a second general was project manager until June 1986.
In July 1986, the Comptroller of the Army reorganized the project’s
management and directed the appointment of functional managers to
carry out the various duties for which the general was responsible.

As a result of the Comptroller’s actions, the following organizations will
have key responsibilities in the redesign project:

USAFAC will be responsible for the functional design of STANFINS-R, PBAS,
and other financial systems;

AMC will be responsible for the functional and technical design and
deployment of AMAS;

COE will be responsible for the functional and technical design and
deployment of COEMIS; and

Information Systems Command (1SC) will be responsible for providing
the computer software engineering support, computer hardware, and
communication network needed to support all standard Army systems.

The Army recognized the need to obtain commitments from the various
commands involved with the redesign project. To accomplish this, the
Army began drafting a memorandum of agreement in July 1986 that
calls for the Commanders of USAFAC, COE, and AMC to each appoint a func-
tional system manager to manage the development, modification, and
deployment of the systems for which they are responsible. The func-
tional system managers are to work closely with a financial system
project manager, who will be appointed by the Commander of i1sc. The
financial system project manager is responsible for ensuring the ade-
quacy of computer equipment acquisition, software development, com-
munications, and system operations and maintenance.

As of September 30, 1986, the memorandum of agreement had been
signed by the Commander of USAFAC and the Comptroller of the Army.
The five officials who have not yet approved the memorandum are the
(1) Assistant Secretary of the Army for Financial Management, (2) Com-
mander of AMC, (3) Chief of COE, (4) Commander of 1S, and (5) Assistant
Chief of Staff for Information and Management. We believe the memo-
randum of agreement 1s a step in the right direction.
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Internal Controls
Documentation in
'STANFINS-R Needs To

Be Supplemented

Since the responsibilities for the functional requirements, software
development, communications, and computer hardware are divided
among commands, we believe the Army needs to appoint a project man-
ager who will have day-to-day responsibility and authority for success-
fully completing the project. Appointing a project manager would fix
accountability and ensure that key milestones are met and that all parts
of the project are properly integrated and needed resources are
obtained. To document and establish the project manager’s duties and
responsibilities, the memorandum of agreement should be amended to
require the signature of the project manager.

Top management commitment and support 1s important for obtaining
and applying resources needed for successful project completion. For
example, USAFAC’s 1986 budget requested funds for the 5-year period
covering fiscal years 1988 through 1992 for PBAS, STANFINS-R, and other
systems in the project; however, funds were not approved by Headquar-
ters, Department of the Army for fiscal years 1988 and 1989. To demon-
strate that the project is supported by the highest management level of
the Army, the Vice-Chief of Staff should approve the memorandum of
agreement. This would clearly express the Army’s commitment to the
successful completion of the project’s objectives and reemphasize the
need for all Army personnel to support the project.

OMB circular A-123 and GAO'’s Standards for Internal Controls in the Fed-
eral Government require documentation of internal controls to facilitate
managerial review, as well as systems audits. Circular A-123 states that
agencies shall establish and maintain a cost-effective system of internal
controls to provide reasonable assurance that government resources are
protected against fraud, waste, mismanagement, or misappropriation,
and that both existing and new program and administrative activities
are effectively and efficiently managed to achieve the goals of the
agency. GAO’s standards state that internal control systems and all trans-
actions and other significant events are to be clearly documented, and
the documentation is to be readily available for examination. Documen-
tation of transaction or other significant events should be complete and
accurate, and should facilitate tracing the transaction or event and
related information from the point before it occurs, through its
processing, to after 1ts completion

One of the objectives of the redesign effort is to strengthen internal con-
trols. The Army needs to adequately document how the internal controls
in Subsystem-I of STANFINS-R will be tested. The development of
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STANFINS-R is divided into two subsystems. Subsystem-I will include
accounting for most of the Army’s commercial accounts, disbursing, and
travel activities. Subsystem-II is currently planned to include general
and cost accounting. The acceptance test for Subsystem-I is scheduled to
begin in early 1987, and implementation will follow if the acceptance
test is successful. STANFINSR is scheduled to be fully implemented in
December 1988. We are concerned that an internal control test plan for
the Subsystem-] acceptance test has not been documented.

The Army initially advised us that the acceptance test would begin 1n
February 1986. This test was rescheduled several times and began in
March 1987. The Army informed us in September 1986 that it had not
documented how the internal controls would be tested. The documenta-
tion needs to explain the internal control system of STANFINS-R and iden-
tify the specific manual and automated internal controls. An acceptance
test is performed to determine if all requirements are met by the system.
The documentation for testing of internal control requirements is needed
to assess whether the controls will work as planned.

Moreover, the Army is considering switching from a two-tier to a three-
tier hardware architecture which will directly affect STANFINS-R'S
internal controls and operations. Under the two-tier concept, tier-2 is an
online terminal located at the installation level, and tier-1 is a main com-
puter located at a regional data center. STANFINS-R users enter data at the
installation level for transmission to one of the five regional data centers
located throughout the continental United States. At a regional data
center (tier-1), the data would be processed, records updated on a data
base, and the results transmitted back to the user terminal at the instal-
lation (tier-2). We were told by the software developers that the internal
controls have been incorporated in the software programs at the
regional data center (tier-1) since processing is not done at the installa-
tion level (tier-2).

Under a three-tier architecture being considered by the Army, new
equipment would be added at the installation level or existing hardware
would be upgraded to create a new tier within the installation to process
certain data for organizations located at the installation. If the Army
adopts the three-tier architecture, STANFINS-R’s software will probably
have to be modified and the internal controls revised to address data
processing at the installation level.
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PBAS, the Army’s departmental accounting system for controlling and
processing budgetary and accounting data, issues program and fund
authorizations to, and will receive budget execution data from, finance
and accounting offices worldwide. This system, which has been under
development since 1977 and operates at USAFAC on Sperry Univac com-
puter equipment, is scheduled to become fully operational in fiscal year
1989.

The 1nitial segment of PBAS, the fund control function, became fully
operational in December 1986. Before this function became fully opera-
tional, major Army command users of PBAS’s fund control function
reported internal controls problems when accessing PBAS data base files.
Terminal access to both the Military Pay System and PBAS was not prop-
erly controlled. When a PBAS terminal user made an inquiry about the
availability of funds and processing was interrupted, the user had
access to payroll data when processing resumed. As a result, the poten-
tial existed for PBAS users to have access to data for which they were not
authorized.

The Army Audit Agency reported this control weakness to USAFAC In a
November 1985 report. To correct the problem, USAFAC officials have
installed new software and analyzed existing computer programs and
believe a solution to this problem has been found. However, we did not
review the actions taken by the Army.

Implementation of the departmental accounting segment of PBAS, which
is scheduled to be operational in fiscal year 1989, may be delayed
because the Army has not completed the analysis and other studies for
determining whether it has sufficient computer capacity or the proper
hardware configuration to support the redesign project. PBAS will
operate on USAFAC'S computer systems, which also support 16 other pay
and accounting functions. The computer systems have been upgraded
several times since 1979 in order to keep up with the growing work load.
The USAFAC “‘Automatic Data Processing Equipment Replacement Mile-
stone Plan” states that (1) another computer upgrade was to be
underway as of February 1987 to meet PBAS requirements as well as
other system requirements, and (2) a complete replacement of USAFAC’s
computer hardware will begin in March 1990 and be completed during
fiscal year 1991. As previously stated, the full implementation of PBAS 1s
scheduled for fiscal year 1989.
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The General Services Administration, in a July 1985 letter to the Assis-
tant Secretary of the Army for Financial Management, expressed con-
cern about the need to determine short- and long-range plans for
identifying total computer requirements. Since the departmental
accounting segment of PBAS is a new function and will be receiving data
from about 170 Army-wide accounting organizations, a significant
increase in computer capacity may be required. The PBAS manager esti-
mated that the number of incoming records submitted by the accounting
organizations which would be processed to support major parts of
departmental accounting will increase from 800,000 records to between
8 million and 24 million records over the next 3 years. In addition, PBAS
will require an interactive processing capability to enable the 170 Army-
wide accounting organizations to access their accounting records. The
present USAFAC computers have approximately 57 billion bytes of
storage. According to Army representatives, about 7b percent of this
storage 1s available for use by the pay and disbursement systems, which
also operate on the USAFAC computers. PBAS is processed, along with sev-
eral other related functions, on a computer that has about 15 billion
bytes of storage.

The Army initially estimated that the PBAs data base would require
about 70 billion bytes of storage. As a result of a requirements analysis
to develop a prototype for the departmental accounting function, the
designers anticipate reducing the data base size from 70 billion bytes to
about 30 billion bytes by reducing data element sizes. Even if the
Army’s estimate is correct, the data base capacity may still be uncertain
because new reporting and system interface requirements could further
increase the data base size. However, the final data base size will not be
determined until sometime in 1987, when all the functional require-
ments and specifications for this segment of PBAS are completed and val-
1dated. Since PBAS may compete with the Military Pay Redesign Project
and other USAFAC functions for computer availability, determining accu-
rate requirements is imperative to ensure that any upgraded or replace-
ment computers will have sufficient storage to handle pBas, as well as
other accounting and pay systems processing requirements.

L&
Conclusions

We recognize that the Army’s accounting system redesign effort is a dif-
ficult undertaking due to the Army-wide scope of the project. The very
nature of this scope, however, mandates the establishment of a well-
developed, updated plan, along with the management to coordinate and
carry out this plan. In our view, the Army has not kept its plans up-to-
date with recent decisions which may have a significant effect on the
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Recommendations

Agency Comments and
Our Evaluation

progress and costs of the overall project. In addition, to fix accounta-
bility and responsibility, the designated project manager should sign the
memorandum of agreement.

We acknowledge that the redesign project, because of its scope, is sub-
Jject to revisions as additional information becomes available. However,
the Army must ensure that STANFINS-R and PBAS—the two key systems of
the project—are designed with adequate internal controls that are docu-
mented and tested before the systems are fully operational.

We recommend that the Secretary of the Army direct the Assistant Sec-
retary of the Army for Financial Management to update ‘“The Army
Accounting System Five-Year Plan.” The plan should detail how the
Army will integrate STANFINS-R, AMAS, and COEMIS, and consolidate the
data in PBAS. In addition, the plan should include the updated economic
analyses for implementing these three systems and any alternative
approaches.

We also recommend that the Assistant Secretary of the Army for Finan-
cial Management require that the Director of Finance and Accounting, as
project manager, sign the memorandum of agreement.

We further recommend that the Director of Finance and Accounting
ensure that adequate internal controls are incorporated into the design
of STANFINS-R and PBAS and that these controls are documented and
tested to ensure their reliability.

We obtained official oral comments from Defense representatives on the
areas discussed in our draft report. Overall, they concurred with our
findings and recommendations.

In our draft report, we proposed that the Secretary of the Army direct
the Vice-Chief of Staff of the Army to sign the memorandum of agree-
ment to demonstrate the Army’s commitment to successfully completing
the project. We also proposed that the Secretary of the Army direct the
Vice-Chief of Staff to appoint a project manager of sufficient rank to be
responsible for overall planning, management, and coordination of the
project.
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Defense representatives advised us that the Army has implemented our
proposals. The Vice-Chief of Staff has signed the memorandum of agree-
ment and a new senior-level executive, Director of Finance and
Accounting, has been appointed to have overall authority and responsi-
bility for the project. Since Defense has implemented our proposals, we
are not recommending any further action at this time.

Under a reorganization of the Army’s comptrollership functions that
was announced in February 1987, the Assistant Secretary of the Army
for Financial Management became solely responsible for these functions.
This reorganization also established the position of Director of Finance
and Accounting. The Director reports to the Assistant Secretary. Prior to
the reorganization, other Army officials also had responsibility for cer-
tain comptrollership functions. As a result of the reorganization, we
revised our proposed recommendations to reflect the duties of the Assis-
tant Secretary and Director of Finance and Accounting.

The Defense representatives also advised us that action is being taken to
implement recommendations contained in this report. “The Army
Accounting System Five-Year Plan” is being updated in accordance with
our recommendation and updated economic analyses will be completed
by September 1987. In addition, the Director of Finance and Accounting,
as the project manager, will sign the memorandum of agreement. More-
over, Defense representatives assured us that STANFINS-R and PBAS will
contain adequate 1nternal controls and that internal controls will be doc-
umented and tested to verify that the accounting systems are developed
in accordance with appropriate standards.

As you know, 31 U.S.C. 720 requires the head of a federal agency to
submit a written statement of actions taken on our recommendations to
the House Committee on Government Operations and the Senate Com-
mittee on Governmental Affairs not later than 60 days after the date of
the report. A written statement must be submitted to the House and
Senate Committees on Appropriations with an agency'’s first request for
appropriations made more than 60 days after the date of the report.
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Copies of this report are being sent to the Secretary, Department of
Defense; the Director, Office of Management and Budget; the Secretary
of the Treasury; the Administrator of General Services; the House and
Senate Committees on Appropriations and Armed Services; other inter-
ested congressional committees; and other interested parties. Copies will
also be made available to others upon request.

Sincerely yours, /

Frederick D. Wolf
Director
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