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clear understanding of insurance and nsk management 1S necessary

to review the adequacy ol an orgamzation s DP insurance cover-

age. The MIS manager must be aware of the relationship between

nsk and insurance to understand the rationale behind insurance
decisions and the tvpes o insurance that are most applicable to the MIS
envirnment

Insurance distnbutes losses so that a devastating loss 1o an individuel or
business 1s spread equitably among a group of insured members. Insurance
does not prevent loss nor does 1t reduce 11s costs; 1t merely reduces the nsk
Risk 1s the possibility of an adverse deviation from a desired outcome fe.g.,
the possibility of dving before reaching age 70. a home being destroyed by
fire, or an interruption in business operations)

When not managed. nsks may be assumed that should be insured, and
vice versa Insurance policies often provide overlapping coverage 1n some
areas and none in other. cntical areas. Addition .| problems include lack of
control over loss and premium costs. uneconomical insurance arrangements.,
organizatuonal errors, and failure to adopt loss-prevention techniques. This
chapter discusses nisk management techniques. insurance alternatives. and
aspects of insurance coverage.

THE REQUIREMENTS AND ADVANTAGES OF INSURANCE

The following requisites must be met for insurance companies to calculate
nsk in monetary terms and distnbute costs over enough members to cover
losses and leave a profit:'

® The insured objects must be of sufficient number and quantity to allow

a reasonably close calculation of probable loss

* Losses must be accidental.

® Losses must be capable of being determined axd measured.

® All insured objects should not be ab.we to be simultaneousiy destroyed

(1.e., catastrophic hazard should be mimmal).
Exhibit XI-6-1 outlines those business nisks that are and are not insurable '
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Risks insurable commericaily.

= Property risks—The uncerainty surrounding ne occurrence of direct and indirect
loss of property

* Personal nsks—The uncertainty surrounaing the occurrence of loss of life or incoma
as a result of:
—Premature deatn.
—Physical disability
—0ild age.
—Unemployment.

* Lagal liability nsks—The uncertainty surrounding the occurrence of 1083 ccused by
negligent hehavior resulting 1n injury o persons ansing out of:
—The use of automobiles.
—The occupancy of buildings.

—Employment.

—The manufacture of products.
! —Profassional misconduct.
1 Pisks not insurable commercially:

* Markst risks—Factors that may result in loss to property or income. including:
—Seasonal or cyclical price changes.
—Consumer inditference.
—Style changes.
—Competition offered by a beiter product.
* Political risks—Uncertanity surrounding the occurrence of:
—War or overthrow of the government.
—Restrictions imposed on free trade.
—Unreasonable or punitive taxation.
—Restrictions on free exchange of currencies.
* Production nsks—Uncertainties surrounding occurrence of:
—Failure of machinery to tunction economically
—Failure to solve technical problems.
—Exhaustion of raw material resources.
—Strikes, absentesism, and labor unrest.

Exhibit XI-8-1. Insurabie and Uninsurable Commercial Risks

Although there are obvious costs (i.e., premiums) involved in insurance,
some economic and social values of insurance that may not be osbvious
include’

® The amount of corporatz accumulated funds needed to meet possible

losses is reduced.

® Cash reserves that insurers accumulate are freed for investment pur-

poses, effecing a better allocauon of economic resources and in-
creasing production.

® Because the supply of investable funds is greater than it would be with-

out insurance, capital is available at a lower cost.

® The entreprencur with adequate insurance coverage i1s a better credit

nsk.

® Insurers actively engage in loss-preventicn activities.

® Insurance contributes to business and social stability by protecting

business firms and their employees.
Insurance is an important means by which businesses can manage risk; it is
not, however, the only means.
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REDUCTION OF RISKS

Kisks that are not insurable can be managed in other wavs By the same
oken, because a4 nsk 15 msuraple does not mean that insurance 15 the oniy
way 1o handle

Risk reduction can be accomplished through loss prevention and control
If the possibility of loss can be prevented, the nsk 1s ehmmnated. even
reducing the chance ot the loss occurnng 1s a significant improvement. {1
th2 chances cannot be reduced. ai least the seventy of the loss can often be
conuolled. The reduction method 15 frequently used with insurance o lessen
the premiums.

Uninsurable risks can aiso be reduced by nsk retention. which can be
voluntary or involuntary, depending on the organization's awareness of the
nsks. The retention method. which 1s someumes referred (o as self-insur-
ance, should be voluntary and should meet the following critena.*

* The nsk should be spread physically so that where 1s a reasonably even

distnbution oi exposure to loss over several locations.

s A study should be made to determine the maximum exposure to loss

e Conuderanon should be given 10 the possibility ol untavorable loss ex-

pertence. and a decision reached as to whether this contingency should
be covered by provision lor self-insurance reserves.

¢ A premium charge should be made against operations that 15 adequate

to cover losses and any increase in reserves that appears advisable.
Many companies. however, retain risks without esumating the tuture losses
or reserving funds to pay for these losses.

To decide what methods to use. companies mus: first analyze their risks
Managing the nsk ot significant losses 1s essential to protecting the interests
of a business.

RISK MANAGEMENT

Risk management ensures that nisk losses do not prevent corporate man-
agement from seeking its goals of conserving assets and maximizing prof-
1ts.’ The functions of risk management include the following:*

® Recogmzing the exposures to loss by developing an awareness of the
possibility of each type of loss This is a basic duty that must precede
all other functions.

* Esumating the frequency and size of loss by determining the probability
of loss from vanous sources.

* Deciding the best and most economical method of managing the nsk ol
loss, wheather 1t be by assumption, avoidance, self-insurance. reduc-
ton of hazards, transfer, commercial insurance. or a combinauon of
these methods.

¢ Administenng the programs of nsk management, including constant
reevaluation of the programs and recordkeeping.

These functions should be carmed out through the following steps:’

& Determining the objectives.

¢ [dentifying the nsks.

¢ Evaluating the nsks.

¢ Considenng the alternatives and selecting the risk treatment device.
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& Implementing the decision

® Performing an evaluation and review
In following these steps. the oreamizaton should consider the odds and
should not nsk more than the company can atford to lose or nsk a lot tor a
litle.* These rules point out that nsk management 1s 10 fact a senes of
cosubenefit decisions.

Detarmination of Objectives. A set of clearly defined objectives can
jtuide those responsible for developing and admunistening the nsk manage-
ment program, as well as provide a means for evaluaung the program's
xrtormance. Obviously, cach company has objectives specifically sunted o
its operation. however, some broad objectuves can be defined. First, the
aggregate cost of risks should be kept to a mimimum:; in each financial year,
the cost of nsks should be kept below the point at which a company's assets
r earmings would be significantly reduced by uninsured losses. The cost of
isks 1s defined as the sum of the following:

® The direct and consequential costs of loss prevention measures.

® [nsurance premiums.

® The cost of losses sustained (inciuding expenses to curtail the losses).

® Net cost of indemnities from insurers and third parties.

® Expenses of relevant management. admimstration, and finance.
S:cond. the pnme goals of a company should not be prejudiced. Third, a
company must avold a loss that 1s neither insured nor 1dentified. Finally, the
lire, health, and property of others should be respected.” Executive manage-
ment should be involved in formulating the company's nsk management
objectives

Hisk Idantification. This step is probably the most important because
uni fentified nsks are retained by default. Using the following identification
toois can ensure a comprehensive review: "

® Inspection— An examination of the firm’'s varous operation sites and

discussions with managers and workers.

® Flow process chart— A flowchart of the firm's operations.

¢ Jisk analysis questionnaire — A senes of detailed questions about the

)mpany’s operations.” If the questions are too general, unusual
*(posures or unique loss areas may be overiooked.
* \aalysis of financial statements—An analysis of assets in the firm's
alance sheet for cntical arcas of exposure (also referred to as asset-
« tposure analysis).” The income and expense classifications in the
ircome statement can be similarly analyzed ior areas of risk.
® Insurance policy checklist—A catalog of various policies or types of
insurance that identifies insurable risks. (This information tends to
igrore uninsurable risks.)
The recommended approach is (o use several tools. Because each tool views
the busiiess from a different perspective, in combination they create a more
complete picture of the nsks to which the firm is expos-d.

As a risult of the increased reliance on computers and automated systems.
special esnphasis must be placed on the review and analysis of risks in these
areas. M!S facilities and hardware are often included in the company's
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overall plant and property review: however. automated svstems requare i
separate analysis. especially when these systems are the sole source ol intor-
mation cnucal (0 the business. The nsks associated with MIS resources
include natural disasters, accidents. vandalism, and theft.'' To assist in the
identification and evaluation of MIS-related nsks. the tollowing tools and
techniques have been developed:

® Secunty audit and field evaluaton (SAFE)* —A checkhist of nsk
exposures relating to data processing and a rating scale for measunng
the effectiveness of the protection.

* Expected loss approach” — A method developed by IBM that assesses
the protable loss and the frequency of occurrence for all unacceptable
events for each automated system or data file. The unacceptable events
are categonzed as:

—Accidental disclosure.

— Deliberate disclosure

— Accidental modification

— Deliberate modificanon.

— Accidental destruction.

— Deliberate destruction.

An algonthm is used to calculate the exposure 1n terms of an order of
magnitude 1n cost.

® Scoring approach® —ldentifies and weighs vanous charactenstics of
the automated systems. The final score 1s used to compare systems and
rank their importance.

e ESTIMACS" —A software esumaung system that includes cerain
risk-related iuformation.

® Risk analysis and management program (RAMP)"* — A software pack-
age developed specifically for dentifying and quantifying the loss ex-
posures related to data processing.

Risk Evaluation. Evaluation involves quantifying or ranking the size and
probability of a potenual loss. The nsks can then be caegonzed as fol-
lows: ™

¢ Cntical — All exposures in which the possible losses are of a magnitude

that would result in bankruptcy.

¢ Important— Those exposures in which the possible losses would not

lead to bankruptcy but would require the firm to take out loans to
continue operations.

¢ Unimportant— Those exposures in which the possible losses could be

accommodated by existing assets or current income without imposing
undue financial strain.
Assigning the identified nsks to one of these categories gives it a level of
significance and helps in determining the proper means for treating it.

Choice of Techniques. Risks can be managed using one of the following
techniques:

* Avoidance.

® Prevention.

® Reduction.
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1. High severity or catastrophic l0ss risks:
* Why 1s the loss so severe?
* How will the loss arsa?
* What are the shortcomings of the existing control procedures?

2. Avoidance:
* |s it impossible to avoid?
= Is it impractical io avoid?
® |s it too expensive o avoid?
* s it tco time-consuming to avoid?

3. Prevention:
s Are there any direct countermeasures to prevent the nsk from occurnng?
= Are they cost-effective?
o Do they have beneficial side effects?
* Do they have adverse side effects?

4. Reduction:
* Are here any direct countermeasures to reduce the nsk?
* Are they cosi-effective?
= Do they reduce the loss occur-ence?
* Will other risks be reduced as well?
* Do they have beneficial side effects?
* Do they have adverse side efects?
5. Transter:
* By insurance?
By contractual agreemant?
* By other means?
* Are there other benefits?
= Can the risk be best dealt with by a combination of controis?
= Can it be partially reduced and partially transterred?
* What are the benefits of each metnod?
6. Retention:
* By self-insuranca?
* By other meana?
+ Can it be partially reduced and partially retained?
* What are the benefits of sach method?

Exhibit X.-6-2. Risk Exposure Techniques Checklist

¢ Transfer

¢ Retention.
More than one technique may be applied to a given nisk (as is usually the
case with reduction and transfer or .iention). The nsk management objec-
tives should be used as a guide 1n choosing a technique. As list of questions
to consider when selecting a technique is provided in Exhibit XI-6-2.® If
consideration is being given to the transfer technique and. in particular, the
use of insurance, the following additional items should be taken into ac-
count:”'
. * Advantages of deductibles—Retaining a portion of the risk (i.e., the
| deductible) can greatly reduce insurance costs (i.c., premiums).
| * Tax considerations—The impact of tax laws on insurance costs and
| losses may influence the decision. In business, property and liability
' insurance premiums are a deductible expense, as are uninsured losses.
| Contributions to a funded retention program are not deductible.

| 510
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e Selection ot the nsurer —Factors o consider 1n selecung an insurer
include:~
— Availabihity of coverage
—Cost of coverage
—Financial solvency, stability, and profitability of the insurer
—Quantity and quahity of service otfered. both by the insurer directly

dnd through the agency system that it uses.
If consideration 1s being given to retaining the nsks. the following major
financial aspects must be analvzed in assessing the value of the loss reten-
tion:*

o Cash flow— Because losses are not always paid for when they occur. a
company may have the use of those funds for varying pexiods and may
€arn a return on them untl such time as the losses are actually paid.

¢ Opportunity cost of funds—If a fund is set up to meet losses, the firm
may expenence some loss in interest that could be earned if the money
were used in the business as working capital.

In general. the financial advantage of loss retention 1s greater when:*

¢ The difference is small between interest rates on liquid accounts and
rates of return on capital employed within the business

¢ Commercial insurance rates on the risk are relatively high ccmpared
with the opportunity costs of funds.

¢ The firm’s perceived needs for liquid loss reserve funds are low e,
the firm becomes more willing to accept risks).

Finally, the records and documents of past losses and risk decisions can
be used as a pnme information source in the process of choosing the appro-
priate risk-handling technique. In this way, the knowledge, expenience, and
patterns of the past can be put to good use.

Once the appropniate technique has been chosen. it must be imp!zmented.
The necessary facts ana figures are now available to help negetiate insur-
ance, set up a loss-prevention program, or establish a loss-reserve fund.
Exhibit XI-6-3 illustrates the nisk analysis structure up to this point.” The
vanous implemented plans must now be evaluated and reviewed. This is an
impornant process because the vaniables are constantly changing (e.g., new
risks anse, old ones disappear. and techniques that were appropriaic last
year may not be this year) and mistakes sometimes occur: the wrong tech-
nique or the wrong coverage must be detected before it proves too costly.

DETERMINING ADEQUATE DP INSURANCE COVERAGE

Risk management functions act as a guide during the review of DP insur-
ance coverage. It first must be understood why insurance was selected. The
steps outlined in the previous section can help venfy that:

® The objectives of the risk management policy are in line with the over-

all goals of the organization.

® The methods used to identify the nsks associated with data processing

provide an accurate and comprehensive list.

® Risk exposures are properly quantified and categorized.

® The appropriate decision has been made after consideration of the alter-
natives.

s
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Possibility of Loss Recognized
Investigation of Facts

Size of Maximum Possible Loss Determined
Y

Not S;emre Savere

Assume Risk Analysis of Hazards

Analysis of Hazards
Y

Loss 'antml Recognition of Hazards
Elimination of Reducnion of Avoidance of Activities
Certain Hazards Certain Hazards Producing Hazards

Recognition of Hazards

Y
Significant but Catastrophic
Noncatastrophic Loss Loss
Assume Risk Transter Diversification of Transter
o Others Loss Exposure to Ot*“ers
\ v v
Aeserve  Capuve Corn;amai Captive Commercial Captive
Fund Insurer Insurance Insurer Insurance Insurer
Insures Reinsures

Reinsuranca

Exhibit X1-6-3. Structure of Risk Analysis

After the nsk management process has been reviewed, a more detailed
investigation of MIS-related risks can commence. The following is a list of
questions that must be addressed:
® Prevention and reduction:
—Is there a2 comprehensive. up-to-date disaster recovery/contingency
plan?
—What efforts have been made to check that the plan i1s workable?
——Are the backup and retention of critical files adequate?
— Are there off-site backups of the appropnate files?
— Are the procedures and practices for controlling accidents adequate?
—Have practical measures been taken to control the impact of a di-
saster?
—Is physical security adequate to protect property and equipment?
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— s software secunty adequate to protect important or sensitive in-
formation?’

— Are there appropnate palancing and control checks made at key
points in the processing

— Are there appropnate control checks on the operations’

— Are there appropnate control checks during the development and
modification of systems’

— Do contracts for purchases or leases have terms and conditions that
adequately protect the company 1f there 1s a problem’

— Are facilities and equipment maintained properly?

® Transfer:

— Are those nisks that should be handled by insurance, according (o the
nsk management objectives and the risk analysis. n fact being done
so?

—Has the insurer been evaluated?

® Retention:

—Are nisks retained that. according to the nsk management objectives
and the nsk analysis, should be -

—Have deductibles been used judiciously a insurance policies’

Once the methods available to prevent and reduce nsk losses have been
examined and the nsks to be insured Fzve been determined. attention can be
focused on the insured risks.

In the MIS environment, there are speciai nsks that are cormumonly han-
dled by insurance, including:”’

® Damage to the computer equipment.

@ Cost of storage media.

® Cost of acquiring the data stored on the media.

® Damage to outsiders.

® Business effects of the loss of computer functions.
The types of insurance policies that cover these nisks include property,
liability, business interruption. and fidelity-bonding insurance. Exhibit

XI-6-4 provides a checklist for a review program that deals with insurance
coverage.”

The review of the policies specially wntten for MIS-related nisks should

examine:**

® Coverage of hardware and equipment (i.e., tape drives, terminals,
printers. and CPUs).

e Coverage of media and information stored thereon— For example. a
blanlk tape that is destroved can be replaced at the cost of a blank tape.
If the tape contains impoitant information, however, the value of the
tape plus the value of the lost information must be recovered.

® Coverage of the replacement or reconstruction cost and the cost of
doing business as usual (i.e.. business interruption)—This might
involve renting time on equivalent equipment from a nearby company,
paying overtime wages for reconstruction, and “detective work.™

® Noncoverage of such items as damage to media from magnets, damage

from power failure (blackout) or power cut (brownout), and damage
from software failure.
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1 Secur2 ang examine stalements of company POICY COVerng insurance
2 Reww w written procedures., memorandums. and other matenal 1o aetermine
whetier
* instructions covering the procurement ang mainienance of coverage N accorgd-
ance with company policy are in force
* Procedures are adequate for personnel
3 Rewiew contract hies, lease nies, and perunent rsk analyses [0 determine wnether
the risk management department is informed of risks 1o wnich the company may
be exposed, S0 that adequate coverage may 2 maintained in accordance with
company policy
4 Detarmine requirements for company insurance coverage under ioan agreements,
sales curtracts, and similar items. Venify that the requirements are met
5. Determine whether responsibility for informing the risk management department of
contracts and contract revisions s assignea and enforced so that adequate cover-
age may be maintained
5 Prepare a schedule of poiicies in force with outside carriers showing
= Coverage
* Exposure
* Localions.
* Premium L
¢ Other pertinent data
Heview the types and imiis of coverage Make sure that they are mantaineg n
ial accordance with company policy
4 Examine policies and related correspondence o verify that
* Policies on file are isted in the schedule and policies on the schedule are on hile
* Policies are adequately satequarced
* All significant data 1s shown on the schedule
* The company 1S shown as the insured
* Whare applicable, subsidiary divisions, iocations. and companies are specified
* Endorsements are physically attached to policies and are properly applicable.
* Required premiums or deposits are appraised for reasonableness and accuracy.
* Risks and exclusions or restrictions are definitely specitied and are applicable.
9 Rewview and test the procedures followed by the risk management department to
ensure that:
* When orders for insurance are placed, binders and policies are receved.
= Renewal of palicies s adequately controlied
* Policies are considered for renewal in sufficient ime to permit consideration of
changes.
¢ Invoices for premiums and deposits are reviewed and acproved by the risk man-
ent department beftore forwarding to accounts payable tor payment
= Financial position of insurance carnars s checked periodically
10 Secure acopy of any reports rendered {0 management on insurance operations and
check any financial figures snown on reports with appropriate onginal records
These reports should cover
* Premium cos!
* Insurable values
= Claims paid
« Savings made

Exhibit XI-6-4. Insurance Review Checklist

After 1t has been venfied that the proper items are covered in the policies,
the dollar values assigned must be checked. The nisk analysis data gathered
during the evaluation step of the nsk management process should be used to
compare the dollar values in the policies with the quanufied nsk exposures.
This compansion, however, must take into account any prevention or re-
duction actions as well as any retained nsks (e.g., as with deductibles).

SUMMARY

Orgamzetions must develop a sound nsk management program in order to
determine the adequacy of their DP insurance coverage. The firs? step in
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properly developing a program 's becoming aware of the limits and advan-
tages of insurance and learming the methods of nisk reduction. For the risk
management program itseif. objectives must be determaned. risks must be
identified. categonzed. and evaluated: and nsk-handling techmigues must be
chosen. Understanding insurance choices and the types ot policies available
is also important.

The development of a comprehensive risk

process and a lot of work. Once established
invaluable.

ment program is a long
the benents become
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