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he primary objective of a systems development audit 15 to ensure
that internal controls outlined by svstems personnel are adequate 0
protect the system's integnty. It 1s relatively easy to make changes
to a system dunng the development process. after the system be-
comes operational. modifications may not be practical or economically
feasible. Specific benefits that result from auditor involvement dunng the
development phase include the following:
& System validity and reliability are monitored.
® Auditability of systems design and operation is ensured
* Production of appropnate documentation also is ensured.
® Omissions, weaknesses, and anomalies in the development process are
identified.
® Scheduling or budgetary problems are detected.
® [nappropnate or disregarded system specifications are identified.

Because systems developers, for the most part, object to having their
work checked every step of the way, a practical approach for auditor 1n-
volvement in the systems development process calls for reviews at key
points in the development cycle. These key points and suggested levels of
involvement are listed in Exhibit X1II-2-1. This chapter descnbes these re-
view points and discusses the auditor’s role at each.

THE DEVELOPMENT PROCESS

Systems development can be categonzed into three broad phases:
® Planning.
® Development.
® implementation and operation.
A brief explanauon of these phases follows.

Planning

The planning phase of systems development includes the following
activities:
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Exhibi Xili-2-1. Key Review Points for a Bystems Development Audit

Proj@ct organization

Review of the presen! sysiem
Conceptual aesign
Costbenefit analysis

Project team formabon
Output report design
Computer processing desan
Eauipment raquiremants
Data file documentation
Detailed system design
System development
Operatons and user control
System testing

Conversion

Total

Suggested Audit
Involvement (%)
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® Needs analysis— A study is conducted to determine whether a new

system should be developed.

* Review — The current system is evaluated.
® Conceptual design—The systems flow and other information illus-

trating how the new system will operate are prepared.

* Costbenefit analysis—A detailed financial analysis i1s conducted (o
determine the cost to develop and operate the new system, the cost
saving or additional expense tnat it wall incur, and its projected retum

on invesiment.

Development
The following activities take place dunng the development phase:

® Project team formaton—The group of MIS personnel, users, and

others who will design the new system 1s formed.

® Output report design—The reports to be g=nerated by the system are

descnbed.

® Computer processing design— A detailed flowchart that shows how

transactions will be processed through the computer 1s prepared.

® Equipment requirements— The equipment necessary for system opera-

tion 15 determined.

Implementation and Operation

Duning systern implementation and operation, the following activities

occur:

* Data file documentation—A field-by-field listing of what will be con-

586



Auditing Systems Development

taned 1n each file and a hisung ot the values that can be contained in
each field are prepared

® Detalled svstem design— Speciticauons of the programs contamned in
the system are prepared

® yvstem development— The varnious programs, the job control language.

and other sottware support needed by the system are coded and tested.

Control procedures defimuon— Descniptions of system operation and

the way in which the user will control the system once 1t 1s in operation

are created. This activity includes traiming for operations and user

personnel.

® System testing— In addition to the testing performed bv MIS. users
conduct acceptance testing and independent parnes conduct other (ests

* Converrion—Data 1s transterred from the old to the new system.

® Operauon and maintenance —Change control processes are imple-
mented to monitor and evaluate any changes made to the system and to
maintain the system's control integnty

In reviewing these phases. the auditor examines cntical control points:
how controls are developed. implemented. and enforced throughout the ke
phases of the development cvcle. The completion of each phase usually
corresponds to the key point a* which the auditor should perform a review

The auditor’s first step in the systems development review process is to
determine the amount of time to be allocated to a particular development
project. Once the total hours have been determined. thev can be broken
down as shown in Exhibit XIII-2-1. The auditor’s next step is to develop a
systems development audit plan that includes a schedule for the specific
review points. Although these dates are only estimates. they ensure that
audit resources are available when needed

THE AUDITOR'S ROLE IN THE DEVELOPMENT CYCLE

The auditor’s role in the systems development process generally falls into
two areas:
¢ Reviewing and evaluating the adequacy of controls over the systems
development process.

¢ Reviewing and commenting on the auditability of the application being
developed.

There 1s a definite correlation between a well-managed systems develop-
ment process and a well-controlled automated application. The use of a
proven systems development methodology increases the probability that the
system's internal controls will be effective and reliable.

The responsibility for the auditability of new applications lies jointly with
the user department. systems analysts, and programmers. The user depart-
ment is responsible for specifying the application system controls: imple-
menting these controls i1s the responsibility of the systems analysts and
programmers. The auditor should interact with each of these groups during
the development phase to determine the adequacy of auditability provisions.
By becoming involved at strategic points, the auditor can, with a limited
amount of effort, ensure an adequate control system.
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KEY REVIEW POINTS FOR AUDITORS

The review points listed in Exhibit XI1I-2-1 represent checkpoints in the
systems development process. Auditors use these checkpoints to determine
both the stats of the internal control system and the status of the develop-
ment project itself. These reviews climinate the necessity of devoting large
amounts of audit resources to the development effort. As long as the devel-
opment process is progressing to the auditor’s satisfaction. the need for audit
involvement 1s minimal. At each checkpoint, the auditor meets with the
systems professionals to

® Determine the accomplishments since the last review point.

® Review the questions on the review point questionnaire developed by

the auditor.

* Venfy and validate selected answers to questions asked by auditors.

® Determine the adequacy of the internal control system 1o date.

* Make a judgment on the status of the project.

After completing the review. the auditor makes appropnate recommenda-
ons. If problems arise. a meeting with management may be required.
Before concluding the review. the auditor and systems personnel set a date
for the next review (usuaily at the end of the next development phase).

The Planning Phase

As shown in Exhibit XIiI-2-1, the largest blocks of time are devoted to
the detailed system design, operations and user control, system testing, and
conversion phases. This does not mean, however, that the earlier develop-
ment phases and their review points are less important. In fact, greater
benefits can be realized by attention to these initial phases of the life cycle.
In these phases, auditors should stress the following concerns:

¢ The need for control.

¢ The importance of risk evaluation.

¢ The cost-effectiveness factor in control design.

¢ The usefulness of sample control guidelines.

¢ The importance of user involvement.

¢ The importance of assigning control responsibilities.

* The importance of feedback mechanisms for evaluating controls,

In the early phases, auditors do not determine how controls will be imple-
mented, but they should establish the need for considering these concerns.
This effort helps MIS personnel understand audit objectives.

Another reason for the importance of the auditor’'s involvement in the
planning phase is that at the end of this phase the organization determines
whether a project should be continued. If a project is continued, it is un-
likely that it will be terminated in the future. The decision to proceed is
cntical because the organization will commit a considerable amount of time
and resources 10 the project. Budgets are usually increased and time sched-
ules extended to allow for r difications and unforeseen circumstances. The
auditor should be prepared to recommend that the project be delayed or
terminated if the system of internal controls is inadequate. the project plan is
not detailed enough, or resources are insufficient to implement the proposed
system on time and within budget.
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The toilowing paragraphs discuss each of the review pon s of the plan-
ning phase.

Project Organization— Review Point 1. The auditor should determine
wheher all personnel who have an interest in the development project are
also part of a study team that evaluates the competence of project team
members. The purpose of this study team 1s not to elirninate members but 1o
recommend the addition of new members who possess skills that the ieam
may lack.

Review of the Present System — Review Point 2. An auditor who is not
famihiar with the current system should review the areas that the new system
will affect or replace. This farmlianzes the auditor with the strengths.
weaknesses. and procedures of the existing system. The auditor should also
review the project team's analysis of the current system. To assist the
project team in 1ts anaiysis. the auditor should provide copies of system-
related audit reports.

Conceptual Design—Review Paint 3. The conceptual design of the
system describes the key elements of the final system as well as a methodol-
ogy for controlling the development or operation of the system. It also deter-
mines the resources needed o implement these controls. The auditor should

ensure that appropniate audit and control necds are considered and met in the
conceptual design of the system.

Cost/Benefit Analysis—Review Point 4. The auditor should conduct an
independent review to verify the accuracy of the project team'’s costbenefit
analysis. After implementation. it should be determined whether both the
cost and benefit estimates have bcen met. Deviations from the onginal

esumates should be explaned and documented for reference in future
projects.

The Systems Development Phase

The four key checkpoints included in the systems deveiopment phase
determine in detail what the system does. The system’'s framework and
control objectives are established. Management, including user manage-
ment, usually pays little atention to the system dunng the development
phases. The auditor, however, should ensure that users are involved.

The auditor's pnmary concems during the review of this phase are:

® Have adequate resources been allocated to complete the project?

® Have the user's needs been satisfied by the new system?

® Are the control objectives met through the design criteria?

¢ Are there adequate feedback mechanisms to venfy that controls are
functioning correctly?

® Does the systems development methodology provide feedback to man-
agement on issues requiring revision or correction?

The following paragraphs review the key control points in the systems
development phase.
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Project Team Formation —Review Point 5. Dunng this review. the
auditor should determine whether all personnel atfected by the development
project are adequatelv represented on the project team. The audior must
have the opportunity to interact with the project team. This phase should be
evaluated with the same cnitena used durning project organization (Review
Point 1)

Output Report Design — Review Point 6. The auditor. as 2 system user,
should determine the reports needed for audit purpuses. The auditor must
also determine whether users have requested the reports needed to control
the system. Because a system's usefulness depends on the type of informa-
fion it generates. output reports must be correct and complete. When eval-
uating system output, the auditor should be concerned with reports on the
following:

* Error conditions

* Control informaton

* (vemde conditions
In addition. the usefulness of report data to system users 1s a major concern
of the auditor

Computer Processing Design—Review Point 7. The auditor should
venfy that audit and control requirements have been taken into consideration
in the design of the system. This includes determining whether:

® The control objectives can be met by the design

¢ The user specifications are met by the design.

® The design is practical from the user s viewpoint.

Equipment Requirements — Review Point 8. The auditor should venfy
that the eyuipment allocated for this system will be used effectively and
efficiently and should review any financual analysis prepared for the pur-
chasc of new equipment

The implementation Phase

Most of the auditor's time —approximately 80% —is spent reviewing
activities in this phase. Duning the implementation phase. the auditor's pni-
mary concems are that:

® The system as implemented meets the system specifications and incor-

morales sound control objectives.

* The system 1s implemented on time and within budget.

Adequate documentation has been developed at all required levels.
Users have been '“quately trained.

Users are .ustied with the system as 1t 1s being implemented.
Users are involved in the system tesung process

The conversion system is adequately controlled.

The system is auditable.

There are adequate audit trails and backup facilities.

The following paragraphs discuss the key review points in the implemen-
tation phase.
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Data File Documentation— Seview Point 9. The accuracy and compicte-
ness of the system can be determined by its control of data input and stor-
age. The auditor's objectives are to determine the contents of the data file
for potential audit purposes and to provide an independent opinion as to the
completeness of the data. Data controls usually include:

® [denufying types of data that can be included in a record.

® Determining the audits to be executed on the data.

Establishing procedures for handling rejected data.

Idenufying who his iosponsibility tor data input.

Establishing the retention period for the data.

Documentung how the data will be used and by whom.

Assigning a secunty classification to the data.

Analyzing the nsk to the organization if the data is lost, compromised.
or modified.

Assigning a location for data storage.

Idenufying where the data will be used

LB

Detailed System Design— Review Point 10. The auditor 1« most heawvilv
involved in the detailed system design. Here. the auditor must pertorm
detailed analysis to venfy that design and control objectives have been met
and must review and specify the control requirements of the system. This 1s
a difficult task because 1t requires negotiations with systems personnel to
determine how controls can be installed to meet control requirements eco-
nomically.

System Development— Review Point 11. The auditor must ensure that
the system design and control specificauons have not been changed. The
programmers code and debug the system during this phase. and the auditor
should be available to answer questions concerning the purpose and imple-
mentation of controls.

Operations and User Control—Review Point 12. The documentation
needed by operations and users to use the system effectively and efficiently
is generated at this stage. The auditor's prnimary function 1s to assist and
advise in the development ot procedures and methods that operations per-
sonnel and users can implement to determine whether the system is oper-
ating properly. Because the pnmary cause of system failure 15 the user’s
inability to use the system effectively, users must be provided with adequate
system documentation.

System Testing—Review Point 13. The auditor should venfy that test
data 15 complete and adequate to ensure that the system 1s functioming
properly and that the user 15 participating in the system test. At the end of
system testing and before implementation. the auditor should provide man-
agement with an opinion on the system's adequacy.

Conversion—Review Point 14. The auditor should ensure that sufficient
controls have been implemented to maintain the integnty of the sysiem
during the conversion process. Duning conversion, the auditor should venfy
that:
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* The procedures usually followed 1n systems development are adhered 10
in developing conversion routines

® Data controls are maintained during conversion.

® The conversion is judged successful betore the new system accepts live
data.

System Evaluation, Certification. and Maintenance

When all development phases have been completed. t! - auditor should
evaluate the svstem as a whole and 1ssue an opinion to management as to
whether the system should be put into production. This report should men-
tion any deficiencies in the system that need to be corrected and should also
explain the nisk that the organizaton 1s taking by implementing the new
system. [t 1s important that all audit involvement in the development project
be thoroughly documented in audit workpapers to support all of the auditor’s
findings and recommendations.

This set of audit documentanon can be reused dunng maintenance to
vahdate. venfy, and test the impact ot any changes made to the system The
system should penodically undergo a recertification process to ensure that

control integnty remains intact. These certfications should continue until
the system Is discontinued or replaced.

SUMMARY

The use of the review point techmque is an effective and efficient method
for auditing and monitonng the systems development process. Exhibit
X11I-2-2 presents a checklist that facilitates the implementation and use of
this methodology. The review point technique can be adapted to any stan-
dardized development methodology. If an organization does not use a

standardized methodology, MIS management should see that one is estab-
lished.
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g A. The Systems Development Process
Doss e orgjanizaton nave a fonmai, manage-
ment-controlked ADDMOACH 10 SYSIems 0evelor-
ment7 |

2 Do®es the sysiems Oevelopment Drocess

neiuGe the IoIOWInG StB08 f
Defirwtion of user needs? [ t
e iy |
Foassbidy study?

Cost/beneft analysis? |
Dewmsed systems aniys:s and cesgn /

? |
Testng? [
PTOCScUre preparanon ? |
Comversson? |
System acceptancs ? |

1 Operanons? |

s Postimptementaton audit?

1 Are formal requests for new or revised systems |
orepaned Dy users and suDMMed with Do
AUhONZSHON SgNatLIres | !

4 |3 "he conceptual 0esign Dased On Lser :
neuds? l

5. I8 the conceptual design used 0 determne |
the techmcal and operabonal feasdxity of the |
system? \

6 Is a coctbenefit analyss periormed 0 ensurs
that the concaptual System will economcally
produce results?

7 Wers additional hardware or systems software
needs conmosred in the costhenedt analyss 7

8. Are any acditional hardware or systems
software requarements conssient with the
OgANnZaton s ehor- and Iong-range plana 7

9 ls ihe Ostauled system design conss~ nt with

4 the conceptual dessgn, and is it based on the
lsasddity study &nd costbensfit analys:s ? |

10. Was the detased system des:ign used to |

2 Has a project request document been preparad
10 provide the maans for a user 10 request the
development, procurement. or modificabon of
SOwan of other MiS—related sennces?

3 Does the project request documeant nclude the

A BESNTISNt O CDJSCIVES 10 be ACCOmpNshed

by the proposed proyect?
A descripbon of the sennce 10 De performea 7
Tha reason iof the request?
Mote:
All responses should be indexed 0 appropnate sUPPOMNG COCUMeNts Of recOrds of INeTVEws

Explain negatrve answers and dentify altermate controd procecures.

Exhibit XJii-2-2. Checkiist for a Systems Deveiopment Audit
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A descrioton of Now [he requestasd prowect |
relates Ic other sysiems 7

A statement on prvacy and securtty con-
siderabons 7 |

A list of those funchons inat will be atlectad |
by the proposed project? |

A list of pertinent rederence documents on
he project?

4 Has the project request document been anno-
lated by the recening organizanon with the
loliowang:

The date the reques! was recerved ?

The nardual assigned 0 INvesugale the
request?

The dispcsiton of the request ?

An esumated cost for complsting both a
'easibiity study Or Other anaryss and he
Project as a whoke?

Any addional inkormaton (¢ g., problems
SnCountersd of relerences 1o other per- |
nent wformaton) ? |

5 Has a leasdity study documenrt been prepared
10 provide the following:

An evaiuabon of altematve approaches’ |
An wentficaton ol a proposed approacn 7
6 Does the document inciude the lollowing: [ .

A descnption of the proposed system s
requirements 7

A staternent of the proposed system s maxor
periormance obyectives 7

An anatysis of @Xsting SyStems Mat currently
adtireds tha YOPOESd SYSIeM & reqgure-

7 Has acostbeneiit analysis docurment been
prepared 10 give MANAgers, USers Jesgners. |
and auditors adequate cost and benedt infor-
Maton from wheh to analyze and evaiuate
approaches? I

8. Does he document inciude the lollowing

A descrpbon of altematve sysisns or !

|
|

A comparative costbenefit summary?

Sensdrvity analys:s assessing the extent lo
which costs or benefits would be aftected
by changes i key factors?

Exhibit Xil-2-2. (Conf)
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Yos | No | Comments

| Has a funchional requirements documaent been
Mepared 0 DrOVIde 3 DasiC unuarstanding
Detween users and designers of the sysiem ’
10 Does the document inciude
A siatement of obyectives 10 De met Dy e
N COMDULSr -Daseq sysiem’
A descnpbon of exising Memoads A
L procagures ?
| A degcnption of propossd T almoas |
' procedures 7
; A summary of expected (morovaments
! A summary of /mpacts
I T Has a user manual Deorn Jevewped nal
i Jocumeants tha hunchons of the Comoutes -
! Dased system’
i ¢ Does thws manual include
b A narrative oescnpton of e computer-
L based system?
A descnpton of agram of the computer-
Dased oparaton ?
A descnpbon of the equipment needed o
process (he system”’
The structure and role of sach system
Composent 7
The performance capabiimes of the gystem”
A descrpbon of all data hies used by the |
?
< A descnpton of input. flow of data through
1 the Drocessing Cycle. and output”? | |
The step-Dy-step procedures req.ired 1o | I
indiate processing? | |
The requrements ior prepanng and antenng |
nout data?
The requirements relavant to 8ach output
'8.g.. lomat and requency )’
A st of error _odes or cuNAMoNS Ganarated
by the system and the corrective achons
0 Do laken Dy the user?
The detased NSINUCHONS NECeSSAry 10 inmate
prepare. Drocess. and recerne a query
aAppecable [0 the data base” |
'3 Has an operabons manual been developed
that descnbes the computer-based system and |
s operabonal emvonment for computer
ODershons personnel 7
‘4 Does this manual include
A diagram showng the input, outpu!, data
files. and sequence of operabons of the
computer-based system? |
An wventory of all programs inchuded in the
sysism 7

An wmventory of sach tarmanent hie thai s
referenced. Creaied. or updated by he |
i system 7 |
I A st of the vanous runs possibie and a | |
| summa‘y of each run s purpose’? ‘ | [
| A descrpoon of e manner in which e | | |
| Syatem advances trom one run o another | ‘
0 compiete the entire run cycle ! |
The job control statements needed for aach ‘ |
un?

Exnibit XHil-2-2. (Conn
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Operawor instruchons for each un’

The output reports for sacn run 7

The output reports that need 1o ba repro-
duced by other means 7

The restarn and recovery procedures for
sach run?

Arty emargency procedures?

A Oescnpuon of procedures 1o running e
Compuier-nasad system through remote
‘evices?

'S Does the operabons manual exciude
Program iogic charts or decision tables ™
Copies of program tistings?

6 Are program hStNgs INBCCRsSIDIE 10 computer

Opérabons personnel’?

Are computer Operatons personnel denked

acces= o other program and Sysiem oocu-

.o 7

18. Has a program maintenance manual been

developed that Jives the mantenance pro-
grammer suthcient information 1o understana
the programs. thesr operating emvronment,
and thes Manisnancs procedures 7

assembly or cCommiaton 1o snsure thal emors
diacknsed by ihese transiator routnes dre
comected?

3. Is test data. not live data_ usad to tes:
Ccomputer programs 7

4. ls sach program and subsystem lested, fol-
lowad bry a test of the antre syste.n?

5 Is 1est data treated like kve data. instead of
carmyng specal codes 1o indicate 1t 1s not
produchon data ?

6. Are sufficent volumes of test transacbons
having & wide range of valid and rvaid
condtions enened?

7. Is suffickent tir = ~Hocated for thorough testing?

8. Have sufficent pers.~~_. been allocated lor
lesting purposes !

9. Are there lest cases mat evaiuate the foliowing

Mainiine and end-ol-job logic ?
Each routine ?

Exhibi#t XIl-2-2. (Conf)
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~akculavons?

Missing data?

Extraneous data’?
Amounts?

Unrs?

Compostion?

Logic oecisons?

Lim or reasonabia chacks ?
Sign?

Record matches’
Sequence?

Chack agit?

Crosstooting of quantitative aata’
Control otais?

Recora mismatches

D. Program

a

(X1

e

w

w

Changes
Are computer programs revised only after
writien reques! by users and approval by user
management 7
Do these written requests descnba the pro-
posed changes and reasons lor them 7
Do these requests include secunty and DrIvacy
specificabons?
Is a change recuest form or other means of
documentahon used to orginate program
modifications.
If s0, are ail change request forms sequennaily
numbered and accounted lor?
Are program modificabons thoroughly tested
10 ensure that the moaimcabon functions
propedy?
Are program modificabons subjected 1o system
acceptance before beng placed in operaton ?
I8 thete a imdt on the aumber of bmes a
program can be changed?
Are departments that iniate changes n master
files or program instructons turnished with a
NOtCe Of Other JOCUMeNtaton showing changes
actualty macge?
Do users make the final decision on whether
the modification meets therr needs?
|s program documentabun changed 1o refiect
program modificabors 7
Is system documentaton chanoed to refiect
program moaficatons ?
Is op S docy
program maodificatons 7
Is user documentation changed to refiact
program modificatons 7
Lre procadures i place 0 determine whathar
any other system s affected by the program
modification 7
Doen the volume of regularty scheduled
program mv  icatons indicate a probiam with
programs  uC.adures, of the computer-based
system?
Do computer operations personnel have a list
of indiniduals to notity if a computer-based
system requires an emergINCy or Immediale
modification?

n changed 10 efiect

Comments

Exhibit Xill-2-2.
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Yes | No | Comments

| 18 Are individuals on the preceding st the onty

i . applicanor. programmaers allowed in tha com-

il puter room?

i 19 Are outdated source programs deleted from

| the produchon sour  ibrary ?

| 20 Are oputdated load modules celeted from the

| axeculable load module library?

21 Are job control statements that reiate 1o
Quldated programs discarded”?

22 1s documentation that relates 1o outdated
programs discarded?

23 Is there a proceoura to prevent suspenled

L programs from beng used?

1 24 Is a special hbrary used for source programs
Or execulabie oad moauies aunng the 1esing
and sysiem acceptance phases /

25 Is an axecutable ipad module ibrary used for
PIOCUCTION Processing?

26 Does the sxeculable lad module library keen
track of such nformation as date, sequence,
who made the change, and the change?

27 Does the organizabon use automated methods
(8.9, @ program hbrary systems software pack-
aQe) o rastnct Accass o computer programs 7 |

Exhibit XII-2-2. (Conn
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