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Mr. Chairman and Member6 of the Subcommitteet 

We appreciate the opportunity to discuss the results of our 

review of the Department of Energy‘s (DOE) reinvestigation of 

employee rrecurity clearances. This review was performed at your 

request and the reaults were included in our report entitled DOE's 

Reinvestiqation of Employees Has Not Been Timely, to you on 

March 10, 1987. This report addresses only one element--employee 

reinvestigations-- of DOE's security clearance program. The results 

of our ongoing work on other aspects of this program, being 

performed at your Subcommittee's request, will be provided to you 

this summer. 

Essentially, Mr. Chairman, our review disclosed that DOE 

headquarters and some field offices have not met DOE's past 

security clearance reinvestigation goals and, perhaps more 

significantly, may not be able to meet them in the future. 

Clearance investigations are important because they are aimed at 

identifying employees of questionable trustworthiness. Because DOE 

has not performed many reinvestigations (about 76,000 of 121,000 

employees at DOE headquarters and at three field offices we 

reviewed are overdue for a reinvestigation) employees are being 

allowed to perform classified work although they may not be 

suitable for a security clearance. DOE's workforce had included 

cleared employees holding sensitive jobs in weapons production 

facilities who had serious drug, alcohol, or other problems that 
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raised questions about their suitability for clearance. 

Furthermore, DOE may now have similar employees in its work force 

but such employees may not be identified until required 

investigations are completed. Because of the importance of the 

reinvestigation program, we recommended that the Secretary of 

Energy develop a plan to bring headquarters and field offices into 

compliance with DOE's directive on clearance reinvestigations. 

Before discussing the details of our review, I would like to 

provide a brief overview of DOE's security clearance program. 

/ BACKGROUND , 

Many of DOE's programs involve sensitive, national security 

issues; the nuclear weapons program is one of the most sensitive. 

To protect these programs from security breaches, DOE requires 

employees --its own and those of its contractors--to obtain a 

security clearance to establish their trustworthiness. The 

, investigations required for initial clearances and for 
, 
I reinvestigations are performed for DOE by the Federal Bureau of 
, 

Investigation (FBI) and the Office of Personnel Management (OPM). 

DOE and other federal employees with access to DOE's 

facilities or records and DOE contractor employees hold about 
I 
I 
/ I 218,000 clearances. DOE employees hold about 4 percent of the 
/ 

total; contractor employees, about 93 percent: and other government 
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agencies' employees and congressional staff, the remaining 3 

percent. 

To ensure the continued trustworthiness of cleared employees, 

DOE currently requires all cleared employees to be reinvestigated 

at 5-year intervals. 

DOE issues five levels of clearances: Q sensitive, 0 

nonsensitive, Top Secret, "L", and Secret. An employee with a Q- 

sensitive clearance has access to nuclear weapons design, 

manufacture, or use data: disclosure of information along these 

lines to a foreign, hostile source could cause exceptionally grave 

damage to the nation. On a lesser scale, an employee with a secret 

clearance has access to information on the military's plans for 

using nuclear weapons; disclosure of this information could result 

in serious damage to the nation. The level of clearance determines 

the scope and depth of the initial investigation and the 

reinvestigation: it also dictates the type of information, 

facilities, and material to which an employee has access. 

(Attachment I shows the clearance levels and the type of 

reinvestigation required). 

Management of the clearance program is decentralized with 

responsibility distributed among headquarters and the eight field 

offices that oversee the activities of numerous contractors at 27 

DOE-owned facilities. The headquarters Director of Safeguards and 
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Security is responsible for setting security clearance policies and 

directing the clearance program for headquarters employees. The 

Director is not responsible for staffing or funding the clearance 

programs at the field offices. DOE '8 eight field office managers 

are responsible for their own clearance programs. 

Our review was performed at DOE headquarters and the Richland, 

Washington: Oak Ridge, Tennessee; and Albuquerque, New Mexico, 

offices which have about 121,000 clearances--about 55 percent of 

DOE's 218,000 clearances. At the time of our review, about 76,000 

of the 121,000 employees in these offices were overdue for a 

reinvestigation. Clearance information on the type, level, and 

reinvestigation backlog for these offices is shown in attachment 

XI. 

PERIODIC REINVESTIGATION OF 

EMPLOYEES HAS NOT BEEN TIMELY 

DOE requires that previously cleared employees be 

reinvestigated periodically to determine whether personal problems, 

such as indebtedness, alcoholism, drug abuse, or mental illness, 

have developed since they received an initial clearance. These 

reinvestigation8 are needed to determine whether an employee with 

such personal problems could be a possible candidate for certain 

activities, such as espionage, that would endanger national 

security. Failure to conduct required reinvestigation8 increases 
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the potential for Becurity risks because personal problems can go 

undetected for a long time without DOE evaluating whether a 

clearance should be revoked. We are concerned that some DOE 

offices have not fully implemented the periodic reinvestigation 

program in the past and, perhaps more significantly, may not be 

able to implement it in the future. 

Importance of Conducting 

Timely Reinvestiqations 

Recent security leaks at various federal agencies have shown 

that cleared employees can change their behavior in ways that pose 

a significant security threat. Our review of DOE's reinvestigation 

program shows that some cleared DOE employees are engaged in 

activities that raise questions about their suitability for a 

clearance. For example, in 1984, Oak Ridge's review of security 

questionnaires completed by employees identified between 2,500 and 

3,000 employees who needed a reinvestigation to determine whether 

problems they reported, such as drug use, were serious enough to 

warrant terminating their clearances. In addition, in 1986, Oak 

Ridge identified 250 of 12,000 employees at one facility suspected b 

of using drugs, including 6 security guards who worked at and had 

access to all parts of facilities where various weapons parts were 

manufactured. Oak Ridge discussed the alleged drug use with the 

250 employees. Subsequently, five of the security guards were 

. 
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suspended and other appropriate actions are underway for the other 

guard and remaining employees. 

In some cases DOE is provided information about their 

employees by others, such as the local police, when an arrest is 

made that raise security concerns. In some instances, those 

concerns might have been identified earlier if DOE offices had 

performed required reinvestigations. For example, in our review of 

the 171 most recent cases (as of July 1986) at Oak Ridge and 

Richland where clearances were being considered for termination, we 

found that 22 cases were overdue reinvestigations. If those 

reinvestigations had been done, their problems may have come to 

DOE's attention earlier. These employees held sensitive jobs, such 

as armed security guards, and also had serious alcohol and drug use 

problems-- including on-the-job drug use. 

Pre-December 1985 Reinvestiaation 

Policy Was Not Fully Implemented 

Prior to December 1985, DOE required that only employees with 

the highest clearance level --about 12,000 of its 218,000 

clearances --have their backgrounds reinvestigated every 5 years. 

Even with this relatively limited reinvestigation program, DOE 

offices were not able to perform the required reinvestigations. 

DOE clearance officials attributed their inability to meet 

reinvestigation requirements to such things as management 

6 



inattention, inadequate budget and staff resources, insufficient 

support from OPM, and an increase in the workload generated by 

clearance questionnaire forms that DOE revised in 1983. 

Specifically, we found that 

-- headquarters did not do periodic reinvestigation8 for DOE 

headquarters employees until 1982 and did not begin doing 

them for headquarters contractors until January 1987; 

-- Richland had no reinvestigation program prior to 1985: and 

-- Oak Ridge had developed a reinvestigation backlog by early 

1984. 

Albuquerque appears to have met the pre-December 1985 

reinvestigation requirements. 

DOE attributed the problems with the reinvestigation program 

at headquarters and .the field offices to a variety of reasons. 

Headquarters security clearance officials told us the funds 

headquarters requested to perform required reinvestigations between 

1977 and 1981 were denied by either DOE, the Office of Management 

and Budget, or the Congress. Although headquarters received funds 

and began a reinvestigation program in 1982, a February 1985 report 

assessing headquarters' security program prepared by DOE's Office 

/ of Security Evaluation, noted that headquarters was not conducting 
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scheduled reinvestigations for contractors because funds and staff 

were inadequate. Although the report and headquarters officials 

acknowleugeu a shortage of funds, our review disclosed that between 

fiscal years 1984 and 1987, DOE's budget submissions to the 

Congress stated that it had adequate funds to meet clearance 

requirements. 

A Richland official told us that it did not have a 

reinvestigation program until 1985 because of,inadequate staff and 

funds and because DOE headquarters did not encourage Richland to 

conduct reinveetigations. Oak Ridge officials told us they were 

able to comply with its reinvestigation requirements until 1984 

when a newly revised security questionnaire identified over 2,500 

cases (out of about 5,000 cases received) with derogatory 

information that required a background investigation. These cases 

caused a backlog because adequate resources were not available at 

OPM to perform the reinvestigations or at Oak Ridge to conduct its 

part of the reinvestigation review. 

Obstacles DOE Faces In 

Implementins New 1985 Requirements 

In December 1985, after nearly 2 years of draft review and 

comment, DOE issued a new Personnel Security Program Order that 
I revised its 1968 order and greatly expanded the scope and depth of 
I 

the reinvestigations required nationwide. In addition to requiring 

8 



requiring 5-year background reinvestigations for about 12,000 Q- 

sensitive clearance holders, the new order required background 

reinvestigations for an additional 144,000 Q-nonsensitive and top 

secret clearance holders, and credit and national agency checks for 

another 56,000 "L" and secret clearance holders. This policy 

change resulted in an immediate backlog of about 76,000 employees 

requiring some type of reinvestigation at Richland, Oak Ridge, 

Albuquerque, and DOE headquarters. Attachment II shows the impact 

of the new order at these locations for clearances in effect in 

July 1986. 

Although DOE issued guidance in July 1986 stating that the 

backlog should be eliminated by 1991, it provided for no additional 

resources and little guidance on how to reduce the backlog within 

existing resources. Eliminating the backlog by 1991 will be 

impossible without a tremendous increase in resources and effort. 

For example, assuming the current number of cleared personnel, 

eliminating the clearance backlog, and keeping current with 

additional clearances coming due for reinvestigation8 each year 

will require headquarters and the field offices to greatly increase 

the numbers of reinvestigation8 they process. DOE will have to 

conduct about 24,000 reinveetigations in 1987--up from 4,000 in 

1905. The required workload increase at each office ranges from 

almost 200 percent at headquarters to over 1,100 percent at 

Albuquerque. 
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The projected increase in the numbers of needed 

reinvestigation8 is only one of several components that may 

increase the workload of DOE's clearance offices. For example, 

Oak Ridge's Director of Safeguards and Security told us that 

alleged drug use information has increased several-fold since 

January 1984 following introduction of the revised clearance 

questionnaire. If a similar trend develops at other DOE clearance 

offices, their workload may also be greatly increased. In 

addition, investigations that turn up suspected employee drug use 

may also identify other employees with suspected drug use who will 

need to be investigated sooner than planned. 

DOE has been slow in identifying resource needs and 

requesting, approving, and providing those resources to address the 

large workload increase that the December 1985 policy created. For 

example, during August and September 1986, we discussed with the 

field offices the expanded workload requirements and their plans 

for meeting them. None of the offices believed that they could 

meet the required workload, but none had requested added resources 

/ or developed a plan for how they would get current on 
/ reinvestigation8 by 1991. Subsequently, Richland requested three I, 

additional clearance employees and Albuquerque requested 13 

employees they believed necessary to eliminate the backlog. As of 
, 
I April 1987, Richland had obtained two of the three staff members, 

! but at Albuquerque, the requested staff had not been provided. 
/ Furthermore, Oak Ridge had not requested additional staff. 

I 
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In similar discussions with headquarters clearance officials, 

we were told that requests had been made to fill two vacant 

positions and hire four additional staff. They received approval 

to fill the vacancies and also to obtain temporary help from OPM. 

Five OPM employees have been temporarily assigned to DOE for 4 

months. The first vacancy was filled when DOE transferred one 

individual in January 1987 to administer the contractor 

reinvestigation program. The second vacancy had not been filled at 

the completion of our work, and the request for four additional 

staff has not been acted on. 

I Another way to address the expanded workload is to reduce the 

numbers and levels of clearances. Some DOE actions have shown that 

this may be possible. For example, in response to a July 1986 

report from DOE's Inspector General, DOE terminated 3,000 of over 

16,000 active clearances at headquarters for employees no longer 

affiliated with DOE. Similarly, Richland reviewed its clearance 

files and terminated over 2,000 of about 16,000 clearances. 

Albuquerque and Oak Ridge clearance officials told us they are also 

taking steps to eliminate unwarranted clearances from their files. 

In addition, DGE has identified other methods to reduce the 

reinvestigation workloads, such as downgrading clearances,and 

reducing the area in some buildings in which only cleared employees 

are permitted. So far, little progress has been made in reducing 
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clearances from these efforts. For example, Richland is waiting 

for funding to reduce the size of classified areas in one building. 

In summary, Mr. Chairman, our March 1987 report to you 

identified a number of problems with DOE's security clearance 

reinvestigation program. Therefore, we recommended that the 

Secretary of Energy develop a plan to bring headquarters and the 

field offices into compliance with the December 1985 Personnel 

Security Program Order. The plan should consider 

(1) reinvestigation workload requirements, and (2) resources needed 

to meet those requirements. 

Because the reinvestigation workload is directly related to 

the numbers and levels of active clearances, the first step in the 

planning process should focus on how those numbers and levels can 

be reduced. DOE may be able to reduce clearance numbers and levels 
, by ensuring that only employees who require clearances have them, 

that employees have the lowest clearance level needed to do their 

/ / jobs, and that clearances for individuals who are no longer , 
associated with DOE are promptly terminated. The results of our 

ongoing work on the remainder of DOE's security clearance 

activities may provide more specific suggestions for reducing 

clearance numbers and levels. 

In addition, the Secretary should direct the Assistant 

Secretary for Defense Programs to review and approve the plan, 

monitor its implementation, and annually report to him on 

compliance with DOE directives. This hearing will provide an 
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excellent opportunity for your subcommittee to explore our 

recommendations with DOE officials, as well as what they can do to 

expedite their reinvestigation workload. 

- - - - - 

This concludes my testimony. We would be pleased to respond 

to any questions you or members of the Subcommittee may have. 
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ATTACHMENT I 

CLEARANCE LEVELS AND TYPES 
OF REINVESTIGATION REQUIRED 

--.--- 

nmmagwn~p(#tso#rrmkrl~ VBWWlW 
OOUWitiW fEUaokpoundnimm~tiortSftOfSyUn.FBItikMd fBitmckgroundroinve8tiitionafters 8. Natlonal 

fblgupmofleckeverysyasr8~er. rgrncyandcreditcheckafterlOandl&%rs.FBI 
background rdnvmtiitii after 20 yam. N8tiirl agency 
andcrect~tctlack~5yrur~ef. 

OPMEeckgroundretnvutigationafter5years.FBtfikand 
fingmpint oheck every S years themafter. 

Of%4 limited background reinvut~tion after 5 years. 
Naticnalapncy8ndcreditcheckafter1Oand 15years. 
Off4 speaai background rtivcntigation atter 20 years. 
tWon8l agency and cmdit chock Iw(wy S years thereafter 7 

OttWO sama as ebove for all 0 nonaenaitii dwances. 
:- 
:L DOE review of upctatod poraonnei Wcunty questicmaire Nationa 

-0fJY.w. of u&t r 
y and credit check after 5 years. DOE revlow 

per8onneI socuri 
and fingmrpdnt Mock after 1 tr 

quWonnrjr~ plus FBI fiIe 
ahd 15 years. National agency 

lTopseor.t None. 
secfet f4one. 

and credit check after 20 year&DOE review of updated 
personnel security qusrtionnrin and FBI fib and fingerprint 
check l vety 5 years thereafter. 
Same as 0 nonsenritive. 
same u “L.” 

QoE.8 Deputy Dwectw for securlb lnterpfeutlon of requK~t8. 
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/ , ATTACHMENT II ATTACHMENT II 

CLEARANCES BY TYPE 
AT POUR OFFICES COVERED 

t28ut8mvo,,,---,,o La- lwal 
=)mdqwucrrr 3,eee 7,583 l,(w)5 189 1,018 13,569 
RtcRf8nd 245 10,516 3,828 0 7 14.596 
o8ltRidge 1,290 34,386 6,206 243 1,352 U1187 
ubuauuau8 3.331 14.017 988 2 14 48.662 

am au22 lUl7 43i t98a 121.,313 

Impact of DOE's December 1985 
Reinvestigation Policy on 

Clearances in Effect in July 1986a 

08k Ridge 1,282 43.985 29.940 
Albuquerque 3,817 48,756 33,314 
DOE hordqurrtws 2,936 7.577 3,434 
Tow 8,378 114,879 tsma 

‘Al l~l( i~nM~e~uel~~hom~nfomutronDOE~~~ts fialdofficrsm July 1QWmdm 
inter@ed to show the wicreeee m Cfeerence workkad sobly l ttnbuteble to the Dwxmber 1985 relnvertl- 
getlon policy Detr exclude cleemncer for other govemment etpcy employees 

%a cMcussoU @orher. Rtchlend Oek Rdge. end DOE heedcwuters dd not meet these quotes 




