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GAO Moves Aggressively to Protect Personal Info

WASHINGTON, June 23, 2006 — The U.S. Government Accountability Office
(GAO) has pulled from its website archival records that contain some personal
identifying information of selected government workers, and it is calling on other
database providers -- both public and private -- to remove such materials as well.

The GAO learned this week that certain old documents containing individual
names and social security numbers — and, in some cases, additional identifiers such
as addresses - had been posted to the GAO website. Among the documents, for
example, were audit reports from the early 1970s of Department of Defense travel
vouchers. Supporting documentation attached to some of those reports included
service members’ names and other personal identifiers.

As soon as the agency learned that such documents had been posted, David M.
Walker, Comptroller General of the United States and head of the GAO, ordered them
immediately removed from the GAO website. He also asked GAO administrators to
immediately initiate contacts with other agencies, including the Pentagon, as well as
private companies to urge them to purge similar files from their Internet databases.
While there is no evidence that this information has been misused, the GAO also
launched an intensive effort to attempt to contact the individuals named in the
documents and notify them of potential disclosures.

GAO estimates that this involves fewer than 1,000 individuals.

“This was certainly regrettable but totally inadvertent,” Walker said. “GAO
strives to be a model federal agency, and that includes transparency -- we make
virtually all our reports, testimonies, and other work products accessible to the
public. At the same time, we are very concerned about personal privacy.

“Several years ago, GAO began the process of digitizing archival records and
posting them to our website. This week we discovered that some of the older
records, dating from the 1920s to the 1980s, contained individual names, addresses
and other information. We took immediate steps to correct the situation.
Fortunately, these records are of little public interest, and we are aware of no
compromises of any individual’s identity. Nonetheless, we are taking this very, very
seriously.”

The GAO was alerted to the postings on June 20 by an employee of an
Inspector General for a federal agency, not by an individual identified in any of the
documents.



Sallyanne Harper, GAO’s Chief Administrative Officer, said the agency has
halted the posting of archival materials and initiated a review of those records to
ensure that all personal information is redacted before they are digitized.

“We are doing everything possible to ensure that this does not happen again,”
Harper said.

#HH#

For additional information, contact Paul Anderson in GAO’s Office of Public
Affairs, 202-512-4800 or andersonpl@gao.gov

The Government Accountability Office, the audit, evaluation and
1nvestigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO examines
the use of public funds; evaluates federal programs and policies; and provides
analyses, recommendations, and other assistance to help Congress make informed
oversight, policy, and funding decisions. GAO’s commitment to good government
18 reflected in its core values of accountability, integrity, and reliability.

Page 2


mailto:andersonp1@gao.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


