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Since 1990, GAO has periodically reported on government
operations that we have identified as “high risk” because
of their greater vulnerabilities to waste, fraud, abuse, and
mismanagement. This effort, which was supported by the
Senate Committee on Governmental Affairs and the
House Committee on Government Reform, brought a
much-needed focus on problems that are costing the
government billions of dollars. To help, GA0O has made
hundreds of recommendations to improve these high-risk
operations.

Overall, agencies are taking these problems seriously and
making progress in trying to correct them. The Congress
has acted to address individual high-risk areas through
hearings and legislation. Moreover, these high-risk
problems contributed to the Congress enacting a series of
governmentwide reforms to strengthen financial
management, improve information technology practices,
and instill a more results-oriented government.

GAO’s high-risk status reports are now provided at the
start of each new Congress. This update should help the
106th Congress in crafting its oversight and legislative
agenda. While progress has been made in correcting
high-risk problems, sustained attention by the Congress



in overseeing agency efforts is needed to make further
headway in producing lasting solutions.

Over time, as high-risk operations have been corrected
and other risks have emerged, we have removed areas
from the list and added new ones to keep the Congress
current on areas needing attention. The appendixes to
this report show this chronology, provide our current
high-risk list, and identify GAo staff who can provide
additional information.

The determinations of which government operations are
considered “high risk” in our 1999 update report were
made using the same methodologies and criteria as prior
reports. This was done in order to assure consistency in
approach between update reports and minimize related
“expectation gaps” on the part of the departments and
agencies being reviewed. An increasing amount of
information is becoming available as a result of
implementation of various federal management reform
initiatives, such as the Results Act and the Chief Financial
Officers Act. This information makes it possible and
appropriate to periodically reassess the methodologies
and criteria used to determine which operations,
functions, and entities are considered “high risk.”

GAO plans to undertake a comprehensive review and
reassessment of this area, employing matrix management
and other concepts, for use in our next update report
scheduled for 2001. In conducting this review and
reassessment, and consistent with our normal practices,
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we will consult with key stakeholders, including
congressional and agency representatives, before
finalizing our approach. This effort will likely result in
new ways of determining and presenting risk, especially
in connection with selected functions (e.g., strategic
planning, organizational alignment, human capital
strategies, contract management) as well as at the overall
department and agency level. At the same time, the
ultimate determination of what is considered “high risk”
will continue to involve the independent, professional,
and objective judgment of GAO professionals.

Copies of this report are being sent to the President, the
congressional leadership, all other Members of the
Congress, and the heads of major departments and
agencies.

W ——

David M. Walker
Comptroller General
of the United States

Page 3 GAO/HR-99-1 High-Risk Update



Contents

Executive
Summary

Addressing
Urgent Year 2000
Computing
Challenge

33

Resolving Serious
Information
Security
Weaknesses

55

Ensuring Major
Technology
Investments
Improve Services

66

Providing Basic
Financial
Accountability

82

Reducing
Inordinate
Program
Management
Risks

Page 4

115

GAO/HR-99-1 High-Risk Update



Contents

Managing Large
Procurement
Operations More
Efficiently

146

Appendix I
Chronology of
High-Risk
Designations

170

Appendix II
Key Contacts for
High-Risk Areas

Page 5

173

GAO/HR-99-1 High-Risk Update



Executive Summary

In our 1997 update for the 105th Congress,
we reported that progress had been made in
addressing the 20 high-risk areas being
tracked at that time. We cautioned, however,
that much more effort was needed to fully
implement real solutions to these serious
and long-standing problems. Also in 1997, we
added five areas—the Year 2000 computing
challenge and information security as
governmentwide risks, the Supplemental
Security Income program, defense
infrastructure, and the 2000 Decennial
Census.

Since 1997, agencies have focused on
developing action plans and are trying to
resolve weaknesses; the Congress has
heightened its attention by reviewing
agencies’ progress and taking legislative
action. Because of sustained, tangible
improvement in one area—the U.S. Customs
Service’s financial management—we are
removing its high-risk designation, making
this the sixth area to come off the high-risk
list since GAO began this effort in 1990.!

Prior areas removed include (1) the Bank Insurance Fund, (2) the
Pension Benefit Guaranty Corporation, (3) the Resolution Trust
Corporation, (4) State Department Management of Overseas Real
Property, and (5) Federal Transit Administration Grant
Management (GAO/HR-95-1, February 1995).
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Executive Summary

In the remaining areas, more needs to be
done to achieve real and sustained
improvements. In many cases, agencies have
agreed with GAO recommendations but have
not yet fully implemented them. Also, many
good plans have been conceived but the
more difficult implementation task of
successfully translating those plans into
day-to-day management reality lies ahead. It
will take time to fully resolve most high-risk
areas because they are deep-rooted, difficult
problems in very large programs and
organizations.

Continued perseverance in addressing the 26
areas that are the current focus of our
high-risk initiative will ultimately yield
significant benefits. Collectively, these areas
affect almost all of the government’s annual
$1.7 trillion in revenue and span critical
government programs and operations from
certain benefit programs to large lending
operations, major military and civilian
agency contracting, and defense
infrastructure. Lasting solutions to high-risk
problems offer the potential to save billions
of dollars, dramatically improve services to
the American public, and strengthen
confidence in the accountability and
performance of our national government.
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Executive Summary

Addressing
Urgent Year 2000
Computing
Challenge

Resolving the Year 2000 computing problem
is the most pervasive, time-critical risk
facing the federal government today due to
its widespread dependence on large-scale,
complex computer systems to deliver vital
public services and carry out its massive
operations. Unless adequate actions are
taken, key federal operations—national
defense, benefit payments, air traffic
management, and more—could be seriously
disrupted. Our purpose in designating this
area high-risk in 1997 was to stimulate
greater attention to assessing the
government’s exposure to Year 2000 risks
and to strengthening planning for achieving
Year 2000 compliance for mission-critical
systems.

Over the past 2 years, the government has
revamped and intensified its approach to this
problem. Due to growing recognition of the
challenges involved and encouragement
from the Congress, in February 1998, the
President established a Year 2000 Council
and agencies have been much more
aggressive in tackling the problem. Also,
both the House and Senate have been
relentless in assessing the state of readiness
in government and the private sector
through many hearings as well as passing
emergency funding and legislation to
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Executive Summary

promote sharing of information on Year 2000
issues.

Preparedness has improved markedly, but
significant challenges remain and time is
running out. Critical testing activities need to
be thoroughly completed and effective
business continuity and contingency plans
must be crafted and in place throughout
government. To help agencies mitigate their
Year 2000 risks, we produced a series of
Year 2000 guides and issued over 70 reports
detailing specific recommendations related
to Year 2000 readiness of the government as
a whole and of a wide range of individual
agencies.

Moreover, the nation faces significant Year
2000 challenges which span all spectrums of
our national economy as well as globally.
Accordingly, the President’s Year 2000
Council has been reaching out to the private
sector, state and local governments, and
other countries to increase awareness.
Consistent with our recommendations, the
Council has recently begun to assess the
readiness of various sectors, including
power, water, telecommunications, health
care, and emergency services.
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However, at this juncture, a comprehensive
picture of the nation’s readiness remains
incomplete. A great deal more needs to be
done—both domestically and
internationally—to effectively determine
readiness and prepare necessary
contingency plans. Such actions are
imperative to ensure that
technology-dependent services and
operations operate reliably after the turn of
the century and that disruptions are
minimized. (See page 33.)

Resolving Serious Information security has become a concern

Information in virtually every aspect of our lives as we
Security move toward a society that is increasingly
Weaknesses supported by computer technology and

interconnected on a global scale. We
designated information security as a
governmentwide risk in 1997 because
growing evidence indicated that controls
over computerized operations were not
effective and there was compelling
information that risks were increasing. Since
then, greatly increased recognition of the
importance of information security has led
to significant actions, including a
Presidential directive requiring each major
department and agency to develop a plan for
protecting critical infrastructures. A series of
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Senate hearings has also highlighted these
risks and the need for greater action.

Continuing computer security weaknesses
put critical federal operations and assets at
great risk. Such problems are disturbing
because they make it easier for individuals
and groups with malicious intentions to
intrude into inadequately protected systems
and use such access to obtain sensitive
information, commit fraud, or disrupt
operations. In today’s environment, these
threats include a range of military enemies,
criminals, and terrorists who have the
capability to severely disrupt or damage the
systems and infrastructures upon which our
government depends. Accordingly, much
more needs to be done to ensure that
systems and data supporting essential
federal operations are adequately protected.

To help further strengthen computer
security practices, we issued a
framework—based on best practices of
leading organizations known for excellent
security practices—for managing risks
through an ongoing cycle of activities
coordinated by a central focal point. While
agencies have responded to numerous
recommendations included in our reports
and those of the Inspectors General,
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agencies need to put in place comprehensive
security programs based on best practices.
Strong governmentwide leadership also is
important to ensure that executives
understand their risks, monitor agency
performance, and resolve issues affecting
multiple agencies. (See page 55.)

Ensuring Major
Technology
Investments
Improve Services

Successfully applying modern technology is
central to improving government operations
and generating better service to the
American people. Many efforts to achieve
such goals have been plagued by huge cost
overruns; schedule slippages measured in
years; and marginal benefits in improving
mission performance, cutting costs, and
enhancing responsiveness. In 1995, we
designated four troubled multibillion dollar
modernizations as high risk; their ultimate
success is key to the government’s future
ability to deliver critical services—safe and
efficient air travel, modern tax processing
and customer service operations, and
improved weather forecasting—and the
improvement of systems that support
national defense operations.

Over the past 17 years, the Federal Aviation

Administration’s (FaA) $42 billion air traffic
control modernization program has
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experienced cost overruns, schedule delays,
and performance shortfalls. Our work has
pinpointed solutions to some of the root
causes of these problems, and FAA has
initiated efforts to resolve them. However,
FAA’s reforms are not yet complete and
several major projects continue to face
challenges that could affect their cost,
schedule, and performance.

The Internal Revenue Service (IrRs) has spent
over $3 billion during the last decade
attempting to modernize its outdated,
paper-intensive approach to tax return
processing. Our reviews over the past few
years identified serious management and
technical weaknesses with IRS’
modernization, and we made
recommendations to help 1rs, among other
things, build the capability necessary to
successfully modernize its systems. IRS has
agreed to implement our recommendations
and is working to build its capability before
it begins modernizing tax processing
systems.

In the 1980s, the National Weather Service
(Nws) began a nationwide modernization
program to upgrade weather observing
systems to achieve more uniform weather
services across the nation, improve
forecasts, provide better prediction of severe
weather and flooding, and achieve higher
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productivity. Although Nws is nearing
completion of its modernization, we are
concerned about its ability to deliver on the
final and most critical piece of the
modernization—the Advanced Weather
Interactive Processing System—which is to
provide the workstations that integrate
observing systems data and support
forecaster decision-making. The Advanced
Weather Interactive Processing System has
been delayed and become more expensive
because of design problems and
management shortcomings. NWS reports that
it is making considerable progress in
developing and testing these workstations,
but concerns about cost, schedule, and
technical risks remain.

The Department of Defense (DOD) has an
$18 billion investment to replace almost
2,000 inefficient, duplicative systems with
more cost-effective systems. This
effort—while necessary—is plagued with
poor management controls and too little
assurance that the investment will achieve
the department’s technology objectives.

In summary, we have made comprehensive
recommendations for each of these efforts
that, if implemented, would fundamentally
improve project management, introduce
needed engineering rigor, and promote
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disciplined decisions on project funding.
These four agencies are making needed
improvements, but most of our
recommendations have not yet been fully
implemented. Consequently, serious risks
remain. (See page 66.)

Providing Basic
Financial
Accountability

The requirements of the Chief Financial
Officers Act, as expanded by the
Government Management Reform Act, are
prompting steady improvements in financial
accountability across government. However,
progress is very uneven; several major
departments are not yet able to produce
auditable financial statements consistently.
Also, our first ever audit of the U.S.
government’s financial statements framed
the most serious challenges facing the
government in accurately reporting a large
portion of its assets, liabilities, and costs.
Such deficiencies precluded us from being
able to form an opinion on the reliability of
the government’s consolidated financial
statements.

The President reacted strongly, requiring
agency heads to submit plans to the Office of
Management and Budget (OMB) to correct
deficiencies. Financial management reform
was designated a top management priority of
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the executive branch, behind the Year 2000
computing problem. The House of
Representatives also passed a resolution
urging quick resolution of these problems.
We are working with oMB, the Department of
the Treasury, and agencies across
government to provide recommendations for
fixing the major deficiencies cited in our
audit. A high-risk designation is intended to
highlight individual departments and
agencies that are material to the
government’s financial statements and have
been unable to meet the most basic mandate
to produce auditable financial statements for
their own operations.?

The most significant in this regard is DOD,
which represents a large percentage of the
government’s assets, liabilities, and net
costs. None of the military services or the
department as a whole has yet been able to
produce auditable financial statements. We
designated DOD financial management to be a
high-risk area in 1995, and it remains so
today, although we have noticed increased
attention to rectify this situation. (See page
89.)

2Other departments and agencies also still need to improve their
financial management operations. Challenges facing them in this
area are discussed in our series of reports on major performance
and accountability issues facing each agency. Major Management
Challenges and Program Risks: A Governmentwide Perspective
(GAO/OCG-99-1, January 1999).
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Two other large organizations also have
been unable to produce auditable statements
for their entire operations—the Department
of Agriculture (Uspa) and the Department of
Transportation (DoT). Unlike DoD, however,
significant parts of these organizations have
been able to produce auditable statements
while other major components have not.
Consequently, we are adding the most
problematic parts of these departments to
the high-risk list—financial management of
the Forest Service at usba and financial
management of the Federal Aviation
Administration at DOT. (See pages 94 and 98.)

Another major focus of the government’s
financial management entails its revenue
collection operations. As a result, we have
looked closely at IrRS and the Customs
Service. IRS has made progress recently and
was able for the first time to obtain an
unqualified opinion on its financial
statements for fiscal year 1997—after five
previous attempts did not yield auditable
statements. This outcome was achieved,
however, through material audit
adjustments, and serious internal control
weaknesses over refunds, receipts, and
unpaid tax assessments remain. Until IRS can
demonstrate a consistent ability to produce
auditable statements, meet key new
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accounting and reporting requirements, and
make greater and sustained progress in
addressing significant material weaknesses,
we consider its revenue accounting to still
be high risk, especially since it collected
over $1.7 trillion in revenue in fiscal year
1998—virtually all of the government’s
revenue. (See pages 102 and 107.)

The Customs Service has made major strides
since we began to focus on its financial
management as a high-risk area. Customs
has made several important improvements in
its ability to assess and collect duties and
excise taxes and has received unqualified
opinions on its financial statements for the
past 2 fiscal years. Therefore, we no longer
consider Customs financial management
high risk, although we will continue to
monitor its progress. (See page 112.)

Reducing
Inordinate
Program
Management
Risks

We have identified several government
programs that are not managed effectively or
that experience chronic waste and
inefficiency. These problems result in
inordinate risks—the loss of billions of
dollars annually due to improper payments
in certain benefit programs, difficulty in
controlling tax filing fraud, inefficient and
weak lending programs, and challenges in
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reducing defense infrastructure costs.
Consequently, fixing the underlying
weaknesses in high-risk program
management areas can significantly reduce
government costs and improve services.

For example, the Department of Health and
Human Services’ (HHS) Health Care
Financing Administration (HCFA) had not
developed its own process for estimating the
national error rate for fee-for-service
payments. For fiscal year 1997, the HHS
Inspector General estimated that about 11
percent of all Medicare fee-for-service
payments for claims, or about $20 billion, did
not comply with Medicare laws and
regulations. In 1996, the Congress gave HHS
new authority and began increasing
resources to help prevent fraud, abuse, and
mispayments. However, HCFA’s deployment
of these tools has lagged. In addition, HCFA
has had to give priority to preparing its
systems for the year 2000, which has halted
the implementation of streamlined claims
processing systems and new payment
methodologies designed to curb excess
spending. (See page 116.)

Also, the Supplemental Security Income (SSI)

program continues to be hampered by
long-standing problems such as program
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abuses and mismanagement, increasing
overpayments, and the Social Security
Administration’s (ssA) inability to recover
outstanding ss1 debt. During fiscal year 1998,
current and former recipients owed SSA more
than $3.3 billion, including $1.2 billion in
newly detected overpayments for the year.
SsA has initiatives planned to improve ssr's
overall payment accuracy, increase
continuing disability reviews, combat
program fraud, and improve debt collection.
SSA now needs to implement its plans in
these areas and continually improve its
payment controls and debt collection
activities. (See page 119.)

Another high-risk area involves the filing of
fraudulent refund claims by taxpayers and/or
tax return preparers. Since 1995, Irs has
taken several steps to reduce its exposure to
filing fraud such as (1) better screening
electronic tax submissions, (2) strengthening
processes for checking the applications from
tax preparers who apply to participate in the
electronic filing program, (3) revising
computer formulas to score tax returns for
fraud potential, and (4) enhancing
procedures to deal with paper returns
involving missing or incorrect Social
Security numbers. Also, the Congress passed
legislation giving IrRS new enforcement tools
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and additional funding specifically
designated for activities related to Earned
Income Credit, which involves most of the
fraudulent refund claims.

In April 1997, 1rs released the results of its
study of Earned Income Credit
noncompliance on tax returns filed in 1995
(i.e., tax year 1994 returns), which showed
that of the $17.2 billion in such claims, about
$4.4 billion (25.8 percent) was estimated to
be overclaims. How much of this $4.4 billion
involved fraud, as opposed to less serious
noncompliance, is unknown. The returns
included in IrS’ study were filed before IRS
was given increased authority to deal with
missing or invalid Social Security numbers.
Even after adjusting for the potential effect
of that increased authority, however, IRS
determined that the rate of Earned Income
Credit noncompliance would still be over

20 percent. While 1rS has begun
implementing a 5-year Earned Income Credit
compliance initiative, its effect on reducing
the incidences of Earned Income Credit
noncompliance is not yet known. (See page
121.)

DOD is seeking ways to address inefficiencies

in its mission support operations through a
variety of approaches, including
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consolidations, competing support services
sourcing, and public-private partnership
arrangements. Faced with a limited budget,
these inefficiencies, if not addressed, will
consume money that could be made
available to meet other defense priorities,
such as force modernization and readiness
needs. For example, significant cost savings
can be achieved through infrastructure
reductions, but doing so is difficult because
it requires up-front investments, the closure
of installations, and the elimination of
military and civilian jobs. While DoD’s
infrastructure reduction initiatives are steps
in the right direction, they do not provide a
comprehensive plan that focuses on
long-range strategies for facilities
revitalization, replacement, and
maintenance. Further, we have identified
significant efficiencies that could be
achieved by eliminating, streamlining, or
reengineering infrastructure activities
involving acquisition infrastructure, central
logistics, installation support, central
training, force management, and medical
facilities and services. (See page 125.)

At the Department of Housing and Urban
Development (HUD), four serious,
long-standing departmentwide management
deficiencies, taken together, place the
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integrity and accountability of the
department’s programs at high risk. With
close oversight by the Congress, HUD is
making significant changes and has made
credible progress since 1997 in laying the
framework for improving its management.
Given the severity of the management
deficiencies that we and others (e.g., HUD’s
Inspector General, external auditors) have
observed, it would not be realistic to expect
that HUD would have substantially
implemented its reform efforts and
demonstrated success in resolving its
management deficiencies in the 2 years since
we issued our last report. To resolve its
management deficiencies, HUD needs to
ensure that the actions being taken eliminate
the remaining major internal control
weaknesses, improve information and
financial systems, and strengthen staff
resources and sKkills. (See page 128.)

Two other lending operations are at
risk—student financial aid programs and
farm loan programs. The Department of
Education’s student financial aid programs
are inherently vulnerable to waste, fraud,
abuse, and mismanagement, putting a
premium on effective management. We have
found, however, that the department’s
administration of these programs had
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contributed to exposure to mismanagement
and abuses. For example, audits have found
instances in which students fraudulently
obtained grants and loans, schools were
inappropriately recertified to continue
participating in federal student aid programs,
and state-designated guaranty agencies
misused federal funds in their custody. Also,
in fiscal year 1997, the federal government
paid over $3.3 billion to make good its
guarantee on defaulted student loans. The
Congress and the department have acted to
address a number of program management
and oversight issues, but problems
continue—especially with regard to the
reliability of financial and other management
information for overseeing student financial
aid programs. (See page 133.)

The financial condition of UsDA’s farm loan
portfolio has improved since we designated
farm loan programs high-risk. The value of
farm loans held by delinquent borrowers has
been reduced from a reported $4.6 billion, or
40.7 percent of USDA’s total outstanding
direct farm loan principal, in 1995 to a
reported $2.7 billion, or 28.2 percent, in 1997.
However, USDA continues to carry a high
level of delinquent debt and to write off large
amounts of unpaid loans held by problem
borrowers. Moreover, these delinquencies
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may increase because of the droughts and
low prices for major crops and livestock in
1998. uspa and the Congress need to
continue to monitor the effects of recent
lending and servicing reforms intended to
improve the financial integrity of farm loan
programs. (See page 136.)

In another program area—asset forfeiture
programs—the federal government faces
difficult problems managing a reported

$1.8 billion in property seized by the
Departments of Justice and the Treasury.
Many improvements have been made in this
area since 1990, but Justice has reported that
its asset forfeiture systems continue to be
inadequate to keep track of these assets and
the Treasury has reported weaknesses in the
accountability and reporting over seized and
forfeited property. In September 1998, the
Justice Inspector General reported that at
most of the Immigration and Naturalization
Service Border Patrol stations his staff
visited, they found problems with the
management of seized drugs. Further,
Justice and the Treasury continue to operate
two similar but separate seized asset
management and disposal programs, even
though program consolidation could offer
options for cost reductions and efficiency
gains. (See page 139.)
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Lastly, major challenges and uncertainties
have led us to conclude that there is a high
risk that the 2000 census will be less
accurate and more costly than previous
ones. The Congress and the administration
have yet to agree on the final design of the
census because of congressional concerns
over the legal and methodological issues
surrounding the planned use of sampling and
statistical estimation. Also, federal courts
have recently ruled that sampling is illegal
for purposes of apportionment; the
administration has appealed the rulings to
the Supreme Court. Irrespective of how the
controversy over the use of sampling and
statistical estimation is resolved later this
year, the Department of Commerce’s Bureau
of the Census will have little time remaining
to make final census design changes and
implement those changes in time for the
census in 2000. In that regard, our work has
shown that the bureau faces a number of
formidable challenges to a cost-effective,
accurate, and complete census no matter
which design is chosen. The bureau can take
actions to mitigate the risk of an
unsuccessful census, such as ensuring that
its evaluation of the dress rehearsal for the
2000 census is rigorously analyzed and used
to refine operations, help set priorities, and
allocate resources. (See page 142.)

Page 26 GAO/HR-99-1 High-Risk Update



Executive Summary

Managing Large
Procurement
Operations More
Efficiently

Our work has shown that some of the
government’s largest procurement
operations are not always run efficiently. We
have recommended ways to operate them
better and thus, help to ensure that the
government gets what it pays for under its
contracts and that contractors’ work is done
at a reasonable cost. At DOD, our high-risk
procurement management work focuses on
three areas—inventory management,
weapons systems acquisition, and contract
management. At civilian agencies, our focus
has been on the contract management
practices at three agencies—the Department
of Energy (DOE), the Environmental
Protection Agency (EpA) for Superfund, and
the National Aeronautics and Space
Administration (NAsA).

In 1990, we identified DOD’s management of
secondary inventories (spare and repair
parts, clothing, medical supplies, and other
items) as high risk because levels of
inventory were too high and management
systems and procedures were ineffective.
While some improvements have been made,
these general conditions still exist. Since
1991, we have identified significant
opportunities for oD to test and adopt,
where feasible, best inventory management
practices used in the private sector to
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improve logistics operations and lower
costs. Recent legislation calls for the
implementation of best commercial
practices in DOD’s acquisition and
distribution of inventory items, and in
November 1997, DoD announced an initiative
to reengineer support activities and business
practices by incorporating many business
practices that private sector companies have
used. Unless DOD acts more aggressively to
correct systemic problems, its inventory
management problems will continue well
into the next century. (See page 147.)

Further, pop spends about $85 billion
annually to research, develop, and acquire
weapon systems. Although DoD has many
acquisition reform initiatives in process,
pervasive problems persist regarding

(1) questionable requirements and solutions
that are not the most cost-effective available,
(2) unrealistic cost, schedule, and
performance estimates, (3) questionable
program affordability, and (4) the use of
high-risk acquisition strategies. Overall,
acquisition reforms and commercial
practices can produce better outcomes on
DOD acquisitions when they help a program
succeed in its environment. Thus, the way to
get lasting reform is to realign the incentives
of the weapon acquisition process with
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desired program outcomes. Changing these
incentives—that is, redefining program
success—will take the efforts of the
Congress as well as DoD and the military
services. (See page 150.)

Also, poD spends over $100 billion a year
contracting for goods and services. Over the
last few years, several broad-based changes
have been made to DOD contracting
processes to improve the way DOD relates to
its contractors and the rules governing their
relationships. And the changes are by no
means complete. DOD faces a number of
areas where risks appear particularly acute,
including the need for poD to (1) achieve
effective control over its payment
process—or risk erroneously paying
contractors millions of dollars and

(2) strengthen the quality of its analyses for
commercial purchases—or, for example,
continue to pay higher prices for commercial
spare parts than necessary. Acquisition
reform, with its emphasis on widespread
reengineering of fundamental processes,
continues to receive attention at the highest
levels in DOD. (See page 155.)

Turning to the government’s largest civilian

contracting agency, in fiscal year 1997, DOE
obligated about $16.2 billion, or about
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91 percent of its obligations, to contracts.
We have reported on weaknesses in DOE’S
contracting practices, including
noncompetitive awards and lax oversight of
costs and activities. Since we designated
DOE’s contracting as a high-risk area in 1990,
DOE has put in place a framework for
contract reform. For example, DOE has
increased its use of competition in awarding
contracts for managing and operating its
facilities and has begun incorporating
performance-based incentives in its
management and operating contracts to
better link a contractor’s fees to the
satisfactory accomplishment of specific
tasks. While reforms such as these are
generally steps in the right direction, DOE has
had some problems in implementing them,
and in some instances, their effectiveness
will not be known for several years. (See
page 158.)

Another civilian agency, EPA, has had
long-standing challenges with controlling the
costs of the contractors it uses to clean up
sites or to monitor private party cleanups for
EPA. Since 1990, when we designated
Superfund contract management as high
risk, EPA has increased its use of independent
government cost estimates to set better
contract prices for the government, but
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some estimates are still of questionable
quality. In addition, according to EPA
officials, the agency has improved the
timeliness of contractor audits and has
almost eliminated the backlog of these
audits. However, EPA continues to
experience high program support costs
related to contractors. These continuing
concerns suggest that EPA may need to
evaluate whether it needs to overhaul some
of its contracting practices. (See page 163.)

Further, NAsA, which now spends over

$12 billion annually for goods and
services—mostly on contracts with
businesses and other organizations—has
progressed in correcting contract
management weaknesses. For example, NASA
is implementing a new system for measuring
procurement performance and conducting
evaluations of its field centers’ procurement
activities based on international quality
standards. NASA continues to develop a new
integrated financial management
system—which offers the promise of
providing reliable and timely information,
such as the status of procurement requests
and contracts—but agencywide
implementation of the system has been
delayed from July 1, 1999, to June 1, 2000.
Until the financial management system is
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developed and operational, performance
assessments relying on cost data may be
incomplete. (See page 166.)

To ensure that progress continues in
addressing high-risk problems, sustained
management attention and congressional
oversight are necessary. We will continue to
closely monitor agencies’ progress in
resolving high-risk areas and advance
additional recommendations for
improvements.
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A critical and sweeping management task
facing public and private organizations is
successfully addressing the tremendous
challenges imposed by the Year 2000 (Y2K)
computing problem.! It represents an
enormous undertaking for the federal
government due to its widespread
dependence on large scale, complex
computer systems to deliver vital public
services and carry out its massive
operations. Unless adequately confronted,
the Year 2000 computing problem could lead
to serious disruptions in key federal
operations ranging from national defense to
benefit payments to air traffic management.

Consequently, in February 1997, we
designated the Year 2000 computing problem
as a high-risk area. Our purpose was to
stimulate greater attention to assessing the
government’s exposure to Year 2000 risks
and to strengthening planning for achieving
Year 2000 compliance for mission-critical
systems. Fortunately, the past 2 years have
witnessed marked improvement in
preparedness as the government has

For the past several decades, computer systems have typically
used two digits to represent the year, such as “98” for 1998, in order
to conserve electronic data storage and reduce operating costs. In
this format, however, 2000 is indistinguishable from 1900 because
both are represented as “00.” As a result, if not modified, systems or
applications that use dates or perform date- or time-sensitive
calculations may generate incorrect results beyond 1999.
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revamped and intensified its approach to this
problem.

Significant challenges remain, however, and
time is running out. In particular, complete
and thorough Year 2000 testing is essential
to provide reasonable assurance that new or
modified systems process dates correctly
and will not jeopardize an organization’s
ability to perform core business operations.
Moreover, adequate business continuity and
contingency plans throughout government
must be successfully completed.

The scope of the Year 2000 problem extends
well beyond federal operations—it spans all
spectrums of our national economy as well
as globally. Accordingly, the President’s Year
2000 Council has been reaching out to the
private sector, state and local governments,
and other countries to increase awareness.
Working with these entities, the Council has
recently begun to assess the readiness of
various sectors, including power, water,
telecommunications, health care, and
emergency services.

However, at this juncture, a comprehensive
picture of the nation’s readiness remains
incomplete. A great deal more needs to be
done—both domestically and
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internationally—to effectively determine
readiness and prepare necessary
contingency plans. Such actions are
imperative to ensure that
technology-dependent services and
operations continue to operate reliably after
the turn of the century and that disruptions
are minimized.

Federal
Government Has
Enhanced Its
Approach

Since February 1997, action to address the
Year 2000 threat has intensified. In response
to a growing recognition of the challenge
and urging from congressional leaders and
others, the administration strengthened the
government’s Year 2000 preparation, and
expanded its outlook beyond federal
agencies. In February 1998, the President
took a major step in establishing the
President’s Council on Year 2000
Conversion. He established a goal that no
system critical to the federal government’s
mission experience disruption because of
the Year 2000 problem and charged agency
heads with ensuring that the Year 2000
problem receives the highest priority
attention.

The President tasked the Chair of the

Council with being chief spokesperson on
Year 2000 issues in national and
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international forums; overseeing Year 2000
activities of federal agencies; providing Year
2000 policy coordination of executive branch
activities with state, local, and tribal
governments; and promoting appropriate
federal roles with respect to private-sector
activities. Among the initiatives the Chair
has implemented in carrying out these
responsibilities are attending monthly
meetings with senior managers of agencies
that are not making sufficient progress;
establishing numerous workgroups to
increase awareness of, and gain cooperation
in, addressing the Y2k problem in various
economic sectors; and emphasizing the
importance of federal/state data exchanges.

OMB, for its part, has tightened requirements
on agency reporting of Year 2000 progress. It
now requires that, beyond the original 24
major departments and agencies that are
reporting, 9 additional agencies (such as the
Tennessee Valley Authority and the Postal
Service) report quarterly on their Year 2000
progress, and that additional information be
reported from all agencies. oMB has clarified
instructions on agencies preparing business
continuity and contingency plans. Quarterly,
OMB also places each of the 24 agencies into
one of three tiers, determined by its
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judgment of whether the agency has
reported sufficient evidence of progress.

Several agencies have reported substantial
progress in repairing or replacing systems to
be Year 2000 compliant. In December 1998,
for example, the President announced that
all of ssA’s mission-critical systems were
compliant. In October 1997, we reported that
ssA had made significant progress in
assessing and renovating mission-critical
mainframe software, although certain areas
of risk remained.? Accordingly, we made
several recommendations to address these
risks, including the development of business
continuity and contingency plans. ssA agreed
and, in July 1998, we reported that actions to
implement these recommendations had
either been taken or were underway.?

Many congressional committees have played
a central role in addressing the Year 2000
challenge by holding agencies accountable
for demonstrating progress and by
heightening public appreciation of the
problem. The Senate formed a Special

2Social Security Administration: Significant Progress Made in Year
2000 Effort, But Key Risks Remain (GAO/AIMD-98-6, October 22,
1997).

3Social Security Administration: Subcommittee Questions
Concerning Information Technology Challenges Facing the
Commissioner (GAO/AIMD-98-235R, July 10, 1998).
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Committee on the Year 2000 Technology
Problem, which held hearings on the
readiness of key economic sectors, including
power, health care, telecommunications,
transportation, financial services, emergency
services, and general business. The House
called on the Subcommittee on Government
Management, Information and Technology of
the Committee on Government Reform; and
the Subcommittee on Technology of the
Committee on Science to co-chair the
House’s Year 2000 oversight. These
committees and others have held many
hearings to obtain information on the
readiness of federal agencies, states,
localities, and other important nonfederal
entities, such as the securities industry.

The Congress also passed Year 2000
legislation. In October 1998 it passed—and
the President signed—the Year 2000
Information and Readiness Disclosure Act.
Its purposes include (1) promoting the free
disclosure and exchange of information
related to Year 2000 readiness and

(2) lessening the burdens on interstate
commerce by establishing certain uniform
legal principles in connection with the
disclosure and exchange of information
related to Year 2000 readiness. In addition,
the Congress passed (and the President
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signed) the Omnibus Consolidated and
Emergency Supplemental Appropriations
Act, 1999, which included $3.35 billion in
contingent emergency funding for Year 2000
conv