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ELECTRONIC HEALTH RECORDS

DOD and VA Should Remove Barriers and Improve
Efforts to Meet Their Common System Needs

What GAO Found

DOD and VA face barriers in three key IT management areas—strategic
planning, enterprise architecture, and investment management—and, as a
result, lack mechanisms for identifying and implementing efficient and
effective IT solutions to jointly address their common health care system
needs. First, the departments have been unable to articulate explicit plans,
goals, and timeframes for jointly addressing the health IT requirements
common to both departments’ electronic health record systems. For example,
DOD’s and VA'’s joint strategic plan does not discuss how or when the
departments propose to identify and develop joint health IT solutions, and
department officials have not yet determined whether the IT capabilities
developed for the FHCC can or will be implemented at other DOD and VA
medical facilities. Second, although DOD and VA have taken steps toward
developing and maintaining artifacts related to a joint health architecture (i.e.,
a description of business processes and supporting technologies), the
architecture is not sufficiently mature to guide the departments’ joint health
IT modernization efforts. For example, the departments have not defined how
they intend to transition from their current architecture to a planned future
state. Third, DOD and VA have not established a joint process for selecting IT
investments based on criteria that consider cost, benefit, schedule, and risk
elements, which would help to ensure that the chosen solution both meets the
departments’ common health IT needs and provides better value and benefits
to the government as a whole. These barriers result in part from DOD’s and
VA’s decision to focus on developing VLER, modernizing their separate
electronic health record systems, and developing IT capabilities for the FHCC,
rather than determining the most efficient and effective approach to jointly
addressing their common requirements. Because DOD and VA continue to
pursue their existing health information sharing efforts without fully
establishing the key IT management capabilities described above, they may be
missing opportunities to successfully deploy joint solutions to address their
common health care business needs.

DOD'’s and VA’s experiences in developing VLER and IT capabilities for the
FHCC offer important lessons that the departments can use to improve their
management of these ongoing efforts. Specifically, the departments can
improve the likelihood of successfully meeting their goal to implement VLER
nationwide by the end of 2012 by developing an approved plan that is
consistent with effective IT project management principles. Also, DOD and VA
can improve their continuing effort to develop and implement new IT system
capabilities for the FHCC by developing a plan that defines the project’s
scope, estimated cost, and schedule in accordance with established best
practices. Unless DOD and VA address these lessons, the departments will
jeopardize their ability to deliver expected capabilities to support their joint
health IT needs.
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United States Government Accountability Office
Washington, DC 20548

February 2, 2011

The Honorable Thad Cochran
The Honorable Daniel Inouye
United States Senate

The Honorable C.W. Bill Young
Chairman

The Honorable Norman D. Dicks
Ranking Member

Subcommittee on Defense
Committee on Appropriations
House of Representatives

The Department of Defense (DOD) and the Department of Veterans Affairs
(VA) operate two of the nation’s largest health care systems, providing
health care to service members and veterans at estimated annual costs of
about $49 billion and $48 billion, respectively. To do so, both departments
rely on electronic health record systems to create, maintain, and manage
patient health information. DOD uses multiple legacy health systems,
including its outpatient system—the Armed Forces Health Longitudinal
Technology Application (AHLTA)—which are supplemented with paper-
based records. VA uses an integrated medical information system, the
Veterans Health Information Systems and Technology Architecture
(VistA), which includes electronic health records and consists of over 100
separate computer applications.

Congress has long expressed an interest in DOD’s and VA'’s efforts to
improve their health information exchange capabilities, and has urged the
departments to identify common health information technology (IT)
requirements and business processes as they continue to modernize their

Page 1 GAO-11-265 Electronic Health Records



health IT systems. As we have previously reported,' the departments have
increased electronic health record interoperability” using a patchwork of
initiatives involving DOD and VA systems. The departments have
recognized that, despite interoperability gains over the last decade, more
work is needed to meet clinicians’ evolving needs for exchanging health
information between the systems.

Currently, DOD and VA are engaged in two high-profile collaborative
initiatives that are dependent on their ability to fully share electronic
health information. First, in response to the President’s April 2009
announcement, the departments began planning the Virtual Lifetime
Electronic Record (VLER) initiative which is intended to streamline the
transition of electronic medical, benefits, and administrative information
between DOD and VA and support the transition of military personnel to
veteran status, and throughout their lives. VLER is further intended to
expand the departments’ health information sharing capabilities by
enabling access to private sector health data as well. In addition, the
James A. Lovell Federal Health Care Center (FHCC) in North Chicago,
Illinois, is to be the first DOD/VA medical facility operated under a single
line of authority to manage and deliver medical and dental care for
veterans, new Naval recruits, active duty military personnel, retirees, and
dependents. This new center, including initial supporting IT system
capabilities, became operational in late December 2010, with additional
system capabilities to be implemented through December 2011.

At the same time, DOD and VA have both identified the need to modernize
their electronic health record systems. As they have undertaken these
modernizations, the departments have studied and reported on the
potential to pursue joint solutions to the many health care system needs

IGAO, Electronic Health Records: DOD and VA Have Increased Their Sharing of Health
Information, but More Work Remains, GAO-08-954 (Washington, D.C.: July 28, 2008);
Electronic Health Records: DOD’s and VA’s Sharing of Information Could Benefit from
Improved Management, GAO-09-268 (Washington, D.C.: Jan. 28, 2009); Electronic Health
Records: Program Office Improvements Needed to Strengthen Management of VA and
DOD Efforts to Achieve Full Interoperability, GAO-09-895T (Washington, D.C.: July 14,
2009); Electronic Health Records: DOD and VA Efforts to Achieve Full Interoperability
Are Ongoing; Program Office Management Needs Improvement, GAO-09-775
(Washington, D.C.: July 28, 2009); and Electronic Health Records: DOD and VA
Interoperability Efforts Are Ongoing; Program Office Needs to Implement Recommended
Improvements, GAO-10-332 (Washington, D.C.: January 28, 2010).

2Interopembility is the ability for different information systems or components to exchange
information and to use the information that has been exchanged.
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that DOD and VA have in common. For example, an August 2008 study
that the departments funded identified alternative approaches they could
use to achieve a high degree of interoperability by working toward a joint
DOD and VA inpatient electronic health record system. Further, in May
2010, the departments reported to Congress that they were committed to
assessing all possible common capability development for their next
generation of electronic health record systems.

Because of the importance of comprehensive health information in
providing optimal medical care to service members and veterans, you
requested that we

identify any barriers that DOD and VA face in modernizing their electronic
health record systems to jointly address their common health care
business needs, and

identify lessons learned from DOD’s and VA’s efforts to jointly develop
VLER and to meet the health care information needs for the FHCC.

On December 1, 2010, we provided your offices with briefing slides that
outlined the results of our study. The purpose of this report is to provide
the published briefing slides to you and to officially transmit our
recommendations to the Secretaries of Defense and Veterans Affairs. The
slides, which discuss our scope and methodology, are included in
appendix I.

We conducted our work in support of this performance audit at DOD’s
Military Health System offices and VA’s headquarters in the Washington,
D.C., metropolitan area and at the departments’ medical facilities in North
Chicago, Illinois, from December 2009 to January 2011 in accordance with
generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our
audit objectives.

In summary, our study highlighted the following:
Although our prior work has shown that having and using a strategic plan,
enterprise architecture, and IT investment management process are

critical to effectively modernizing major IT systems, DOD and VA have not
sufficiently established these fundamental management capabilities to
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guide their joint health IT efforts. In particular, DOD and VA have not
articulated explicit plans, goals, and time frames for jointly addressing the
health IT requirements common to both departments’ electronic health
record systems, and the departments’ joint strategic plan does not discuss
how or when DOD and VA propose to identify and develop joint solutions
to address their common health IT needs. In addition, although DOD and
VA have taken steps toward developing and maintaining artifacts related
to a joint health architecture (i.e., a description of business processes and
supporting technologies), the architecture is not sufficiently mature to
guide the departments’ joint health I'T modernization efforts. For example,
the departments have not defined how they intend to transition from their
current architecture to a planned future state. Furthermore, DOD and VA
have not established a joint process for selecting IT investments based on
criteria that consider cost, benefit, schedule, and risk elements, which
limits their ability to pursue joint health IT solutions that both meet their
needs and provide better value and benefits to the government as a whole.
These barriers can be attributed to, among other things, the departments’
decision to continue with their existing efforts—VLER, separate electronic
health record modernizations, and developing IT capabilities for the
FHCC—rather than determining the best approach to jointly addressing
their common requirements. Without these key IT management
capabilities in place, the departments will continue to face barriers to
identifying and implementing efficient and effective IT solutions to jointly
address their common health care needs.

DOD’s and VA’s experiences in developing VLER and IT capabilities for
the FHCC offer important lessons that the departments can use to improve
their management of these ongoing efforts. Specifically, the departments
can improve the likelihood of successfully meeting their goal to implement
VLER nationwide by the end of 2012 by developing an approved integrated
master schedule, master program plan, and performance metrics
consistent with effective IT project management principles. Also, DOD and
VA can improve their continuing effort to develop and implement new IT
system capabilities for the FHCC by developing a project plan that defines
the scope, estimated cost, and budget in accordance with established best
practices. Unless the departments address these lessons, their ability to
effectively deliver capabilities to support their joint health IT needs is
uncertain.
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Conclusions

Recommendations for
Executive Action

DOD and VA face barriers in three key IT management areas—strategic
planning, enterprise architecture, and IT investment management—that
can be problematic for departments that have undertaken major IT efforts.
First, the departments’ joint strategic plan does not discuss how the
departments intend to address their common requirements and they have
not articulated a potential approach or timeline for working together to
meet their common health IT needs. Second, DOD’s and VA'’s joint health
architecture, which could guide the departments in the identification and
development of common IT solutions, is not sufficiently mature to provide
such direction. Third, the departments have not established a process or
criteria for selecting IT investments that best support their many common
electronic health record requirements. These barriers result in part from
the departments’ decision to focus on developing VLER, modernizing their
separate electronic health record systems, and developing IT capabilities
for the FHCC, rather than determining the most efficient and effective
approach to jointly addressing their common requirements. Because the
departments continue to pursue their existing health information sharing
efforts without fully establishing the key IT management capabilities
described above, DOD and VA may be missing other opportunities to
deploy joint solutions to address their common health care business
needs.

DOD’s and VA'’s efforts to jointly develop VLER and the FHCC’s IT
capabilities offer important lessons that the departments can use to
improve these endeavors. Specifically, these efforts highlight the
importance of effective project planning to the successful development
and implementation of capabilities needed to care for service members
and veterans as these and the departments’ future joint projects move
forward.

To ensure that DOD and VA efficiently and effectively modernize their
electronic health record systems to jointly address their common health
care business needs, we recommend that the Secretaries of Defense and
Veterans Affairs direct the Joint Executive Council to take the following
three actions:

Revise the departments’ joint strategic plan to include information
discussing their electronic health record system modernization efforts and
how those efforts will address the departments’ common health care
business needs.
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Agency Comments
and Our Evaluation

Further develop the departments’ joint health architecture to include their
planned future (i.e., “to be”) state and a sequencing plan for how they
intend to transition from their current state to the next generation of
electronic health record capabilities.

Define and implement a process, including criteria that considers costs,
benefits, schedule, and risks, for identifying and selecting joint IT
investments to meet the departments’ common health care business needs.

We also recommend that the Secretaries of Defense and Veterans Affairs
strengthen their ongoing efforts to establish VLER and the joint IT system
capabilities for the FHCC by developing plans that include scope
definition, cost and schedule estimation, and project plan documentation
and approval.

We received written comments on a draft of this report from the Assistant
Secretary of Defense for Health Affairs, the VA Chief of Staff, and the
Director of the DOD/VA Interagency Program Office. In the comments,
DOD concurred with our recommendations; VA generally agreed with our
conclusions and concurred with our recommendations; and the DOD/VA
Interagency Program Office concurred with our overall findings and
recommendations. Additionally, DOD and VA described actions the
departments took subsequent to our December 1, 2010 briefing.
Specifically, they stated that the departments’ senior leaders were briefed
on the DOD-VA Joint Action Plan towards a common platform and that the
departments established and staffed teams to investigate and analyze
electronic health record system collaboration. Further, the DOD/VA
Interagency Program Office provided information about ongoing efforts to
plan and manage VLER. These efforts include the departments’
development of a concept of operations that is intended to serve as a
master program plan and is to be completed in February 2011. The
Director also stated that the departments have begun reporting
performance metrics for the VLER pilot currently being conducted in
Tidewater, Virginia, and that schedules, project plans, and performance
measures have been developed for the next VLER pilot, which is to take
place in the Spokane area of Washington state. If the departments fully
implement our recommendations, they should be better positioned to
modernize their electronic health record systems to jointly address their
common health care business needs.

DOD, VA, and the DOD/VA Interagency Program Office also provided
technical comments, which we incorporated as appropriate. Comments
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from the Departments of Defense and Veterans Affairs, and the DOD/VA
Interagency Program Office are reproduced in appendices II, III, and 1V,
respectively.

We are sending copies of this report to the Secretaries of Defense and
Veterans Affairs and other appropriate congressional committees. Copies
of this report will also be available at no charge on GAO’s Web site at
http://www.gao.gov.

Should you or your staffs have any questions about this report, please
contact me at (202) 512-6304 or melvinv@gao.gov. Contact points for our
Offices of Congressional Relations and Public Affairs may be found on the
last page of this report. GAO staff who made major contributions to this
report are listed in appendix V.

Yatorw C. INebwrc

Valerie C. Melvin
Director, Information Management
and Human Capital Issues
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Appendix I: Briefing for Staff Members of
Congressional Committees

i
E G AO Introduction

ility * Integrity * ility

The Department of Defense (DOD) and the Department of Veterans Affairs (VA) operate
two of the nation’s largest health care systems, providing health care to service members
and veterans at estimated annual costs of about $49 billion and $48 billion, respectively.

To do so, both departments rely on electronic health record systems to create, maintain,

and manage patient health information.

¢ DOD’s health care operation supports service members at over 700 hospitals, clinics,
and other facilities around the world. To provide access to patient information, DOD
uses multiple legacy health systems, including its outpatient system—the Armed
Forces Health Longitudinal Technology Application (AHLTA); DOD’s medical
information systems are supplemented with paper-based records.

e VA’s Veterans Health Administration (VHA) has over 1,500 facilities (e.g., hospitals
and clinics) throughout the United States. In contrast to DOD, VA has one integrated
medical information system, the Veterans Health Information Systems and
Technology Architecture (VistA).
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Because the departments collect, store, and process health information in different
systems, providing seamless, comprehensive access to information that is necessary to
optimally treat patients is a challenge for DOD and VA, particularly as patients transition
from service member to veteran status. The departments have thus far attempted to meet
this challenge through increasing electronic health record interoperability—generally the
ability of systems to exchange data—using a patchwork of initiatives between DOD and
VA systems. The departments recognize that, despite interoperability gains over the last
decade, more work is needed to meet clinicians’ evolving needs for exchanging health
information between the departments’ systems.

Building on DOD’s and VA’s efforts to increase electronic heath record interoperability, in
April 2009 the President announced that the departments would work together to define
and build the Virtual Lifetime Electronic Record (VLER) to streamline the transition of
electronic medical, benefits, and administrative information between the two departments.
VLER is intended to enable access to all electronic records for service members as they
transition from military to veteran status, and throughout their lives. Further, VLER is to
expand the departments’ health information sharing capabilities by enabling access to
private sector health data as well.
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In addition, DOD and VA have both identified the need to modernize their electronic
health record systems. As they have undertaken these modernizations, the departments
have studied and reported on the potential to pursue joint solutions to the many health
care system needs that DOD and VA have in common. For example, an August 2008
study that the departments funded identified alternative approaches they could use to
achieve a high degree of interoperability’ by working toward a joint DOD and VA inpatient
electronic heath record system. Further, in May 2010, the departments reported to
Congress that they were committed to assessing all possible common capability
development for their next generation of electronic health record systems.’

Apart from their VLER and electronic health record modernization efforts, consolidation of
the Naval Health Clinic, Great Lakes, and the North Chicago VA Medical Center to form
the James A. Lovell Federal Health Care Center (FHCC) has prompted the departments
to work toward implementing electronic health record system components to support the
provision of health care to service members and veterans in a joint setting. This new
center is expected to be operational in late December 2010, with the supporting system
capabilities being implemented between December 2010 and December 2011.

! Interoperability is the ability for different information systems or components to exchange information and to use the information that
has been exchanged.

# Joint Executive Council and Health Executive Council, Report to Congress on Department of Defense and Department of Veterans
Affairs Medical Information Technology (Washington, D.C., May 21, 2010).
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Appendix I: Briefing for Staff Members of
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Objectives

ility * Integrity *

Because of the importance of comprehensive health information in providing optimal
medical care to service members and veterans, the Chairmen and Ranking Members of
the cognizant Senate and House of Representatives Appropriations Subcommittees

requested that we

e identify any barriers that DOD and VA face in modernizing their electronic health
record systems to jointly address their common health care business needs, and

e identify lessons learned from DOD’s and VA’s efforts to jointly develop VLER and to
meet the health care information needs for the FHCC.

Appendix | lists the congressional requesters.
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To identify any barriers that DOD and VA face in modernizing their electronic health
record systems, we

¢ evaluated reports in which DOD, VA, and a consultant identified the commonality of
the departments’ health care missions and supporting system needs;

e reviewed DOD and VA’s joint strategic plan and analyzed the extent to which the
plan and supporting documents discuss common health care needs and information
technology (IT) system solutions to meeting those needs;

¢ reviewed the departments’ joint health enterprise architecture and assessed the
architecture’s content based on accepted definitions of completeness, as described
in our architecture management guide;’

e evaluated DOD’s and VA’s IT investment policies, processes, and organization
charters to determine whether the departments have established and used criteria for
selecting joint IT investments; and

® GAO, Organizational Transformation: A Framework for Assessing and Improving Enterprise Architecture Management (Version 2.0),
GAO-10-846G (Washington, D.C.: August 2010).

7
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e discussed the departments’ joint health care mission and system needs, strategic
plan, enterprise architecture, and IT investment management with officials in DOD’s
Military Health System, VHA, and the DOD/VA Interagency Program Office.

To identify lessons learned from DOD’s and VA’s efforts to jointly develop VLER and to
meet the IT system needs for the FHCC, we

e assessed available project plans and associated documentation such as a schedule
and performance metrics for VLER against effective project planning practices;

e visited the Naval Health Clinic, Great Lakes, and the North Chicago VA Medical
Center and discussed their missions, operations, systems, IT needs, and plans for
development of the FHCC information technology system with managers and
clinicians;

e compared available project management documentation for the FHCC initiative,
including funding proposals and an integrated master schedule, with industry
standards, effective practices, and disciplined processes for effective project
management; and

e discussed VLER and the FHCC initiative with DOD and VA officials.
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We conducted this performance audit at DOD’s Military Health System offices and VA’s
headquarters in the Washington, D.C., metropolitan area and at the departments’ medical
facilities in North Chicago, lllinois, from December 2009 to November 2010 in accordance
with generally accepted government auditing standards. Those standards require that we
plan and perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objectives. We
believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Although our prior work has shown that having and using a strategic plan, enterprise
architecture, and IT investment management process are critical to effectively
modernizing major IT systems, DOD and VA have not sufficiently established these
fundamental management capabilities. In particular, the departments lack a specific plan
for when and how they intend to address their common health IT requirements, do not
have a sufficiently mature joint health enterprise architecture to guide their mutual IT
initiatives, and do not have a joint IT investment management process in place to identify
and pursue common health IT solutions. These weaknesses can be attributed to, among
other things, the departments’ decision to continue with their existing efforts rather than
determining the best approach to jointly addressing their common requirements. Without
having and using these IT management capabilities, the departments are impeded in
identifying and implementing efficient and effective IT solutions to jointly address their
common health care needs.

10
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i
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DOD’s and VA’s experiences in developing VLER and IT capabilities offer important
lessons that the departments can use to improve their management of these ongoing
efforts. Specifically, the departments can improve their effort to implement VLER
nationwide by the end of 2012 by developing a plan that is consistent with effective IT
project management principles. Also, DOD and VA can improve their continuing effort to
develop and implement new IT system capabilities for the FHCC by developing a project
plan in accordance with established best practices. Unless the departments address
these lessons, their ability to deliver expected capabilities to support their joint health IT
needs is uncertain.

To ensure that DOD and VA address barriers they face in modernizing their electronic
health record systems to jointly meet their common health care business needs, we are
making recommendations for the revision of their strategic plan, further developing their
joint enterprise architecture, and defining and executing a joint IT investment
management process. To address lessons learned that we have identified from DOD’s
and VA’s efforts to develop VLER and joint IT system capabilities to support the FHCC,
we recommend that the departments address the project management weaknesses
identified in this briefing.

11
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In oral comments on a draft of these briefing slides, DOD and VA officials including the

Military Health System’s Director for External Relationship Management and the Veterans
Health Administration’s Deputy Chief Officer for Health Systems generally agreed with our
recommendations and provided additional information and technical comments, which we

incorporated in the briefing as appropriate.

12
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DOD and VA operate two of the nation’s largest health care systems, providing health
care and other services and benefits to active service members, veterans, and their
families and dependents.

DOD’s Military Health System (MHS) is responsible for providing comprehensive medical
care during military operations, as well as responding to natural disasters and
humanitarian crises around the globe. With about 135,000 employees and an annual
budget of about $49 billion, MHS provides health care services to 9.6 million active duty
service members, their families, and other eligible beneficiaries.

13
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Within VA, the VHA has about 255,000 employees and, in fiscal year 2010, was
appropriated $48 billion to support its medical care and research mission. VHA provides
primary care, specialized care, and related medical and social support services to the
nation’s veterans and their families. VHA provides health care to approximately 6 million
patients at 153 VA medical centers and more than 1,300 outpatient clinics and centers
nationwide.

VHA’s health care centers are organized into Veterans Integrated Service Networks
which oversee the operations of the various medical centers and treatment facilities within
their assigned geographic areas.

14

Page 21 GAO-11-265 Electronic Health Records




Appendix I: Briefing for Staff Members of
Congressional Committees

i
E GAO Background

ility * Integrity * ility

While in military status and later as veterans, many DOD and VA patients tend to be
highly mobile and may have health records residing at multiple medical facilities within
and outside the United States. Therefore, electronic health records are particularly crucial
for optimizing the health care provided to military personnel and veterans. Making such
records electronic can help ensure that complete health care information is available for
most military service members and veterans at the time and place of care, no matter
where it originates.

Furthermore, electronic health records are essential to providing quality care to DOD’s
and VA’s 3.5 million shared patients—that is, those who receive health care and services
from both departments. Under the departments’ policies for providing health care
services, veterans and active duty service members may, for example, receive outpatient
care from VA clinicians and be hospitalized at a military treatment facility.
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Both DOD and VA rely on complex electronic health record systems to collect, store, and
retrieve information on patients in their care.

e DOD currently relies primarily on AHLTA, which makes use of multiple legacy
information systems that the department developed from commercial software
products that were customized for specific uses. For example, the Composite Health
Care System, which was formerly the department’s primary health information
system, is used to capture pharmacy, radiology, and laboratory order management.*
To provide capabilities not currently supported by AHLTA, the department also uses
additional systems, such as Essentris (formerly called the Clinical Information
System), a commercial product customized to support inpatient treatment at military
medical facilities. According to a department official, DOD currently uses Essentris to
support 83 percent of inpatient beds in its medical facilities.

The department has been modernizing AHLTA and is currently conducting an
analysis of alternatives on its next iteration of the system, called EHR Way Ahead.
For fiscal year 2011, DOD has requested $302 million to pursue the EHR Way Ahead
initiative.

“ According to DOD, Composite Health Care System applications are now accessed through its modernized health information system,
AHLTA.
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e VA relies on VistA, which includes electronic health records and, as a result of its
decentralized development approach, consists of over 100 separate computer
applications. These include health provider applications; management and financial
applications; crosscutting applications such as patient data exchange; registration,
enroliment, and eligibility applications; health data applications; and information and
education applications. These applications have been further customized at all VA
sites where they are deployed and some are more than 20 years old.

In 2001, VA began an initiative called HealtheVet to modernize VistA. However, the
department experienced problems and delays in delivering HealtheVet capabilities
and in August 2010 reported that it had stopped the initiative. Nevertheless, VA
requested $347 million in fiscal year 2011 funding to continue with several projects
related to VistA modernization, including a health data repository and an eHealth
portal to enable veterans to manage their personal health information.
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Key to making health care information electronically available is the ability to share that
information among health care providers—that is, interoperability. If electronic health
records conform to interoperability standards, they can be managed and consulted by
authorized clinicians and staff across more than one health care organization—such as
MHS and VHA—thus providing patients and their caregivers the necessary information
required for optimal care.

For more than a decade, DOD and VA have progressed in their efforts to improve
interoperability between the departments’ systems to provide optimal health care to
military personnel and veterans.

The departments’ efforts to share information among their existing systems have
historically focused on four key projects:

e The Federal Health Information Exchange (FHIE), begun in 2001 and enhanced
through its completion in 2004, enables DOD to electronically transfer service
members’ electronic health information to VA when the members leave active duty.
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e The Bidirectional Health Information Exchange (BHIE) was established in 2004 to
allow clinicians at both departments viewable access to health information on shared
patients—that is, those who receive care from both departments. For example,
veterans may receive outpatient care from VA clinicians and be hospitalized at a
military treatment facility.” The interface also allows DOD sites to see previously
inaccessible data, such as inpatient documentation from Essentris, at other DOD
sites.

e The Clinical Data Repository/Health Data Repository (CHDR)® interface,
implemented in September 2006, linked the departments’ separate repositories of
standardized data to enable a two-way exchange of computable outpatient pharmacy
and medication allergy information.

e The Laboratory Data Sharing Interface (LDSI), a project established in 2004, allows
DOD and VA facilities to share laboratory resources. This interface allows the
departments to communicate orders for lab tests and their results electronically.

° To create BHIE, the departments drew on the architecture and framework of the information transfer system established by the FHIE
project. Unlike FHIE, which provides a one-way transfer of information to VA when a service member separates from the military, the
two-way interface allows clinicians in both departments to view, in real time, limited health data (in text form) from the departments’
existing health information systems.

° The name CHDR, pronounced “cheddar,” combines the names of these two repositories.
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DOD and VA have established a number of executive-level organizations to define the
strategic direction for a range of their health care collaborative efforts, and to oversee the
implementation of these efforts. In 2002, the departments established the Joint Executive
Council to, among other things, develop a strategic planning process for the departments’
joint efforts, facilitate opportunities to enhance sharing, and remove barriers that impede
collaboration.” Through this strategic plan, the Council communicates the departments’
strategic direction for joint initiatives related to health care and benefits—as well as
establishes the priorities and processes for implementing these initiatives—to the
Secretaries of DOD and VA, and to Congress.

In addition, the Health Executive Council, an interagency council under the Joint
Executive Council, is responsible for formulating VA and DOD joint policies that relate to
health care, facilitating the exchange of patient information, and ensuring patient safety.’
The Health Executive Council is further comprised of 13 issue-specific workgroups,
including one devoted to information management/information technology issues.

" The Joint Executive Council is comprised of the Deputy Secretary of Veterans Affairs; the Under Secretary of Defense for Personnel
and Readiness; and the co-chairs of joint councils on health, benefits, and capital planning. The council meets on a quarterly basis.

® The Health Executive Council is co-chaired by VA’s Under Secretary for Health and DOD’s Assistant Secretary of Defense for Health
Affairs. DOD membership also includes the surgeons general for the military services. The council meets bimonthly.
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Both Congress and the Executive Branch have long expressed an interest in DOD’s and
VA’s efforts to improve their health information exchange capabilities, and have urged the
departments to identify common health IT requirements and business processes as they
continue to modernize their health IT systems. For example:

e In May 2003, a presidential task force recommended that the departments identify
common health information requirements so they can work together to reengineer
their business processes and systems to improve interoperability and efficiency.’

e In July 2007, the Dole-Shalala Commission recommended that DOD and VA work
quickly to make patient data more accessible to clinicians and health professionals
by creating a fully interoperable information system to meet their long-term needs."

° President’s Task Force to Improve Health Care Delivery for Our Nation’s Veterans (May 26, 2003).
'° Serve, Support, Simplify: Report of the President’s Commission on Care for America’s Returning Wounded Warriors (July 30, 2007).
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e The National Defense Authorization Act for Fiscal Year 2008" further required that
DOD and VA jointly develop and implement electronic health record systems or
capabilities that allow for full interoperability of personal health care information
between the departments by September 30, 2009. The act required the departments
to establish a joint interagency program office under the Joint Executive Council to
serve as a single point of accountability for their joint health IT efforts. In January
2009, the departments established such an office to act as a single point of
accountability for DOD’s and VA’s joint efforts to develop and implement electronic
health record systems or capabilities to enable full interoperability of the departments’
health care information. Currently, the office is responsible for integrating DOD’s and
VA’s program management plans and activities—such as requirements, schedules,
costs, and performance measures—for their joint health IT initiatives.

The departments have also initiated activities to determine how they might jointly address
common health business needs. Specifically:

" Pub. L. No. 110-181, Sec. 1635 (2008).
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¢ In 2007, the Joint Executive Council commissioned a two-phase study on the
feasibility of implementing a joint VA/DOD inpatient electronic health record system,
and potential alternatives for doing so. The study team reported in January 2008 that
a joint inpatient electronic health record was feasible, based on finding that over 97
percent of inpatient functional requirements were common to both DOD and VA. The
second phase of the study recommended that the departments commit to a joint
service-oriented architecture “strategy—including an ongoing joint investment in a
common architecture and a strong architecture governance structure—and outlined
steps the departments would need to take to move toward this framework. In October
2008, the departments accepted these recommendations.

¢ In May 2010, DOD submitted, in coordination with VA, a report to Congress on the
status of their efforts to identify joint health IT requirements relative to their electronic
health record modernization efforts. In this report, the departments noted that they
shared 10 of 13 core health IT requirements and identified 7 high-level capabilities for
potential shared acquisition or development. The departments also described at a
high level how they could move forward in identifying potential joint IT solutions.

* A service-oriented architecture approach is intended to identify and promote the shared use of common business capabilities across
the enterprise, reduce redundancy, increase integration, and enable organizations to respond quickly to new business requirements.
Under this approach, business functions and applications are defined and designed as discrete and reusable capabilities or services
that may be under the control of different organizations.
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In addition, the departments have been engaged in two high-profile collaborative
initiatives that are dependent on their ability to fully share electronic health information.
The FHCC in North Chicago, lllinois, is to be the first DOD/VA medical facility operated
under a single line of authority—led by a Director from VA and a Deputy Director from the
Navy—to manage and deliver medical and dental care. The FHCC is to serve both DOD
and VA patient populations, including veterans, new Naval recruits, active duty military
personnel, retirees, and dependents. DOD and VA are estimating that clinical operations
at the facility will start at the end of December 2010.

Because the ability to share and exchange patient information is essential to the mission
of the FHCC, the departments have been working together to develop an IT solution with
capabilities beyond those provided by FHIE, BHIE, and CHDR. Based on input from
FHCC stakeholders and clinicians, the departments decided to pursue development of

3 IT capabilities,”® as summarized in table 1.

'* According to department officials, DOD and VA decided to develop these capabilities in parallel, where each departments’ IT
organization creates, tests, and deploys enterprise quality software in their respective department, then jointly tests and deploys the
software at the FHCC.
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Table 1: FHCC IT Capabilities under Development

Capability Description Expected delivery date®
Single patient Registers, verifies eligibility, and updates basic December 2010
registration patient information in AHLTA and VISTA through a

single user interface.
Single sign on with Allows users to use a single credential (e.g., user December 2010
patient context name and password, a DOD Common Access
management Card, or a Homeland Security Presidential

Directive-12 Personal Identity Verification badge) to
access a patient’s record in DOD and VA medical
applications within the FHCC.

Orders portability: Enables clinicians to place and manag