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What GAO Found

DOD has identified capability gaps for its civil support mission by completing
a capabilities-based assessment, but key DOD policies and guidance for the
civil support mission are outdated, limiting DOD’s ability to fully address
capability gaps. DOD’s strategic guidance requires that it anticipate requests
for civil support by identifying capability gaps. However, inconsistency and
misalignment across DOD'’s policies, strategy, and doctrine for civil support
make it difficult for DOD to address capability gaps and pre-position
equipment and supplies. GAO found this was due to outdated key DOD
policies and guidance that do not reflect DOD’s current organizational
framework for providing assistance to civil authorities. If DOD updates key
policies for civil support, it will be better able to address capability gaps and
provide timely and appropriate support to civil authorities.

DOD has increased its personnel dedicated to coordinate civilian requests for
assistance, but it has not clearly defined their roles, responsibilities, and
relationships, and its staffing is not based upon a staffing assessment by
FEMA region. DOD guidance calls for coordination with federal and state
authorities on military capabilities for civil support. However, while the
Defense Coordinating Officer program has improved civil authorities’ overall
awareness of DOD’s capabilities, roles, and responsibilities, command and
control and coordination among the Defense Coordinating Officers and the
military services’ liaison officers have been confusing and sometimes
problematic because DOD’s civil support guidance is outdated. Further, DOD
officials noted that staffing of the Defense Coordinating Officer program
should reflect its multiservice environment and the unique challenges of each
FEMA region. Different FEMA regions are prone to different disasters and
have varying needs for DOD support, but the size and composition of the
Defense Coordinating Officers’ staff—nearly all from the Army—were not
based on a staffing needs assessment. Therefore, they do not necessarily
reflect variations in the support needs of the regions. As a result, DOD may be
missing an opportunity to optimize its ability to provide a coordinated
response to civil authorities with appropriate multiservice capabilities.

While DOD follows established processes in responding to requests for
assistance from civil authorities, it has not established a system to track
civilian requests that is accessible to DOD’s interagency partners. The
National Response Framework broadly identifies how DOD responds to
requests for assistance, and DOD guidance further specifies DOD’s processes.
However, civil authorities are not fully aware of the length of this process.
While DOD has several different tracking systems in use by different DOD
components for the civil support mission, it lacks a formal, interoperable, and
unclassified system for tracking all requests for assistance across DOD.
Without such a system, gaps will remain in gaining real-time situational
awareness and maintaining a common operational picture of DOD support for
all federal partners in disaster-response missions including DOD.
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The United States continues to face an uncertain, complex security
environment with the potential for natural disasters and terrorist attacks.
After the September 11, 2001, terrorist attacks, the Department of Defense
(DOD) established the U.S. Northern Command (NORTHCOM)' in October
2002 to provide for and manage DOD’s homeland defense and civil support
missions in the continental United States and Alaska.” The poorly
coordinated national response to Hurricane Katrina in 2005 further
highlighted the need for a more coordinated and integrated civilian and
military response to a major domestic incident. Eight years after the
September 11 attacks, nearly 4 years after Hurricane Katrina, and while
engaging in two major overseas operations, issues remain about DOD’s
ability to provide defense support to civil authorities.” Specifically, two
issues are whether DOD has made progress in understanding the
requirements for DOD capabilities needed to support civil authorities in
the event of catastrophic incidents, as well as recognizing the capabilities
of local, tribal, state, territorial, and federal civilian authorities—a key
component in identifying any DOD shortfalls or capability gaps.

While DOD is the primary federal agency for homeland defense, it is not
the primary federal agency for civil support; rather, it serves as a
supporting federal agency to the Federal Emergency Management Agency
(FEMA) and other federal civilian agencies in domestic disaster situations
in which local, tribal, state, territorial, and other federal resources are

'NORTHCOM was created in April 2002 as part of a revised Unified Command Plan, which
outlines the areas of responsibility for the combatant commands. It became officially
operational on October 1, 2002.

*NORTHCOM differs from other combatant commands in that, in addition to Canada and
Mexico, its area of responsibility includes the 49 North American U.S. states and the
District of Columbia, as well as Puerto Rico and the U.S. Virgin Islands. U.S. Pacific
Command has homeland defense and civil support responsibilities for the state of Hawaii
and the U.S.’s Pacific territories of Guam, American Samoa, and the Northern Mariana
Islands. These responsibilities are outlined in DOD’s Unified Command Plan, most recently
in 2008.

*For the purposes of this report, we will refer to defense support of civil authorities, known
in most of DOD as “DSCA,” as “civil support.” We are not including DOD support of civilian
law enforcement or for chemical, biological, radiological, nuclear, and high-yield
explosives (CBRNE) incidents in the scope of this report.
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overwhelmed. As the combatant commands charged with carrying out
DOD’s domestic civil support mission, NORTHCOM and U.S. Pacific
Command (PACOM) face a unique challenge in planning for and
coordinating civil support missions, because they must work with and
respond to the needs of 56 separate and often unique state and territorial
governments. Additionally, NORTHCOM and PACOM have to coordinate
with numerous federal agencies that also have roles in planning for and
responding to a wide variety of incidents in the homeland, as reflected in
the National Response Framework.' However, DOD operates in support of
civil authorities only when directed to do so by the President or the
Secretary of Defense. In such instances, NORTHCOM (or PACOM) would
command only the federal military’ portion of such operations in direct
support of another federal agency, such as FEMA or the U.S. Secret
Service.’

“The National Response Framework—formerly called the National Response Plan—is a
national-level guide to how local, state, and federal governments respond to incidents
resulting from all kinds of hazards. The framework is based on the principal of tiered
response, starting from local communities and working up to include support from the
other levels of government and the private sector. Department of Homeland Security,
National Response Framework (Washington, D.C.: January 2008).

>This does not include U.S. Coast Guard forces, which are under the Department of
Homeland Security (DHS), or the National Guard, which, unless federalized by the
President, would remain under the authority of the respective state and territory governors.

’See Joint Chiefs of Staff, Joint Pub. 3-28, Civil Support, vii (Washington, D.C.: Sept. 14,
2007).
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Since the establishment of NORTHCOM in 2002, we have periodically
evaluated and reported on issues related to its ability to carry out its
missions.” Most recently, we evaluated NORTHCOM'’s exercise program,
identifying the program’s strengths as well as gaps in areas such as
planning, coordination with states and interagency partners, and ways to
improve NORTHCOM'’s participation in the National Exercise Program.®
We also recently reported on planning, resourcing, and training challenges
for DOD'’s response to domestic chemical, biological, radiological, nuclear,
and high-yield explosive incidents (CBRNE).’

While DOD plays an important role in civil support, warfighting remains its
primary mission. Therefore, with the exception of key specialized
capabilities for its CBRNE consequence-management mission, DOD relies
on its “dual-mission forces” to provide all other civil support capabilities in
addition to existing overseas missions. Additionally, unlike some
combatant commands such as European Command, NORTHCOM has few
forces permanently assigned to it; therefore, like all commands that have
few forces assigned to them, NORTHCOM must request forces from Joint
Forces Command, through the Joint Staff, in order to perform its civil
support mission. To plan, prepare for, and carry out their civil support

"GAO, Homeland Defense: U.S. Northern Command Has Made Progress but Needs to
Address Force Allocation, Readiness, Tracking Gaps, and Other Issues, GAO-08-251
(Washington, D.C.: Apr. 16, 2008); Homeland Defense: Steps Have Been Taken to Improve
U.S. Northern Command’s Coordination with the States and the National Guard Bureau,
but Gaps Remain, GAO-08-252 (Washington, D.C.: Apr. 16, 2008); Influenza Pandemic:
DOD Combatant Commands’ Preparedness Efforts Could Benefit from More Clearly
Defined Roles, Resources, and Risk Mitigation, GAO-07-696 (Washington, D.C.: June 20,
2007); Reserve Forces: Actions Needed to Identify National Guard Domestic Equipment
Requirements and Readiness, GAO-07-60 (Washington, D.C.: Jan. 26, 2007); Chemical and
Biological Defense: Management Actions Are Needed to Close the Gap between Army
Chemical Unit Preparedness and Stated National Priovities, GAO-07-143 (Washington,
D.C.: Jan. 19, 2007); Catastrophic Disasters: Enhanced Leadership, Capabilities, and
Accountability Controls Will Improve the Effectiveness of the Nation’s Preparedness,
Response, and Recovery System, GAO-06-618 (Washington, D.C.: Sept. 6, 2006); Hurricane
Katrina: Better Plans and Exercises Needed to Guide the Military’s Response to
Catastrophic Natural Disasters, GAO-06-643 (Washington, D.C.: May 15, 2006); and
Homeland Defense: DOD Needs to Assess the Structure of U.S. Forces for Domestic
Military Missions, GAO-03-670 (Washington, D.C.: July 11, 2003).

’GAO, Homeland Defense: U.S. Northern Command Has a Strong Exercise Program, but
Involvement of Interagency Partners and States Can Be Improved, GAO-09-849
(Washington, D.C.: Sept. 9, 2009).

QGAO, Homeland Defense: Planning, Resourcing, and Training Issues Challenge DOD’s
Response to Domestic Chemical, Biological, Radiological, Nuclear, and High-Yield
Explosive Incidents, GAO-10-123 (Washington, D.C.: Oct. 7, 2009).
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mission, NORTHCOM and PACOM may rely on other DOD organizations
and commands for assistance.

Both NORTHCOM and PACOM have established, primarily under their
respective Army component commands, Defense Coordinating Officers
with staff known as Defense Coordinating Elements, to serve as DOD
representatives to civilian authorities in the 10 FEMA regions." The
Defense Coordinating Officers and Elements are colocated with the FEMA
regional staff and they attend meetings, planning conferences, exercises,
and other activities within their assigned regions and states. In that way
they can develop relationships with civilian authorities and gain an
understanding, or situational awareness, of civilian capabilities so that
DOD will know what, if anything, it may be called upon to provide in the
event of a disaster or other incident.

You asked us to examine a broad range of planning and operational
considerations related to DOD’s and NORTHCOM’s homeland defense and
civil support missions. This report addresses the extent to which DOD

(1) has identified and addressed its capability gaps for its civil support
mission; (2) has clearly defined roles, responsibilities, and relationships
and identified appropriate levels and types of personnel to assign to the
FEMA regions; and (3) shares and tracks information concerning its civil
support requirements response process with civil authorities. As agreed
with your offices, this report focuses on DOD’s support of civil authorities
for natural disasters. We did not address issues pertaining to civil support
for CBRNE consequence management, as these issues are addressed in
other GAO work." We are reporting separately to you on DOD’s
interagency coordination efforts with U.S. federal agencies for its
homeland defense and civil support missions."

"NORTHCOM has designated 10 Defense Coordinating Officers and Defense Coordinating
Elements, one in each of the 10 FEMA regions. However, since FEMA Region IX is located
in both NORTHCOM and PACOM, PACOM has established two Defense Coordinating
Officers of its own, one under the Army for the state of Hawaii and the territory of
American Samoa, and one under the Navy for the territories of Guam and the Northern
Marianas. Puerto Rico and the U.S. Virgin Islands are part of FEMA Region II and are
covered by the NORTHCOM Defense Coordinating Officer and Element for Region II.

1GAO-10-123.

IZGAO, Homeland Defense: DOD Needs to Take Actions to Enhance Interagency
Coordination for Its Homeland Defense and Civil Support Missions, GAO-10-364
(Washington, D.C.: Mar. 30, 2010).
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Results in Brief

To address our objectives, we reviewed and analyzed DOD, NORTHCOM,
and PACOM civil support guidance and plans, as well as DOD’s March
2009 Homeland Defense and Civil Support Capabilities-Based
Assessment. We met with officials in the Joint Staff, NORTHCOM,
PACOM, U.S. Transportation Command, and their component and
supporting commands to discuss the work and analysis that DOD has
conducted in order to understand what support civilian authorities may
ask the department to provide during a catastrophic incident. Additionally,
we met with FEMA officials at both the national and regional levels to
understand how they work with DOD both in identifying capability gaps
during planning stages and in channeling state and federal requests-for-
assistance to DOD during an actual incident. During our visits to 4 of the
10 FEMA regions, we met with the Defense Coordinating Officers and
Defense Coordinating Elements in those regions to discuss their roles as
DOD’s representatives to FEMA, other civilian authorities, and the
National Guard in their assigned states and regions. We conducted
telephone interviews with all 10 NORTHCOM Defense Coordinating
Officers and a survey with the 2 PACOM Defense Coordinating Officers,
which allowed us to gain a broad picture of DOD’s civil support activities
across the country. We used the results of these interviews and surveys,
our meetings with DOD and FEMA officials, and our review of documents
and guidance to identify areas for improvement in DOD’s ability to provide
support to and respond to requests-for-assistance from civil authorities.
Additional information on our scope and methodology appears in
appendix .

We conducted this performance audit from January 2009 to March 2010 in
accordance with generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

DOD has identified some capability gaps for its civil support mission by
completing a capabilities-based assessment, but key DOD policies and
guidance for the civil support mission are outdated, inconsistent, and
unclear, which limits DOD’s ability to fully identify and address its
capability gaps. A strategic goal for NORTHCOM is to anticipate requests
for civil support and identify capability gaps. NORTHCOM, at the direction
of the Deputy Secretary of Defense, conducted a capabilities-based
assessment for DOD’s homeland defense and civil support missions that
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led to the identification of 31 DOD capability gaps for those missions; 10 of
these were for civil support missions related to natural disasters. However,
the capabilities-based assessment also noted inconsistencies and a lack of
alignment across policies, strategy, and doctrinal actions for DOD’s civil
support mission, making it difficult to determine DOD’s capability
requirements. We found this lack of alignment attributable to the fact that
key DOD policies and guidance for civil support—specifically, DOD
Directives 3025.1, “Military Support to Civil Authorities” (1993); 3025.15,
“Military Assistance to Civil Authorities” (1997); and Manual 3025.1-M,
“Manual for Civil Emergencies” (1994)—are outdated and do not reflect
the current organizational framework that DOD has created for providing
assistance to civil authorities. For example, the 2008 Unified Command
Plan assigns NORTHCOM and PACOM the responsibility for support to
civil authorities within their areas of responsibility, while DOD directives
for civil support, which pre-date the establishment of NORTHCOM,
designate executive agent responsibility for support to civil authorities to
the Department of the Army. According to the DOD homeland defense and
civil support capabilities-based assessment, DOD strategy and doctrine
recognize the department’s civil support mission, but DOD policy prohibits
its components from procuring or maintaining any supplies, materiel, or
equipment exclusively for the civil support mission, unless otherwise
authorized by the Secretary of Defense. According to U.S. Transportation
Command officials, this policy may limit DOD’s ability to pre-position
forces and equipment for lifesaving missions, such as aeromedical
evacuations prior to a hurricane making landfall along the coastal United
States. Incomplete DOD policy guidance for its civil support mission may
lead to confusion and misunderstanding among the military services and
other DOD components regarding the proper employment of defense
capabilities in support of civil authorities. We are recommending that DOD
update its guidance for civil support missions to reflect current doctrine,
terminology, funding policy, practices, and DOD’s organizational
framework for providing support to civil authorities. DOD agreed with our
recommendation and discussed the steps it was taking to update its
guidance for civil support missions and identified time frames for
completion of the guidance.

While DOD has identified and assigned personnel to coordinate civilian
requests-for-assistance, an important DOD capability for civil support,
DOD has not clearly defined roles, responsibilities, and command and
control relationships for these personnel, nor has it conducted a formal
staffing needs assessment that accounts for differences across the FEMA
regions to which these personnel are assigned. DOD guidance states that
the Defense Coordinating Officer serves as DOD’s single point of contact
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for coordinating with federal and state authorities on the use of military
capabilities for civil support. Other DOD guidance, specifically DOD
Directive 3025.16, “Military Emergency Preparedness Liaison Officer
(EPLO) Program” (2000), creates additional military service points of
contact, such as Emergency Preparedness Liaison Officers, for federal and
state coordination with the military services. DOD officials have indicated
that the staffing of the Defense Coordinating Officer program should
reflect the multiservice environment in which the program operates.
Further, FEMA officials told us that DOD’s Defense Coordinating Officer
program has improved overall awareness of DOD capabilities for civil
support. However, the ability of the Defense Coordinating Officers and
Emergency Preparedness Liaison Officers to coordinate and provide DOD
capabilities to civil authorities may be limited, because DOD has not
delineated the roles, responsibilities, and command and control
relationships between the Defense Coordinating Officers and the
Emergency Preparedness Liaison Officers. In part, this is due to the fact
that DOD places the multiservice Emergency Preparedness Liaison
Officers under the operational command and control of their respective
services, while the Defense Coordinating Officers are under the
operational command and control of the combatant commands,
NORTHCOM and PACOM. Further, the guidance does not specify how
these command structures are to plan and function together. For example,
these different command structures can lead to inconsistencies between
the Defense Coordinating Officers and Emergency Preparedness Liaison
Officers in their training and equipping requirements, which could hinder
their ability to provide optimal support to civil authorities during a real-life
disaster or event. Further, DOD officials told us that there is friction and
confusion between the military services and the Defense Coordinating
Officers regarding the proper employment of Emergency Preparedness
Liaison Officers for civil support missions. Moreover, while different
FEMA regions are prone to different disasters and have varying needs for
DOD support, the composition of the Defense Coordinating Officers’ staff
is not based upon a staffing needs assessment; they do not reflect
variations in the geographic size and catastrophic disaster profile of the
different FEMA regions. Based upon our interviews, some Defense
Coordinating Officers may not have the appropriate mix of staff to meet
the varying needs of the FEMA regions, potentially limiting DOD’s ability
to provide an optimally coordinated response to civil authorities with
appropriate multiservice capabilities. Therefore, we are recommending
that, as DOD updates its key policies and guidance for civil support—such
as DOD Directive 3025.1, “Military Support to Civil Authorities” (1993)—it
should define roles and responsibilities for the personnel involved in
coordinating civilian requests-for-assistance and ensure that the program’s
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staffing reflects service representation and regional differences as
appropriate. DOD concurred with the recommendation and discussed the
steps it is planning to take in response.

Although DOD uses an established process to respond to requests-for-
assistance from civil authorities, it has not established a system that both
comprehensively tracks civilian requests-for-assistance and is accessible
to DOD’s interagency partners. The National Response Framework
broadly calls for DOD and other federal agencies to respond to requests-
for-assistance from state and local civilian authorities, while DOD’s
doctrine and guidance specify how the department will review and
respond to these requests. However, as DOD and FEMA officials told us,
civil authorities have misconceptions about time frames for DOD’s process
for approving and resourcing civilian requests-for-assistance. For example,
DOD’s capabilities-based assessment for homeland defense and civil
support identified the response timeliness of DOD transportation
support—including aeromedical evacuation—as a capability shortfall. The
assessment noted that although civil authorities have identified a need for
DOD transportation support within 24 hours of a catastrophic incident,
DOD has limited capability to respond sooner than 72 hours. DOD could
help to mitigate this issue by incorporating its internal processes for
responding to requests-for-assistance in the partner guide that we
recommended in a recent report.” Further, DOD’s information sharing
implementation plan recommends the development of an unclassified
information sharing system providing a common operating picture for all
the appropriate authorities in civil support operations. However, DOD
currently lacks a single, comprehensive system that would accomplish this
goal. For instance, NORTHCOM and PACOM use a Web-based system to
track incoming requests-for-assistance, but only those coming from FEMA
and the National Interagency Fire Center appear in the system, even
though other federal agencies such as the U.S. Secret Service also request
assistance from DOD for disasters or National Special Security Events.
Further, not all DOD entities involved in civil support missions—such as
Joint Forces Command—use the Web-based system because this system is

YIn GAO-10-364, we state that “to facilitate and institutionalize a unified approach between
DOD and its federal partners for interagency coordination for homeland defense and civil
support missions, we recommend that the Secretary of Defense direct the Under Secretary
of Defense for Policy, in coordination with the Joint Chiefs of Staff, to establish a time line
to develop and issue a partner guide that identifies the roles and responsibilities of DOD
entities, processes, and agreed-upon approaches for interagency coordination for
homeland defense and civil support efforts.”
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Background

voluntary and not an official DOD program. Joint Forces Command uses a
classified system that does not interact with the system used by
NORTHCOM and PACOM. Additionally, FEMA and the other lead federal
agencies, such as the U.S. Secret Service, do not have a common operating
picture with DOD because DOD does not share this tracking system with
them. Without the development of a comprehensive, unclassified system
for tracking requests-for-assistance, gaps will remain in enabling real-time
situational awareness and a common operational picture for all
participants involved in disaster-response missions. We are recommending
that DOD establish a formal DOD tracking system for requests-for-
assistance from civil authorities that is accessible to all of DOD’s
interagency partners. DOD concurred with the recommendation and
added that it needs access to FEMA’s system for tracking mission
assignments to provide the best potential for insuring accurate situational
awareness of requests for DOD assistance.

Framework for Disaster
Response

To assist in integrating state and federal responses to domestic
emergencies, the Homeland Security Council developed 15 national
planning scenarios in 2004 whose purpose was to form the basis for
identifying the capabilities needed to respond to a wide range of
emergencies. The scenarios focus on the consequences that federal, state,
and local first responders may have to address, and they are intended to
illustrate the scope and magnitude of large-scale, catastrophic
emergencies for which the nation needs to be prepared. These include a
wide range of terrorist attacks involving nuclear, biological, and chemical
agents, as well as catastrophic natural disasters, such as an earthquake or
hurricane. The Department of Homeland Security (DHS), which was
established in 2002" to, among other purposes, reduce America’s
vulnerability to terrorism, is the lead federal agency responsible for
preventing, preparing for, and responding to a wide range of major
domestic disasters and other emergencies. Then-President George W.
Bush designated DHS and its Secretary as the lead federal representative
responsible for domestic incident management and coordination of all-
hazards preparedness. In 2008, DHS issued its National Response
Framework, which provides a framework for federal, state, and local
agencies to use in planning for emergencies and establishes standardized

"The Homeland Security Act of 2002, Pub. L. No. 107-296, §101 (2002).
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doctrine, terminology, processes, and an integrated system for federal
response activities. Overall coordination of federal incident-management
activities, other than those conducted for homeland defense, is generally
the responsibility of DHS. Within DHS and as the executive agent for the
National Preparedness System,"” FEMA is responsible for coordinating and
integrating the preparedness of federal, state, local, tribal, and
nongovernmental entities.

Response to disasters or other catastrophic events in the United States is
guided by the National Response Framework and is based on a tiered
response to an incident; that is, incidents must be managed at the lowest
jurisdictional levels and supported by additional response capabilities as
needed (see fig. 1). Local and county governments respond to emergencies
daily using their own resources and rely on mutual aid agreements and
other types of assistance agreements with neighboring governments when
they need additional resources. For example, county and local authorities
are likely to have the resources needed to adequately respond to a small-
scale incident, such as a local flood, and therefore will not request
additional resources. For larger-scale incidents, when resources are
overwhelmed, local and county governments will request assistance from
the state. States have capabilities, such as the National Guard,'® that can
help communities respond and recover. If additional resources are
required, the state may request assistance from other states through
interstate mutual aid agreements, such as the Emergency Management

The National Preparedness System is intended to provide a tool to assist jurisdictions,
agencies, and organizations at all levels to plan for, assess, and track capabilities in a
shared environment.

'®The National Guard holds a unique dual status in that it performs federal missions under
the command of the President and state missions under the command of the state’s
Governor. Currently, DOD funding for the National Guard’s federal warfighting mission
provides for the vast majority of the National Guard’s personnel, training, and equipment.
The National Guard can use the capabilities provided by DOD—such as transportation,
engineering, medical, and communications units and equipment—when available to
respond to domestic emergencies while operating under the command of the Governors
and generally paid for with state funding. However, under certain circumstances such as
large-scale, multistate events, homeland security-related activities, or federally declared
disasters, federal funding has been provided for missions carried out by the states’ National
Guard.
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Assistance Compact."” If an incident surpasses community and state
capabilities, the governor can seek federal assistance. The federal
government has a wide array of capabilities and resources that can be
made available to assist state and local agencies to respond to incidents.

"The Emergency Management Assistance Compact is a mutual aid agreement among
member states and is administered by the National Emergency Management Association.
States affected by disasters have increasingly relied on the Emergency Management
Assistance Compact as a means to access resources from other states, including
emergency managers, National Guard assets, and first responders. GAO, Emergency
Management Assistance Compact: Enhancing EMAC’s Collaborative and Administrative
Capacity Should Improve National Disaster Response, GAO-07-854 (Washington, D.C.:
June 29, 2007).
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Figure 1: National Response Framework
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In accordance with the National Response Framework and applicable laws
including the Robert T. Stafford Disaster Relief and Emergency Assistance
Act (Stafford Act)" various federal departments or agencies may play
primary, coordinating, or supporting roles, based on their authorities and
resources and the nature of the threat or incident. In some instances,
national defense assets may be needed to assist FEMA or another agency

®The Robert T. Stafford Disaster Relief and Emergency Assistance Act, Pub. L. No. 100-707
(1988), amended the Disaster Relief Act of 1974, Pub. L. No. 93-288 (1974). The Stafford Act
constitutes the statutory authority for most federal disaster response activities, especially
as they pertain to FEMA and FEMA programs.
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in the national response to an incident. Defense resources are committed
following approval by the Secretary of Defense or at the direction of the
President.

Military Mission and
Organization

One of DOD’s missions is civil support, which includes domestic disaster
relief operations for incidents such as fires, hurricanes, floods,
earthquakes, National Special Security Events (for example, the opening
of the United Nations General Assembly, or the Democratic and
Republican National Conventions), counterdrug operations, and
consequence management for CBRNE events.” As noted earlier, DOD is
not the primary federal agency for such missions (unless so designated by
the President) and thus it provides defense support of civil authorities only
when (1) state, local, and other federal resources are overwhelmed or
unique military capabilities are required; (2) assistance is requested by the
primary federal agency; and (3) either NORTHCOM or PACOM, the two
combatant commands with responsibility for civil support missions, is
directed to do so by the President or the Secretary of Defense.” When
deciding to commit defense resources, among other factors, defense
officials consider military readiness, appropriateness of the
circumstances, and whether the response is in accordance with the law.”
For example, the Posse Comitatus Act® allows military forces to provide
civil support, but these forces generally cannot become directly involved
in law enforcement. When they are called upon to support civil authorities,
NORTHCOM and PACOM generally operate through established joint task
forces that are subordinate to the command. In most cases, support will be
localized, limited, and specific. When the scope of the disaster is reduced
to the point where the primary federal agency can again assume full
control and management without military assistance, NORTHCOM and
PACOM will exit.

YAs we noted earlier, for the purposes of this report, we have scoped out other civil
support activities such as counterdrug operations and management of the consequences of
a terrorist incident employing a weapon of mass destruction.

®Department of Homeland Security, National Response Framework (Washington, D.C.:
January 2008), and Joint Chiefs of Staff, Joint Pub. 3-28, Civil Support.

*Joint Chiefs of Staff, Joint Pub. 3-28, Civil Support, 11-4.
#18 U.S.C. § 1385 (2007).
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DOD established the Office of the Assistant Secretary of Defense for
Homeland Defense and Americas’ Security Affairs to oversee homeland
defense and civil support activities for DOD, under the authority of the
Under Secretary of Defense for Policy, and, as appropriate, in coordination
with the Chairman of the Joint Chiefs of Staff. This office develops
policies, conducts analysis, provides advice, and makes recommendations
on homeland defense, defense support of civil authorities, emergency
preparedness, and domestic crisis-management matters within the
department. The Assistant Secretary assists the Secretary of Defense in
providing policy directions to NORTHCOM and other applicable
combatant commands to guide the development and execution of
homeland defense plans and activities. This direction is provided through
the Chairman of the Joint Chiefs of Staff. This office is also responsible for
coordinating with DHS. While most of the National Guard’s roles and
responsibilities in the disaster-response area are not federal ones, the
Chief of the National Guard Bureau is a principal advisor to the Secretary
of Defense on matters involving nonfederalized National Guard forces.” In
this role, the National Guard Bureau provides NORTHCOM, PACOM, and
other DOD organizations with information on National Guard capabilities
available in the states for disaster response so that DOD can better
anticipate what, if any, additional capabilities it may be asked to provide.

The process whereby DOD provides capabilities to assist civil authorities
has changed over the past 5 years. In 2004, a series of four hurricanes
struck Florida, and DOD received a large number of civil requests-for-
assistance that all had to be approved by the Secretary of Defense. DOD
and others concluded that the process was time-consuming and
complicated. To streamline the process, the Joint Staff developed
operational guidance for DOD commands—referred to as an Execute
Order*—modeled after the Execute Order for Operation Noble Eagle, the
North American Aerospace Defense Command’s activities to defend
American skies begun in response to the September 11, 2001, terrorist
attacks. A standing Defense Support of Civil Authorities Execute Order
has been several times, but an important purpose has been to pre-identify
forces that NORTHCOM and PACOM can request from the Secretary of
Defense in the event of a disaster. The Execute Order places DOD
capabilities into four categories. Category 1 comprises capabilities

A recent change due to the 2008 National Defense Authorization Act, Pub. L. No. 110-181,
§§1811, 1812, and 1813 (2008).

*An Execute Order is a directive to implement an approved military course of action.
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assigned to the combatant command (that is, the Defense Coordinating
Officer and staff, service component command staff, command and
control personnel, and communication capabilities). Category 2 comprises
pre-identified capabilities, such as helicopters for rapid area assessments,
C-130 aircraft that can refuel helicopters, and capabilities for search and
rescue, that NORTHCOM and PACOM can place on 24-hour prepare-to-
deploy status after notifying the Joint Chiefs of Staff and the Secretary of
Defense. Category 3 comprises capabilities for DOD use (for example,
combat camera, or public affairs). Category 4 comprises large-scale
response forces (rarely used except for large-scale disasters such as
Hurricane Katrina).

Finally, local installation and unit commanders have the authority to
respond to localized events as requested by local civilian authorities.
These responses, conducted under immediate response authority, do not
normally exceed 72 hours and require notification of the relevant service
commands as well as the Secretary of Defense. Additionally, local
installations may establish mutual aid agreements for things such as fire
and ambulance support with the communities surrounding their
installations. NORTHCOM and PACOM are not involved in either of these
responses. However, depending on the nature of the local incident,
including possibility of media involvement, NORTHCOM and PACOM may
receive a spot report” regarding the local incident as part of the process of
informing DOD senior leadership.

Combatant Commands

NORTHCOM is the unified military command responsible for planning,
organizing, and executing DOD’s homeland defense and federal military
support to civil authorities’ missions within the continental United States,
Alaska, and U.S. territorial waters. PACOM has these responsibilities for
the Hawaiian Islands and U.S. territories in the Pacific. Both combatant
commands receive support from a variety of commands and organizations
in their direct chain of command and throughout DOD. Table 1 shows
examples of these commands.

25 . . . . . . .

A spot report is a concise narrative report of essential information covering events or
conditions that may have an immediate and significant effect on current planning and
operations.
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|
Table 1: Examples of Commands Supporting NORTHCOM and PACOM for Homeland Defense and Civil Support

Supporting
Subordinate commands Component commands commands
NORTHCOM PACOM NORTHCOM PACOM
Joint Task Force, Joint Task Force, U.S. Army North U.S. Army Pacific U.S. Fleet Forces
Alaska Homeland Defense Air Forces North U.S. Pacific Fleet Command
Joint Force Headquarters U.S. Marine Forces U.S. Marine Forces Pacific ~ U-S- Joint Forces
National Capital Region North U.S. Pacific Air Forces Command
U.S. Transportation
Command
Source: DOD.
DOD Civil Support As part of the lessons learned from Hurricane Katrina, NORTHCOM has
Personnel placed a Defense Coordinating Officer with associated support staff,

known as the Defense Coordinating Element, in each of FEMA’s 10
regional offices, placing greater emphasis on the Defense Coordinating
Officers’ mission. Figure 2 shows the 10 FEMA regions. Prior to October 1,
2006, the Defense Coordinating Officers had full-time jobs commanding
training units for the First and Fifth Continental U.S. Armies. The Defense
Coordinating Officers, along with their 40-person training staff, served
part-time as Defense Coordinating Officers and only did so when
requested by FEMA or another federal agency. Upon establishment of
Fifth U.S. Army as the Army component to NORTHCOM, 10 full-time
regional Defense Coordinating Officers were established and located in
the FEMA regional offices. Defense Coordinating Officers are senior-level
military officers (typically Army colonels) with joint experience and
training on the National Response Framework, defense support of civil
authorities, and DHS’s National Incident Management System. They are
responsible for assisting the primary federal agency when requested by
FEMA; they provide liaison support and requirements validation; and they
serve as single points of contact for state, local, and other federal
authorities that need DOD support. Defense Coordinating Officers work
closely with federal, state, and local officials to determine what unique
DOD capabilities can be used to assist in mitigating the effects of a natural
or man-made disaster. Since FEMA region IX is split between NORTHCOM
and PACOM, NORTHCOM has a Defense Coordinating Officer assigned to
the FEMA regional office in California and PACOM has established two
Defense Coordinating Officers within its area of operations. Currently,
there is a Navy civilian Defense Coordinating Officer for Guam and the
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Northern Mariana Islands and a part-time, Army Reserve Defense
Coordinating Officer for Hawaii and American Samoa.”

Figure 2: FEMA Regions
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Sources: FEMA; Map Resources (maps).

Additionally, the military services have Emergency Preparedness Liaison
Officers. These are senior Reserve officers (typically colonels or Navy
captains) from the Army, Navy, Air Force, and Marine Corps who

At the time of our review, PACOM was in the process of converting the part-time Army
Reserve Defense Coordinating Officer for Hawaii and American Samoa to a full-time, active
duty position like the NORTHCOM Defense Coordinating Officers.
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DOD Has Taken
Actions to Identify
Capability Gaps, but
Key Policies and
Guidance Are
Outdated

represent the federal military in each of the 10 FEMA regional offices and
in the states and territories.” While they have some service-specific
responsibilities, Emergency Preparedness Liaison Officers’ civil support
responsibilities include assisting the Defense Coordinating Officers with
service subject-matter expertise and coordinating the provision of military
personnel, equipment, and supplies to support the emergency relief and
cleanup efforts of civil authorities.

NORTHCOM Led a
Capabilities-Based
Assessment That Identified
DOD Capability Gaps for
the Homeland Defense and
Civil Support Missions

DOD planning documents for its civil support mission require that DOD
maintain continuous situational awareness of its civil support operating
environment by identifying shortfalls in capabilities, planning, exercising,
and coordinating DOD efforts with its interagency partners. Further, in its
Vision 2020 statement, NORTHCOM identifies a strategic goal of
providing timely and effective civil support by anticipating requests for
support and providing military capabilities at the right place and the right
time.” Accordingly, at the direction of the Deputy Secretary of Defense
and in response to a request from the Assistant Secretary of Defense for
Homeland Defense and Americas’ Security Affairs, NORTHCOM agreed to
lead a department-wide, capabilities-based assessment for DOD’s
homeland defense and civil support missions. The strategic goals of the
effort were to enable improvement in DOD homeland defense and civil
support policy, evaluate existing DOD capabilities and identify DOD
capability gaps, improve DOD’s integration with interagency mission

*TAt the time of our review, the Marine Corps only provided Emergency Preparedness
Liaison Officers to the 10 FEMA regions and did not have any in individual states. The other
three military services informed us that they generally have at least one Emergency
Preparedness Liaison Officer in each of the states and territories.

®North American Aerospace Defense Command and United States Northern Command,
Vision 2020, (Oct. 1, 2007).
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partners, and recommend further action to promote future capability
development for the homeland defense and civil support missions. The
Deputy Secretary of Defense identified the capabilities-based assessment
as one of DOD’s top 25 transformational priorities to be completed or
advanced to a major milestone by December 2008. DOD conducted the
assessment between September 2007 and October 2008 in accordance with
DOD processes.” DOD agencies, the combatant commands, the military
services, the National Guard Bureau, DHS, and other key federal
interagency partners participated in the assessment. The assessment did
not include participants from state and local governments.

The recently completed capabilities-based assessment identified 31
capability gaps for DOD’s homeland defense and civil support missions.
The 31 capability gaps were derived from an initial identification of 2,192
capabilities, tasks, and statements of required activity that define and
describe the homeland defense and civil support missions. According to
our analysis, the assessment identified 14 capability gaps related to the
civil support mission, 4 of which are CBRNE or law enforcement related,
and 17 gaps related to the homeland defense mission or mission assurance
function.” The 10 civil support gaps related to natural disasters™ were:

e Common Operational Picture,

* Operational Intelligence Analysis and Dissemination,
e Information Management and Sharing,

e DOD Interagency Planning,

e DOD Interagency Operations,

*The assessment was in accordance with DOD’s Joint Capabilities Integration and
Development System, which sets forth an integrated, collaborative process to identify and
guide the development of new capability requirements that address the current and
emerging security environment.

30According to the Homeland Defense and Civil Support Capabilities-Based Assessment,
mission assurance is defined as a process to ensure that assigned tasks or duties can be
performed in accordance with the intended purpose or plan. It is a summation of the
activities and measures taken to ensure that required capabilities and all supporting
infrastructures are available to DOD to carry out the National Military Strategy.

*'Under the civil support heading, NORTHCOM included CBRNE Decontamination
Support, CBRNE Urban Search and Rescue, and Biological Incident Support. We have not
included them because they are outside the focus of this review. Additionally, DOD
included Riverine Presence and U.S. Coast Guard Maritime Security Levels as a capability
gap relevant to the civil support mission. However, this capability primarily involves DOD
maritime support to civil authorities for activities such as combating terrorism,
counterdrug operations, and law enforcement activities.
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e DOD Transportation Support,

e Mass Care Support,

e Assured Access to Electromagnetic Spectrum,
» Logistical Health Medical Support, and

o Isolation and Quarantine Support.

The capabilities-based assessment was limited in that (1) the nature of its
assumptions may have hidden other capability gaps and (2) DOD has not
received precise information from civil authorities on the capabilities it
will be asked to provide. First, one of the strategic assumptions guiding
the capabilities-based assessment is that DOD will provide a total force
(combined active and reserve component) response to support civil
authorities for domestic emergencies and other activities as directed.
However, as we have reported in prior work and raised as a matter for
congressional consideration,” DOD has no legal authority to order Reserve
personnel to involuntary active duty service for the purpose of providing
civil support in the response to a natural disaster,” which may limit DOD’s
ability to provide the capabilities requested by civil authorities in a timely
manner. For example, according to U.S. Transportation Command
officials, this lack of authority has made it difficult to access the personnel
it needs to perform its civil support operations, especially since about 88
percent of DOD’s capabilities for aeromedical evacuation operations are
assigned to the reserve component. U.S. Transportation Command
officials said they have been able to rely on volunteers from the service
Reserves to meet their civil support requirements thus far, but they noted
that, in the event of multiple disaster requirements that overwhelm state
capabilities, U.S. Transportation Command might not be able to provide
the capabilities requested due to the lack of authority to order service
Reservists to active duty service to respond to disasters. DOD officials we
interviewed told us that the department has advocated a change to this
legislative status, but that the states have opposed the change due to
issues involving state sovereignty.

Second, while the assessment provided a general discussion of the civil
support capability shortfalls it identified, it concluded that a precise scope
of many of these shortfalls could not be determined because several
strategic policy questions remained unanswered. There is a lack of

2GAO, Disaster Management: Improving the Nation’s Response to Catastrophic
Disasters, GAO/RCED-93-186 (Washington, D.C.: July 23, 1993) and GAO-06-643.

%10 U.S.C. § 12304 (c) (1) (2010).
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interagency understanding and agreement on the extent of capabilities
requested by civil authorities that DOD is expected to provide, and on how
quickly DOD is expected to provide them. For example, Emergency
Support Function #8: Public Health and Medical Services Annex to the
National Response Framework, requests that DOD provide support for
evacuating seriously ill or injured patients, but it does not provide
specifics on the amount of capabilities that DOD should provide, or the
timeliness of DOD’s response for providing these capabilities. We
previously reported that NORTHCOM has difficulty identifying
requirements for capabilities it may need in part because NORTHCOM
does not have more detailed information from DHS and the states on the
specific requirements needed from the military in the event of a disaster.*
For DOD’s civil support mission, the requirements are established by the
needs of the federal, state, and local agencies and organizations that DOD
would be supporting in an actual event. In January 2008, the Commission
on the National Guard and Reserves noted that DHS had not defined the
requirements that DOD must meet to adequately perform its civil support
mission.” Several DOD officials we spoke with said that one of the biggest
challenges in providing defense support of civil authorities is that civil
authorities have not yet defined the capability requirements that DOD
might be requested to provide in the event of