United States Government Accountability Office

GAO

Report to Congressional Committees

December 2008

HOMELAND
SECURITY

U.S. Visitor and
Immigrant Status
Indicator Technology
Program Planning and
Execution

Improvements
Needed

£ GAO

countability * Integrity * Reliability

GAO-09-96



i
g GAO
Accountability- Integrity- Reliability

Highlights

Highlights of GAO-09-96, a report to
congressional committees

Why GAO Did This Study

The Department of Homeland
Security (DHS) has established a
program known as U.S. Visitor and
Immigrant Status Indicator
Technology (US-VISIT) to collect,
maintain, and share information,
including biometric identifiers, on
certain foreign nationals who travel
to and from the United States. By
congressional mandate, DHS is to
develop and submit an expenditure
plan for US-VISIT that satisfies
certain conditions, including being
reviewed by GAO. GAO’s
objectives were to (1) determine if
the plan satisfies the twelve
legislative conditions and (2)
provide observations about the
plan and management of the
program. To accomplish this, GAO
assessed the plan and related DHS
certification letters against each
aspect of each legislative condition
and assessed program
documentation against federal
guidelines and industry standards.

What GAO Recommends

GAO is recommending that the
Secretary direct the department’s
Investment Review Board to
immediately review the program
relative to the findings and
observations in this report and
report the results to Congress. In
written comments on a draft of this
letter, DHS officials said that they
agreed with GAO’s
recommendations.

To view the full product, including the scope
and methodology, click on GAO-09-96.

For more information, contact Randolph C.
Hite at (202) 512-3439 or hiter@gao.gov.
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U.S. Visitor and Immigrant Status Indicator
Technology Program Planning and Execution
Improvements Needed

What GAO Found

The fiscal year 2008 US-VISIT expenditure plan does not fully satisfy any of
the eleven conditions required of DHS by the Consolidated Appropriations
Act, 2008, either because the plan does not address key aspects of the
condition or because what it does address is not adequately supported or is
otherwise not reflective of known program weaknesses. More specifically, of
the eleven conditions, the plan partially satisfies eight. For example, while the
plan includes a listing of GAO recommendations, it does not provide
milestones for addressing these recommendations, as required by the act.
Further, although the plan includes a certification by the DHS Chief
Procurement Officer that the program has been reviewed and approved in
accordance with the department’s investment management process, and that
this process fulfills all capital planning and investment control requirements
and reviews established by the Office of Management and Budget, the
certification is based on information that pertains to the fiscal year 2007
expenditure plan and fiscal year 2009 budget submission, rather than to the
fiscal year 2008 expenditure plan. Moreover, even though the plan provides an
accounting of operations and maintenance and program management costs,
the plan does not separately identify the program’s contractor services costs,
as required by the act. With regard to the remaining three legislative
conditions, the plan does not satisfy any of them. For example, the plan does
not include a certification by the DHS Chief Human Capital Officer that the
program’s human capital needs are being strategically and proactively
managed and that the program has sufficient human capital capacity to
execute the expenditure plan. Further, the plan does not include a detailed
schedule for implementing an exit capability or a certification that a biometric
exit capability is not possible within 5 years. The twelfth legislative condition
was satisfied by our review of the expenditure plan.

Beyond the expenditure plan, GAO observed that other program planning and
execution limitations and weaknesses also confront DHS in its quest to deliver
US-VISIT capabilities and value in a timely and cost-effective manner.
Concerning DHS’s proposed biometric air and sea exit solution, for example,
the reliability of the cost estimates used to justify the proposed solution is not
clear, the proposed solution would provide less security and privacy than
other alternatives, and public comments on the proposed solution raise
additional concerns, including the impact the solution would have on the
industry’s efforts to improve passenger processing and travel. Moreover, the
program’s risk management database shows that key risks are not being
managed. Finally, frequent rebaselining of one of the program’s task orders
has minimized the significance of schedule variances. Collectively, this means
that additional management improvements are needed to effectively define,
justify, and deliver a US-VISIT system solution that meets program goals,
reflects stakeholder input, minimizes exposure to risk, and provides Congress
with the means by which to oversee program execution. Until these steps are
taken, US-VISIT program performance, transparency, and accountability will
suffer.
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Abbreviations

ADIS Arrival and Departure Information System

APIS Advance Passenger Information System

CHCO chief human capital officer

CIO chief information officer

CPO chief procurement officer

CLAIMS 3 Computer Linked Application Information Management
System

DHS Department of Homeland Security

DCMA Defense Contract Management Agency

EA enterprise architecture

EAB enterprise architecture board

ELCM enterprise life cycle methodology

EVM earned value management

FBI Federal Bureau of Investigation

TIAFIS Integrated Automated Fingerprint Identification System

IV&V independent verification and validation

IBIS Interagency Border Inspection System

IDENT Automated Biometric Identification System

iDSM Interim Data Sharing Model

MDP milestone decision point

NPRM Notice of Proposed Rule Making

OMB Office of Management and Budget

OIG Office of Inspector General

POE ports of entry

SEVIS Student and Exchange Visitor Information System

TECS Treasury Enforcement Communications System

UDM US-VISIT Delivery Methodology

US-VISIT U.S. Visitor and Immigrant Status Indicator Technology

This is a work of the U.S. government and is not subject to copyright protection in the
United States. The published product may be reproduced and distributed in its entirety
without further permission from GAO. However, because this work may contain
copyrighted images or other material, permission from the copyright holder may be
necessary if you wish to reproduce this material separately.
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£ GAO

United States Government Accountability Office

Washington, DC 20548

December 12, 2008

The Honorable Robert C. Byrd
Chairman

The Honorable Thad Cochran
Ranking Member

Subcommittee on Homeland Security
Committee on Appropriations

United States Senate

The Honorable David E. Price
Chairman

The Honorable Harold Rogers
Ranking Member

Subcommittee on Homeland Security
Committee on Appropriations

House of Representatives

The Department of Homeland Security (DHS) submitted to Congress on
June 12, 2008, its fiscal year 2008 expenditure plan for the U.S. Visitor and
Immigrant Status Indicator Technology (US-VISIT) program pursuant to
the Consolidated Appropriations Act, 2008.' US-VISIT is a governmentwide
program to collect, maintain, and share information on foreign nationals
who enter and exit the United States. The program’s goals are to enhance
the security of U.S. citizens and visitors, facilitate legitimate trade and
travel, ensure the integrity of the U.S. immigration system, and protect the
privacy of visitors to the United States. Currently, US-VISIT entry
capabilities are operating at over 300 land, sea, and air ports of entry;
however, exit capabilities are not yet operating. DHS near-term plans call
for enhancing existing biometric collection, identification, and sharing
capabilities, as well as introducing an exit capability at airports and
seaports.

As required by the appropriations act, we reviewed US-VISIT’s fiscal year
2008 expenditure plan. Our objectives were to (1) determine whether the
plan satisfies the legislative conditions and (2) provide observations about
the plan and management of the program.

'Pub L. No. 110-161, 121 Stat. 1844, 2059-60 (Dec. 26, 2007).
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Compliance with
Legislative Conditions

On September 15, 2008, we briefed the staffs of the Senate and House
Appropriations Subcommittees on Homeland Security on the results of our
review. This letter summarizes and transmits these results, with the
exception of information that DHS deemed contractor sensitive. A
redacted version of the briefing, including our scope and methodology, is
reprinted in appendix 1.* In a separate report designated “For Official Use
Only,” we summarize and transmit the full briefing.

We performed this audit from June 2008 to September 2008 in accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our
audit objectives.

The US-VISIT expenditure plan partially satisfies 8 of the 11 legislative
conditions required of DHS.? For example, the plan partially satisfies the
legislative conditions that it

contain a listing of all open GAO and DHS Office of Inspector General
recommendations. Specifically, while the plan did include a listing and
status of our recommendations, it did not provide milestones for
addressing any of the recommendations, as required by the act.

include a certification by the DHS Chief Procurement Officer that the
program was reviewed and approved in accordance with the department’s
investment management process and that this process fulfilled all capital
planning and investment control requirements and reviews established by
the Office of Management and Budget (OMB). While the plan did include
such a certification, it was based on information that pertains to the fiscal
year 2007 expenditure plan and the fiscal year 2009 budget submission,
rather than on the fiscal year 2008 expenditure plan, as required by the act.

include an architectural compliance certification by the Chief Information
Officer that the system architecture of the program is sufficiently aligned
with the information system enterprise architecture of DHS. Specifically,

®The briefing document includes a few minor editorial changes to clarify certain points.

*The twelfth legislative condition—that the plan be reviewed by us—was satisfied.
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while the plan did include such a certification, the basis for the
certification was an assessment against the 2007 DHS enterprise
architecture, which is a version that we recently reported to be missing
important US-VISIT architectural content.

provide a detailed accounting of operations and maintenance, contractor
services, and program management costs. While the plan did provide an
accounting of operations and maintenance, and program management
costs, it did not separately identify the program’s contractor costs, as
required by the act.

The plan does not satisfy the remaining three conditions that apply to
DHS. Specifically:

The expenditure plan did not explicitly define how funds are to be
obligated to meet future program commitments, including linking the
planned expenditure of funds to milestone-based delivery of specific
capabilities and services. While the plan linked funding to four broad core
capability areas and associated projects, it did not link this planned use of
funds to milestones, and it did not consistently decompose projects into
specific mission capabilities, services, performance levels, benefits and
outcomes, or program management capabilities.

The expenditure plan did not include a certification by the DHS Chief
Human Capital Officer that the program’s human capital needs are being
strategically and proactively managed and that the program has sufficient
human capital capacity to execute the expenditure plan. While the plan
contained a certification, it only addressed that the human capital plan
reviewed by the Chief Human Capital Officer contained specific initiatives
to address the hiring, development, and retention of program employees
and that a strategy existed to develop indicators to measure the progress
and results of these initiatives. It did not address the implementation of
this plan or whether the current human capital capabilities were sufficient
to execute the expenditure plan.

The expenditure plan did not include a complete schedule for the full
implementation of a biometric exit program or certification that a
biometric exit program is not possible within 5 years. While the plan
contains a very high-level schedule that identifies five broadly defined

*GAO, Homeland Security: Strategic Solution for US-VISIT Program Needs to Be Better
Defined, Justified, and Coordinated, GAO-08-361 (Washington, D.C.: Feb. 29, 2008).
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Observations on US-
VISIT

tasks and high-level milestones, the schedule did not include, among other
things, decomposition of the program into a work breakdown structure or
sequencing, integrating, or resourcing each work element in the work
breakdown structure.

We are making five observations about US-VISIT relative to its proposed
exit solution, its management of program risks, and its use of earned value
management. These observations are summarized here.

Reliability of cost estimates for air and sea exit alternatives is not clear.

In developing its air and sea exit Notice of Proposed Rule Making (NPRM),
DHS is required to prepare a written assessment of the costs, benefits, and
other effects of its proposal and a reasonable number of alternatives and
to adopt the least costly, most cost-effective, or least burdensome among
them. To accomplish this, it is important that DHS have reliable cost
estimates for its proposed and alternative solutions.

However, the reliability of the estimates that DHS developed is not clear
because (1) DHS documents characterize the estimates as being, by
definition, rough and imprecise, but DHS officials responsible for
developing the estimates stated that this characterization is not accurate;
(2) our analysis of the estimates’ satisfaction of cost estimating best
practices shows that while DHS satisfied some key practices, it did not
fully satisfy others or the documentation provided was not sufficient for us
to determine whether still other practices were met; and (3) data on
certain variables pertaining to airline costs were not available for inclusion
in the estimates, and airlines report that these costs were understated in
the estimates.

DHS reports that the proposed air and sea exit solution provides less
security and privacy than other alternatives.

Adequate security and privacy controls are needed to assure that
personally identifiable information is secured against unauthorized access,
use, disclosure, or retention. Such controls are especially needed for
government agencies, where maintaining public trust is essential. In the
case of US-VISIT, one of its stated goals is to protect the security and
privacy of U.S. citizens and visitors.

DHS'’s proposed air and sea exit solution would require air and vessel
carriers to implement and manage the collection of biometric data at the
location(s) of their choice. However, the NPRM states that having carriers
collect the biometric information is less secure than alternatives where
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DHS collects the information, regardless of the information collection
point. Similarly, the NPRM states that the degree of confidence in
compliance with privacy requirements is lower when DHS does not
maintain full custody of personally identifiable information.

Public comments on the proposed air and sea exit solution raise a range of
additional concerns.

Ninety-one entities—including the airline, trade, and travel industries, as
well as federal, state, and foreign governments—commented on the air
and sea exit proposal. The comments that were provided raised a number
of concerns and questions about the proposed solution. For example,
comments stated that (1) technical requirements the carriers must meet in
delivering their respective parts of the proposed solution had yet to be
provided; (2) the proposed solution conflicts with air and vessel carrier
passenger processing improvements; (3) the proposed solution is not fully
integrated with other border screening programs involving air carriers;
and (4) stakeholders were not involved in this rulemaking process as they
had been in previous rulemaking efforts.

Risk management database shows that some program risks have not been
effectively managed.

Proactively managing program risks is a key acquisition management
control and, if defined and implemented properly, it can increase the
chances of programs delivering promised capabilities and benefits on time
and within budget. To its credit, the US-VISIT program office has defined a
risk management plan and related process that is consistent with relevant
guidance. However, its own risk database shows that all risks have not
been proactively mitigated. As we have previously reported, not
proactively mitigating risks increases the chances that risks become actual
cost, schedule, and performance problems.

Significance of a task order’s schedule variances have been minimized by
frequent rebaselining.

According to the GAO Cost Assessment Guide,” rebaselining should occur
rarely, as infrequently as once in the life of a program or project. Schedule
rebaselining should occur only when a schedule variance is significant
enough to limit its utility as a predictor of future schedule performance.

5GAO, Cost Assessment Guide: Best Practices for Estimating and Managing Program
Costs, Exposure Draft, GAO-07-1134SP (Washington, D.C.: July 2007), at p. 251.
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Conclusions

For task order 7, the prime contractor’s largest task order,’ the program
office has rebaselined its schedule twice in the last 2 years—first in
October 2006 and again in October 2007. This rebaselining has resulted in
the task order showing a $3.5 million variance, rather than a $7.2 million
variance that would exist without either of the rebaselinings.

DHS has not adequately met the conditions associated with its legislatively
mandated fiscal year 2008 US-VISIT expenditure plan. The plan does not
fully satisfy any of the conditions that apply to DHS, either because it does
not address key aspects of the condition or because what it does address
is not adequately supported or is otherwise not reflective of known
program weaknesses. Given that the legislative conditions are intended to
promote the delivery of promised system capabilities and value, on time
and within budget, and to provide Congress with an oversight and
accountability tool, these expenditure plan limitations are significant.

Beyond the expenditure plan, other program planning and execution
limitations and weaknesses also confront DHS in its quest to deliver US-
VISIT capabilities and value in a timely and cost-effective manner. Most
notably, DHS has proposed a solution for a long-awaited exit capability,
but it is not clear if the cost estimates used to justify it are sufficiently
reliable to do so. Also, DHS has reported that the proposed solution
provides less security and privacy than other alternatives analyzed, and
the proposed solution is being challenged by those who would be
responsible for implementing it. Further, DHS’s ability to measure
program performance and progress, and thus be positioned to address
cost and schedule shortfalls in a timely manner, is hampered by
weaknesses in the prime contractor’s implementation of earned value
management. Each of these program planning and execution limitations
and weaknesses introduce risk to the program.

In addition, DHS is not effectively managing the program’s risks, as
evidenced by the program office’s risk database showing that known risks
are being allowed to go years without risk mitigation and contingency
plans. Overall, while DHS has taken steps to implement a significant
percentage of our prior recommendations aimed at improving
management of US-VISIT, additional management improvements are
needed to effectively define, justify, and deliver a system solution that

Task order 7 provides for development and deployment of new capabilities.
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Recommendations for
Executive Action

Agency Comments
and Our Evaluation

meets program goals, reflects stakeholder input, minimizes exposure to
risk, and provides Congress with the means by which to oversee program
execution. Until these steps are taken, US-VISIT program performance,
transparency, and accountability will suffer.

To assist DHS in planning and executing US-VISIT, we recommend that the
Secretary of Homeland Security direct the department’s Investment
Review Board to review the reasons for the plan’s limitations and address
the challenges and weaknesses raised by our observations about the
proposed air and sea exit solution, risk management, and the
implementation of earned value management, and to report the results to
Congress.

In written comments on a draft of this report, signed by the Director,
Departmental Audit Liaison Office, and reprinted in appendix II, DHS
concurred with our recommendations and stated that the department’s
Investment Review Board would meet for the purpose of reviewing US-
VISIT and addressing our findings and recommendations. Moreover, DHS
commented that our report has prompted the department to modify the
fiscal year 2009 US-VISIT expenditure plan to provide greater visibility into
operations and maintenance and program management expenditures, and
to include milestones and performance targets for planned
accomplishments, mitigation plans, milestones for closing open
recommendations, and results relative to prior year commitments. DHS
also commented that after it received our report for comment, it issued an
interim policy for managing investments, such as US-VISIT, and thus it
disagreed with one of our findings relative to one of the legislative
conditions—namely that DHS’s investment management process is not
sufficiently mature. However, DHS did not provide the policy itself, thus
we were not able to determine whether it addressed our concerns.
Further, the memo states that the policy is draft and that implementation
of the policy, including training, still needs to occur. Thus, while we have
modified our briefing document to reflect the policy’s issuance, we have
not modified our conclusion that DHS’s investment management process
is not sufficiently mature.

We are sending copies of this report to the Chairmen and Ranking
Minority Members of other Senate and House committees and
subcommittees that have authorization and oversight responsibilities for
homeland security. We are also sending copies to the Secretary of
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Homeland Security, Secretary of State, and the Director of OMB. Copies of
this report will also be available at no charge on our Web site at
http://www.gao.gov.

If you or your staffs have any questions on matters discussed in this
report, please contact me at (202) 512-3439 or at hiter@gao.gov. Contact
points for our Offices of Congressional Relations and Public Affairs may
be found on the last page of this report. GAO staff who have made
significant contributions to this report are listed in appendix III.

i

Randolph C. Hite
Director, Information Technology Architecture
and Systems Issues
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

Accountability * Integrity * Rellability

Homeland Security: U.S. Visitor and Immigrant Status Indicator
Technology Program Planning and Execution Improvements

Needed

Briefing for staff members of the
Subcommittees on Homeland Security
Senate and House Committees on Appropriations

September 15, 2008*

*This briefing has been amended on page 44 to address DHS comments.
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

é GAO Introduction

Accountabity - Inbegeity * Relisbisng

U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT) is a Department of
Homeland Security (DHS) program for collecting, maintaining, and sharing information on
foreign nationals who enter and exit the United States. The goals of US-VISIT are to:

e enhance the security of U.S. citizens and visitors,

« facilitate legitimate travel and trade,
o ensure the integrity of the U.S. immigration system, and
» protect the privacy of our visitors.

Currently, US-VISIT entry capabilities are operating at over 300 land, sea, and air ports of
entry; however, exit capabilities are not yet operating. DHS near-term plans call for
enhancing existing biometric collection, identification, and sharing capabilities, as well as
introducing an exit capability at airports and seaports.
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

& GAO Objectives

Accountabity - Inbegeity * Relisbisng

The Consolidated Appropriations Act, 2008, states that DHS may not obligate $125
million of the $475 million appropriated® for US-VISIT until the Senate and House
Committees on Appropriations receive a plan for expenditure® that includes the following:

o a detailed accounting of the program’s progress to date relative to system capabilities
or services, system performance levels, mission benefits and outcomes, milestones,
cost targets, and program management capabilities;

¢ an explicit plan of action defining how all funds are to be obligated to meet future
program commitments, with the planned expenditure of funds linked to the milestone-
based delivery of specific capabilities, services, performance levels, mission benefits
and outcomes, and program management capabilities;

e a listing of all open GAO and DHS Office of the Inspector General (OIG)
recommendations related to the program and the status of DHS actions to address
the recommendations, including milestones for fully addressing them;

» a certification by the DHS Chief Procurement Officer (CPO) that the program has
been reviewed and approved in accordance with the department’s investment
management process, and that this process fulfills all capital planning and investment

' Pub. L. No. 110-161 (Dec. 26, 2007).
? Since fiscal year 2002, $2.22 billion has been appropriated for US-VISIT.
° This is the seventh legislatively-mandated US-VISIT expenditure plan.
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

& GAO Objectives

Accountabity - Inbegeity * Relisbisng

control requirements and reviews established by the Office of Management and
Budget (OMB), including Circular A-11, part 7;

¢ a certification by the DHS Chief Information Officer (CIO) that an independent
verification and validation agent is currently under contract for the project;

¢ a certification by the DHS CIO that the system architecture of the program is
sufficiently aligned with the department’s information systems enterprise architecture
to minimize future rework, including a description of all aspects of the architectures
that were and were not assessed in making the alignment determination, the date of
the alignment determination, and any known areas of misalignment, along with the
associated risks and corrective actions to address any such areas;

¢ a certification by the DHS CPO that the plans for the program comply with federal
acquisition rules, requirements, guidelines, and practices, and a description of the
actions being taken to address any areas of noncompliance, the risks associated with
them, along with any plans for addressing these risks and the status of their
implementation;

¢ a certification by the DHS CIO that the program has a risk management process that
regularly identifies, evaluates, mitigates, and monitors risks throughout the system
life cycle, and communicates high-risk conditions to agency and DHS investment
decision makers, as well as a listing of all the program’s high risks, and a status of
efforts to address them;
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

& GAO Objectives

Accountabity - Inbegeity * Relisbisng

¢ a certification by the DHS Chief Human Capital Officer (CHCO) that the human
capital needs of the program are being strategically and proactively managed, and
that current human capital capabilities are sufficient to execute the plans discussed in
the report;

e a complete schedule for the full implementation of a biometric exit program or a
certification that such a program is not possible within 5 years;

¢ a detailed accounting of operations and maintenance, contractor services, and
program management costs associated with the program®.

The act also requires that we review this plan. DHS submitted its fiscal year 2008 US-
VISIT expenditure plan to the House and Senate Appropriations Subcommittees on
Homeland Security on June 12, 2008. As agreed, our objectives were to (1) determine
whether the plan satisfies the legislative conditions and (2) provide observations about
the plan and management of the program.

“ As discussed in the scope and methodology section of this briefing (attachment 1), we sought clarification from staff with the House
and Senate Appropriations Committees, Subcommittees on Homeland Security, on this condition. As a result, the wording of this
condition has been modified slightly from that in the act.
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

é G AO Scope and Methodology

Accountabity - Inbegeity * Relinbiing

To accomplish the first objective, we compared the information provided in the plan with
each aspect of the eleven conditions. Further, for those conditions requiring a DHS
certification, we analyzed documentation, interviewed cognizant officials, and leveraged
our recent work to determine the basis for each certification. We then determined whether
the plan satisfies, partially satisfies, or does not satisfy the conditions based on the extent
to which (1) the plan addresses all aspects of the applicable condition, as specified in the
act or (2) the applicable certification letter contained in the plan (a) addresses all aspects
of each condition, as specified in the act, (b) is sufficiently supported by documented and
verifiable analysis, (c) contains significant qualifications, and (d) is otherwise consistent
with our related findings.

To accomplish the second objective, we analyzed DHS’s Notice of Proposed Rule Making
(NPRM) for Air/Sea Exit, the Regulatory Impact Analysis, Privacy Impact Assessment,
and US-VISIT’s Exit Pilot Report. We also compared available information on the US-
VISIT prime contractor’'s implementation of earned value management and the program
office’s implementation of risk management to relevant guidance. (See attachment 1 for
more detailed information on our scope and methodology.)

We conducted this performance audit at US-VISIT offices in Arlington, Virginia, and DHS
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Appendix I: Briefing for Staff Members of the
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i

é G AO Scope and Methodology

Accountabity - Inbegeity * Relinbiing

offices in Washington, D.C. from June 2008 to September 2008 in accordance with
generally accepted government auditing standards. Those standards require that we plan
and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based on
our audit objectives.
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Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i
émgmémgw Results in Brief
Legislative Conditions
Expenditure Plan’s Satisfaction of Legislative Conditions
Legislative condition D::‘?s?;t ::t?slfailelz Satisfies
Detailed accounting of the program’s progress to date relative to system X
capabilities
Explicit plan defining how funds are to be obligated to meet future program X
commitments, linked to the milestone-based delivery of specific capabilities and
services
Listing of all open GAO and OIG recommendations X
DHS investment management and OMB capital planning and investment control X
certification by the CPO
Independent verification and validation certification by the CIO X
Architecture certification by the CIO X
Acquisition certification by the CPO X
Risk management certification by the CIO X
Human Capital certification by the CHCO X
Exit implementation schedule or certification that not possible within 5 years X
Detailed accounting of operations and maintenance, contractor services, X
program management costs.
Reviewed by GAO X
Source: GAO analysis based on DHS data.
9
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i

é GAO Results in Brief

Accountabdity * Integrity * Relinbisng .
Observations

o The reliability of DHS Air and Sea Exit cost estimates is not clear for various reasons,
including program officials’ statements that contradict how the department
characterized the estimates in the public documents and supporting documentation
about the estimates’ derivation that we have yet to receive.

e The proposed Air and Sea Exit solution, according to DHS, would provide less
security and privacy than other alternatives, because it relies on private carriers to
collect, store, and transmit passenger data.

o Comments on the Proposed Air and Sea Exit solution, provided by airlines and
others, raised a number of additional stakeholder concerns, such as conflicts with air
carrier business models and impact on trade and travel.

¢ The program office’s risk database shows that risk mitigation and contingency plans
have not been developed and implemented in a timely fashion for a number of risks,
which increases the chances that known risks will become actual problems.

¢ Significant schedule variances are being minimized by frequent redefinition of
baselines, thus limiting the use of earned value management as a performance
management tool.
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Recommendation and Agency Comments

We are recommending that DHS’ Investment Review Board review the reasons for the
plan’s limitations and address the challenges and weaknesses raised by our observations
about the proposed Air and Sea Exit solution, and the implementation of earned value
management and risk management, and to report the results to the Congress.

We provided a draft of this briefing to DHS officials, including the Director of US-VISIT.
While these officials did not state whether they agreed or not with our findings,
conclusions, or recommendations, they did provide a range of technical comments, which
we have incorporated into the briefing, as appropriate. They also sought clarification on
our scope and methodology, which we have also incorporated into the briefing.
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The strategic goals of US-VISIT are to enhance the security of U.S. citizens and visitors,
facilitate legitimate travel and trade, ensure the integrity of the U.S. immigration system,
and protect the privacy of our visitors. It is to accomplish these things by:
¢ collecting, maintaining, and sharing biometric and other information on certain foreign
nationals who enter and exit the United States;

¢ identifying foreign nationals who (1) have overstayed or violated the terms of their
admission; (2) can receive, extend, or adjust their immigration status; or (3) should
be apprehended or detained by law enforcement officials;

¢ detecting fraudulent travel documents, verifying traveler identity, and determining
traveler admissibility through the use of biometrics; and

o facilitating information sharing and coordination within the immigration and border
management community.
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Overview of History and Status of US-VISIT Increments

As defined in expenditure plans prior to fiscal year 2006, US-VISIT biometric entry and
exit capabilities were to be delivered in four increments.

¢ Increments 1 through 3 were to be interim, or temporary, solutions that would focus
on building interfaces among existing (legacy) systems; enhancing the capabilities of
these systems; and deploying these systems to air, sea, and land ports of entry
(POEs).

¢ Increment 4 was to be a series of yet-to-be-defined releases, or mission capability
enhancements, that were to deliver long-term strategic capabilities for meeting
program goals.

¢ Increments 1 through 3 have produced an entry capability that began operating at
over 300 POEs by 2006. (See the system diagram on the next slide for an overview
of this entry capability; attachment 3 provides further details on each of the systems.)
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° For details on the processes underlying each increment and systems supplying information on US-VISIT, see attachment 3.
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Increment 4 has continued to evolve.

o The fiscal year 2006 expenditure plan described increment 4 as the combination of
two projects: (1) Transition to 10 fingerprints in the Automated Biometric Identification
System (IDENT) and (2) interoperability between IDENT and the Federal Bureau of
Investigation’s (FBI) Integrated Automated Fingerprint Identification System (IAFIS).

o The fiscal year 2007 expenditure plan combines these two projects with a third
project called Enumeration (developing a single identifier for each individual) into a
larger project referred to as Unique Identity. During fiscal year 2007, the following
Unique Identity efforts were completed.

e The Interim Data Sharing Model (iDSM) was deployed. It allows sharing of certain
biometric information between US-VISIT and the FBI, as well as with the Office of
Personnel Management and police departments in Houston, Dallas, and Boston.
The next phase of IDENT/IAFIS interoperability (referred to as Initial Operating
Capability) is to be deployed in October 2008.

e The 10-print scanners were deployed to 10 air locations for pilot testing.
Deployment of the scanners to 292 POEs is to begin during fiscal year 2008 and is
to be completed by December 2008.
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e Also in fiscal year 2007, steps were taken relative to a biometric exit solution.
Specifically,

¢ Exit pilot projects were halted at 12 airports and 2 seaports in May 2007.

e Exit radio frequency identification® proof-of-concept projects were discontinued at
selected land ports in November 2006.

¢ Planning for an air and sea exit solution based on lessons learned from the pilot
projects was begun, to include studying the costs, impacts, and privacy concerns
of alternative solutions.

The fiscal year 2008 expenditure plan provides additional information on these and other
projects in the context of the program’s four core mission capabilities: (1) providing
identity management and screening services, (2) developing and enhancing biometric
identity collection and data sharing, (3) providing information technology support for
mission services, and (4) enhancing program management. For example, under
developing and enhancing biometric capabilities, the plan allocates $228 million for
further development and deployment of Unique Identity and $13 million for development
of an Air and Sea Exit solution. (See table on next slide).

° Radio frequency technology relies on proximity cards and card readers. Radio frequency devices read the information contained on
the card when the card is passed near the device. The information can contain personal information of the cardholder.
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Summary of Fiscal Year 2008 Expenditure Plan Budget

Core Mission Areas/Projects Fiscal Yez?r 20.0 8 Total
(dollars in millions)

Provide identity management and screening services

Biometric support $7.9

Data integrity 6.4

Law enforcement and intelligence 1.5

Develop and enhance biometric identity collection and data sharing

Unique Identity 228.0

Comprehensive Biometric Exit — Air/Sea 13.0

Provide information technology support to mission service

Operations and maintenance 103.0

Enhance Program Management

Mission support 109.2

Management reserve 6.0

Total $475.0

Source: DHS Fiscal Year 2008 Expenditure Plan.
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Life Cycle Approach for and Status of US-VISIT Projects

US-VISIT projects are subject to the program’s Enterprise Life Cycle Methodology
(ELCM). Within ELCM is a component methodology for managing software-based system
projects, such as Unique Identity and Air/Sea Exit, known as the US-VISIT Delivery
Methodology (UDM). According to version 4.3 of UDM (April 2007), it

o applies to both new development and operational projects;
» specifies the documentation and reviews that should take place within each of the
methodology’s six phases: plan, analyze, design, build, test, and deploy; and

» allows for tailoring to meet the needs and requirements of individual projects, in
which specific activities, deliverables, and milestone reviews that are appropriate for
the scope, risk, and context of the project can be set for each phase of the project.

The chart on the following page shows the status of each US-VISIT project within the life
cycle methodology as of August 2008.
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Comprehensive Exit Air'Sea Release 17 i
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Comprehensive Exit Air/Sea Release 2**

Unigue Identity 10-Print Initial Deploy it |

Unigue Identity 10-Print National Deployment u

Increment 1 Air/Sea Entry

Increment 2 Land Entry Top 50

Increment 3 Remaining Land POEs

IDENT/IAFIS iDSM

Unique Identity Interoperability 10C |

Unique Identity Interoperability FOC —i

Enumeration Services |

Mabile Biometrics at Sea |

*Release 1 deploys backend capabilities to receive and process the biometric exit data cap and itted in compli with the Final Aule
“*Release 2 focuses on exit reperting capabilities

Source: GAD based on agency data.
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In May 2004, DHS awarded an indefinite-delivery/indefinite-quantity” prime contract to
Accenture and its partners® for delivering US-VISIT products and services. Thus far,

o 20 task orders have been issued against this contract, and their total value® is about
$501 million.
¢ 11 of these task orders are ongoing, and their total value is about $331 million.

The table on the following slides provides additional information about the ongoing task
orders organized by the four core mission capabilities and projects.

’ An indefinite delivery/indefinite quantity contract provides for an indefinite quantity, within stated limits, of supplies or services during
a fixed period of time. The government schedules deliveries or performance by placing orders with the contractor.
® Accenture’s partners in this contract include, among others, Raytheon Company, the Titan Corporation, and SRA International, Inc.

° Total value is the reported budget at completion as of May 2008.
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Core Capability/Project

Task Order Name

Start

Approximate

Value

(dollars in
millions)

Description

Provide identity management and screening services

Data integrity and biometric
support

Data management
support

August

2004

$3

Support Program Office Data Management
Branch to identify errors, omissions, and
trends in data; recommend corrective actions;
provide refined data to other offices (e.g., U.S.
Immigration and Customs Enforcement) to
support criminal investigations, lookout
creation, and informed managerial/operational
decision making

Develop and enhance biometric identity collection and data sharing capabilities

Biometric solutions delivery | Unique Identity October 82.5 | Planning, development, and implementation of
2004 Unique Identity (IDENT/IAFIS integration and
IDENT 10-print)
Integration support November 1.6 | Program and technical integration support
to the Unique 2006 services
Identity ID Project
Office
Secure Information October 2.3 | Planning, development, and implementation of
Management 2007 enumeration functionality for Unique Identity
Systems and the US Customs and Immigration
Service’s Inter-Country Adoption Pilot
Biometric Solutions February 18 | Deployment of solutions—includes installation
Delivery 2008 of scanning equipment for 10-print collection
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Contract and Task Order Overview and Status

Core Capability/Project Task order name

Start

Approximate
value
(dollars in
millions)

Description

Provide information technology support mission services

Operations and Facilities and March 6.3 | Provisioning of office/facility space, furniture,
maintenance infrastructure 2005 workstations, telecommunications, and other
infrastructure to support contractor activities
Operations and August 27.7 | Management of operations and maintenance
maintenance 2006 activities for deployed capabilities
Information technology IT services September 10.8 | Information technology services for
services 2007 implemented functionality, including security
upgrades, system changes, etc.
Enhance program management
Contractor support/program | Program-level September 16 | Develop and maintain the standards,
management engineering 2004 guidance, architectures, performance models,
and other engineering processes necessary to
support the development of functionality
Development and November 1.8 | Support the development and maintenance of
support of program 2006 program planning artifacts and analyze phases

planning activities

of project execution and planning, updating,
and implementation of the US-VISIT strategic
plan

Source: GAO analysis of DHS data.
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Overview of DHS Investment Management Process

DHS issued a draft Investment Review Process guide in March 2006 that includes
milestone decision points (MDP) linking five life cycle phases: project initiation (MDP1),
concept and technology development (MDP2), capability development and demonstration
(MDP3), production and deployment (MDP4), and operations and support (MDP5).

Under the draft guide, a program sends an investment review request prior to the initial
milestone date. The program is then to be reviewed by the DHS Enterprise Architecture
Board (EAB), Joint Requirements Council and/or Investment Review Board, depending
on such factors as the program’s cost and significance. According to the official from
DHS’s Program Analysis and Evaluation Directorate who is responsible for overseeing
program adherence to the investment control process, the draft guide is being used for all
DHS programs, including US-VISIT. This official also stated that milestone reviews can be
performed concurrently with an expenditure plan review.

In December 2006, the DHS Investment Review Board held an MDP1 review of US-
VISIT. Since then, the EAB held an MDP2 review in April 2007, and the EAB is currently
performing an MDP3 review. Neither the Joint Requirements Council nor the Investment
Review Board have reviewed US-VISIT since MDP1.
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Overview of DHS Notice of Proposed Rule Making (NPRM) for Air/Sea Exit

On April 24, 2008, DHS published its NPRM for establishing a biometric exit capability at
commercial air and sea ports. At the same time, it published an Air/Sea Biometric Exit
Regulatory Impact Analysis providing information on the projected costs and benefits of
several alternatives discussed in the proposed rule. Key aspects of the NPRM are
summarized here.

e The proposed rule would require aliens who are subject to US-VISIT biometric
requirements on entry at POEs to provide biometric information to commercial
carriers before departing air and sea POEs. The rule also proposed that the biometric
information collected be submitted to DHS within 24 hours of securing the airplane
doors for air travel or departing the seaport. According to the NPRM, these
requirements would not apply to persons departing on certain private or small
carriers.

e The proposed rule discussed nine exit alternatives for collecting biometrics: (1) at the
check-in counter by air and vessel carriers, (2) at the check-in counter by DHS, (3) at
the security checkpoint by DHS, (4) at the departure gate by air and vessel carriers,
(5) at the departure gate by DHS, (6) at the check-in counter by air and vessel
carriers with verification at the departure gate, (7) at the check-in counter by DHS
with verification at the departure gate, (8) at the security checkpoint by DHS with
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verification at the departure gate, and (9) within the sterile area (after passing
through the Transportation Security Administration checkpoint) by DHS.

The following five alternatives were subject to further analysis of costs and benefits.

* Proposed Alternative: Air and vessel carriers implement and manage the collection of
biometric data at location(s) of their choice.

¢ Alternative 1: Air and vessel carriers implement and manage the collection of
biometric data at their check-in counter.

o Alternative 2: DHS implements and manages the collection of biometric data at the
TSA Security checkpoint.®

o Alternative 3: DHS implements and manages the collection of biometric data at
location(s) of the air or vessel carrier’s choice.

o Alternative 4: DHS implements and manages the collection of biometric data at
kiosks placed in various locations.

*° This solution would not be applicable to vessel carriers because there are no TSA checkpoints at seaports.
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DHS provided a 60-day comment period for the NPRM. A total of 91 organizations
provided 117 comments and supporting documents. These included: 12 air industry
associations, 44 air carriers (9 domestic and 35 foreign), 4 vessel industry associations, 1
vessel carrier, 9 commerce associations, 1 congressional committee, 5 foreign
governments, and 2 local governments.
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Of the 12 legislative conditions pertaining to DHS’s fiscal year 2008 expenditure plan for
US-VISIT, the plan partially satisfies 8 and does not satisfy 3 of them. Our review has
satisfied the remaining condition.

Given that the act’s conditions are designed to help ensure that the program is effectively
managed and that congressional oversight of program can occur, a partially or a not
satisfied condition should be viewed as introducing risk to the program. Each of the
conditions is addressed in detail on the following slides.
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Condition 1. The plan partially satisfies the legislative condition to include a detailed
accounting of the program’s progress to date relative to system capabilities or services,
system performance levels, mission benefits and outcomes, milestones, cost targets, and
program management capabilities.

As we previously reported,” describing how well DHS is progressing relative to US-VISIT
program commitments (e.g., cost, schedule, capabilities, and benefits commitments) that
it has made in previous expenditure plans is essential to permitting meaningful program
oversight and promoting accountability for results.

System Capabilities and Services

The current plan provides information on some US-VISIT capabilities and services that
have been completed or delivered. For example, the fiscal year 2007 plan stated that US-
VISIT would make IDENT modifications to support the transition to 10-print capability. The
fiscal year 2008 plan identifies the modifications that were implemented, such as
consolidating several IDENT databases, deploying a watch list demotion capability,
introducing improved fingerprint-matching algorithms, and developing new requirements

" GAO, Information Technology: Homeland Security Needs to Improve Entry Exit System Expenditure Planning, GAO-03-563
(Washington, D.C.: June 9, 2003) and Homeland Security: Some Progress Made, but Many Challenges Remain on U.S. Visitor and
Immigrant Status Indicator Technology Program, GAO-05-202 (Washington, D.C.: Feb. 23, 2005).
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for an enhanced Candidate Verification Tool. However, the information presented is not
always sufficient to measure progress. For example,

o The fiscal year 2007 plan stated that US-VISIT would begin 10-print pilot deployment
in late 2007 to ten air locations, but the fiscal year 2008 plan only states that DHS
selected a number of pilot locations and evaluated the performance and operational
impacts at those locations. According to program officials, although the plan does not
state the number of locations for the pilot, it was in fact deployed to ten locations, and
this information has been previously provided to the Congress.

System Performance Levels

The fiscal year 2008 plan describes progress in achieving some, but not all, system
performance levels. For example, the fiscal year 2007 plan cited a target of 1,850
biometric watch list hits for travelers processed at POEs, and the latest plan reports that
the number of these hits was 11,838. However, many of the target measures included in
the fiscal year 2007 plan are not described in the current plan. For example,

o The fiscal year 2007 plan cited a target of having biometric information on file for 49
percent of foreign nationals prior to their entering the United States (also referred to
as the “Unique Identity baseline”). However, this measure is not discussed in the
fiscal year 2008 plan.
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o The fiscal year 2007 plan cited a target of 26 days for resolving requests by visitors
to correct their baseline data. However, this measure is not discussed in the fiscal
year 2008 plan.

¢ The fiscal year 2007 plan stated that US-VISIT would establish a baseline of the
number of individuals who were biometrically verified based on 10-print enroliment.
However, this baseline measure is not discussed in the fiscal year 2008 plan.

According to program officials, although these measures are not mentioned in the
expenditure plan, performance data relative to each is in fact collected and monitored.

Cost Targets

The fiscal year 2008 plan identifies estimated costs (i.e., funding levels) for each of the
four broad capability areas. In some cases, the broad areas are decomposed and
meaningful detail is provided to understand how the funds will be used. However, in many
cases, capabilities and costs are not decomposed to a level that permits such
understanding and oversight. For example,
¢ The fiscal year 2008 plan states that $7.9 million will be used for the Biometric
Support Center. However, allocations for specific support center capabilities and
services are not provided.
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e The fiscal year 2008 plan states that $72.6 million will be used to update DHS border
and process technology in support of 10-print and IDENT/IAFIS interoperability.
However, the funds are not allocated between the two activities or to major tasks,
products, and services under each activity, such as the completion of initial operating
capability for IDENT/IAFIS integration.

e The fiscal year 2008 plan states that $6.4 million will be used for data integrity efforts.
However, the funds are not allocated among specific data integrity activities
described in the plan, such as upgrading the integrity of the system and data to meet
stakeholder needs.

Furthermore, the fiscal year 2007 and 2008 plans use different terminology to describe
categories of spending under the broad capability areas. For example,

e The fiscal year 2008 plan shows $5.0 million in fiscal year 2007 funds allocated to
“Information Technology” under the “Comprehensive Biometric Exit Solution—Air and
Sea” project, but the 2007 plan does not identify an “Information Technology”
component to this project, but rather shows $5.0 million being allocated to “Planning
and Design.”
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o The fiscal year 2008 plan shows $1.4 million in fiscal year 2007 funds allocated to
“Law Enforcement and Intelligence” under Biometric Support Services, but the fiscal
year 2007 plan does not identify a Law Enforcement and Intelligence component, but
instead shows $1.4 million being allocated to “Management.”

Benefits/Outcomes

The fiscal year 2008 plan cites benefits associated with each of the four broad capability
areas and in some cases, provides specific and measurable benefits that are linked to
specific capabilities. For example, the plan states that 10-print capability would provide
several benefits, including facilitating travel by reducing the number of travelers sent to
secondary inspection. More specifically, the plan states that the IDENT False Accept Rate
fell from 0.093 percent to 0.0034 percent in fiscal year 2007 through the implementation
of improved fingerprint matching algorithms, and estimates that this improvement
provided operational benefits by reducing the number of individuals sent to secondary
processing due to erroneous identification by approximately 25,000 travelers. However, in
other cases, the benefits are not specific and measurable and are not linked to specific
capabilities and services committed to in the prior plan. For example,
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¢ The plan cites the following benefits relative to the Comprehensive Biometric Exit
Solution — Air and Sea project:

“Provides greater accuracy in recording identity of persons leaving the country,
enables improved assessment by DHS of travelers’ compliance with immigration
laws, and enables DHS to more easily match records across multiple identities or
travel documents.”

However, since these benefits/outcomes are not linked to a baseline measure, and
the amount of the expected improvement is not specified, the proposed benefits are
not meaningful.

¢ The plan cites benefits from sharing biometric data globally, including enabling
countries to redirect the course of an immigration claims or enforcement activity,
improving the accuracy of records through vetting and validation, identifying patterns
of legal and illegal migration, achieving efficiency savings, establishing the identities
of individuals who sought benefits among partner agencies and governments, and
helping to prevent fraud through identity verification of individuals seeking benefits.
However, it does not link any of these benefits to specific baseline measures.
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Milestones

The fiscal year 2008 plan cites high-level milestones that are traceable to the prior plan.
However, neither of the plans provides enough specificity to measure progress. For
example:

o The fiscal year 2007 plan stated that the first phase of IDENT/IAFIS interoperability
was implemented via the iDSM prototype in 2006. It also identified high-level
activities to design, build, and deploy the initial operating capability for IDENT/IAFIS
interoperability, such as advancing the data sharing architecture and enabling the
assignment of a unique number to each individual. While the fiscal year 2008 plan
states that some of these efforts were completed, neither plan provided specific
milestones to measure progress.

¢ The fiscal year 2007 plan stated that efforts to deploy a biometric exit solution for air
and sea environments would be launched. While the fiscal year 2008 plan states that
US-VISIT developed a Comprehensive Biometric Exit strategy and began planning to
address the air and sea environments, neither plan provided specific milestones to
measure progress.
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Program Management

The fiscal year 2008 plan discusses several initiatives to enhance and leverage key
program management capabilities, such as continuing efforts to improve the program’s
use of earned value management, the maturity of software acquisition/ development
processes, and the quality of internal governance. In some cases, the plan cites program
management efforts that can be traced to the fiscal year 2007 plan. For example, the
fiscal year 2007 plan stated that an assessment of the prime contractor’'s earned value
management system was to be conducted during fiscal year 2007. According to the fiscal
year 2008 plan, an assessment was completed in June 2007 that identified a number of
weaknesses, a plan of action and milestones was developed to address the weaknesses,
and this plan is to be executed in 2008. (These weaknesses are discussed in detail later
in this briefing.)

However, the fiscal year 2008 plan also identifies program management capability
improvements that are not traceable to prior plan commitments. For example, the fiscal
year 2008 plan states that a Planning, Programming, Budgeting, and Execution process
was developed during fiscal year 2007. However, this effort was not mentioned in the
prior plan as a commitment and thus as a basis for measuring progress.
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Condition 2. The plan does not satisfy the condition that it include an explicit plan of
action defining how all funds are to be obligated to meet future program commitments,
with the planned expenditure of funds linked to the milestone-based delivery of specific
capabilities, services, performance levels, mission benefits and outcomes, and program
management capabilities.

As we have previously reported,” the purpose of the expenditure plan is to provide
Congress with sufficient information to exercise effective oversight of US-VISIT and to
hold DHS accountable for results. As such, the plan should specify planned system
capabilities, schedules, costs, and expected benefits for each of its projects and for its
program management activities.

While the fiscal year 2008 plan links funding to four broad core capability areas and
associated projects, it does not link this planned use of funds to milestones and it does
not consistently decompose projects into specific mission capabilities, services,
performance levels, benefits and outcomes, or program management capabilities.

' GAO, Homeland Security: U.S. Visitor and Immigrant Status Program’s Long-standing Lack of Strategic Direction and Management
Controls Needs to Be Addressed, GAO-07-1065 (Washington, D.C.: Aug. 31, 2007).
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To illustrate, the expenditure plan allocates funding among the program’s four broad core
capability areas. For one of these capability areas, the plan identifies major projects, such
as Unique Identity and Comprehensive Biometric Exit Solution—Air and Sea. These
projects are then decomposed into general functional activities (e.g., project integration
and analysis, and acquisition and procurement), which are then associated with fiscal
year 2007 and 2008 funding. However, these functional activities do not constitute
specific capabilities, services, performance levels, or benefits. Rather, they represent
functions to be performed that presumably will produce such capabilities, services,
performance levels, or benefits.

Similarly, the remaining three core capability areas are also divided into general functional
activities (e.g., biometric support, data integrity, program staffing, data center operations)
that do not constitute capabilities, services, performance levels, or benefits.

Moreover, the funding associated with the broad core capability areas, projects, or
functional activities is not linked to any milestones. For example, the plan states that
$72.6 million of fiscal year 2008 funds will be used to update DHS border and process
technology for 10-print transition and IDENT/IAFIS, but does not state what updates will
be accomplished or by when. The plan also states that $45.1 million will be used to
operate and maintain applications, but does not state what maintenance activities will be
performed and when they will be performed.
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Condition 3. The plan, including related program documentation and program officials’
statements, partially satisfies the condition that it include a listing of all open GAO and
OIG recommendations related to the program and the status of DHS actions to address
them, including milestones.

We reported in August 2007" that US-VISIT’s progress in implementing our prior
recommendations had been slow, as indicated by the 4-year-old recommendations that
were less than fully implemented. Given that our recommendations focus on fundamental
limitations in the management of US-VISIT, they are integral to DHS’s ability to execute
its expenditure plans, and thus should be addressed in the plans.

Since 2003, GAO has made 44 recommendations to the US-VISIT program. The fiscal
year 2008 plan provides a listing and status of our recommendations. However, the plan
does not provide milestones for addressing these recommendations. The table on the
next slide summarizes our analysis of the status of our recommendations.

* GAO-07-1065.
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Status Number of
recommendations
Implemented 26
Partially Implemented 9
Not Implemented 9

Source: GAO analysis of DHS data.

In addition, the plan does not include two OIG recommendations. According to program
officials, this is because these two recommendations were made the same month that the
plan was sent to the appropriations committee. (See attachment 4 for more detailed

information on the status of our recommendations.)
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Condition 4. The plan partially satisfies the condition that it include a certification by the
DHS CPO that (1) the program has been reviewed and approved in accordance with the
department’s investment management process and (2) the process fulfills all capital
planning and investment control requirements and reviews established by the Office of
Management and Budget (OMB), including Circular A-11, part 7."

As we have previously reported,” it is important for organizations such as DHS, which
rely heavily on IT to support strategic outcomes and meet mission needs, to adopt and
employ an effective institutional approach to IT investment management. Such an
approach provides agency management with the information needed to ensure that IT
investments cost-effectively meet strategic mission needs and that projects are meeting
cost, schedule, and performance expectations. We have also reported’ that the capital
investment control requirements and reviews outlined in the OMB Circular A-11, part 7,
are important because they are intended to minimize a program’s exposure to risk, permit
performance measurement and oversight, and promote accountability.

** Office of Management and Budget Circular A-11, Part 7 establishes policy for planning, budgeting, acquisition, and management of
federal capital assets.

' GAO, Information Technology: DHS Needs to Fully Define and Implement Policies and Procedures for Effectively Managing
Investments, GAO-07-424 (Washington, D.C.: April 27, 2007).

'° GAO-07-1065.
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On March 14, 2008, the DHS CPO certified that (1) US-VISIT was reviewed and
approved in accordance with the department’s investment management process and (2)
this process fulfills all capital planning and investment control requirements and reviews
established by OMB, including Circular A-11, part 7.

In support of certifying the first aspect of the condition, the CPO stated that OMB scored
US-VISIT’s fiscal year 2009 budget submission (i.e., budget exhibit 300) a 35 out of a
possible 50 in November 2007. According to OMB, this score means that the submission
has “very few points . . . but still needs strengthening.” In addition, the CPO stated that
the program had been reviewed by the DHS Investment Review Board in December
2006, and that the board had issued a decision memorandum in April 2007 stating that
the fiscal year 2007 expenditure plan met, among other things, OMB capital planning and
investment review requirements and satisfied that aspect of the DHS investment
management process that requires investments to comply with DHS’s enterprise
architecture.

However, this support is not sufficient to fully satisfy the first aspect of the legislative
condition because this condition applies to the fiscal year 2008 expenditure plan, and the
support that the CPO cites does not relate to either the fiscal year 2008 budget
submission or to the fiscal year 2008 expenditure plan. Rather, it pertains to the following
year’s budget submission and the prior year’s plan.
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In support of certifying the second aspect of the condition, the CPO again cites the fiscal
year 2009 budget submission, which DHS documents show underwent a series of
reviews and revisions before being sent to OMB that raised the department’s scoring of
the submission from a 29 to a 37. According to OMB, a score of 29 means, among other
things, that “much work remains to solidify and quantify” the submission. In certifying to
this aspect, the CPO also stated that his office will continue to oversee US-VISIT through
the department’s emerging investment management process.

However, the cited support is not sufficient to satisfy the legislative condition for two
reasons.

¢ As previously noted, the cited budget submission is for fiscal year 2009 rather than
fiscal year 2008.

e DHS'’s investment management process is not sufficiently mature. As we reported in
April 2007," this process does not satisfy the key practices outlined in the Information
Technology Investment Management Framework,"® which is a maturity framework
based on corporate investment management best practices employed by leading
public and private sector organizations and is consistent with OMB capital planning

7 GAO-07-424.

'* GAO, Information Technology Investment: A Framework for Assessing and Improving Process Maturity, GAO-04-394G (Washington,
D.C.: March 2004).
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and investment control requirements. In particular, we reported that:

e DHS’s process (policies and procedures) for project-level management do not
include all key elements, such as specific criteria or steps for prioritizing and
selecting new investments.

¢ DHS has not fully implemented the practices needed to control investments—at
the project level or at the portfolio level, including regular project-level reviews by
the DHS Investment Review Board.

e DHS’s process does not identify a methodology with explicit decision-making
criteria to determine an investment’s alignment with the DHS enterprise
architecture.

43

Page 51 GAO-09-96 Homeland Security



Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

é G AO Objective 1: Legislative Conditions

Accountabdity * Integrity * Relinbisng e
Condition 4

In its comments on a draft of this report, DHS disagreed that its investment management
process is not sufficiently mature, stating that on November 7, 2008 it issued an interim
operational policy for investment control that addresses the limitations that we reported in
April 2007. However, because DHS’s comments only provided the memo that issued the
interim policy, and not the policy itself, we have yet to review it to determine whether it
addresses the above limitations. Also, the memo describes the interim policy as a
“resulting draft” that is the product of an “informal staffing process” and that changes will
be made to “the policy prior to completing this process.” Moreover, implementation of the
policy, including training on its implementation, still needs to occur. Therefore, we
continue to view DHS’s investment management process as not sufficiently mature.
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Condition 5. The plan partially satisfies the condition that it include a certification by the
DHS CIO that an independent verification and validation (IV&V) agent is currently under
contract.

As we have previously reported,” IV&V is a recognized best practice for large and
complex system development and acquisition programs, like US-VISIT, as it provides
management with objective insight into the program’s processes and associated work
products.

On February 25, 2008, the former DHS Acting CIO conditionally certified that the program
has an IV&V agent under contract. However, this certification was qualified to recognize
that the contract only provided for IV&V services relative to testing system applications
(i.e., it did not extend to other key program activities). Accordingly, the certification was
made conditional on the program office providing an update on its efforts to award a
contract for program-level IV&V by April 15, 2008. According to program officials, they are
in the process of evaluating a program-wide IV&V contract proposal and plan to award a
contract in September 2008.

' GAO, Homeland Security: First Phase of Visitor and Immigration Status Program Operating, but Improvements Needed, GAO-04-
586 (Washington, D.C.: May 11, 2004).
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Condition 6. The plan partially satisfies the condition that it include a certification by the
DHS CIO that the program’s system architecture is sufficiently aligned with the
department’s enterprise architecture (EA), including a description of all aspects of the
architectures that were and were not assessed in making the alignment determination,
the date of the alignment determination, and any known areas of misalignment, along with
the associated risks and corrective actions to address any such areas.

According to federal guidelines® and best practices,” investment compliance with an EA
is essential for ensuring that new and existing systems are defined, designed, and
implemented in a way that promotes integration and interoperability and minimizes
overlap and redundancy, thus optimizing enterprisewide efficiency and effectiveness. A
compliance determination is not a one-time event that occurs when an investment begins,
but rather occurs throughout an investment’s life cycle as changes to both the EA and the
investment’s architecture are made. Within DHS, the EAB, supported by the Enterprise
Architecture Center of Excellence, is responsible for ensuring that system investments
demonstrate adequate technical and strategic compliance with the department’s EA.

* Chief Information Officer Council, A Practical Guide to Federal Enterprise Architecture, Version 1.0, February 2001.
# GAO, Information Technology: A Framework for Assessing and Improving Enterprise Architecture Management (version 1.1), GAO-
03-584G (Washington, D.C.: April 2003).
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In early 2008, the DHS Acting CIO certified that the US-VISIT system architecture was
aligned with the DHS EA based on an assessment of the program’s alignment to the 2007
version of DHS’s EA, which was conducted by the EAB in support of the program’s MDP2
review.

Consistent with the legislative condition, the fiscal year 2008 expenditure plan includes
the former Acting CIO’s certification, the date of the board’s conditional approval of
architectural alignment for MDP2 (September 27, 2007) and the date of the certification
(February 25, 2008). It also includes areas of misalignment and corrective actions to
address the identified areas. Specifically, it identifies such areas of misalignment as

e US-VISIT requirements and products to support 10-print solution not having been
defined and included in the 2007 EA technical reference model, and

e US-VISIT data standards not having been vetted with the DHS Enterprise Data
Management Office for compliance.

It states that corrective actions to address these areas were completed in September
2007, and that no outstanding MDP2 conditions remain.
However, the certification does not fully satisfy the legislative conditions for three reasons.
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First, the basis for the certification is an assessment against the 2007 EA, which is a
version that we recently reported to be missing important US-VISIT architectural content.”
Further, while DHS recently issued a 2008 version of its EA, it does not address these
content shortfalls. The following are examples of the missing architecture content:

e US-VISIT’s representation in this version’s business model—which associates the
department’s business functions with the organizations that support and/or
implement them—does not align US-VISIT with certain business functions (e.g.,
verify identity and establish identity) that the program office has identified as a critical
part of its mission.

o US-VISIT business rules and requirements are not included in this version’s business
model. Business rules are important because they explicitly translate business
policies and procedures into specific, unambiguous rules that govern what can and
cannot be done. As such, they facilitate the consistent implementation of policies and
procedures.

e US-VISIT’s baseline and target performance goals (e.g., for transaction volume) are
not reflected in this version.

e US-VISIT-owned and managed component systems are not all accurately captured

2 GAO, Homeland Security: Strategic Solution for US-VISIT Program Needs to Be Better Defined, Justified, and Coordinated, GAO-
08-361 (Washington, D.C.: Feb. 29, 2008).

48

Page 56 GAO-09-96 Homeland Security



Appendix I: Briefing for Staff Members of the
Subcommittees on Homeland Security, Senate
and House Committees on Appropriations

i

é G AO Objective 1: Legislative Conditions

Accountabdity * Integrity * Relinbisng e
Condition 6

in the 2007 EA. For example, it erroneously identifies two US-VISIT component
systems as being owned by two other DHS entities.

o All US-VISIT system interfaces are not included in the 2007 EA’s system reference
model. For example, it does not identify key interfaces between the IDENT, Advance
Passenger Information System (APIS), Arrival and Departure Information System
(ADIS), and Treasury Enforcement Communications System. Additionally, it does not
identify the interface between IDENT and the Global Enroliment System, even
though US-VISIT officials confirmed that the interface exists and is operating.

Second, the department lacks a defined methodology for determining an investment’s
compliance with its EA, including explicit steps and criteria. According to federal
guidance,® such a methodology is important because the benefits of using an EA cannot
be fully realized unless individual investments are defined, designed, and developed in a
way that avoids duplication and promotes interoperability. However, we reported in April
2007 that DHS does not have such a methodology.* Without this methodology and
verifiable documentation demonstrating its use in making compliance determinations, the
basis for concluding that a program sufficiently complies with any version of the 2007 EA
will be limited.

*GA0-03-584G
* GAO-07-424.
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Third, the certification attachment includes a description of what was assessed to provide
the basis for the compliance certification. For example, the attachment states that the
board “evaluated the program’s ability to support the Department’s line of business and
strategic goals; their alignment to a DHS Office of the CIO portfolio; the data, data
objects, and data entity that encompass the investment; the technology leveraged to
deliver capabilities and functions by the program; and compliance with information
security, Section 508, and screening coordination.” However, the descriptions do not link
directly to key 2007 EA artifacts. For example, it aligns US-VISIT’s data entities (e.g.,
Watch List and Warrants) to the data object “Record”. The 2007 EA, however, does not
define that data object. Moreover, those aspects of the architectures that were not
assessed are not identified, such as the business rules and enterprise security
architecture.
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Condition 7. The plan partially satisfies the condition that it include a certification by the
DHS CPO that the plans for the program comply with federal acquisition rules,
requirements, guidelines and practices, and a description of the actions being taken to
address any areas of noncompliance, the risks associated with them, along with any
plans for addressing these risks, and the status of their implementation.

As we have previously reported,” federal IT acquisition requirements, guidelines, and
management practices provide an acquisition management framework that is based on
the use of rigorous and disciplined processes for planning, managing, and controlling the
acquisition of IT resources. If implemented effectively, these processes can greatly
increase the chances of acquiring software-intensive systems that provide promised
capabilities on time and within budget.

On March 14, 2008, the DHS CPO certified that US-VISIT complied with federal
acquisition rules, requirements, guidelines, and practices. In support of this certification,
the CPO stated that the program was reviewed by the DHS Investment Review Board in
December 2006, and that the board issued a decision memorandum in April 2007 that
stated that the fiscal year 2007 expenditure plan met, among other things, federal
acquisition rules, requirements, guidelines, and system acquisition management

** GAO-07-1065.
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practices. In addition, the CPO stated that DHS's Office of Procurement Operations had
conducted self-assessments of US-VISIT-related contracts in fiscal years 2006 and 2007,
and that these assessments had not identified any areas of non-compliance that required
risk mitigation.

However, the cited support is not sufficient to fully satisfy the legislative condition because
the condition applies to the fiscal year 2008 expenditure plan, while the support that is
cited pertains to the fiscal year 2007 expenditure plan and assessments that were
completed in fiscal years 2006 and 2007.
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Condition 8. The plan partially satisfies the condition that it include (1) a certification by
the DHS CIO that the program has a risk management process that regularly identifies,
evaluates, mitigates, and monitors risks throughout the system life cycle and
communicates high-risk conditions to department investment decision makers, as well as
(2) a listing of all the program’s high risks and the status of efforts to address them.

As we have previously reported,® proactively managing program risks is a key acquisition
management control, and if defined and implemented properly, it can increase the
chances of programs delivering promised capabilities and benefits on time and within
budget.

On February 25, 2008, the former DHS Acting CIO certified that US-VISIT had a sufficient
risk management process in place, adding that this process satisfied all process-related
aspects of the legislative condition. In doing so, the then Acting CIO relied on an
assessment of a range of US-VISIT risk management documents, including a policy, plan,
periodic listings of high risks and related status reports, and communications with
department decision makers.

*GAO, DOD Business Systems Modernization: Key Marine Corps System Acquisition Needs to Be Better Justified, Defined, and
Managed, GAO-08-22 (Washington, D.C.: July. 28, 2008).
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However, the certification does not fully satisfy the legislative condition. Our analysis of
the same risk management documents that the certification is based on revealed key
weaknesses:

e The US-VISIT risk management plan is not being effectively implemented, which is
also a weakness that we reported in February 2006.” For example, of the 33 high
risks identified as being in or past the handling phase of the risk management
process™ in the February 6, 2008 risk inventory, 8 (about 24 percent) did not have a
mitigation plan, and 19 (about 58 percent) did not have a contingency plan.
Moreover, considerable time has passed without such plans being developed, in
some cases more than 3 years. According to the risk management plan, mitigation
and contingency plans should be developed for all high and medium risks once they
have reached the handling phase of the risk management process. (This weakness
is discussed in greater detail later in this briefing.)

" GAO, Homeland Security: Recommendations to Improve Management of Key Border Security Program Needs to Be Implemented,
GAO-06-296 (Washington, D.C.: Feb. 14, 2006).

* The US-VISIT Risk Management Plan separates the risk management process into five steps. The fourth step—risk handling—is the
process of selecting and implementing responses to identified and prioritized risks.
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e The US-VISIT process for managing risk does not contain thresholds for elevating
risks beyond the program office. Moreover, program officials told us that an update to
this process that is currently in draft does not include such thresholds. Without
thresholds, it is unlikely that senior DHS officials will become aware of those risks
requiring their attention. In this regard, we reported in February 2006 that the
thresholds for elevating risks to department executives that were in place were not
being applied. In August 2007, we reported that these thresholds had been
eliminated and that no risks had been elevated to department executives since
December 2005. During the following 32 months, only one risk was elevated beyond
the program office.

* GAO-06-296.
* GAO-07-1065.
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Condition 9. The plan does not satisfy the condition that it include a certification by the
DHS Chief Human Capital Officer that the human capital needs of the program are being
strategically and proactively managed, and that current human capital capabilities are
sufficient to execute the plans discussed in the report.

As we have previously reported, * strategic management of human capital is both a best
practice and a provision in federal guidance. Among other things, it involves proactive
efforts to understand an entity’s future workforce needs, existing workforce capabilities,
and the gap between the two and charting a course of action to define how this gap will
be continuously addressed. By doing so, agencies and programs can better ensure that
they have the requisite human capital capacity to execute agency and program plans.

On March 6, 2008, the DHS Chief Human Capital Officer certified that the US-VISIT
human capital strategic plan provides specific initiatives to address the hiring,
development, and retention of program employees, and that a strategy exists to develop
indicators to measure the progress and results of these initiatives.

However, this certification does not satisfy the legislative condition for two reasons.

°' GAO-07-1065.
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o The certification does not address the strategic plan’s implementation, which is
important because just having a human capital strategic plan does not constitute
strategic and proactive management of the program’s human capital.

e The certification does not address whether the current human capital capabilities are
sufficient to execute the expenditure plan. For example, it does not recognize that
US-VISIT is under staffed. We reported in August 2007* that the program office had
21 vacancies and had taken the interim step to address this shortfall by temporarily
assigning other staff to cover the vacant positions, and 