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Federal Efforts to Strengthen Security Should Be
Better Coordinated and Targeted on the Nation's Most
Critical Highway Infrastructure

What GAO Found

Federal entities have several efforts underway to assess threat, vulnerability,
and consequence—the three elements of risk—for highway infrastructure;
however, these efforts have not been systematically coordinated among key
federal partners and the results are not routinely shared. Several component
agencies and offices within DHS and the Department of Transportation (DOT)
are conducting individual risk assessment efforts of highway infrastructure
vulnerabilities, and collectively have completed assessments of most of the
critical highway assets identified in 2007. However, key DHS entities reported
that they were not coordinating these activities or sharing the results.
According to the National Infrastructure Protection Plan, TSA is responsible
for coordinating risk assessment programs. Establishing mechanisms to
enhance coordination of risk assessments among key federal partners could
strengthen and validate assessments and leverage limited federal resources.

DHS, through TSA, has developed and implemented a strategy to guide
highway infrastructure security efforts, but the strategy is not informed by
available risk assessments and lacks some key characteristics GAO has
identified for effective national strategies. In May 2007, TSA issued the
Highway Modal Annex, which is intended to serve as the principal strategy for
implementing key programs for securing highway infrastructure. While its
completion was an important first step to guide protection efforts, GAO
identified a number of limitations that may influence its effectiveness. For
example, the Annex is not fully based on available risk information, although
DHS’s Transportation Systems -Sector Plan and the National Infrastructure
Protection Plan call for risk information to be used to guide all protection
efforts. Lacking such information, DHS cannot provide reasonable assurance
that its current strategy is effectively addressing security gaps, prioritizing
investments based on risk, and targeting resources toward security measures
that will have the greatest impact. GAO also identified a number of additional
characteristics of effective national strategies that were missing or incomplete
in the current Highway Modal Annex.

Federal entities, along with other highway sector stakeholders, have taken a
variety of actions to mitigate risks to highway infrastructure; however, DHS,
through TSA, lacks a mechanism to determine the extent to which voluntary
security measures have been employed to protect critical assets. Specifically,
highway stakeholders have developed publications and training, conducted
research and development activities, and implemented specific voluntary
protective measures for infrastructure assets, such as fencing and cameras.
However, TSA does not have a mechanism to monitor protective measures
implemented for critical highway infrastructure assets, although TSA is tasked
with evaluating the effectiveness and efficiency of federal initiatives to secure
surface transportation modes. Without such a monitoring mechanism, TSA
cannot determine the level of security preparedness of the nation’s critical
highway infrastructure.
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According to the Federal Highway Administration (FHWA), the nation’s
highway transportation system includes approximately four million miles
of roadways, 600,000 bridges, and 50 tunnels over 500 meters in length.
This system supports 86 percent of all personal travel, moves 80 percent of
the nation’s freight (based on value), and serves as a key component in
national defense mobility. The U.S. highway system is particularly
vulnerable to potential terrorist attacks because of its openness—vehicles
and their operators can move freely and with almost no restrictions, and
some bridge and tunnel elements are easily accessible and located in
isolated areas making them more challenging to secure. Failure to prepare
for a terrorist attack against critical highway infrastructure could,
according to security experts, lead to catastrophic loss of life and
economic disruption estimated to be in the billions of dollars. Thus, the
challenge of effectively securing the nation’s highway infrastructure
against legitimate threats involves balancing the cost and effectiveness of
implementing security measures while not impeding the free flow of
people and commerce.

Securing the nation’s highway infrastructure system is a responsibility
shared by federal, state and local governments, and the private sector.
Within the Department of Homeland Security (DHS), the Transportation
Security Administration (TSA) has primary responsibility for ensuring the
security of highway infrastructure. DHS’s Infrastructure Protection (IP)
Office, whose mission includes leading the coordinated national effort to
reduce the risk to critical infrastructure and key resources posed by acts
of terrorism, supports TSA’s efforts to protect highway infrastructure.' In

"IP is an organizational entity within the National Protection and Programs Directorate.
Critical infrastructure are systems and assets, whether physical or virtual, so vital to the
United States that their incapacity or destruction would have a debilitating impact on
national security, national economic security, national public health or safety, or any
combination of those matters. Key resources are publicly or privately controlled resources
essential to minimal operations of the economy and government. For purposes of this
report, we will use the term critical infrastructure to also include key resources.
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addition, the U.S. Coast Guard (USCQG) is the lead federal agency
responsible for the security of the nation’s ports and waterways, which
may include highway assets that have a maritime nexus, such as bridges.
In conjunction with highway infrastructure stakeholders, such as state and
local governments, the federal government is involved in a range of
security efforts, including conducting risk assessments, providing
guidance and training to asset owners, and conducting research and
development activities, among others. The federal government is also
responsible for providing some funding assistance to highway
infrastructure stakeholders. However, the bulk of the responsibility for
implementing specific security measures falls largely on state and local
governments who own most highway infrastructure, although independent
entities, such as public authorities and private entities, own a limited
number of major, iconic structures.

You asked us to assess the progress DHS has made in securing the nation’s
highway infrastructure. This report answers the following questions:

= To what extent have federal entities assessed the risks to the
nation’s highway infrastructure and coordinated these efforts?

= To what extent has DHS developed a risk-based strategy,
consistent with applicable federal guidance and characteristics of
an effective national strategy, to guide its highway infrastructure
security efforts?

=  What actions have government and highway sector stakeholders
taken to secure highway infrastructure, and to what extent has
DHS monitored the implementation of asset-specific protective
security measures?

To identify what efforts federal entities have taken to assess the risk to
highway infrastructure and coordinated their efforts, we obtained and
analyzed risk assessment data from DHS and the Department of
Transportation (DOT), comprised of various threat, vulnerability, and
consequence related assessments for highway infrastructure assets.* We
sought to determine the reliability of these data by, among other things,
obtaining information on the processes used for collecting and

® DHS determined that the risk assessment information is “For Official Use Only.” As a
result, the related data are not contained in this report.
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maintaining written data from agency officials. On the basis of our review
of the processes used to collect the data, we determined that the data were
sufficiently reliable for the purposes of this report. We interviewed DHS,
DOT and selected state transportation, homeland security, and law
enforcement officials, associations representing highway infrastructure
owners and operators, and members of the Highway Government
Coordinating Council (GCC) and the Highway Sector Coordinating
Council (SCC), to discuss federal risk assessment efforts.” We also
obtained information on federal coordination and collaboration activities
from TSA and highway infrastructure stakeholders and compared these
efforts to the coordination requirements established in Homeland Security
Presidential Directive-7, as well as GAO’s recommended practices for
effective collaboration.! To assess the extent to which DHS developed a
risk-based strategy consistent with applicable federal guidance, including
the National Infrastructure Protection Plan (NIPP) and the Transportation
Systems Sector-Specific Plan (TSSP) and best practices to guide its
highway infrastructure security efforts, we reviewed federal agency
reports, guidelines, and infrastructure security studies on risk
management sponsored by industry associations. We also interviewed
DHS and DOT officials, state, and industry association highway
infrastructure representatives regarding their use of risk management
principles for protecting highway infrastructure. As the principal strategy
for protecting the nation’s highway infrastructure, we also analyzed TSA’s
Highway Modal Annex to determine how it aligned with the requirements
set out in Executive Order 13416, Strengthening Surface Transportation

®The Highway GCC was established in April 2006, and consists of federal stakeholders and
state and local officials with sector-specific security responsibilities. The Highway SCC,
established in June 2006, consists of private sector organization, owner-operators, and
entities with transportation security responsibilities.

* Homeland Security Presidential Directive-7, issued December 17, 2003, establishes a
national policy for Federal departments and agencies to identify and prioritize U.S. critical
infrastructure and to protect them from terrorist attacks. The Directive identifies key roles
and responsibilities of the DHS Secretary and applicable federal agencies, including
requirements for coordination of protection efforts among government agencies and with
the private sector. GAO, Results-Oriented Government: Practices That Can Help Enhance
and Sustain Collaboration among Federal Agencies, GAO-06-15 (Washington D.C: October
21, 2005).
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Security.” In addition, we assessed the extent to which the Highway Modal
Annex contained the desirable characteristics for an effective national
strategy that we have previously identified.’ To identify the actions taken
by government and highway sector stakeholders to enhance the security
of highway infrastructure and assess the extent to which DHS through
TSA monitored the implementation of asset specific protective security
measures implemented by stakeholders, we interviewed DHS, DOT, and
the Department of Defense (DOD), and selected state transportation and
homeland security officials; associations representing highway
infrastructure operators; and the chairpersons of the Highway GCC and
SCC. Although the perspectives of the state transportation and homeland
security officials we spoke with cannot be generalized across the wider
population of highway infrastructure owners and operators, they provided
us a broad overview of highway infrastructure asset security. We selected
the associations that we spoke with based on input from TSA, FHWA, and
industry stakeholders who identified the major associations representing
highway infrastructure owners and operators. We also analyzed TSA
reviews of security practices at the state level and records of GCC and
SCC meetings and stakeholder conferences. In addition, we selected 12
bridges and 1 tunnel to observe security measures implemented since
September 11, 2001, and to discuss security-related issues with highway
infrastructure owners and operators. We selected these assets based on
criteria including location, ownership, and importance or criticality. We
also considered input from TSA, DOT, and the American Association of
State Highway and Transportation Officials (AASHTO) to help ensure that
selected assets represented those that have implemented a range of
security measures—from minimal to more robust.” Due to the limited
number of assets in our sample, and because the selected assets did not

® Executive Order 13416, issued in December 2005, mandates that an annex shall be
completed for each surface transportation mode in support of the Transportation Systems
Sector-Specific Plan. The Highway Infrastructure and Motor Carrier modal annex (Highway
Modal Annex) was developed to meet this mandate and is intended to meet the minimum
content requirements set forth in this Order. Exec. Order No. 13,416, 71 Fed. Reg. 71,033
(Dec. 5, 2006).

% These characteristics were developed after our research found that there were no
legislative or executive mandates identifying a uniform set of required or desirable
characteristics for national strategies. For a more detailed discussion of these
characteristics, see GAO: Combating Terrorism: Evaluation of Selected Characteristics in
National Strategies Related to Terrorism, GAO-04-408T (Washington, D.C: Feb. 3, 2004).

" AASHTO represents highway and transportation departments in the 50 states, the District
of Columbia, and Puerto Rico.
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Results in Brief

constitute a representative sample, the results of our observation and
analysis cannot be generalized to the universe of highway infrastructure
assets. However, our observations provided us with an overview of the
kinds of security measures implemented at some critical infrastructure
since September 11, 2001 as well as perspectives on issues highway
infrastructure owners and operators face. We also compared TSA’s actions
to obtain data on actions taken by highway infrastructure stakeholders to
enhance security and to monitor implementation of those actions with
criteria in Standards for Internal Control in the Federal Government.®

We conducted this performance audit from May 2007 through January
2009 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives. Appendix I provides
additional details about our scope and methodology.

Federal entities have several efforts underway to assess threat,
vulnerability, and consequence—the three elements of risk—for highway
infrastructure; however, these assessments have not been systematically
coordinated among federal partners. DHS entities—including TSA, the
DHS Office of Intelligence and Analysis (I&A), and USCG—each conduct
efforts to assess the threats posed to highway infrastructure. For example,
the threat assessments developed for the highway sector by TSA’s Office
of Intelligence (OI) include information about general terrorist activity
worldwide and provides additional threat and suspicious incident
information to key federal and nonfederal highway infrastructure
stakeholders as needed. In addition, TSA’s OI has also developed
likelihood estimates for specific threat scenarios involving highway
infrastructure. The threat information contained in these products is used

8 GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1
(Washington, D.C.: Nov. 1, 1999). These standards, issued pursuant to the requirements of
the Federal Managers’ Financial Integrity Act of 1982 (FMFIA), provide the overall
framework for establishing and maintaining internal control in the federal government.
Also pursuant to FMFIA, the Office of Management and Budget (OMB) issued Circular A-
123, revised December 21, 2004, to provide the specific requirements for assessing the
reporting on internal controls. Internal control standards and the definition of internal
control in OMB Circular A-123 are based on GAO’s Standards for Internal Control in the
Federal Government.
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to identify specific attack scenarios which serve as an input for the other
two components of a risk assessment—assessing the potential
vulnerabilities to and consequences of an attack on highway assets.
Federal entities have several programs underway to assess the
vulnerability of highway infrastructure assets; however, the scope and
purpose of these individual efforts vary considerably. For example, TSA
conducts reviews of security practices at the state level through its
Corporate Security Review (CSR) program to develop a baseline
assessment of security nationwide. These reviews have been completed in
most states to date, as well as on a select number of individual assets.
While TSA’s CSR assessments have a wide scope, IP, USCG, and FHWA
operate programs that assess the security vulnerabilities of specific
highway assets. However, the various assessments conducted to date were
not well coordinated among these key federal partners, and the results
have not been routinely shared. According to the NIPP, TSA is responsible
for, among other things, coordinating and facilitating comprehensive risk
assessment programs for the transportation sector. Our previous work
has also shown that one of the principal characteristics of effective
collaboration among federal agencies is leveraging available resources.’
Without coordinating risk assessment activities and sharing the results,
federal entities are missing opportunities to leverage resources and
facilitate protection efforts for the greatest number of critical assets.

DHS, through TSA, has developed a strategy to guide highway
infrastructure security efforts, but the strategy was not fully informed by
available risk assessments, as provided for in federal guidance, and lacks
key characteristics that we have identified for an effective national
strategy. In accordance with Executive Order 13416, in May 2007, TSA
issued the Highway Modal Annex, which serves as the principal strategy
for implementing key protective programs for securing the nation’s
highway infrastructure. While the completion of the Annex is an important
first step in guiding national efforts to protect highway infrastructure, it
does not fully incorporate existing risk assessment results to inform and
prioritize security efforts. Specifically, according to TSA, the Annex
incorporates threat assessment results; however, it is not based on
vulnerability and consequence information available from completed
federal risk assessments as required by the NIPP and the TSSP. Without
considering the results of completed vulnerability and consequence
assessments, DHS cannot provide reasonable assurance that its strategy is

? See GAO-06-15.
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addressing those areas of greatest risks or that its resources are being
prioritized and allocated most effectively and efficiently. In addition, we
identified areas where the Annex can be strengthened to be more
consistent with Executive Order 13416. For example, the Executive Order
requires that the Annex define roles and responsibilities of various
stakeholders, yet the Annex only identifies a limited number of
stakeholders and does not describe their roles and responsibilities. With
so many distinct stakeholders, clearly defined roles and responsibilities
for protecting highway infrastructure are vital to help ensure that assets
are protected. The Annex also lacks characteristics of an effective national
strategy—such as the inclusion of performance goals and measures with
which to assess the program’s overall progress toward securing highway
infrastructure. Without performance measures and an evaluation of the
effectiveness of the Annex’s goals and objectives, TSA does not have
meaningful information from which to determine whether the strategy is
achieving its intended results and to target any needed improvements.
According to TSA officials, the Annex was developed under a relatively
short timeframe, which limited government and industry stakeholders’
input to support its development, but TSA officials anticipate that future
revisions will contain more detailed information.

Federal entities, along with state and industry stakeholders, have various
efforts underway to mitigate risks to highway infrastructure; however,
TSA lacks a mechanism to monitor the extent to which highway
infrastructure owners have implemented voluntary protective security
measures. Efforts taken by federal and non-federal stakeholders to secure
highway infrastructure include a combination of publications and training
for infrastructure owners and operators, research and development
activities, and implementation of specific protective measures intended to
enhance the security of infrastructure assets. For example, AASHTO, in
conjunction with the FHWA and TSA, has developed and issued several
key publications to support states’ efforts to identify critical assets,
perform risk assessments, and develop potential countermeasures. A
combination of federal and state-led research efforts have also served to
identify methods to help protect highway infrastructure, such as the
development of measures to reduce the vulnerability of flooding in
underwater tunnels and potential attacks to bridge support cables. For
example, in fiscal year 2008, the Science and Technology (S&T)
Directorate, whose responsibilities include advising the Secretary of
Homeland Security on research and development efforts, began to
evaluate blast effects and mitigation measures for dams, tunnels, and
bridges. In addition to these efforts, infrastructure owners and operators
implemented a range of voluntary protective security measures, such as
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the installation of cameras and fencing to help control access to
vulnerable structures. However, while TSA, through its CSR program, has
determined that asset owners are implementing protective actions to
secure highway infrastructure, the agency does not have a mechanism to
monitor the extent to which specific protective security measures have
been implemented for the nation’s critical highway infrastructure.
According to Executive Order 13416, DHS, through TSA, is tasked with
assessing the security of each transportation mode and evaluating the
effectiveness and efficiency of current federal government surface
transportation security initiatives. Lacking a mechanism to monitor the
implementation of voluntary protective security measures, and without
evaluating the effectiveness and efficiency of these measures, TSA cannot
reasonably determine the level of overall security preparedness for
highway infrastructure assets deemed nationally critical.

In order to strengthen collaboration between federal stakeholders
involved in securing highway infrastructure, we are recommending that
DHS establish a mechanism to systematically coordinate risk assessment
activities and share the results of these activities among federal
stakeholders. In addition, we are recommending that TSA, in consultation
with the Highway GCC and the Highway SCC, incorporate the results of
completed risk assessments in future revisions of the Highway Modal
Annex; provide clarification of federal and non federal roles and
responsibilities related to highway infrastructure protection; and establish
timeframes for developing performance goals and measures for highway
infrastructure security programs, among other things. Finally, we are
recommending that TSA develop a mechanism to monitor the
implementation of protective security measures for highway infrastructure
assets identified as nationally critical.

We provided a draft of this report to DHS for review. In its written
comments, DHS concurred with the recommendations. However, DHS
stated that TSA officials believe that GAO has misstated a key fact
involving TSA’s desire and intention to conduct individual vulnerability
assessments on critical highway structures. Specifically, TSA noted that
the report indicates that TSA has not decided whether to conduct such
assessments or determined that they do not need to be done. Furthermore,
TSA stated that it intends to conduct individual assessments on all bridge
and tunnel properties that TSA has identified as critical beginning in 2009.
Throughout this review, TSA officials repeatedly told us that it would
utilize primarily a non asset-specific approach to conducting vulnerability
assessments of the highway infrastructure sector, through the Corporate
Security Review program. TSA did not make us aware of its plans to
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Background

conduct individual vulnerability assessments of critical assets until it
provided formal written comments on a draft of this report in January,
2009. While we acknowledge TSA’s plans to conduct individual
vulnerability assessments on all critical highway infrastructure assets, we
do not believe the agency’s recently reported plans to conduct these
assessments affect the findings of this report. Nevertheless, we added a
discussion to this report to clarify TSA’s plans related to vulnerability
assessments.

The nation’s highway transportation system includes infrastructure,
vehicles and users, equipment, facilities, and control and communications.
Infrastructure or the “fixed” aspect of the highway transportation system
includes roads, bridges, tunnels, and terminals, where travelers and freight
can enter and leave the system. Many vehicle types operate on the
highway system, moving both people and freight. Highway system users
include commercial vehicle and private passenger drivers, cargo shippers
and receivers, passengers, and pedestrians. Equipment refers to items
such as machinery, cones, barriers and bollards used to create stand off
distance. Facilities include terminals, warehouses, depots, and other
transportation-related buildings that support the highway system. Finally,
control and communications are methods for controlling vehicles,
infrastructure, and the entire transportation network. These items include
traffic lights, message signs, call boxes, ramp metering, closed circuit
television and speed monitoring systems.

Although these security enhancements are typically funded by the asset
owner, the Federal Emergency Management Agency (FEMA) has provided
funding to secure highway infrastructure through its grant programs. DHS
funding for highway infrastructure security consists of a general
appropriation to TSA for its entire surface transportation security
program, which includes commercial vehicles and highway infrastructure,
rail and mass transit, and pipeline security, and appropriations to FEMA
for its Homeland Security Grant Program and Infrastructure Protection
Program." Annual appropriations to TSA for its surface transportation
security program were $36 million in fiscal year 2006, $37.2 million in fiscal

' The Homeland Security Grant Program consists of three underlying programs that have
been used, in part, to finance highway infrastructure security enhancements—the State
Homeland Security Program, the Urban Area Security Initiative, and the Law Enforcement
Terrorism Prevention Program. Under the Infrastructure Protection Program, highway
infrastructure security efforts have primarily been funded through the Buffer Zone
Protection Program (BZPP) and the Trucking Security Program.
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year 2007, $46.6 million in fiscal year 2008, and $49.6 million in fiscal year
2009. Total FEMA funding available under the two principal grant
programs increased from approximately $2 billion to over $2.5 billion from
fiscal years 2006 through 2008.

Multiple Stakeholders
Share Responsibility for
Securing Highway
Infrastructure

Protecting the nation’s highway infrastructure can be complicated due to
the number of stakeholders involved. As illustrated in figure 1, numerous
entities at the federal, state, and local levels, including public and private
sector owners and operators, play a key role in highway infrastructure
security. Highway infrastructure in the United States is owned and
operated by a combination of federal entities, states, counties,
municipalities, tribal authorities, private enterprise, and groupings of these
entities. Although state and local governments own, operate, and have law
enforcement jurisdiction over most of the highway infrastructure in the
United States, bridge and turnpike authorities operate some major
infrastructure, and there are a few privately owned bridges, tunnels, and
roadways.
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Figure 1: Multiple Stakeholders Involved In Highway Infrastructure Security
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DHS is the cabinet level department with primary responsibility for
helping to secure highway infrastructure." Within DHS, TSA has primary
responsibility for securing all modes of transportation, including highway

" Prior to the terrorist attacks of September 11, 2001, DOT was the primary federal entity
involved in regulating highway infrastructure as it concerned safety. No particula