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TO AUDIT OFFICIALS, CIOS, AND OTHERS INTERESTED IN
FEDERAL AND OTHER GOVERNMENTAL INFORMATION
SYSTEM CONTROLS AUDITING AND REPORTING

This letter transmits the revised Government Accountability Office
(GAO) Federal Information System Controls Audit Manual
(FISCAM). The FISCAM presents a methodology for performing
information system (IS) control' audits of federal and other
governmental entities in accordance with professional standards,
and was originally issued in January 1999. We have updated the
FISCAM for significant changes affecting IS audits.

This revised FISCAM reflects consideration of public comments
received from professional accounting and auditing organizations,
independent public accounting firms, state and local audit
organizations, and interested individuals on the FISCAM Exposure
Draft issued on July 31, 2008 (GAO-08-1029G).

GAO would like to thank the Council of the Inspectors General on
Integrity and Efficiency and the state and local auditor community
for their significant input into the development of this revised
FISCAM.

Summary of Major Revisions to FISCAM

The revised FISCAM reflects changes in (1) technology used by
government entities, (2) audit guidance and control criteria issued
by the National Institute of Standards and Technology (NIST), and
(3) generally accepted government auditing standards (GAGAS),

Information system (IS) controls consist of those internal controls that are dependent on
information systems processing and include general controls (entitywide, system, and
business process application levels), business process application controls (input,
processing, output, master file, interface, and data management system controls), and user
controls (controls performed by people interacting with information systems).
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as presented in Government Auditing Standards (also known as
the “Yellow Book”).? The FISCAM provides a methodology for
performing information system (IS) control audits in accordance
with GAGAS, where IS controls are significant to the audit
objectives. However, at the discretion of the auditor, this manual
may be applied on other than GAGAS audits. As defined in GAGAS,
IS controls consist of those internal controls that are dependent on
information systems processing and include general controls and
application controls. This manual focuses on evaluating the
effectiveness of such general and application controls. This manual
is intended for both (1) auditors to assist them in understanding the
work done by IS controls specialists, and (2) IS controls specialists
to plan and perform the IS controls audit. The FISCAM is not
intended to be used as a basis for audits where the audit objectives
are to specifically evaluate broader information technology (IT)
controls (e.g., enterprise architecture and capital planning) beyond
the context of general and business process application controls.

The FISCAM is consistent with the GAO/PCIE Financial Audit
Manual (FAM). Also, the FISCAM control activities are consistent
with the NIST Special Publication (SP) 800-53 and other NIST and
OMB IS control-related policies and guidance and all SP 800-53
controls have been mapped to FISCAM.?

The FISCAM is organized to facilitate effective and efficient IS
control audits. Specifically, the methodology in the FISCAM
incorporates:

o Top-down, risk based approach that considers materiality and
significance in determining effective and efficient audit
procedures and is tailored to achieve the audit objectives.

®GAO, Government Auditing Standards, GAO-07-162G (Washington, D.C.: July 2007).

*To assist the auditor in identifying criteria that may be used in the evaluation of IS
controls, Chapters 3 and 4 include references, where appropriate, to NIST SP 800-53, other
NIST standards and guidance, and OMB policy and guidance. Also, Appendix IV includes a
summary of the mapping of the FISCAM controls to such criteria. In addition, audit
procedures in FISCAM are designed to enable the auditor to determine if related control
techniques are achieved.
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o Evaluation of entitywide controls and their effect on audit risk.

° Evaluation of general controls and their pervasive impact on
business process application controls.

o Evaluation of security management at all levels (entitywide,
system, and business process application levels).

o A control hierarchy (control categories, critical elements, and
control activities) to assist in evaluating the significance of
identified IS control weaknesses.

o Groupings of control categories consistent with the nature of
the risk.

o Experience gained in GAO’s performance and review of IS
control audits, including field testing the concepts in this
revised FISCAM.

As discussed above, this manual is organized in a hierarchical
structure to assist the auditor in performing the IS controls audit.
Chapter 3 (general controls) and Chapter 4 (business process
application level controls) contain several control categories, which
are groupings of related controls pertaining to similar types of risk.
For each control category, the manual identifies critical elements—
tasks that are essential for establishing adequate controls within the
category. For each critical element, there is a discussion of the
associated control activities that are generally necessary to achieve
the critical element, as well as related potential control techniques
and suggested audit procedures. This hierarchical structure
facilitates the auditor’s audit planning and the auditor’s analysis of
identified control weaknesses.

Because control activities are generally necessary to achieve the
critical elements, they are generally relevant to a GAGAS audit
unless the related control category is not relevant, the audit scope is
limited, or the auditor determines that, due to significant IS control
weaknesses, it is not necessary to assess the effectiveness of all
relevant IS controls. Within each relevant control activity, the
auditor should identify control techniques implemented by the
entity and determine whether the control techniques, as designed,
are sufficient to achieve the control activity, considering IS risk and
the audit objectives. The auditor may be able to determine whether
control techniques are sufficient to achieve a particular control
activity without evaluating and testing all of the control techniques.
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Also, depending on IS risk and the audit objectives, the nature and
extent of control techniques necessary to achieve a particular
control objective will vary.

If control techniques are sufficient as designed, the auditor should
determine whether the control techniques are implemented (placed
in operation) and are operating effectively. Also, the auditor should
evaluate the nature and extent of testing performed by the entity.
Such information can assist in identifying key controls and in
assessing risk, but the auditor should not rely on testing performed
by the entity in lieu of appropriate auditor testing. If the control
techniques implemented by the entity, as designed, are not sufficient
to address the control activity, or the control techniques are not
effectively implemented as designed, the auditor should determine
the effect on IS controls and the audit objectives.

Throughout the updated FISCAM, revisions were made to reflect
today’s networked environment. The nature of IS risks continues to
evolve. Protecting government computer systems has never been
more important because of the complexity and interconnectivity of
systems (including Internet and wireless), the ease of obtaining and
using hacking tools, the steady advances in the sophistication and
effectiveness of attack technology, and the emergence of new and
more destructive attacks.

In addition, the FISCAM includes narrative that is designed to
provide a basic understanding of the methodology (Chapter 2),
general controls (Chapter 3) and business process application
controls (Chapter 4) addressed by the FISCAM. The narrative may
also be used as a reference source by the auditor and the IS control
specialist. More experienced auditors and IS control specialists may
find it unnecessary to routinely refer to such narrative in performing
IS control audits. For example, a more experienced auditor may
have sufficient knowledge, skills, and abilities to directly use the
control tables in Chapters 2 and 3 (which are summarized in
Appendices II and III).
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A summary of significant changes to FISCAM from the prior version
is presented on pages 6-10.

Future updates to the FISCAM, including any implementation tools
and related materials, will be posted to the FISCAM website at
http://www.gao.gov/special.pubs/fiscam.html.

The revised FISCAM is available only in electronic form at
http://www.gao.gov/products/GAO-09-232G on GAO’s Web page.
This version supersedes previously issued versions of the FISCAM
through January 2001. Should you need additional information,
please contact us at FISCAM@gao.gov or call Robert Dacey at
(202) 512-7439 or Greg Wilshusen at (202) 512-6244. GAO staff who
made key contributions to the FISCAM are listed on page 15.

%Zx/%z%

Robert F. Dacey
Chief Accountant

Wd_@;&m\)

Gregory C. Wilshusen
Director, Information
Security Issues

Attachment and enclosures
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SUMMARY OF SIGNIFICANT CHANGES TO THE
FISCAM!

Chapter 1
» Expanded purpose

e provide guidance for performing effective and efficient
Information System (IS) controls audits, either alone or as
part of a performance audit, a financial audit, or an
attestation engagement, including communication of any
identified IS control weaknesses; and

¢ inform financial, performance, and attestation auditors
about IS controls and related audit issues, so that they can
(1) plan their work in accordance with Generally Accepted
Government Auditing Standards (GAGAS) and (2) integrate
the work of IS controls specialists with other aspects of the
financial or performance audit or attestation engagement.

» Conformity with July 2007 Revision to Government Auditing
Standards — (“Yellow Book”)(GAGAS), including information
system control categories

» Conformity with AICPA auditing standards, including new risk
standards

» An overall framework of IS control objectives (see summary on
pages 11-13)

“This section summarizes significant changes to the FISCAM since the prior version.
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Chapter 2

» IS audit methodology consistent with GAGAS and FAM,
including planning, testing, and reporting phases (see a summary
of methodology steps on pages 14-15), which incorporates:
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A top-down, risk-based evaluation that considers materiality
and significance in determining effective and efficient audit
procedures (the auditor determines which IS control
techniques are relevant to the audit objectives and which are
necessary to achieve the control activities; generally, all
control activities are relevant unless the related control
category is not relevant, the audit scope is limited, or the
auditor determines that, due to significant IS control
weaknesses, it is not necessary to test all relevant IS
controls).

An evaluation of entitywide IS controls and their effect on
audit risk, and therefore on the extent of audit testing
(effective entitywide IS controls can reduce audit risk, while
ineffective entitywide IS controls result in increased audit
risk and generally are a contributory cause of IS control
weaknesses at the system and business process application
levels).

An evaluation of general controls and their pervasive impact
on business process application controls (effective general
controls support the effectiveness of business process
application controls, while ineffective general controls
generally render business process application controls
ineffective).

An evaluation of security management at all levels of control
—entitywide, system (includes networks, operating systems,
and infrastructure applications), and business process
application levels.

A control hierarchy (control categories, critical elements,
and control activities) to assist in evaluating the significance
of identified IS control weaknesses (if a critical element is
not achieved, the respective control category is not likely to
be achieved,; if one of the nine control categories are not
effectively achieved, IS controls are ineffective, unless other
factors sufficiently reduce the risk).



e Groupings of control categories consistent with the nature
of the risk.

» Change from “installation level” general controls to “system
level” general controls to reflect the logically networked
structure of today’s systems

» IS controls audit documentation guidance for each audit phase

» Additional audit considerations that may affect an IS audit,
including:
¢ information security risk factors
e automated audit tools

e sampling techniques

Chapter 3

» Reorganized general control categories, consistent with GAGAS:

e Security management - broadened to consider statutory
requirements and best practices

e Access controls - restructured to incorporate system
software, eliminate redundancies, and facilitate IS auditing in
a networked environment:

System boundaries
Identification and authentication
User authorization

Sensitive system resources
Audit and monitoring

Physical security

O O 0O O o ©

¢ (Configuration management - broadened to include network
components and applications

e Segregation of Duties - relatively unchanged
¢ Contingency Planning - updated for new terminology
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» Updated general control activities that (1) are consistent with
current NIST and OMB information security guidance (including
all NIST SP 800-53 controls) including references/mapping of
each critical element to such guidance, and (2) consider new IS
risks and audit experience

Chapter 4

» Audit methodology and IS controls for business process
applications that (1) are consistent with GAGAS and current
NIST and OMB information security guidance (including all NIST
Special Publication 800-53 controls) including
references/mapping to such guidance, and (2) consider new IS
risks and audit experience:

e Application security (formerly general controls at the
application level)

¢ Business process controls related to the validity,
completeness, accuracy, and confidentiality of transactions
and data during application processing

0 Transaction data input

0 Transaction data processing

0 Transaction data output

0 Master file data setup and maintenance
e Interface controls
e Data management systems controls
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Appendices

» Expanded appendices to support IS audits
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Updated information system controls audit planning
checklist

Tables for summarizing the results of the IS audit

Mapping of FISCAM to NIST Special Publication 800-563 and
other related NIST publications

Knowledge, skills, and abilities needed to perform IS audits
Scope of an IS audit in support of a financial audit

Entity’s use of service organizations

Application of FISCAM to Single Audits

Application of FISCAM to FISMA

Information System Controls Audit Documentation
Updated Glossary



INFORMATION SYSTEM CONTROLS OBJECTIVES

GENERAL CONTROLS

Security Management

Controls provide reasonable assurance that security management is
effective, including effective:

security management program

periodic assessments and validation of risk,

security control policies and procedures,

security awareness training and other security-related personnel
issues,

periodic testing and evaluation of the effectiveness of
information security policies, procedures, and practices,
remediation of information security weaknesses, and

security over activities performed by external third parties.

Access Controls

Controls provide reasonable assurance that access to computer
resources (data, equipment, and facilities) is reasonable and
restricted to authorized individuals, including effective

protection of information system boundaries,

identification and authentication mechanisms,

authorization controls,

protection of sensitive system resources,

audit and monitoring capability, including incident handling, and
physical security controls.
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Configuration Management,

Controls provide reasonable assurance that changes to information
system resources are authorized and systems are configured and
operated securely and as intended, including effective

e configuration management policies, plans, and procedures,

e current configuration identification information,

e proper authorization, testing, approval, and tracking of all
configuration changes,

¢ routine monitoring of the configuration,

e updating software on a timely basis to protect against known
vulnerabilities, and

¢ documentation and approval of emergency changes to the
configuration.

Segregation of Duties

Controls provide reasonable assurance that incompatible duties are
effectively segregated, including effective

e segregation of incompatible duties and responsibilities and
related policies, and

e control of personnel activities through formal operating
procedures, supervision, and review.

Contingency Planning

Controls provide reasonable assurance that contingency planning
(1) protects information resources and minimizes the risk of
unplanned interruptions and (2) provides for recovery of critical
operations should interruptions occur, including effective

e assessment of the criticality and sensitivity of computerized
operations and identification of supporting resources,

e steps taken to prevent and minimize potential damage and
interruption,

e comprehensive contingency plan, and

e periodic testing of the contingency plan, with appropriate
adjustments to the plan based on the testing.
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BUSINESS PROCESS APPLICATION CONTROLS

Completeness — controls provide reasonable assurance that all
transactions that occurred are input into the system, accepted for
processing, processed once and only once by the system, and
properly included in output.

Accuracy — controls provide reasonable assurance that transactions
are properly recorded, with correct amount/data, and on a timely
basis (in the proper period); key data elements input for
transactions are accurate; data elements are processed accurately
by applications that produce reliable results; and output is accurate.

Validity — controls provide reasonable assurance (1) that all
recorded transactions and actually occurred (are real), relate to the
organization, are authentic, and were properly approved in
accordance with management’s authorization; and (2) that output
contains only valid data.

Confidentiality — controls provide reasonable assurance that
application data and reports and other output are protected against
unauthorized access.

Availability — controls provide reasonable assurance that application
data and reports and other relevant business information are readily
available to users when needed.’

®Availability controls are principally addressed in application security controls (especially
contingency planning) and therefore, are not included as specific controls in the business
process controls (BP), interface controls (IN), and data management system controls (DA)
categories in Chapter 4.
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IS AUDIT METHODOLOGY STEPS

Plan the Information System Controls Audit

>

Understand the Overall Audit Objectives and Related Scope of
the Information System Controls Audit

» Understand the Entity’s Operations and Key Business Processes.

» Obtain a General Understanding of the Structure of the Entity’s

vV V V V

A\

Networks

Identify Key Areas of Audit Interest

Assess Information System Risk on a Preliminary Basis
Identify Critical Control Points

Obtain a Preliminary Understanding of Information System
Controls

Perform Other Audit Planning Procedures
Relevant Laws and Regulations
Consideration of the Risk of Fraud

Previous Audits and Attestation Engagements
Audit Resources

Multiyear Testing Plans

O O O O o

Communication with Entity Management and Those
Charged with Governance

Service Organizations
Using the Work of Others
Audit Plan

Perform Information System Controls Audit Tests

>

>

Understand Information Systems Relevant to the Audit
Objectives

Determine which IS Control Techniques are Relevant to the
Audit Objectives

For each Relevant IS Control Technique Determine Whether it is
Suitably Designed to Achieve the Critical Activity and has been
Implemented
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» Perform Tests to Determine Whether such Control Techniques
are Operating Effectively

» Identify Potential Weaknesses in IS Controls and Consider
Compensating Controls

Report Audit Results
> Evaluate the Effects of Identified IS Control Weaknesses

0 Financial Audits, Attestation Engagements, and
Performance Audits

» Consider Other Audit Reporting Requirements and Related
Reporting Responsibilities

KEY GAO CONTRIBUTORS
GAO staff who made key contributions to the FISCAM include: Lon

C. Chin, Debra M. Conner, David B. Hayes, Jeffrey L. Knott, David F.
Plocher, John A. Spence, and Charles M. Vrabel.
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Chapter 1. Introduction

1.0 Chapter 1 Overview

This manual provides a methodology for performing information
system (IS) control audits in accordance with “generally accepted
government auditing standards” (GAGAS), as presented in
Government Auditing Standards (also known as the “Yellow
Book”).° However, at the discretion of the auditor, this manual may
be applied on other than GAGAS audits. As defined in GAGAS, IS
controls consist of those internal controls that are dependent on
information systems processing and include general controls and
application controls. This manual focuses on such general and
application controls.

As computer technology has advanced, federal agencies and other
government entities have become dependent on computerized
information systems to carry out their operations and to process,
maintain, and report essential information. Virtually all federal
operations are supported by automated systems and electronic data,
and agencies would find it difficult, if not impossible, to carry out
their missions and account for their resources without these
information assets. Hence, ineffective IS controls can result in
significant risk to a broad array of government operations and
assets. For example,

e resources, such as payments and collections, could be lost or
stolen;

e computer resources could be used for unauthorized purposes,
including the launching of attacks on others;

e sensitive information, such as taxpayer data, Social Security
records, medical records, other personally identifiable
information, and proprietary business information, could be
inappropriately added, deleted, read, copied, disclosed, or

’GAO, Government Auditing Standards, GAO-07-162G (Washington, D.C.: July 2007).

Page 33 1.0 Chapter 1 Overview


http://www.gao.gov/products/GAO-07-162G

modified for purposes such as espionage, identity theft, or other
types of crime;

e critical operations, such as those supporting national defense and
emergency services, could be disrupted;

e data could be modified or destroyed for purposes of fraud or
disruption; and

¢ entity missions could be undermined by embarrassing incidents
that result in diminished confidence in an entity’s ability to
conduct operations and fulfill its responsibilities.

The nature of IS risks continues to evolve. Protecting government
computer systems has never been more important because of the
complexity and interconnectivity of systems (including Internet and
wireless), the ease of obtaining and using hacking tools, the steady
advances in the sophistication and effectiveness of attack
technology, and the emergence of new and more destructive
attacks.

As a result, the reliability of computerized data and of the systems
that process, maintain, and report these data is a major concern to
managements of government entities and their auditors. Auditors
may need to evaluate the effectiveness of information system
controls over data supporting financial statements or data used to
analyze specific program costs and outcomes. In addition, auditors
may be called on to evaluate the effectiveness of IS controls to help
reduce the risk due to errors, fraud, and other illegal acts and
disasters or other incidents that cause the systems to be unavailable.

Figure 1 illustrates the potential complexity of a typical networked
infrastructure. Such infrastructures are built upon multiple hosts,
including desktop personal computers (PCs), servers, and
mainframes. Data communications links and network devices such
as routers, hubs, and switches enable the hosts to communicate
with one another through local area networks (LANs) within
entities. Wide area networks (WANs) connect LANs at different
geographical locations. Moreover, entities are typically connected to
the Internet.
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Figure 1. An Example of Typical Networked Systems
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1.1 Purpose and Anticipated Users of the Manual

This manual describes (1) an audit methodology for assessing the
effectiveness of IS controls, and (2) the IS controls that auditors
evaluate when assessing the confidentiality, integrity, and
availability of information and information systems. The Federal
Information System Controls Audit Manual (FISCAM) is designed to
be used primarily on financial and performance audits and
attestation engagements performed in accordance with “generally
accepted government auditing standards” (GAGAS), as presented in
Government Auditing Standards (also known as the “Yellow
Book”). However, at the discretion of the auditor, this manual may
be applied on other than GAGAS audits. This manual is intended for
both (1) auditors performing financial and performance audits and
attestation engagements to assist them in understanding the work
done by IS controls specialists, and (2) IS controls specialists to
plan and perform the IS controls audit. Federal and other
government auditors may use this manual. It is not an auditing
standard and it would be incorrect to refer to it as a standard. Its
purposes are to

e provide guidance for performing effective and efficient IS
controls audits, either alone or as part of a performance audit, a
financial audit, or an attestation engagement, including
communication of any identified IS control weaknesses; and

« inform financial, performance, and attestation auditors about IS
controls and related audit issues, so that they can (1) plan their
work in accordance with GAGAS and (2) integrate the work of IS
controls specialists with other aspects of the financial or
performance audit or attestation engagement.

The auditor should determine whether IS controls are relevant to
the audit objectives. IS controls generally are relevant to a financial
audit, as financial information is usually processed by information
systems. For financial audits, the GAO/PCIE Financial Audit Manual
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(FAM)" provides a framework for evaluating IS controls as part of a
financial audit. The scope of an information system controls audit in
support of a financial audit is summarized in Appendix VI. For
performance audits, GAGAS 7.27 states that auditors should
determine which audit procedures related to information system
controls are needed to obtain sufficient, appropriate evidence to
support the audit findings and conclusions.® This GAGAS paragraph
provides factors that may assist auditors in making this
determination.

This manual lists specific control activities and techniques and
related suggested audit procedures. These are described at a high
level and assume some level of expertise for an auditor to perform
these audit procedures effectively. Accordingly, the auditor,
applying judgment, should develop more detailed audit steps and
tailor control activities based on the specific software and control
techniques employed by the entity, the audit objectives, and
significant areas of audit interest. Further, the auditor is responsible
for identifying any necessary changes to IS control-related criteria,
including changes to control activities and techniques, based on
publications issued after December 2008. Future updates to the
FISCAM, including any implementation tools and related materials,
will be posted to the FISCAM website at
http://www.gao.gov/special.pubs/fiscam.html.

As used in the FISCAM, “federal entities” refers to those entities that
are subject to the specific law or regulation cited in the related
discussion (e.g., Federal Information Security Management Act,
Federal Financial Management Improvement Act, Federal Managers’
Financial Integrity Act).

"The GAO/PCIE Financial Audit Manual (FAM) provides a framework for performing IS
control audits performed as part of a financial audit. This framework is summarized in
Appendix VI. The FAM is a joint effort between GAO and the President’s Council on
Integrity and Efficiency (PCIE) to provide a methodology for performing financial audits
that meets professional standards. It can be viewed or downloaded at
http://www.gao.gov/special.pubs/gaopcie/.

®In addition, GAO guidance, “Assessing the Reliability of Computer-Processed Data”
(Washington, DC; October 2002) can be used to assist the auditor in determining the use of
IS control audits in assessing data reliability in a performance audit.
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In addition, the FISCAM includes narrative that is designed to
provide a basic understanding of the methodology (Chapter 2),
general controls (Chapter 3) and business process application
controls (Chapter 4) addressed by the FISCAM. The narrative may
also be used as a reference source by the auditor and the IS control
specialist. More experienced auditors and IS control specialists may
find it unnecessary to routinely refer to such narrative in performing
IS control audits. For example, a more experienced auditor may
have sufficient knowledge, skills, and abilities to directly use the
control tables in Chapters 2 and 3 (which are summarized in
Appendices II and IITI).

Further, many of the suggested audit procedures start with the word
“review.” The intent of such language is for the auditor to do more
than simply look at the subject to be reviewed. Rather, a critical
evaluation is envisioned, in which the auditor uses professional
judgment and experience and undertakes the task with a certain
level of skepticism, critical thinking, and creativity.

Although IS controls audit work, especially control testing, is
generally performed by an IS controls specialist, financial or
performance auditors with appropriate training, expertise, and
supervision may undertake specific tasks in this area of the audit.
Throughout this manual, the term “auditor” means either (1) an IS
controls specialist or (2) a financial or performance auditor working
in consultation with or under the supervision of an IS controls
specialist. The FISCAM may be used by other staff that possess
adequate IT competence. GAGAS requires that staff assigned to
conduct an audit must collectively possess the technical knowledge,
skills, and experience necessary to be competent for the type of
work being performed. See Appendix V for additional information
on the knowledge, skills, and abilities needed to perform
information system control audits.
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The following terms are used in the FISCAM to describe the degree
of responsibility they impose on auditors and audit organizations:

e must - Auditors and audit organizations are required to comply
with this unconditional requirement in all cases in which the
circumstances exist to which the unconditional requirement
applies. The term “must” is used only in FISCAM when the
related requirement is specified as a “must” in GAGAS.

e should - Auditors and audit organizations are also required to
comply with this presumptively mandatory requirement in all
cases in which the circumstances exist to which the
presumptively mandatory requirement applies; however, in rare
circumstances, auditors and audit organizations may depart from
a presumptively mandatory requirement provided they document
their justification for the departure and how the alternative
procedures performed in the circumstances were sufficient to
achieve the objectives of the presumptively mandatory
requirement. The term “should” is used when (1) the related
requirement is specified as a “should” in GAGAS, or (2)
performance is deemed necessary to meet GAGAS evidence
requirements for an IS controls audit.

e generally should — Although optional, compliance with this
policy is strongly encouraged

e may - Compliance with this procedure or action is optional. It is
descriptive rather than required. It is explanatory material that
provides further explanation and guidance on the professional
requirements or identifies and describes other procedures or
actions relating to auditors’ or audit organizations’ activities.

When these or similar terms are used to describe management or
entity actions (rather than actions of the auditor or audit
organization), the general meaning of the terms is intended. If the
entity does not comply with a “must” or “should”, the auditor should
assess the impact of the noncompliance on the effectiveness of
related IS controls.
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1.2 Nature of Information System Controls

An evaluation of IS controls generally includes both general and
business process application controls (also called application
controls). The entity must have effective general and business
process application controls to achieve the appropriate
confidentiality, integrity, and availability of critical information and
information systems.

Information system (IS) controls consist of those internal controls
that are dependent on information systems processing and include
general controls (entitywide, system, and business process
application levels), business process application controls (input,
processing, output, master file, interface, and data management
system controls), and user controls’ (controls performed by people
interacting with information systems). General and business process
application controls are always IS controls. A user control is an IS
control if its effectiveness depends on information systems
processing or the reliability (accuracy, completeness, and validity)
of information processed by information systems. Conversely, a
user control is not an IS control if its effectiveness does not depend
on information systems processing or the reliability of information
processed by information systems.

General controls are the policies and procedures that apply to all or
a large segment of an entity’s information systems and help ensure
their proper operation. Examples of primary objectives for general
controls are to safeguard data, protect business process application
programs, and ensure continued computer operations in case of
unexpected interruptions. General controls are applied at the
entitywide, system, and business process application levels. The
effectiveness of general controls is a significant factor in
determining the effectiveness of business process application
controls, which are applied at the business process application level.

%User controls are portions of controls that are performed by people interacting with IS
controls. The effectiveness of user controls typically depend on information systems
processing or the reliability of information processed by IS controls.
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Without effective general controls, business process application
controls can generally be rendered ineffective by circumvention or
modification. For example, automated edits designed to preclude
users from entering unreasonably large dollar amounts in a payment
processing system can be an effective application control. However,
this control is not effective (cannot be relied on) if the general
controls permit unauthorized program modifications that might
allow some payments to be exempted from the edits or
unauthorized changes to be made to data files after the edit is
performed. GAGAS paragraph 7.23 discusses the following types of
general controls: security management, logical and physical access,
configuration management, segregation of duties, and contingency
planning. Chapter 3 discusses the general controls in an IS controls
audit and provides more detail on the critical elements of each type
of general control.

Business process application controls are directly related to
individual computerized applications. They help ensure that
transactions are complete, accurate, valid, confidential, and
available”. Business process application controls include

(1) programmed control techniques, such as automated edits, and
(2) manual follow-up of computer-generated reports, such as
reviews of reports identifying rejected or unusual items. GAGAS
paragraph 7.23 defines application controls, or business controls, as
those controls that help ensure the validity, completeness, accuracy,
and confidentiality of transactions and data during application
processing. Chapter 4 discusses the business process application
level controls in an IS controls audit and provides more detail on the
critical elements of each type of business process application
control.

The overall framework of IS control objectives presented in the
FISCAM can be viewed in different ways. One way to summarize the
objectives is presented below.

10Availability controls are principally addressed in application security controls (especially
contingency planning) and therefore, are not included as specific business process controls
in Chapter 4.
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GENERAL CONTROLS

Security Management

Controls provide reasonable assurance that security management is
effective, including effective:

security management program,

periodic assessments and validation of risk,

security control policies and procedures,

security awareness training and other security-related

personnel issues,

e periodic testing and evaluation of the effectiveness of
information security policies, procedures, and practices,

¢ remediation of information security weaknesses, and

e security over activities performed by external third parties.

Access Controls

Controls provide reasonable assurance that access to computer
resources (data, equipment, and facilities) is reasonable and
restricted to authorized individuals, including effective:

protection of information system boundaries,

identification and authentication mechanisms,
authorization controls,

protection of sensitive system resources,

audit and monitoring capability, including incident handling,
and

e physical security controls.

Configuration Management

Controls provide reasonable assurance that changes to information
system resources are authorized and systems are configured and
operated securely and as intended, including effective:

e configuration management policies, plans, and procedures,
e current configuration identification information,
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e proper authorization, testing, approval, and tracking of all
configuration changes,

e routine monitoring of the configuration,

e updating software on a timely basis to protect against known
vulnerabilities, and

e documentation and approval of emergency changes to the
configuration.

Segregation of Duties

Controls provide reasonable assurance that incompatible duties are
effectively segregated, including effective:

e segregation of incompatible duties and responsibilities and
related policies, and

e control of personnel activities through formal operating
procedures, supervision, and review.

Contingency Planning

Controls provide reasonable assurance that contingency planning
(1) protects information resources and minimizes the risk of
unplanned interruptions and (2) provides for recovery of critical
operations should interruptions occur, including effective:

e assessment of the criticality and sensitivity of computerized
operations and identification of supporting resources,

e steps taken to prevent and minimize potential damage and
interruption,

e comprehensive contingency plan, and

e periodic testing of the contingency plan, with appropriate
adjustments to the plan based on the testing.

BUSINESS PROCESS APPLICATION CONTROLS

Completeness — controls provide reasonable assurance that all
transactions that occurred are input into the system, accepted for
processing, processed once and only once by the system, and
properly included in output.
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Accuracy — controls provide reasonable assurance that transactions
are properly recorded, with correct amount/data, and on a timely
basis (in the proper period); key data elements input for
transactions are accurate; data elements are processed accurately
by applications that produce reliable results; and output is accurate.

Validity — controls provide reasonable assurance (1) that all
recorded transactions and actually occurred (are real), relate to the
organization, are authentic, and were properly approved in
accordance with management’s authorization; and (2) that output
contains only valid data.

Confidentiality — controls provide reasonable assurance that
application data and reports and other output are protected against
unauthorized access.

Availability — controls provide reasonable assurance that application
data and reports and other relevant business information are readily
available to users when needed."

" Availability controls are principally addressed in application security controls (especially
contingency planning) and therefore, are not included as specific controls in the business
process controls (BP), interface controls (IN), and data management system controls (DA)
categories in Chapter 4.
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1.3 Determining the Nature and Extent of Audit Procedures

The nature, timing, and extent of audit procedures performed to
assess IS controls vary, depending on the audit objectives, the
nature and extent of IS control risks and other factors. Factors that
can affect the nature, timing, and extent of audit procedures include
the nature and complexity of the entity’s information systems, the
entity’s control environment, and particular data and applications
that are significant to the financial statements or operations of the
entity. As appropriate, the IS controls specialist, and the financial,
performance, or attestation auditor generally should work
cooperatively to determine the nature, timing, and extent of IS
controls audit procedures.

Inadequate coordination can result in ineffective auditing, for
example, incomplete IS controls audits or improper consideration of
the work performed by the IS controls specialist. When performed
as part of a financial statement audit, an assessment of IS controls is
part of a comprehensive effort to evaluate both the controls over
and reliability of financial reporting. In performance audits and
attestation engagements, the nature and extent of IS controls audit
procedures vary depending on the objectives of the audit.

1.4 Organization of This Manual

This manual is organized as follows:

o Chapter 2 describes the methodology for performing the IS
controls audit.

¢ Chapter 3 provides information concerning the five general
control categories, supporting critical elements, critical activities,
potential control techniques, and suggested audit procedures.

o Chapter 4 provides information concerning the four business
process application control level categories, supporting critical
elements, critical activities, potential control techniques, and
suggested audit procedures.
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¢ Appendices provide supplemental information to assist the
auditor in applying the FISCAM methodology.

This manual provides a risk-based approach for performing the
information system controls audit that is consistent with
government auditing standards and the GAO/PCIE Financial Audit
Manual (FAM).” The FISCAM is consistent with GAGAS and, where
appropriate, the FISCAM discusses the applicable GAGAS
requirements. Each of the nine control categories (five general
control categories and four business process level control
categories) represents a grouping of related controls having similar
types of risk. For each category, this manual discusses the key
underlying concepts, associated risks if the controls in the category
are ineffective, and the critical elements that should be achieved for
IS controls to be effective.

This organization structure facilitates the following:

« Audit planning: Related audit steps can be grouped and broken
down into three primary levels: the entitywide level, the system
level, and the application level.

« Evaluation of findings: The effectiveness of IS controls can be
evaluated by control technique, control activity, critical element,
and control category.

e Audit report drafting: Findings can be summarized by control
category and critical element.

To evaluate IS controls, the auditor should use appropriate criteria
that are relevant to the audit objectives. For audits of federal
entities, criteria are provided by the Federal Information Security
Management Act (FISMA), OMB policies and guidance, and
standards and guidance issued by the National Institute of Standards
and Technology (NIST). NIST has developed a risk management
framework of standards and guidelines for agencies to follow in

“The Financial Audit Manual is a joint effort between GAO and the President’s Council on
Integrity and Efficiency (PCIE) to provide a methodology for performing financial audits
that meets professional standards. It can be viewed or downloaded at
http://www.gao.gov/special.pubs/gaopcie/.
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developing information security programs. This includes, for non-
national security systems, Federal Information Processing
Standards Publication (FIPS Pub) 199 Standards for Security
Categorization of Federal Information and Information Systems,
FIPS Pub 200, Minimum Security Requirements for Federal
Information and Information Systems, and NIST Special
Publication (SP) 800-53, Recommended Security Controls for
Federal Information Systems and other NIST guidance®. The Office
of Management and Budget (OMB) requires federal entities to apply
NIST guidance to non-national security systems. Also, other sources,
such as vendor recommended IS practices and other generally
accepted IS resources, may provide criteria." In addition, NIST is
responsible for developing minimum security standards and
guidelines that are complementary with standards and guidelines
employed for the protection of national security systems and
information contained in such systems. The auditor is responsible
for identifying relevant IS control-related criteria issued after
December 2008 and, where appropriate, criteria beyond that
referred to in the FISCAM. Future updates to the FISCAM, including
any implementation tools and related materials, will be posted to the
FISCAM website at http://www.gao.gov/special.pubs/fiscam.html.

The critical elements and control activities are designed to be able
to be applied to systems with varying level of risk. Consequently,
critical elements and control activities are not differentiated by risk
level. As discussed in Chapter 2, the auditor assesses IS risk based
on a number of factors, including but not limited to consideration of
the security categorizations assigned by management. In assessing
whether the entity’s control techniques are sufficient to achieve a
particular control activity, the auditor considers several factors,

PNIST SP 800-100, Information Security Handbook: A Guide for Managers, provides
guidance on establishing and implementing an information security program and includes
certain entitywide program level controls.

“The Security Content Automation Program (SCAP) is a joint program of the National
Security Agency (NSA), Defense Information Systems Agency (DISA), and NIST. SCAP is
designed as a free, public repository of tools to be used for automating technical control
compliance activities, vulnerability checking, and security measurement. Such tools can
provide additional criteria. See http:/nvd.nist.gov/scap/scap.cfm.
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including but not limited to the level of IS risk, materiality or
significance, and the audit objectives.

FISMA states that standards and guidelines for national security
systems shall be developed, prescribed, enforced, and overseen as
otherwise authorized by law and as directed by the President. Also,
FISMA states that the head of each agency operating or exercising
control of a national security system shall be responsible for
ensuring that the agency:

e provides information security protections commensurate with
the risk and magnitude of the harm resulting from the
unauthorized access, use, disclosure, disruption, modification, or
destruction of the information contained in such system,;

e implements information security policies and practices as
required by standards and guidelines for national security
systems, issued in accordance with law and as directed by the
President; and

e complies with the requirements of FISMA.

GAO has consulted with NIST, as provided for in FISMA, and all
controls in NIST SP 800-53" are mapped to FISCAM". Appendix IV
provides a mapping of the FISCAM critical elements to NIST SP 800-
53 and other related NIST publications. In addition, each critical
element includes references to related NIST SP 800-53 controls.
NIST SP 800-53 includes a table of the mapping. Also, to assist
auditors, individual FISCAM control activities reference related
NIST SP 800-53 controls. This manual provides additional narrative
to assist the auditor in evaluating IS controls. In addition, FISCAM
incorporates other NIST guidance, including, for example, NIST SP
800-100, Information Security Handbook: A Guide for Managers,
which includes coverage of programmatic areas such as information
security governance, capital planning and investment control, and
system development life cycle.

'PNIST has stated that it plans to update SP 800-53 annually.

SAudit procedures in FISCAM are designed to enable the auditor to determine if related
control techniques are achieved.
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FISCAM, which is consistent with NIST and other criteria, is
organized to facilitate effective and efficient IS controls audits.
Specifically, the methodology in the FISCAM incorporates:

A top-down, risk-based evaluation that considers materiality and
significance in determining effective and efficient audit
procedures (the auditor determines which IS control techniques
are relevant to the audit objectives and which are necessary to
achieve the control activities; generally, all control activities are
relevant unless the related control category is not relevant, the
audit scope is limited, or the auditor determines that, due to
significant IS control weaknesses, it is not necessary to test all
relevant IS controls).

An evaluation of entitywide IS controls and their effect on audit
risk, and therefore on the extent of audit testing (effective
entitywide IS controls can reduce audit risk, while ineffective
entitywide IS controls result in increased audit risk and generally
are a contributory cause of IS control weaknesses at the system
and business process application levels)—NIST SP 800-53
principally relates to controls at the system and application level.
An evaluation of general controls and their pervasive impact on
business process application controls (effective general controls
support the effectiveness of business process application
controls, while ineffective general controls generally render
business process application controls ineffective).

An evaluation of security management at all levels of control
(entitywide, system, and business process application levels).

A control hierarchy (control categories, critical elements, and
control activities) to assist in evaluating the significance of
identified IS control weaknesses (if a critical element is not
achieved, the respective control category is not likely to be
achieved; if one of the nine control categories are not effectively
achieved, IS controls are ineffective, unless other factors
sufficiently reduce the risk).

Groupings of control categories consistent with the nature of the
risk.

Experience gained in GAO’s performance and review of IS
control audits, including field testing the concepts in this revised
FISCAM.
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As discussed above, this manual is organized in a hierarchical
structure to assist the auditor in performing the IS controls audit.
Chapter 3 (general controls) and Chapter 4 (business process
application level controls) contain several control categories, which
are groupings of related controls pertaining to similar types of risk.
For each control category, the manual identifies critical elements—
tasks that are essential for establishing adequate controls within the
category. For each critical element, there is a discussion of the
associated objectives, risks, and control activities, as well as related
potential control techniques and suggested audit procedures. This
hierarchical structure facilitates the auditor’s audit planning and
analysis of identified control weaknesses.

Because control activities are generally necessary to achieve the
critical elements, they are generally relevant to a GAGAS audit
unless the related control category is not relevant, the audit scope is
limited, or the auditor determines that, due to significant IS control
weaknesses, it is not necessary to assess the effectiveness of all
relevant IS controls. Within each relevant control activity, the
auditor should identify control techniques implemented by the
entity and determine whether the control techniques, as designed,
are sufficient to achieve the control activity, considering IS risk and
the audit objectives. The auditor may be able to determine whether
control techniques are sufficient to achieve a particular control
activity without evaluating and testing all of the control techniques.
Also, depending on IS risk and the audit objectives, the nature and
extent of control techniques necessary to achieve a particular
control objective will vary.

If sufficient, the auditor should determine whether the control
techniques are implemented (placed in operation) and are operating
effectively. Also, the auditor should evaluate the nature and extent
of testing performed by the entity. Such information can assist in
identifying key controls and in assessing risk, but the auditor should
not rely on testing performed by the entity in lieu of appropriate
auditor testing. As discussed later in this section, if the control
techniques implemented by the entity, as designed, are not sufficient
to address the control activity, or the control techniques are not
effectively implemented as designed, the auditor should determine
the effect on IS controls and the audit objectives.
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The entity’s management is responsible for implementing an
appropriate system of cost-effective IS controls, including an
effective monitoring program to provide management with
reasonable assurance that IS controls are properly designed and
effectively operating. The auditor’s responsibility is to perform tests
of the IS controls and provide conclusions on the results of such
tests to support the audit objectives.

Future updates to the FISCAM, including implementation tools and
materials, will be posted to the FISCAM website at
http://www.gao.gov/special.pubs/fiscam.html.

1.4.1 Appendices

The appendices to the FISCAM, summarized below, provide
additional information to assist the auditor in performing the IS
controls audit.

_______________________________________________________________________________________|]
List of Appendices

Appendix Description Purpose

Appendix | Information System Controls Audit Planning To assist the auditor in
Checklist requesting relevant

background information.

Appendix Il Tables for Summarizing Work Performed in  To assist the auditor in
Evaluating and Testing General and summarizing work
Business Process Application Controls performed.

Appendix Il Tables for Assessing the Effectiveness of To assist the auditor in
General and Business Process Application assessing and reporting on
Controls IS controls.

Appendix IV Mapping of FISCAM to NIST SP 800-53 To show correlation of
and Other Related NIST Publications FISCAM critical elements

to NIST SP 800-53 and
related NIST publications.

Appendix V Knowledge, Skills, and Abilities Needed to  Skill sets necessary to
Perform Information System Controls Audits perform the IS controls
audit.

Appendix VI Scope of an Information System Controls To show relation of
Audit in Support of a Financial Audit FISCAM to relevant FAM
sections.

Appendix VIl Entity’s Use of Service Organizations Audit issues related to an
entity’s use of a service
organization and use of
FISCAM as a basis for
performing a SAS 70 audit.
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Appendix Description

Purpose

Appendix VIII  Application of FISCAM to Single Audits

Use of FISCAM to assess
IS controls over compliance
requirements and financial
reporting in connection with
a Single Audit.

Appendix IX  Application of FISCAM to FISMA

Use of FISCAM for the
independent evaluation of a
federal agency’s
information security
program required by
FISMA.

Appendix X Information System Controls Audit
Documentation

Summarizes IS controls
audit documentation

Appendix XI Glossary

Key terms used in the
FISCAM.

Appendix XII  Bibliography

List of information sources.
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Chapter 2. Performing the Information System
Controls Audit

2.0 Introduction

The information system (IS) controls audit involves the following
three phases:

¢ Planning: The auditor determines an effective and efficient way
to obtain the evidential matter necessary to achieve the
objectives of the IS controls audit and the audit report. For
financial audits, the auditor develops an audit strategy and an
audit plan. For performance audits, the auditor develops an audit
plan.

o Testing: The auditor tests the effectiveness of IS controls that are
relevant to the audit objectives.

e Reporting: The auditor concludes on the effect of any identified
IS control weaknesses on the audit objectives and reports the
results of the audit, including any material weaknesses and other
significant deficiencies.

Appendix VI provides the scope of an IS controls audit in support of
a financial statement audit.

For each of the three phases, the auditor prepares appropriate audit
documentation.

In addition to the GAGAS field work and reporting standards
(Chapters 4 through 8), which are generally addressed by the
FISCAM, the auditor performing a GAGAS audit also should meet
the requirements in Chapters 1, 2, and 3 of Government Auditing
Standards.
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2.1 Plan the Information System Controls Audit

2.1.1 Overview

In planning the IS controls audit, the auditor uses the equivalent
concepts of materiality (in financial audits and attestation
engagements) and significance' (in performance audits) to plan
both effective and efficient audit procedures. Materiality and
significance are concepts the auditor uses to determine the planned
nature, timing, and extent of audit procedures. The underlying
principle is that the auditor is not required to spend resources on
items of little importance; that is, those that would not affect the
Jjudgment or conduct of a reasonable user of the audit report, in light
of surrounding circumstances. On the basis of this principle, the
auditor may determine that some areas of the IS controls audit (e.g.,
specific systems) are not material or significant, and therefore
warrant little or no audit attention.

Materiality and significance include both quantitative and qualitative
factors in relation to the subject matter of the audit. Even though a
system may process transactions that are quantitatively immaterial
or insignificant, the system may contain sensitive information or
provide an access path to other systems that contain information
that is sensitive or otherwise material or significant. For example,
an application that provides public information via a website, if
improperly configured, may expose internal network resources,
including sensitive systems, to unauthorized access. Materiality is

"GAGAS paragraph 7.04 states that “the concept of significance assists auditors
throughout a performance audit, including when deciding the type and extent of
audit work to perform, when evaluating results of audit work, and when
developing the report and related findings and conclusions. Significance is defined
as the relative importance of a matter within the context in which it is being
considered, including quantitative and qualitative factors. Such factors include the
magnitude of the matter in relation to the subject matter of the audit, the nature
and effect of the matter, the relevance of the matter, the needs and interests of an
objective third party with knowledge of the relevant information, and the impact
of the matter to the audited program or activity. Professional judgment assists
auditors when evaluating the significance of matters within the context of the
audit objectives.”
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more fully discussed in the FAM in section 230 (Determine Planning,
Design, and Test Materiality), and both materiality and significance
are discussed further in GAGAS.

Planning occurs throughout the audit as an iterative process. (For
example, based on findings from the testing phase, the auditor may
change the planned audit approach, including the design of specific
tests.) However, planning activities are concentrated in the planning
phase, during which the objectives are to obtain an understanding of
the entity and its operations, including its internal control, identify
significant issues, assess risk, and design the nature, extent, and
timing of audit procedures. To accomplish this, the methodology
presented in this chapter includes guidance to help the auditor do
the following:

¢ Understand the overall audit objectives and related scope of the
IS controls audit

¢ Obtain an understanding of an entity and its operations and key
business processes

o Obtain a general understanding of the structure of the entity’s
networks

o Identify key areas of audit interest (files, applications, systems,
locations)

e Assess IS risk on a preliminary basis

o Identify critical control points (for example, external access
points to networks)

¢ Obtain a preliminary understanding of IS controls
e Perform other audit planning procedures

Although each of these areas is discussed separately in this chapter,
they are not generally performed as discrete, sequential steps. For
example, the IS controls specialist may gather information related to
several steps concurrently, such as through interviews with key
information technology (IT) staff or through data requests, or may
perform steps in a different sequence. The auditor performs
planning to determine an effective and efficient way to obtain the
evidential matter necessary to support the objectives of the IS
controls audit and the audit report. The nature and extent of audit
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planning procedures varies for each audit depending on several
factors, including the entity’s size and complexity, the auditor’s
experience with the entity, and the auditor’s knowledge of the
entity’s operations.

A key to a high-quality audit, the senior members of the audit team
should be involved in planning. The auditor should coordinate with
the entity being audited and, if the IS controls audit is part of
another audit, with senior members of the overall audit team. In
addition, auditors generally should determine the needs of other
auditors who plan to use the work being performed and consult with
them in a timely manner, especially when making decisions
involving significant judgment.

If the IS controls audit is performed as part of a financial audit,
GAGAS require the auditor to obtain an understanding of internal
control over financial reporting sufficient to assess the risk of
material misstatement of the financial statements whether due to
error or fraud, and to design the nature, timing, and extent of further
audit procedures based on that assessment. This includes
performing risk assessment procedures to evaluate the design of
controls relevant to an audit of financial statements and to
determine whether they have been implemented. In obtaining this
understanding, the auditor considers how an entity’s use of
information technology (IT) and manual procedures affect controls
relevant to the audit. The auditor’s responsibilities for considering
internal control in a financial audit are described in more detail in
the FAM.

If the IS controls audit is performed as part of an examination-level
attestation engagement, the auditor should obtain a sufficient
understanding of internal control that is material to the subject
matter in order to plan the engagement and design procedures to
achieve the objectives of the attestation engagement.

If the IS controls audit is performed as part of a performance audit,
GAGAS?” (para. 7.24) states that when information systems controls

BThere is a section of GAGAS entitled “Information Systems Controls” (paras. 7.23-7.27)
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are determined to be significant to the audit objectives, auditors
should then evaluate the design and operating effectiveness of such
controls. This evaluation would include other information systems
controls that impact the effectiveness of the significant controls or
the reliability of information used in performing the significant
controls. Auditors should obtain a sufficient understanding of
information systems controls necessary to assess audit risk and plan
the audit within the context of the audit objectives.

Additionally, GAGAS (para. 7.27) states that auditors should
determine which audit procedures related to information systems
controls are needed to obtain sufficient, appropriate evidence to
support the audit findings and conclusions. It also provides the
following factors to assist the auditor in making this determination:

a. The extent to which internal controls that are significant to the
audit depend on the reliability of information processed or
generated by information systems.

b. The availability of evidence outside the information system to
support the findings and conclusions: It may not be possible for
auditors to obtain sufficient, appropriate evidence without assessing
the effectiveness of relevant information systems controls. For
example, if information supporting the findings and conclusions is
generated by information systems or its reliability is dependent on
information systems controls, there may not be sufficient supporting
or corroborating information or documentary evidence that is
available other than that produced by the information systems.

c. The relationship of information systems controls to data
reliability: To obtain evidence about the reliability of computer-
generated information, auditors may decide to assess the
effectiveness of information systems controls as part of obtaining
evidence about the reliability of the data. If the auditor concludes
that information systems controls are effective, the auditor may
reduce the extent of direct testing of data.

d. Assessing the effectiveness of information systems controls as an
audit objective: When assessing the effectiveness of information
systems controls that is directly a part of an audit objective, auditors
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should test information systems controls necessary to address the
audit objectives. For example, the audit may involve the
effectiveness of information systems controls related to certain
systems, facilities, or organizations.

2.1.2 Understand the Overall Audit Objectives and Related Scope of the Information

System Controls Audit

The nature, timing, and extent of IS controls audit procedures vary
depending upon the audit objectives. For example, the IS controls
audit

e may be performed as part of a financial or performance audit, or
may be performed as a separate engagement;

« may comprehensively address an entire entity, a component, or a
network, or may narrowly target an application, specific
technology (e.g., wireless, operating system, etc.), or location;
and/or

« may include all control objectives or only a subset of control
objectives (e.g., general controls, business process controls, or
selected components of them, such as focusing on an entity’s
security management program).

If achieving the audit objectives does not require an overall
conclusion on the effectiveness of the entity’s IS controls or relates
only to certain components of the entity or a subset of controls, the
auditor’s assessment would not necessarily identify all significant IS
control weaknesses that may exist. For example, a limited review of
controls over a type of operating system may not identify any
significant weaknesses, although there may be very significant
weaknesses in other areas that the auditor is unaware of because
the scope of the audit is limited. Consequently, the auditor should
evaluate the potential limitations of the auditor’s work on the
auditor’s report and the needs and expectations of users. The
auditor may determine that, because the limitations are so
significant, the auditor will (1) communicate the limitations to the
management of the audited entity, those charged with governance,
and/or those requesting the audit, and (2) clearly report such
limitations on the conclusions in the audit report. For example, in
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reporting on an audit of an operating system, the auditor may
determine that it is appropriate to clearly report that the scope of
the assessment was limited to the operating system and that,
consequently, additional IS control weaknesses may exist that could
impact the effectiveness of IS controls related to the operating
system and to the entity as a whole.

Based on the overall engagement objectives, the auditor should
develop and document the objectives of the IS controls audit.
Typical IS controls audit objectives include the following:

To support financial statement audits by, for example, assessing
the effectiveness of IS controls related to financial reporting.
(Note: The assessment of IS controls generally occurs during the
internal control phase of a financial statement audit.) This
assessment affects the nature, timing, and extent of financial
audit procedures to be performed, as well as provide timely
recommendations for improvements in IS controls. In addition, it
may cover the entire audit year or relate only to controls at a
point in time, such as at the end of the fiscal year. The scope of
an IS controls audit in support of a financial audit is described
further in the FAM and in Appendix VI.

To supplement IT performance audits by assessing the
effectiveness of security within the context of a broader systems
review.

To support other performance audits, such as assessing data
reliability or how well an information system protects the
confidentiality, integrity, and availability of data and the effect of
this level of protection on program performance.

To determine the effectiveness of IS controls, not in support of
another audit, so that any risks are identified. Such audits may be
designed to provide a conclusion on the effectiveness of IS
controls and describe any material weaknesses and other
significant deficiencies, or merely describe any IS control
weaknesses without an overall conclusion as to the effectiveness
of IS controls.

To support an evaluation of IS controls as required by FISMA.
To support Single Audits.
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The auditor should also determine and document (such as in an
audit strategy and audit plan) the appropriate scope of the IS
controls audit, including

o the organizational entities to be addressed (e.g., entitywide,
selected component(s), etc.);

o the breadth of the audit (e.g., overall conclusion on IS control
effectiveness, review of a specific application or technology area,
such as wireless or UNIX, etc.);

o the types of IS controls to be tested:

¢ general and/or business process application level controls to be
tested, or selected components; or

o all levels of the entity’s information systems, or selected levels
(e.g., entitywide, system level, or business process application
level, or selected components of them—for definitions of each
level, see the section below entitled “2.2 Perform Information
System Controls Audit Tests.”).

If the IS controls audit is performed as part of another audit, the
auditor should understand the overall audit objectives and how the
IS controls audit will integrate with the audit. The auditor should
reach a common understanding of objectives with the audit team
responsible for the overall audit.

2.1.3 Understand the Entity’s Operations and Key Business Processes

The auditor should obtain and document an understanding of the
entity sufficient to plan and perform the audit in accordance with
applicable auditing standards and requirements. In planning the
audit, the auditor obtains information that will provide an overall
understanding of the entity, such as its mission, size and location,
organization, business, strategies, risks, and internal control
structure. Understanding the entity’s operations in the planning
process enables the auditor to identify, respond to, and resolve
problems early in the audit.
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The auditor’s understanding of the entity includes:

¢ entity management and organization,
¢ external and internal factors affecting the entity’s operations, and
e key business processes (defined below).

To plan the audit, the auditor obtains a general understanding of the
entity’s and the IT function’s organizational structure, including key
members of entity and IT management. The auditor’s main objective
is to understand how the entity is managed and how the
organization is structured.

The auditor should identify significant external and internal factors
that affect the entity’s operations, particularly IT. External factors
might include (1) IT budget, (2) external systems users, (3) current
political climate, and (4) relevant legislation. Internal factors might
include (1) size of the entity, (2) number of locations, (3) structure
of the entity (centralized or decentralized), (4) complexity of
operations, (5) IT management structure, (6) impact of information
systems on business operations, (7) qualifications and competence
of key IT personnel, and (8) turnover of key IT personnel. The
auditor should document any significant factors that could affect the
IS controls audit, including the auditor’s risk assessment.

The auditor should also obtain a general understanding of the
entity’s business processes, particularly those processes most
closely related to the audit objectives. Business processes are the
primary functions that the entity performs in accomplishing its
mission. Examples of typical business processes in government
entities include

o mission-related processes, typically at the program or
subprogram level, such as education, public health, law
enforcement, or income security;

o financial management processes, such as collections,
disbursements, or payroll; and

e other support processes, such as human resources, property
management, or security.

Page 61 2.1 Plan the Information System Controls Audit



Understanding the entity's operations and business processes
includes understanding how business process applications are used
to support key business processes, as it tends to vary from entity to
entity. The auditor should obtain and review documentation, such as
design documents, blueprints, business process procedures, user
manuals, etc., and inquire of knowledgeable personnel to obtain a
general understanding of each significant business process
application that is relevant to the audit objectives. This includes a
detailed understanding of

e business rules (e.g. removing all transactions that fail edits or
only selected ones based on established criteria),

e transaction flows (detailed study of the entity’s internal controls
over a particular category of events that identifies all key
procedures and controls relating to the processing of
transactions), and

e application and software module interaction (transactions leave
one system for processing by another, e.g. payroll time card
interfaces with pay rate file to determine salary information).

Obtaining this understanding is essential to assessing information
system risk, understanding business process application controls,
and developing relevant audit procedures. For efficiency, the
auditor may combine this step with the steps in FISCAM section
2.2.1 subsection entitled “Understand Information Systems Relevant
to the Audit Objectives” to aid in the identification of relevant
controls.

The auditor should identify and document the key business
processes that are relevant to the audit objectives. For each key
business process, the auditor should identify the significant general
support systems and major applications that are used to support
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each key business process."” Also, for each key business process, the
auditor should identify the use of contractors and others to process
information and/or operate systems for or on behalf of the entity.
Throughout the remainder of this manual, references to entity
systems and business processes include the use of contractors and
others to process information and/or operate systems for or on
behalf of the entity. If the IS controls audit is performed as part of a
financial audit, as discussed in FAM 320 (Understand Information
Systems) and other FAM sections, the auditor should obtain an
understanding of the entity’s information systems (including
methods and records) for processing and reporting accounting
(including supplemental information), compliance, and operations
data (including performance measures reported in the
Management’s Discussion and Analysis).

The auditor should document an understanding of the entity’s
operations and key business processes, including the following
items to the extent relevant to the audit objectives:

o the significance and nature of the programs and functions
supported by information systems;

¢ a general understanding of the entity’s and the IT function’s
organizational structure;

¢ key business processes relevant to the audit objectives, including
business rules, transaction flows, and application and software
module interaction;

¢ significant general support systems and major applications that
support each key business process;

¢ background information checklist, if used,

¢ significant internal and external factors that could affect the IS
controls audit objectives;

OMB uses the terms “general support” and “application” systems to describe the two
types of entity systems. As defined in OMB Circular A-130, a general support system is an
interconnected set of information resources under the same direct management control
that share common functionality. It normally includes hardware, software, information,
data, applications, communications, and people. The term “application” means the use of
information resources (information and information technology) to satisfy a specific set of
user requirements.
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a detailed organization chart, particularly the IT and the IS
components;

significant changes in the IT environment or significant
applications implemented within the recent past (e.g. 2 years) or
planned within the near future (e.g., 2 years); and

the entity’s reliance on third parties to provide IT services (e.g.,
in-house, remote connectivity, remote processing).

Appendix I includes an Information System Controls Audit Planning
Checklist that can be provided to the entity’s management to
facilitate gathering appropriate information for this audit step.

The auditor generally gathers planning information through different
methods (observation, interviews, reading policy and procedure
manuals, etc.) and from a variety of sources, including

previous audits and management reviews (see section 2.1.9.C),
top-level entity and I'T management,
entity management responsible for relevant significant programs,

Office of Inspector General (IG) and internal audit management
(including any internal control officer),

other members of the audit organization, concerning relevant
completed, planned or in-progress assignments,

personnel in the Office of General Counsel, and
personnel in the Special Investigator Unit.

Also, the auditor generally gathers information from relevant reports
and articles issued by or about the entity, including

GAO reports;

IG, internal audit, or other audit reports (including those for
performance audits and other reviews);

congressional hearings and reports;
consultant reports; and

material published about the entity in newspapers, magazines,
Internet sites, and other publications.
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2.1.4 Obtain a General Understanding of the Structure of the Entity’s Networks

The auditor should obtain and document a general understanding of
the structure of the entity’s networks as a basis for planning the IS
controls audit. The auditor’s understanding includes a high-level
view of the network architecture that the entity uses to implement
relevant key business processes. Such an understanding helps the
auditor to assess risk, identify potential critical control points on a
preliminary basis, understand technologies that may be subject to
audit, and identify key locations. The auditor generally should
request documentation of such information from the entity,
including both high-level and detailed network schematics. The
auditor should obtain the following information about the network
architecture, generally documented in network schematics:

¢ Internet presence;
o firewalls, routers, and switches;
¢ intrusion detection or prevention systems;

¢ critical systems, such as Web and mail systems, file transfer
systems, etc.;

¢ network management systems;

e connections to inter- and intra-agency sites;

e connections to other external organizations;

e remote access—virtual private network and dial-in; and
e wireless connections.

2.1.5 Identify Key Areas of Audit Interest

The auditor should identify key areas of audit interest, which are
those that are critical to achieving the audit objectives (e.g., general
support and business process application systems and files (or
components thereof)). For a financial audit, this would include key
financial applications and data and related feeder systems.” For a

YA feeder system is a system that provides information or data to support the main
application. For example, in a payroll system the time and attendance system is the feeder
system for the main application.
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performance audit, this would include key systems that are likely to
be significant to the audit objectives. For each key area of audit
interest, the auditor should document relevant general support
systems and major applications and files, including (1) the
operational locations of each key system or file, (2) significant
components of the associated hardware and software (e.g.,
firewalls, routers, hosts, operating systems), (3) other significant
systems or system level resources that support the key areas of
audit interest, and (4) prior audit problems reported. The auditor
should also identify all access paths into and out of the key areas of
audit interest. By identifying the key systems, files, or locations, the
auditor can concentrate efforts on them, and do little or no work
associated with other areas. The auditor generally should prioritize
important systems, files, or locations in order of importance to the
audit objectives. The auditor may characterize these items by the
sensitivity or significance of the information processed, dollar value
of the transactions processed, or presence or number of key edits or
other controls performed by a business process application.

2.1.6 Assess Information System Risk on a Preliminary Basis

Overview

The auditor should assess and document, on a preliminary basis, the
nature and extent of IS risk that relates to the key areas of audit
interest. IS risk is the likelihood that a loss of confidentiality,
integrity, or availability could occur that would
materially/significantly affect the audit objectives (e.g., for a
financial audit, a material misstatement). Assessing IS risk involves
evaluation of both the likelihood that such a loss of confidentiality,
integrity, or availability could occur and the materiality or
significance of a loss of confidentiality, integrity, or availability to
the audit objectives. The auditor should document factors that
significantly increase or decrease the level of IS risk and their
potential impact on the effectiveness of information system
controls.

Assessing IS risk relating to the audit is different from
management’s risk assessment. In assessing IS risk, the auditor is
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not required or expected to reperform management’s risk
assessment. Rather, the auditor assesses IS risk on a preliminary
basis using data that would be collected in the planning of audit
(this includes using the entity’s risk assessments and performing
other audit procedures as outlined below). The auditor’s risk
assessment should reflect the impact of the effectiveness of IS
controls on the audit objectives.

The auditor’s assessment of IS risk affects the nature, timing, and
extent of IS controls audit procedures. As IS risk increases, the
auditor should perform more extensive and/or more effective tests
of IS controls. For example, a significant number of Internet access
points that are not centrally controlled increases IS risk. In this case,
the auditor would expand the auditor’s testing, as there are more
potential access paths to the key areas of audit interest. Risk
assessments prepared by the entity may serve as a useful tool to
assist in the identification of IS risk. However, the auditor should
not rely on them without performing audit procedures to identify
and assess risk.

To develop a framework for analyzing IS risk, the auditor should
consider IS risk in the context of the following three security
objectives for information and information systems:

o Confidentiality—preserving authorized restrictions on
information access and disclosure, including means for
protecting personal privacy and proprietary information. A loss
of confidentiality is the unauthorized disclosure of information.

o Integrity—guarding against improper information modification or
destruction, which includes ensuring information
nonrepudiation® and authenticity®. A loss of integrity is the
unauthorized modification or destruction of information.

*'Nonrepudiation is assurance that the sender of information is provided with proof of
delivery and the recipient is provided with proof of the sender’s identity, so neither can
later deny having processed the information. Nonrepudiation may not be necessary to
evaluate integrity to meet an audit objective.

# Authenticity is the property of being genuine and being able to be verified and trusted;
confidence in the validity of a transmission, a message, or message originator. Authenticity
may not be necessary to evaluate integrity to meet an audit objective.

Page 67 2.1 Plan the Information System Controls Audit



¢ Availability—ensuring timely and reliable access to and use of
information. A loss of availability is the disruption of access to or
use of information or an information system.

In some instances, one or more of the security objectives may have
more significance to the audit objectives than the others.

The auditor should identify factors or conditions that significantly
increase or decrease IS risk. These factors are general in nature; the
auditor uses judgment in determining (1) the extent of procedures
to identify the risks and (2) the impact of such risks on the entity’s
operations and the audit objectives. Because this risk assessment
involves the exercise of significant audit judgment, the auditor
should use experienced audit team personnel to perform the risk
assessment. Factors considered would include those related to
inherent risk® as well as those related to the control environment,
risk assessment, communication, and monitoring components of
internal control*. The auditor identifies such factors based on
information obtained in the planning phase, primarily from
understanding the entity’s operations and key business processes,
including significant IT processing performed outside the entity.

For each risk identified, the auditor should document the nature and
extent of the risk; the conditions that gave rise to that risk; and the
specific information or operations affected (if not pervasive). The
auditor should also document compensating controls or other
considerations that may mitigate the effects of identified risks.

*Inherent risk is the likelihood that a loss of confidentiality, integrity, or availability could
occur that would materially/significantly affect the audit objectives (e.g., for a financial
audit, a material misstatement), assuming that there are no related internal controls.

*!Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1) describe
the five standards of internal control as: control environment, risk assessment, control
activities, information and communications, and monitoring. The specific IS controls
assessed in an IS controls audit are part of the control activities component.
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As noted above, the auditor should assess and document, on a
preliminary basis, the nature and extent of IS risks for the
information and information systems related to the key areas of
audit interest, considering confidentiality, integrity, and availability.
The auditor should document the basis for the assessed risk and its
potential impact on the audit objectives. For example, in a financial
audit, the auditor should evaluate the possibility of a material
misstatement as a result of a loss of confidentiality, integrity, or
availability. As discussed above, risk assessments prepared by the
entity may serve as a useful tool to assist the auditor in the
identification of IS risks.

Also, as noted above, IS risk includes the risk of loss of
confidentiality, integrity, or availability. Such risk includes the
potential impact of a loss to entity operations, assets, and
individuals. However, depending on the audit objectives, the impact
on the audit objectives could be greater or lesser. Federal agencies
are required to use the following three levels to categorize their
systems based on the potential impact of a breach of security on
organizational operations, organizational assets, or individuals:*

e Low. The loss of confidentiality, integrity, or availability could be
expected to have a limited adverse effect on organizational
operations, organizational assets, or individuals.” A limited
adverse effect means that, for example, the loss of
confidentiality, integrity, or availability might (i) cause a
degradation in mission capability to an extent and duration that
the organization is able to perform its primary functions, but the
effectiveness of the functions is noticeably reduced; (ii) result in
minor damage to organizational assets; (iii) result in minor
financial loss; or (iv) result in minor harm to individuals.

o Moderate. The loss of confidentiality, integrity, or availability
could be expected to have a serious adverse effect on

®These risk levels are discussed further in National Institute of Standards and Technology,
Standards for Security Categorization of Federal Information and Information Systems,
Federal Information Processing Standards Publication (FIPS PUB) 199 (December 2003).

®Adverse effects on individuals may include, for example, loss of the privacy to which
individuals are entitled under law.
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organizational operations, organizational assets, or individuals. A
serious adverse effect means that, for example, the loss of
confidentiality, integrity, or availability might (i) cause a
significant degradation in mission capability to an extent and
duration that the organization is able to perform its primary
functions, but the effectiveness of the functions is significantly
reduced; (ii) result in significant damage to organizational assets;
(iii) result in significant financial loss; or (iv) result in significant
harm to individuals that does not involve loss of life or serious
life-threatening injuries.

e High. The loss of confidentiality, integrity, or availability could
be expected to have a severe or catastrophic adverse effect
on organizational operations, organizational assets, or
individuals. A severe or catastrophic adverse effect means that,
for example, the loss of confidentiality, integrity, or availability
might (i) cause a severe degradation in or loss of mission
capability to an extent and duration that the organization is not
able to perform one or more of its primary functions; (ii) result in
major damage to organizational assets; (iii) result in major
financial loss; or (iv) result in severe or catastrophic harm to
individuals involving loss of life or serious life-threatening
injuries.

The auditor’s assessment of IS risk may change as audit evidence is
obtained. To determine whether audit procedures continue to be
appropriate, the auditor should periodically reassess the IS risk
during the audit. For example, the auditor may reassess the IS risk
level at the end of the planning and testing phases, as well as when
evidence is obtained that significantly affects the auditor’s risk
assessment. If IS risk changes during the audit, the auditor should
make any necessary changes to the nature, timing, and extent of
planned audit procedures.

The risk factors that the auditor considers consist of the following
two types, which are discussed further below:

e Inherent risk factors

e Risk factors related to the control environment, risk assessment,
communication, and monitoring components of internal control
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Inherent Risk Factors

Information systems can introduce additional risk factors not
present in a manual system. To properly assess IS risk, the auditor
should (1) evaluate each of the following factors and (2) assess the
overall impact of information systems on IS risk. The impact of
these factors typically will be pervasive in nature.

e The nature of the hardware and software may affect IS risk, as
illustrated below.

e The type of processing (online, batch oriented, or distributed)
presents different levels of IS risk. Distributed networks enable
multiple computer processing units to communicate with each
other, increasing the number of potential access points and the
risk of unauthorized access to computer resources and possible
data alteration. On the other hand, distributed networks may
decrease the risk of data inconsistencies at multiple processing
units if the units share a common database.

o Peripheral access devices or system interfaces can increase IS
risk. For example, Internet or wireless access to a system
increases the system’s accessibility to additional persons and
therefore increases the risk of unauthorized access to computer
resources.

o Highly customized application software may have higher IS risk
than vendor-supplied software that has been thoroughly tested
and is in general commercial use. On the other hand, vendor-
supplied software new to commercial use may not have been
thoroughly tested or undergone client processing to a degree that
would encounter existing flaws.

e Certain hardware and software may have more significant
identified weaknesses than others.

¢ In certain systems (e.g., enterprise resource planning—ERP—
systems®’), the audit trails and supporting information produced

"ERP systems consist of functional modules that support business requirements such as
human resources, financials, or inventory control. The modules can be used individually or
in conjunction with other modules as needed. The individual modules contain the business
process necessary to complete their intended function.
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by the systems may be limited in their usefulness (1) as a basis
for applying certain types of controls or (2) as audit evidence.

Highly decentralized applications, particularly Web applications,
increase IS risk by adding complexity to IS and increasing
potential vulnerabilities.

The application of new technologies generally increases the risk
that secure configurations of such technologies may not be well
developed or tested, or that IT personnel may not properly
implement security over such new technologies.

The manner in which the entity’s networks are configured can
affect the related IS risk. For example, factors increasing IS risks
include a significant number of Internet access points that are
not centrally controlled, networks that are not segmented to
protect sensitive systems or information, use of technologies that
are no longer supported, or lack of technologies that enhance
security.

The consistency of the entity’s enterprise architecture and IT
strategy with its business strategies can affect the proper
planning and implementation of IT systems and related security.

Also, the following risk factors, discussed in FAM 260 (Identify Risk
Factors) are relevant to both financial and performance audits:

Uniform processing of transactions: Because information
systems process groups of identical transactions consistently,
any misstatements arising from erroneous computer
programming will occur consistently in the same types of
transactions. However, the risk of random processing errors is
reduced substantially in information systems-based accounting
systems.

Automatic processing: The information system may
automatically initiate transactions or perform processing
functions. Evidence of these processing steps (and any related
controls) may or may not be visible.

Increased potential for undetected misstatements: Information
systems use and store information in electronic form and require
less human involvement in processing than manual systems.
Without adequate controls, there is increased risk that
individuals could gain unauthorized access to sensitive
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information and alter data without leaving visible evidence.
Because information is in electronic form, changes to computer
programs and data are not readily detectible. Also, users may be
less likely to challenge the reliability of information systems
output than manual reports.

o Existence, completeness, and volume of the audit trail: The audit
trail is the evidence that demonstrates how a specific transaction
was initiated, processed, and summarized. For example, the audit
trail for a purchase could include a purchase order; a receiving
report; an invoice; an entry in an invoice register (purchases
summarized by day, month, and/or account); and general ledger
postings from the invoice register. Some computer systems are
designed to maintain the audit trail for only a short period, only
in an electronic format, or only in summary form. Also, the
information generated may be too voluminous to be analyzed
effectively without software. For example, one transaction may
result from the automatic summarization of information from
hundreds of locations. Without the use of audit or retrieval
software, tracing transactions through the processing may be
extremely difficult.

¢ Unusual or nonroutine transactions: As with manual systems,
unusual or nonroutine transactions increase IS risk. Programs
developed to process such transactions may not be subject to the
same procedures as programs developed to process routine
transactions. For example, the entity may use a utility program to
extract specified information in support of a nonroutine
management decision.

In addition, the auditor should evaluate the additional audit risk
factors discussed in the “Additional IS Risk Factors” at the end of
this chapter.

Risk Factors Related to the Control Environment, Risk Assessment,
Communication, and Monitoring Components of Internal Control

Also, the auditor should evaluate the IT system factors discussed
below, to the extent relevant to the audit objectives, in making an
overall assessment of the control environment, risk assessment,
communication, and monitoring components of internal control.
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Additional information concerning these internal control components
can be found at GAO’s Standards for Internal Control in the Federal
Government™ (“Green Book”) and Internal Control Management and
FEvaluation Tool”, and at FAM 260, 295A, and 295B.

a. Management's attitudes and awareness with respect to IT
systems: Management’s interest in and awareness of IT system
functions (including those performed for the entity by other
organizations) is important in establishing an entitywide
consciousness of control issues. Management may demonstrate its
interest and awareness by

e considering the risks and benefits of computer applications;

e communicating policies regarding IT system functions and
responsibilities;

e overseeing policies and procedures for developing,
modifying, maintaining, and using computers, and for
controlling access to programs and files;

e considering the risk of material misstatement, including fraud
risk, related to IT systems;

e responding to previous recommendations or concerns;

e quickly and effectively planning for, and responding to,
computerized processing crises; and

e using reliable computer-generated information for key
operating decisions.

b. Organization and structure of the IT system function: The
organizational structure affects the control environment.
Centralized structures often have a single computer processing
organization and use a single set of system and applications
software, enabling tighter management control over IT systems. In
decentralized structures, each computer center generally has its
own computer processing organization, application programs, and
system software, which may result in differences in policies and
procedures and various levels of compliance at each location.

28GA0, Standards for Internal Control in the Federal Government, AIMD-00-21.3.1
(Washington, D.C.:.November 1, 1999).

®GAO, Internal Control Management and Evaluation Tool, GAO-01-1008G (Washington,
D.C.:August 2001).
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c. Clearly defined assignment of responsibilities and
authority: Appropriate assignment of responsibility according to
typical IT system functional areas can affect the control
environment. Factors to consider include

¢ how the position of the Chief Information Officer (CIO) fits
into the organizational structure;

e whether duties are appropriately segregated within the IT
systems function, such as operators and programmers, since
lack of segregation typically affects all systems;

¢ the extent to which management external to the IT systems
function is involved in major systems development decisions;
and

e the extent to which IT system policies, standards, and
procedures are documented, understood, followed, and
enforced.

d. Management’s ability to identify and to respond to
potential risk: Computer processing, by its nature, introduces
additional risk factors. The entity should be aware of these risks and
should develop appropriate policies and procedures to respond to
any IT system issues that might occur. The auditor may evaluate
e the methods for monitoring incompatible functions and for
enforcing segregation of duties and
¢ management’s mechanism for identifying and responding to
unusual or exceptional conditions.

Examples of potential IT-related control environment, risk
assessment, communication, and monitoring weaknesses include:

e Management and personnel in key areas (such as
accounting, IT systems, IG, and internal auditing) have a
high turnover.

e Management attitude toward IT systems and accounting
functions is that these are necessary “bean counting”
functions rather than a vehicle for exercising control over
the entity's activities or making better decisions.

e The number of people, particularly in IT systems and
accounting, with requisite skill levels relative to the size and
complexity of the operations is inadequate.

e Management has not adequately identified risks arising
from internal sources, such as human resources (ability to
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retain key people) or IT (adequacy of backup systems in the
event of systems failure).

e Accounting systems and/or information systems, including
IT systems, are not modified in response to changing
conditions.

2.1.7 Identify Critical Control Points

The auditor should identify and document critical control points in
the design of the entity’s information systems based on the auditor’s
understanding of such systems, key areas of audit interest, and IS
risk. Critical control points are those system control points that, if
compromised, could allow an individual to gain unauthorized access
to or perform unauthorized or inappropriate activities on entity
systems or data, which could lead directly or indirectly to
unauthorized access or modifications to the key areas of audit
interest. Control points typically include external access points to
the entity’s networks, interconnections with other external and
internal systems, system components controlling the flow of
information through the entity’s networks or to the key areas of
audit interest, critical storage and processing devices, and related
operating systems, infrastructure applications, and relevant
business process applications. Typical control points also include
network components where business process application controls
are applied. As the audit testing proceeds and the auditor gains a
better understanding of the entity’s information systems, of control
weaknesses, and of the related risks, the auditor should periodically
reassess the critical control points. Based on information obtained
during audit planning, the auditor should identify those critical
control points in the entity’s IT systems that are significant to the
effectiveness of security over the key areas of audit interest.

An analysis of critical control points includes consideration of
alternate work sites. Since multiple FISCAM control categories are
relevant to alternate work sites, it is not addressed as a specific
control in this document. For further information on this subject
refer to NIST guidance contained in SP 800-53 and SP 800-46.

In identifying critical control points and in planning and performing
the assessment of IS controls, auditors apply the concept of control
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dependencies. A control dependency exists when the effectiveness
of an internal control is dependent on the effectiveness of other
internal controls. An assessment of the effectiveness of information
system controls over a critical control point includes testing the
effectiveness of controls over other control points upon which the
security of the critical control point is dependent. Figure 2
illustrates the concept of a control dependency in relation to a
router for a typical network.

Figure 2: Example of Router Control Dependencies
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The figure illustrates that the effectiveness of controls over the
router in this example network are dependent on controls over
other control points. In this example, because unauthorized or
inappropriate access to the other control points could affect the
security of the router, the auditor’s tests of IS controls generally
should include controls over

o the trivial file transfer protocol (tftp) servers used to maintain a
central repository of sensitive configuration files (tftp servers do
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not require authentication and are also used as remote boot
devices for routers);

¢ the centralized authentication server that authenticates users to
the router and other network devices;

e network switches that could share sensitive data with routers
such as passwords and shared keys (also, network switches
provide a trusted path to the routers);

o administrative workstations used to manage network devices,
such as routers; and

o the log server, which maintains logs containing relevant
information about significant network events, such as router
access.

In addition, as part of a review of the system level controls over the
router, the auditor generally should test controls over

¢ the network management servers used to manage configuration
files that contain sensitive information about network devices
such as routers;

e remote access to the router via the auxiliary and console ports
that could be used to remotely manage the router;

o the firewalls that provide boundary protection (i.e., limits
connectivity to the router);

¢ unencrypted network traffic that could be “sniffed” to obtain
router or other privileged passwords; and

¢ the PC connected to the router that could facilitate direct
connectivity to the router.

Further, the auditor generally should test other controls that may
affect the security of the router, based on the auditor’s judgment.
Note that, in addition to controls over access to the router itself, IS
controls include controls over the routing of traffic throughout the
network (see AC-1 in Chapter 3).

As the auditor performs the IS controls audit, based on the auditor’s
assessment of risk and the results of audit tests, the auditor may
determine that it is necessary to modify the scope of the audit,
including revisions to the critical control points. For example, if
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significant IS control weaknesses are identified during the audit, it
may not be necessary to perform all planned tests of IS controls. If
testing is reduced due to the identification of significant
weaknesses, the auditor should document such a decision. Also,
testing may result in the identification of additional risks, and
critical control points, and /or control dependencies; the auditor
should determine whether to adjust the scope for them.

2.1.8 Obtain a Preliminary Understanding of Information System Controls

The auditor should obtain and document a preliminary
understanding of the design of the entity’s IS controls, including the
organization, staffing, responsibilities, authorities, and resources of
the entity’s security management function. The auditor should
document a preliminary understanding of entitywide controls (or
componentwide controls if only a component is being audited)
related to security management, access controls, configuration
management, segregation of duties and, contingency planning.

The auditor should understand the design of each of the three types
of IS controls (general, business process application, and user
controls) to the extent necessary to tentatively conclude whether
these controls are likely to be effective. If they are likely to be
effective, the auditor should consider specific IS controls in
determining whether relevant IS control objectives are achieved.

If IS controls are not likely to be effective, the auditor should obtain
a sufficient understanding of control risks arising from IS controls
to assess audit risk, design appropriate audit procedures, and
develop appropriate findings.

In addition, the auditor should obtain a preliminary understanding
of the business process application controls (business process,
interface, and data management system controls) over key business
process applications identified as or related to key areas of audit
interest, determine where those controls are applied, and determine
whether the controls are designed effectively and have been
implemented (placed in operation). For example, authentication and
authorization may be applied in network components that are
different from those where key data files or applications reside;
(e.g., Web applications that reside on one server may be used to
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authenticate and authorize users of legacy systems that run on
different servers or systems). The auditor should determine the
potential impact of any identified design weaknesses on the
completeness, accuracy, validity, and confidentiality of related
application data. (See Chapter 4 for a description of completeness,
accuracy, validity, and confidentiality.)

Based on this understanding, the auditor should make a preliminary
assessment of whether IS controls are likely to be effective to assist
in determining the nature, timing, and extent of testing. This
assessment is based primarily on discussions with personnel
throughout the entity, including program managers, system
administrators, information resource managers, and systems
security managers; on observations of IT operations and controls;
on reviewing examples of evidence of control performance; on prior
audits or the work of others; and on reading written policies and
procedures. This preliminary assessment for financial audits is
discussed further at FAM 270 (Determine Likelihood of Effective
Information System Controls). Based on the preliminary
assessment, the auditor should make any adjustments, as necessary,
to the IS risk level, critical control points, and planned scope of the
audit work.

Control activities for critical elements in each general control and
business process control category are described in Chapters 3 and 4,
respectively, and summarized in Appendix II. The auditor may use
the summary tables in Appendix II, which are also available in
electronic form from the FISCAM website at
http://www.gao.gov/special.pubs/fiscam.html, to document
preliminary findings and to assist in making the preliminary
assessment of controls. As the audit progresses through testing of
internal controls, the auditor may continue to use the electronic
version of the tables to document controls evaluated and tested, test
procedures performed, conclusions, and supporting documentation
references.

The auditor should include the following information in the

documentation of their preliminary understanding of the design of
IS controls, to the extent relevant to the audit objectives:
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¢ An identification of relevant entitywide, system, and business
process application level controls designed to achieve the control
activities for each critical element within each general control
area and a determination of whether they are designed effectively
and implemented (placed in operation), including identification
of control activities for which there are no or ineffective controls
at the entitywide level and the related risks

o Identification of business process controls for key applications
identified as key areas of audit interest, determination of where
those controls are implemented within the entity’s systems, and
the auditor’s conclusion about whether the controls are designed
effectively and implemented (placed in operation), including
identification of control activities for which there are no or
ineffective controls and the related risks and the potential impact
of any identified design weaknesses on the completeness,
accuracy, validity, and confidentiality of application data

¢ Any internal or third-party information systems reviews, audits,
or specialized systems testing (e.g., penetration tests, disaster
recovery tests, and application-specific tests) performed during
the last year and the auditor’s evaluation of the other auditor’s
objectivity, competence and conclusions (see section 2.1.9.C)

e Management’s plans of action and milestones, or their equivalent,
that identify corrective actions planned to address known IS
control weaknesses (see section 2.1.9.C)

¢ Status of the prior years’ audit findings (see section 2.1.9.C)

¢ Documentation for any significant computer security related
incidents identified and reported for the last year

e Documented security plans

e Documented risk assessments for relevant systems (e.g., general
support systems and major applications)

e System certification and accreditation documentation or
equivalent for relevant systems

¢ Documented business continuity of operations plans and disaster
recovery plans

e A description of the entity’s use of third-party IT services
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The auditor should obtain information from relevant reports and
other documents concerning IS that are issued by or about the
entity, including

¢ the entity’s prior FISMA or equivalent reports on IS;

o the entity’s annual performance and accountability report or
equivalent reports on performance including reports filed to
comply with the Federal Financial Management Improvement
Act of 1996” (FFMIA) and Federal Managers’ Financial Integrity
Act of 1982”' (FMFIA);

¢ other reports by management or the auditor about IS;

¢ other reports that contain information concerning IS that are
relevant to the audit objectives;

e GAO reports;

¢ IG and internal audit reports (including those for performance
audits and other reviews); and

e consultant reports.

2.1.9 Perform Other Audit Planning Procedures

The auditor should address the following areas during the planning
phase, even though related audit procedures may be applied during
the other phases. More specifically, the auditor should address any
other issues, not identified in the previous steps, that could affect
the objectives, scope, or methodology of the IS controls audit,
including

¢ relevant laws and regulations;

e consideration of the risk of fraud;

e previous audits and attestation engagements;
¢ audit resources;

o multiyear testing plans;

®Federal Financial Management Improvement Act of 1996, 31 U.S.C. 3512 note.
#'Federal Managers’ Financial Integrity Act of 1982 (FMFIA), 31 U.S.C. 3512 (¢), (d).
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e communication with entity management and those charged with
governance,

e service organizations;
¢ using the work of others; and
¢ audit plan (and an audit strategy for financial statement audits).

2.1.9.A Relevant Laws and Regulations
The auditor should identify applicable laws and regulations that are
relevant to IS at the entity. Such laws and regulations may establish
general or specific IS control requirements or criteria. Laws and
regulations generally relevant to audits of federal agencies include
FISMA, FMFIA, FFMIA, Appendix III of OMB Circular A-130*, OMB
Circulars A-123% and A-127*) and FISMA implementing guidance.
Federal laws and regulations that may affect the entity include, but
are not limited to:

e Health Insurance Portability and Accountability Act of 1996
(HIPAA),”

e Gramm-Leach-Bliley Act,”

¢ Requirements for information security for Medicare
Administrative Contractors,”

e Chief Privacy Officer statutory requirements,*

2OMB, Management of Federal Information Resources, Circular A-130 (Washington, D.C.:
November 28, 2000).

BOMB, Management’s Responsibility for Internal Control, Circular A-123 (Washington,
D.C.: December 21, 2004).

#OMB, Financial Management Systems, Circular A-127, (Washington, D.C.: January 9,
2009).

%Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. 104-191

(Aug. 21, 1996). For provisions relating to health information and systems, see 42 U.S.C.
1320d, et seq. For HHS HIPAA Security and Privacy Standards, see 45 C.F.R. Part 164.

36Gramm—Leach—Bliley Act, Pub. L. 106-102 (Nov. 12, 1999), see, e.g., Title V, Privacy.
#Requirements for information security for Medicare Administrative Contractors, Sec. 912,

Medicare Prescription Drug, Improvement, and Modernization Act of 2003, Pub. L. 108-173
(Dec. 8, 2003), 117 Stat. 2387.
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e OMB Memorandum M-05-08, Designation of Senior Agency
Officials for Privacy, *

e OMB Memorandum M-06-19, Reporting Incidents Involving
Personally Identifiable Information, and®

e OMB Memorandum M 07-16, Safequarding Against and
Responding to the Breach of Personally Identifiable
Information.”

In IS controls audits of state and local governments, the auditor
should identify applicable legal and reporting requirements and
issues. Further information specifically related to audits of state and
local government entities can be obtained from the National
Association of State Auditors, Comptrollers and Treasurers
(NASACT).*

Under GAGAS, the auditor should design and perform procedures to
provide reasonable assurance of detecting instances of violations of
legal and regulatory requirements that are significant within the
context of the audit objectives. Consequently, if one of the
objectives of the audit is to determine whether the entity violated
specific laws or regulations, the auditor should plan the audit to
detect significant violations of such laws or regulations. In financial
audits, the auditor should test those laws and regulations that could
have a direct and material effect on the financial statements.

BFor example, sec. 522, Transportation, Treasury, Independent Agencies, and General
Government Appropriations Act, 2005, Div. H, Consolidated Appropriations Act, 2005, Pub.
L. 108-447 (Dec. 8, 2004).5 USC 552a note.

BQOMB, Designation of Senior Agency Officials for Privacy, M-05-08 (Washington, D.C.:
Feb. 11, 2005).

4OOMB, Reporting Incidents Involving Personally Identifiable Information and
Incorporating the Cost for Security in Agency Information Technology Investments, M-
06-19 (Washington, DC: July 12, 2006).

“'OMB, Safeguarding Against and Responding to the Breach of Personally Identifiable
Information, M 07-16 (Washington, D.C.: May 22, 2007).

42Inte1rgove1"nmental Information security Audit Forum, Information Systems Security
Auditing: Legal and Reporting Considerations (Sept. 11, 2003)
www.nasact.org/IISAF/legal. html
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As part of an IS controls audit, the auditor’s findings will typically be
reported in terms of whether IS controls are effective. While laws
and regulations such as FISMA, FMFIA, FFMIA, and OMB and NIST
guidance provide requirements and criteria for assessing IS, IS
controls audit objectives generally are not focused on detecting
violations of such laws and regulations, but rather on assessing
controls and identifying any control weaknesses. Consequently,
such laws and regulations generally would not be considered
significant to the audit objectives for the purposes of designing
compliance tests to meet GAGAS. However, audit objectives may
sometimes include specific objectives to determine compliance with
such laws, in which case such laws and regulations would be
significant. Also, other laws such as HIPAA, which provide for
potential penalties, may be significant to the audit objectives.

2.1.9.B Consideration of the Risk of Fraud

In audits performed under GAGAS, the auditor should gather and
assess the risks of fraud* occurring that is significant within the
context of the audit objectives (for financial audits, a material
misstatement) or that could affect the findings or conclusions. When
auditors identify factors or risks related to fraud that has occurred
or is likely to have occurred that they believe are significant within
the context of the audit objectives, they should design procedures to
provide reasonable assurance of detecting such fraud. In financial
audits, GAGAS indicates that auditors should assess the risk of
material misstatements of financial statement amounts or other
financial data significant to the audit objectives due to fraud and to
consider that assessment in designing the audit procedures to be
performed.*

“Fraud is a type of illegal act involving the obtaining of something of value through willful
misrepresentation.

“The terms “material” and “significant” are synonymous under generally accepted
government auditing standards. In the AICPA standards, “material” is used in relation to
audits of financial statements. “Significant” is used in relation to performance audits
performed under GAGAS.
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The auditor’s responsibilities with respect to the risk of fraud in
financial statement audits are discussed further in the GAGAS and
in the AICPA’s Auditing Standards Board Statement on Auditing
Standards No. 99, titled Consideration of Fraud in a Financial
Statement Audit, as amended (AU section 316). The risk of fraud is
also a relevant consideration in performance audits. For example,
an area of concern for fraud in a performance audit would be the
adequate protection of personally identifiable information where
individual social security numbers could be stolen and used for
fraudulent activities.

If the IS controls audit is performed as part of a broader financial or
performance audit, the auditor should coordinate with the audit
team in the identification of and response to the risk of fraud. The
auditor should be aware of fraud risks identified by the overall audit
team and communicate any fraud risks or suspected fraud
associated with IT to the overall audit team. Also, the overall audit
team may identify audit procedures to be performed by the IS
controls specialist to detect fraud significant to the audit.

The audit team should hold a brainstorming session at the start of
the audit to discuss potential fraud risks, fraud factors such as
individuals’ incentives or pressures to commit fraud, the opportunity
for fraud to occur, and rationalizations or attitudes that could allow
individuals to commit fraud. For example, the following factors
related to IS may indicate a risk of fraud:

o failure to provide an adequate security management program,
including inadequate monitoring of control effectiveness;

o weaknesses in access and other IS controls that could allow
overrides of internal controls or access to systems susceptible to
fraud (e.g., payment systems);

o lack of adequate segregation of duties;* and
e pervasive or long-standing IS control weaknesses.

Separation of duties so that no one individual controls all critical stages of a work
process. Also see section 3.4 and the definition in the glossary.
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The auditor should gather and assess information necessary to
identify fraud risks that could be relevant to the audit objectives or
affect the results of their audit. For example, the auditor may obtain
information through discussion with officials of the audited entity or
through other means to determine the susceptibility of the program
to fraud, the status of internal controls the entity has established to
detect and prevent fraud or the risk that officials of the audited
entity could override internal controls. The auditor should exercise
professional skepticism in assessing these risks to determine which
factors or risks could significantly affect the results of their work if
fraud has occurred or is likely to have occurred.

When the auditor identifies factors or risks related to fraud that they
believe are significant within the context of the audit objectives or
the results of the audit, they should design procedures to provide
reasonable assurance of detecting such fraud. The auditor should
prepare audit documentation related to their identification and
assessment of and response to fraud risks.

Assessing the risk of fraud is an ongoing process throughout the
audit and relates not only to planning the audit but also to
evaluating evidence obtained during the audit. When testing general
and business process application level controls, the auditor should
be alert for information or other conditions that indicate fraud that
is significant within the context of the audit objectives may have
occurred.

A specific area of concern for fraud is override of controls,
particularly in ERP applications. Because ERP applications are by
their nature highly integrated, the potential risk of management
override of controls is heightened. The audit generally should
include procedures to identify system-based overrides. These
procedures might include testing for instances of users performing
inappropriate combinations of transactions (i.e., transactions that
should have been segregated) and other similar procedures. Some
examples of antifraud controls to consider include: workflow
approvals, restricting access to sensitive files, segregation of duties,
review of audit trails, and review of key management reports.
Access controls, segregation of duties, and audit trails are discussed
in Chapter 3.
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The auditor should also evaluate situations or transactions that
could be indicative of fraud. When information comes to the
auditors’ attention (through audit procedures, allegations received
through fraud hotlines, or other means) indicating that fraud may
have occurred, the auditor should evaluate whether the possible
fraud could significantly affect the audit results. If the fraud could
significantly affect the audit results, auditors should modify the
audit steps and procedures, as necessary, to (1) determine if fraud
likely has occurred and (2) if so, determine its effect on the audit
results.

The auditor’s training, experience, and understanding of the
program being audited may provide a basis for recognizing that
some acts coming to his or her attention may be indicative of fraud.
Whether an act is, in fact, fraud is a determination to be made
through the judicial or other adjudicative system and is beyond
auditors’ professional expertise and responsibility. However, the
auditor is responsible for being aware of vulnerabilities to fraud
associated with the area being audited to identify indications that
fraud may have occurred.

2.1.9.C Previous Audits and Attestation Engagements

Under GAGAS, auditors should evaluate whether the audited entity
has taken appropriate corrective action to address findings and
recommendations from previous engagements that are significant
within the context of the audit objectives (for financial audits, those
that could have a material effect on the financial statements). When
planning the audit, auditors should ask entity management to
identify previous audits, attestation engagements, performance
audits, or other studies that directly relate to the objectives of the
audit, including whether related recommendations have been
implemented. For IS control audits, this would include weaknesses
identified by management through its monitoring controls (e.g., for
federal entities, Plans of Action and Milestones) that are relevant to
the audit objectives. Auditors should use this information in
assessing risk and determining the nature, timing, and extent of
current audit work, including determining the extent to which
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2.1.9.D Audit Resources

testing the implementation of the corrective actions is applicable to
the current audit objectives.

As with other types of audits, the staff assigned to perform the IS
controls audit must collectively possess adequate professional
competence. Therefore, it is important to carefully plan IS controls
audits to ensure that adequate and appropriate resources are
available to perform the audit. IS controls audits need a broad range
of technical skills. In addition to skills necessary to assess each
control category, IS controls audits generally use technical
specialists with skills in such areas as networks, Windows/Novell,
Unix, data management systems, and mainframe system and access
control software. See Appendix V for a discussion of typical skill
sets for IS controls specialists. Based on the knowledge obtained
during audit planning, the auditor should identify resource
requirements and determine whether internal resources are
available or whether contractors will be necessary to complete the
audit. The auditor should then schedule the resources for the
appropriate periods of time.

Regardless of the size of the entity, the auditor must still perform
the necessary planning to ensure that audit requirements are fully
satisfied. This includes small/independent agencies which generally
have a less complex, less risky IS control environment, which
requires inherently fewer IS controls audit resources. The
Committee of Sponsoring Organizations (COSO)* publication
“Internal Controls over Financial Reporting — Guidance for Smaller
Public Companies” includes guidance that could be used by smaller
agencies to assist in planning their audits.

The auditor may determine that it is necessary to contract for audit
services for all or a portion of the IS controls audit. For example, the
auditor may determine that it is necessary to contract only for
certain technical skills needed to perform the audit. Contracting for

“Isa voluntary private sector organization dedicated to improving the quality of financial
reporting through business ethics, effective internal controls, and corporate governance.
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2.1.9.E Multiyear Testing Plans

audit services offers two significant benefits to an entity’s audit
organization—it allows audit coverage beyond that possible with the
existing audit staff level, and it allows the audit activity to address
technical and other issues in which the in-house staff is not skilled.
Engagements that employ contractors in this way may help train in-
house staff for future audits. However, when contracting for audit
services, some in-house audit personnel generally should be actively
involved. For example, the audit organization should be
instrumental in determining the scope of the contracted services,
and in developing the task order or request for proposal for the
work. The FISCAM may be required to be used as a basis for the
work to be performed.

Also, an auditor generally should be designated to monitor the
contract for the entity. The contract monitor should have sufficient
knowledge of IS controls to monitor and to assess the quality and
adequacy of the work performed by the contractor, including the
adequacy of the audit documentation. The contract monitor should
discuss the contract with the contractor, including the product
deliverables, the established time frames for deliverables, and
documentation standards to adhere to. The auditor generally should
hold this meeting before the contractor begins work. In addition,
the contract monitor should attend critical meetings the contractor
has with entity representatives, including the opening and close-out
meetings.

The contract monitor should conduct a technical review of the work
performed and may use this manual as guidance to determine
whether the work addressed relevant issues and the audit
procedures were adequate. For financial audits, the contract
monitor or audit team may reperform some tests in accordance with
FAM 650, “Using the Reports and Work of Others.” Also, the
contract monitor should review the audit report and supporting
audit documentation to determine whether the audit report is
adequately supported.

In circumstances where the auditor regularly performs IS controls
audits of the entity (as is done, for example, by an IG or for annual
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financial audits), the auditor may determine that a multiyear plan for
performing IS controls audits is appropriate. Such a plan will cover
relevant key entity applications, systems, and processing centers.
These strategic plans should cover no more than a 3-year period and
include the schedule and scope of assessments to be performed
during the period and the rationale for the planned approach. The
auditor typically evaluates these plans annually and adjusts them for
the results of prior and current audits and significant changes in the
IT environment, such as implementation of new systems.

Multiyear testing plans can help to assure that all entity systems and
locations are considered in the IS control evaluation process, to
consider relative audit risk and prioritization of systems, and to
provide sufficient evidence to support an assessment of IS control
effectiveness, while helping to reduce annual audit resources under
certain conditions. When appropriate, this concept allows the
auditor to test computer-related general and business process
application controls on a risk basis rather than testing every control
every year. Under a multiyear testing plan, different controls are
comprehensively tested each year, so that each significant general
and business process control is selected for testing at least once
during the multiyear period, which should not be more than 3 years.
For example, a multiyear testing plan for an entity with five
significant business process applications might include
comprehensive tests of two or three applications annually, covering
all applications in a 2 or 3 year period. For systems with high IS
risk, the auditor generally should perform annual testing.

Such multiyear testing plans are not appropriate in all situations.
For example, they are not appropriate for first-time audits, for
audits where some significant business process applications or
general controls have not been tested within a sufficiently recent
period (no more than 3 years), or for audits of entities that do not
have strong entitywide controls. Also, using this concept, the
auditor should perform some limited tests and other activities
annually for general and business process controls not selected for
full testing; examples of such activities include updating the
auditor’s understanding of the control environment, inquiring about
control changes, and conducting walk-throughs. For example,
because of the importance of system level critical control points, the
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auditor generally updates the understanding of these yearly through
limited tests. Multiyear testing is discussed in greater detail in FAM
section 395 G: “Multiyear Testing of Controls.”

2.1.9.F Communication with Entity Management and Those Charged with Governance

The auditor should communicate information about the audit to
appropriate entity management and those charged with governance.
The auditor should document this communication, usually with an
engagement letter. This step is particularly important in an IS
controls audit because of the sensitivity of entity information
systems and the nature of tests performed. Multiple meetings may
be necessary with various levels of management so that they are
adequately aware of the audit process. GAGAS requires that to help
the various parties involved in the audit understand the audit
objectives, time frames, and any data needs, the auditor should
provide them with information about the specific nature of the
audit, as well as general information concerning the planning and
conduct of the audit and reporting. If the IS audit is performed as
part of a broader financial or performance audit or attestation
engagement, the auditor should coordinate this step with the audit
team.

As part of this communication, it may be useful to provide general
protocols for conducting the IS controls audit. Such protocols might
include the following:

e Define the scope of the engagement. This might include an
overview of the audit objectives, information about what is to be
tested, when testing will occur, where and from what locations
testing will be performed, who will be performing and monitoring
the testing, and how the testing will be performed (for example,
the methodology and tools that will be employed). However, it is
important to not disclose detailed audit procedures so that the
tests become ineffective.

o Communicate risks and steps taken by management to manage
such risks. While risks cannot be eliminated entirely, they can be
managed to an acceptable level to avoid, or at least minimize,
service degradation or interruption. Auditors can communicate
actions they have taken to minimize risks such as (a) not
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2.1.9.G Service Organizations

performing denial-of-service testing, (b) coordinating testing with
the audited site, (c) having knowledgeable personnel from the
audited site monitoring all testing, (d) testing the tools that will
be used and gaining expertise in their use, (e) logging test
parameters, (f) logging testing and results, (g) using network
analyzers to monitor loads placed on the network during testing,
and (h) performing testing during nonpeak hours, if possible.

¢ Identify roles and responsibilities. Address the roles and
responsibilities of each participant. Participants will likely
include the test team, the auditors, the system owners, the
systems security officer, the systems administrators, and
contractors, if applicable.

¢ Address logistical requirements. Logistical requirements would
include information about such items as the organization’s range
of Internet Protocol addresses and telephone numbers
(particularly sensitive numbers that should be excluded from
testing), analog telephone lines, wireless connections, Internet
access paths, policies governing user accounts and passwords,
etc. On-site workspace arrangements and entity points of contact
might also be addressed.

GAGAS requires certain communications with management, those
charged with governance, and others. For financial audits, see AU
380 and GAGAS 4.06. For attestation engagements, see GAGAS 6.06-
6.08. For performance audits, see GAGAS 7.46-7.48. In situations in
which those charged with governance are not clearly evident,
auditors should document the process followed and conclusions
reached for identifying those charged with governance.

When IS controls that are significant to a GAGAS audit are
performed by a service organization external to the audited entity,
the auditor should determine how to obtain sufficient, appropriate
evidence about the operating effectiveness of such controls. The
auditor should coordinate these procedures with the audit
procedures performed in support of critical element SM-7 “Ensure
That Activities Performed by External Third Parties are Adequately
Secure”. For example, the auditor should determine how
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management of the audited entity monitors the effectiveness of IS
controls at the service organization, such as through the receipt and
analysis of a service auditor (SAS 70*) report. SAS 70 reports are
discussed in more detail in Appendix VII. If the auditor uses a SAS
70 report, the auditor is responsible for determining whether SAS 70
report provides sufficient evidence about the operating
effectiveness of IS controls performed by the service organization
that are significant to the audit. Also, see section 2.1.9.H below. If IS
controls are performed by service organizations, the auditor should
document conclusions whether such controls are significant to the
audit objectives and any audit procedures performed with respect to
such controls (e.g., review of service auditor reports).

The auditor should integrate evidence obtained about the operating
effectiveness of service auditor controls into the IS controls audit.
For example, the auditor should evaluate the effectiveness of IS
controls for the combination of IS controls at the audited entity and
at the service organization collectively. The preparation and use of
service auditor reports are discussed further in Appendix VII,
including how to determine whether the service auditor report
contains sufficient, appropriate evidence.

If the user auditor plans to use a service auditor’s report as audit
evidence about the design and implementation and/or operating
effectiveness of controls at the service organization, the user auditor
should:

e evaluate whether the description of the service organization’s
system and, for type 2 reports, the service auditor’s description
of tests of controls and results thereof, is as of a date or for a
period that is appropriate for the user auditor’s purposes;

e evaluate the sufficiency and appropriateness of the evidence
provided for the understanding of internal control relevant to the
audit;

e evaluate whether the specific tests of controls performed by the
service auditor and the results thereof as described in the type 2

“"The Auditing Standards Board of the American Institute of Certified Public Accountants is
currently deliberating on possible changes to SAS 70 requirements. Users of the FISCAM
should determine whether such changes have been made before applying this section.
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2.1.9.H Using the Work of Others

report are relevant to assertions in the user entity’s financial
statements; and

e determine whether complementary user entity controls identified
by the service organization are relevant to the user entity and, if
so, obtain an understanding of whether the user entity has
designed and implemented such controls and test such controls.

The auditor may be able to use the work of the other auditors to
support findings or conclusions for the current audit. If auditors use
the work of other auditors, they should perform procedures that
provide a sufficient basis for using that work. For financial audits,
further information on using the work of other auditors is discussed
in FAM 650 and AU 336. For performance audits, as discussed in
GAGAS 7.41-.43, auditors should obtain evidence concerning the
other auditors’ qualifications and independence and should
determine whether the scope, quality, and timing of the audit work
performed by the other auditors is adequate for reliance in the
context of the current audit objectives. Procedures that auditors
may perform in making this determination include reviewing the
other auditors’ report, audit plan, or audit documentation, and/or
performing tests of the other auditors’ work. The nature and extent
of evidence needed will depend on the significance of the other
auditors’ work to the current audit objectives and the extent to
which the auditors will use that work.

As discussed in GAGAS 7.43, some performance audits may
necessitate the use of specialized techniques or methods that
require the skills of a specialist. If auditors intend to use the work of
specialists, they should obtain an understanding of the qualifications
and independence of the specialists. (See GAGAS paragraph 3.05 for
independence considerations when using the work of others.)
Evaluating the professional qualifications of the specialist involves
the following:
a. the professional certification, license, or other recognition of
the competence of the specialist in his or her field, as
appropriate;
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2.1.9.1 Audit Plan

b. the reputation and standing of the specialist in the views of
peers and others familiar with the specialist’s capability or
performance;

c. the specialist’s experience and previous work in the subject
matter; and

d. the auditors’ prior experience in using the specialist’s work.

If the auditor plans to use the work of others, the auditor should
document conclusions concerning the planned use of the work of
others and any audit procedures performed with respect to using
the work of others.

The auditor should prepare a written audit plan for each audit. The
auditor should describe the objectives, scope, and methodology for
the IS controls audit. The auditor should include planning
information, discussed in the preceding sections of this chapter. If
the IS controls audit is a component of a performance audit or
attestation engagement, the auditor should integrate such
information, as appropriate, into the overall audit plan. If the IS
controls audit is a component of a financial audit, the auditor should
integrate such information, as appropriate, with the overall audit
strategy and audit plan for the financial audit. Additionally, the
auditor generally should use the IS controls audit plan as a tool to
communicate with the audit team. If the auditor believes that
another auditor will use his or her work, the auditor may use the
plan to coordinate with the other auditor.

In planning the audit, the auditor generally will first assess the
effectiveness of entitywide and system level general controls prior
to testing business process application level controls, unless the
purpose of the audit is to identify control weaknesses in the
application area. Without effective entitywide and system level
general controls, business process application level controls may be
rendered ineffective by circumvention or modification.
Consequently, if general controls are not designed or operating
effectively, the auditor may conclude that assessing business
process application level controls is not efficient or necessary to
achieve the audit objectives. In such cases, the auditor should
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develop appropriate findings and consider the nature and extent of
risks and their effect on the audit objectives and the nature, timing,
and extent of audit procedures. However, if an audit objective is to
identify control weaknesses within a business process application,
an assessment of the business process application level controls
would be appropriate. Also, testing of business process application
level controls may be warranted when the auditor finds general
control weaknesses mainly in areas with a relatively insignificant
impact on business process controls and the key areas of audit
interest, but not in more significant areas.

GAGAS require that a written audit plan be prepared for each
performance audit. The form and content of the written audit plan
may vary among audits and may include an audit strategy, audit
program, project plan, audit planning paper, or other appropriate
documentation of key decisions about the audit objectives, scope,
and methodology and of the auditor’s basis for these decisions. The
auditor should update the plan, as necessary, to reflect any
significant changes to the plan made during the audit. GAGAS
include financial audit planning documentation standards.

2.1.10 Documentation of Planning Phase

The auditor should document the following information developed
in the planning phase:

e Objectives of the IS controls audit and, if it is part of a broader
audit, a description of how such objectives support the overall
audit objectives.

e The scope of the IS controls audit.

¢ The auditor’s understanding of the entity’s operations and key
business processes, including, to the extent relevant to the audit
objectives, the following:

e The significance and nature of the programs and functions
supported by information systems;

o Key business processes relevant to the audit objectives,
including business rules, transaction flows, and application
and software module interaction;
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o Significant general support systems and major applications
that support each key process;

¢ Background information request, if used;

¢ Significant internal and external factors that could affect the
IS controls audit objectives;

o Detailed organization chart, particularly the IT and the IS
components;

¢ Significant changes in the IT environment/architecture or
significant applications implemented within the past 2 years
or planned within the next 2 years; and

o The entity’s reliance on third parties to provide IT services
(e.g., in-house, remote connectivity, remote processing).

A general understanding of the structure of the entity’s or
component’s networks as a basis for planning the IS controls
audit, including high-level and detailed network schematics
relevant to the audit objectives.

Key areas of audit interest, including relevant general support
systems and major applications and files. This includes (1) the
operational locations of each key system or file, (2) significant
components of the associated hardware and software (e.g.,
firewalls, routers, hosts, operating systems), (3) other significant
systems or system-level resources that support the key areas of
audit interest, and (4) prior audit problems reported. Also, the
auditor should document all access paths in and out of the key
areas of audit interest.

Factors that significantly increase or decrease IS risk and their
potential impact on the effectiveness of information system
controls. For each risk identified, the auditor should document
the nature and extent of the risk; the conditions that gave rise to
that risk; and the specific information or operations affected (if
not pervasive).

Preliminary assessment of IS risks related to the key areas of
audit interest and the basis for the assessed risk. For each risk
identified, the auditor should document the nature and extent of
the risk; the conditions that gave rise to that risk; and the specific
information or operations affected (if not pervasive). The auditor
should also document other considerations that may mitigate the
effects of identified risks.
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e Critical control points.

e A preliminary understanding of the entity’s IS controls, including
the organization, staffing, responsibilities, authorities, and
resources of the entity’s security management function. The
auditor should include the following information in the
documentation of their preliminary understanding of the design
of IS controls, to the extent relevant to the audit objectives:

¢ Identification of entitywide level controls (and appropriate
system level controls) designed to achieve the control
activities for each critical element within each general control
area and a determination of whether they are designed
effectively and implemented (placed in operation), including
identification of control activities for which there are no or
ineffective controls at the entitywide level and the related
risks;

o Identification of business process level controls for key
applications identified as key areas of audit interest,
determination of where those controls are implemented
(placed in operation) within the entity’s systems, and the
auditor’s conclusion about whether the controls are designed
effectively, including identification of control activities for
which there are no or ineffective controls and the related risks
and the potential impact of any identified design weaknesses
on the completeness, accuracy, validity, and confidentiality of
application data;

¢ Any internal or third-party information systems reviews,
audits, or specialized systems testing (e.g., penetration tests,
disaster recovery tests, and application-specific tests)
performed during the last year;

¢ Management’s plans of action and milestones, or their
equivalent, that identify corrective actions planned to address
known IS control weaknesses;

¢ Status of the prior years’ audit findings;

e Documentation for any significant computer security related
incidents identified and reported for the last year;

o Documented security plans;

e Documented risk assessments for relevant systems (e.g.,
general support systems and major applications);
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e System certification and accreditation documentation or
equivalent for relevant systems;

¢ Documented business continuity of operations plans and
disaster recovery plans; and
e A description of the entity’s use of third-party IT services
e Relevant laws and regulations and their relation to the audit
objectives.

e Description of the auditor’s procedures to consider the risk of
fraud, any fraud risk factors that the auditor believes could affect
the audit objectives, and planned audit procedures to detect any
fraud significant to the audit objectives.

¢ Audit resources planned.
e Current multiyear testing plans.
e Documentation of communications with entity management.

o If IS controls are performed by service organizations,
conclusions whether such controls are significant to the audit
objectives and any audit procedures performed with respect to
such controls (e.g., review of service auditor reports)

o If the auditor plans to use the work of others, conclusions
concerning the planned use of the work of others and any audit
procedures performed with respect to using the work of others.

¢ Audit plan (and for financial audits, audit strategy) that
adequately describes the objectives, scope, and methodology of
the audit.

¢ Any decision to reduce testing of IS controls due to the
identification of significant IS control weaknesses.
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2.2 Perform Information System Controls Audit Tests

2.2.1 Overview

In the testing phase of the IS controls audit, the auditor uses
information obtained in the planning phase to test the effectiveness
of IS controls that are relevant to the audit objectives. As audit
evidence is obtained through performing control testing, the auditor
should reassess the audit plan and consider whether changes are
appropriate.

While determining whether IS controls are appropriately designed
and implemented and while performing tests of IS controls, the
auditor should periodically assess the cumulative audit evidence
obtained to identify any revisions needed to the audit plan. For
example, if significant weaknesses have been identified, the auditor
may decide to perform less testing in remaining areas if audit
objectives have been achieved. Conversely, the performance of
tests may uncover additional areas to be tested.

For those IS controls that the auditor determines are
properly/suitably designed and implemented, the auditor determines
whether to perform tests of the operating effectiveness of such
controls. In determining whether to test the operating effectiveness
of IS controls, the auditor should determine whether it is possible
and practicable to obtain sufficient, appropriate audit evidence
without testing IS controls. For federal financial statement audits
and for Single Audits (compliance requirements), the auditor is
required to test controls that are suitably designed and implemented
to achieve a low assessed level of control risk.

As discussed in Chapter 1, this manual is organized in a hierarchical
structure to assist the auditor in performing the IS controls audit.
Chapter 3 provides information concerning the general controls, and
Chapter 4 provides information concerning four business process
application level controls. Each of the chapters contains several
control categories, which are groupings of related controls
pertaining to similar types of risk. For each control category, this
manual discusses the key underlying concepts and associated risks
if the controls in the category are ineffective.
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Chapter 3 is organized by five general control categories:

e security management,

e access controls,

¢ configuration management,
e segregation of duties, and

e contingency planning.

Chapter 4 is organized into four business process application level
control categories:

¢ business process application level general controls* (also
referred to as application security),

e Dbusiness process controls,
¢ interface and conversion controls, and
¢ data management systems controls.

The last three business process application level control categories
are collectively referred to herein as “business process application
controls.”

For each control category, the manual identifies critical elements—
tasks that are essential for establishing adequate controls within the
category. For each critical element, there is a discussion of the
associated objectives, risks, and control activities, as well as related
potential control techniques and suggested audit procedures. This
hierarchical structure facilitates the auditor’s analysis of identified
control weaknesses.

Because control activities are generally necessary to achieve the
critical elements, they are generally relevant to a GAGAS audit
unless the related control category is not relevant, the audit scope is
limited, or the auditor determines that, due to significant IS control
weaknesses, it is not necessary to assess the effectiveness of all

The first category of business process controls is defined as general controls operating at
the business process application level.
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relevant IS controls. Within each relevant control activity, the
auditor should identify control techniques implemented by the
entity and determine whether the control techniques, as designed,
are sufficient to achieve the control activity, considering IS risk and
the audit objectives. The auditor may be able to determine whether
control techniques are sufficient to achieve a particular control
activity without evaluating and testing all of the control techniques.
Also, depending on IS risk and the audit objectives, the nature and
extent of control techniques necessary to achieve a particular
control objective will vary.

As discussed in Chapter 1, the FISCAM lists specific control
activities and techniques and related suggested audit procedures.
These are described at a high level and assume some level of
expertise for an auditor to perform these audit procedures
effectively. Accordingly, the auditor, applying judgment, should
develop more detailed audit steps and tailor control activities based
on the specific software and control techniques employed by the
entity, the audit objectives, and significant areas of audit interest.
Further, the auditor is responsible for identifying any necessary
changes to IS control-related criteria, including changes to control
activities and techniques, based on publications issued after
December 2008. Future updates to the FISCAM, including any
implementation tools and related materials, will be posted to the
FISCAM website at http://www.gao.gov/special.pubs/fiscam.html.

Also, the auditor should evaluate the nature and extent of testing
performed by the entity. Such information can assist in identifying
key controls and in assessing risk, but the auditor should not rely on
testing performed by the entity in lieu of appropriate auditor testing.

As discussed later in this section, if the control techniques
implemented by the entity, as designed, are not sufficient to address
the control activity, or the control techniques are not effectively
implemented as designed, the auditor should determine the effect
on IS controls and the audit objectives.
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The auditor identifies control techniques and determines the
effectiveness of controls at each of the following levels:

Entitywide or component level (general controls) Controls at the
entity or component level consist of the entitywide or
componentwide processes designed to achieve the control
activities. They are focused on how the entity or component
manages IS related to each general control activity in Chapter 3.
For example, the entity or component may have an entitywide
process for configuration management, including establishment
of accountability and responsibility for configuration
management, broad policies and procedures, development and
implementation of monitoring programs, and possibly centralized
configuration management tools. The absence of entitywide
processes may be a root cause of weak or inconsistent controls;
for example, by increasing the risk that IS controls are not
applied consistently across the organization.

System level (general controls). Controls at the system level
consist of processes for managing specific system resources
related to either a general support system or major application.
These controls are more specific than those at the entity or
component level and generally relate to a single type of
technology. Within the system level are three further levels that
the auditor should assess: network, operating system, and
infrastructure application. The three sublevels can be defined as
follows:

e Network. A network is an interconnected or intersecting
configuration or system of components. For example, a
computer network allows applications operating on various
computers to communicate.

o Operating system. An operating system is software that
controls the execution of computer programs and may
provide various services. For example, an operating system
may provide services such as resource allocation, scheduling,
input/output control, and data management.

o Infrastructure applications. Infrastructure applications are
software that is used to assist in performing systems
operations, including management of network devices. These
applications include databases, e-mail, browsers, plug-ins,
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utilities, and applications not directly related to business
processes. For example, infrastructure applications allow
multiple processes running on one or more machines to
interact across a network.

For an example of the identification of system level controls,
take configuration management. The auditor who is evaluating
configuration management at the system level should determine
whether the entity has applied appropriate configuration
management practices for each significant type of technology
(e.g., firewalls, routers) in each of the three sublevels (e.g.,
specific infrastructure applications). Such configuration
management practices typically include standard configuration
guidelines for the technology and tools to effectively determine
whether the configuration guidelines are effectively
implemented.

o Business process application level. Controls at the business
process application level consist of policies and procedures for
controlling specific business processes. For example, the entity’s
configuration management should reasonably ensure that all
changes to application systems are fully tested and authorized.

Chapter 3 includes general control activities that are applicable to
the entitywide and system levels, and Chapter 4 includes the general
controls applied at the business process application level (also
referred to as application security) as well as the three categories of
business process application controls. The control techniques for
achieving the control activities and the related audit tests vary
according to the level to which they are being applied. However,
they are described at a high level in this manual, and these
descriptions assume some expertise about the subject to be
effectively performed. Thus, the auditor should develop more
detailed audit steps based on the entity’s specific software and
control techniques, after consulting with the financial or
performance auditor about audit objectives and significant areas of
audit interest. This manual lists specific control activities and
techniques and related suggested audit procedures. Table 1 shows
the control categories applicable at each level.
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Table 1: Control Categories Applicable at Different Levels of Audit

General
Controls

Control
Categories

Entitywide/
Component
Level

System Level

Network

Operating
Systems

Infrastructure
Applications

Business
Process
Application
Level

Security
Management

Access Controls

Configuration
Management

Segregation of
Duties

Contingency
Planning

Business
Process
Application
Controls

Business
Process
Controls

Interfaces

Data
Management
Systems

IR

Source: GAO.

The auditor should evaluate the effectiveness of IS controls

including system and/or application level controls related to each
critical control point. The auditor should evaluate all potential ways
in which the critical control point could be accessed. Generally, for
each critical control point, this would include assessing controls

Page 106 2.2 Perform Information System Controls Audit Tests




related to the network, operating system, and infrastructure
application components. For example, if a particular router was
deemed to be a critical control point, the auditor generally should
test controls related to the router itself (a network component), its
operating system, and the infrastructure application that is used to
manage the router. Access to any of these could lead to access to
the control point. See the discussion of control dependencies in the
above section entitled “Identify Critical Control Points”.

As discussed in audit planning (section 2.1.2), the auditor
determines the appropriate scope of the IS controls audit, including

o the organizational entities to be addressed (e.g., entitywide,
selected component(s), etc.);

o the breadth of the audit (e.g., overall conclusion on IS control
effectiveness, review of a specific application or technology area,
such as wireless or UNIX, etc.);

o the types of IS controls to be tested:

¢ general and/or business process application level controls to be
tested, or selected components; or

o all levels of the entity’s information systems, or selected levels
(e.g., entitywide, system level, or business process application
level, or selected components of them.

The auditor should perform the following procedures as part of
testing the effectiveness of information system controls:

¢ Understand information systems relevant to the audit objectives,
building on identification of key areas of audit interest and
critical control points.

e Determine which IS control techniques are relevant to the audit
objectives. The control categories, critical elements, and control
activities in Chapters 3 and 4 are generally relevant to all audits.
However, if the auditor is not performing a comprehensive audit,
for example, an application review, then there may be no need to
assess controls in Chapter 3.

e For each relevant IS control technique, determine whether it is
suitably designed to achieve the critical activity and has been
implemented — placed in operation (if not done earlier).
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¢ Perform tests to determine whether such control techniques are
operating effectively.

o Identify potential weaknesses in IS controls. For each potential
weakness, consider the impact of compensating controls or other
factors that mitigate or reduce the risks related to potential
weaknesses.

Understand Information Systems Relevant to the Audit
Objectives

The auditor should obtain and document an understanding of the
information processing steps performed in information systems that
are significant to the audit objectives, including:

e The manner in which transactions are initiated,;

¢ The nature and type of records and source documents;

e The processing involved from the initiation of transactions to
their final processing, including the nature of computer files and
the manner in which they are accessed, updated, and deleted;
and

e For financial audits, the process used to prepare the entity's
financial statements and budget information, including
significant accounting estimates, disclosures, and computerized
processing.

This understanding builds on information obtained in audit planning
(e.g., identification of key areas of audit interest and critical control
points). For efficiency, the auditor may combine this step with audit
planning to aid in the identification of relevant controls. The auditor
should perform and document walk-throughs for all business
process applications that are significant to the audit objectives.
Walk-throughs are important for understanding the information
processing and for determining appropriate audit procedures.

Identify IS Control Techniques That Are Relevant to the
Audit Objectives

Based on the results of audit planning and other procedures
performed, the auditor should identify the control categories,
critical elements, control activities, and control techniques that are
relevant to the IS audit. In doing this, the auditor considers the audit
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objectives and audit scope, the extent of IS risk and the preliminary
understanding of IS controls. The process for identifying relevant
control techniques is summarized below.

For IS audits that are stand alone GAGAS audits, generally all of the
control categories, critical elements, and control activities are
relevant to the audit objectives, unless specifically not part of the
audit objectives. For example, in an evaluation of the effectiveness
of business process controls in a specific application, the general
controls in Chapter 3 may or may not be part of the audit objectives.

At the entitywide level and for each critical control point (including
control dependencies) at the system and business process
application levels, the auditor should identify and document the
control techniques used by the entity to achieve each relevant
control activity. For purposes of illustration, using the example of
the router that is a critical control point (as discussed in section
2.1.7), the auditor would identify and document the control
techniques used by the entity to achieve the control activities
related to each relevant control category and critical element for the
router and for the related control dependencies.

If the IS audit is part of a broader financial audit, performance audit,
or attestation engagement, the auditor should obtain, from the
overall audit team, audit documentation that identifies internal
controls that are significant to the audit objectives. For financial
audits performed under the FAM, such controls are identified in the
SCE form. For each internal control technique that is identified as
significant to the audit objectives (significant control technique) ,
the audit team should determine whether it is an IS control. An IS
controls specialist generally should review and concur with the
audit team’s identification of IS controls, particularly with respect to
whether all IS controls were properly identified as such.

The auditor should identify and document the other entitywide,
system, and business process level IS controls upon which the
effectiveness of each significant IS control technique depends.
These other IS controls will principally relate to the entitywide level
controls and to controls over each of the critical control points
(including control dependencies) at the system and business
process application levels. For example, if the IS control is the
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review of an exception report, the auditor should identify and test
the business process application controls directly related to the
production of the exception report, as well as the general and other
business process application controls upon which the reliability of
the information in the exception report depends, including the
proper functioning of the business process application that
generated the exception report and the reliability of the data used to
generate the exception report. In addition, the auditor should test
the effectiveness of the user control (i.e., management review and
followup on the items in the exception report).

For each relevant IS control technique, the auditor should determine
whether it is (1) designed effectively to achieve the related control
activity, considering IS risk and the audit objectives, and (2)
implemented (placed in operation). The auditor may be able to
determine whether control techniques are sufficient to achieve a
particular control activity without evaluating and testing all of the
control techniques. Also, depending on IS risk and the audit
objectives, the nature and extent of control techniques necessary to
achieve a particular control objective will vary.

The auditor generally should evaluate the design effectiveness and
test only the control techniques necessary to achieve the relevant
audit activities. For example, if there are two control techniques,
each of which individually would achieve the control activity, the
auditor generally would evaluate and test only one control
technique. However, if the auditor determines that the control
technique evaluated and tested was not effective, the auditor would
consider the effectiveness of the other control technique.

Also, the auditor should evaluate the nature and extent of testing
performed by the entity. Such information can assist in identifying
key controls and in assessing risk, but the auditor should not rely on
testing performed by the entity in lieu of appropriate auditor testing.
If the control techniques implemented by the entity, as designed, are
not sufficient to address the control activity, or the control
techniques are not effectively implemented as designed, the auditor
should determine the effect on IS controls and the audit objectives.

For efficiency, the auditor may implement a tiered approach to the
identification and evaluation of the design effectiveness of relevant
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IS control techniques, as discussed later in this session, beginning
with entitywide level controls, followed by system level controls,
then by business process application level controls.

Appendices II and III may be used to identify and summarize
relevant IS controls at the entitywide, system, and business process
application levels.

Test Information System Controls

The auditor should design and conduct tests of relevant control
techniques that are effective in design to determine their
effectiveness in operation.

It is generally more efficient for the auditor to test IS controls on a
tiered basis, starting with the general controls at the entitywide and
system levels, followed by the general controls at the business
process application level, and concluding with tests of business
process application, interface, and data management system
controls at the business process application level. Such a testing
strategy may be used because ineffective IS controls at each tier
generally preclude effective controls at the subsequent tier.

If the auditor identifies IS controls for testing, the auditor should

evaluate the effectiveness of

e general controls at the entitywide and system level;

e general controls at the business process application level; and

e specific business process application controls (business process
controls, interface controls, data management system controls),
and/or user controls, unless the IS controls that achieve the
control objectives are general controls.

The auditor should determine whether entitywide and system level

general controls are effectively designed, implemented, and

operating effectively by

¢ identifying applicable general controls;

e determining how those controls function, and whether they have
been placed in operation; and

e evaluating and testing the effectiveness of the identified controls.

Page 111 2.2 Perform Information System Controls Audit Tests



The auditor should document the understanding of general controls
and should conclude whether such controls are effectively designed,
placed in operation, and, for those controls tested, operating as
intended.

Based on the results of the IS controls audit tests, the auditor should
determine whether the control techniques are operating effectively
to achieve the control activities. Controls that are not properly
designed to achieve the control activities or that are not operating
effectively are potential IS control weaknesses. For each potential
weakness, the auditor should determine whether there are specific
compensating controls or other factors that could mitigate the
potential weakness. If the auditor believes that the compensating
controls or other factors could adequately mitigate the potential
weakness and achieve the control activity, the auditor should obtain
evidence that the compensating or other control is effectively
operating and actually mitigates the potential weakness. If it
effectively mitigates the potential weakness, the auditor can
conclude that the control activity is achieved; however, the auditor
may communicate such weaknesses to the entity. If the potential
weakness is not effectively mitigated, the potential weakness is an
actual weakness. The auditor evaluates its effects on IS controls in
combination with other identified weaknesses in the reporting
phase.

Tests of General Controls at the Entitywide and System Levels

The auditor may test general controls through a combination of
procedures, including observation, inquiry, inspection (which
includes a review of documentation on systems and procedures),
and reperformance using appropriate test software. Although
sampling is generally not used to test general controls, the auditor
may use sampling to test certain controls, such as those involving
approvals.

If general controls at the entitywide and system levels are not
effectively designed and operating as intended, the auditor will
generally be unable to obtain satisfaction that business process
application-level controls are effective. In such instances, the
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auditor should (1) determine and document the nature and extent of
risks resulting from ineffective general controls and (2) identify and

test any manual controls that achieve the control objectives that the

IS controls were to achieve.

However, if manual controls do not achieve the control objectives,
the auditor should determine whether any specific IS controls are
designed to achieve the objectives. If not, the auditor should
develop appropriate findings principally to provide
recommendations to improve internal control. If specific IS controls
are designed to achieve the objectives, but are in fact ineffective
because of poor general controls, testing would typically not be
necessary, except to support findings.

Tests of General Controls at the Business Process Application
Level

If the auditor reaches a favorable conclusion on general controls at
the entitywide and system levels, the auditor should evaluate and
test the effectiveness of general controls for those applications
within which business process application controls or user controls
are to be tested. These business process application level general
controls are referred to as Application Security (AS) controls in
Chapter 4.

If general controls are not operating effectively within the business
process application, business process application controls and user
controls generally will be ineffective. If the IS controls audit is part
of a financial or performance audit, the IS controls specialist should
discuss the nature and extent of risks resulting from ineffective
general controls with the audit team. The auditor should determine
whether to proceed with the evaluation of business process
application controls and user controls.

Tests of Business Process Application Controls and User Controls

The auditor generally should perform tests of those business
process application controls (business process, interface, data
management), and user controls necessary to achieve the control
objectives where the entitywide, system, and application-level
general controls were determined to be effective.
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If IS controls are not likely to be effective, the auditor should obtain
a sufficient understanding of control risks arising from information
systems to

¢ identify the impact on the audit objectives,

e design audit procedures, and

e develop appropriate findings.

Also, in such circumstances, the auditor considers whether manual
controls achieve the control objectives, including manual controls
that may mitigate weaknesses in IS controls. If IS controls are not
likely to be effective and if manual controls do not achieve the
control objectives, the auditor should identify and evaluate any
specific IS controls that are designed to achieve the control
objectives to develop recommendations for improving internal
controls.

IS controls that are not effective in design do not need to be tested.
If the auditor determined in a prior year that controls in a particular
accounting application were ineffective and if management
indicates that controls have not significantly improved, the auditor
need not test them.

2.2.2 Nature, Timing, and Extent of Control Tests

To assess the operating effectiveness of IS controls, auditors should
perform an appropriate mix of audit procedures to obtain sufficient,
appropriate evidence to support their conclusions. Such procedures
could include the following:

¢ Inquiries of IT and management personnel can enable the auditor
to gather a wide variety of information about the operating
effectiveness of control techniques. The auditor should
corroborate responses to inquiries with other techniques.

¢ Questionnaires can be used to obtain information on controls
and how they are designed.

¢ Observation of the operation of controls can be a reliable source
of evidence. For example, the auditor may observe the
verification of edit checks and password controls. However,
observation provides evidence about controls only when the
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auditor was present. The auditor needs other evidence to be
satisfied controls functioned the same way throughout the
period.

¢ The auditor may review documentation of control polices and
procedures. For example, the entity may have written policies
regarding confidentiality or logical access. Review of documents
will allow the auditors to understand and assess the design of
controls.

o Inspection of approvals/reviews provides the auditor with
evidence that management is performing appropriate control
checks. The auditor may combine these tests with discussions
and observations.

¢ Analysis of system information (e.g., configuration settings,
access control lists, etc.) obtained through system or specialized
software provides the auditor with evidence about actual system
configuration.

o Data review and analysis of the output of the application
processing may provide evidence about the accuracy of
processing. For example, a detailed review of the data elements
or analytical procedures of the data as a whole may reveal the
existence of errors. Computer-assisted audit techniques (CAAT)
may be used to test data files to determine whether invalid
transactions were identified and corrected by programmed
controls. However, the absence of invalid transactions alone is
insufficient evidence that the controls effectively operated.

¢ Reperformance of the control could be used to test the
effectiveness of some programmed controls by reapplying the
control through the use of test data. For example, the auditor
could prepare a file of transactions that contains known errors
and determine if the application successfully captures and
reports the known errors.

In assessing the operating effectiveness of IS controls, the auditor
may determine that it is appropriate to attempt to gain access to
identified key systems (e.g., vulnerability assessments or
penetration tests). Consideration should be given to performing this
type of tests when (1) a new system is developed or major system
upgrade occurs, (2) major changes are made to the environment the
system operates, and (3) serious weaknesses are identified that may
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impact the system. See NIST SP 800-563A, Appendix G for further
guidance on penetration testing. In performing this testing, it is
important that the auditor and entity management have a common
understanding of the type of tests to be performed, scope of the
tests, and the risks involved in performing this testing. See SM-5 for
further discussion of vulnerability assessments and section 2.1.9.F.
concerning communication with entity management.

In determining the appropriate timing for tests of IS controls, the
auditor should consider appropriate factors, including, among other
things, whether the audit objectives relate to a specific point in time
or to a period of time, the nature of the evidential matter that is
available (evidence of the proper operation of many IS controls is
available only at the time of the test), the extent of information
system risk, the significance or criticality of the IS control to the
audit objectives, and the effectiveness of entitywide and security
management controls in reasonably assuring that IS controls
operated consistently during the relevant period.

Audit procedures may include a selection of specific items (e.g.,
access forms). In addition, the auditor may need to determine,
among multiple instances of a type of network component, which
specific components to test. For example, the entity may have many
internet access points or multiple instances of a data base. The
auditor should exercise judgment in determining the number of
items to select and the method used to select them. Generally, such
judgment would include consideration of the related information
system risk, the significance or criticality of the specific items in
achieving the related control objectives, the location of the network
component in relation to the key areas of audit interest, and the
extent of consistency in the configuration of the components.
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2.2.3 Documentation of Control Testing Phase

Information developed in the testing phase that the auditor should
document includes the following:

An understanding of the information systems that are relevant to
the audit objectives

IS Control activities relevant to the audit objectives

By level (e.g., entitywide, system, business process application)
and system sublevel (e.g., network, operating system,
infrastructure applications), a description of control techniques
used by the entity to achieve the relevant IS control objectives
and activities

By level and sublevel, specific tests performed, including

¢ related documentation that describes the nature, timing, and
extent of the tests;

o evidence of the effective operation of the control techniques
or lack thereof (e.g., memos describing procedures and
results, output of tools and related analysis);

o if a control is not achieved, any compensating controls or
other factors and the basis for determining whether they are
effective;

¢ the auditor’s conclusions about the effectiveness of the
entity’s IS controls in achieving the control objective; and

o for each weakness, whether the weakness is a material
weakness, significant deficiency or just a deficiency, as well
as the criteria, condition, cause, and effect if necessary to
achieve the audit objectives. The aggregate effect of all
weaknesses is evaluated in the next section (2.3).

Appendices II and III may be used to summarize the results of
testing.
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2.3 Report Audit Results

After completing the testing phase, the auditor summarizes the
results of the audit, draws conclusions on the individual and
aggregate effect of all identified IS control weaknesses on audit risk
and audit objectives and reports the results of the audit. Such
evaluation includes consideration of (1) the effect of weaknesses
identified by the auditor’s current testing, (2) followup on
weaknesses reported in previous audits or evaluations that are
relevant to the audit objectives, and (3) other uncorrected
weaknesses that have been identified and/or reported by
management or others that are relevant to the audit objectives. The
auditor evaluates the effect of any weaknesses on the entity’s ability
to achieve each of the critical elements in Chapters 3 and 4 and on
the risk of unauthorized access to key systems or files. Also, the
auditor evaluates potential control dependencies.

For each critical element, the auditor should make a summary
determination as to whether the critical element is achieved,
considering entitywide, system, and business process application
levels collectively. The auditor should evaluate the effect of related
underlying control activities that are not achieved. In addition,
based on identified weaknesses, the auditor should determine the
effectiveness of IS controls for each of the five categories of general
controls or the four categories of application-level controls. If a
critical element is not achieved, then (1) the respective control
category is not likely to be achieved and (2) in the absence of strong
compensating controls, overall IS controls are unlikely to be
effective. If one or more of the nine control categories are not
effectively achieved, IS controls are ineffective, unless other factors
sufficiently reduce the risk. The auditor uses professional judgment
in making such determinations. Also, the auditor should determine
whether IS control weaknesses identified by the audit were
identified in the entity’s Plans of Action and Milestones (POA&Ms)
or equivalent document. If not, the auditor generally should attempt
to determine why they were not identified by the entity as
appropriate and report weaknesses in the reporting process.

Also, the auditor should evaluate whether the aggregate
combination of weaknesses could result in unauthorized access to
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systems or files supporting key areas of audit interest, resulting in a
significant internal control deficiency. Guidance for evaluating IS
controls and determining the appropriate reporting are discussed
separately for financial audits and attestation engagements and for
performance audits in the following sections.

For example, a series of weaknesses might result in individuals
having the ability to gain unauthorized external access to entity
systems, escalate their privileges to obtain a significant level of
access to critical control points, and consequently achieve access to
key areas of audit interest. The auditor can use simplified network
schematics annotated with weaknesses related to key system
components to document the impact of a series of weaknesses.
Such documentation may be developed as the audit progresses,
allowing the auditor to demonstrate on the system that the
weaknesses in fact exist and can be exploited to achieve the
expected result. Also, such documentation can assist in
communicating the related risks to entity management. Figure 3 is
an example of a simplified network schematic annotated with
weaknesses related to key system components.
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Figure 3. Example of Network Schematic Describing System Weaknesses
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Further, the auditor should evaluate the potential impact of any
identified weaknesses on the completeness, accuracy, validity, and
confidentiality of application data relevant to the audit objectives.
(See Chapter 4 for a description of completeness, accuracy, validity,
and confidentiality.)

When IS controls audits are performed as part of a broader financial
or performance audit or attestation engagement, the auditor should
coordinate with the audit team to determine whether significant
controls are dependent on IT processing. In very rare
circumstances, the auditor may determine that IS controls, in the
aggregate, are ineffective, but that the entity has overall
compensating controls not dependent on IT processing or that other
factors mitigate or reduce the risks arising from IS control
weaknesses. For example, manual reviews of support for all
disbursements could mitigate certain IS risks related to a
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disbursement system. If compensating controls or other factors are
present, the auditor should document such controls or factors, test
them appropriately to determine whether they effectively mitigate
the identified IS control weaknesses, and draw conclusions about
the nature and extent of the risks that remain after considering such
controls or factors.

As noted earlier in the section entitled “Understand the Overall
Audit Objectives and Related Scope of the Information System
Controls Audit,” if achieving the audit objectives does not require an
overall conclusion on IS controls or only relates to certain
components of the entity or a subset of controls, the auditor’s
assessment would not necessarily identify all significant IS control
weaknesses. For example, a limited review of controls over a type of
operating system may not identify any significant weaknesses,
although there may be very significant weaknesses in other areas
that the auditor may not be aware of because of the limited scope of
the audit. Consequently, the auditor should evaluate the potential
limitations of the auditor’s work on the auditor’s report and the
needs and expectations of users. The auditor may determine that,
because the limitations are so significant, the auditor (1) will
communicate the limitations to the audited entity, those charged
with governance, and those requesting the audit and (2) clearly
report such limitations on the conclusions in the audit report. For
example, in reporting on an audit of an operating system, the auditor
may determine that it is appropriate to clearly report that the scope
of the assessment was limited to the operating system and that,
consequently, additional IS control weaknesses may exist that could
impact the effectiveness of IS controls related to the operating
system and to the entity as a whole.

The auditor should express the effect of identified IS control
weaknesses in terms of the audit objectives. The following sections
provide guidelines for assessing IS controls in financial and
performance audits. For financial audits and attestation
engagements, GAGAS states that auditors should report material
weaknesses and other significant deficiencies.
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2.3.1 Financial Audits and Attestation Engagements

The auditor should conclude whether IS control weaknesses,
individually or in the aggregate, constitute a significant deficiency or
material weakness in financial reporting. The auditor should
coordinate these procedures with the overall audit team. For
financial audits, GAGAS and OMB Circular A-123 state that a control
deficiency exists when the design or operation of a control does not
allow management or employees, in the normal course of
performing their assigned functions, to prevent or detect
misstatements on a timely basis. A deficiency in design exists when
(a) a control necessary to achieve the control activity is missing or
(b) an existing control is not properly designed so that even if the
control operates as designed, the control activity is not always
achieved. A deficiency in operation exists when a properly designed
control does not operate as designed or when the person performing
the control does not possess the necessary authority or
qualifications to perform the control effectively. In addition, in
financial audits of federal entities, the auditor should evaluate the
effect of IS control weaknesses on FFMIA and FMFIA reporting.

GAGAS uses the following definitions and guidelines for classifying
internal control weaknesses for financial audits and attestation
engagements:

A significant deficiency is a deficiency in internal control, or
combination of deficiencies, that adversely affects the entity’s ability
to initiate, authorize, record, process, or report financial data
reliably in accordance with generally accepted accounting principles
(or in accordance with the applicable criteria or framework for
attestation engagements) such that there is more than a remote
likelihood* that a misstatement of the entity’s financial statements
(or misstatement of the subject matter for attestation engagements)

“The term “more than remote” used in the definitions for significant deficiency and
material weakness means “at least reasonably possible.” The following definitions apply:
(1) Remote—The chance of the future events occurring is slight. (2) Reasonably possible—
The chance of the future events or their occurrence is more than remote but less than
likely. (3) Probable—The future events are likely to occur.
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that is more than inconsequential® will not be prevented or
detected.

A material weakness is a significant deficiency, or combination of
significant deficiencies, that results in more than a remote
likelihood that a material misstatement of the financial statements
(or misstatement of the subject matter for attestation engagements)
will not be prevented or detected.

OMB Circular A-123 uses the same definition for significant
deficiency, but continues to refer to it as a reportable condition.

In determining whether IS control deficiencies, individually or in the
aggregate, constitute a significant deficiency or material weakness,
the auditor should evaluate several factors, including the following:

e The likelihood that an individual could obtain unauthorized
access to or perform unauthorized or inappropriate activities on
key entity systems or files that could affect information recorded
in the financial statements. This might include (1) the ability to
obtain root access to systems that house key financial systems
(including feeder systems), thereby enabling unauthorized users
to read, add, delete, modify, or exfiltrate financial data either
directly or through the introduction of unauthorized software;
(2) the ability to directly access and modify files containing
financial information; or (3) the ability to assign unauthorized
application user rights, thereby entering unauthorized
transactions.

e The nature of unauthorized access that could be obtained (e.g.,
limited to system or application programmers or system
administrators; all authorized system users; or anyone through

The phrase “more than inconsequential” as used in the definition of significant deficiency
describes the magnitude of potential misstatement that could occur as a result of a
significant deficiency and serves as a threshold for evaluating whether a control deficiency
or combination of control deficiencies is a significant deficiency. A misstatement is
“inconsequential” if a reasonable person would conclude, after considering the possibility
of further undetected misstatements, that the misstatement, either individually or when
aggregated with other misstatements, would clearly be immaterial to the financial
statements. If a reasonable person would not reach such a conclusion regarding a
particular misstatement, that misstatement is more than inconsequential.

Page 123 2.3 Report Audit Results



unauthorized external access through the Internet) or the nature
of unauthorized or inappropriate activity that could be
performed.

¢ The likelihood that financial statement amounts could be
materially affected.

e The likelihood that other controls including business process
application controls would prevent or detect such unauthorized
access. Generally, if the effectiveness of such other controls
depends on computer processed information, it is unlikely that
they could effectively prevent or detect such access; unless the
identified IS control weaknesses could not reasonably result in
the ability to compromise such other controls.

e The risk that management could override controls (such as
through excessive access rights).

Based upon these considerations, the auditor should determine
whether IS control deficiencies, individually or in the aggregate, are
a material weakness or significant deficiency. Also, the auditor
should evaluate whether significant deficiencies, in combination,
result in material weaknesses. If so, the auditor should determine
them to be material weaknesses in drawing conclusions as to the
effectiveness of internal control and reporting findings, as discussed
in FAM paragraphs 580.42-.48 and 580.51-.58. If the control
deficiencies constitute a material weakness, the auditor should
conclude that internal controls are not effective.

Financial auditors may take one of two different approaches to
reporting on internal control: (1) express an opinion on internal
control (see FAM paragraphs 580.38-.48) or (2) report weaknesses
found, categorized as material weaknesses or other significant
deficiencies, but do not give an opinion (see FAM paragraphs
580.49-.50). GAO auditors generally express an opinion on internal
control. In either case, the auditor considers whether internal
control is sufficient to meet the following control objectives insofar
as those objectives pertain to preventing or detecting
misstatements, losses, or noncompliance that would be material in
relation to the financial statements:
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¢ Reliability of financial reporting—transactions are properly
recorded, processed, and summarized to permit the preparation
of the financial statements and supplemental information in
accordance with Generally Accepted Accounting Principles
(GAAP), and assets are safeguarded against loss from
unauthorized acquisition, use, or disposition.

o Compliance with applicable laws and regulations—transactions
are executed in accordance with laws governing the use of
budget authority; other laws and regulations that could have a
direct and material effect on the financial statements or required
supplementary information (RSI); and any other laws,
regulations, and governmentwide policies identified by OMB in
its audit guidance.

The auditor may report weaknesses that do not meet the criteria for
significant deficiencies in a letter to management or orally to an
appropriate level of the entity. The auditor may include suggestions
for corrective action for these less significant weaknesses if enough
is understood about their cause. (More detailed information on how
and where to report control weaknesses for financial statement
audits is presented in sections 580.48 through 580.52 of the FAM.)

Note that SAS 115, issued in October 2008, which is incorporated
into GAGAS, revised the definitions of material weakness and
significant deficiency for financial audits. The SAS is effective for
audits of financial statements for periods ending on or after
December 15, 2009. The revised definitions are as follows:

e A material weakness is a deficiency, or combination of
deficiencies, in internal control, such that there is a reasonable
possibility that a material misstatement of the entity’s financial
statements will not be prevented, or detected and corrected on a
timely basis.

e Asignificant deficiency is a deficiency, or a combination of
deficiencies, in internal control that is less severe than a material
weakness, yet important enough to merit attention by those
charged with governance.

Check the FISCAM website for any updates at
http://www.gao.gov/special.pubs/fiscam.html.
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2.3.2 Performance Audits

The auditor should draw conclusions on the effectiveness of IS
controls relevant to the audit objectives. Depending on the audit
objectives, the auditor’s report will vary. For example, the auditor’s
report may

e provide an overall conclusion (e.g., the entity’s IS controls are or
are not effective in achieving the IS control objectives relevant to
the audit) and communicate identified weaknesses;

¢ limit reporting to identified weaknesses without providing an
overall conclusion (e.g., “based on our work, we identified the
following IS control weaknesses”); or

¢ if in support of a broader performance audit, report findings in
the context of the audit objectives, such as how they relate to the
assessment of the reliability of computer-processed data.

GAGAS state that auditors should include in their audit reports the
scope of their work on internal control (which includes IS controls)
and any deficiencies in internal control that are significant within
the context of the audit objectives and based upon the audit work
performed. Determining whether and how to communicate to
officials of the audited entity internal control deficiencies that have
an inconsequential effect on the financial statement or subject
matter is a matter of professional judgment. Auditors should
document such communications. The auditor may report such
inconsequential weaknesses orally to officials of the entity or in a
separate written communication.

In determining the significance of the IS control weaknesses, the
auditor should evaluate several factors, including the following:

e The likelihood that an individual could obtain unauthorized
access to or perform unauthorized or inappropriate activities on
key entity systems or files that could affect key areas of audit
interest. This might include (1) the ability to obtain root access to
systems that house key areas of audit interest (including
supporting systems), thereby enabling an intruder to read, add,
delete, modify, or exfiltrate data either directly or through the
introduction of unauthorized software; (2) the ability to directly

Page 126 2.3 Report Audit Results



access and modify files related to key areas of audit interest; or
(3) the ability to assign unauthorized application user rights,
thereby enabling an intruder to enter unauthorized transactions
or perform unauthorized activities.

e The nature of unauthorized access that could be obtained (e.g.,
limited to system or application programmers or system
administrators; authorized system users; or anyone through
unauthorized external access through the Internet)

e The likelihood that the achievement of the audit objectives would
be significantly affected.

¢ The likelihood that other controls including business process
application controls would prevent or detect such unauthorized
access. Generally, if the effectiveness of such other controls
depends on computer processed information, it is unlikely that
they could effectively prevent or detect such access, unless the
identified IS control weaknesses could not reasonably result in
the ability to compromise such other controls.

e The risk that management could override controls (such as
through excessive access rights).

Under GAGAS (Section 8.03), the auditor must issue audit reports
communicating the results of each completed performance audit,
including GAGAS audits performed to meet FISMA requirements.
GAGAS also states that auditors should include in the audit report
(1) the scope of their work on internal control and (2) any
deficiencies in internal control that are significant within the
context of the audit objectives and based upon the work performed.
Such deficiencies would include any identified significant internal
control deficiencies.

2.3.3 Other Audit Reporting Considerations

It is important to report IS control weaknesses in terms that are
understandable to individuals who may have limited expertise
regarding information systems issues. In this regard, the auditor
generally should define technical terms and avoid jargon and
undefined abbreviations and acronyms.
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Auditors should develop the elements of the findings to the extent
necessary to achieve the audit objectives. The extent to which the
auditor should develop the elements for a finding (criteria,
condition, cause, and effect) depends on the audit objectives. If
auditors are able to sufficiently develop the findings, they should
provide recommendations for corrective action if they are
significant within the context of the audit objectives.

Criteria describe the required or desired state, or what is expected
from the program or operation. Condition is the actual situation.
Cause is the factor or factors responsible for the difference between
condition and criteria. Effect is the impact of the difference between
the condition and the criteria. This information helps senior
management understand the significance of the weakness and
develop appropriate corrective actions. For most types of IS control
weaknesses, this manual includes a discussion of risks and potential
negative effects that can be adapted for audit reports. GAO has
issued numerous reports that can be used as models for reporting
computer-related weaknesses. Current IS reports can be obtained
from GAO’s report database on GAO’s Web site
(http://www.gao.gov).

In many cases, auditors will have detailed information on control
weaknesses that is too technical to be meaningful to most senior
managers and other users of the audit report, but may be valuable to
the entity’s technical staff to aid in understanding the precise cause
of the weaknesses and in developing corrective actions. The
auditors generally should provide this information to the entity’s
technical staff in briefings. The auditor should provide information
to technical staff that is in substance the same as that reported to
senior management.

The auditor should effectively communicate the results of an IS
controls audit to the appropriate persons through appropriate
reports. This serves several purposes, including

¢ informing the audited entity and those charged with governance
of control weaknesses; issues of noncompliance with laws,
regulations, and provisions of contracts or grant agreements; and
instances of fraud, illegal acts, or abuse;
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e providing the audited entity with recommendations to correct
such control weaknesses;

¢ providing the financial or performance auditor an understanding
of the information systems control environment and the effects
of IT on the processing of transactions;

o complying with legal reporting requirements; and
o complying with auditing standards, including generally accepted
government auditing standards.

However, the auditor should avoid the disclosure of sensitive IS
data. An individual could potentially compromise a system from any
location in the world, as long as they have access to a computer and
a telephone line or Internet connection. Technical information
discussed in an audit report could potentially assist individuals by
reducing the time and effort to obtain unauthorized access and
compromise a system. Also, to avoid disclosure of sensitive
information, the auditor should provide draft IS reports to the entity
for a sensitivity review. The auditor should evaluate entity
sensitivity concerns and make appropriate report revisions,
considering legal or regulatory requirements, including the exercise
of information classification authority.

Generally, in the federal environment, either one report with limited
distribution or two reports, one of which has limited distribution,
are issued. Information systems security audit reports may or may
not be put on entity Web sites or released under FOIA, generally
depending on the degree or extensiveness of sensitive data. Even
though these reports may not be posted on entity Web sites, they are
still typically issued to entity management. Also, state laws and
regulations may affect the form of reporting. For further
information, see Information Systems Security Auditing: Legal
and Reporting Considerations.”

51Intergovemmentall Information Security Audit Forum (Sept. 11, 2003); see
www.nasact.org
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2.3.4 Related Reporting Responsibilities

In addition to reporting the results of the audit, the auditor may have
other related reporting responsibilities established by law,
regulation, or policy. The auditor should identify any other reporting
requirements and respond appropriately.

In financial audits of federal entities, the auditor should determine
whether the IS control weaknesses, individually or in the aggregate,
constitute a material weakness for FMFIA reporting or a lack of
substantial compliance of the entity’s systems with FFMIA. See FAM
260.53-57 for further information. Also, further information about
reporting IS control weaknesses in relation to a financial audit are
discussed in FAM 580 (Draft Reports).

OMB Circular A-123 provides requirements for complying with
FMFIA. The Circular requires management to assess controls and
provide an annual assurance statement on the overall adequacy and
effectiveness of internal control within the agency. In addition,
management is required to provide a separate assurance statement
on the effectiveness of internal control over financial reporting,
which includes safeguarding of assets and compliance with
applicable laws and regulations. Also, OMB audit guidance requires
management to include representations about internal control in its
management representation letter to the auditor.

FMFTIA requires agencies to evaluate and report on the adequacy of
the systems of internal accounting and administrative control. For
the overall assessment of internal control, OMB Circular A-123
defines a material weakness as a reportable condition which the
agency head determines to be significant enough to report outside
of the agency. It defines a reportable condition as a control
deficiency, or combination of control deficiencies, that in
management’s judgment, should be communicated because they
represent significant weaknesses in the design or operation of
internal control that could adversely affect the organization’s ability
to meet its internal control objectives. For the assessment of
internal control over financial reporting, Circular A-123 uses the
same definitions for material weakness and significant deficiency
described above for financial audits, except that OMB uses the term
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reportable condition rather than the term significant deficiency.
Also, FMFIA and OMB Circular A-123 require management to report
nonconformances with system requirements. The Circular defines
nonconformances as instances in which financial management
systems do not substantially conform to financial systems
requirements. Financial management systems include both financial
and financially-related (or mixed) systems.

The auditor should evaluate the material weaknesses reported
under FMFIA to determine whether they meet the definitions of
material weakness and reportable condition for reporting as part of
management’s assertion about the effectiveness of internal control.

In addition, the auditor should consider if there are any issues that
should be reported under OMB Circular A-127 “Financial Management
Systems”. This circular prescribes policies and standards for executive
departments and agencies to follow in developing, operating,
evaluating, and reporting on financial management systems.

FISMA requires federal agencies to report significant deficiencies in
information security as material weaknesses under FMFIA and, if
relating to financial management systems, as an instance of a lack of
substantial compliance of systems with FFMIA. The term
“significant deficiency” used in FISMA differs from the same term
used in GAGAS. OMB defines a FISMA significant deficiency as “a
weakness in an agency’s overall information systems security
program or management control structure, or within one or more
information systems that significantly restricts the capability of the
agency to carry out its mission or compromises the security of its
information, information systems, personnel, or other resources,
operations, or assets. In this context, the risk is great enough that
the agency head and outside agencies must be notified and
immediate or near-immediate corrective action must be taken.”

FFMIA requires agencies to implement and maintain financial
management systems that comply substantially with federal
financial management systems requirements, applicable federal
accounting standards, and the U.S. Government Standard General
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Ledger™ at the transaction level. FFMIA requires auditors to assess
whether an agency’s financial management systems substantially
comply with system requirements. IS control weaknesses are a
major concern for federal agencies and the general public and are
one of the frequently cited reasons for noncompliance with FFMIA.

2.3.5 Documentation of Reporting Phase

The auditor should document appropriate IS information developed
in the reporting phase, including:

e The auditor’s conclusion about the effectiveness of IS controls
(in relation to the IS controls audit objectives) in achieving the
control categories, critical elements, and the relevant control
activities and the basis for the conclusion, including the factors
that the auditor considered in making the determination;

o If part of a broader audit, the impact of any identified IS control
weaknesses on the overall audit objectives;

o Copies of any reports or written communications issued in
connection with the audit, including the draft the entity
commented on and entity management comments related to such
reports and communications;

o For financial audits and attestation engagements, the auditor’s
determination of whether identified weaknesses represent
material weaknesses or significant deficiencies, and the basis for
the auditor’s conclusions;

e Other documentation required by the audit organization’s
policies and procedures, including quality assurance processes;

o Results of procedures to detect any fraud significant to the audit
objectives and the impact on the audit;

¢ Results of audit follow-up procedures to determine whether
entity corrective actions have been implemented, to sufficiently
remediate previously reported IS control weaknesses; and

“The U.S. Government Standard General Ledger (SGL) provides a uniform chart of
accounts and pro forma transactions used to standardize federal agencies’ financial
information accumulation and processing throughout the year, enhance financial control,
and support budget and external reporting, including financial statement preparation.

Page 132 2.3 Report Audit Results



e As appropriate, the auditor’s considerations and determinations
concerning FMFIA, FFMIA, and other reporting responsibilities.

2.4 Documentation

The auditor should adequately document the IS controls audit.
GAGAS has general documentation requirements for financial and
performance audits and attestation engagements. In summary, they
are as follows:

Financial Audits - Auditors must prepare audit documentation in
connection with each engagement in sufficient detail to provide a
clear understanding of the work performed (including the nature,
timing, extent, and results of audit procedures performed), the audit
evidence obtained and its source, and the conclusions reached.
Auditors should prepare audit documentation that enables an
experienced auditor, having no previous connection to the audit, to
understand a. the nature, timing, and extent of auditing procedures
performed to comply with GAGAS and other applicable standards
and requirements; b. the results of the audit procedures performed
and the audit evidence obtained; c. the conclusions reached on
significant matters; and d. that the accounting records agree or
reconcile with the audited financial statements or other audited
information.

Attestation Engagements - Auditors must prepare attest
documentation in connection with each engagement in sufficient
detail to provide a clear understanding of the work performed
(including the nature, timing, extent, and results of attest
procedures performed); the evidence obtained and its source; and
the conclusions reached. Auditors should prepare attest
documentation in sufficient detail to enable an experienced auditor,
having no previous connection to the attestation engagement, to
understand from the documentation the nature, timing, extent, and
results of procedures performed and the evidence obtained and its
source and the conclusions reached, including evidence that
supports the auditors’ significant judgments and conclusions.
Auditors should prepare documentation that contains support for
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findings, conclusions, and recommendations before they issue their
report.

Auditors also should document the following for attestation
engagements performed under GAGAS: a. the objectives, scope, and
methodology of the attestation engagement; b. the work performed
to support significant judgments and conclusions, including
descriptions of transactions and records examined; c. evidence of
supervisory review, before the attest report is issued, of the work
performed that supports findings, conclusions, and
recommendations contained in the attest report; and d. the auditors’
consideration that the planned procedures are designed to achieve
objectives of the attestation engagement when (1) evidence
obtained is dependent on computerized information systems, (2)
such evidence is material to the objective of the engagement, and
(3) the auditors are not relying on the effectiveness of internal
control over those computerized systems that produced the
evidence. Auditors should document (1) the rationale for
determining the nature, timing, and extent of planned procedures;
(2) the kinds and competence of available evidence produced
outside a computerized information system, or plans for direct
testing of data produced from a computerized information system,;
and (3) the effect on the attestation engagement report if evidence
to be gathered does not afford a reasonable basis for achieving the
objectives of the engagement.

Performance Audits — Auditors must prepare audit documentation
related to planning, conducting, and reporting for each audit.
Auditors should prepare audit documentation in sufficient detail to
enable an experienced auditor, having no previous connection to the
audit, to understand from the audit documentation the nature,
timing, extent, and results of audit procedures performed, the audit
evidence obtained and its source and the conclusions reached,
including evidence that supports the auditors’ significant judgments
and conclusions. Auditors should prepare audit documentation that
contains support for findings, conclusions, and recommendations
before they issue their report. Auditors should document the
following: a. the objectives, scope, and methodology of the audit; b.
the work performed to support significant judgments and
conclusions, including descriptions of transactions and records
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examined; and c. evidence of supervisory review, before the audit
report is issued, of the work performed that supports findings,
conclusions, and recommendations contained in the audit report.

In addition to meeting these general requirements, the auditor
should include, in IS controls audit documentation, the specific
information discussed throughout this chapter, and summarized in
Appendix X.

2.5 Other Information System Controls Audit Considerations

In addition to the above, the auditor should apply the following
topics and techniques to the extent they are relevant to the entity,
the audit objectives, and the audit procedures.

e Additional IS risk factors
o Automated audit tools
e Sampling techniques

Also, guidance is provided to the auditor in the evaluation of IS
controls associated with service organizations, Single Audits, and
FISMA independent evaluations in Appendix VII, VIII, and IX,
respectively.

2.5.1 Additional IS Risk Factors

As part of the risk assessment, the auditor should also evaluate the
following additional IS risk factors to the extent that they are
relevant to the entity and the audit objectives. The auditor’s risk
assessment also includes other risk factors not listed here (e.g.,
Voice over Internet Protocol — VoIP)

2.5.1.A Defense-In-Depth Strategy

Defense-in-Depth is a commonly accepted “best practice” for
implementing computer security controls in today’s networked
environments. In some agencies, the auditor may encounter this
strategy as part of the agency’s security management program.
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Where an effective Defense-in-Depth strategy has been implemented
by the entity, the auditor’s assessment of IS risk would generally be
lower. Conversely, where this strategy is not used, the auditor’s
assessment of IS risk would generally be higher. The auditor’s IS
control testing generally provides evidence about the effectiveness
of a Defense-in-Depth strategy. See Chapter 3 (AC-1 and CM-5) for
additional information on Defense-in-Depth strategy.

According to the National Security Agency, Defense-in-Depth
integrates people, operations, and technology capabilities to protect
information systems across multiple layers and dimensions. For
example, successive layers of defense will cause an adversary who
penetrates or breaks down one barrier to promptly encounter
successive barriers until the attack ends. The strategy recommends
a balance between protection capabilities and cost, performance,
and operational considerations.

The people component of Defense-in-Depth begins with a senior-
level management commitment (normally at the chief information
officer level) that is based on a clear understanding of the perceived
threat. This component must be implemented with effective
information security policies and procedures, assignment of roles
and responsibilities, commitment of resources, training and
awareness programs (for both users and system administrators),
and personnel accountability, which includes the establishment of
physical and personnel security measures to control and monitor
access to facilities and critical elements of the information
technology environment.

The operations component focuses on all activities required to
sustain an entity’s security posture on a day-to-day basis. These
activities include

maintaining up-to-date system security policies,
¢ establishing certification and accreditation programs,

e managing information system security (for example, installing
patches and virus updates, maintaining access control lists),

o performing system security assessments (for example,
vulnerability assessments),

Page 136 2.5 Other Information System Controls Audit Considerations



2.5.1.B Web Applications

¢ auditing and monitoring system activity and responding to
threats, and

¢ implementing recovery and reconstitution procedures in the
event of a security breach.

The technology component includes defense in multiple places and
layered defense mechanisms that provide intrusion prevention,
detection, and response to security incidents. Since attackers may
target multiple points in an information system, an entity needs to
deploy protection mechanisms at multiple locations including the
protection of local and wide area communication networks (for
example, from denial of service attacks), protection for data
transmitted over the networks (for example, use of encryption and
traffic flow security measures), defense of enclave boundaries (for
example, deploy firewalls and intrusion detection systems), and
defense of the computing environment (for example, access control
on hosts and servers). Even the best security products have inherent
weaknesses, so it is only a matter of time before an attacker finds an
exploitable vulnerability. Therefore, it is important to deploy layered
defense mechanisms such as nested firewalls coupled with intrusion
detection at outer and inner network boundaries, between the
adversary and the target.

Web applications, which use a web browser as part of the
application, present significant additional IS risks because, if not
properly controlled, they can expose the application and the entity’s
systems to unauthorized access. In some instances, the risk related
to the application itself may be low because it is not critical or it
does not contain sensitive information. However, if not properly
controlled, it could be used to obtain unauthorized access to other
entity system resources. Therefore, due to the heightened risk, even
if a web application itself is not part of the scope of the audit, the
auditor should assess the effectiveness of web application security
and, as appropriate, general controls to determine whether the
information system controls over the application could allow
unauthorized access through the application to other system
resources.
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2.5.1.C ERP Systems

ERP systems present additional IS risks. While IS control objectives
contained in the FISCAM, if properly achieved, should address such
risks, it is important for the auditor to properly consider how the
control objectives are achieved in ERP systems. This section
provides some considerations in auditing ERP systems. The auditor
should supplement the FISCAM with audit considerations and
techniques that are specific to the particular ERP system(s) being
audited. Although ERP systems share some similar functionality, the
way they are implemented and the audit techniques (e.g., specific
system queries, analysis of superuser capabilities) applied will vary
with the particular vendor.

Factors affecting the overall risk related to ERP systems include the
following:

e ERP systems are highly integrated (e.g., common databases,
common security administration) and cover/include/address a
broad range of entity activities, which leads to increased risks
related to several control areas. For example, an ERP application
generally includes a broader cross-section of users in the entity,
increasing the need for access (particularly least privilege) and
segregation of duties controls. Also, because loss of an ERP
system/application can have devastating consequences to an
entity, the entity needs effective controls over (1) system
development/configuration management controls to provide
reasonable assurance that the system will operate as intended,
(2) service continuity/contingency planning to recover the more
comprehensive ERP systems, and (3) access and other general
controls to prevent unauthorized access to entity system
resources that could lead to denial of service. Further, general
controls over the ERP system and supporting databases and
operating systems are important to adequately protect access to
the underlying data and processing.

o Because ERP systems are on-line-real-time systems, data
validation controls are critical to reasonably assure that only
valid data is processed by the ERP systems. Controls in ERP
systems tend to be preventive rather than detective, as
subsequent detection and correction of errors may be costly or
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impossible. Also, fewer controls may be in place as the data is
generally entered and validated once.

e The network architectures for ERP systems are typically more
distributed, resulting in increased access controls and other risks
than for more centralized systems.

¢ Because security administration is generally centralized and
powerful access is provided to system administrators, access
controls over security administration and segregation of duties
controls are important. In addition, ERP systems have powerful
default user IDs that need to be adequately controlled.

e The broader number of users may also lead to an increase in
external access (wireless or other remote access), from both a
broader range of internal users as well as external users (e.g.,
vendors, customers), increasing the number of access points to
the entity’s systems.

o ERP systems typically have limited, if any, paper audit trails.
Consequently, controls over audit logs and other general controls
are important for the reliability of data in the ERP systems. Also,
auditing access to ERP systems is typically performed online.

¢ In many instances, interfaces are developed between the ERP
system and legacy applications. As a result, the adequacy of
interface controls and configuration management controls are
important to ensure that data from legacy systems is reliable,
valid, complete, and properly converted from the legacy
application into the ERP system.

o ERP systems may have a program change control module that
allows for direct changes to production code. Therefore, controls
related to segregation of development, test and production
facilities and functions may not be present. Consequently, IS
risks related to configuration management and monitoring are
increased, and the entity should secure and monitor such
modules.

ERP systems contain certain controls that are not changeable by the
entity. It is important to understand these controls and how they
may help to achieve the IS control objectives.

In addition, due to the increased risks discussed above, there are a
number of other controls that are of increased significance in ERP
systems, including controls relating to:
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2.5.1.D Interface Controls

2.5.1.E Data Management Systems

e user access to sensitive application capabilities (e.g., pages,
screens, transactions, menus, queries), including related
segregation of duties

o powerful user roles/profiles, including defaults

e default user IDs and default passwords

e default system configurations

e access to critical tables/databases

e access to log files

o the effectiveness of the settings of configurable controls
e sensitive reports/outputs

Interface controls are particularly important when applications rely
on input from legacy systems. Such legacy systems are sometimes
referred to as feeder systems. In certain instances, such legacy
applications may not have been designed to fully achieve the
objectives of the application they support. Consequently, the auditor
evaluates the adequacy of interface controls and of application
controls related to such legacy applications to provide reasonable
assurance that data from legacy systems is reliable, valid, complete,
and properly converted from the legacy applications into the
applications they support. In addition, the auditor should assess the
effectiveness of application controls over the legacy applications, if
the reliability of input is relevant to the audit objectives. Interface
controls are discussed further at section 4.3.

Operational characteristics of various system architectures that
include data management systems such as Database Management
Systems (DBMS) software introduce several potential vulnerabilities
to the data/application the DBMS directly supports and the general
controls environment, itself. The degree to which these potential
vulnerabilities increase risk is determined by the characteristics of
the networks and host system(s) involved. One area of risk exists
when the DBMS architecture involves multiple installations of the
DBMS, which may be located on more than one host system.
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System and/or application architectures that utilize multiple DBMS
installations are commonly used to support functionally or
geographically distributed operations, high performance
requirements, high availability requirements or some combination of
these factors. When multiple DBMSs exist, the mechanisms that
allow them to communicate with each other need to be
implemented and controlled to prevent unintended data and/or
system access. Additionally, modern DBMS software contains
powerful capabilities to access the host’s operating system and
other operating systems and other DBMSs across networks. The
ability to use these capabilities needs to be carefully controlled for
each DBMS installation. Finally, some administrator accounts in
DBMS software provide privileged levels of access to the host’s
operating system. So, users with system administration privileges in
DBMS software may also have significant privileges in host
operating systems and those systems and network devices
accessible from the DBMS’s host. Data management systems are
discussed further at section 4.4.

2.5.1.F Network-based Access Control Systems

Implementations of network-based access control systems (such as
LDAPSs, including the Microsoft Active Directory™) introduce the
potential for specific vulnerabilities. Network-based access control
systems are typically hosted on one or more server-class systems.
The appropriate configuration of the operating systems and all
factors that can effect the functioning of the operating systems for
these hosts needs to be carefully controlled. A flaw in operating
system-level controls on these hosts potentially jeopardizes the
reliability of the control functions provided by the network-based
access control system and/or the sensitive access control data
contained in that system. Network-based access control systems
are designed to support high performance and simplify network
administration and maintenance. To facilitate these design
considerations, the systems provide flexible methods to connect to
and transfer information with other systems. Due to these
characteristics, it is essential that effective controls be in place to
prevent unintended system functions or data access that could
compromise access controls. The nature of networks and
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2.5.1.G Workstations

application architectures that employ network-based access control
systems involves a shared or common reliance on them for critical
controls. Therefore, a compromise of a network-based access
control system has the potential of contributing to the compromise
of other systems.

In modern systems best described as networks of networks, the
effect of workstation controls can be much more significant than
control over the functions nominally identified as associated with a
specific workstation. Workstations can become critical components
of a network’s perimeter as a result of the manner in which they are
configured in the network, the types of sessions they can create
with other devices, the access privileges allowed to workstation
users, software running on those workstations, and controls over
both inbound and outbound network traffic to and from the
workstation. An understanding of the configuration of controls on
workstations and network-based controls over workstations in the
context of network perimeter controls is necessary to assess risk for
any network,

2.5.2 Automated Audit Tools

Various automated audit tools can be used to improve the
effectiveness and efficiency of the IS controls audit. Sometimes
referred to as CAATS, or computer-assisted audit techniques, such
tools may be used by the auditor to gather, or assist in gathering,
audit evidence. If the auditor plans to use automated audit tools, the
auditor should understand

e when they could be used,
e how they can be used, and
¢ the associated risks.

In addition, the auditor should be adequately trained in the
use/operation of these tools and in the interpretation of the results.
Because some tools generate a significant volume of information,
the auditor should understand how to analyze such information.
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Also, the auditor should obtain reasonable assurance that the tools
and their use/application produce reliable results and present a
reasonably low risk of disrupting the entity’s systems. Organizations
should develop a process to select, evaluate, and revise software
security tools. The following are some typical steps:

Research available security tools, listing several in each category.

Discuss with other members of your audit organization which
tools could be most useful in-house and at sites to be audited.
Discuss with other audit organizations as appropriate.

Determine the degree of platform-specific security software
needed.

Determine a methodology to evaluate and select software.
Develop a procedure to train personnel in its use.

Develop a review process to determine whether the software tool
has produced results commensurate with its cost.

There are many different types of automated audit tools:

Commercial software, such as Microsoft Excel™, etc., may be
used by the auditor for analyzing data imported from client files,
writing audit programs, etc.

Generalized audit software may be used by the auditor to query
and extract information from the entity’s information system. For
example, data extraction tools and reporting facilities for access
control software can identify users with excess privileges that
circumvent segregation of duties. IDEA is the generalized
software package available to GAO auditors.

An embedded audit module is a CAAT in which code prepared by
the auditor is embedded in the client’s software to replicate a
specific aspect of a control procedure, or to record details of
certain transactions in a file accessible only to the auditor.

An integrated test facility is testing software that is integrated
into the client’s software and enables the auditor’s test data to be
integrated and processed with the client’s live input. Using an
integrated test facility allows the auditor to be satisfied that test
data are processed in the same way that live data are processed
and to verify that the results are correct. Parallel simulation is a
technique in which actual client data are processed by a copy of
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the client’s software that is under separate control of the auditor
and has undergone program code analysis to ensure that the
processing is identical to that of the client’s operational software.

e Program code analysis is the analysis of the client’s program
code to ensure that the instructions given to the computer are the
same instructions that the auditor has previously identified when
reviewing the systems documentation. Control over program
code, including review, testing and implementation into
production is often supported by special purpose software.
Auditors may evaluate the effectiveness of the controls
implemented through the use of automated configuration
management tools. Additionally, auditors may utilize a client’s
tools to independently verify that version control is effective.

o Atest data CAAT is a technique in which test data prepared by
the auditor are processed on the current production version of
the client’s software, but separately from the client’s normal
input data. Using the current production software provides
evidence that the transactions were processed in the manner
expected.

e Specialized audit software is software designed to perform
specific tasks in specific circumstances, such as comparison of
source and object code, the analysis of unexecuted code, and the
generation of test data.

e Other specialized tools can be used to test IS controls. For
example:

o Password crackers can identify the use of vendor-default or
easily guessed passwords.

o Network “sniffers” (software that can intercept and log traffic
passing over a network) can identify the transmission of
passwords or sensitive information in clear text.

e Network scanners, along with standard operating system
commands, can help identify an organization’s network
security profile and determine whether dangerous services are
active in components.

e Modem locators (“war dialing” software) can help identify
unsecured dial-in modems.

e “War driving” software used to detect unauthorized wireless
access points.

Page 144 2.5 Other Information System Controls Audit Considerations



CAATSs can also be used in testing the effectiveness of controls, as a
companion to other controls testing. This would typically involve
making a small selection of transactions and walking them through
the system, or developing an integrated test facility and processing
test transactions through the system. The advantage of using CAATs
in controls testing is that it is possible to test every transaction
(either in a master file or transaction file), to determine whether
there were any control failures.

Any analysis performed using CAATS should be adequately
documented. In addition, a technical review should be performed by
audit staff independent of the preparer to determine that the
implementation of CAATS and the analysis of results is complete
and accurate and that any conclusions are supported by the
analysis.

2.5.3 Use of Sampling Techniques

Suggested audit procedures may include a selection of specific
items (e.g., access forms). In addition, the auditor may need to
determine, among multiple instances of a type of network
component, which specific components to test. For example, the
entity may have many internet access points or multiple instances of
a data base. The auditor should exercise judgment in determining
the number of items to select and the method used to select them.
Generally, such judgment would include consideration of the related
IS risk, the significance or criticality of the specific items in
achieving the related control objectives, the location of the network
component in relation to the key areas of audit interest, and the
extent of consistency in the configuration of the components.

Controls that leave documented evidence of their existence and
application (such as logs) may be tested by inspecting such
evidence. If sufficient evidence cannot be obtained through
walkthroughs in combination with observation, inquiry, and other
non-sampling tests, the auditor generally should obtain more
evidence by using sampling procedures to select individual items for
inspection. The auditor may use multipurpose testing to use the
same sample to test controls, compliance, and/or substantive results
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(such as balances in financial statements). Multipurpose testing is
usually more efficient than separately designed samples.
Alternatively, the auditor may design a sample to test controls alone.
In this case, the auditor generally should use random attribute
sampling. FAM section 450 (Sampling Control Tests) provides
additional information on the use of this sampling technique,
including those that can be applied to performance audits.
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Chapter 3. Evaluating and Testing General

Controls

3.0 Introduction

General controls are the policies and procedures that apply to all or
a large segment of an entity’s information systems and help ensure
their proper operation. Examples of primary objectives for general
controls are to safeguard data, protect application programs, and
ensure continued computer operations in case of unexpected
interruptions. General controls are applied at the entitywide,
system, and business process application levels. The effectiveness
of general controls at the entitywide and system levels is a
significant factor in determining the effectiveness of business
process controls at the application level. Without effective general
controls at the entitywide and system levels, business process
controls generally can be rendered ineffective by circumvention or
modification. For example, edits” designed to preclude users from
entering unreasonably large dollar amounts in a payment processing
system can be an effective application control. However, this
control cannot be relied on if the general controls permit
unauthorized program modifications that might allow some
payments to be exempt from the edit. Consequently, the auditor may
decide that it is efficient to evaluate the effectiveness of general
controls separately from and before evaluating business process
controls.

In planning the evaluation of IS controls, the auditor identifies areas
of audit interest and critical control points. In identifying these
areas, the auditor considers business process applications that are
relevant to the audit objectives. Also, the auditor considers the
network components that are most significant to the effectiveness
of IS controls over the areas of audit interest. In planning the

53Editing in this context is inspecting a data field or element to verify the accuracy of its
content.
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evaluation of general controls, the auditor considers the most
effective and efficient manner to gather evidence to determine the
effectiveness of general controls over these critical control points.
For example, if a business process application for benefit payments
is a key area of audit interest, the auditor’s testing of general
controls is designed, to the extent possible, to focus on those
general controls that most directly affect the application.

The evaluation of general controls includes the following five
general control categories:

¢ security management, which provides a framework and
continuing cycle of activity for managing risk, developing
security policies, assigning responsibilities, and monitoring the
adequacy of the entity’s computer-related controls;

e access controls, which limit or detect access to computer
resources (data, programs, equipment, and facilities), thereby
protecting them against unauthorized modification, loss, and
disclosure;

¢ configuration management, which prevents unauthorized
changes to information system resources (for example, software
programs and hardware configurations) and provides reasonable
assurance that systems are configured and operating securely
and as intended;

e segregation of duties, which includes policies, procedures, and
an organizational structure to manage who can control key
aspects of computer-related operations; and

e contingency planning, so that when unexpected events occur,
critical operations continue without disruption or are promptly
resumed, and critical and sensitive data are protected.

For each of these five general control categories, this manual
identifies several critical elements that are essential for establishing
adequate controls over the related control category. For each
critical element, the FISCAM provides a description of risks, control
activities, and suggested audit procedures. The auditor can use this
information to evaluate entity practices. For each critical element,
the auditor should make a summary determination as to the
effectiveness of the entity’s related controls at the entitywide,

Page 148 3.0 Introduction



system, and application levels. If a critical element is not achieved,
the respective control category is not likely to be achieved. The
auditor should use professional judgment in making such
determinations.

To evaluate the effectiveness of general controls, the auditor
identifies control techniques implemented by the entity to achieve
each of the control activities for general controls and determine
whether these control techniques, as designed, are sufficient to
achieve the control activities. If sufficient, the auditor determines
whether they are implemented (placed in operation) and operating
effectively. As discussed later in this section, if the control
techniques are not sufficient or are not implemented as designed,
the auditor should determine the effect on IS controls and the audit
objectives.

As discussed in more detail in Chapter 2, general controls are
applicable at the entitywide, system, and application levels, and so
the auditor should consider general controls at each of these levels.
The control techniques and the related audit tests vary according to
the level to which they are being applied. However, in this manual
they are described at a high level in order to be applicable to many
computer environments; they may require some technical expertise
about the subject to be effectively performed at an entity. More
detailed audit steps generally should be developed by the auditor
based on the specific software and control techniques employed by
the entity. Table 2 shows the relationship between the general
control areas and the levels.
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Table 2. General Control Categories Applicable at Different Levels of Audit

Control Entitywide/ System Level Business
Categories Component Network Operating Infrastructure Process
Level Systems Applications Application
Level
Security
Management —
Access Controls
—
General
Controls
Configuration
Management —
Segregation of
Duties —
Contingency
Planning e

Source: GAO.

The auditor’s evaluation of the effectiveness of IS controls should
include system level controls related to each critical control point.
Assessing the effectiveness of controls over critical control points
should include consideration of all potential ways in which the
critical control point could be accessed. Generally, for each critical
control point, this would include assessing controls related to the
network, operating system, and infrastructure application
components. For example, if a particular router was deemed to be a
critical control point, the auditor would test controls related to the
router itself (a network component), as well as its operating system,
and the infrastructure applications used to manage the router.
Access to any of these could lead to access to the control point.

To facilitate the auditor’s evaluation, tables identifying commonly
used control techniques and related audit procedures are included
after the discussion of each critical element and also in Appendix II.
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These tables can be used for both the preliminary evaluation and the
more detailed evaluation and testing of controls. For the preliminary
evaluation, the auditor can use the tables to guide and document
initial inquiries and observations; for the more detailed evaluation
and testing, the auditor can use the suggested procedures in
developing and carrying out a testing plan. Such a plan would
include more extensive inquiries; inspections of facilities, systems,
and written procedures; and tests of key control techniques, which
may include using audit or system software and vulnerability
analysis tools. To help document these evaluations and allow steps
to be tailored to individual audits, electronic versions of the tables
are available on our FISCAM website at
http://www.gao.gov/special.pubs/fiscam.html.

When evaluating general controls, auditors may want to supplement
the control techniques and audit procedures contained in this
document with other guidance, including

o National Institute of Standards and Technology (NIST)
information security standards and guidelines;

e Applicable OMB policy and guidance;

e international security standards published by the International
Organization for Standardization and the International
Electrotechnical Commission;

¢ Information Systems Audit and Control Association (ISACA)
auditing standards, guidelines, and procedures; and

e Trequirements unique to the environment and entity being audited.

3.1. Security Management (SM)

An entitywide information security management program is the
foundation of a security control structure and a reflection of senior
management’s commitment to addressing security risks. The
security management program should establish a framework and
continuous cycle of activity for assessing risk, developing and
implementing effective security procedures, and monitoring the
effectiveness of these procedures. Overall policies and plans are
developed at the entitywide level. System and application-specific
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procedures and controls implement the entitywide policy. Without a
well-designed program, security controls may be inadequate;
responsibilities may be unclear, misunderstood, or improperly
implemented; and controls may be inconsistently applied. Such
conditions may lead to insufficient protection of sensitive or critical
resources and disproportionately high expenditures for controls
over low-risk resources. Through FISMA, Congress requires each
federal agency to establish an agencywide information security
program to provide security to the information and information
systems that support the operations and assets of the agency,
including those managed by a contractor or other agency.

Security Program Guidance

General guidance on planning and managing an information security
program is contained in (1) NIST SP 800-12,* which provides
guidance on security-related management, operational, and
technical controls and (2) our executive guide describing risk
management principles found at leading organizations (discussed in
the next section).” NIST has published a series of information
security standards and guidelines for agencies to effectively manage
risk to entity operations and entity assets. Key publications are:

e FIPS Publication 200, Minimum Security Requirements for
Federal Information and Information Systems

e FIPS Publication 199, Standards for Security Categorization of
Federal Information and Information Systems

o NIST SP 800-53, Recommended Security Controls for Federal
Information Systems™.

54NIST, An Introduction to Computer Security: The NIST Handbook, Special Publication
(SP) 800-12, October 1995.

»GAO, Executive Guide: Information security Management, Learning from Leading
Organizations, GAO/AIMD-98-68 (Washington, D.C.: May 1998).

NIST has stated that it plans to update SP 800-53 annually.
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FIPS Publication 200 provides

1. a specification for minimum security requirements for federal
information and information systems;

2. astandardized approach to security control selection using the
security categorization standard, FIPS Publication 199; and

3. links to NIST SP 800-53, containing the security controls needed
for compliance with these minimum security requirements.

In applying the provisions of FIPS 200, agencies first categorize their
systems as required by FIPS 199 (see Table 5), and then typically
select an appropriate set of security controls from NIST SP 800-53 to
satisfy their minimum security requirements. NIST reviews and
updates the controls in NIST SP 800-53 annually to ensure that the
controls represent the current state of practice in safeguards and
countermeasures for information systems.

FIPS 200 and its supporting publication NIST SP 800-53 establish
conditions to enable organizations to be flexible in tailoring their
security control baselines. Agencies, may, for example, apply
scoping guidance taking into consideration the issues related to
such things as the technologies employed by the entity, size and
complexity of the systems, unique circumstances, and risks
involved. Agencies may use compensating controls in lieu of those
controls prescribed by NIST SP 800-53. Agencies may also
supplement the controls in NIST SP 800-563 with additional controls
that may be needed.

In addition, NIST SP 800-100 provides a broad overview of
information security program elements, including capital planning
and investment control, performance measures, and security
services, to assist managers in understanding how to establish and
implement an information security program. This handbook
summarizes and augments a number of existing NIST standards and
guidance documents and provides additional information on related
topics.
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Other guidance supporting implementation of FIPS 199 and FIPS
200 include:

e NIST SP 800-18, Guide for Developing Security Plans for Federal
Information Systems

e NIST SP 800-30, Risk Management Guide for Information
Technology Systems

e NIST SP 800-37, Guide for the Security Certification and
Accreditation of Federal Information Systems

o NIST SP 800-60, Guide for Mapping Types of Information and
Information Systems to Security Categories

These and other publications, directives, and policies that support
are available from NIST’s website (http://csrc.nist.gov).

Security Management Critical Elements

Assessing an entitywide security management program involves
evaluating the entity’s efforts to perform each of the critical
elements shown in table 3.

_______________________________________________________________________________________|]
Table 3. Critical Elements for Security Management

Number Description

SM-1 Establish a security management program

SM-2 Periodically assess and validate risks

SM-3 Document and implement security control policies and procedures

SM-4 Implement effective security awareness and other security-related personnel
policies

SM-5 Monitor the effectiveness of the security program

SM-6 Effectively remediate information security weaknesses

SM-7 Ensure that activities performed by external third parties are adequately
secure

Source: GAO.

The following sections discuss each of these critical elements and
the control activities that support their achievement. At the end of
each critical element, a summary table is presented that associates
each control activity with techniques that agencies can use to
perform the activity, as well as procedures for auditing the critical
elements and control activities.
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Critical Element SM-1: Establish a Security Management Program

Entities should have policies, plans, and procedures that clearly
describe the entity’s security management program. FISMA requires
federal agencies to develop, document, and implement an
agencywide information security program to provide security for the
information and information systems that support the operations
and assets of the agency, including those provided or managed by
another agency, contractor, or other source. The security
management program should cover all major systems and facilities
and outline the duties of those who are responsible for overseeing
security and those who own, use, or rely on the entity’s computer
resources. As part of this entitywide program, the entity should have
a security management structure in place at the system and
application levels. Thus, in managing a particular operating system
or network device, the entity should have a clearly assigned
structure and responsibilities for the security of the operating
system and device. Similarly, the entity should have a clearly
assigned structure and responsibilities related to particular business
process applications. The security program policies, plans, and
procedures should be kept up-to-date and revised to reflect system
and organizational changes, problems identified during plan
implementation, and security control assessments or audit reports.

SM-1.1. The security management program is adequately documented, approved, and up-to-date

The entity’s security management program should be adequately
documented. The nature and extent of the documentation of the
program may vary. For federal entities, at a minimum, the program
should adequately reflect the agency’s consideration of the
following eight elements of an agencywide information security
program required by FISMA.

1. periodic risk assessments;

2. policies and procedures to ensure cost-effective risk reduction
and compliance with applicable standards and guidance and
with agency-determined system configuration requirements;

3. subordinate information security plans for networks, facilities,
and systems;
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4. security awareness training for agency employees and
contractors;

5. periodic management testing and evaluation that includes testing
of all major systems;

6. aremedial action process to address any deficiencies;

7. security-incident procedures for detecting, reporting, and
responding to incidents; and

8. continuity of operations plans and procedures for information
systems.

While most of these elements are covered in this section, security
incident procedures are covered in section 3.2 on access controls,
and continuity of operations is covered in section 3.5 on
contingency planning.

The security management program may be documented in the form
of a separate written security management program plan or may
consist of several documents that collectively constitute the security
management program. The documentation should be supported by
subordinate (system and application level) plans and procedures;
related policies should cover all major systems and facilities and
outline the duties of those responsible for overseeing security (the
security management function), as well as those who own, use, or
rely on the entity’s computer resources. An entitywide plan may
describe such things as the overall security architecture, applicable
procedures, and applicable system and application-level plans. The
system-level plans identify the system-level architecture (for
example, network configuration, control points, etc.), operational
policies and procedures, and any business process (application-
level) plans. Similarly, application-level plans should contain
structures, procedures, and controls specific to the application.

The security management program should be approved by an
appropriate level of management. In some instances, the entity may
include the documentation in a policy document issued by
management. In addition, for federal agencies, FISMA requires that
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the Director of OMB review federal agency security management
programs at least annually and approve or disapprove them.

Finally, to be effective, the security program documentation should
be maintained to reflect current conditions. It should be periodically
reviewed and, if appropriate, updated and reissued to reflect
changes in risk due to factors such as changes in entity mission or
the types and configuration of computer resources in use. Revisions
to policies and plans should be reviewed, approved, and
communicated to all employees. Outdated policies and plans not
only reflect a lack of adequate top management concern, but also
may be ineffective because they may not address current risks.

SM-1.2. A security management structure has been established

Senior management should establish a structure to implement the
security management program throughout the entity. The structure
generally consists of a core of personnel who are designated as
security managers. These personnel play a key role in developing,
communicating, and monitoring compliance with security polices
and reporting on these activities to senior management. The security
management function also serves as a focal point for other
personnel who play a role in evaluating the appropriateness and
effectiveness of computer-related controls on a day-to-day basis.
These personnel include program managers who rely on the entity’s
computer systems, system administrators, and system users.

As an illustration of the different responsibilities of a security
management structure, FISMA establishes responsibilities for
certain agency officials as follows:

e The agency head is responsible for (1) providing risk-based
information security, (2) complying with FISMA requirements
and related NIST standards, (3) ensuring integration of
information security management with agency strategic and
operational planning, (4) ensuring adequacy of trained
information security personnel, and (5) ensuring receipt of
annual reporting from the CIO.

e The CIO is to have authority from the agency head to ensure
compliance with FISMA, including responsibility for
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(1) designating a senior agency information security official,
(2) developing and maintaining the agency information security
program and related policies and procedures, (3) training and
overseeing information security personnel, and (4) assisting
senior agency officials with their information security
responsibilities.

e Senior agency officials are responsible for information security
for operations and assets under their control, including
(1) assessing risk, (2) determining levels of appropriate security,
(3) implementing policies and procedures to cost-effectively
reduce risks to an acceptable level, and (4) periodically testing
and evaluating security controls.

Our survey of leading organizations™ found that a central
management focal point is key to ensuring that the various activities
associated with managing risk are carried out. Such responsibility is
assigned to a central security program office. A central security
program office may be supplemented by individual security program
managers, designated in units within the entity who assist in the
implementation and management of the organization’s security
program. These individual unit security managers should report to
or coordinate with the central security program office.

Responsibilities of the central security program office may include

o facilitating risk assessments,

¢ coordinating development and distribution of security policies
and procedures,

¢ routinely monitoring compliance with these policies,
e promoting security awareness among system users,

¢ planning and coordinating security-related activities, including
coordination of geographically dispersed security groups,

¢ ensuring that desktop security plans are integrated with
infrastructure and database security plans,

Executive Guide: Information Security Management, Learning from Leading
Organizations (GAO/AIMD-98-68, May 1998).
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¢ providing reports to senior management on policy and control
evaluation results and advice to senior management on security
policy issues, and

e representing the entity in the security community.

In assessing the effectiveness of the security management structure
for an entitywide, system, or application level, the auditor considers
the security function’s scope of authority, placement, training and
experience, and tools. For example, security management personnel
should

o have sufficient authority to obtain data needed to monitor
compliance with policies, report results to senior management,
and elevate concerns regarding inappropriate risk management
decisions or practices;

« have sufficient resources to carry out their responsibilities,
including staff and tools (for example, computers, established
audit trails, and specialized security software);

e report to a level of management that maximizes the
independence and objectivity of the security function;

¢ not be assigned responsibilities that diminish their objectivity
and independence; and

¢ have sufficient training and knowledge of control concepts,
computer hardware, software, telecommunications concepts,
physical and logical security, data architecture, database
management and data access methods, pertinent legislation, and
administration and organizational issues.

SM-1.3. Information security responsibilities are clearly assigned

Security-related responsibilities of offices and individuals
throughout the entity that should be clearly defined include those of
(1) information resource owners and users, (2) information
resources management and data processing personnel, (3) senior
management, and (4) security administrators. Further,
responsibilities for individual employee accountability regarding the
use and disclosure of information resources should be established.
Appendix III of OMB Circular A-130 requires that the rules of the
system and application “shall clearly delineate responsibilities and
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expected behavior of all individuals with access ... and shall be
clear about the consequences of behavior not consistent with the
rules.”

Senior management and information resource management have
ultimate responsibility for providing direction and ensuring that
information security responsibilities are clearly assigned and carried
out as intended. Security plans should clearly establish who “owns”
the various computer resources, particularly data files, and what the
responsibilities of ownership are. Ownership of computer resources
should be assigned to persons responsible for their reliability and
integrity. For example, owners of data files and application
programs are generally the managers of the programs supported by
these applications. These managers are primarily responsible for the
proper operation of the program and for accurate reporting of
related computer data. Similarly, owners of computer facilities and
equipment are generally managers who are responsible for the
physical protection of these resources. If a resource has multiple
owners, policies should clearly describe whether and how
ownership responsibilities are to be shared.

Assignment of ownership responsibilities is important because the
managers who own the resources are in the best position to

(1) determine the sensitivity of the resources, (2) analyze the duties
and responsibilities of users, and (3) determine the specific access
needs of these users. Once these factors are determined, the
resource owner can identify persons authorized to access the
resource and the extent of such access. The owners should
communicate these authorizations to the security administrators,
who are then responsible for implementing access controls in
accordance with the owners’ authorizations. Section 3.2, Access
Controls, further discusses access authorization.

If management and ownership responsibilities are not clearly
assigned, access authorizations may be left to personnel who are not
in the best position to determine users’ access needs. Such
personnel are likely to authorize overly broad access in an attempt
to ensure that all users can access the resources they need. This
defeats the purpose of access controls and, depending on the
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sensitivity of the resources involved, can unnecessarily provide
opportunities for fraud, sabotage, and inappropriate disclosures.

SM-1.4. Subordinate security plans are documented, approved, and kept up-to-date

Entities should have written security plans at the system and
application levels that cover networks, facilities, and systems or
groups of systems, as appropriate. The plans and related policies
should cover all major systems and facilities and outline the duties
of those who are responsible for overseeing security and those who
own, use, or rely on the entity’s computer resources. In addition,
these system-level plans should provide an overview of the security
requirements for the system and a description of the security
controls in place or planned for meeting those requirements. These
plans should be kept up-to-date and revised to reflect system and
organizational changes, problems identified during plan
implementation, and security control assessments or audit reports.
NIST SP 800-18 requires that all security plans should be reviewed
and updated, if appropriate, at least annually. Further, NIST SP 800-
18 and Appendix III of OMB Circular A-130 provide specific
guidance on what should be included in federal entity system
security plans.

FISMA states that “each agency shall develop, document, and
implement...subordinate plans for providing adequate information
security for networks, facilities, and systems or groups of
information systems, as appropriate.” System-level plans should
identify the system-level architecture (for example, network
configuration, control points, etc.), operational policies and
procedures, and any application-level plans. Application plans
should contain similar elements such as procedures and controls
specific to the application.

System security plans should be clearly documented and, according
to Appendix III of OMB Circular A-130, cover each general support
system and each major application. The circular further specifies
the topics to include in the plans. Topic names will differ depending
on whether the plan is for a general support system or a major
application, but the subject matter will be similar. The required
topics are shown in table 4.
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Table 4. Security Controls to Include in System Security Plans

General support system Major application
rules of the system® application rules®
training specialized training
personnel controls personnel security
incident-response capability NA

continuity of support contingency planning
technical security technical controls
system interconnection information sharing
NA public access controls

Source: Appendix Il of OMB Circular A-130.

*These include rules delineating responsibilities and expected behaviors of staff.
Note: In this manual, access controls are addressed in section 3.2 and contingency planning in
section 3.5.

To help ensure that the system security plan is complete and
supported by the entity as a whole, senior management should
obtain agreement from all affected parties to establish policies for a
security program. Such agreements will also help ensure that
policies and procedures for security developed at lower levels
within the agency are consistent with overall organizational policies
and procedures. In accordance with Appendix III of OMB Circular
A-130, final responsibility for authorization of a system to process
information should be granted by a management official. Generally,
the manager whose program operations and assets are at risk is the
most appropriate management official. However, any disagreements
between program managers and security specialists as to the
adequacy of policies and controls should be resolved by senior
management.

Like the overall security policies and plans, the subordinate security
policies and plans should be maintained to reflect current
conditions. As described in SM-1.1, they should be periodically
reviewed and updated to reflect changes in risk and revisions should
be reviewed, approved, and communicated to employees. Outdated
policies and plans may be ineffective because they may not address
current risks.

SM-1.5. An inventory of systems is developed, documented, and kept up-to-date

To implement an effective security program, entities need to
maintain a complete, accurate, and up-to-date inventory of their
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systems. Without one, the entity cannot effectively manage IS
controls across the entity. For example, effective configuration
management requires the entity to know what systems they have
and whether the systems are configured as intended. Furthermore,
the inventory is necessary for effective monitoring, testing, and
evaluation of IS controls, and to support information technology
planning, budgeting, acquisition, and management.

FISMA requires that each agency develop, maintain, and annually
update an inventory of major information systems operated by the
agency or under its control. OMB Circular A-130 defines a major
information system as a system that requires special management
attention because of its importance to an agency mission; its high
development, operating, or maintenance costs; or its significant role
in the administration of agency programs, finances, property, or
other resources. The inventory must include identification of the
interfaces between the agency systems and all other systems or
networks, including interfaces not controlled by the agency. The
inventory is needed to effectively track the agency systems for
annual testing and evaluation and contingency planning.

Control Techniques and Suggested Audit Procedures for Critical Element SM-1

Table 5 presents control activities for critical element SM-1,
techniques that entities may use to perform the activity and
procedures for auditing the critical element and control activities.

SM-1 Related NIST SP 800-53 Controls

See the first control for each family (e.g., AC-1, AT-1)
PL-2 System Security Plan

PL-3 System Security Plan Update

PL-6 Security-Related Activity Planning

SA-2 Allocation of Resources
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Table 5. Control Techniques and Suggested Audit Procedures for Critical Element SM-1: Establish a security management

program

Control activities

Control techniques

Audit procedures

SM-1.1. The security
management program is
adequately documented,
approved, and up-to-date.

SM-1.1.1. An agency/entitywide security management
program has been developed, documented, and
implemented that
« covers all major facilities and operations,
« has been approved by senior management and key
affected parties, and
« covers the key elements of a security management
program:
» periodic risk assessments,
« adequate policies and procedures,
« appropriate subordinate information security
plans,
» security awareness training,
» management testing and evaluation,
« aremedial action process,
« security-incident procedures, and
« continuity of operations.

Review documentation supporting the
agency/entitywide security management
program and discuss with key information
security management and staff.

Determine whether the program

« adequately covers the key elements of a
security management program

» is adequately documented, and

« is properly approved.

Determine whether all key elements of the
program are implemented. Consider audit

evidence obtained during the course of the
audit.

SM-1.1.2. The agency/entitywide security management
program is updated to reflect current conditions.

Based on a review of security management
program documentation and interviews with
key information security management and
staff, determine whether the entity has
adequate policies and procedures to identify
significant changes in its IT environment that
would necessitate an update to the program,
and whether the program is periodically
updated to reflect any changes.

SM-1.2. A security management
structure has been established.

SM-1.2.1. Senior management establishes a security
management structure for entitywide, system, and
application levels that have adequate independence,
authority, expertise, and resources.

Review security policies and plans, the
entity’s organization chart, and budget
documentation. Interview security
management staff. Evaluate the security
structure: independence, authority, expertise,
and allocation of resources required to
adequately protect the information systems.

SM-1.2.2. An information systems security manager
has been appointed at an agency/entity level and at
appropriate subordinate (i.e., system and application)
levels and given appropriate authority.

Review pertinent organization charts and job
descriptions.

Interview the overall security manager and
subordinate security managers responsible
for specific systems and applications.

SM-1.3. Information security
responsibilities are clearly
assigned.

SM-1.3.1. The security program documentation clearly
identifies owners of computer-related resources and
those responsible for managing access to computer
resources. Security responsibilities and expected
behaviors are clearly defined at the entitywide, system,
and application levels for (1) information resource
owners and users, (2) information technology
management and staff, (3) senior management, and
(4) security administrators.

Review security program documentation
detailing security responsibilities and rules of
behavior for security officials, resource
owners, and users at the entitywide, system,
and application levels.
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Control activities

Control techniques

Audit procedures

SM-1.4. Subordinate security
plans are documented, approved,
and kept up-to-date.

SM-1.4.1. System and application security plans have
been documented and implemented that

e cover all major facilities and operations,

¢ have been approved by key affected parties,

e cover appropriate topics (for federal agencies, those
prescribed by OMB Circular A-130; see table 4).

Review agency/entity policies and
procedures for preparing security plans.

Review the system and application security
plans encompassing key areas of audit
interest and critical control points.

Determine whether the plans adequately
cover appropriate topics (for federal
agencies, refer to NIST SP 800-18 for
guidance on security plans) and are properly
approved.

When conducting the audit, determine
whether the plans have been implemented
and accurately reflect the conditions noted.

Determine whether security plans collectively
cover all major facilities and operations.

SM-1.4.2. The subordinate security plans are updated
annually or whenever there are significant changes to
the agency/entity policies, organization, IT systems,
facilities, applications, weaknesses identified, or other
conditions that may affect security.

Review relevant security plans and any
related documentation indicating whether
they have been reviewed and updated and
are current.

SM-1.5. An inventory of systems
is developed, documented, and
kept up-to-date.

SM-1.5.1. A complete, accurate, and up-to-date
inventory exists for all major systems that includes the
identification of all system interfaces.

Obtain the agency’s/entity’s systems
inventory.

Discuss with agency/entity management

(1) the methodology and criteria for including
or excluding systems from the inventory and
(2) procedures and controls for ensuring the
completeness, accuracy, and currency of the
inventory.

Determine whether systems tested during
the audit are included in the inventory.

Test the inventory for completeness,
accuracy, and currency. The objective of this
step in an IS controls audit being performed
as part of a financial audit or data reliability
assessment is generally limited to
understanding management’s process and
controls for ensuring the accuracy of the
inventory. Also, in the absence of effective
controls over the inventory, the auditor would
need to perform additional procedures to
reasonably assure that all systems relevant
to the audit have been identified.

Source: GAO.
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Critical Element SM-2. Periodically assess and validate risks

A comprehensive risk assessment should be the starting point for
developing or modifying an entity’s security policies and security
plans. Such assessments are important because they help make
certain that all threats and vulnerabilities are identified and
considered, that the greatest risks are addressed, and that
appropriate decisions are made regarding which risks to accept and
which to mitigate through security controls. Appropriate risk
assessment policies and procedures should be documented and
based on the security categorizations.

FISMA explicitly emphasizes a risk-based policy for cost-effective
security. In support of and reinforcing this legislation, OMB Circular
A-130, Appendix III, Security of Federal Automated Information
Resources, requires executive agencies within the federal
government to plan for security; ensure that appropriate officials are
assigned security responsibility; review the security controls in their
information systems; and authorize system processing prior to
operations and periodically thereafter.

Risk assessments should consider threats and vulnerabilities at the
entitywide level, system level, and application levels. For example,
at the entitywide level, risk assessments should consider personnel
policies and procedures, training, and security awareness activities.
At the system level, risks related to connectivity issues (for
example, Internet, dial-up, wireless) and access controls (for
example, both logical and physical) need to be assessed. At the
application level, risk assessments need to consider specific
business processes and highly-integrated enterprise resource
planning (ERP) applications (discussed in Chapter 4).

Risk assessments should consider risks to data confidentiality,
integrity, and availability, and the range of risks that an entity’s
systems and data may be subject to, including those posed by
authorized internal and external users, as well as unauthorized
outsiders who may try to break into the systems. For example, risk
assessments should take into account observed trends in the types
and frequency of hacker activity and threats. Such analyses should
also draw on reviews of system and network configurations, as well
as observations and testing of existing security controls.
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Our study of security programs at leading organizations found that
the following were key success factors for risk assessments.

Organizations had a defined process that allowed an entitywide
understanding of what a risk assessment was and avoided
individual units developing independent definitions.

Organizations required that risk assessments be performed and
designated a central security group to schedule and facilitate
them.

Risk assessments involved a mix of individuals who have
knowledge of business operations and technical aspects of the
organization’s systems and security controls.

The business managers were required to provide a final sign-off
indicating agreement with risk-reduction decisions and
acceptance of the residual risk.

Organizations required that final documentation be forwarded to
more senior officials and to internal auditors so that participants
could be held accountable for their decisions.

Leading organizations did not attempt to precisely quantify risk.
Although they would have liked to place a dollar value on risks
and precisely quantify the costs and benefits of controls, they felt
that spending time on such an exercise was not worth the
trouble. They believed that few reliable data were available on
either the actual frequency of security incidents or on the full
costs of controls and of damage due to a lack of controls.

Risk assessments are more likely to be effective when performed by
personnel with enough independence to be objective and with
enough expertise (training and experience) to be able to adequately
identify and assess technical and security risks.

Risk assessment and risk management are ongoing efforts. Although
a formal, comprehensive risk assessment is performed periodically,
such as part of a system security plan, risk should be considered
whenever there is a change in an entity’s operations or its use of
technology or in outside influences affecting its operations. Changes
to systems, facilities, or other conditions and identified security
vulnerabilities should be analyzed to determine their impact on risk,
and the risk assessment should be performed or revised as
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necessary. The risk assessment and validation and related
management approvals should be documented and maintained on
file. Such documentation should include risk assessments, security
test and evaluation results, security plans, and appropriate
management approvals. Further, according to NIST SP 800-37,
systems should be certified and accredited before being placed in
operation and when major system changes occur.

The NIST SP 800-30 risk management guide discusses the
development of an effective risk management program and contains
both the definitions and the practical steps necessary for assessing
and mitigating risks within IT systems, including related testing.
According to this guide, the principal goal of an entity’s risk
management process should be to protect the entity and its ability to
perform its mission, not only its information technology assets.

According to FISMA, federal agencies must periodically assess the
risk and magnitude of the harm that could result from the
unauthorized access, use, disclosure, disruption, modification, or
destruction of information and information systems that support
their operations and assets. Policies and procedures are based on
risk, and the rigor of management testing and evaluation of
information security should also be based on risk. Also, OMB
Circular A-123 states that management is responsible for developing
and maintaining internal control activities that comply with certain
standards, including risk assessment. The Circular further states
that, under risk assessment, management should identify internal
and external risks that may prevent the organization from meeting
its objectives. Identified risks should then be analyzed for their
potential effect or impact on the agency.

Further, Appendix III of OMB Circular A-130 requires that agencies
consider risk when determining the need for and selecting
computer-related control techniques. However, the Circular no
longer requires formal periodic risk analyses that attempt to
quantify in dollars an annual loss exposure resulting from
unfavorable events.

Pursuant to FISMA, NIST developed standards for security
categorization of federal information and information systems
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according to a range of potential impacts (FIPS Pub 199). Table 6
summarizes these NIST standards using potential impact definitions
for each security objective (confidentiality, integrity, and
availability). Federal agencies should categorize/classify their non-
national security systems according to these impact levels. The
security categories are based on the potential impact on an entity
should certain events occur that jeopardize the information and
information systems needed by the entity to accomplish its assigned
mission, protect its assets, fulfill its legal responsibilities, maintain
its day-to-day functions, and protect individuals. NIST also issued a
guide for mapping types of information and information systems to
security categories (NIST SP 800-60). Security categories are to be
used in conjunction with vulnerability and threat information in
assessing the risk to an agency.

________________________________________________________________________________________________________________________________|
Table 6. NIST Impact Definitions for Security Objectives

Potential impact

Security objective Low Moderate High
Confidentiality The unauthorized The The
Preserving authorized restrictions on information access and disclosure, including  disclosure of unauthorized unauthorized
means for protecting personal privacy and proprietary information. information could  disclosure of  disclosure of
{44 U.S.C., Sec 3542} be expected to information information
have a limited could be could be
adverse effect on expectedto  expected to
organizational have a have a
operations, serious severe or
organizational adverse catastrophic
assets, or effect on adverse
individuals. organizational effect on

operations, organizational
organizational operations,

assets, or organizational
individuals. assets, or
individuals.
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Potential impact

Security objective Low Moderate High
Integrity The unauthorized The The
Guarding against improper information modification or destruction, and includes modification or  unauthorized unauthorized
ensuring information non-repudiation and authenticity. destruction of modification ~ modification

{44 U.S.C., Sec 3542}

information could

be expected to

or destruction
of information

or destruction
of information

have a limited could be could be
adverse effect on expectedto  expected to
organizational have a have a
operations, serious severe or
organizational adverse catastrophic
assets, or effect on adverse
individuals. organizational effect on
operations, organizational
organizational operations,
assets, or organizational
individuals. assets, or
individuals.
Availability The disruption of The The

Ensuring timely and reliable access to and use of information.
{44 U.S.C. 3542}

access to or use
of information or

an information

system could be
expected to have

alimited

adverse effect on

organizational
operations,
organizational
assets, or
individuals.

disruption of
access to or
use of
information or
an
information
system could
be expected
to have a
serious
adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

disruption of
access or use
of information
or an
information
system could
be expected
to have a
severe or
catastrophic
adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

Source: National Institute of Standards and Technology (NIST), FIPS Publication 199, page 6.

One area that merits additional emphasis is the appropriate
consideration of risks associated with sensitive privacy information.
In addition to an appropriate consideration of related risk, specific

controls are discussed at SM-5 and AC-4.2.

In addition to FISMA, federal agencies are subject to privacy laws

aimed at preventing the misuse of personally identifiable
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information.” The Privacy Act of 1974 and the privacy provisions of
the E-Government Act of 2002 contain the major requirements for
the protection of personal privacy by federal agencies. The Privacy
Act places limitations on agencies’ collection, disclosure, and use of
personal information maintained in systems of records™ and
requires that when agencies establish or make changes to a system
of records; they must notify the public by a “system-of-records
notice.”” The E-Government Act of 2002 strives to enhance
protection for personal information in government information
systems or information collections by requiring that agencies
conduct privacy impact assessments. These privacy impact
assessments include an analysis of how personal information is
collected, stored, shared, and managed in a federal system.
According to OMB guidance, these privacy impact assessments
must analyze and describe how the information will be secured
including administrative and technological controls and should be
current.” OMB Memorandum M-03-22% directs agencies to conduct
reviews of how information about individuals is handled within their
agency when they use information technology to collect new

58Personally identifiable information refers to any information about an individual
maintained by an agency, including any information that can be used to distinguish or trace
an individual’s identity, such as their name, social security number, date and place of birth,
or biometric records, and any other information which is linked or linkable to an
individual.

*The act describes a “record” as any item, collection, or grouping of information about an
individual that is maintained by an agency and contains his or her name or another
personal identifier. It also identifies “system of records” as a group of records under the
control of any agency retrieved by the name of the individual or by an individual identifier.

A system of records notice is a notice in the Federal Register identifying, among other
things, the type of data collected, the types of individuals about whom information is
collected, the intended “routine” uses of data, and procedures that individuals can use to
review and correct personal information.

1See OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy
Provisions of the E-Government Act of 2002. Also, according to FY 2006 Reporting
Instructions for the Federal Information Security Management Act and Agency Privacy
Management, OMB Memorandum M-06-20, July 17, 2006, a privacy impact assessment or a
system of records notice is current if that document satisfies the applicable requirements
and subsequent substantial changes have not been made to the system.

20MB, Guidance for implementing the Privacy Provisions of the E-Government Act of
2002, M-03-22 (Washington, DC.: September 26, 2003).
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information, or when agencies develop or buy new IT systems to
handle collection of personally identifiable information.

As discussed in NIST SP 800-60%, in establishing confidentiality
impact levels for each information type, responsible parties must
consider the consequences of unauthorized disclosure of privacy
information (with respect to violations of Federal policy and/or
law). The impact of privacy violations will depend in part on the
penalties associated with violation of the relevant statutes and
policies. Further, it says that, in most cases, the impact on
confidentiality for privacy information will be in the moderate
range.

SM-2 Related NIST SP 800-53 Controls
CA-4 Security Certification

CA-6 Security Accreditation

RA-2 Security Categorization

RA-3 Risk Assessment

RA-4 Risk Assessment Update

Control Techniques and Suggested Audit Procedures for Critical Element SM-2

Table 7 Control Techniques and Suggested Audit Procedures for Critical Element SM-2: Periodically assess and validate
risks

Control activities Control techniques Audit procedures
SM-2.1. Risk assessments and  SM-2.1.1. Appropriate risk assessment policies and Review risk assessment policies,
supporting activities are procedures are documented and based on security procedures, and guidance.
systematically conducted. categorizations.
SM-2.1.2. Information systems are categorized based Determine if security risk categorizations
on the potential impact that the loss of confidentiality, are documented, reasonable, and, for
integrity, or availability would have on operations, federal entities, if they comply with NIST
assets, or individuals. FIPS Pub 199 and SP 800-60.

SNIST Special Publication (SP) 800-60, Volume I: Guide for Mapping Types of
Information and Information Systems to Security Categories — Revision 1 (August 2008).
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Control activities

Control techniques

Audit procedures

SM-2.1.3. Risks are reassessed for the entitywide,
system, and application levels on a periodic basis or
whenever systems, applications, facilities, or other
conditions change.

Obtain the most recent risk assessments
encompassing key areas of audit interest
and critical control points. Determine if the
risk assessments are up-to-date,
appropriately documented, approved by
management, and supported by sufficient
testing (e.g., determine whether system
vulnerabilities were identified using such
techniques as automated scanning tools,
security test evaluations or penetration
tests). See NIST SP 800-30 for details.
The objective of this step in an IS controls
audit being performed as part of a
financial audit or data reliability
assessment is generally limited to
understanding management’s risk
assessment process (including related
controls), reading the risk assessments for
the key systems relevant to the audit
objectives, and determining whether risks
identified by the IS controls audit are
properly considered in the risk
assessments.

SM-2.1.4. Risk assessments and validations, and
related management approvals are documented and
maintained on file. Such documentation includes
security plans, risk assessments, security test and
evaluation results, and appropriate management
approvals.

For a selection of risk assessments
assess the completeness and adequacy
of the required documentation.

SM-2.1.5. Changes to systems, facilities, or other
conditions and identified security vulnerabilities are
analyzed to determine their impact on risk and the risk
assessment is performed or revised as necessary based
on OMB criteria.

Review criteria used for revising risk
assessments. For recent changes that
meet the criteria, determine if the risk
assessment was redone or updated.

SM-2.1.6. Federal systems are certified and accredited
before being placed in operation and at least every 3
years, or more frequently if major system changes
occur.

For federal systems that are significant to
the audit objectives, review certification
and accreditation documentation and
determine compliance with NIST SP 800-
37. The objective of this step in an IS
controls audit being performed as part of a
financial audit or data reliability
assessment is generally limited to
understanding the certification and
accreditation process (including related
controls), reading the certifications and
accreditations for the key systems
relevant to the audit objectives, and
determining whether the certification and
accreditation documentation for the
systems tested is consistent with the
testing results.

Source: GAO.
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Critical Element SM-3. Document and implement security control policies and

procedures

Security control policies and procedures should be documented and
approved by management. They should also appropriately consider
risk, address general and application controls, and ensure that users
can be held accountable for their actions. Control policies and
procedures may be written to be more general at the entitywide
level and more specific at the systems (for example, specific
configurations) and application levels (for example, user access
rules for specific applications). For example, access control policies
may be implemented at the entitywide level through communication
of formal written guidance; at the system level through system-level
security software, firewall rules, and access control lists; and at the
application level through very specific controls built into the
application. Also, a formal sanctions process should be established
for personnel who fail to comply with established IS control policies
and procedures.

According to FISMA, each federal agency information security
program must include policies and procedures that are based on
risk assessments that cost-effectively reduce information security
risks to an acceptable level, and ensure that information security is
addressed throughout the life cycle of each agency information
system. NIST provides guidance pertaining to computer security
policy and procedures, described here.

Security policy is senior management’s directives to create a
computer security program, establish its goals, and assign
responsibilities. The term is also used to refer to the specific
security rules for particular systems. Because policy is written at a
broad level, agencies also develop standards, guidelines, and
procedures that offer users, managers, and others a clear approach
to implementing policy and meeting organizational goals. Standards
and guidelines specify technologies and methodologies to be used to
secure systems. Standards, guidelines, and procedures may be
promulgated throughout an entity via handbooks, regulations, or
manuals.
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Procedures are detailed steps to be followed to accomplish
particular security-related tasks (for example, preparing new user
accounts and assigning the appropriate privileges). Procedures
provide more detail in how to implement the security policies,
standards, and guidelines. Manuals, regulations, handbooks, or
similar documents may mix policy, guidelines, standards, and
procedures, since they are closely linked. In order for manuals and
regulations to serve as important tools, they should clearly
distinguish between policy and its implementation. This can help in
promoting flexibility and cost-effectiveness by offering alternative
approaches to implementing policies.

SM-3 Related NIST SP 800-53 Controls
See the first control for each family (e.g., AC-1, AT-1)

Control Techniques and Suggested Audit Procedures for Critical Element SM-3

|
Table 8. Control Techniques and Suggested Audit Procedures for Critical Element SM-3: Document and implement security
control policies and procedures

Control activities Control techniques Audit procedures
SM-3.1 Security control policies and SM-3.1.1. Security control policies and Review security policies and procedures
procedures are documented, approved by  procedures at all levels and compare their content to NIST
management and implemented. « are documented, guidance (e.g., SP 800-30, SP 800-37, SP
° appropriate|y consider risk’ 800'100) and Ot.her applicable criteria
. address purpose, scope, roles, (e.g., configuration standards).

responsibilities, and compliance,
« ensure that users can be held accountable
for their actions,

» appropriately consider general and
application controls,

« are approved by management, and
« are periodically reviewed and updated.

Source: GAO.

Critical Element SM-4. Implement effective security awareness and other security-
related personnel policies

Effective security-related personnel policies are critical to effective
security. Ineffective personnel policies can result in employees or
contractors inadvertently or intentionally compromising security.
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For example, security may be compromised due to an inadequate
awareness or understanding, inadequate security training, or
inadequate screening of employees.

An ongoing security awareness program should be implemented
that includes first-time training for all new employees, contractors,
and users; periodic refresher training for all employees, contractors
and users; and distribution of security policies detailing rules and
expected behaviors to all affected personnel. Relevant security
awareness requirements and guidance are contained in FISMA, OMB
Circular A-130, and NIST SP 800-50, Building an Information
Technology Security Awareness and Training Program. In
addition, employees with significant security responsibilities should
receive specialized training, as described in NIST SP 800-16,
“Information Technology Security Training Requirements: A Role-
and Performance-Based Model” (April 1998). Also, see 5 CFR
930.301.

According to FISMA, an agencywide information security program
for a federal agency must include security awareness training for
not only agency personnel but also contractors and other users of
information systems that support the agency’s operations and
assets. This training must cover (1) information security risks
associated with users’ activities and (2) users’ responsibilities in
complying with agency policies and procedures designed to reduce
these risks. FISMA also includes requirements for training of
personnel with significant responsibilities for information security.
Further, OMB requires personnel to be trained before they are
granted access to systems or applications. The training is to make
sure that personnel are aware of the system or application’s rules,
their responsibilities, and their expected behavior.

Other security-related personnel policies are also relevant to
effective security. Policies related to personnel actions, such as
hiring, termination, and employee expertise, are important
considerations in securing information systems. If personnel
policies are not adequate, an entity runs the risk of (1) hiring
unqualified or untrustworthy individuals; (2) providing terminated
employees opportunities to sabotage or otherwise impair entity
operations or assets; (3) failing to detect continuing unauthorized
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employee actions; (4) lowering employee morale, which may in turn
diminish employee compliance with controls; and (5) allowing staff
expertise to decline.

As mentioned, FISMA requires agencies to implement agencywide
security programs that include effective policies and procedures to
ensure cost-effective risk reduction and ensure compliance with
FISMA and applicable OMB (e.g., OMB Circular A-130) and NIST
(e.g., SP 800-30) guidance. This guidance specifically addresses
security-related personnel policies and procedures. For example,
NIST SP 800-53 addresses personnel security and controls related to
personnel screening, termination and transfer, and third-party
security.

SM-4.1 Ensure that resource owners, system administrators, and users are aware of security policies

For a security program to be effective, those expected to comply
with it must be aware of it. Typical means for establishing and
maintaining security awareness include

¢ informing users of the importance of the information they handle
and the legal and business reasons for maintaining its integrity
and confidentiality;

¢ distributing documentation describing security policies,
procedures, and users’ responsibilities, including their expected
behavior;

e requiring users to periodically sign a statement acknowledging
their awareness and acceptance of responsibility for security
(including the consequences of security violations) and their
responsibilities for following all organizational policies (including
maintaining confidentiality of passwords and physical security
over their assigned areas); and

e requiring comprehensive security orientation, training, and
periodic refresher programs to communicate security guidelines
to both new and existing employees and contractors.

Leading organizations studied considered promoting awareness to
be one of the most important factors in the risk management
process. Awareness was considered to be especially important in
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reducing the risks of “social engineering,” where users are talked
into revealing passwords or other sensitive information to potential
thieves. Educating users about such risks makes them think twice
before revealing sensitive data and makes them more likely to
notice and report suspicious activity.

Employee awareness is also critical in combating security threats
posed by spam, spyware, and phishing. Spam (unsolicited
commercial e-mail) consumes significant resources and is used as a
delivery mechanism for other types of cyberattacks; spyware
(software that monitors user activity without user knowledge or
consent) can capture and release sensitive data, make unauthorized
changes, and decrease system performance; and phishing
(fraudulent messages to obtain personal or sensitive data) can lead
to identity theft, loss of sensitive information, and reduced trust and
use of electronic government services. The blending of these threats
creates additional risks that cannot be easily mitigated with
currently available tools.

SM-4.2. Hiring, transfer, termination, and performance policies address security

The security policies and procedures (including relevant personnel
and human resources policies and procedures) that should generally
be in place include the following:

o Hiring procedures include contacting references, performing
background investigations, and ensuring that periodic
investigations are performed as required by law and
implementing regulations, consistent with the sensitivity of the
position, per criteria from the Office of Personnel Management.

¢ Individuals are screened before they are authorized to have
access to organizational information and information systems.

¢ For employees and contractors assigned to work with
confidential information, confidentiality, nondisclosure, or
security access agreements specify precautions required and
unauthorized disclosure acts, contractual rights, and obligations
during employment and after termination.

¢ Periodic job rotations and vacations are used, if appropriate, and
work is temporarily reassigned during vacations.
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A formal sanctions process enforces (including performance
ratings for individual employees) compliance with security
policies and procedures.

Compensation and recognition are appropriate to promote high
morale.

Where appropriate, termination and transfer procedures include
e exit interview procedures;

e return of property, such as keys, identification cards, badges,
and passes;

¢ notification to security management of terminations, and
prompt termination of access to the entity’s resources and
facilities (including passwords);

o the immediate escorting of terminated employees—especially
those who have access to sensitive resources—out of the
entity’s facilities; and

¢ identification of the period during which nondisclosure
requirements remain in effect.

SM-4.3. Employees have adequate training and expertise

Management should ensure that employees—including data owners,
system users, data processing personnel, and security management
personnel—have the expertise to carry out their information
security responsibilities. To accomplish this, a security training
program should be developed that includes

job descriptions that include the education, experience, and
expertise required;

periodically reassessing the adequacy of employees’ skills;

annual training requirements and professional development
programs to help make certain that employees’ skills, especially
technical skills, are adequate and current; and

monitoring employee training and professional development
accomplishments.
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SM-4 Related NIST SP 800-53 Controls

AT-2 Security Awareness
AT-3 Security Training

AT-4 Security Training Records
PL-4 Rulesof Behavior

PS-2 Position Categorization
PS-3 Personnel Screening
PS-4 Personnel Termination
PS-5 Personnel Transfer
PS6 Access Agreements

PS-8 Personnel Sanctions

PS-1 Personnel Security Policy and Procedures

PS-7 Third-Party Personnel Security

Control Techniques and Suggested Audit Procedures for Critical Element SM-4

|
Table 9. Control Techniques and Suggested Audit Procedures for Critical Element SM-4: Implement effective security

awareness and other security-related personnel policies

Control activities Control techniques Audit procedures

SM-4.1. Owners, system SM-4.1.1. An ongoing security awareness program has Review documentation supporting or
administrators, and users are been implemented that includes security briefings and evaluating the awareness program.
aware of security policies. training that is monitored for all employees with system

access and security responsibilities. Coordinate with the
assessment of the training program in SM-4.3.

Observe a security briefing.

Interview data owners, system
administrators, and system users.

Determine what training they have received
and if they are aware of their security-
related responsibilities.

Determine whether adequate procedures
are implemented to monitor that all
employees and contractors are receiving
security awareness training.
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Control activities

Control techniques

Audit procedures

SM-4.1.2. Security policies are distributed to all affected
personnel, including system and application rules and

expected user behaviors.

Review memos, electronic mail files, or
other policy distribution mechanisms.

Review personnel files to test whether
security awareness statements are current.

If appropriate, call selected users, identify
yourself as security or network staff, and
attempt to talk them into revealing their
password. (See Section 2.2.2
“Appropriateness of Control Testing” for
discussion of performance issues relating
to this type of testing).

SM-4.2. Hiring, transfer,
termination, and performance
policies address security.

SM-4.2.1. For prospective employees, references are
contacted and background checks performed. Individuals
are screened before they are given authorization to
access organizational information and information

systems.

Review hiring policies.

For a selection of recent hires, inspect
personnel records and determine whether
references have been contacted and
background checks have been performed.

SM-4.2.2. Periodic reinvestigations are performed as
required by law, and implementing regulations [at least
once every 5 years], consistent with the sensitivity of the
position. For federal entities, criteria can be obtained from

the Office of Personnel Management (OPM).

Review applicable laws, regulations and
reinvestigation policies (e.g. 5 CFR
731.106(a); OPM/Agency policy,
regulations and guidance; FIPS 201 & NIST
SP 800-73, 800-76, 800-78; and, any
criteria established for the risk designation
of the assigned position.)

For a selection of sensitive positions,
inspect personnel records and determine
whether background reinvestigations have
been performed as required.

SM-4.2.3. Nondisclosure or security access agreements
are required for employees and contractors assigned to

work with sensitive information.

Review policies on confidentiality or
security agreements.

For a selection of such users, determine
whether confidentiality or security
agreements are on file.

SM-4.2.4. When appropriate, regularly scheduled
vacations exceeding several days are required, and the

individual's work is temporarily reassigned.

Review vacation policies.

Inspect personnel records to identify
individuals who have not taken vacation or
sick leave in the past year.

Determine who performed employee’s work
during vacations.

SM-4.2.5. A formal sanctions process is employed for
personnel failing to comply with security policy and

procedures.

Review the sanctions process. Determine
how compliance with security policies is
monitored and how sanctions were
administered.
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Control activities

Control techniques

Audit procedures

SM-4.2.6. Where appropriate, termination and transfer

procedures include

e exit interview procedures;

e return of property, keys, identification cards, passes,
etc.;

e notification to security management of terminations and
prompt revocation of IDs and passwords;

e immediate escort of terminated employees out of the
entity’s facilities; and

e identification of the period during which nondisclosure
requirements remain in effect.

Review pertinent policies and procedures.

For a selection of terminated or transferred
employees, examine documentation
showing compliance with policies.

Compare a system-generated list of users
to a list of active employees obtained from
personnel to determine whether IDs and
passwords for terminated employees still
exist.

SM-4.3. Employees have
adequate training and expertise.

SM-4.3.1. Skill needs are accurately identified and
included in job descriptions, and employees meet these
requirements.

Review job descriptions for security
management personnel and for a selection
of other system users.

For a selection of employees, compare
personnel records on education and
experience with job descriptions.

SM-4.3.2. Employee training and professional
development are documented and monitored.

Review training records and related
documentation showing whether such
records are monitored and whether
employees are receiving the appropriate
training.

Source: GAO.

Critical Element SM-5. Monitor the effectiveness of the security program

An important element of risk management is ensuring that policies
and controls intended to reduce risk are effective on an ongoing
basis. Effective monitoring involves the entity performing tests of IS
controls to evaluate or determine whether they are appropriately
designed and operating effectively to achieve the entity’s control
objectives. Senior management’s awareness, support, and
involvement are essential in establishing the control environment
needed to promote compliance with the agency’s/entity’s
information security program. However, because security is not an
end in itself, senior managers should balance the emphasis on
security with the larger objective of achieving the agency’s/entity’s

mission. To do this effectively, top management should understand
the agency’s/entity’s security risks and actively support and monitor
the effectiveness of its security policies. If senior management does
not monitor the security program, it is unlikely that others in the
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organization will be committed to properly implementing it.
Monitoring is one of GAO'’s five internal control standards.*

Over time, policies and procedures may become inadequate because
of changes in threats, changes in operations or deterioration in the
degree of compliance. Periodic assessments are an important means
of identifying areas of noncompliance, reminding employees of their
responsibilities, and demonstrating management’s commitment to
the security plan. Such assessments can be performed by entity staff
or by external reviewers engaged by management. Independent
audits performed or arranged by GAO and by agency inspectors
general, while an important check on management performance,
should not be viewed as substitutes for management evaluations of
the adequacy of the entity’s security program.

FISMA requires federal agencies to perform periodic testing and
evaluation of the effectiveness of information security policies,
procedures, and practices. First, agencies must provide
management testing of every system every year, but the level of
rigor may vary depending on the risk. However, OMB in past
FISMA reporting guidance (M-03-19) has noted that annual FISMA
testing does not alter OMB’s policy requiring system reauthorization
(certification and accreditation) at least every 3 years or when
significant changes are made.”

Second, FISMA requires annual independent evaluations of agency
information security programs and practices to determine their
effectiveness. Independent evaluations of non-national-security
systems are to be performed by the agency’s Inspector General, or
by an independent external auditor chosen by the IG, if any, or by
the head of the agency, if there is no agency 1G. Evaluations related
to national security systems are to be performed only by an entity
designated by the agency head. These independent evaluations must
test the effectiveness of control techniques for a representative

#Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1;

November 1999).

%OMB’s Circular A-130 requires that agencies review security controls and re-authorize
system usage (i.e., certification and accreditation) at least every three years or more
frequently if changes occur.
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subset of systems. The head of each agency must report the
evaluation results to OMB, which summarizes the results in a report
to the Congress. GAO must also provide Congress with its
independent assessment of agency information security policies and
practices, including compliance with the annual evaluation and
reporting requirements.

As part of its monitoring function, management should have policies
and procedures for periodically assessing the appropriateness of
security policies and the agency’s compliance with them. At a
minimum, such policies and procedures should address the
following areas:

¢ Frequency of periodic testing. The frequency, nature, and extent
of management’s assessment should appropriately consider
information security risks. Consequently, certain higher-risk
systems may be tested more frequently or more extensively than
lower-risk systems. FISMA requires periodic testing to be
performed with a frequency depending on risk, but no less than
annually.

e Depth and breadth of testing. The depth and breadth of testing
should be based on a consideration of potential risk and
magnitude of harm, the relative comprehensiveness of prior
reviews, the nature and extent of tests performed as part of
periodic risk and vulnerability assessments, and the adequacy
and successful implementation of remediation plans.

e Common controls. To facilitate efficient periodic testing, entities
should identify common IS controls that can be tested and the
results used for multiple systems.

¢ Roles and responsibilities of personnel involved in testing.
Personnel assigned to perform and supervise periodic testing
should possess appropriate technical skills and have appropriate
organizational placement to reasonably assure that tests are
properly performed and results properly reported to entity
management. In addition, personnel should not perform tests of
controls for which they are responsible for implementation or
operation.
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e Documentation. Tests performed and the results and related
analysis of such tests should be documented to the extent
necessary to support effective supervisory review and
independent evaluation.

An integrated testing plan or strategy helps to facilitate effective and
efficient periodic testing. Without such an integrated plan or
strategy, the nature and extent of periodic testing may be inadequate
or testing may be inefficient.

Such tests may include tests performed as part of periodic risk and
vulnerability assessments, continuous monitoring through scanning
or agent-based software tools, or specifically designed tests.
Management should periodically perform vulnerability assessments
to help ensure that entity information resources are adequately
protected. Vulnerability assessments involve analyzing a network to
identify potential vulnerabilities that would allow unauthorized
access to network resources, simulating what might be performed
by someone trying to obtain unauthorized access. Vulnerability
assessments typically consider both unauthorized access by
outsiders as well as insiders. Vulnerability assessments typically
include the use of various tools discussed in Table 10 below, such as
scanning tools, password crackers, and war dialing and war driving
tools. Also, vulnerability assessments may include penetration
testing. Vulnerability assessments should be performed in addition
to testing individual access controls and other control categories.

Since the methods used for unauthorized access vary greatly and are
becoming more sophisticated, the vulnerability assessment
techniques defined here are general in nature and should be
supplemented with techniques and tools specific to the specific
environment.

The effectiveness of management’s security testing, including
vulnerability assessments, may affect the auditor’s judgments about
IS risk and consequently, the nature, timing, and extent of audit
testing. Factors to consider in assessing the effectiveness of
management’s testing include:
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o the nature of management’s testing (the types of testing
management applied, the strength of the evidence obtained, the
experience, capabilities, and objectivity of the persons
performing the testing, and the quality of documentation of
testing),

¢ the timing of management’s testing (the recentness of testing),
and

¢ extent of management’s testing (the completeness of testing)

The auditor should review management vulnerability assessments
and may independently perform their own vulnerability assessments
to determine whether management vulnerability assessments are
effective.

The type of vulnerability assessments that are conducted by the
auditor affect the scope of the evaluation, methodology used, and
the level of assurance achieved. It is important that the methods
chosen by the auditor provide the least amount of disruption to the
entity based on a cost/risk analysis. Auditors may need to conduct
these types of audits without tools,” because some audited entities
will not want to accept the risk of an auditor running tools in a “live’
environment. There generally should be an agreement between the
auditor and the audited entity on the type of testing to be conducted
(intrusive or nonintrusive). Section 2.1.9.F “Communication with
Entity Management and Those Charged with Governance” provides
further guidance on communicating the nature and extent of
planned testing with the entity.

U

Due to the highly technical nature of such testing by the auditor, it
should be performed by persons possessing the necessary technical
skills (e.g., an IT specialist). See Appendix V for additional
information on the Knowledge, Skills, and Abilities needed to
perform IS control audits. Also, section 2.5.2 “Automated Audit

56 Assessments performed relying on reviews of system documentation such as hardware
and software security settings and use of software features that are inherent to the
application under review.
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Tools” provides further guidance on the auditor’s use of testing
tools. Audit testing is discussed further in connection with AC-.1.1.

There are several different types of security testing. Some testing
techniques are predominantly manual, requiring an individual to
initiate and conduct the test. Other tests are highly automated and
require less human involvement. Testing may also be conducted
from external connections (for example, from the Internet, dial-up,
wireless), from wide area network connections, or from internal
connections. Regardless of the type of testing, staff that set up and
conduct security testing should have significant security and
networking knowledge, including significant expertise in the
following areas: network security, firewalls, intrusion detection
systems, operating systems, programming and networking protocols
(such as Transmission Control Protocol/Internet Protocol (TCP/IP)
—which is a low-level communication protocol that allows
computers to send and receive data).

Table 10 summarizes types of security testing.

_____________________________________________________________________________________________________________________________|
Table 10. Types of Security Testing

Test type What it does
Network scanning « Enumerates the network structure and determines the set of
active hosts and associated software
« Identifies unauthorized hosts connected to a network
« ldentifies open ports
« Identifies unauthorized services
General vulnerability « Enumerates the network structure and determines the set of
scanning active hosts and associated software
« Identifies a target set of computers to focus vulnerability
analysis
« Identifies potential vulnerabilities on the target set
» Verifies that software (e.g., operating systems and major
applications) is up-to-date with security patches and software
versions
Penetration testing « Determines how vulnerable an organization’s network is to
penetration and the level of damage that can be incurred
» Tests IT staff's response to perceived security incidents and
their knowledge of and implementation of the organization’s
security policy and system’s security requirements
« Verifies potential impact of multiple security weaknesses
Verifies that the policy is effective in producing passwords that
are more or less difficult to break
» Verifies that users select passwords that are compliant with the
organization’s security policy

Password cracking

Page 187 3.1. Security Management (SM)



Test type What it does

Log reviews « Verifies that the system is operating according to policy

Integrity checkers » Detects unauthorized file modifications

Virus detectors » Detects and deletes viruses before successful installation on the
system

War dialing « Detects unauthorized modems and prevents unauthorized
access to a protected network

War driving » Detects unauthorized wireless access points and prevents

unauthorized access to a protected network

Specialty scanning  « Detects security risks related to specific IS control areas (e.g.,
tools weaknesses in web pages, application code, and databases,
network sniffers®)

Source: Guideline on Network Security Testing (NIST SP 800-42, October 2003).

Often, several of these testing techniques are used together for a
more comprehensive assessment of the overall network security
posture. For example, penetration testing usually includes network
scanning and vulnerability scanning to identify vulnerable hosts and
services that may be targeted for later penetration. Some
vulnerability scanners incorporate password cracking. None of
these tests by themselves will provide a complete picture of the
network or its security posture. NIST SP 800-42 describes these
testing types in detail and summarizes the strengths and weaknesses
of each test. In addition, NIST SP 800-115 provides guidance on the
basic technical aspects of conducting information security
assessments.

However, since penetration testing requires extensive planning and
experienced staff to conduct, the auditor typically considers several
factors before deciding to perform this testing. For example,
penetration testing may be a desirable testing option when
significant changes have been made to the entity’s network (e.g.,
upgrades to server, routers, switches, network software), there are
no recent penetration tests performed, or results of recent
penetration testing identified significant security weaknesses that
management represented were substantially corrected. Conversely,
if recent independent penetration testing disclosed few security
weaknesses and the scope and level of testing is determined by the

"Network “sniffers” (software that can intercept and log traffic passing over a network)
can identify the transmission of passwords or sensitive information in clear text.
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auditor to be sufficient, then the use of other types of testing may be
more appropriate.

Other tools that may be used include specialty scanning tools (for
example, application code, Web, database, SNMP*), host data
extraction tools, packet analyzers or sniffers (for example,
ethereal), and patch assessment tools. Separate patch assessment
tools are more reliable than vulnerability scanners for this purpose.
Also, the auditor is more likely to check for the presence of integrity
checkers and virus detectors than to use them in an audit. After
running any tests, certain procedures should be followed, including
documenting the test results, informing system owners of the
results, and ensuring that vulnerabilities are patched or mitigated.

When implementing system security plans for federal systems, as
required by FISMA and OMB Circular A-130, management should
monitor their implementation and adjust the plans in accordance
with changing risk factors. Management should

¢ develop and document appropriate testing policies and
procedures (all levels),

¢ test and document security controls related to each major system
at least annually (system level),

¢ ensure that the frequency and scope of testing is commensurate
with risk (all levels), and

 employ automated mechanisms to verify the correct operation of
security functions when anomalies are discovered (system and
application level).

In addition to the FISMA provisions in the E-Government Act of
2002, section 208 requires that agencies conduct privacy impact
assessments. A privacy impact assessment is an analysis of how
information is handled (1) to ensure handling conforms to
applicable legal, regulatory, and policy requirements regarding
privacy; (2) to determine the risks and effects of collecting,

SSNMP (Simple Network Management Protocol) provides remote administration of
network devices.
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maintaining, and disseminating information in identifiable form in
an electronic information system; and (3) to examine and evaluate
protections and alternative processes for handling information to
mitigate potential privacy risks (OMB Memorandum M-03-22). OMB
combined the FISMA and privacy annual reporting beginning in
fiscal year 2005 (OMB Memorandum M-05-15).

Further, OMB has developed performance measures for federal
agency reporting and requires that agencies provide quarterly
performance metric updates. For example, one such measure
requests the number of systems for which security controls have
been tested and evaluated in the past year. NIST SP 800-55 provides
additional guidance on performance measures and compliance
metrics to monitor the security process and periodically report on
the state of compliance.

In addition, NIST SP 800-100 provides information on how entities
can develop information security metrics that measure the
effectiveness of their security program, and provide data to be
analyzed and used by program managers and system owners to
isolate problems, justify investment requests, and target funds
specifically to the areas in need of improvement. It describes metric
types and discusses development and implementation approaches.

As mentioned, OMB Circular A-130 requires that federal agencies
review and test the security of their general support systems and
major applications at least once every 3 years—sooner if significant
modifications have occurred or where the risk and magnitude of
harm are high. Although not required, it would be appropriate for an
agency to describe its evaluation program, including the expected
type of testing and frequency of evaluations, in its security plan.
(Security plans are discussed in critical element SM-1.)

OMB also requires that a management official authorize in writing
the use of each general support system and major application. NIST
SP 800-37 refers to this authorization as accreditation. OMB Circular
A-130 allows self-reviews of controls for general support systems,
but requires an independent review or audit of major applications.
The authorizations or accreditations are to be provided by the
program or functional managers whose missions are supported by
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the automated systems; these represent the managers’ explicit
acceptance of risk based on the results of any security reviews,
including those performed as part of financial statement audits and
during related risk assessments. Additional guidance on accrediting
federal automated systems can be found in NIST SP 800-37, Guide
Jfor the Security Certification and Accreditation of Federal
Information Systems.

In addition, FMFIA and OMB Circular A-123% require agencies to
annually assess their internal controls, including computer-related
controls, and report any identified material weaknesses to the
President and the Congress. The quality of the FMFIA process is a
good indicator of management’s (1) philosophy and operating style,
(2) methods of assigning authority and responsibility, and

(3) control methods for monitoring and follow-up. Weaknesses
identified during security reviews conducted under OMB Circular A-
130 are to be considered for reporting under FMFIA and OMB
Circular A-123, particularly if the weakness involves no assignment
of security responsibility, an inadequate security plan, or missing
management authorization.

SM-5 Related NIST SP 800-563 Controls
CA-2 Security Assessments

CA-7 Continuous Monitoring

PL-5 Privacy Impact Assessment
RA-5 Vulnerability Scanning

Control Techniques and Suggested Audit Procedures for Critical Element SM-5

_______________________________________________________________________________________________________________________|
Table 11. Control Techniques and Suggested Audit Procedures for Critical Element SM-5: Monitor the effectiveness of the
security program

Control activities Control techniques Audit procedures

SM-5.1. The effectiveness of SM-5.1.1. Appropriate monitoring and testing policies and Review testing policies and procedures.

security controls are procedures are documented.

periodically assessed Determine if there is an overall testing
strategy or plan.

%0ffice of Management and Budget, Management’s Responsibility for Internal Control,
OMB Circular No. A-123 (Washington, D.C.: December 2004).
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Control activities Control techniques Audit procedures

SM-5.1.2. Management routinely conducts vulnerability Interview officials who conducted the most
assessments and promptly corrects identified control recent agency/entity vulnerability
weaknesses. assessment. Review the methodology and

tools used, test plans and results obtained,
and corrective action taken.

Determine if testing is performed that
complies with OMB and NIST certification
and accreditation and other testing
requirements.

If appropriate, perform independent testing
with the approval of management.

Determine if identified control weaknesses
are promptly corrected.

SM-5.1.3. Management routinely conducts privacy impact Review privacy impact assessments,

assessments and promptly corrects identified control including the methodology, a selection of
weaknesses. test plans, and related testing results.
SM-5.1.4. The frequency and scope of security control Determine if the frequency and scope of
testing is commensurate with risk. security control testing is based on risk.

SM-5.1.5. Performance measures and compliance metrics Review agency/entity performance
monitor the security processes and report on the state of measures and compare to NIST guidance
compliance in a timely manner. (e.g., NIST SP 800-55).

SM-5.1.6. An independent evaluation (periodic, e.g., Review the results of these evaluations and
annual) of the entity’s information security program tests ~ assess their adequacy and effectiveness.
the effectiveness of the security policies, procedures, and

practices.

SM-5.1.7. Federal agencies report on the results of the Evaluate the reporting/summarization
annual independent evaluations to appropriate oversight  process and identify any significant
bodies. Under OMB guidance, the head of each agency  discrepancies between reports at each
must submit security and privacy reports to OMB, which level and whether the reports agree with
consolidates the information for a report to Congress. The independent audit evaluations. Note that
Comptroller General must also periodically evaluate and ~ OMB has annual requirements for FISMA
report to Congress on the adequacy and effectiveness of and privacy reporting.

agency information security policies and practices.

Source: GAO.

Critical Element SM-6. Effectively Remediate Information Security Weaknesses

When weaknesses are identified, the related risks should be
reassessed, appropriate corrective or remediation actions taken, and
follow-up monitoring performed to make certain that corrective
actions are effective. Procedures should be established to reasonably
assure that all IS control weaknesses, regardless of how or by whom
they are identified, are included in the entity’s remediation processes.
For each identified IS control weakness, the entity should develop and
implement appropriate action plans and milestones. Action plans and
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milestones should be developed based on findings from security
control assessments, security impact analyses, continuous monitoring
of activities, audit reports, and other sources. For federal agencies,
such plans are referred to as Plans of Actions and Milestones
(POAMs). When considering appropriate corrective actions to be
taken, the entity should, to the extent possible, consider the potential
implications throughout the entity and design appropriate corrective
actions to systemically address the deficiency. Limiting corrective
action only to identified deficiencies would not necessarily address
similar weaknesses in other systems or applications or result in the
most effective and efficient corrective action.

In addition to developing action plans and modifying written policies to
correct identified problems, entities should test the implementation of
the corrective actions to determine whether they are effective in
addressing the related problems. Management should continue to
periodically review and test such corrective actions to determine if
they remain effective on a continuing basis. This is an important aspect
of managers’ risk management responsibilities.

FISMA specifically requires that agencywide information security
programs include a “process for planning, implementing, evaluating,
and documenting remedial action to address any deficiencies in the
information security policies, procedures, and practices of the
agency.” Further, agencies must report on the adequacy and
effectiveness of the information security program and practices in
annual reports to OMB, Congress, and GAO and in annual budget
and management plans and reports. The latter include reporting a
FISMA “significant deficiency” in information security as a material
weakness. Government Performance and Results Act performance
plans must describe time periods and resources needed to
effectuate a risk-based program.

SM-6 Related NIST SP 800-53 Controls
CA-5 Plan of Action and Milestones
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Control Techniques and Suggested Audit Procedures for Critical Element SM-6

Table 12. Control Techniques and Suggested Audit Procedures for Critical Element SM-6: Effectively remediate information

security weaknesses

Control activities

Control techniques

Audit procedures

SM-6.1. Information security
weaknesses are effectively
remediated.

SM-6.1.1. Management initiates prompt action to correct

deficiencies. Action plans and milestones are
documented.

Review recent POA&Ms, FMFIA reports and
prior year audit reports and determine the
status of corrective actions. The objective of

this procedure in an IS controls audit being
performed as part of a financial audit or data
reliability assessment is generally limited to
understanding management’s POAM
process and related controls to ensure the
accuracy of the information in the POA&Ms,
determining whether IS control weaknesses
identified by the IS controls audit are
included in the POA&MS, and, if not,
determining the cause. See OMB A-11 which
recommends that audit remediation items be
addressed within 6 months.

SM-6.1.2. Deficiencies are analyzed in relation to the Review corrective action plans to determine
entire agency/entity, and appropriate corrective actions  whether entitywide solutions were
are applied entitywide.

appropriately considered.

SM-6.1.3. Corrective actions are tested and are
monitored after they have been implemented and
monitored on a continuing basis.

Review a selection of corrective action plans
to determine whether testing was performed
and monitoring was conducted after
implementation of corrective actions.

Source: GAO.

Critical Element SM-7. Ensure that Activities Performed by External Third Parties are

Adequately Secure

Appropriate policies and procedures should be developed,
implemented, and monitored to ensure that the activities
performed by external third parties (for example, service bureaus,
contractors, other service providers such as system development,
network management, and security management) are
documented, agreed to, implemented, and monitored for
compliance. These should include provisions for (1) security
clearances (where appropriate and required), (2) background
checks, (3) required expertise, (4) confidentiality/nondisclosure
agreements, (b) security roles and responsibilities,

(6) connectivity agreements, (7) individual accountability (for
example, expectations, remedies), (8) audit access and reporting,
(9) termination procedures, (10) security awareness training, (11)
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requirements definition, (12) security responsibilities, and (13)
performance metrics. In addition, checks should be performed to
periodically ensure that the procedures are being correctly
applied and consistently followed, including the security of
relevant contractor systems. Appropriate controls also need to be
applied to outsourced software development.

FISMA information security requirements apply not only to
information systems used or operated by an agency but also to
information systems used or operated by a contractor of an agency
or other agency on behalf of an agency. In addition, the Federal
Acquisition Regulation (FAR) requires that federal agencies
prescribe procedures for ensuring that agency planners on
information technology acquisitions comply with the information
technology security requirements of FISMA, OMB’s implementing
policies including Appendix III of OMB Circular A-130, and guidance
and standards from NIST.™ For example, NIST SP 800-35 Guide to
Information Technology Security Services provides guidance
pertaining to the acquisition or outsourcing of dedicated
information system security services such that (1) incident
monitoring, analysis, and response; (2) operation of information
system security devices (for example, firewalls); and (3) key
management services are supported by a risk assessment and
approved by the appropriate, designated entity official. Acquisition
or outsourcing of information system services explicitly addresses
government, service provider, and end-user security roles and
responsibilities.

Governmental and private entities face a range of risks from
contractors and other users with privileged access to their systems,
applications and data. Contractors that provide systems and
services or other users with privileged access to agency/entity
systems, applications, and data can introduce risks to their
information and systems; for example, contractors often provide
unsupervised remote maintenance and monitoring of agency/entity

"“The FAR was established to codify uniform policies for acquisition of supplies and
services by executive agencies. The FAR appears in the Code of Federal Regulations at 48
CFR Chapter 1. See 48 CFR 7.103(w).
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systems. Contractor risks to people, processes, and technology are
summarized in table 13.

|
Table 13. Examples of Agency-ldentified Risks to Federal Systems and Data
Resulting from Reliance on Contractors

Category Risk description

People Unauthorized personnel having physical access to entity IT resources
(including systems, applications, facilities, and data).

Unauthorized personnel having electronic access to entity IT resources
(including systems, applications, and data).

Increased use of foreign nationals.

Contractor or privileged users of federal data and systems who may not
receive appropriate, periodic background investigations.

Inadequate segregation of duties (for example, software developer is the
same individual who puts the software into production).

Processes  Failure by contractor or privileged users of federal data and systems to
follow entity IT security requirements.

Possible disclosure of entity-sensitive information to unauthorized
individuals or entities.

Lack of effective compliance monitoring of contractors performing work off-
site or privileged users of federal data and systems.

Contractor or privileged users of federal data and systems may have
ineffective patch management processes.

Technology Incorporation of unauthorized features in customized application software.
For example, a third-party software developer has the potential to
incorporate “back doors,” spyware, or malicious code into customized
application software that could expose entity IT resources to unauthorized
loss, damage, modification, or disclosure of data.

Encryption technology may not meet federal standards.

Intentional or unintentional introduction of viruses and worms.

Source: Improving Oversight of Access to Federal Systems and Data by Contractors Can Reduce Risk (GAO-05-362, April 2005).

Note: The various risks identified could represent multiple risks (i.e., risks in one or more of the
identified categories of people, processes, and technology).

In addition to the risks identified in the table, there are specific risks
from contractor software development activities and off-site
operations. These risks include a poor patch management process
that could impact entity operations (for example, entity Web sites),
a hosting infrastructure that may not separate customer and
company data, and inadequate oversight at an off-site facility.

SM-7 Related NIST SP 800-53 Controls
AC-20 Use of External Information Systems
MA-4 Remote Maintenance

PS-7 Third-Party Personnel Security
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\ SA-9 External Information System Services

Control Techniques and Suggested Audit Procedures for Critical Element SM-7

. _________________________________________________________________________________________________________________|
Table 14. Control Techniques and Suggested Audit Procedures for Critical Element SM-7: Ensure that activities
performed by external third parties are adequately secure

Control activities

Control techniques

Audit procedures

SM-7.1. External third party
activities are secure,
documented, and monitored.

SM-7.1.1. Appropriate policies and procedures
concerning activities of external third parties (for

example, service bureaus, contractors, other service

providers such as system development, network

management, security management) are documented,
agreed to, implemented, and monitored for compliance

and include provisions for
 clearances,

» background checks,

» required expertise,

« confidentiality agreements,
 security roles and responsibilities,
« connectivity agreements,

» expectations,

« remedies,

 audit access/audit reporting,
« monitoring

» termination procedures,

» security awareness training,
» requirements definition,

« security responsibilities, and
» performance metrics.

Review policies and procedures pertaining to
external third parties for the entitywide,
system, and application levels.

Identify use of external third parties and
review activities including compliance with
applicable policies and procedures. See
NIST SP 800-35 for guidance on IT security
services.

Determine how security risks are assessed
and managed for systems operated by a third

party.

Assess the adequacy of controls over
monitoring external third party services.

Coordinate assessment of security
awareness training with SM-4.

Review any available SAS 70 reports to
determine the nature, timing, and extent of
tests of operating effectiveness and assess
whether results provide sufficient information
to obtain an understanding of the service
organization’s controls that would affect the
entity’s controls being assessed.

SM-7.1.2. Security requirements are included in the

information system acquisition contracts based on an

assessment of risk.

Review security provisions of selected
contracts and determine that requirements
are implemented. See FAR requirements for
acquisition plans (48 CFR 7.1, 7.103 (u)).

Source: GAO.
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3.2. Access Controls (AC)

Access controls limit or detect inappropriate access to computer
resources (data, equipment, and facilities), thereby protecting them
from unauthorized modification, loss, and disclosure. Such controls
include both logical and physical controls. Logical access controls
require users” to authenticate themselves (through the use of secret
passwords or other identifiers) and limit the files and other
resources that authenticated users can access and the actions that
they can execute. Physical access controls involve restricting
physical access to computer resources and protecting them from
intentional or unintentional loss or impairment. Without adequate
access controls, unauthorized individuals, including outside
intruders and former employees, can surreptitiously read and copy
sensitive data and make undetected changes or deletions for
malicious purposes or personal gain. In addition, authorized users
can intentionally or unintentionally read, add, delete, modify, or
exfiltrate data or execute changes that are outside their span of
authority.

Access control policies and procedures should be formally
developed, documented, disseminated, and periodically updated.
Policies should address purpose, scope, roles, responsibility, and
compliance issues; procedures should facilitate the implementation
of the policy and associated access controls. NIST SP 800-12
provides guidance on security policies and procedures. It is
fundamental that control techniques for both logical and physical
access controls be risk-based. Access control policies and
procedures and risk assessments are covered in section 3.1 of the
manual.

For access controls to be effective, they should be properly
authorized, implemented, and maintained. First, an entity should
analyze the responsibilities of individual computer users to
determine what type of access (for example, read, modify, delete)

71 . . . .
As used herein, users include those given any level of authorized access to computer
resources, including business process application users, system administrators, etc.
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users need to fulfill their responsibilities. Then, specific control
techniques, such as specialized access control software, should be
implemented to restrict access to these authorized functions alone.
Such software can be used to limit a user’s activities associated with
specific systems or files and keep records of individual users’
actions on the computer. Finally, access authorizations and related
controls should be monitored, maintained, and adjusted on an
ongoing basis to accommodate new and departing employees and
changes in users’ responsibilities and related access needs.

Inadequate access controls diminish the reliability of computerized
data and increase the risk of destruction or inappropriate disclosure
of data. The following examples illustrate the potential
consequences of such vulnerabilities.

o By obtaining direct logical access to data files, an individual
could make unauthorized changes for personal gain or obtain
sensitive information. For example, a person could (1) alter the
address of a payee and thereby direct a disbursement to himself
or herself, (2) alter inventory quantities to conceal a theft of
assets, (3) alter critical data needed to make a strategic policy
decision, or (4) obtain confidential personal, commercial, and
governmental information.

o By obtaining logical access to business process applications™
used to process transactions, an individual could grant
unauthorized access to the application, make unauthorized
changes to these programs, or introduce malicious programs,
which, in turn, could be used to access data files, resulting in
situations similar to those just described, or the processing of
unauthorized transactions. For example, a person could alter a
payroll or payables program to inappropriately generate a check
for him/herself.

¢ By obtaining access to system-level resources, an individual
could circumvent security controls to read, add, delete, modify,

™A computer program designed to help perform a business function such as payroll,
inventory control, accounting, and mission support. Depending on the work for which it
was designed, an application can manipulate text, numbers, graphics, or a combination of
these elements.
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or exfiltrate critical or sensitive business information or
programs. Further, authorized users could gain unauthorized
privileges to conduct unauthorized actions or to circumvent edits
and other controls built into the application programs.

o DBy obtaining physical access to computer facilities and
equipment, an individual could (1) obtain access to terminals or
telecommunications equipment that provide input into the
computer, (2) obtain access to confidential or sensitive
information on magnetic or printed media, (3) substitute
unauthorized data or programs, or (4) steal or inflict malicious
damage on computer equipment and software.

The objectives of limiting access are to ensure that

o outsiders (for example, hackers) cannot gain unauthorized
access to the entity’s systems or data,

o authorized users have only the access needed to perform their
duties;

e access to very sensitive resources, such as operating systems and
security software programs, are limited to very few individuals;

e employees/contractors are restricted from performing
incompatible functions or functions beyond their responsibility.
(Segregation of duties is discussed in greater detail in section
3.4.)

If these objectives are met, the risk of inappropriate modification or
disclosure of data can be reduced without interfering with users’
practical needs. However, establishing the appropriate balance
between user needs and security requires a careful analysis of the
criticality and sensitivity of information resources available and the
tasks performed by users. Access controls also apply to alternate
work sites (for example, employee residence or contractor facility).

Implementing adequate access controls involves first determining
what level and type of protection is appropriate for individual
resources based on a risk assessment and on who needs access to
these resources. These tasks should be performed by the resource
owners. For example, program managers should determine how
valuable their program data resources are and what access is
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appropriate for personnel who must use an automated system to
carry out, assess, and report on program operations. Similarly,
managers in charge of systems development and modification
should determine the sensitivity of hardware and software
resources under their control and the access needs of systems
analysts and programmers, and system administration officials
should determine the access needs of their personnel. Levels of
access granted to information resources should be consistent with
FIPS 199 risk levels.

This section defines a set of critical elements that should be
considered when conducting a comprehensive assessment of access
controls. Today’s networks and control environments are highly
diverse, complex, and interconnected. Devices that are
interconnected develop control dependencies (discussed in Chapter
2), directly and indirectly, on other devices such as routers,
firewalls, switches, domain name servers, Web servers, network
management stations, e-mail systems, and browser software. Audit
objectives that are limited to targeted assessments such as a UNIX
or Windows audit may not fully recognize the control dependencies
on these systems.

Unfortunately, there are no simple solutions to controlling logical
access. Each entity decides what combination of technologies to
deploy and to what degree, based on business needs and priorities,
risk management, and other factors. For instance, an entity may
decide not to require users to periodically change passwords for e-
mail because initial entry to the system relies on a two-factor token-
based authentication system. Other entities may rely less on
boundary protection but place more emphasis on audit and
monitoring. Accordingly, the collection of controls used will vary
from entity to entity.

The six critical elements for access controls are described here.
e Boundary Protection. Boundary protection pertains to the
protection of a logical or physical boundary around a set of

information resources and implementing measures to prevent
unauthorized information exchange across the boundary in either

Page 201 3.2. Access Controls (AC)



direction. Firewall devices represent the most common boundary
protection technology at the network level

Identification and authentication. If logical connectivity is
allowed, then the users, processes acting on behalf of users,
services, and specific devices are identified and authenticated by
the information system. For example, users’ identities may be
authenticated through something they know (a traditional
password), something they have (such as a smart card), or
something about them that identifies them uniquely (such as a
fingerprint).

Authorization. If authentication is successful, authorization
determines what users can do; i.e., it grants or restricts user,
service, or device access to various network and computer
resources based on the identity of the user, service, or device.

Sensitive system resources. Controls over sensitive system
resources are designed to ensure the confidentiality, integrity,
and availability of system data such as passwords and keys
during transmission and storage. Technologies used to control
sensitive data include encryption, certificate management,
hashing, checksums, and steganography.”

Audit and monitoring. Audit and monitoring control involves
the collection, review, and analysis of auditable events for
indications of inappropriate or unusual activity. These controls
should be used to routinely assess the effectiveness of
information security controls, perform investigations during and
after an attack, and recognize an ongoing attack.

Physical security. Physical security controls restrict physical
access or harm to computer resources and protect these
resources from intentional or unintentional loss or impairment.
Such controls include guards, gates, and locks, and also
environmental controls such as smoke detectors, fire alarms and
extinguishers, and uninterruptible power supplies.

73Stegamoglraphy is a technique that hides the existence of a message (for example, by
embedding it within another message) and may be used where encryption is not permitted
or to hide information in an encrypted file in case the encrypted file is deciphered. Other
uses include digital watermarking and fingerprinting of audio and video files.
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Although the primary relevance of these concepts is to access
controls, they are also relevant to other areas, such as security
management and configuration management. For example,
configuration management assurance controls help ensure that
network devices are configured and are operating as intended. This
would include verifying operational patch levels, disabling
unnecessary and dangerous services, correcting poorly configured
services, and protecting against viruses and worms. Also, these
concepts are relevant to activities such as periodic self-assessment
programs (covered in Section 3.1, Security Management).

Assessing access controls involves evaluating the entity’s success in
performing each of the critical elements listed in Table 15. When
evaluating control techniques and performing audit procedures for
access controls, the auditor considers access to networks, access to
operating systems, and access to infrastructure applications.™

As discussed in section 2.2.2, the auditor may determine that it is
appropriate to attempt to gain access to identified key systems (e.g.,
vulnerability assessments or penetration tests). In performing this
testing, it is important that the auditor and entity management have
a common understanding of the type of tests to be performed, scope
of the tests, and the risks involved in performing this testing. See
section 2.1.9.F concerning communication with entity management.

|
Table 15. Critical Elements for Access Control

Number Description

AC-1. Adequately protect information system boundaries

AC-2. Implement effective identification and authentication mechanisms
AC-3. Implement effective authorization controls

AC-4. Adequately protect sensitive system resources

AC-5. Implement an effective audit and monitoring capability

AC-6. Establish adequate physical security controls

Source: GAO

“Infrastructure applications include databases, e-mail, browsers, plug-ins, utilities, and
other applications.
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Critical Element AC-1. Adequately protect information system boundaries

Boundary protection controls logical connectivity into and out of
networks and controls connectivity to and from network connected
devices. At the entitywide level, access control policy is developed
and promulgated through procedures, manuals, and other guidance.
At the system level, any connections to the Internet, or to other
external and internal networks or information systems, should
occur through controlled interfaces (for example, proxies,
gateways, routers and switches, firewalls, and concentrators). At the
host or device level, logical boundaries can be controlled through
inbound and outbound filtering provided by access control lists and
personal firewalls. At the application level, logical boundaries to
business process applications may be controlled by access control
lists in security software or within the applications.

Implementing multiple layers of security to protect information
system internal and external boundaries provides Defense-in-
Depth(described earlier in Additional IS Risk Factors). According to
security experts, a best practice for protecting systems against cyber
attacks is for entities to build successive layers of defense
mechanisms at strategic points in their information technology
infrastructures. By using the strategy of Defense-in-Depth, entities
can reduce the risk of a successful cyber attack. For example,
multiple firewalls could be deployed to prevent both outsiders and
trusted insiders from gaining unauthorized access to systems: one
firewall could be deployed at the network’s Internet connection to
control access to and from the Internet, while another firewall could
be deployed between wide area networks and local area networks
to limit employees’ access.

In addition to deploying a series of security technologies at multiple
layers, deploying diverse technologies at different layers also
mitigates the risk of successful cyber attacks. If several different
technologies are deployed between the adversary and the targeted
system, the adversary must overcome the unique obstacle presented
by each of the technologies. For example, firewalls and intrusion
detection technologies can be deployed to defend against attacks
from the Internet, and antivirus software can be used to provide
integrity protection for data transmitted over the network. Thus,
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Defense-in-Depth can be effectively implemented through multiple
security measures among hosts, local area networks and wide area
networks, and the Internet.

Defense-in-Depth also entails implementing an appropriate network
configuration, which can, in turn, affect the selection and
implementation of cybersecurity technologies. For example,
configuring the entity’s network to channel Internet access through
a limited number of connections improves security by reducing the
number of points that can be attacked from the Internet. At the
same time, the entity can focus technology solutions and attention
on protecting and monitoring the limited number of connections for
unauthorized access attempts. Figure 4 depicts how applying a
layered approach to security through deploying both similar and
diverse cybersecurity technologies at multiple layers can deflect
different types of attacks.

Figure 4. Layered Approach to Network Security

Antivirus
software

Firewall Intrusion Wide Firewall

detection ~ Area
gystem  Network

Sourca: GAD analyslz and ol Dras,

Note: Excerpt from GAO, Technologies to Secure Federal Systems, GAO-04-467 (Washington, D.C.:
March 2004).

AC-1.1. Appropriately control connectivity to system resources

Users obtain access to data files and software programs through one
or more access paths through the networks and computer hardware
and software. Accordingly, to implement an appropriate level of
security, it is important that the entity, to the extent possible,
identify, document, and control all access paths. Further,
connectivity between systems should be approved only when
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appropriate by entity management. Consideration should be given to
the risk and corresponding safeguards needed to protect sensitive
data. NIST SP 800-47 provides guidance on interconnecting
information systems.

Networks should be appropriately configured to adequately protect
access paths between systems and consider the existing
technologies. For standalone computers, identifying access paths
may be relatively simple. However, in a networked environment,
careful analysis is needed to identify all of the system’s entry points
and paths to sensitive files. Networked systems typically consist of
multiple personal computers that are connected to each other and
to larger computers, such as file servers or mainframe processors.
Many allow remote access (for example, dial-up, wireless, Internet)
to the information systems from virtually any remote location. As a
result, the entry points to the system can be numerous. Also, once
the system has been entered, the programs available may provide
multiple paths to various data resources and sensitive applications.
Consequently, it is very important that all access paths be
appropriately controlled and protected based on risk.

It is critical that access paths are identified as part of a risk analysis
and documented in an access path diagram or similar network
schematic. Such a diagram or schematic identifies the users of the
system, the type of device from which they can access the system,
the software used to access the system, the resources they may
access, the system on which these resources reside, and the modes
of operation and telecommunications paths. The goal in identifying
access paths is to assist in identifying the points from which system
resources could be accessed and the data stored—points that,
therefore, must be controlled. Specific attention should be given to
“pbackdoor” methods of accessing data by operators and
programmers. As with other aspects of risk analysis, the access path
diagram should be reviewed and updated whenever any changes are
made to the system or to the nature of the program and program
files maintained by the system.

If entry points and access paths are not identified, they may not be
adequately controlled and may be exploited by unauthorized users
to bypass existing controls to gain access to sensitive data,
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programs, or password files. Should this happen, managers will have
an incomplete understanding of the risks associated with their
systems and, therefore, may make erroneous risk management
decisions.

Connecting to the Internet presents a multitude of vulnerabilities for
an entity due to the Internet’s potential access to billions of people
worldwide. Some Internet users are motivated to try to penetrate
connected systems and have sophisticated software tools as aids,
such as to repeatedly attempt access using different passwords. A
variety of specialized software and hardware is available to limit
access by outside systems or individuals through
telecommunications networks. Examples of network components
that can be used to limit access include secure gateways (firewalls)
that restrict access between networks (an important tool to help
reduce the risk associated with the Internet); teleprocessing
monitors, which are programs incorporated into the computer’s
operating system that can be designed to limit access; and
communications port protection devices, such as a security modem
that requires a password from a dial-in terminal before establishing
a network connection. Also available is the smart card, a device
about the size of a credit card that contains a microprocessor, which
can be used to control remote access to a computer with
authenticating information generated by the microprocessor and
communicated to the computer. Encryption is often used to protect
the confidentiality of remote access sessions and is extremely
important to protecting wireless access to information systems.

Information systems may identify and authenticate specific devices
before establishing a connection. Device authentication typically
uses either shared known information (for example, media access
control or transmission control program/Internet protocol
addresses) or an organizational authentication solution to identify
and authenticate devices on local and wide area networks. Thus, it
is important for the auditor to identify the controls over devices that
provide this type of protection.

Emerging threats from the Internet (for example, spam and
spyware) require new and updated protection mechanisms. The
entity should employ spam and spyware protection mechanisms at
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critical information system entry points (for example, firewalls,
electronic mail servers, remote access servers) and at workstations,
servers, or mobile computing devices on the network. Consideration
should be given to using spam and software protection products
from multiple vendors (for example, using one vendor for boundary
devices and another vendor for workstations) to provide additional
layers of defense. It is also important to centrally manage spam and
software protection mechanisms and to have the system
automatically update these mechanisms.

Depending on how access control techniques and devices are
implemented, they can be used to

o verify terminal identifications to restrict access through specific
terminals,

o verify IDs and passwords for access to specific applications,

e control access between telecommunications systems and
terminals,

e restrict an application’s use of network facilities,
o automatically disconnect at the end of a session,

¢ provide network activity logs that can be used to monitor
network use and configuration,

¢ allow authorized users to shut down network components,

e monitor dial-in access to the system by monitoring the source of
calls or by disconnecting and then dialing back users at
preauthorized phone numbers,

e restrict in-house access to communications software,
e control changes to communications software, and

e restrict and monitor access to telecommunications hardware or
facilities.

As with other access controls, to be effective remote access controls
should be properly implemented in accordance with authorizations
that have been granted. In addition, tables or lists used to define
security limitations should be protected from unauthorized
modification, and in-house access to communications security
software should likewise be protected from unauthorized access
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and modification. Dial-in phone numbers should not be published,
and should be changed periodically.

An understanding of the system and network configurations and the
control techniques that have been implemented is necessary to
assess the risks associated with external access through
telecommunications networks and the effectiveness of related
controls. This is likely to require assistance from an auditor with
special expertise in communications-related controls.

Connectivity should only be approved when appropriate to perform
assigned official duties. Significant threats are posed by portable
and mobile devices and personally owned information systems.
Portable and mobile devices (for example, notebook computers,
workstations, personal digital assistants) should not be allowed
access to entity networks without first complying with security
policies and procedures. Security policies and procedures might
include activities such as scanning the devices for malicious code,
updating virus protection software, scanning for critical software
updates and patches, conducting primary operating system (and
possibly other resident software) integrity checks, and disabling
unnecessary hardware (for example, wireless). Security controls
include

e usage restrictions and implementation guidance,
o authorization by appropriate organizational officials, and

e documentation and monitoring of device access to entity
networks.

The entity should also establish strict terms and conditions for the
use of personally-owned information systems. The terms and
conditions should address, at a minimum: (1) the types of
applications that can be accessed from personally-owned
information systems; (2) the maximum FIPS 199 security category of
information that can be processed, stored, and transmitted; (3) how
other users of the personally-owned information system will be
prevented from accessing federal information; (4) the use of virtual
private networking and firewall technologies; (5) the use of and
protection against the vulnerabilities of wireless technologies;
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(6) the maintenance of adequate physical security controls; (7) the
use of virus and spyware protection software; and (8) how often the
security capabilities of installed software are to be updated (for
example, operating system and other software security patches,
virus definitions, firewall version updates, spyware definitions). For
guidance on protection of remote information refer to

OMB M-06-16".

AC-1.2. Appropriately control network sessions

It is desirable that information systems prevent further access to the
system by initiating a session lock that remains in effect until the
user reestablishes access using appropriate identification and
authentication procedures. Users should be able to directly initiate
session-lock mechanisms. The information system may also activate
session-lock mechanisms automatically after a specified period of
inactivity defined by the entity. A session lock is not, however, a
substitute for logging out of the information system. When
connectivity is not continual, network connections should
automatically disconnect at the end of a session. OMB
Memorandum M-06-16 requires that all federal agencies use a “time-
out” function for remote access and mobile devices requiring user
re-authentication after 30 minutes inactivity.

In addition to technical controls, the initial screen viewed by an
individual accessing an entity’s systems through a
telecommunications network should provide a warning banner to
discourage unauthorized users from attempting access, and make it
clear that unauthorized browsing will not be tolerated. For example,
an opening warning screen should state that the system is for
authorized users only and that activity will be monitored. The
information system should also display the entity’s privacy policy
before granting access. Also, the warning screen generally should
refer to 18 U.S.C. 1030, which provides criminal penalties for
intentional unauthorized access. Previous logon notification is
another control that can identify unauthorized access. The

OMB, Protection of Sensitive Agency Information (Washington, DC.: June 23, 2006).
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information system notifies the user on successful logon, of the date
and time of the last logon, the location of the last logon, and the
number of unsuccessful logon attempts since the last successful
logon.

AC-1 Related NIST SP 800-53 Controls
AC-4 Information Flow Enforcement
AC-8 System use Notification

AC-9 Previous Logon Notification
AC-11 Session Lock

AC-12 Session Termination

AC-17 Remote Access

AC-18 Wireless Access Restrictions
AC-19 Access Control for Portable and Mobile Devices
CA-3 Information System Connections
SC-7 Boundary Protection

SC-10 Network Disconnect

Control Techniques and Suggested Audit Procedures for Critical Element AC-1

Table 16. Control Techniques and Suggested Audit Procedures for Critical Element AC-1: Adequately protect information

system boundaries

Control activities Control techniques Audit procedures

AC-1.1. Appropriately control AC-1.1.1. Connectivity, including access paths and control Review access paths in network

connectivity to system technologies between systems and to internal system schematics, interface agreements, systems

resources. resources, is documented, approved by appropriate entity documentation, and in consultation with IT
management, and consistent with risk. management and security personnel

identify control points; determine whether
the access paths and related system
documentation is up-to-date, properly
approved by management, and consistent
with risk assessments.

AC-1.1.2. Networks are appropriately configured to Interview the network administrator;
adequately protect access paths within and between determine how the flow of information is
systems, using appropriate technological controls (e.g. controlled and how access paths are
routers, firewalls, etc.) protected. Identify key devices,

configuration settings, and how they work
together. (This step is performed as a basis
for the steps below).
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Control activities

Control techniques

Audit procedures

Perform security testing by attempting to
access and browse computer resources
including critical files, security software, and
the operating system. These tests may be
performed as (1) an “outsider” with no
information about the entity’s computer
systems, (2) an “outsider” with prior
knowledge about the systems—for
example, an ex-insider, and (3) an “insider”
with and without specific information about
the entity’'s computer systems and with
access to the entity’s facilities. Note: Due to
the highly technical nature of such testing, it
should be performed by persons
possessing the necessary technical skills
(e.g., an IT specialist). See Appendix V for
additional information on the Knowledge,
Skills, and Abilities needed to perform IS
control audits. Also, see SM-5 for additional
information on performing vulnerability
assessments.

When performing insider tests, use an ID
with no special privileges to attempt to gain
access to computer resources beyond
those available to the account. Also, try to
access the entity’s computer resources
using default/generic IDs with easily
guessed passwords. See NIST SP 800-42
for more details.

When performing outsider tests, test the
controls over external access to computer
resources, including networks, dial-up,
wireless, local area network, wide area
network, and the Internet. See NIST SP
800-42 for more details.

AC-1.1.3. The information system identifies and
authenticates specific network devices before establishing
a connection.

Determine whether authentication methods
used are appropriate based on risk in
accordance with FIPS Pub 200 and NIST
SP 800-53.

AC-1.1.4. Remote dial-up access is appropriately
controlled and protected.

Interview network administrator and users;
determine how remote dial-up access is
controlled and protected (for example,
monitor the source of calls and dial back
mechanism); identify all dial-up lines
through automatic dialer software routines
and compare with known dial-up access;
discuss discrepancies with management.
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Control activities

Control techniques

Audit procedures

AC-1.1.5. Remote Internet access is appropriately
controlled and protected.

Interview network administrator and users;
determine how connectivity is controlled
and protected. Determine if federal agency
policies, procedures, and practices comply
with NIST SP 800-63 guidance on remote
electronic authentication. Also, refer to
OMB Memorandum 04-04 E-Authentication
Guidance for Federal Agencies.

AC-1.1.6. Remote wireless access is appropriately
controlled and protected.

Interview network administrator and users;
determine how connectivity is controlled
and protected. Refer to NIST SP 800-97
Establishing Wireless Robust Security
Networks: A guide to IEEE.802.11i for
additional security assessment guidance.
Test and validate entity controls: (1) use a
wireless sniffer to capture data (for
example, service set IDs (SSID), (2) if an
SSID is obtained, associate the SSID to the
access point, (3) identify what network
resources are available, (4) determine if a
security protocol™ is implemented, and (5)
if a security protocol is used, employ a
program to test the strength of the
encryption algorithm.

Test and validate entity controls to identify
rogue wireless access points. Test for
rogue wireless access points. (See Section
2.2.2 “Appropriateness of Control Testing”
for discussion of performance issues
relating to this type of testing).

AC-1.1.7. Connectivity is approved only when appropriate
to perform assigned official duties. This includes portable
and mobile devices, and personally-owned information
systems.

Appropriate safeguards are established to detect viruses,
provide for timely patch management, and other security
measures are in place to validate appropriate access for
users working remotely (e.g., home)

Interview network administrator and users;
review justifications for a selection of
connections. Determine if these systems
use appropriate safeguards such as
automatic updates for virus protection and
up-to-date patch protection, etc.

AC-1.2. Appropriately control
network sessions.

AC-1.2.1. The information system prevents further access
to the system by initiating a session lock, after a specified
period of inactivity that remains in effect until the user
reestablishes access using identification and
authentication procedures.

Observe whether the system automatically
initiates a session lock during a period of
inactivity, and how the user can directly
initiate a session lock, and then unlock the
session (See OMB M-06-16)

"The optional cryptographic confidentiality algorithm specified by IEEE 802.11 used to
provide data confidentiality that is subjectively equivalent to the confidentiality of a wired
local area network (LAN) medium that does not employ cryptographic techniques to

enhance confidentiality
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Control activities Control techniques Audit procedures
AC-1.2.2 Where connectivity is not continual, network Interview network administrator and users;
connection automatically disconnects at the end of a observe whether the control is
session. implemented.
AC-1.2.3. Appropriate warning banners are displayed Interview network administrator and users;
before logging onto a system observe whether the control is fully
« system use notification (for example, U. S. Government implemented and complies with NIST

system, consent to monitoring, penalties for guidance.

unauthorized use, privacy notices)
» previous logon notification (for example, date and time
of last logon and unsuccessful logons).

Source: GAO.

Critical Element AC-2. Implement effective identification and authentication

mechanisms

Users (or processes on behalf of users), and devices should be
appropriately identified and authenticated through the
implementation of adequate logical access controls. User
authentication establishes the validity of a user’s claimed identity,
typically during access to a system or application (for example,
login). Users can be authenticated using mechanisms such as
requiring them to provide something they have (such as a smart
card); something they alone know (such as a password or personal
identification number); or something that physically identifies them
uniquely (such as a biometric fingerprint or retina scan). Logical
controls should be designed to restrict legitimate users to the
specific systems, programs, and files that they need, and prevent
others, such as hackers, from entering the system at all.

At the entitywide level, information systems accounts need to be
managed to effectively control user accounts and identify and
authenticate users. Account management includes the identification
of account types (i.e., individual, group, system), establishment of
conditions for group membership, and assignment of associated
authorizations. Resource owners should identify authorized users of
the information system and specify access rights. Access to the
information system should be granted based on a valid need to
know that is determined by assigned official duties and should also
consider proper segregation of duties. The entity should require
proper identification for requests to establish information system
accounts and approve all such requests. The entity should also
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specifically authorize and monitor the use of guest/anonymous
accounts and remove, disable, or otherwise secure unnecessary
accounts. Finally, the entity should ensure that account managers
are notified when information system users are terminated or
transferred and associated accounts are removed, disabled, or
otherwise secured.

AC-2.1. Users are appropriately identified and authenticated

Identification and authentication is unique to each user (or
processes acting on behalf of users). Account policies (for example,
password policies, account lock out policies) should be formally
established and enforced based on risk. Passwords, tokens, or other
devices are used to identify and authenticate users. Identification is
the process of distinguishing one user from all others, usually
through user IDs. These are important because they are the means
by which specific access privileges are assigned and recognized by
the computer. However, the confidentiality of user IDs is typically
not protected. For this reason, other means of authenticating
users—that is, determining whether individuals are who they say
they are—are typically implemented (for example, passwords,
security tokens, etc.). In addition, the information system should
limit the number of concurrent sessions for any user. NIST SP 800-
63 provides additional guidance on authentication.™

An entity may allow limited user activity without identification and
authentication for publicly available information systems and Web
sites. However, for actions without identification and
authentication, management should consider the risk and only allow
such actions to the extent necessary to accomplish mission
objectives.

The most widely used means of authentication is through the use of
passwords. However, passwords are not conclusive identifiers of
specific individuals since they may be guessed, copied, overheard,

"INIST, Electronic Authentication Guidance (Washington, DC: April 2006).
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or recorded and played back. Typical controls for protecting the
confidentiality of passwords include the following:

Individual users are uniquely identified rather than having users
within a group share the same ID or password; generic user IDs
and passwords should not be used.

Passwords are not the same as user IDs.

Password selection is controlled by the assigned user and not
subject to disclosure.
Passwords are changed periodically, about every 30 to 90 days.

The more sensitive the data or the function, the more frequently
passwords should be changed.

Passwords are not displayed when they are entered.

Passwords contain alphanumeric and special characters and do
not use names or words that can be easily guessed or identified
using a password-cracking mechanism.

A minimum character length, at least 8 characters, is set for
passwords so that they cannot be easily guessed.

Use of old passwords (for example, within six generations) is
prohibited.

Vendor-supplied passwords such as SYSTEM, DEFAULT, USER,
DEMO, and TEST, are replaced immediately on implementation
of a new system.

To help ensure that passwords cannot be guessed, attempts to logon
to the system with invalid passwords should be limited. Typically,
potential users are allowed 3 to 7 attempts to log on. This, in
conjunction with the use of pass phrases or other complex
passwords, reduces the risk that an unauthorized user could gain
access to a system by using a computer to try thousands of words or
names until they found a password that provided access. NIST SP
800-63 provides guidance on password selection and content.

Another technique for reducing the risk of password disclosure is
encrypting the password file. Encryption may be used to transform
passwords into a form readable only by using the appropriate key,
held only by authorized parties. Access to this file should be
restricted to only a few people; encryption further reduces the risk
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that passwords could be accessed and read by unauthorized
individuals. Passwords transmitted on the network may likewise be
encrypted to prevent disclosure. Cryptographic controls and related
audit procedures are covered in section AC-4.3.

In addition to passwords, identification devices such as ID cards,
access cards, tokens, and keys may be used. Factors affecting the
effectiveness of such devices include (1) the frequency that
possession by authorized users is checked and (2) users’
understanding that they should not allow others to use their
identification devices and should report the loss of such devices
immediately. Procedures should also be implemented to handle lost
or compromised passwords, access cards, or tokens. OMB
Memorandum M-06-16 requires that federal agencies allow remote
access to personally identifiable information and other sensitive
information only with two-factor authentication where one of the
factors is provided by a device separate from the computer gaining
access. Also see AC-4.2.

A less common means of authentication is based on biometrics, an
automated method of verifying or recognizing the identity of a
person based on physiological or behavioral characteristics.
Biometrics devices include fingerprints, retina patterns, hand
geometry, speech patterns, and keystroke dynamics. Tests of
biometric techniques include reviewing the devices, observing the
operations, and taking whatever other steps may be necessary to
evaluate their effectiveness, including obtaining the assistance of a
specialist.

To further increase security, identification and authentication may
be accomplished using any combination of multiple mechanisms
such as a token ID in conjunction with a number, or a biometric
reader in conjunction with a password (also known as multifactor
identification). Management should implement effective procedures
to determine compliance with authentication policies. Whatever
technique is used, the implementation cost versus the risk and
potential loss to the entity’s operations from a breach in security
should be taken into consideration.
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Electronic signatures such as digital signatures and public key
infrastructure (PKI) are used to identify the sender of information
and ensure the integrity of critical information received from the
sender. Several technologies such as personal identification
numbers, smart cards, biometrics, or digital signatures (an
encrypted set of bits that identify the user) can be used to create
electronic signatures. The most common electronic signature in use
today is the digital signature, which is unique to each individual and
to each message. Digital signatures are used in conjunction with
certificate authorities and other PKI encryption hardware, software,
policies, and people to verify that the individuals on each end of a
communication are who they claim to be and to authenticate that
nothing in the message has been changed. A digital certificate or
shared secret may also be used to authenticate the identity of a
device or devices involved in system communications, as opposed
to the users. Also, see NIST SP 800-32%, OMB Memorandum M-04-
04” and the Federal Bridge Certification Authority for further
information.

In addition, appropriate session-level identification and
authentication controls should be implemented, such as those
related to name/address resolution service and the authenticity of
communication sessions.

In accordance with OMB policy, authentication of public users
accessing federal information systems may also be required to
protect nonpublic or privacy-related information. OMB
Memorandum 04-04 requires agencies to conduct e-authentication
risk assessments of e-government systems. These assessments will
measure the relative severity of the potential harm and likelihood of
occurrence of a wide range of impacts associated with the e-
government system in the event of a compromise in identity
authentication.

NIST, Introduction to Public Key Technology and the Federal PKI Infrastructure
(Washington, DC.: February 2001).

“OMB, E-Authentication Guidance (Washington, DC.: December 16, 2003).
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AC-2 Related NIST SP 800-53 Controls

AC-7
AC-10
AC-14

AU-10
[A-2
IA-3
A4
IA-5
TA-6
SC-17
SC-20

SC-21

SC-22

SC-23

Unsuccessful Login Attempts

Concurrent Session Control

Permitted Actions Without Identification or
Authentication

Non-Repudiation

User Identification and Authentication

Device Identification and Authentication

Identifier Management

Authenticator Management

Authenticator Feedback

Public Key Infrastructure Certificates

Secure Name/Address Resolution Service (Authoritative
Source)

Secure Name/Address Resolution Service (Recursive or
Caching Resolver)

Architecture and Provisioning for Names/Address
Resolution Service

Session Authenticity

Control Techniques and Suggested Audit Procedures for Critical Element AC-2

|
Table 17. Control Techniques and Suggested Audit Procedures for Critical Element AC-2: Implement effective identification

and authentication mechanisms

Control activities Control techniques Audit procedures
AC-2.1. Users are AC-2.1.1. Identification and authentication is unique to Review pertinent policies and procedures
appropriately identified and  each user (or processes acting on behalf of users), except and NIST guidance pertaining to the
authenticated. in specially approved instances (for example, public Web  authentication of user identities; interview
sites or other publicly available information systems). users; review security software
authentication parameters.
AC-2.1.2. Account policies (including authentication Review account policies and determine if
policies and lockout policies) are appropriate given the they are based on risk and seem

risk, and enforced.

reasonable, based on interviews with
system administrator and users. Determine
how they are enforced, and test selected

policies.
AC-2.1.3. Effective procedures are implemented to Review adequacy of procedures for
determine compliance with identification and monitoring compliance with specific

authentication policies.

identification and authentication policies;
selectively test compliance with key
identification and authentication policies.
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Control activities

Control techniques

Audit procedures

AC-2.1.4. Selection of authentication methods (for
example, passwords, tokens, biometrics, key cards, PKI
certificates, or a combination therein) are appropriate,
based on risk.

Determine whether authentication methods
used are appropriate, based on system risk
levels determined by the entity using NIST
FIPS 199. See NIST SP 800-53
authentication controls as specified for
entity designated system risk levels.

AC-2.1.5. Authenticators:

» are adequately controlled by the assigned user and not
subject to disclosure; and

« cannot be easily guessed or duplicated.

Additional considerations for passwords are described
below.

Review pertinent entity policies and
procedures; assess procedures for
generating and communicating
authenticators to users; interview users;
review related security software
parameters. Observe users using
authenticators; attempt to logon without a
valid authenticator. Assess compliance with
NIST guidance on authenticator selection,
content, and usage.

AC-2.1.6. Password-based authenticators:

« are not displayed when entered;

» are changed periodically (e.g., every 30 to 90 days);

» contain alphanumeric and special characters;

« are sufficiently long (e.g., at least 8 characters in
length);

» have an appropriate life (automatically expire);

« are prohibited from reuse for a specified period of time
(e.g., at least 6 generations); and

« are not the same as the user ID.

Review pertinent entity policies and
procedures; assess procedures for
generating and communicating passwords
to users; interview users; review security
software password parameters. Observe
users keying in passwords; attempt to
logon without a valid password; make
repeated attempts to guess passwords.
(See Section 2.2.2 “Appropriateness of
Control Testing” for discussion of
performance issues relating to this type of
testing). Assess entity compliance with
NIST SP 800-63, which provides guidance
on password selection and content.

AC-2.1.7. Attempts to log on with invalid passwords are
limited (e.g., 3—7 attempts).

Examine security parameters for failed log-
on attempts; review security logs to
determine whether attempts to gain access
are logged and reviewed by entity security
personnel; if appropriate, repeatedly
attempt to logon using invalid passwords.

AC-2.1.8. Use of easily guessed passwords (such as
names or words) are prohibited.

As appropriate, review a system-generated
list of current passwords; search password
file using audit software to identify use of
easily guessed passwords. Review
management’s controls to prevent or detect
easily guessed passwords.

AC-2.1.9. Generic user IDs and passwords are not used.

Interview users and security managers;
review a list of IDs and passwords to
identify generic IDs and passwords in use.

AC-2.1.10. Vendor-supplied default passwords are
replaced during installation.

Attempt to log on using common vendor-
supplied passwords; search password file
using audit software. (See Section 2.2.2
“Appropriateness of Control Testing” for
discussion of performance issues relating
to this type of testing).
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Control activities Control techniques Audit procedures

AC-2.1.11. Passwords embedded in programs are Discuss with entity security management
prohibited. (Note: An embedded password is a password  how it obtains reasonable assurance that
that is included into the source code of an application or  there are no embedded passwords used. If
utility. Applications often need to communication with used, determine whether procedures have
other applications and systems and this requires an been established to monitor their use.
“authentication” process which is sometimes

accomplished through the use of embedded paSSWOde). Review selected programs for embedded

passwords.

AC-2.1.12. Use of and access to authenticators is Review procedures to ensure that accounts
controlled (e.g., their use is not shared with other users).  are not shared. Select accounts to
determine compliance with procedures.

AC-2.1.13. Effective procedures are implemented to Identify procedures for handling lost or
handle lost, compromised, or damaged authenticators compromised authenticators; interview
(e.g., tokens, PKI certificates, biometrics, passwords, and users and selectively test compliance with
key cards). procedures.

AC-2.1.14. Concurrent sessions are appropriately Review procedures for controlling and
controlled. auditing concurrent logons from different

workstations. See NIST SP 800-53.

AC-2.1.15. Where appropriate, digital signatures, PKI, and Determine how nonrepudiation is assured

electronic signatures are effectively implemented. and if PKI and electronic/digital signatures
are effectively implemented.
AC-2.1.16. PKI-based authentication Review pertinent entity policies and
- validates certificates by constructing a certification path procedures; assess procedures for
to an accepted trust anchor; generating and communicating certificates
- establishes user control of the corresponding private 10 USErs; INterview users; review security
key; and software certificate parameters; obtain the
« maps the authenticated identity to the user account. help of experts if needed.
AC-2.1.17. Authentication information is obscured (e.g.,  Review procedures for controlling the
password is not displayed) display of authentication information.
AC-2.1.18. Appropriate session-level controls are Assess the adequacy of session-level
implemented (e.g., name/address resolution service, controls to include name/address resolution
session authenticity) service, session authenticity, protection of

session level information held in temporary
storage, and controls to ensure that one
session ends before the next session
begins (prevent overlapping sessions).

Source: GAO.

Critical Element AC-3. Implement effective authorization controls

Once a user is authenticated, authorization® is used to allow or
prevent actions by that user based on predefined rules.
Authorization includes the principles of legitimate use, least
privilege, and separation of duties (discussed in section 3.4).

80 ..
Access privileges granted to a user, program, or process.
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Operating systems have some built-in authorization features such as
user rights and privileges, groups of users, and permissions for files
and folders. Network devices, such as routers, may have access
control lists that can be used to authorize users who can access and
perform certain actions on the device. Access rights and privileges
are used to implement security policies that determine what a user
can do after being allowed into the system.

Access rights, also known as permissions, allow the user to look,
read, or write to a certain file or directory. Privileges are a set of
access rights permitted by the access control system. In a Microsoft
Windows™ system, rights are what give the user or members of a
group the access needed to perform management tasks or simply to
access a system. Information system access permissions are a Unix
term that describe the kind of access to files a user is granted. A set
of permissions is associated with every file and directory that
determines who can read it, write to it, or execute it. Only the owner
of the file (or the super user®) can change these permissions.
Maintaining access rights, permissions, and privileges is one of the
most important aspects of administering system security.

AC-3.1. User accounts are appropriately controlled

In order to adequately control user accounts, an entity should
institute policies and procedures for authorizing logical access to
information resources and document such authorizations. These
policies and procedures should cover user access needed for routine
operations, emergency access, and the sharing and disposition of
data with individuals or groups outside the entity. Further, logical
access controls should enforce segregation of duties.

The computer resource owner should identify the specific user or
class of users authorized to obtain direct access to each resource for
which they are responsible. Access should be limited to individuals
with a valid business purpose (least privilege). Unnecessary
accounts (default, guest accounts) should be removed, disabled, or

$!The term “super user” denotes the highest level of user privilege and can allow unlimited
access to a system's file and set up.
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otherwise secured. This process can be simplified by developing
standard profiles, which describe access needs for groups of users
with similar duties, such as accounts payable clerks.

The owner should also identify the nature and extent of access to
each resource that is available to each user. This is referred to as the
user’s profile. In general, users may be assigned one or more of the
following types of access to specific computer resources:

e read access—the ability to look at and copy data or a software
program

o update access—the ability to change data or a software program
o delete access—the ability to erase or remove data or programs

e merge access—the ability to combine data from two separate
sources

e execute access—the ability to execute a software program

Access may be permitted at the file, record, or field level. Files are
composed of records, typically one for each item or transaction.
Individual records are composed of fields that contain specific data
elements relating to each record.

Owners should periodically review access authorization listings and
determine whether they remain appropriate. Access authorizations
should be documented on standard forms and maintained on file.
Listings of authorized users and their specific access needs and any
modifications should be approved by an appropriate senior manager
and directly communicated in writing by the resource owner to the
security management function. A formal process for transmitting
these authorizations, including the use of standardized access
request forms, should be established to reduce the risk of
mishandling, alterations, and misunderstandings.

Security managers should review access authorizations for new or
modified access privileges and discuss any questionable
authorizations with the resource owners (authorizing officials).

Approved authorizations should be maintained on file. Compliance
with access authorizations should be monitored by periodically
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comparing authorizations to actual access activity. Access control
software typically provides a means of reporting user access
authorizations and access activity. All changes to security access
authorizations should be automatically logged and periodically
reviewed by management independent of the security function.
Unusual activity should then be investigated.

Broad or special access privileges, such as those associated with
operating system software that allow normal controls to be
overridden, are only appropriate for a small number of users who
perform system maintenance or manage emergency situations. Such
special privileges may be granted on a permanent or temporary
basis. However, any such access should also be approved by a
senior security manager, written justifications should be kept on
file, and the use of highly sensitive files or access privileges should
be routinely reviewed by management. Special access privileges,
access to sensitive files, and related audit procedures are covered in
section AC-4.1.

For systems that can be accessed through public
telecommunications lines, some users may be granted dial-up
access. This means that these individuals can use a modem to
access and use the system from a remote location, such as their
home or a field office. Because such access can significantly
increase the risk of unauthorized access, it should be limited and the
associated risks weighed against the benefits. To help manage the
risk of dial-up access, justification for such access should be
documented and approved by owners. (See section AC-1 for
controls to help manage the risks of dial-up access, such as dial-
back procedures to preauthorized phone numbers or the use of
security modems, tokens, or smart cards to authenticate a valid
user.)

Inactive accounts and accounts for terminated individuals should be
disabled or removed in a timely manner. It is important to notify the
security function immediately when an employee is terminated or,
for some other reason, is no longer authorized access to information
resources.
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Notification may be provided by the human resources department or
by others, but policies should exist that clearly assign responsibility
for such notification. Terminated employees who continue to have
access to critical or sensitive resources pose a major threat, as do
individuals who may have left under acrimonious circumstances.

Owners should determine disposition and sharing of data. A
mechanism should be established so that the owners of data files
and programs determine whether and when these resources are to
be maintained, archived, or deleted. Standard disposition forms can
be used and maintained on file to document the users’ approvals. In
addition, resource owners should determine if, with whom, and by
what means information resources can be shared. When files are
shared with other entities, it is important that (1) data owners
understand the related risks and approve such sharing and

(2) receiving entities understand the sensitivity of the data involved
and safeguard the data accordingly. This should require a written
agreement before sensitive information is shared.

Required access to shared file systems should be restricted to the
extent possible (for example, only to particular hosts, and only for
the level of access required). Many scientific agencies, use file
sharing networks. File sharing facilitates connections between
persons who are looking for certain types of files. A type of file
sharing known as peer-to-peer (P2P) refers to any software or
system allowing individual users of the Internet to connect directly
to each other and trade files. While there are many appropriate uses
of this technology, several studies show that the vast majority of
files traded on P2P networks are copyrighted music files and
pornography. Data also suggest that P2P is a common avenue for
the spread of computer viruses within IT systems. As required by
FISMA, agencies are to use NIST standards and guidance to
complete system risk and impact assessments in developing security
plans and authorizing systems for operation. Operational controls
detailing procedures for handling and distributing information and
management controls outlining rules of behavior for users should

Page 225 3.2. Access Controls (AC)



ensure that proper controls are in place to prevent and detect
improper file sharing.*

Emergency and temporary access authorization needs to be
controlled. Occasionally, there will be a need to grant temporary
access privileges to an individual who is not usually authorized
access. Such a need may arise during emergency situations, when an
individual is temporarily assigned duties that require access to
critical or sensitive resources, or for service or maintenance
personnel. In addition, contractor personnel may require temporary
access while involved in systems development or other work. As
with normal access authorizations, temporary access should be
approved and documented and the related documentation
maintained on file. Temporary user identifications and
authentication devices, such as passwords, should be designed to
automatically expire after a designated date. Also, management
should periodically review emergency and temporary access
accounts to determine that they are still necessary.

AC-3.2. Processes and services are adequately controlled

Only authorized processes and services should be permitted in
information systems and they should be limited to what is essential
to effectively perform an entity’s mission and business functions. In
an information system, processes are systematic sequences of
operations to produce a specified result. This includes all functions
performed within a computer such as editing, calculating,
summarizing, categorizing, and updating. Services refer to
“customer or product-related business functions” such as file
transfer protocol (FTP), hypertext transfer protocol (HTTP), and
mainframe supervisor calls. Each system provides a set of services.
For example, a computer network allows its users to send packets
to specified destinations; a database system responds to queries;
and a processor performs a number of different instructions.
Controls related to processes and services include all of the
technological and managerial safeguards established and applied to

%20MB Memorandum M-04-26, Personal Use Policies and “File Sharing” Technology,
(Washington, D.C.: September 8, 2004).
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an information system to protect hardware, software, and data from
accidental or malicious modification, destruction, or disclosure.

When evaluating an entity’s processes and services, it is important
to consider the following:

o available processes and services should be minimized,

¢ the functions and purposes of processes and services should be
documented and approved by management, and

¢ information available to unauthorized users should be restricted.

Proper control of information system processes and services is
critical to ensuring the confidentiality, integrity, and availability of
user data and, ultimately, the accomplishment of an entity’s mission.
Access control policies and enforcement mechanisms are employed
by entities to control access between users (or processes acting on
behalf of users) and objects (for example, segments, devices, files,
records, fields, processes, programs) in the information system.
Access control policies can be identity-based, role-based, or rule-
based.” Associated enforcement mechanisms include access control
lists, access control matrices, and cryptography. Where encryption
of stored information is used as an access enforcement mechanism,
the cryptography used should be in compliance with applicable
standards.

Configuring systems only for necessary capabilities minimizes
processes and services. First, only required services should be
installed. Second, the number of individuals with access to such
services should be restricted based on the concept of least privilege;
this means that users should have the least amount of privileges
(access to services) necessary to perform their duties. Third, the use
of information services needs to be monitored. Fourth, it is
important to maintain current service versions. According to NIST
guidance, the information system should be periodically reviewed to
identify and eliminate unnecessary services (for example, FTP,

83Identity—based access is based on the identities of users and information system
resources. Role-based access is based on users' roles/responsibilities. Rule-based access is
based on user or resource attributes and a predetermined rule set.
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HTTP, mainframe supervisor calls) and protocols that would
introduce an unacceptable level of risk should be disabled.* The
information system that supports the server functionality should be,
as much as possible, dedicated to that purpose. In addition, the
function and purpose of processes and services should be
documented and approved by appropriate entity officials.

According to NIST SP 800-53, additional process and service
controls should be implemented to

e prohibit remote activation of collaborative computing
mechanisms (e.g. video and audio devices),

e ensure that lower priority process do not interfere with
higher priority processes, and

e ensure proprietary information and applications is protected
from processes and systems available to the public.

AC-3 Related NIST SP 800-53 Controls
AC-2 Account Management

AC-3 Access Enforcement

AC-6 Least Privilege

CM-7 Least Functionality

SC-6 Resource Priority

SC-14 Public Access Protections
SC-15 Collaborative Computing

#See NIST Special Publications (SP) 800-10 and 800-41 for information on configuring
firewalls and filtering common protocols to minimize vulnerabilities from Internet services.
SP 800-10, from 1994, contains basic information that is still applicable, but SP 800-41
updates the earlier document and covers Internet protocol packet filtering and more recent
policy recommendations.
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Control Techniques and Suggested Audit Procedures for Critical Element AC-3

. __________________________________________________________________________________________________________________________|
Table 18. Control Techniques and Suggested Audit Procedures for Critical Element AC-3: Implement effective authorization
controls

Control activities Control techniques Audit procedures
AC-3.1. User accounts are AC-3.1.1. Resource owners have identified authorized These audit procedures should be
appropriately controlled. users and the access they are authorized to have. coordinated with section 3.4 (segregation of

duties) to ensure that users do not have
access to incompatible functions.

Review written policies and procedures; for
a selection of users (both application and
information security personnel), review
access authorization documentation and
applicable rights and privileges in the
information system.

AC-3.1.2. Security administration personnel set Determine directory names for sensitive or
parameters of security software to provide access as critical files and obtain security reports of
authorized and restrict access that has not been related access rules. Using these reports,
authorized. This includes access to data files, load and determine who has access to sensitive files
source code libraries (if applicable), security files, and and whether the access matches the level

operating system files. Standard naming conventions are  and type of access authorized.
established and used effectively as a basis for controlling

access to data, and programs. (Standard naming Determine whether standard naming
conventions are essential to ensure effective configuration ¢onventions are established and used
management identification and control of production files  effectively.

and programs vs. test files and programs)

AC-3.1.3. Security managers review access Interview security managers and review
authorizations and discuss any questionable documentation provided to them to
authorizations with resource owners. determine whether they review access

authorizations to include follow-ups with
resource owners on questionable
authorizations

AC-3.1.4. All changes to security access authorizations Review a selection of recent changes to

are automatically logged and periodically reviewed by security access authorizations and related
management independent of the security function; logs for evidence of management review
unusual activity is investigated. and unusual activity; determine if unusual
activity is being/has been investigated.
AC-3.1.5. Resource owners periodically review access Interview owners and review supporting
authorizations for continuing appropriateness. documentation; determine whether they

review access authorizations; determine
whether inappropriate access rights are
removed in a timely manner.

AC-3.1.6. Access is limited to individuals with a valid Identify who has access to user accounts

business purpose (least privilege). and sensitive system resources and the
business purpose for this access.

AC-3.1.7. Unnecessary accounts (default, guest Verify that unnecessary accounts are

accounts) are removed, disabled, or otherwise secured. removed, disabled, or secured.

Page 229 3.2. Access Controls (AC)



Control activities

Control techniques

Audit procedures

AC-3.1.8. Inactive accounts and accounts for terminated
individuals are disabled or removed in a timely manner.

Review security software parameters;
review system-generated list of inactive
logon IDs, and determine why access for
these users has not been terminated.

Obtain a list of recently terminated
employees from Personnel and, for a
selection, determine whether system
access was promptly terminated.

AC-3.1.9. Access to shared file systems are restricted to
the extent possible (for example, only to particular hosts,
and only for the level of access required).

Determine how access to shared file
systems is restricted and verify that it works
effectively.

AC-3.1.10. Emergency or temporary access (e.g., firecall

IDs) is appropriately controlled, including

e documented and maintained,

e approved by appropriate managers,

e securely communicated to the security function,

e automatically terminated after a predetermined period,
and

e all activity is logged.

Review pertinent policies and procedures
for emergency/temporary access IDs,
including firecall IDs; compare a selection
of both expired and active temporary and
emergency authorizations (obtained from
authorizing parties) with a system-
generated list of authorized users.

Determine the appropriateness of access
documentation and approvals and the
timeliness of terminating access
authorization when no longer needed.

Review procedures for monitoring the use
of emergency/temporary IDs (including
firecall IDs) to ensure that access was used
properly to correct a problem.

AC-3.2. Processes and
services are adequately
controlled.

AC-3.2.1. Available processes and services are

minimized, such as through

« installing only required processes and services based
on least functionality,

« restricting the number of individuals with access to
such services based on least privilege,

» monitoring the use of such services, and

» Mmaintaining current service versions.

Note; Installed processes and services should be
consistent with approved system baseline.

Review procedures for minimizing
processes and services consistent with
approved system baseline; interview
system administrator; identify what services
are installed and determine if they are
required; determine who has access to
these services and if they need them;
determine how access to these services is
monitored; and determine if the service
versions are kept current. If appropriate,
scan for poorly configured, unnecessary,
and dangerous processes and services.

AC-3.2.2. The function and purpose of processes and

services are documented and approved by management.

Obtain documentation describing the
function and purpose of processes and
services, and evidence of management
approval.

AC-3.2.3. Information available to potential unauthorized
users is appropriately restricted.

Determine if information about available
processes and services is appropriately
restricted.
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Control activities Control techniques

Audit procedures

AC-3.2.4. The information system prohibits remote
activation of collaborative computing mechanisms (for
example, video and audio conferencing) and provides an
explicit indication of use to the local users (for example,
use of camera or microphone).

Determine if remote activation of
collaborative computing services have been
physically disconnected.

AC-3.2.5. For publicly available systems, the information
system controls protect the integrity and availability of the
information and applications.

Identify controls used to protect the integrity
and availability of the information and
applications on such systems and test
controls to ensure their effectiveness.

Source: GAO.

Critical Element AC-4. Adequately protect sensitive system resources

Certain system resources are more sensitive than others because, if
compromised, serious security breaches could occur. Three areas
related to sensitive system resources are: (1) restricting and
monitoring access, (2) implementing adequate media controls over
sensitive data, and (3) where appropriate, implementing effective
cryptographic controls. Such sensitive system resources include
system software, system utilities, configuration management
systems, file maintenance systems, security software, data
communications systems, and database management systems.
Restricting access to sensitive system resources such as system
software and related documentation is critical to controlling the
overall integrity of information systems. For example, if system
software is not adequately protected, an individual could gain
access to capabilities that would allow him or her to bypass security
features found in either operating system security software or
access controls built into application software. The individual would
then be able to read, modify, or destroy application programs,
master data files, and transaction data, and subsequently erase any
electronic audit trail of his or her activities. In addition, inadequate
media controls can result in a loss of confidentiality of sensitive
data. Further, cryptographic controls may be needed to protect
sensitive information where it is not otherwise possible or practical
to adequately restrict access through either physical or logical

access controls.
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AC-4.1. Access to sensitive system resources is restricted and monitored

Access to sensitive system resources, such as system software and
powerful system utilities, should be appropriately restricted and
monitored. System software is a set of programs designed to operate
and control the processing activities of computer equipment.
Generally, one set of system software is used to support and control
a variety of applications that may run on the same computer
hardware. System software helps control and coordinates the input,
processing, output, and data storage associated with all of the
applications that run on a system. Some system software can change
data and program code on files without leaving an audit trail. The
following are examples of system software:

e oOperating system software

e system utilities

e configuration management systems
o file maintenance software

e security software

¢ data communications systems

o database management systems

Access to sensitive system resources should be restricted to
individuals or processes that have a legitimate need for this access
for the purposes of accomplishing a valid business purpose. For
example, access to system software should be restricted to a limited
number of personnel who have job responsibilities associated with
the use of that software. Responsibilities for using system utilities
should be clearly defined and understood by systems programmers.
Application programmers and computer operators should be
specifically prohibited from accessing system software. Justification
and approval by appropriate entity officials for access to system
software should be documented and retained. Appropriate entity
officials should periodically review the use of privileged system
software and utilities to ensure that access permissions correspond
with position descriptions and job duties. Further, the use of
sensitive/privileged accounts should be adequately monitored.
Responsibilities for monitoring use should be clearly defined and
understood by entity officials.
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Typically, access to operating system software is restricted to a few
systems programmers whose job it is to modify the system, when
needed, and intervene when the system will not operate properly. In
addition, database administrators need access to the system’s
database management system and a designated senior-level security
administrator needs access to security software. However,
application programmers and computer operators should not have
access to system software, as this would be incompatible with their
assigned responsibilities and could allow unauthorized actions to
occur. (See section 3.4 for details on segregation of duties.)

The number of personnel authorized to access the system will vary
depending on the size and needs of the entity and, therefore, should
be determined based on an analysis of the entity’s operations. For
example, a large entity that must maintain operations on a 24-hour
basis will need more operating systems analysts and programmers
than a smaller entity that operates on a less intensive schedule.
There may be a tendency for entities to authorize access to many
individuals so that emergency operating problems can be handled
promptly. However, management should balance the need for
efficiency with the need for security.

Because of the powerful capabilities at the disposal of those who
have access to system software and related tools, use of the tools
should be adequately controlled and monitored to identify any
inappropriate or unusual behavior. Such behavior may indicate
unauthorized access or an individual who is improperly exploiting
access privileges. For example, greater than normal use of system
software or use at odd hours may indicate that an individual is using
the software to search for system weaknesses to exploit or to make
unauthorized changes to system or application software or data. For
monitoring to be effective in both detecting and deterring
inappropriate use, personnel authorized to use system software
should understand which uses are appropriate and which are not
and also that their activities may be monitored. Such policies should
be documented and distributed to all personnel.

Policies and techniques should be implemented for using and
monitoring the use of system tools and utilities. Some system
utilities are used to perform system maintenance routines that are
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frequently required during normal processing operations. Other
utilities aid the development and documentation of applications
systems. These utilities can aid individuals who have fraudulent or
malicious intentions in understanding how the programs or data in
an application system operate and in how to make unauthorized
modifications.

Following is a listing of some utilities with their intended functions
that could be misused without proper monitoring and control:

o Flowcharters, transaction profile analyzers, execution path
analyzers, and data dictionaries can be used to understand
application systems.

o Data manipulation utilities, data comparison utilities, and query
facilities can be used to access and view data, with manipulation
utilities also allowing data modification.

¢ Online debugging facilities permit online changes to program
object code leaving no audit trail and can activate programs at
selected start points.

e Library copiers can copy source code from a library into a
program, text and online editors permit modification of program
source code, and online coding facilities permit programs to be
coded and compiled in an interactive mode.

To prevent or detect the misuse of systems utilities, policies should
be clearly documented regarding their use. In addition, the use of
utilities should be monitored. Generally, system software contains a
feature that provides for logging and reporting of its use. Such
reports should identify when and by whom the software was used. It
is important that this software operation work properly and that the
reports are reviewed on a regular basis.

The availability of standard usage data may assist the systems
manager in identifying unusual activity. Some systems can be
designed to compare standard usage data with actual use and report
significant variances, thus making it easier for the system manager
to identify unusual activity. When questionable activity is identified,
it should be investigated. If improper activity is determined to have
occurred, in accordance with security violation policies, the
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incident(s) should be documented, appropriate disciplinary action
taken, and, when appropriate, higher-level management notified.
Further, the possibility of damage or alteration to the system
software, application software, and related data files should be
investigated and corrective action taken if needed. Such action
should include notifying the resource owner of the violation.

In addition to controlling access to sensitive system resources, it is
also important to control a number of other activities. First, default
permissions and rights to system software and network devices
should be changed during installation. Second, system libraries
should be appropriately controlled. For example, the migration of
system software from the testing environment to the production
environment may be performed, after approval, by an independent
library control group. Outdated versions of system software should
be removed from the production environment to preclude their use.
Some changes may be made specifically to correct security or
integrity vulnerabilities, and using outdated versions allows the
entity’s data and systems to remain exposed to these vulnerabilities.
Third, access to authentication services and directories should also
be appropriately controlled. Finally, access to mobile code® (see
next paragraph) should be appropriately controlled due to its
potential to cause damage to the information system if used
maliciously.

Mobile code refers to programs (for example, script, macro, or other
portable instruction) that can be shipped unchanged to a
heterogeneous collection of platforms and executed with identical
semantics. Being able to download files and electronic documents
off the Internet is a useful function and a common practice today.
Web pages serve as an electronic counterpart to paper documents;
however, unlike paper documents, Web pages can entail active
content that is capable of delivering digitally encoded multimedia
information enlivened through embedded computer instructions.

%Mobile code is a software program or parts of programs obtained from remote
information systems, transmitted across a network, and executed on a local information
system without explicit installation or execution by the recipient. Examples of mobile code
include scripts (JavaScript, VBScript), Java applets, Active X controls, and macros
embedded within Office documents.

Page 235 3.2. Access Controls (AC)



The popularity of the World Wide Web has spurred the trend toward
active content. A dynamic weather map, a stock ticker, and live
camera views or programmed broadcasts appearing on a Web page
are common examples of the use of this technology. Like any
technology, active content can provide a useful capability, but can
also become a source of vulnerability for an attacker to exploit.

Mobile code controls should include registration, approval, and
control procedures to prevent the development, acquisition, or
introduction of unacceptable mobile code within the information
system. All mobile code or executable content employed should be
registered unless otherwise approved by the authorizing official.
Uploading of mobile code or executable content from one
organizational information system to another should also be
similarly authorized.

Sensitive system resources may be further protected by partitioning
applications, isolating security functions, and establishing a trusted
communication path. First of all, through application partitioning,
the information system physically or logically separates user
interface services (for example, public Web pages) from information
storage and management services (for example, database
management). Separation may be accomplished through the use of
different computers, different central processing units, different
instances of the operating system, different network addresses,
combinations of these methods, or other methods as appropriate.
Secondly, it is desirable for the information system to isolate
security functions from nonsecurity functions by means of
partitions, domains, etc., including control of access to and integrity
of the hardware, software, and firmware that perform those security
functions. The information system maintains a separate execution
domain (for example, address space) for each executing process.
Thirdly, the information system should establish a trusted
communication path between the user and the security functionality
of the system. Technical experts may be needed to examine and
test these controls. Finally, as appropriate, controls should be in
place over information leakage through electromagnetic signals
emanations.
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AC-4.2. Adequate media controls have been implemented

Media controls should be implemented to control unauthorized
physical access to digital and printed media removed from the
information system and during pick up, transport, and delivery to
authorized users. Media should also be properly labeled to identify
its sensitivity and distribution limitations. Finally, all sensitive
information should be removed from media before its disposal or
transfer to another use.

As discussed in NIST SP 800-53, information system media includes
both digital media (e.g., diskettes, magnetic tapes,
external/removable hard drives, flash/thumb drives, compact disks,
digital video disks) and non-digital media (e.g., paper, microfilm).
Media controls also apply to portable and mobile computing and
communications devices with information storage capability (e.g.,
notebook computers, personal digital assistants, cellular
telephones).

NIST SP 800-53 also states that an organizational assessment of risk
guides the selection of media and associated information contained
on that media requiring restricted access. Organizations document
in policy and procedures, the media requiring restricted access,
individuals authorized to access the media, and the specific
measures taken to restrict access. The rigor with which this control
is applied is commensurate with the FIPS 199 security
categorization of the information contained on the media. For
example, fewer protection measures are needed for media
containing information determined by the organization to be in the
public domain, to be publicly releasable, or to have limited or no
adverse impact on the organization or individuals if accessed by
other than authorized personnel. In these situations, it is assumed
that the physical access controls where the media resides provide
adequate protection.

One sensitive area is the storage of personally identifiable
information on portable media. The ability to store and transport
substantial volumes of data on portable devices creates an
additional exposure to information confidentiality. The entity should
have adequate controls in place over such portable media. OMB
Memorandum M-06-16 recommends federal agencies encrypt all
data on mobile computers/devices which carry agency data unless

Page 237 3.2. Access Controls (AC)



the data is determined to be non-sensitive, in writing, by the
agency’s Deputy Secretary or an individual they may designate in
writing.

In addition, as part of the risk assessment process, entities should
identify information that is sensitive, including personally
identifiable information. Entities should implement controls to
adequately protect the confidentiality of such information, including
any copies of such data. OMB Memorandum M-06-16 recommends
federal agencies to log all computer-readable data extracts from
databases holding sensitive information and verify each extract
including sensitive data has been erased within 90 days or its use is
still required. This OMB Memorandum provides additional guidance
on controls over personally identifiable and other sensitive
information. Also see AC-1.2 and AC-2.1.

Automated marking and labeling of information helps to enforce
information security access policy. Information system outputs
should be marked using standard naming conventions to identify
any special dissemination, handling, or distribution instructions.
Similarly, information in storage, in process, and transmission
should be appropriately labeled. Further, a means should be
provided for the information system to ensure that the labels a user
associates with information provided to the system are consistent
with the information that the user is allowed to access. It is
important that security parameters are exchanged between systems
to authenticate services requested by another system. Security
parameters include, for example, security labels and markings.
Security parameters may be explicitly or implicitly associated with
the information contained within the information system.

The entity should have policies and procedures in place to remove
sensitive information® and software from computers, disks, and
other equipment or media when they are disposed of or transferred
to another use. Further, approved equipment and techniques should

%The process of removing sensitive information from computer media is often referred to
as sanitization. It includes removing all labels, markings, and activity logs. NIST SP 800-36
provides guidance on appropriate sanitization equipment, techniques, and procedures.
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be used and periodically tested to ensure correct performance. If
sensitive information is not fully cleared, it may be recovered and
inappropriately used or disclosed by individuals who have access to
the discarded or transferred equipment and media. The
responsibility for clearing information should be clearly assigned.
Also, standard forms or a log should be used to document that all
discarded or transferred items are examined for sensitive
information and that this information is cleared before the items are
released.

AC-4.3. Cryptographic controls are effectively used

Where appropriate, cryptographic tools help provide access control
by rendering data unintelligible to unauthorized users and/or
protecting the integrity of transmitted or stored data. In some
cases—especially those involving telecommunications—it is not
possible or practical to adequately restrict access through either
physical or logical access controls. In these cases, cryptographic
tools can be used to identify and authenticate users and help protect
the integrity and confidentiality of data and computer programs,
both while these data and programs are “in” the computer system
and while they are being transmitted to another computer system or
stored on removable media.

As discussed in FIPS Pub 140-2, cryptographic-based security
systems may be utilized in various computer and telecommunication
applications (e.g., data storage, access control and personal
identification, network communications, radio, facsimile, and video)
and in various environments (e.g., centralized computer facilities,
office environments, and hostile environments). The cryptographic
services (e.g., encryption, authentication, digital signature, and key
management) provided by a cryptographic module are based on
many factors that are specific to the application and environment.
The security level to which a cryptographic module is validated
should be chosen to provide a level of security appropriate for the
security requirements of the application and environment in which
the module will be utilized and the security services that the module
will provide. The security requirements for a particular security
level include both the security requirements specific to that level
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and the security requirements that apply to all modules regardless of
the level.

Cryptography involves the use of algorithms (mathematical
formulae) and combinations of keys (strings of bits) to do any or all
of the following:

e encrypt, or electronically scramble a message or file so that it is
unintelligible to those who do not have the secret key needed to
decrypt it, thus keeping the contents of the message or file
confidential,

e provide an electronic signature that can be used to determine if
any changes have been made to the related file, thus ensuring the
file’s integrity, and

¢ link a message or document to a specific individual’s or group’s
key, thus ensuring that the “signer” of the file can be identified.

Cryptographic tools are especially valuable for any application that
involves “paperless” transactions or for which the users want to
avoid relying on paper documents to substantiate data integrity and
validity. Examples include

e electronic commerce, where purchase orders, receiving reports,
and invoices are created, approved, and transmitted
electronically;

¢ travel administration, where travel orders and travel vouchers
are created, approved, and transmitted electronically; and

e protection of documents or digital images, such as contracts,
personnel records, or diagrams, which are stored on electronic
media.

Cryptographic tools may be linked to an individual application or
implemented so that they can be used to sign or encrypt data
associated with multiple applications. For example, the personal
computers connected to a local area network may each be fitted
with hardware and/or software that identifies and authenticates
users and allows them to encrypt, sign, and authenticate the
messages and files that they send or receive, regardless of the
application that they are using.

Page 240 3.2. Access Controls (AC)



There are a number of technical issues to consider concerning
cryptography. Some of the key considerations are listed here.

e Are the cryptographic tools implemented in software or through
the use of a hardware module? (Hardware modules are generally
more secure.)

e How is the data transmitted between the computer’s memory and
the cryptographic module, and is this path protected?

o How strong, or complex, is the algorithm used to encrypt and
sign data?
o How are keys managed and distributed?

¢ Does the entity’s use of cryptographic tools comply with related
Federal Information Processing Standards issued by NIST?

o Has the entity chosen cryptographic techniques that are appropriate
to cost-effectively meet its defined control objectives?

If the auditor encounters cryptographic tools and determines that
their reliability is important to his or her understanding of the
controls, they should obtain the most recent guidance available
from OMB, NIST, and GAO, as well as technical assistance from an
auditor experienced in assessing cryptographic tools.

AC-4 Related NIST SP 800-563 Controls
AC-15 Automated Marking

AC-16  Automated Labeling

IA-7 Cryptographic Module Authentication
MP-2 Media Access

MP-3 Media Labeling

MP-4 Media Storage

MP-5 Media Transport

MP-6 Media Sanitization and Disposal
PE-19 Information Leakage

SC-2 Application Partitioning

SC-3 Security Function Isolation
SC-4 Information Remnance

SC-8 Transmission Integrity

SC-9 Transmission Confidentiality

SC-11 Trusted Path
SC-12 Cryptographic Key Establishment and Management
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SC-13 Use of Cryptography
SC-16
SC-18 Mobile Code

Transmission of Security Parameters

Control Techniques and Suggested Audit Procedures for Critical Element AC-4

Table 19. Control Techniques and Suggested Audit Procedures for Critical Element AC-4: Adequately protect sensitive

system resources

Control activities

Control techniques

Audit procedures

AC-4.1. Access to sensitive
system resources is
restricted and monitored.

AC-4.1.1. Access to sensitive/privileged accounts is
restricted to individuals or processes having a legitimate
need for the purposes of accomplishing a valid business
purpose.

Review pertinent policies and procedures.
Interview management and systems
personnel regarding access restrictions.

Identify and test who has access to
sensitive/privileged accounts and determine
the reason for that access.

AC-4.1.2. Use of sensitive/privileged accounts is
adequately monitored.

Determine if the use of sensitive and
privileged accounts is monitored and
evaluate the effectiveness of monitoring
procedures.

AC-4.1.3. Logical access to utilities and tools is
adequately controlled (for example, remote maintenance).

Determine the last time the access
capabilities of staff with special system
access privileges (e.g., system
programmers) were reviewed. Review
security software settings to identify types
of activity logged.

Observe personnel accessing system
software, such as sensitive utilities and
note the controls encountered to gain
access. Attempt to access the operating
system and other system software. Select
some application programmers and
determine whether they are authorized
access.

AC-4.1.4. Files relied upon by operating systems are
appropriately controlled.

Determine if access to files relied upon by
operating systems are adequately
controlled.

AC-4.1.5. Passwords/authentication services and
directories are appropriately controlled and encrypted
when appropriate.

Determine if password files and
authentication services are adequately
protected from unauthorized access.
Determine if password files are encrypted.

AC-4.1.6. Mobile code is appropriately controlled.

Interview system administrator and perform
appropriate procedures to determine if
mobile code is adequately controlled.

AC-4.1.7. Where appropriate, access is restricted based
on time and/or location.

Determine if access is appropriately
restricted based on time and/or location.
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Control activities

Control techniques

Audit procedures

AC-4.1.8. The information system partitions or separates
user functionality (including user interface services) from
information system management functionality.

Interview officials and review related
system documentation. Coordinate with
vulnerability analysis.

AC-4.1.9. The information system isolates security
functions from nonsecurity functions.

Interview officials and review related
system documentation. Coordinate with
vulnerability analysis.

AC-4.1.10. The information system establishes a trusted
communications path between the user and the security
functionality of the system.

Interview officials with system and
communication responsibilities and
examine appropriate records such as
developer design documents.

AC-4.2. Adequate media
controls have been
implemented.

AC-4.2.1. Only authorized users have access to printed
and digital media removed from the information system.

Interview personnel and review procedures.
Observe entity practices and review
selected access logs.

AC-4.2.2. The information system automatically identifies

how information is to be used

« output is marked using standard naming conventions,
and

« internal data in storage, process and transmission is
labeled.

Interview appropriate personnel. For output,
identify standard naming conventions and
examine the system configuration. For
internal data, examine the labeling
mechanism and internal data for accurate
labels. Test output and internal data for
appropriate results.

AC-4.2.3. The organization controls the pickup, transport,
and delivery of information system media (paper and
electronic) to authorized personnel.

Interview officials and review appropriate
policy and procedures. Observe selected
media transport practices and receipts.

AC-4.2.4. Systems media is securely stored according to
its sensitivity.

Determine if media storage practices are
adequate and comply with applicable
requirements (for federal agencies, FIPS
199 security categories).

AC-4.2.5. Security parameters are clearly associated with
information exchanged between information systems.

Determine if security parameters are clearly
associated with information exchanged.

AC-4.2.6. Approved equipment, techniques, and
procedures are implemented to clear sensitive data from
digital media before its disposal or release for reuse
outside of the organization.

Review written procedures; interview
personnel responsible for clearing data
from digital media. For a selection of
recently discarded or transferred items,
examine documentation related to clearing
of data and disposal of software. For
selected items still in the entity’s
possession, test to determine whether they
have been appropriately sanitized.

AC-4.3. Cryptographic
controls are effectively used.

AC-4.3.1. Cryptographic tools have been implemented to
protect the integrity and confidentiality of sensitive and
critical data and software programs where appropriate.

Determine if cryptographic tools are
properly implemented. (See NIST
standards for federal agencies) To evaluate
the use of cryptographic tools, the auditor
should obtain the assistance of a specialist.

AC-4.3.2. Encryption procedures are implemented in data
communications where appropriate based on risk.

Capture passwords transmitted over the
network and determine if they are
encrypted; for federal system, determine if
cryptographic authentication complies with
FIPS 140-2. To evaluate cryptographic
tools, the auditor should obtain the
assistance of a specialist.
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Control activities Control techniques Audit procedures
AC-4.3.3. For authentication to a cryptographic module, Interview appropriate officials and review
the information system employs appropriate supporting documentation. For federal
authentication methods. agencies, compare the authentication
process to FIPS 140-2 requirements.
AC-4.3.4. The information system employs automated Compare policy and practices to
mechanisms with supporting procedures or manual appropriate guidance, such as NIST

procedures fo
management.

r cryptographic key establishment and key  guidance in SP 800-56 and SP 800-57 for
cryptographic key establishment and
management, respectively.

Source: GAO.

Critical Element AC-5. Implement an effective audit and monitoring capability

Audit and monitoring involves the regular collection, review, and
analysis of auditable events for indications of inappropriate or
unusual activity, and the appropriate investigation and reporting of
such activity. Automated mechanisms may be used to integrate
audit monitoring, analysis, and reporting into an overall process for
investigation and response to suspicious activities. Audit and
monitoring controls can help security professionals routinely assess
computer security, perform investigations during and after an
attack, and even recognize an ongoing attack. Audit and monitoring
technologies include network and host-based intrusion detection
systems, audit logging, security event correlation tools, and
computer forensics. Network-based intrusion detection systems
(IDSs) capture or “sniff” and analyze network traffic in various parts
of a network. On the other hand, host-based IDSs analyze activity on
a particular computer or host. Both types of IDS have advantages
and disadvantages.

FISMA requires that each federal agency implement an information
security program that includes procedures for detecting, reporting,
and responding to security incidents. Further, OMB is to ensure the
operation of a central federal information security incident center to

e provide timely technical assistance to system operators,
¢ compile and analyze incident information,
¢ inform system operators about threats and vulnerabilities, and

o consult with NIST, national security agencies, and other
designated agencies such as the Department of Homeland
Security.

Page 244 3.2. Access Controls (AC)



NIST issued two relevant special publications that provide
additional information:

e SP 800-94, Guide to Intrusion Detection and Prevention
Systems (IDPS), and
e SP800-61, Computer Security Incident Handling Guide

SP 800-61 discusses four steps in incident handling:
e preparation,
e detection and analysis,
e containment, eradication, and recovery, and
e post-incident activity.

An IDS detects inappropriate, incorrect, or anomalous activity
aimed at disrupting the confidentiality, integrity, or availability of a
protected network and its computer systems. An IDS collects
information on a network, analyzes the information on the basis of a
preconfigured rule set, and then responds to the analysis. A
description of the technologies, their effectiveness, and how they
work is described in Technologies to Secure Federal Systems, GAO-
04-467 (Washington, D.C.: March 2004).

AC-5.1. An effective incident response program is documented and approved

An effective incident response program should be implemented.
Control techniques include

e documented policies and procedures, including an incident
response plan;

¢ documented testing of the incident response plan;
e ameans of prompt centralized reporting;
e active monitoring of alerts and advisories;

¢ response team members with the necessary knowledge, skills,
and abilities;

¢ training on roles and responsibilities and periodic refresher
training;

¢ links to other relevant groups;

e protection against denial of service attacks; and
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e appropriate incident response assistance and consideration of
computer forensics.

OMB tasks NIST with coordinating activities governmentwide for
agencies sharing information concerning common vulnerabilities
and threats. Finally, Appendix III of OMB Circular A-130 directs the
Department of Justice to provide appropriate guidance on pursuing
legal remedies in the case of serious incidents.

According to NIST, the two main benefits of an incident-handling
capability are (1) containing and repairing damage from incidents
and (2) preventing future damage. Other, less obvious, benefits of an
incident-handling capability include

e improved threat data for use in the risk assessment and control
selection process,

¢ enhanced internal communication and organizational
preparedness, and

¢ enhanced training and awareness programs by providing trainers
with better information on users’ knowledge and providing real-
life illustrations for classes.

Also, according to NIST, the characteristics of a good incident-
handling capability include

¢ an understanding of the constituency being served, including
computer users and program managers;

¢ an educated constituency that trusts the incident-handling team;

e ameans of prompt centralized reporting, such as through a
hotline;

e aresponse team with the necessary knowledge, skills, and
abilities, including technical expertise with the computer
technology used by the entity, and the ability and willingness to
respond when and where needed; and

¢ links to other groups—such as law enforcement agencies,
response teams, or security groups external to the entity—and to
the entity’s public relations office (in case the incident receives
media attention).
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One aspect of incident response that can be especially problematic
is gathering the evidence to pursue legal action. Incident response
training and assistance is important for users of information systems
to understand the proper handling and reporting of security
incidents. Resources should be available to provide adequate
computer forensics of security incidents. To gather evidence, an
entity may need to allow an intruder or violator to continue his or
her inappropriate activities—a situation that puts the system and
data at continued risk. However, fear of detection and prosecution
can serve as a deterrent to future violations.

The United States Computer Emergency Readiness Team (US—
CERT) was established in September 2003 to provide a national
incident response capability. US-CERT is a partnership of the
Department of Homeland Security and the public and private
sectors. Established to protect the nation’s Internet infrastructure,
US-CERT coordinates defense against and responses to cyber
attacks across the nation. Specifically, it is responsible for analyzing
and reducing cyber threats and vulnerabilities, disseminating cyber
threat warning information, and coordinating incident response
activities.

As the nation’s focal point for preventing, protecting against, and
responding to cyber security vulnerabilities, US-CERT interacts
with all federal agencies, private industry, the research community,
state and local governments, and others on a 24X7 basis to
disseminate reasoned and actionable cyber security information. To
provide security information to the public, US-CERT

integrates content contributed by numerous organizations from
both the public and private sectors,

e aggregates and analyzes the various types of data provided by
contributing organizations,

¢ serves as the focal point for promoting common and
comprehensive analysis of security trends and risks, and

e maintains quality control standards and works to ensure
technical accuracy as well as timeliness.
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Worldwide, there are more than 250 organizations that use the name
CERT or a similar name and deal with cyber security response. US—
CERT and the CERT Coordination Center at Carnegie Mellon
University work jointly on cyber security activities. When a cyber
security problem warrants, US-CERT coordinates a response by
working with computer security experts from public and private
state and local incident response teams. (See www.us-
cert.gov/aboutus.html.)

In addition, the incident response program is affected by and should
be responsive to the configuration of the entity’s networks. For
example, it can affect the placement of intrusion detection systems.
Also, the network and related access controls can be designed to aid
in containment of security breaches to limited areas of the network.

Also, the incident response program should appropriately consider
treatment of privacy information. Specifically, federal entities
should comply with applicable statutes and OMB guidance,
including the following OMB Memoranda:

o M-06-15, Safequarding Personally Identifiable Information
(5/22/06)

e M-06-16, Protection of Sensitive Agency Information (6/23/06)

o M-06-19, Reporting Incidents Involving Personally Identifiable
Information and Incorporating the Cost for Security in Agency
Information Technology Investments (7/12/06)

e OMB Reporting Instructions for the Federal Information Security
Management Act and Agency Privacy Management (generally
annual OMB memorandums)

e  Recommendations for Identity Theft Related Data Breach
Notifications (9/20/06)

e M-07-04, Use of Commercial Credit Monitoring Services Blanket
Purchase Agreements (12/22/06)
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AC-5.2. Incidents are effectively identified and logged

Entity policies and procedures should establish criteria for the
identification of significant system events that should be logged.
Based on such criteria, the entity should identify significant system
events. At a minimum, all such significant events,” including access
to and modification of sensitive or critical system resources, should
be logged. Also, logging should include appropriate information to
facilitate monitoring of access to business process applications and
related actions taken by application users. To be effective:

e identification and logging of auditable events should be based on
considerations of costs, benefits, and risk;

e this feature should be activated to log critical activity, maintain
critical audit trails, and report unauthorized or unusual activity;

e access to audit logs should be adequately controlled; and

¢ managers should review logs for unusual or suspicious activity
and take appropriate action.

Access control software should be used to maintain an audit trail of
security access containing appropriate information for effective
review to determine how, when, and by whom specific actions were
taken. For example, time stamps of audit records should be
generated using internal information system clocks that are
synchronized systemwide. Such information is critical to monitoring
compliance with security policies and when investigating security
incidents. The settings of the access control software control the
nature and extent of audit trail information provided. Typically,
audit trails may include user ID, resource accessed, date, time,
terminal location, and specific data modified. The information
system should have the capability to determine whether or not a
given individual took a particular action (non-repudiation).

The completeness and value of the audit trails maintained will only
be as good as the entity’s ability to thoroughly identify the critical
processes and the related information that may be needed.
Procedures for maintaining such audit trails should be based on

¥The checklists and configuration guides at http:/csre.nist.gov/pcig/cig.html provide
recommended lists of auditable events.
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o the value or sensitivity of data and other resources affected,;

¢ the processing environment, for example, systems development,
testing, or production;

o technical feasibility; and
¢ legal and regulatory requirements.

Audit trails, including automated logs, need to be retained for an
appropriate period of time. Therefore, the entity needs to allocate
sufficient audit record storage capacity and configure auditing to
prevent the storage capacity from being exceeded. The information
system should provide a warning when storage capacity reaches a
certain level. If storage capacity is reached, the system should alert
appropriate officials and take appropriate, predefined actions such
as saving the oldest data offline, shutting down the system,
overwriting the oldest audit records, or stop generating audit
records.

An effective intrusion detection system (IDS) should be
implemented, including appropriate placement of intrusion-
detection sensors and setting of incident thresholds. IDS security
software generally provides a means of determining the source of a
transaction or an attempted transaction and of monitoring users’
activities (audit trail).

AC-5.3. Incidents are properly analyzed and appropriate actions taken

Because all of the audit trail and log information maintained is likely
to be too voluminous to review on a routine basis, the IDS security
software should be implemented to selectively identify
unauthorized, unusual, and sensitive access activity, such as

o attempted unauthorized logical and physical access;
e access trends and deviations from those trends;
e access to sensitive data and resources;

o highly-sensitive privileged access, such as the ability to override
security controls;

¢ access modifications made by security personnel; and
o unsuccessful attempts to logon to a system.
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Modern information systems may have an audit-reduction and
report-generation capability to automatically process audit records
for events of interest based on selectable event criteria. The security
software should be designed to report such activity and, in some
cases, respond by actions such as

¢ disabling passwords,

o terminating repeated failed attempts to access sensitive
resources,

e terminating processing,

¢ shutting down terminals,

e issuing warning or error messages, and

e writing audit trail records that would not normally be maintained.

Once unauthorized, unusual, or sensitive access activity is
identified, it should be reviewed and apparent or suspected
violations investigated. If it is determined that a security violation
has occurred, appropriate action should be taken to identify and
remedy the control weaknesses that allowed the violation to occur,
repair any damage that has been done, and determine and discipline
the perpetrator. It is important that an entity have formal written
procedures for reporting security violations or suspected violations
to a central security management office so that multiple related
incidents can be identified, other employees can be alerted to
potential threats, and appropriate investigations can be performed.
Such incidents might include multiple attacks by a common hacker
or repeated infections with the same computer virus.

Without prompt and appropriate responses to security incidents,
violations could continue to occur and cause damage to an entity’s
resources indefinitely. Further, violators will not be deterred from
continuing inappropriate access activity, which could cause
embarrassment to the entity and result in disclosure of confidential
information and financial losses.

An entity should have documented procedures in place for
responding to security violations. These should include procedures
and criteria for
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¢ incident containment, eradication, and recovery

¢ documenting offenses,

¢ determining the seriousness of violations,

e reporting violations to higher levels of management,

¢ investigating violations,

¢ imposing disciplinary action for specific types of violations,
¢ notifying the resource owner of the violation,

¢ sharing incident and threat information with owners of
connected systems, and

o notifying and consulting with, as appropriate, law enforcement
agencies, and for federal entities, relevant agency IGs and the US-
CERT.

Further, access control policies and techniques should be modified
when violations, incidents, and related risk assessments indicate
that such changes are appropriate.

In addition, the frequency and magnitude of security violations and
the corrective actions that have been taken should periodically be
summarized and reported to senior management. Such a report can
assist management in its overall management of risk by identifying
the most attractive targets, trends in types of violations, cost of
securing the entity’s operations, and any need for additional
controls.

Finally, since even the best incident response program may not
catch increasingly sophisticated system intrusions, critical system
resources should be periodically reviewed for integrity. For
example, an organization may employ integrity verification
applications on the information system to automatically look for
evidence of information tampering, errors, and omissions.
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AC-5 Related NIST SP 800-53 Controls

AC-13
AT-5
AU-2
AU-3
AU-4
AU-5
AU-6
AU-7
AU-8
AU-9
AU-11
IR-1
IR-2
IR-3
IR4
IR-5
IR-6
IR-7
SC-5
SI-4
SI-6

Supervision and Review—Access Control
Contacts with Security Groups and Associations
Auditable Events

Content of Audit Records

Audit Storage Capacity

Response to Audit Processing Failures
Audit Monitoring, Analysis, and Reporting
Audit Reduction and Report Generation
Time Stamps

Protection of Audit Information

Audit Record Retention

Incident Response Policy and Procedures
Incident Response Training

Incident Response Testing and Exercises
Incident Handling

Incident Monitoring

Incident Reporting

Incident Response Assistance

Denial Of Service Protection

Information System Monitoring Tools and Techniques

Security Functionality Verification

Page 253 3.2. Access Controls (AC)




Control Techniques and Suggested Audit Procedures for Critical Element AC-5

Table 20. Control Techniques and Suggested Audit Procedures for Critical Element AC-5: Implement an effective audit and

monitoring capability

Control activities

Control techniques

Audit procedures

AC-5.1. An effective incident AC-5.1.1. An effective incident-response program has
been implemented and include

response program is
documented and approved. .

documented policies, procedures, and plans;

documented testing of the incident response plan and

follow-up on findings;

a means of prompt centralized reporting;
active monitoring of alerts/advisories;
response team members with the necessary
knowledge, skills, and abilities;

training on roles and responsibilities and periodic

refresher training;
links to other relevant groups;

protection against denial-of-service attacks (see

http://icat.nist.gov);

appropriate incident-response assistance; and

consideration of computer forensics.

Interview security manager, response team
members, and system users; review
documentation supporting incident handling
activities; compare practices to policies,
procedures, and related guidance such as
NIST SP 800-61 that provides guidance on
incident-handling and reporting.

Determine qualifications of response team
members; review training records; identify
training in incident response roles and
responsibilities.

Identify the extent to which computer
forensics is used and compare to
applicable guidelines and industry best
practices.

AC-5.2. Incidents are
effectively identified and

AC-5.2.1. An effective intrusion detection system has
been implemented, including appropriate placement of
logged. intrusion-detection sensors and incident thresholds.

Obtain the design and justification for the
intrusion detection system; determine if the
placement of sensors and incident
thresholds is appropriate based on cost and
risk.

AC-5.2.2. An effective process has been established
based on a risk assessment, to identify auditable events

that will be logged.

Interview the security manager to
determine the process for determining what
actions are logged. Determine if security
event correlation tools are used to identify
anomalous network activity.

AC-5.2.3. All auditable events, including access to and
modifications of sensitive or critical system resources, are

logged.

Review security software settings to identify
types of activity logged; compare to NIST
SP 800-92 guidance on auditable events.

AC-5.2.4. Audit records contain appropriate information
for effective review including sufficient information to
establish what events occurred, when the events occurred
(for example, time stamps), the source of the events, and

the outcome of the events.

Determine if audit records/logs are
reviewed and whether they contain
appropriate information; see NIST SP 800-
92 for guidance.

AC-5.2.5. Audit record storage capacity is adequate and
configured to prevent such capacity from being exceeded.
In the event of an audit failure or audit storage capacity
being reached, the information system alerts officials and

appropriate action is taken.

Determine the retention period for audit
records and logs and whether it complies
with applicable guidance. Determine if audit
capacity is sufficient and what happens
should it be exceeded.

AC-5.2.6. Audit records and tools are protected from
unauthorized access, modification, and deletion. Audit
records are effectively reviewed for unusual or suspicious

activity or violations.

Determine how access to audit records/logs
is controlled; review logs for suspicious
activity and evidence of entity follow-up and
appropriate corrective action.
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Control activities

Control techniques

Audit procedures

AC-5.2.7. Audit records are retained long enough to
provide support for after-the-fact investigations of security
incidents and to meet regulatory and organizational
information retention requirements.

Determine if audit record retention (for
example, logs etc.) meet legal requirements
and entity policy for computer forensics.
See General Records Schedule 20 and 24
for guidance on requirements for record
retention. (http://archives.gov/records-
mgmt/ardor/grs20.html and
http://archives.gov/records-
mgmt/ardor/grs24.html)

AC-5.3. Incidents are
properly analyzed and
appropriate actions taken.

AC-5.3.1. Security violations and activities, including failed

logon attempts, other failed access attempts, and
sensitive activity, are reported and investigated.

Review pertinent policies and procedures;
review security violation reports; examine
documentation showing reviews of
guestionable activities.

AC-5.3.2. Security managers investigate security
violations and suspicious activities and report results to
appropriate supervisory and management personnel.

Test a selection of security violations to
verify that follow-up investigations were
performed and reported to appropriate
supervisory and management personnel.

AC-5.3.3. Appropriate disciplinary actions are taken.

For the selection reviewed in AC-5.3.2,
determine what action was taken against
the perpetrator.

AC-5.3.4. Violations and incidents are analyzed,
summarized, and reported to senior management and
appropriate government authorities.

Interview senior management and
personnel responsible for summarizing
violations; review any supporting
documentation. Determine if automated
tools are used to analyze network activity
and whether it complies with security policy.

AC-5.3.5. Alerts and advisories are issued to personnel
when appropriate.

Identify recent alerts and advisories and
determine if they are up-to-date; interview
entity personnel to determine what actions
were taken.

AC-5.3.6 Incident and threat information is shared with
owners of connected systems.

Determine if incident and threat data are
shared with owners of connected systems;
follow up with owners of connected
systems to see if they received this
information in a timely manner.

AC-5.3.7. Access control policies and techniques are
modified when violations, incidents, and related risk
assessments indicate that such changes are appropriate.

Review policies and procedures and
interview appropriate personnel; review any
supporting documentation.

AC-5.3.8. Critical system resources are periodically
reviewed for integrity.

Determine how frequently alterations to
critical system files are monitored (for
example, integrity checkers, etc.).

AC-5.3.9. Appropriate processes are applied to gather
forensic evidence in support of investigations.

Review entity processes to gather forensic
information and determine whether they are
adequate.

Discuss with appropriate entity
management.

Source: GAO.
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Critical Element AC-6. Establish adequate physical security controls

Adequate physical security controls should be established that are
commensurate with the risks of physical damage or access. In
evaluating the effectiveness of physical security controls, the
auditor should consider the effectiveness of the entity’s policies and
practices pertaining to both the overall facility and areas housing
sensitive information technology components. Consequently, an
entity should implement physical security controls in the following
areas

e security planning and management (security management),
¢ securing the perimeter of the facility (perimeter security),

e controlling access into a facility (entry security),

o controlling access within a facility (interior security), and

e protection from emerging physical security threats (emerging
threats).

Physical security controls restrict physical access to computer
resources and protect them from intentional or unintentional loss or
impairment. Computer resources to be protected include

e primary computer facilities,

e cooling system facilities,

e network devices such as routers and firewalls,

o terminals used to access a computer,

e microcomputers and mobile or portable systems,
e devices that display or output information,

e access to network connectivity, such as through “live” network
jacks

e computer file storage areas, and
e telecommunications equipment and transmission lines.

In June 1995, the Department of Justice (DOJ) published minimum-
security standards for the protection of federal facilities. It
identified and evaluated the various types of security measures that
could be used to counter potential vulnerabilities. The standards
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cover perimeter security, entry security, interior security, and
security planning. Because of the considerable differences among
facilities and their security needs, physical holdings are divided into
five security levels to determine which minimum standards are
appropriate for which security levels.® For federal entity facilities,
appropriate criteria for physical safeguards in place for the overall
facility are Justice standards unless the facility has adopted different
standards. To illustrate, information technology resources may be
housed in a facility that has been designated a national critical asset
in accordance with Homeland Security Presidential Directive 7% and
therefore require physical security measures above those required
by DOJ standards. For non-federal entities, appropriate criteria are
equivalent guidance or the federal standards.

Physical controls also include environmental controls, such as
smoke detectors, fire alarms, extinguishers, and uninterruptible
power supplies (see section 3.5, service continuity).

In an IS controls audit being performed as part of a financial audit or
data reliability assessment, the auditor should tailor the
identification of control techniques and audit procedures related to
the entity’s physical security management program to the extent
necessary to achieve the audit objectives, considering the IS
controls identified by the auditor as significant to the audit
objectives (e.g., internal control over financial reporting). Generally,
this would include consideration of the overall design of the entity’s
physical security program at relevant facilities.

AC-6.1. Establish a physical security management program based on risk

Risk management is the foundation of an effective physical security
program. The approach to good security is fundamentally similar,
regardless of the assets being protected—information systems,
buildings, or critical infrastructure. Risk management principles for

88Department of Justice, Vulnerability Assessment of Federal Facilities, (Washington,
D.C.: June 28, 1995).

¥Critical Infrastructure Identification, Prioritization, and Protection (Washington, D.C.:
December 17, 2003).
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an effective security program are discussed in section 3.1. In
addition, the testimonies Technologies to Secure Federal Buildings
(GAO-02-687T) and Key Elements of a Risk Management Approach
(GAO-02-150T) elaborate on specific risk management steps that
may be applied to the protection of any critical asset.

The effectiveness of physical security controls depends on the
effectiveness of the entity’s policies and practices pertaining to the
overall facility and to areas housing sensitive information
technology components, including

¢ granting and discontinuing access authorizations,

o controlling badges, ID cards, smartcards, passkeys, and other
entry devices,

¢ controlling entry during and after normal business hours,

e controlling the entry and removal of computer resources (for
example, equipment and storage media) from the facility,

e managing emergencies,
o controlling reentry after emergencies,

¢ establishing compensatory controls when restricting physical
access is not feasible, as is often the case with
telecommunications lines, and

¢ storing computer assets such as equipment and sensitive
documents.

In some instances an entity may not be able to fully control their
physical security posture. For example, leased space in a building
managed by another organization. In this case, the entity should
consider compensating controls and ensure that contingency
planning adequately considers their lack of control over physical
security.

As with any type of business activity, physical security should be
monitored to ensure that controls are accomplishing their intended
purpose. FISMA specifically requires that federal agencies
periodically test and evaluate information security controls and
techniques to ensure that they are effectively implemented.
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Visitors should be controlled. On occasion, persons other than
regularly authorized personnel may be granted access to sensitive
areas or facilities, such as employees from another facility,
maintenance personnel, contractors, and the infrequent or
unexpected visitor. None of these visitors should be granted
unrestricted access.” Controls should include

e preplanned appointments,

¢ identification checks,

o controlling the reception area,

e logging in visitors,

e escorting visitors while in sensitive areas, and

¢ periodically changing entry codes to prevent reentry by previous
visitors who might have knowledge of the code.

AC-6.2. Establish adequate perimeter security based on risk

Perimeter security is the first line of defense against threats that can
cause catastrophic damages to facilities and internal computer
resources. Considerations for perimeter security include

¢ controlling vehicle and pedestrian traffic around the facility,
o controlling employee and visitor parking,
e monitoring the perimeter with closed circuit TV (CCTV),

e providing emergency backup power supply, and

o extending perimeter barriers to prevent unauthorized access and
reduce exposure to explosions.

Perimeter security includes protective controls such as fencing
around sensitive buildings, concrete and earthen and other barriers,

" Also see Homeland Security Presidential Directive 12, Policy for a Common
Identification Standard for Federal Employees and Contractors, (Washington, D.C.:
August 27, 2004); and NIST Federal Information Processing Standard Publication (FIPS
PUB) 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors,
(Washington, D.C.: March 2006).
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appropriate gates and locks, exterior lighting, guard posts, security
patrols, and detection and monitoring systems.

AC-6.3. Establish adequate security at entrances and exits based on risk

Access to facilities should be limited to personnel having a
legitimate need for access to perform their duties. Management
should regularly review the list of persons authorized to have
physical access to sensitive facilities, including contractors and
other third parties. In addition, procedures should be implemented
to terminate access privileges for terminated or separated
employees or contractors.

Physical security controls at entrances and exits vary, but may
include

« manual door or cipher key locks,

o magnetic door locks that require the use of electronic keycards,
e biometrics authentication,

e security guards,

e photo IDs,

¢ entry logs, and

¢ electronic and visual surveillance systems.

Unissued keys or other entry devices should be secure. Issued keys
or other entry devices should be regularly inventoried.

AC-6.4. Establish adequate interior security based on risk

The effectiveness of physical security controls over sensitive and
critical IT resources within a facility include consideration of
whether the entity has

¢ identified all sensitive areas—such as individual rooms or
equipment, software and tape libraries, or telecommunication
closets and lines—that are susceptible to physical access, loss,
or impairment;

¢ identified all physical access points and threats to the sensitive
areas; and
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¢ developed cost-effective security controls over all physical
access points and addressed all significant threats to sensitive
areas.

In addition, the entity should have controls to prevent or detect
surreptitious entry into sensitive areas. For example, could
unauthorized persons gain entry by

¢ observing lock combinations entered by authorized personnel?
¢ obtaining unsecured keycards?

e going over the top of a partition that stops at the underside of a
suspended ceiling when the partition serves as a wall for a
sensitive facility?

e cutting a hole in a plasterboard wall in a location hidden by
furniture?

Many of the control techniques for interior security are similar to
those for perimeter and entry security (for example, locks,
surveillance systems, as well as using and controlling badges, ID
cards, smartcards, passkey, and other entry devices). Additional
considerations include

¢ logs and authorization for removal and return of tapes and other
storage media to the library,

e computer terminal locks,
o controlled access to powerful consoles in data centers, and
e segregation of duties (discussed in section 3.4).

AC-6.5. Adequately protect against emerging threats based on risk

In addition to traditional physical security considerations, it may be
important to protect building environments from new threats such
as airborne chemical, biological, and radiological (CBR) attacks.
Such protective measures may include the installation of early
warning sensors, the location and securing of air intakes, and plans
and procedures to mitigate the effect of a CBR release. The
decisions concerning which protective measures should be
implemented for any building should be based on several factors,
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including the perceived risk associated with the building and its
tenants, engineering and architectural feasibility, and cost.

Appropriate audit procedures related to emerging threats include:

Interview appropriate officials to identify the level of physical
security controls needed for the facility.

Review the facility risk and independent assessments (for
example, internal audit, internal office of physical security,
outside consultants) to identify their assessment of risk and the
adequacy of controls in place.

Observe and document the controls in place. Assess the
organization’s preparations based on what the organization has
stated it needs based on risk, including an evacuation plan for a
possible CBR attack.

Identify any planned projects to enhance physical security
controls in this area through discussions with physical security
and building management/operations staff.

Control Techniques and Suggested Audit Procedures for Critical Element AC-6

AC-6 Related NIST SP 800-563 Controls

PE-2  Physical Access Authorizations

PE-3  Physical Access Control

PE-4  Access Control for Transmission Medium
PE-5  Access Control for Display Medium

PE-6  Monitoring Physical Access

PE-7  Visitor Control

PE-8  Access Records

PE-16 Delivery and Removal
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|
Table 21. Control Techniques and Suggested Audit Procedures for Critical Element AC-6: Establish adequate physical
security controls

Control activities Control techniques Audit procedures

AC-6.1. Establish an Coordinate AC-6 procedures with sections
effective physical security SM-2 (assess and validate risks), SM-3
management program (policies and procedures), SD-1

based on risk. (segregation of duties), and CP-2

(environmental controls).
AC-6.1.1. Use a risk management approach to identify the Interview entity officials to discuss how their

level of physical security needed for the facility and physical security program is organized and
implement measures commensurate with the risks of whether they use a risk management
physical damage or access. approach. Obtain and review any facility

risk assessments performed by the entity or
by independent entities.

AC-6.1.2. Facilities and areas housing sensitive and Review diagram of physical layout of the
critical resources have been identified. The following computer network, telecommunications,
generally constitute sensitive areas: computer rooms, and cooling system facilities (for example,
tape libraries, telecommunication closets, mechanical/ HVAC); Inspect these areas for physical

electrical rooms, cooling facilities and data transmission access control weaknesses.
and power lines.

AC-6.1.3. All significant threats to the physical well-being  Interview entity officials. Review risk

of these resources have been identified and related risks  analysis to ensure that it includes physical

determined. threats to employees and assets. Review
any recent audit reports or other
evaluations of the facility’s physical
security.

AC-6.1.4. Establish law enforcement security liaisons that Check if the organization has established
facilitate the accurate flow of timely security information law enforcement security liaisons that

between appropriate government agencies, provide facilitate the accurate flow of timely security
procedures for the timely receipt and dissemination of information between appropriate

threat information, and implement a standardized government agencies. Review how the
security/threat classifications and descriptions (for organization receives and disseminates
example, alert levels). security alerts. Identify governmental

agencies involved in the flow of security
information and interview appropriate
officials. Review procedures and
nomenclature for threat information.

AC-6.1.5. Conduct annual employee physical security Review information (for example, individual

awareness training. Coordinate this step with SM-4. training records, training program content)
on security awareness training and its
frequency.

AC-6.1.6. Security control procedures (for example, Review security control procedures for

trusted vendors/suppliers, background checks, etc.) are scope and adequacy.
established for non-employees (contractors, custodial
personnel).
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Control activities

Control techniques

Audit procedures

AC-6.1.7. Periodic monitoring and independent
evaluations of the physical security program are
conducted. Physical security incidents are effectively
monitored and appropriate countermeasures are
implemented.

Check if the entity evaluates its physical
security program and controls. Obtain and
review the entity’s most recent self
assessments and compliance review
report. Determine if security incidents are
recorded, effectively analyzed, and result in
appropriate countermeasures.

Coordinate with SM-5: Monitor the
effectiveness of the security program, and
AC-5: Implement an effective audit and
monitoring capability.

AC-6.1.8. When possible, do not co-locate high risk
operations with non-essential support organizations (for
example, cafeteria, day care, banks, news media). If not
possible, place appropriate security between such support
organizations and critical facilities.

Identify co-located operations and their
respective risk levels. Determine if the
entity co-locates high risk operations with
support operations and assess the security
impact.

AC-6.1.9. Visitors, contractors, and maintenance
personnel are authenticated through the use of
preplanned appointments and identification checks.

Review appointment and verification
procedures for visitors, contractors, and
maintenance personnel. Compare actual
practices to procedures.

AC-6.2. Establish adequate
perimeter security based on
risk.

AC-6.2.1. Control/restrict vehicle and pedestrian traffic
around the facility based on the facility’s risk level.
Specific measures include fences, gates, locks, guard
posts, perimeter patrols and inspections.

Determine if vehicle and pedestrian traffic
around the facility is adequately controlled
for the risk level. Inspect the perimeter for
physical security and access control
weaknesses. Assess the effectiveness of
perimeter guard procedures and practices
for controlling access to facility grounds.

AC-6.2.2. Control employee and visitor parking. For
example, restrict access to facility parking and parking
adjacent to the facility (including leases), use ID systems
and procedures for authorized parking (for example,
placard, decal, card key), have signs and arrangements
for towing of unauthorized vehicles and adequate lighting
for parking areas.

Observe parking area and related controls.
Check if identification systems and
procedures for authorized parking are in
place. Determine what is done about
unauthorized vehicles (e.g. towing).

AC-6.2.3. Monitor the perimeter with closed circuit
television (CCTV) including cameras with time lapse video
recording and warning signs advising of 24 hour video
surveillance.

Inspect the facility surveillance camera
system to assess its capacity and ability to
assist in protecting the facility’s perimeter.

AC-6.2.4. Lighting is adequate for effective surveillance
and evacuation operations. Emergency power backup
exists for lighting (as well as for alarm and monitoring
systems).

Observe perimeter and exterior building
lighting to determine its adequacy. Also,
determine if emergency power is available
for security systems. Request test results.

AC-6.2.5. Extend perimeter barriers (for example,
concrete, steel) and parking barriers, as needed, to
prevent unauthorized access and reduce exposure to
explosions.

Determine if perimeter barriers are used
and extended if appropriate.

AC-6.3. Establish adequate
security at entrances and
exits based on risk.

AC-6.3.1. All employee access is authorized and
credentials (for example, badges, identification cards,
smart cards) are issued to allow access.

Observe and document all access control
devices used to secure the facility.
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Control activities

Control techniques

Audit procedures

AC-6.3.2. Access is limited to those individuals who
routinely need access through the use of guards,
identification badges, or entry devices such as key cards.

Observe entries to and exits from facilities
during and after normal business hours.
Obtain a list of employees and contractors
with badged access and check the
justification for such access. Check
whether terminated employees/contractors
have turned in their badge.

AC-6.3.3. Management conducts regular reviews of
individuals with physical access to sensitive facilities to

ensure such access is appropriate.

Review procedures used by management
to ensure that individuals accessing
sensitive facilities are adequately restricted.
Evaluate support for physical access
authorizations and determine
appropriateness.

AC-6.3.4. Intrusion detection systems with central
monitoring capability are used to control access outside of
normal working hours (for example, nights and

weekends).

Determine if an intrusion detection system
is used and test its use for appropriate
exterior and interior apertures.

AC-6.3.5. Visitor access logs are maintained and

reviewed.

Compare entries in the log to a list of
personnel authorized access.

AC-6.3.6. X-ray and magnetometer equipment is used to

screen people, possessions, and packages.

Observe how this equipment is used and
test its effectiveness.

AC-6.3.7. The entity controls information system-related
items (i.e., hardware, firmware, software) entering and
exiting the facility and maintains appropriate records of

those items.

Review procedures and interview officials.
Attempt to enter and exit the facility with
information systems items at various entry
points and times.

AC-6.3.8. Entry and exit points are monitored by using
CCTV capability. Also, high security locks and alarm
systems are required for all doors that are not guarded.

Observe use of these devices and test as
appropriate. Inspect the building(s) for
physical access control weaknesses.

AC-6.3.9. Emergency exit and re-entry procedures ensure
that only authorized personnel are allowed to reenter the

facility after fire drills, etc.

Review written emergency procedures.
Examine documentation supporting prior
fire drills. Observe a fire drill.

AC-6.4. Establish adequate
interior security based on
risk.

AC-6.4.1. An ID badge should generally be displayed at
all times. [All individuals must display an ID at all times.]

Observe use of employee and visitor IDs.
See what happens if you do not display
your own ID.

AC-6.4.2. Visitors such as vendors, contractors, and
service personnel who need access to sensitive areas are
prescreened, formally signed in, badged and escorted.

Review visitor entry logs. Observe entries
to and exits from sensitive areas during and
after normal business hours. Interview
guards at facility entry.
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Control activities

Control techniques

Audit procedures

AC-6.4.3. Sensitive information technology and
infrastructure resources are adequately secured (for
example, using keys, alarm systems, security software
and other access control devices), including

« the badging system,

« computer room, master consoles, and tape libraries,
« display and output devices,

« data transmission lines,

» power equipment and power cabling,

» mobile or portable systems, and

« utility and mechanical areas (HVAC, elevator, water).

Interview officials.

Walk through facilities and observe
potential vulnerabilities and security
controls [measures] used to protect
sensitive information technology resources.
Observe entries to and exits from sensitive
areas during and after normal business
hours. Review security software features
and settings. Evaluate the badging system:
who has access to the badging system and
how it is protected; how is physical control
maintained over unissued and visitor
badges. Test the controls.

AC-6.4.4. Management conducts regular reviews of
individuals with physical access to sensitive areas to
ensure such access is appropriate.

Review procedures used by management
to ensure that individuals accessing
sensitive areas are adequately restricted.
Determine if there is a periodic (e.g.
annual) auditing and reconciliation of ID
cards. Evaluate support for physical access
authorizations and determine
appropriateness.

AC-6.4.5. As appropriate, physical access logs to
sensitive areas are maintained and routinely reviewed.

Compare entries in the logs to a list of
personnel authorized access.

AC-6.4.6. Unissued keys, badges, or other entry devices
are secured. Issued keys or other entry devices are
regularly inventoried.

Observe practices for safeguarding keys,
badges, and other devices.

AC-6.4.7. Entry codes are changed periodically.

Review documentation of entry code
changes.

AC-6.4.8. All deposits and withdrawals of storage media
from the library are authorized and logged.

Review procedures for the removal and
return of storage media to and from the
library.

Select from the log some returns and
withdrawals, verify the physical existence of
the tape or other media, and determine
whether proper authorization was obtained
for the movement.

AC-6.4.9. Documents/equipment are appropriately stored
and are subject to maintenance and accountability
procedures.

Examine and verify maintenance and
accountability procedures for storage of
documents and equipment.

AC-6.4.10. Critical systems have emergency power
supplies (for example, all alarm systems, monitoring
devices, entry control systems, exit lighting,
communication systems).

Verify that critical systems, (e.g., alarm
systems, monitoring devices, entry control
systems, exit lighting, and communication
systems) have emergency power supplies.
Identify back up systems and procedures
and determine the frequency of testing.
Review testing results.
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Control activities

Control techniques

Audit procedures

AC-6.5. Adequately protect
against emerging threats,
based on risk

AC-6.5.1. Appropriate plans have been developed and
controls implemented based on a risk assessment such
as a shelter in place plan and/or evacuation plan for a
potential CBR attack.

A plan is in place and tested to respond to emerging
threats such as a CBR attack (e.g. an appropriate shelter
in place and/or evacuation plan.)

Interview officials, review planning
documents, and related test results.
Observe and document the controls in
place to mitigate emerging threats.

AC-6.5.2. Outdoor areas such as air intakes, HVAC return
air grilles, and roofs have been secured by restricting
public access and relocating or protecting critical entry
points (for example, air intake vents, protective grills, etc.)

Observe location of these devices and
identify security measures that have been
implemented.

AC-6.5.3. All outdoor air intakes are monitored by CCTV,
security lighting, and/or intrusion detection sensors.

Verify that all outdoor air intakes are
monitored by CCTV or other similar
security.

AC-6.5.4. The ventilation and air filtration system has
been evaluated for vulnerabilities to CBR agents and
remedial action taken based on cost and risks.

Interview officials and review the results of
any evaluations.

Source: GAO.
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3.3. Configuration Management (CM)

Configuration management (CM) involves the identification and
management of security features for all hardware, software, and
firmware components of an information system at a given point and
systematically controls changes to that configuration during the
system’s life cycle. At an entitywide level, management develops
security policies that establish the entity’s configuration
management process and may establish the configuration settings
for the organization. Policy enforcement applications can be used to
help administrators define and perform centralized monitoring and
enforcement of an entity’s security policies. These tools examine
desktop and server configurations that define authorized access to
specified devices and they compare these settings against a baseline
policy. At a system level, network management provides system
administrators with the ability to control and monitor a computer
network from a central location. Network management systems
obtain status data from network components, enable network
managers to make configuration changes, and alert them of
problems. For each critical control point, at each system sublevel
(for example, network, operating systems, and infrastructure
applications), the entity should have configuration management
controls to ensure that only authorized changes are made to such
critical components. At a business process application level, all
applications and changes to those applications should go through a
formal, documented systems development process that identifies all
changes to the baseline configuration. Also, procedures should
ensure that no unauthorized software is installed.

In some instances, the entity may not have an effective entitywide
configuration management process, but may nonetheless have
configuration management controls at the systems and business
process application level. Therefore, evaluation of configuration
controls at all levels is important to determine whether they are
effective.

FISMA requires each federal agency to determine minimally
acceptable system configuration requirements and ensure
compliance with them. Systems with secure configurations have less
vulnerability and are better able to thwart network attacks. In
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response to both FISMA and the Cyber Security Research and
Development Act, NIST developed a central repository for
information technology security configuration checklists:
http://checklists.nist.gov. Typically, checklists are created by
information technology vendors for their own products; however,
checklists are also created by other entities such as consortia,
academia, and government agencies. Security configuration
checklists are a series of instructions for configuring a product to a
particular operational environment. Some examples of the types of
devices and software for which security checklists are intended are
as follows:

e general purpose operating systems

 common desktop applications such as e-mail clients, Web
browsers, word processing, personal firewalls, and antivirus
software

¢ infrastructure devices such as routers, firewalls, virtual private
network (VPN) gateways, intrusion detection systems (IDS),
wireless access points (WAP), and telecom systems

¢ application servers such as domain name system (DNS) servers,
dynamic host configuration protocol (DHCP) servers, Web
servers, simple mail transfer protocol (SMTP) servers, file
transfer protocol (FTP) servers, and database servers

¢ other network devices such as mobile devices, scanners, printers,
copiers, and fax appliances

Industry best practices, NIST, and DOD guidance” all recognize the
importance of configuration management when developing and
maintaining a system or network. Through configuration
management, the composition of a system is formally defined and
tracked to ensure that an unauthorized change is not introduced.
Changes to an information system can have a significant impact on
the security of the system. Documenting information system
changes and assessing the potential impact on the security of the
system on an ongoing basis is an essential aspect of maintaining the

?'See, for example, IEEE Standard 1200-1998, SEI CMMI (ver. 1.1), NIST SP 800-64, and
Military Handbook 61A(SE).
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security posture. An effective entity configuration management and
control policy and associated procedures are essential to ensuring
adequate consideration of the potential security impact of specific
changes to an information system. Configuration management and
control procedures are critical to establishing an initial baseline of
hardware, software, and firmware components for the entity and
subsequently controlling and maintaining an accurate inventory of
any changes to the system.

An effective configuration management process consists of four
primary concepts, each of which should be described in a
configuration management plan and implemented according to the
plan. The four are:

o configuration identification: procedures for identifying,
documenting, and assigning unique identifiers (for example,
serial number and name) to a system’s hardware and software
component parts and subparts, generally referred to as
configuration items

e configuration control: procedures for evaluating and deciding
whether to approve changes to a system’s baseline configuration;
decision makers such as a configuration control board evaluate
proposed changes on the basis of costs, benefits, and risks, and
decide whether to permit a change

o configuration status accounting: procedures for documenting
and reporting on the status of configuration items as a system
evolves. Documentation, such as historical change lists and
original designs or drawings, are generated and kept in a library,
thereby allowing entities to continuously know the state of a
system’s configuration and be in a position to make informed
decisions about changing the configuration.

o configuration auditing: procedures for determining alignment
between the actual system and the documentation describing it,
thereby ensuring that the documentation used to support
decision making is complete and correct. Configuration audits
are performed when a significant system change is introduced
and help to ensure that only authorized changes are being made
and that systems are operating securely and as intended.
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Establishing controls over the modification of information system
components and related documentation helps to ensure that only
authorized systems and related program modifications are
implemented. This is accomplished by instituting policies,
procedures, and techniques that help make sure all hardware,
software, and firmware programs and program modifications are
properly authorized, tested, and approved, and that access to and
distribution of computer assets is carefully controlled. Without
proper controls, there is a risk that security features could be
inadvertently or deliberately omitted or turned off or that processing
irregularities or malicious code could be introduced. For example,

o a knowledgeable programmer could modify program code to
provide a means of bypassing controls to gain access to sensitive
data;

e the wrong version of a program could be implemented, thereby
perpetuating outdated or erroneous processing that is assumed
to have been updated; or

e avirus could be introduced, inadvertently or on purpose, that
disrupts processing.

Effective configuration management prevents unauthorized changes
to information system resources (for example, software programs
and hardware configurations) and provides reasonable assurance
that systems are configured and operating securely and as intended.

The absence of effective system-level configuration management is
a serious risk that jeopardizes an entity’s ability to support current
and potential requirements. Without effective configuration
management, users do not have adequate assurance that the system
and network will perform as intended and to the extent needed to
support their missions.

Assessing controls over configuration management involves
evaluating the entity’s success in performing each of the critical
elements listed in table 22. Also, NIST SP 800-100 provides guidance
in related configuration management programmatic areas of capital
planning and investment control, and security services and product
acquisition. This publication discusses practices designed to help
security managers identify funding needs to secure systems and
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provide strategies for obtaining the necessary funding. In addition, it
provides guidance to entities in applying risk management
principles to assist in the identification and mitigation of risks
associated with security services acquisitions.

_______________________________________________________________________________________|]
Table 22. Critical Elements for Configuration Management

Number Description

CM-1. Develop and document CM policies, plans, and procedures

CM-2. Maintain current configuration identification information

CM-3. Properly authorize, test, approve, and track all configuration changes

CM-4. Routinely monitor the configuration

CM-5. Update software on a timely basis to protect against known vulnerabilities
CM-6. Appropriately document and approve emergency changes to the configuration

Source: GAO

Critical Element CM-1. Develop and document CM policies, plans, and procedures

Configuration management policies, plans, and procedures should
be developed, documented, and implemented at the entitywide,
system, and application levels to ensure an effective configuration
management process. Such procedures should cover employee roles
and responsibilities, change control and system documentation
requirements, establishment of a decision-making structure, and
configuration management training. CM should be a key part of an
entity’s Systems Development Life Cycle (SDLC) methodology.”

An effective entitywide SDLC methodology details the procedures
that are to be followed when systems and applications are being
designed and developed, as well as when they are subsequently
modified. The SDLC should provide a structured approach for
identifying and documenting needed changes to computerized
operations; assessing the costs and benefits of various options,
including the feasibility of using off-the-shelf software; and
designing, developing, testing, and approving new systems and
system modifications. It is especially important that, for new

ZA Systems Development Life Cycle (SDLC) methodology consists of the policies and
procedures that govern software development and modification as a software product goes
through each phase of its life cycle.
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systems being developed or for major enhancements to existing
systems, SDLC require approving design features at key points
during the design and development process. For the methodology to
be properly applied, it should be sufficiently documented to provide
staff with clear and consistent guidance. Also, personnel involved in
designing, developing, and implementing new systems and system
modifications should be appropriately trained. This includes
program staff who initiate requests for modifications and staff
involved in designing, programming, testing, and approving changes.

Information system controls should be integrated into the SDLC to
reasonably ensure appropriate protection for the information that
the system is intended to support. Implementing information system
controls early in the development of a system should reduce the risk
of introducing vulnerabilities to the environment. This will also
generally result in less expensive and more effective security than
adding information system controls to an operational system.
Information system controls should be considered in each phase of
the SDLC. The SDLC typically will include the following phases:
initiation, design/development, implementation, and
operations/maintenance.

During the initiation phase, the entity establishes the need for a
specific system and documents its purpose. In this phase the entity
should define high-level information security policy requirements,
including the development of the system security plan.

The design/development phase, includes efforts directed to
designing, programming, developing, and testing the system. In this
phase, the entity should define the system’s security and functional
requirements. These requirements should include technical features
(e.g., access controls), assurances (e.g., background checks for
system developers), or operational practices (e.g., security
awareness training). This phase should also include testing the
technical and system control features to ensure that they perform as
intended.

In the implementation phase, the entity configures and enables
information system control features, tests the functionality of these
features, installs the system, and tests system prior to placing it into
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operation to ensure that it meets all required security specifications.
Tests should include user acceptance testing and related
documentation of this test. Design reviews and system tests should
be fully documented, updated, as new reviews or tests are
performed, and maintained.

In the operation and maintenance phase, systems are in place and
operating, enhancements and/or modifications to the system are
developed and tested, and software is added or replaced.
Documenting information system control changes and assessing the
potential impact of these changes on the security of a system is an
essential part of the continuous monitoring and key to avoiding a
lapse in the system security.

Information system controls in the business process environment
may be manual or automated. Automated controls are system-based,
and may be used to control such things as the correctness or
accuracy of data, such as edits and validations. Manual controls are
procedures that require human intervention, such as the approval of
a transaction, and are typically used to assure the reasonableness or
propriety of transactions. Automated and manual controls can be
preventive or detective. Automated controls can keep invalid data
from being processed, and they can report transactions that fail to
meet reasonableness criteria. Manual controls performed prior to
input can identify problems before data is processed, while
monitoring controls performed after processing can identify errors.

Information system controls should be considered throughout the
SDLC process. In addition, in this process safeguarding provisions
for personally identifiable information should be reviewed,
including conducting privacy impact assessments when new IT
systems are under development or significant modifications are
made as required by OMB.

NIST SP 800-64, dated October 2003, identifies security
considerations in the information system development life cycle. In
addition, NIST SP 800-27 provides guidance on engineering
principles for designing security into information systems.
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Configuration management policies and procedures should describe
the configuration management process and address purpose, scope,
roles, responsibilities, compliance, and implementation of security
controls. Security controls include the following.

e A baseline configuration of the information system and an
inventory of the system’s constituent components.

e A process to document and control changes to the system.

e Monitoring system changes and analysis of their impact to
determine the effect of the changes.

e Access restrictions over changes to the system and auditing of
the enforcement actions.

¢ Configuring the security settings of information technology
products to the most restrictive mode consistent with operational
requirements.

¢ Configuring the information system to provide only essential
capabilities and specifically prohibiting or restricting the use of
unnecessary or dangerous functions, ports, protocols, and
services.

Good configuration management provides strict control over the
implementation of system changes and thus minimizes corruption to
information systems.

Also, CM policies should address the introduction of software
developed outside of the entity’s normal software development
process, including the outsourced development of software and
commercial or other software acquired by individual users. Specific
configuration management policy considerations for systems that
are internet accessible (inbound or outbound) should address
software quality controls designed to prevent security flaws from
being introduced.

Configuration management plans should address configuration
management in terms of the following:”

"Based on IEEE Standard for Software Configuration Management Plans (IEEE Std. 828-
1998), the Institute of Electrical and Electronic Engineers, June 25, 1998.
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¢ responsibilities and authorities for accomplishing the planned
activities (who)
e activities to be performed (what)

e required coordination of configuration management activities
with other activities (when)

¢ tools and physical and human resources required for the
execution of the plan as well as how the plan will be kept current
(how)

The CM plan should describe the allocation of responsibilities and
authorities for CM activities to entities and individuals within the
project structure. Organizational units may consist of a vendor and
customer, a prime contractor and subcontractors, or different
groups within one entity. The name of the organizational unit or job
title to perform this activity is provided for each activity listed
within CM activities. A matrix that relates these entities to CM
functions, activities, and tasks is useful for documenting CM
activities. CM activities identify all functions and tasks required to
mange the configuration as specified in the scope of the CM plan.
CM activities are traditionally grouped into four functions:
configuration identification, configuration control, configuration
status accounting, and configuration audits and reviews.

Configuration management procedures should describe the
configuration management system used to maintain and change
controlled work products. A configuration management system
includes the storage media, the procedures, and the tools for
accessing the configuration system. The procedures should describe
how configuration items are stored and retrieved; shared between
control levels; recovered; protected by access controls; and stored,
updated, and retrieved. Configuration management plans should be
integrated at all levels.

CM-1 Related NIST SP 800-53 Controls
CM-1 Configuration Management Policy and Procedures
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Control Techniques and Suggested Audit Procedures for Critical Element CM-1

Table 23. Control Techniques and Suggested Audit Procedures for Critical Element CM-1: Develop and document CM policies,
plans, and procedures

Control activities Control techniques Audit procedures
CM-1.1. CM policies, plans, CM-1.1.1. An effective configuration management process Review CM policies, plans, and procedures
and procedures have been is documented and implemented, including: to identify roles, responsibilities,
developed, documented, and « a CM plan that identifies roles, responsibilities, procedures, and documentation
implemented. procedures, and documentation requirements; requirements.

» guidance that is appropriate for personnel with varying

levels of skill and experience; Determine if a CCB exists and is operating
. trained personnel who are familiar with the effectively.

organization’s configuration management process;
» permitting only essential capabilities and restricting the Review organizational chart to ensure that

use of dangerous functions, ports, protocols, and the CCB has appropriate representation
services; from across the entity.

» regular review and approval of configuration changes
by management (for example, Configuration Control Interview hardware and software managers
Board (CCB)); to identify the currency and completeness

« appropriate representation on CCB from across the of CM policies, plans, procedures, and
entity; documentation.

» aformal SDLC methodology that includes system-level
security engineering principles to be considered inthe  Review CM documentation and test
design, development, and operation of an information  whether recent changes are incorporated.
system. Review the SDLC methodology and ensure
« appropriate systems documentation. that security is adequately considered
throughout the life cycle.

Review a selection of system
documentation to verify that the SDLC
methodology was followed and complies
with appropriate guidance, such as NIST
SP 800-64 and SP 800-27.

Source: GAO.

Critical Element CM-2. Maintain current configuration identification information

Configuration identification activities involve identifying, naming,
and describing the physical and functional characteristics of a
controlled item (for example, specifications, design, IP address,
code, data element, architectural artifacts, and documents). The CM
plan should describe how each configuration item and its versions
are uniquely named. It should also describe the activities performed
to define, track, store, manage, and retrieve configuration items.
Configuration items should be associated with development and
production baselines.
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The entity should maintain current configuration information in a
formal configuration baseline that contains the configuration
information formally designated at a specific time during a product’s
or product component’s life. Configuration baselines, plus approved
changes from those baselines, constitute the current configuration
information. There should be a current and comprehensive baseline
inventory of hardware, software, and firmware, and it should be
routinely validated for accuracy. Backup copies of the inventory
should be maintained and adequately protected. There should also
be information system diagrams and documentation on the set up of
routers, switches, guards, firewalls, and any other devices
facilitating connections to other systems* FISMA requires federal
entity compliance with system configuration requirements, as
determined by the entity. In addition, OMB Memorandum M-07-11 *

requires agencies that upgrade to the Microsoft Vista operating
system to adopt the security configurations developed by the
National Institute of Standards and Technology (NIST), the
Department of Defense (DoD) and the Department of Homeland
Security (DHS).

CM-2 Related NIST SP 800-53 Controls

CM-2 Baseline Configuration

CM-6 Configuration Settings

CM-8 Information System Component Inventory
SA-5 Information System Documentation

* See OMB M-08-22, Guidance on the Federal Desktop Core configuration (FDCC)
(Washington, DC:. August 11, 2008).

% OMB, Implementation of Commonly Accepted Security Configurations for Windows Operating
Systems (Washington, D.C.: March 22, 2007).
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Control Techniques and Suggested Audit Procedures for Critical Element CM-2

Table 24. Control Techniques and Suggested Audit Procedures for Critical Element CM-2: Maintain current configuration

identification information

Control activities Control techniques

Audit procedures

CM-2.1. Current
configuration identification
information is maintained.

CM-2.1.1. A current and comprehensive baseline
inventory of hardware, software, and firmware is
documented, backed up, and protected.

Information system documentation describes security
controls in sufficient detail to permit analysis and testing of
controls. For Federal entities, baseline meets minimum
configuration management standards as required by NIST
standards and OMB.

Request an inventory of all computer
assets and determine if the inventory is
accurate, complete, and whether duplicate
copies are adequately protected. Select
items in the inventory and trace to the asset
and verify that the configuration (model,
settings, etc.) is accurate. Select assets at
the entity and verify that they are accurately
recorded in the inventory. (Note: Selections
should be focused on areas that are most
relevant to the audit.)

CM-2.1.2. Hardware, software, and firmware are mapped
to application it supports.

Determine whether management has
mapped the hardware, software and
firmware to the application it supports.

CM-2.1.3. Configuration settings optimize the system’s
security features.

Determine if key component security
settings conform with NIST SP 800-70 and
vendor recommendations.

Source: GAO.

Critical Element CM-3. Properly authorize, test, approve, track, and control all

configuration changes

An entity should properly control all configuration changes; not only
changes made by internal developers but also changes made by
external developers or contractors (see SM-7 for activities
performed by external third parties). This includes a wide range of
activities starting with the establishment of a formal change
management process. Management should authorize and approve all
configuration changes. Test plan standards should be developed for
all levels of testing and test plans should be documented and
approved by all responsible parties. Testing should be
comprehensive and appropriately consider security and impacts on
interfacing systems. An audit trail should be made to clearly
document and track the configuration changes. Also, see Section
AS-3 for additional business process application level

considerations.
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Authorizations for system and application software modifications
should be documented and maintained. Policies and procedures
should be in place that detail who can authorize a modification and
how these authorizations are to be documented. Generally, the
application users have the primary responsibility for authorizing
system changes; however, users should be required to discuss their
proposed changes with systems developers to confirm that the
change is feasible and cost effective. For this reason, an entity may
require a senior systems developer to co-authorize a change. The
use of standardized change request forms helps ensure that requests
are clearly communicated and approvals are documented.
Authorization documentation should be maintained for at least as
long as a system is in operation in case questions arise regarding
why or when system modifications were made. Authorization
documents may be maintained in either paper or electronic form as
long as their integrity is protected.

Configuration control activities involve activities that request,
evaluate, approve, disapprove, or implement changes to baseline
configuration items. Changes encompass both error correction and
enhancements. The configuration management plan should identify
each level of decision making (for example, CCB*) and its level of
authority for approving proposed system and application changes
and its management of development and production baselines.

The configuration status accounting process records and reports the
status of configuration items. The following are minimum data
elements to be tracked for a configuration item: (1) its initial
approved version, (2) the status of requested changes, and (3) the
implementation status of approved changes. The level of detail and
specific data required may vary according to the information needs
of the project and the customer.

A disciplined process for testing and approving new and modified
systems before their implementation is essential to make sure
systems hardware and related programs operate as intended and

%A configuration control board evaluates and approves or disapproves proposed changes
to configuration items and ensures implementation of approved changes.
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that no unauthorized changes are introduced. Test plans should
appropriately consider security. The extent of testing varies
depending on the type of modification. For new systems being
developed or major system enhancements, testing will be extensive,
generally progressing through a series of test stages that include
(1) testing individual program modules (unit testing), (2) testing
groups of modules that must work together (integration testing),
and (3) testing an entire system (system testing). Minor
modifications may require less extensive testing; however, changes
should still be carefully controlled and approved since relatively
minor program code changes, if performed incorrectly, can have a
significant impact on security and overall data reliability.

Once a change has been authorized, it should be implemented,
written into the program code, and tested in a disciplined manner.
Because testing is an iterative process that is generally performed at
several levels, it is important that the entity adhere to a formal set of
configuration management procedures or standards for prioritizing,
scheduling, testing, and approving changes. These procedures
should be described in the entity’s configuration management plan
and should include requirements for

o ranking and scheduling configuration changes so that authorized
change requests are not lost and are implemented efficiently and
in accordance with user needs;

¢ preparing detailed specifications for the configuration change,
which are approved by an individual responsible for supervising
programming activities to confirm that the specifications
correspond to the user’s authorized requirements;

o developing a detailed test plan for each modification that defines
the levels and types of tests to be performed;

¢ defining responsibilities for each person involved in testing and
approving software (for example, systems analysts,
programmers, quality assurance staff, auditors, library control
personnel, and users—who should participate in testing and
approve test results before implementation), including
determining that testing is performed by parties independent of
development;
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¢ developing related configuration changes to system
documentation, including hardware documentation, operating
procedures, and user procedures;

¢ supervisory review and documented approvals by appropriate
personnel, including programming supervisors, database
administrators, and other technical personnel before and after
testing;

e maintaining controlled libraries of software in different stages of
development to ensure that programs being developed or tested
are not interchanged with each other or with production
software;

o documenting configuration/software changes so that they can be
traced from authorization to the final approved code and
facilitating “trace-back” of code to design specifications and
functional requirements by system testers; and

¢ obtaining final user acceptance only after testing is successfully
completed and reviewed by the user.

To ensure that approved software programs are protected from
unauthorized changes or impairment and that different versions are
not misidentified, copies should be maintained in carefully
controlled libraries. Further, adequately controlled software
libraries help ensure that there is (1) a copy of the official approved
version of a program available in case the integrity of an installed
version is called into question and (2) a permanent historical record
of old program versions.

Separate libraries should be established for programs being
developed or modified, programs being tested by users, and
programs approved for use (production programs). Access to these
libraries should be limited and movement of programs and data
among them should be controlled.

Inadequately controlled software libraries increase the risk that
unauthorized changes could be made either inadvertently or
deliberately for fraudulent or malicious purposes. In addition,
inadequate controls over programs being developed or modified
could make it difficult to determine which version of the program is
the most recent. Such an environment can result in inefficiencies
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and could lead to interruptions of service and monetary losses. For
example,

¢ an unauthorized program could be substituted for the authorized
version;

e test programs could be labeled as production programs;

e two programmers could inadvertently access and work on the
same test program version simultaneously, making it difficult or
impossible to merge their work; or

e unauthorized changes to either test or production programs
could be made and remain undetected.

Copies of software programs should be maintained in libraries
where they are labeled, dated, inventoried, and organized in a way
that diminishes the risk that programs will be misidentified or lost.
Library management software provides an automated means of
inventorying software (ensuring that differing versions are not
accidentally misidentified) and maintaining a record of software
changes. Specifically, such software can be used to

e produce audit trails of program changes and maintain version
number control,

¢ record and report program changes made,
e automatically number program versions,

¢ identify creation date information,

e maintain copies of previous versions, and

e control concurrent updates so that multiple programmers are
prevented from making changes to the same program in an
uncontrolled manner.

The movement of programs and data among libraries should be
controlled by an entity group or person that is independent of both
the user and the programming staff. This group should be
responsible for

e moving programs from development/maintenance to user testing
and from user testing to production;
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¢ supplying data from the production library for testing and
creating test data; and

o controlling different program versions, especially when more
than one change is being performed on a program concurrently.

Before transferring a tested program from the user test library to the
production library, the independent library control group should

(1) generate a report that shows all changed source code (lines
added, changed, and deleted) and (2) compare this report to the
user request to ensure that only approved changes were made.

Many federal agencies have data processing operations that involve
multiple locations and require a coordinated effort for effective and
controlled distribution and implementation of new or revised
software. For example, an entity may have a central software
design, development, and maintenance activity, but have two or
more regional data processing centers running the same software.
Once a modified software program has been approved for use, the
change should be communicated to all affected parties and
distributed and implemented in a way that leaves no doubt about
when it is to begin affecting processing. To accomplish these
objectives, an entity should have and follow established procedures
for announcing approved changes and their implementation dates
and for making the revised software available to those who need to
begin using it.

Source code programs (the code created by programmers) are
compiled into object or production code programs that are machine-
readable and become the versions that are actually used during data
processing. Source code programs should be closely controlled at a
central location and compiled into production programs before
being distributed. Source code should not be distributed to other
locations. This helps protect the source code from unauthorized
changes and increases the integrity of the object or production code,
which is much more difficult for programmers to change without
access to the source code. Inadequately controlling software
distribution and implementation increases the risk that data could
be improperly processed due to

e implementation of unapproved and possibly malicious software,
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¢ continued use of outdated versions of software, and

¢ inconsistent implementation dates resulting in inconsistent
processing of similar data at different locations.

With independent processing sites, each site is responsible for
implementing the correct version of the software at the
predetermined date and time and maintaining the documentation
authorizing such implementation. Conversely, implementing new
software through one or more central computers or servers
minimizes the risk that the software will be inconsistently
implemented.

The use of public domain and personal software should be
restricted. It is important that an entity have clear policies regarding
the use of personal and public domain software by employees at
work. Allowing employees to use their own software or even
diskettes for data storage that have been used elsewhere increases
the risk of introducing viruses. It also increases the risk of violating
copyright laws and making bad decisions based on incorrect
information produced by erroneous software. As mentioned in
section CM-5, virus identification software can help contain damage
from viruses that may be introduced from unauthorized use of
public domain, from personal software, or from corrupted diskettes.

CM-3 Related NIST SP 800-53 Controls

CM-3 Configuration Change Control

SA-2 Allocation of Resources

SA-3 Life Cycle Support

SA-4 Acquisitions

SA-8 Security Engineering Principles

SA-10 Developer Configuration Management
SA-11 Developer Security Testing
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Control Techniques and Suggested Audit Procedures for Critical Element CM-3

Table 25. Control Techniques and Suggested Audit Procedures for Critical Element CM-3: Properly authorize, test, approve,
and track all configuration changes

Control activities

Control techniques

Audit procedures

CM-3.1. All configuration
changes are properly
managed (authorized,
tested, approved, and
tracked).

Where appropriate, these audit procedures
should be applied to both internal and
external developers and coordinated with
section SM-7. (Ensure that activities
performed by external third parties are
adequately secure.)

CM-3.1.1. An appropriate formal change management
process is documented.

Review the change management
methodology for appropriateness.

Review system documentation to verify that
the change management methodology was
followed.

CM-3.1.2. Configuration changes are authorized by
management. Configuration management actions are
recorded in sufficient detail so that the content and status
of each configuration item is known and previous versions
can be recovered.

Review system logs for configuration
changes. Determine whether these
changes have been properly authorized.

Examine a selection of CM and software
change request forms for approvals and
sufficiency of detail.

Interview CM management and software
development staff.

Review a selection of configuration
exceptions identified by the entity in its
configuration audit (Refer to CM 4.1) or
through other audit procedures to identify
any weaknesses in the entity’s
configuration change process.

CM-3.1.3. Relevant stakeholders have access to and
knowledge of the configuration status of the configuration
items.

Interview users and ensure that they have
ready access to software change requests,
test reports, and configuration items
associated with the various baselines being
managed.

CM-3.1.4. Detailed specifications are prepared by the
programmer and reviewed by a programming supervisor
for system and application software changes.

For the software change requests selected

for control activity CM-3.1.2:

» review specifications and related
documentation for evidence of
supervisory review.

CM-3.1.5. Test plan standards have been developed for
all levels of testing that define responsibilities for each
party (for example, users, system analysts, programmers,
auditors, quality assurance, library control).

Review test plan standards.

CM-3.1.6. Test plans are documented and approved that
define responsibilities for each party involved (for
example, users, systems analysts, programmers,
auditors, quality assurance, library control).

Perform the following procedures to
determine whether control techniques CM-
3.1.6 through 3.1.12 are achieved.
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Control activities

Control techniques

Audit procedures

CM-3.1.7. Test plans include appropriate consideration of
security.

CM-3.1.8. Unit, integration, and system testing are
performed and approved in accordance with the test plan

and apply a sufficient range of valid and invalid conditions.

CM-3.1.9. A comprehensive set of test transactions and
data is developed that represents the various activities
and conditions that will be encountered in processing.

CM-3.1.10. Live data are not used in testing of program
changes, except to build test data files.

CM-3.1.11. Test results are documented and appropriate
responsive actions are taken based on the results.

CM-3.1.12. Program changes are moved into production
only when approved by management and by persons
independent of the programmer.

For the software change requests selected

for control activity CM-3.1.2:

» review test plans;

» compare test documentation with related
test plans;

e review test transactions and data;

e review test results;

» review documentation for appropriate
supervisory or management reviews;

« verify user acceptance; and

» review updated documentation.

Determine whether operational systems

experience a high number of system

failures (for example, bends) and, if so,

whether they indicate inadequate testing

before implementation.

Examine a selection of program changes to

determine whether they were approved by

management prior to being moved to

production.

CM-3.1.13. Standardized procedures are used to
distribute new software for implementation.

Examine procedures for distributing new
software.

CM-3.1.14. Appropriate tools (for example, library mgt.

software and manual techniques) are used to:

« produce audit trails of program changes,

« maintain program version numbers,

« record and report program changes,

» maintain creation/date information for production
modules,

« maintain copies of previous versions, and

« control concurrent updates.

Review pertinent policies and procedures.
Interview personnel responsible for
appropriate tools and library control.

Examine a selection of programs
maintained in the library and assess
compliance with prescribed procedures.

Determine whether documentation is
maintained on program changes, program
version numbers, creation/date information,
and copies of prior versions. Review
procedures for controlling concurrent
updates.

Assess the adequacy of access controls
over CM tools (e.g., library management
software) to ensure segregation of duties is
adequately enforced. (Coordinate with audit
procedures in AC 4.1).

CM-3.1.15. Configuration/software changes are
documented so that they can be traced from authorization
to the final approved code and they facilitate “trace-back”
of code to design specifications and functional
requirements by system testers.

For the software change requests selected

for control activity CM-3.1.2:

« trace changes from authorization to the
final approved code; and,

« trace changes back from code to design
specifications and functional
requirements.
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Control activities Control techniques Audit procedures

CM-3.1.16. Program development and maintenance, Review pertinent policies and procedures
testing, and production programs are maintained and interview library control personnel.
separately (for example, libraries) and movement between Examine libraries in use. Test access to
these areas is appropriately controlled, including each program library (e.g., development,
appropriate consideration of segregation of duties (see test, production) by examining security
the Segregation of Duties control category. system parameters.

Review program changes procedures for
adherence to appropriate segregation of
duties between application programming
and movement of programs into production.

For a selection of program changes,
examine related documentation to verify
that (1) procedures for authorizing
movement among libraries were followed
and (2) before and after images were
compared to ensure that unauthorized
changes were not made to the programs.

CM-3.1.17. Access to all programs, including production  For critical software production programs,
code, source code, and extra program copies, are determine whether access control software
adequately protected. rules are clearly defined.

Test access to program libraries by
examining security system parameters.

CM-3.1.18. Configuration changes to network devices (for Review a selection of configuration settings

example, routers and firewalls) are properly controlled and to key devices and determine if

documented. configuration changes are adequately
controlled and documented.

CM-3.1.19. Clear policies restricting the use of personal Review pertinent policies and procedures.
and public domain software and prohibiting violations of Interview users and data processing staff.
software licensing agreements have been developed and Review and test management enforcement
are enforced. process.

Source: GAO.

Critical Element CM-4. Routinely monitor the configuration

Current configuration information should be routinely monitored for
accuracy. Monitoring should address the current baseline and
operational configuration of the hardware, software, and firmware
that comprise the information system. Information technology
products should comply with applicable standards and the vendors’
good security practices. The entity should have the capability to
monitor and test that it is functioning as intended. Also, networks
should be appropriately configured and monitored to adequately
protect access paths between information systems.
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Monitoring, sometimes called configuration audits, should be
periodically conducted to determine the extent to which the actual
configuration item reflects the required physical and functional
characteristics originally specified by requirements. The
configuration plan should identify the frequency of configuration
audits. A configuration audit should be performed on a
configuration item before its release and it should be routinely
tested thereafter. Configuration audits establish that the functional
and performance requirements defined in the configuration
documentation have been achieved by the design and that the
design has been accurately documented in the configuration
document. The purpose and benefits of the process include the
following:

¢ Ensures that the product design provides the agreed-to
performance capabilities

o Validates the integrity of the configuration documentation

o Verifies the consistency between a product and its configuration
documentation

¢ Determines that an adequate process is in place to provide
continuing control of the configuration

e Provides confidence in establishing a product baseline

e Ensures a known configuration as the basis for operation and
maintenance instructions, and training.

Security settings for network devices, operating systems, and
infrastructure applications need to be monitored periodically to
ensure that they have not been altered and that they are set in the
most restrictive mode consistent with the information system
operational requirements. NIST SP 800-70 provides guidance on
configuration settings (for example, checklists) for information
technology products.

A process and related procedures needs to be established to
document the results from monitoring configuration items and
ensure that discrepancies are properly corrected. For example,
network and host environments should be scanned on a regular
basis to determine whether patches have been effectively applied. A
formal process with central management helps to ensure patch
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compliance with the network configuration. Audit results need to be

recorded indicating

e each discrete requirement,
o method of verification,

o verification procedures,

o verification results, and

e corrective actions.

CM-4 Related NIST SP 800-53 Controls

SI-7

CM-4 Monitoring Configuration Changes
CM-5 Access Restrictions for Change
Software and Information Integrity

Control Techniques and Suggested Audit Procedures for Critical Element CM-4

_________________________________________________________________________________________________________________________|
Table 26. Control Techniques and Suggested Audit Procedures for Critical Element CM-4: Routinely monitor the configuration

Control activities

Control techniques

Audit procedures

CM-4.1. The configuration is
routinely audited and
verified.

CM-4.1.1. Routinely validate that the current configuration

information is accurate, up-to-date, and working as
intended for networks, operating systems, and
infrastructure applications.

Identify the standards and procedures used
to audit and verify the system configuration.

Determine when and how often the
configuration is verified and audited.

Review a selection of the configuration
verifications and audits for compliance with
applicable standards. Verify that vendor-
supplied system software is still supported
by the vendor.

Evaluate adequacy of the configuration
audits based on the results of the IS control
audit tests performed.

CM-4.1.2. The verification and validation criteria for the
configuration audit is appropriate and specifies how the
configuration item will be evaluated in terms of
correctness, consistency, necessity, completeness, and
performance.

Review evaluation criteria for selected
releases to determine whether verification
and validation criteria for the configuration
audit addresses the correctness,
consistency, necessity, completeness, and
performance of the configuration items.
Identify all configuration items, deviations
and waivers, and the status of tests.
Determine if configuration items have gaps
in the documentation or if there are defects
in the change management process.
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Control activities

Control techniques Audit procedures

CM-4.1.3. Confirm compliance with applicable Compare configuration policy, plans,
configuration management policy, plans, standards, and  standards, and procedures with

procedures.

observations.

CM-4.1.4. The information system periodically verifies the Interview officials and review related
correct operation of security functions—on system start up system documentation. Observe or test this
and restart, on command by user with appropriate system capability to determine that
privilege—( providing system audit trail documentation) procedures are followed and related system
and takes appropriate action (for example, notifies system documentation is generated and reviewed
administrator, shuts the system down, restarts the by entity security staff.

system) when anomalies are discovered.

Source: GAO.

Critical Element CM-5. Update software on a timely basis to protect against known

vulnerabilities

Vulnerability scanning

Software should be scanned and updated frequently to guard against
known vulnerabilities. In addition to periodically looking for
software vulnerabilities and fixing them, security software should be
kept current by establishing effective programs for patch
management, virus protection, and other emerging threats. Also,
software releases should be adequately controlled to prevent the use
of noncurrent software.

Using appropriate vulnerability scanning tools and techniques,
entity management should scan for vulnerabilities in the information
system or when significant new vulnerabilities affecting the system
are identified and reported. Audit procedures include review of the
scanning methodology and related results to ensure that significant
vulnerabilities are remediated in a timely manner. (See section SM-
5.1, table 9, for a description of vulnerability scanning.)
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Patch management”

Patch management is a critical process used to help alleviate many
of the challenges involved with securing computing systems from
attack. A component of configuration management, it includes
acquiring, testing, applying, and monitoring patches to a computer
system. Flaws in software code that could cause a program to
malfunction generally result from programming errors that occur
during software development. The increasing complexity and size of
software programs contribute to the growth in software flaws. While
most flaws do not create security vulnerabilities, the potential for
these errors reflects the difficulty and complexity involved in
delivering trustworthy code.

The federal government has taken several steps to address security
vulnerabilities that affect entity systems, including efforts to
improve patch management. For example, OMB FISMA reporting
instructions have indicated that maintaining up-to-date patches is
part of FISMA’s system configuration management requirements.
Also, the US-CERT is intended to aggregate and disseminate
cybersecurity information to improve warning and response to
incidents, increase coordination of response information, reduce
vulnerabilities, and enhance prevention and protection. Services
include notification of software vulnerabilities and information on
applicable patches.

Common patch management practices in security-related literature
from several groups, including NIST, Microsoft, patch management
software vendors, and other computer security experts include the
following elements:

¢ centralized patch management support and clearly assigned
responsibilities;

¢ senior executive support and assurance that appropriate patches
are deployed;

"Patch management is the process of applying software patches to correct flaws. A patch
is a piece of software code that is inserted into a program to temporarily fix a defect.
Patches are developed and released by software vendors when vulnerabilities are
discovered.
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Virus protection

o standardized patch management policies, procedures, and tools;

o skills, knowledge, and training to perform patch management
responsibilities;

e current technology inventory of all hardware, software, and
services that are used;

o risk assessment based on the criticality of the vulnerability and
importance of the system,;

o thorough testing before the patch is applied in a production
environment;

e monitoring through network and host vulnerability scanning; and

o timely notification of relevant vulnerabilities and distribution of
critical patches.

Protecting information systems from malicious computer viruses
and worms® is a serious challenge. Computer attack tools and
techniques are becoming increasingly sophisticated; viruses are
spreading faster as a result of the increasing connectivity of today’s
networks; commercial-off-the-shelf products can be easily exploited
for attack by all their users; and there is no “silver bullet” solution
such as firewalls or encryption to protect systems. To combat
viruses and worms specifically, entities should take steps such as
ensuring that security personnel are adequately trained to respond
to early warnings of attacks and keeping antivirus programs up-to-
date. Strengthening intrusion detection capabilities and effective
patch management programs also help.

According to NIST, the information system (including servers,
workstations, and mobile computing devices) should implement
malicious code protection that includes a capability for automatic
updates. Virus definitions should be kept up-to-date. Virus-scanning
software should be provided at critical entry points, such as remote-
access servers and at each desktop system on the network. Anti-

BWorms propagate through networks; viruses destroy files and replicate by manipulating
files.
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Emerging threats

viral mechanisms should be used to detect and eradicate viruses in
incoming and outgoing e-mail and attachments.

Entities are facing a set of emerging cybersecurity threats that are
the result of changing sources of attack, increasingly sophisticated
social engineering techniques designed to trick the unsuspecting
user into divulging sensitive information, new modes of covert
compromise, and the blending of once distinct attacks into more
complex and damaging exploits. Advances in antispam measures
have caused spammers to increase the sophistication of their
techniques to bypass detection; the frequency and sophistication of
phishing” attacks have likewise increased, and spyware'” has
proven to be difficult to detect and remove.

The risks that entities face are significant. Spam consumes
employee and technical resources and can be used as a delivery
mechanism for malware'' and other cyberthreats. Entities and their
employees can be victims of phishing scams, and spyware puts the
confidentiality, integrity, and availability of entity systems at serious
risk. Other emerging threats include the increased sophistication of
worms, viruses, and other malware, and the increased attack
capabilities of blended threats and botnets.'”

The transition to the new Internet protocol version 6 (IPv6) creates
new security risks. The Internet protocol provides the addressing
mechanism that defines how and where information moves across

99Phishing is tricking individuals into disclosing sensitive personal information through
deceptive computer-based means.

100Spyvvare is software that is secretly or surreptitiously installed into an information

system to gather information on individuals or organizations without their knowledge; a
type of malicious code.

"Malware (malicious software) is defined as programs that are designed to carry out

annoying or harmful actions. They often masquerade as useful programs or are embedded
into useful programs so that users are induced into activating them. Malware can include
viruses, worms, and spyware (GAO-05-231).

“Botnets are compromised computers that can be remotely controlled by attackers to
automatically launch attacks. Bots (short for robots) have become a key automation tool to
speed the infection of vulnerable systems (GAO-05-231).
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interconnected networks. The key characteristics of IPv6 are
designed to increase address space, promote flexibility and
functionality, and enhance security. However, as IPv6-capable
software and devices accumulate in entity networks, they could be
abused by attackers if not managed properly. Specifically, some
existing firewalls and intrusion detection systems do not provide
IPv6 detection or filtering capability, and malicious users might be
able to send IPv6 traffic through these security devices undetected.
Configuration management can mitigate this threat by tightening
firewalls to deny direct outbound connections and tuning intrusion
detection systems to detect IPv6 traffic.

Voice over Internet Protocol (VoIP) technologies may also cause
damage to the information system if used maliciously. Because of
the integration of voice and data in a single network, establishing a
secure VoIP and data network is a complex process that requires
greater effort than that required for data-only networks. For
example, typical firewall security configurations need to be
reexamined when VolIP systems are implemented because of
operational aspects required by this type of system that may in turn
reduce the effectiveness of normally applied firewall security
configurations. To mitigate this threat, the entity should establish
usage restrictions and implementation guidance for VoIP, and
document and control the use of VoIP. In addition, monitor and
review procedures should be established to ensure security
effectiveness. NIST SP 800-58 provides guidance on security
considerations for VOIP technologies employed in information
systems.

An effective security program can assist in entity efforts to mitigate
and respond to these emerging cybersecurity threats. First of all, the
risks of emerging cybersecurity threats should be addressed as part
of required entitywide information security programs, which include
performing periodic assessments of risk. Secondly, security controls
commensurate with the identified risk should be implemented.
Thirdly, ensuring security awareness training for entity personnel is
critical. Comprehensive procedures for detecting, reporting, and
responding to security incidents should be implemented. An
effective security program, related control techniques, and proposed
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Noncurrent software

audit procedures are discussed in the security management section
of FISCAM.

As part of the entity security program, effective configuration of
layered security (Defense-in-Depth) mitigates the risks from
individual cybersecurity threats. Layered security implemented
within an entity’s security architecture includes the use of strong
passwords, patch management, antivirus software, firewalls,
software security settings, backup files, vulnerability assessments,
and intrusion detection systems. Figure 5 depicts an example of how
entities can use layered security controls to mitigate the risks of
individual cybersecurity threats.

Figure 5. Layered Security Mitigates the Risk of Individual Cybersecurity Threats
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Note: Excerpt from GAO, Cybersecurity Issues Threaten Federal Information Systems, GAO-05-231
(Washington, D.C.: May 2005).

SO GAC,

Procedures should ensure that only current software releases are
installed in information systems. Noncurrent software may be
vulnerable to malicious code such as viruses and wormes.

As mentioned previously under CM-3, many federal agencies have
data processing operations that involve multiple locations and
require a coordinated effort for effective and controlled distribution
and implementation of new or revised software. This can include
virus protection software and operating system patches. Once a
modified software program has been approved for use, the change
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should be communicated to all affected parties and distributed and
implemented in a way that leaves no doubt about when it is to begin
affecting processing. Inadequately controlling virus software
distribution and system patches increases the risk that data could be
improperly processed or lose its confidentiality due to computer
viruses and hackers breaking into the database.

Software usage

Policies and procedures should be implemented to reasonably
assure that the entity complies with software usage restrictions. In
addition, the entity should have policies and procedures
implemented that address the installation of software by users and
procedures to determine that such policies and procedures are
adhered to. In addition, policies and procedures should be
implemented to address the use of collaborative web technologies
and peer-to-peer file sharing'”. This may include, for example,
procedures for reviewing firewall rules to ensure compliance with
the entity’s policies for using these techniques.

CM-5 Related NIST SP 800-53 Controls
RA-5 Vulnerability Scanning

SA-6 Software Usage Restrictions
SA-7 User Installed Software

SC-19  Voice Over Internet Protocol
SI-2 Flaw Remediation

SI-3 Malicious Code Protection
SI-5 Security Alerts and Advisories
SI-8 Spam Protection

®peer-to-peer file sharing refers to providing and receiving files over a network, where

files are stored on and served by workstations and involves both downloading and
uploading of files.
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Control Techniques and Suggested Audit Procedures for Critical Element CM-5

Table 27. Control Techniques and Suggested Audit Procedures for Critical Element CM-5: Update software on a timely basis
to protect against known vulnerabilities

Control activities

Control techniques

Audit procedures

CM-5.1. Software is promptly
updated to protect against
known vulnerabilities.

CM-5.1.1. Information systems are scanned periodically to
detect known vulnerabilities.

Interview entity officials. Identify the criteria
and methodology used for scanning, tools
used, frequency, recent scanning results,
and related corrective actions. Coordinate
this work with the AC section.

CM-5.1.2. An effective patch management process is

documented and implemented, including:

« identification of systems affected by recently
announced software vulnerabilities;

« prioritization of patches based on system configuration
and risk;

« appropriate installation of patches on a timely basis,
including testing for effectiveness and potential side
effects on the entity’s systems; and

- verification that patches, service packs, and hotfixes
were appropriately installed on affected systems.

Review pertinent policies and procedures.
Interview users and data processing staff.

CM-5.1.3. Software is up-to-date; the latest versions of
software patches are installed.

Compare vendor recommended patches to
those installed on the system. If patches
are not up-to-date, determine why they
have not been installed.

CM-5.1.4. An effective virus, spam, and spyware
protection process is documented and implemented,
including:

« appropriate policies and procedures;

« effective protection software is installed that identifies
and isolates suspected viruses, spam, and spyware;
and

« virus, spam, and spyware definitions are up-to-date.

Review pertinent policies and procedures.
Interview users and data processing staff.
Verify that actual software is installed and
up-to-date.

CM-5.1.5. The entity: (1) establishes usage restrictions
and implementation guidance for IPv6 technology based
on the potential to cause damage to the information
system if used maliciously and (2) documents, monitors,
and controls the use of IPv6 within the information
system. Appropriate organizational officials authorize the
use of IPv6.

Review policies and procedures for IPv6.
Determine if known security vulnerabilities
are mitigated by appropriate protective
measures.

CM-5.1.6. The entity: (1) establishes usage restrictions
and implementation guidance for VolP technologies
based on the potential to cause damage to the information
system if used maliciously and (2) documents, monitors,
and controls the use of VolP within the information
system. Appropriate organizational officials authorize the
use of VolIP.

Review policies and procedures for VolP.
Determine if security considerations in
NIST SP 800-58 are used in the information
system.

CM-5.1.7. Noncurrent software releases are adequately
secure, given the risk.

Review pertinent policies and procedures.
Interview users and data processing staff.
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Control activities

Control techniques Audit procedures

CM-5.1.8. Appropriate software usage controls (software  Assess the adequacy of software usage
restrictions, user-installed software) are implemented and controls.
exceptions are identified.

Source: GAO.

Critical Element CM-6. Appropriately document and approve emergency changes to the

configuration

Emergency changes to the information system should be
documented and approved by appropriate entity officials, either
before the change or after the fact. In addition, appropriate
personnel should be notified to provide analysis and follow-up.

It is not uncommon for program changes to be needed on an
emergency basis to keep a system operating. Some applications,
such as payroll processing, are performed in cycles that must be
completed by a deadline. Other systems must be continuously
available so that the operations they support are not interrupted. In
these cases, the risk of missing a deadline or disrupting operations
may pose a greater risk than that of temporarily suspending
program change controls. However, because of the increased risk
that errors or other unauthorized modifications could be
implemented, emergency changes should be kept to a minimum.

It is important that an entity follow established procedures to
perform emergency software changes and reduce the risk of
suspending or abbreviating normal controls. Generally, emergency
procedures should specify

¢ Wwhen emergency software changes are warranted,
e who may authorize emergency changes,
e how emergency changes are to be documented, and

o within what period after implementation the change must be
tested and approved.

Making emergency changes often involves using sensitive system
utilities or access methods that grant much broader access than
would normally be needed. It is important that such access is
strictly controlled and that their use be promptly reviewed.
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Shortly after an emergency change is made, the usual configuration
management controls should be applied retroactively. That is, the
change should be subjected to the same review, testing, and
approval process that apply to scheduled changes. In addition, logs
of emergency changes and related documentation should be
periodically reviewed by data center management or security
administrators to determine whether all such changes have been
tested and have received final approval.

CM-6 Related NIST SP 800-563 Controls
CM-3 Configuration Change Control

Control Techniques and Suggested Audit Procedures for Critical Element CM-6
_____________________________________________________________________________________________________________________|
Table 28. Control Techniques and Suggested Audit Procedures for Critical Element CM-6: Appropriately document and
approve emergency changes to the configuration

Control activities Control techniques Audit procedures

CM-6.1. Adequate CM-6.1.1. Appropriately document and implement Review procedures to determine whether
procedures for emergency procedures for emergency changes. they adequately address emergency
changes are documented change requirements.

and implemented.

CM-6.2. Emergency changes CM-6.2.1. Appropriately document and approve For a selection of emergency changes

to the configuration are emergency changes to the configuration and notify recorded in the emergency change log,
documented and approved. appropriate personnel for analysis and follow-up. review related documentation and approval.

Source: GAO.
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3.4. Segregation of Duties (SD)

Effective segregation of duties starts with effective entitywide
policies and procedures that are implemented at the system and
application levels. Work responsibilities should be segregated so
that one individual does not control all critical stages of a process.
For example, while users may authorize program changes,
programmers should not be allowed to do so because they are not
the owners of the system and do not have the responsibility to see
that the system meets user needs. Similarly, one computer
programmer should not be allowed to independently write, test, and
approve program changes. Often, segregation of duties is achieved
by splitting responsibilities between two or more organizational
groups. Dividing duties this way diminishes the likelihood that
errors and wrongful acts will go undetected because the activities of
one group or individual will serve as a check on the activities of the
other.

Inadequately segregated duties, conversely, increase the risk that
erroneous or fraudulent transactions could be processed, that
improper program changes could be implemented, and that
computer resources could be damaged or destroyed. For example:

¢ An individual who is independently responsible for authorizing,
processing, and reviewing payroll transactions could
inappropriately increase payments to selected individuals
without detection.

e A computer programmer responsible for authorizing, writing,
testing, and distributing program modifications could either
inadvertently or deliberately implement computer programs that
did not process transactions in accordance with management’s
policies or that included malicious code.

The extent to which duties are segregated depends on the size of the
entity and the risk associated with its facilities and activities. A large
entity will have more flexibility in separating key duties than will a
small entity that must depend on only a few individuals to perform
its operations. These smaller entities may rely more extensively on
supervisory review to control activities. Similarly, activities that
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involve extremely large dollar transactions or are otherwise
inherently risky should be divided among several individuals and be
subject to relatively extensive supervisory review.

Key areas of concern during a general controls review involve the
segregation of duties among major operating and programming
activities, including duties performed by users, application
programmers, and data center staff. For example, where possible,
the following types of activities should be separated: development
versus production, security versus audit, accounts payable versus
accounts receivable, and encryption key management versus the
changing of keys. Entitywide policies outlining the responsibilities
of groups and related individuals pertaining to incompatible
activities should be documented, communicated, and enforced.

Because of the nature of computer operations, segregation of duties
alone will not ensure that personnel perform only authorized
activities, especially computer operators. Preventing or detecting
unauthorized or erroneous personnel actions requires effective
supervision and review by management and formal operating
procedures.

Determining whether duties are adequately segregated and that the
activities of personnel are adequately controlled involves assessing
the entity’s efforts in performing each of the critical elements listed
in table 29.

SD Related NIST SP 800-53 Controls
AC-5 Separation of Duties

PS-2  Position Categorization
PS-6 Access Agreements
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_______________________________________________________________________________________|]
Table 29. Critical Elements for Segregation of Duties

Number Description

SD-1. Segregate incompatible duties and establish related policies
SD-2. Control personnel activities through formal operating procedures, supervision,
and review

Source: GAO

Critical Element SD-1. Segregate incompatible duties and establish related policies

The first steps in determining if duties are appropriately segregated
are to analyze the entity’s operations, identify incompatible duties,
and assign these duties to different organizational units or
individuals. Federal internal control standards specify that key
duties and responsibilities for authorizing, processing, recording,
and reviewing transactions should be separated. This concept can
also be applied to the authorization, testing, and review of computer
program changes.

Segregating duties begins by establishing independent
organizational groups with defined functions, such as a payroll unit
responsible for preparing payroll transaction input and a data
processing unit responsible for processing input prepared by other
units. Functions and related tasks performed by each unit should be
documented for the unit and written in job descriptions and should
be clearly communicated to personnel assigned the responsibilities.

Both physical and logical access controls can be used to enforce
many entity policies regarding segregation of duties and should be
based on organizational and individual job responsibilities. (Access
control is discussed in detail in section 3.2.) For example, logical
access controls can preclude computer programmers from using
applications software or accessing computerized data associated
with applications. Similarly, physical access controls, such as key
cards and a security guard, can be used to prevent unauthorized
individuals from entering a data processing center.

SD-1.1. Incompatible duties have been identified and policies implemented to segregate these duties

Management should have analyzed operations and identified
incompatible duties that are then segregated through policies and
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organizational divisions. Although incompatible duties may vary
from one entity to another, the following functions are generally
performed by different individuals: information security
management, systems design, applications programming, systems
programming, quality assurance and testing, library management/
change management, computer operations, production control and
scheduling, data security, data administration, network
administration, and configuration management. A brief description
of these functions follows.

Information security management includes the personnel who direct
or manage the activities and staff of the information security
department and its various organizational components.

Systems design is the function of identifying and understanding user
information needs and translating them into a requirements
document that is used to build a system.

Applications programming involves the development and
maintenance of programs for specific applications, such as payroll,
inventory control, accounting, and mission support systems.

Systems programming involves the development and maintenance
of programs that form the system software, such as operating
systems, utilities, compilers, and security software.

Quality assurance/testing involves the review and testing of newly-
developed systems and modifications to determine whether they
function as specified and perform in accordance with functional
specifications. Testing may also determine whether appropriate
procedures, controls, and documentation have been developed and
implemented before approval is granted to place the system into
operation.

Library management/change management is the control over
program and data files that are either kept on-line or are on tapes
and disks that are loaded onto the computer as needed. Software
programs are generally used to assist in management of these files.
This function also is often responsible for controlling
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documentation related to system software, application programs,
and computer operations.

Computer operations involves performing the various tasks to
operate the computer and peripheral equipment, including providing
the tape, disk, or paper resources as requested by the applications
systems.

Production control and scheduling involves monitoring the
information into, through, and as it leaves the computer operations
area, and for determining the succession of programs to be run on
the computer. Often, an automated scheduling package is used in
this task. An entity may have a separate data control group that is
responsible for seeing that all data necessary for processing are
present and that all output is complete and distributed properly.
This group is usually also responsible for reconciling record counts
and control totals submitted by users with similar counts and totals
generated during processing.

The data security function in an IT department involves the
development and administration of an entity’s information security
program. This includes development of security policies,
procedures, and guidelines and the establishment and maintenance
of a security awareness and education program for employees. This
function is also concerned with the adequacy of access controls and
service continuity procedures.

Data administration involves planning for and administering the
data used throughout the entity. This function is concerned with
identifying, cataloging, controlling, and coordinating the information
needs of the entity. Database administration is a narrower function
concerned with the technical aspects of installing, maintaining, and
using an entity’s databases and database management systems.

Network administration involves maintaining a secure and reliable
on-line communications network and serving as liaison with user
departments to resolve network needs and problems.

Configuration management involves controlling and documenting
changes made to a system’s hardware, software, firmware, and
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documentation throughout the development and operational life of
the system.

The following include examples of restrictions that are generally
addressed in policies about segregating duties and are achieved
through organizational divisions and access controls:

Application users should not have access to operating systems or
applications software.

Programmers should not be responsible for moving programs
into production or have access to production libraries or data.
Access to operating system documentation should be restricted
to authorized systems programming personnel.

Access to applications system documentation should be
restricted to authorized applications programming personnel.

Access to production software libraries should be restricted to
library management personnel.

Persons other than computer operators should not set up or
operate the production computer.

Only users—not computer staff—should be responsible for
transaction origination or correction and for initiating changes to
application files.

Computer operators should not have access to program libraries
or data files.

Some steps involved in processing a transaction also need to be
separated among different individuals. For example, the following
combinations of functions should not be performed by a single
individual:

Data entry and verification of data.
Data entry and its reconciliation to output.
Input of transactions for incompatible processing functions (for

example, input of vendor invoices and purchasing and receiving
information).

Data entry and supervisory authorization functions (for example,
authorizing a rejected transaction to continue processing that
exceeds some limit requiring a supervisor’s review and approval).
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Organizations with limited resources to segregate duties should
have compensating controls, such as supervisory review of
transactions performed.

SD-1.2. Job descriptions have been documented

Documented job descriptions should exist that clearly describe
employee duties and prohibited activities. These should include
responsibilities that may be assumed during emergency situations.
The documented job descriptions should match employees’ assigned
duties. Also, they should include definitions of the technical
knowledge, skills, and abilities required for successful performance
in the relevant position, and should be useful for hiring, promoting,
and performance evaluation purposes. In addition, the organization
should assign a risk designation to all positions and establish
screening criteria for individuals filling those positions.

SD-1.3. Employees understand their duties and responsibilities

Employees and their supervisors should understand their
responsibilities and the activities that are prohibited. Ultimate
responsibility for this rests with senior managers. They should
provide the resources and training so that employees understand
their responsibilities and ensure that segregation-of-duties
principles are established, enforced, and institutionalized within the
organization.

Control Techniques and Suggested Audit Procedures for Critical Element SD-1

Table 30. Control Techniques and Suggested Audit Procedures for Critical Element SD-1: Segregate incompatible duties and

establish related policies

Control activities Control techniques Audit procedures

SD-1.1. Incompatible duties have SD-1.1.1. Policies and procedures for segregating duties Review pertinent policies and procedures.
been identified and policies exist and are up-to-date. Interview selected management and
implemented to segregate these information security personnel regarding
duties.

segregation of duties.
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Control activities

Control techniques

Audit procedures

SD-1.1.2. Distinct system support functions where
possible are performed by different individuals, including

the following:

« information security management
» systems design

» applications programming

« systems programming

» quality assurance/testing

« library management/change management
« computer operations

» production control and scheduling
« data control

« data security

« data administration

» network administration

» configuration management

Review an entity organization chart showing
information security functions and assigned
personnel.

Interview selected personnel and determine
whether functions are appropriately
segregated.

Determine whether the chart is current and
each function is staffed by different
individuals.

Review relevant alternate or back up
assignments and determine whether the
proper segregation of duties is maintained.

Observe activities of personnel to determine
the nature and extent of the compliance with
the intended segregation of duties.

SD-1.1.3. No individual has complete control over
incompatible transaction processing functions.
Specifically, the following combination of functions are

not performed by a single individual:
» data entry and verification of data
« data entry and its reconciliation to output

 input of transactions for incompatible processing
functions (for example, input of vendor invoices and

purchasing and receiving information)

» data entry and supervisory authorization functions (for
example, authorizing a rejected transaction to
continue processing that exceeds some limit requiring

a supervisor’s review and approval)

Review the organizational chart and
interview personnel to determine that
assignments do not result in a single person
being responsible for the indicated
combinations of functions.

Observe activities of personnel to determine
the nature and extent of the compliance with
the intended segregation of duties.

SD-1.1.4. Organizations with limited resources to
segregate duties have compensating controls, such as
supervisory review of transactions performed.

Interview management, observe activities,
and test transactions. Note: Perform this in
conjunction with SD-2.2.

SD-1.1.5. Data processing personnel are not users of

information systems. They and security managers do not

initiate, input, or correct transactions.

Determine through interview and
observation whether data processing
personnel and security managers are
prohibited from these activities.

SD-1.1.6. Day-to-day operating procedures for the data

center are adequately documented and prohibited
actions are identified.

Review the adequacy of documented
operating procedures for the data center.

SD-1.1.7. Access controls enforce segregation of duties.

Audit procedures are found in section AC-
3.1, but this item is listed here as a
reminder. Logical and physical access
controls should enforce segregation of
duties.
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Control activities

Control techniques

Audit procedures

SD-1.2. Job descriptions have
been documented.

SD-1.2.1. Documented job descriptions accurately

reflect assigned duties and responsibilities and
segregation of duty principles.

Review job descriptions for several positions
in organizational units and for user security
administrators.

Determine whether duties are clearly
described and prohibited activities are
addressed.

Review the effective dates of the position
descriptions and determine whether they are
current.

Compare these descriptions with the current
responsibilities and duties of the incumbents
in these positions to determine the accuracy
of these statements.

SD-1.2.2. Documented job descriptions include

definitions of the technical knowledge, skills, and abilities
required for successful performance in the relevant
position and can be used for hiring, promoting, and

performance evaluation purposes.

Review job descriptions and interview
management personnel to determine if all
job positions have documented technical
knowledge, skills, and ability requirements
that can be used for hiring, promoting, and
performance evaluations.

SD-1.3. Employees understand
their duties and responsibilities.

SD-1.3.1. All employees fully understand their duties and
responsibilities and carry out those responsibilities in

accordance to their job descriptions.

Interview personnel filling positions for the
selected job descriptions (see SD-1.2).
Determine if the descriptions match their
understanding of their duties and
responsibilities and whether additional
duties are undertaken that are not listed in
their job descriptions.

SD-1.3.2. Senior management is responsible for
providing adequate resources and training to ensure that
segregation of duty principles are understood and
established, enforced, and institutionalized within the

organization.

Determine from interviewing personnel
whether senior management has provided
adequate resources and training to
establish, enforce, and institutionalize the
principles of segregation of duties.

SD-1.3.3. Responsibilities for restricting access by job
positions in key operating and programming activities

are clearly defined, understood, and followed.

Interview management personnel in these
activities.

Source: GAO.

Critical Element SD-2. Control personnel activities through formal operating
procedures, supervision, and review

Control over personnel activities requires formal operating
procedures and active supervision and review of these activities.
This is especially relevant for computer operators and system
administrators. Some information system officials have extensive
access rights in order to keep the systems running efficiently so
their activities need to be monitored closely. Inadequacies in this

Page 309 3.4 Segregation of Duties (SD)



area could allow mistakes to occur and go undetected and facilitate
unauthorized use of the computer.

SD-2.1. Formal procedures guide personnel in performing their duties

Detailed, written instructions should be followed to guide personnel
in performing their duties. These instructions are especially
important for computer operators. For example, computer operator
instruction manuals should provide guidance on system start up and
shut down procedures, emergency procedures, system and job
status reporting, and operator-prohibited activities. Application-
specific manuals (commonly called run manuals) should provide
additional instructions for operators specific to each application,
such as instructions on job setup, console and error messages, job
checkpoints, and restart and recovery steps after system failures.
Operators should be prevented from overriding file label or
equipment error messages.

SD-2.2. Active supervision and review are provided for all personnel

Supervision and review of personnel computer systems activities
help make certain that these activities are performed in accordance
with prescribed procedures, that mistakes are corrected, and that
the computer is used only for authorized purposes. To aid in this
oversight, all user activities on the computer system should be
recorded on activity logs, which serve as an audit trail. Supervisors
should routinely review these activity logs for incompatible actions
and investigate any abnormalities.

Periodic management reviews of computer systems activities are
essential to ensure that employees are performing their duties in
accordance with established policies and to identify the need to
update policies when operational processes change. In particular,
management should periodically review activities that cannot be
controlled by physical or logical access controls. Such activities are
typically controlled instead by supervisory oversight and
documentation showing approvals and authorizations.
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Control Techniques and Suggested Audit Procedures for Critical Element SD-2

Table 31. Control Techniques and Suggested Audit Procedures for Critical Element SD-2: Control personnel activities through
formal operating procedures, supervision, and review

Control activities

Control techniques

Audit procedures

SD-2.1. Formal procedures
guide personnel in performing
their duties.

SD-2.1.1. Detailed, written instructions exist and are
followed for the performance of work.

SD-2.1.2. Instruction manuals provide guidance on
system operation.

SD-2.1.3. Application run manuals provide instruction on
operating specific applications.

Perform the following procedures for
SD-2.1.1to SD-2.1.3.

Review manuals to determine whether
formal procedures exist to guide personnel
in performing their work.

Interview supervisors and personnel.
Observe processing activities.

SD-2.2. Active supervision
and review are provided for
all personnel.

SD-2.2.1. Personnel are provided adequate supervision
and review, including each shift for computer operations.

Interview supervisors and personnel.
Observe processing activities.

SD-2.2.2. Access authorizations are periodically
reviewed for incompatible functions.

Review a selection of access authorizations
for incompatible functions and evidence of
supervisory review.

SD-2.2.3. Management reviews are performed to
determine that control techniques for segregating
incompatible duties are functioning as intended and that
the control techniques in place are maintaining risks
within acceptable levels (for example, periodic risk
assessments).

Determine which reviews are conducted to
assess the adequacy of duty segregation.
Obtain and review results of such reviews.
Note: This audit step should be performed in
conjunction with audit steps in critical
elements SM-2 (Periodically assess and
validate risks) and SM-5 (Monitor the
effectiveness of the security program).

SD-2.2.4. Staff performance is monitored on a periodic
basis and controlled to ensure that objectives laid out in
job descriptions are carried out.

Interview management and subordinate
personnel.

Select documents or actions requiring
supervisory review and approval for
evidence of such performance (for example,
approval of input of transactions, software
changes).

SD-2.2.5. Supervisors routinely review user activity logs
for incompatible actions and investigate any
abnormalities.

Interview supervisors and review user
activity logs for incompatible actions. Check
for evidence of supervisory review.

Source: GAO.
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3.5. Contingency Planning (CP)

Losing the capability to process, retrieve, and protect electronically
maintained information can significantly affect an entity’s ability to
accomplish its mission. If contingency planning controls are
inadequate, even relatively minor interruptions can result in lost or
incorrectly processed data, which can cause financial losses,
expensive recovery efforts, and inaccurate or incomplete
information. For some operations, such as those involving health
care or safety, system interruptions could even result in injuries or
loss of life.

Given these severe implications, it is critical that an entity have in
place (1) procedures for protecting information resources and
minimizing the risk of unplanned interruptions and (2) a plan to
recover critical operations should interruptions occur. Such plans
should consider the activities performed at general support
facilities, such as data processing centers and telecommunications
facilities, as well as those performed by users of specific
applications. To determine whether recovery plans will work as
intended, they should be tested periodically in disaster-simulation
exercises. FISMA requires that each federal agency implement an
information security program that includes “plans and procedures to
ensure continuity of operations for information systems that
support the operations and assets of the agency.”

Although often referred to as disaster recovery or contingency
plans, controls to ensure service continuity should address the
entire range of potential disruptions. These may include relatively
minor interruptions, such as temporary power failures, as well as
major disasters, such as fires, natural disasters, and terrorism, that
would require reestablishing operations at a remote location; it
might also include errors, such as writing over a file. If controls are
inadequate, even relatively minor interruptions can result in lost or
incorrectly processed data.

To mitigate service interruptions, it is essential that the related
controls be understood and supported by management and staff
throughout the entity. Senior management commitment is especially
important to ensuring that adequate resources are devoted to
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emergency planning, training, and related testing. Also, the
involvement of data and process owners is integral to contingency
planning, as they have first-hand knowledge of their data and
processes and of the impact of a loss of availability. In addition, all
staff with contingency planning responsibilities, such as those
responsible for backing up files, should be fully aware of the risks of
not fulfilling those duties.

Assessing contingency planning controls involves evaluating the
entity’s performance in each of the critical elements listed in table
32.

_______________________________________________________________________________________|]
Table 32. Critical Elements for Contingency Planning

Number Description

CP-1. Assess the criticality and sensitivity of computerized operations and identify
supporting resources

CP-2. Take steps to prevent and minimize potential damage and interruption

CP-3. Develop and document a comprehensive contingency plan

CP-4. Periodically test the contingency plan and adjust it as appropriate

Source: GAO

Critical Element CP-1. Assess the criticality and sensitivity of computerized operations
and identify supporting resources

At most entities, the continuity of certain automated operations is
more important than for other operations, and it is not cost effective
to provide the same level of continuity for all operations. For this
reason, it is important that management analyze data and operations
to determine which are the most critical and what resources are
needed to recover and support them. This is the first step in
determining which resources merit the greatest protection and what
contingency plans need to be made.

As explained in SM-2, FISMA required NIST to develop standards
and guidelines for agencies to use in categorizing federal
information and information systems so agencies can provide the
appropriate level of information security according to a range of
risks. This information is useful in assessing risks and the criticality
and sensitivity of computerized operations, and in identifying
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supporting resources. It is also very important to link this
information to the entity’s mission and critical business processes.

According to NIST, the definition of an organization’s critical
mission or business functions is often called a business plan, and it
is used to support contingency planning.' Part of business planning
involves the development of a business continuity plan that focuses
on sustaining an organization’s business functions during and after a
disruption. A business continuity plan can be written for a specific
business process or it may address all key business processes.
Because there is an inherent relationship between an IT system and
the business process it supports, there should be coordination
between each plan, and ultimately an entity may use a suite of plans
for its IT systems, business processes, and the facility.'” In addition,
a business impact analysis should be conducted to (1) identify
critical information technology resources, (2) identify outage impact
and allowable outage times, and (3) develop recovery priorities. The
purpose of the business impact analysis is to correlate specific
system components with the critical services that they provide and,
based on that information, to characterize the consequences if
system components were to be disrupted.

CP-1.1. Critical data and operations are identified and prioritized

The criticality and sensitivity of various data and operations should
be determined and prioritized based on security categorizations and
an overall risk assessment of the entity’s operations. As discussed in
section 3.1, Entitywide Security Management Program, such a risk
assessment should serve as the foundation of an entity’s security
plan. Factors to be considered include the importance and
sensitivity of the data and other organizational assets handled or
protected by the individual operations, and the cost of not restoring
data or operations promptly. For example, a 1-day interruption of
major tax or fee-collection systems or a loss of related data could

104NIST, An Introduction to Computer Security: The NIST Handbook, Special Publication

(SP) 800-12, October 1995.

%NIST, Contingency Planning Guide for Information Technology Systems, Special

Publication (SP) 800-34, June 2002.

Page 314 3.5 Contingency Planning (CP)



significantly slow or halt receipt of revenues, diminish controls over
millions of dollars in receipts, and reduce public trust. Conversely, a
system that monitors employee training could be out of service for
perhaps as much as several months without serious consequences.
Further, sensitive data, such as personal information on individuals
or information related to contract negotiations, may require special
protection during a suspension of normal service, even if such
information is not needed on a daily basis to carry out critical
operations.

Generally, critical data and operations should be identified and
ranked by those personnel involved in the entity’s business or
program operations. For example, managers should predict the
negative effects of lost data and interrupted operations and
determine how long specific operations can be suspended or
postponed. However, it is also important to obtain senior
management’s agreement with such determinations, as well as
concurrence from affected groups.

The prioritized listing of critical information resources and
operations should be periodically reviewed to determine whether
current conditions are reflected in it. Such reviews should occur
whenever there is a significant change in the entity’s mission and
operations or in the location or design of the systems that support
these operations.

CP-1.2. Resources supporting critical operations are identified and analyzed

Once critical data and operations have been determined, the
minimum resources needed to support them should be identified
and their roles analyzed. The resources to be considered include
computer resources, such as hardware, software, and data files;
networks, including components such as routers and firewalls;
supplies, including paper stock and preprinted forms;
telecommunications services; and any other resources that are
necessary to the operation, such as people, office facilities and
supplies, and noncomputerized records. For example, an analysis
should be performed to identify the maximum number of disk drives
needed at one time and the specific requirements for
telecommunications lines and devices.
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Because essential resources are likely to be held or managed by a
variety of groups within an entity, it is important that program and
information security support staff work together to identify the
resources needed for critical operations.

CP-1.3. Emergency processing priorities are established

In conjunction with identifying and ranking critical functions, the
entity should develop a plan for restoring critical operations. The
plan should clearly identify the order in which various aspects of
processing should be restored, who is responsible, and what
supporting equipment or other resources will be needed. A carefully
developed processing restoration plan can help employees
immediately begin the restoration process and make the most
efficient use of limited computer resources during an emergency.
Both system users and information security support staff should be
involved in determining emergency processing priorities. (See
critical element CP-3 for additional information on contingency
planning.)

CP-1 Related NIST SP 800-53 Controls
RA-2 Security Categorization
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Control Techniques and Suggested Audit Procedures for Critical Element CP-1

Table 33. Control Techniques and Suggested Audit Procedures for Critical Element CP-1: Assess the criticality and sensitivity
of computerized operations and identify supporting resources

Control activities

Control techniques

Audit procedures

CP-1.1. Critical data and
operations are identified and
prioritized.

CP-1.1.1. The entity categorizes information systems in
accordance with appropriate guidance, such as FIPS 199,
and documents the results in the system security plan.

CP-1.1.2 A list of critical operations and data has been

documented that

« identifies primary mission or business functions,

 prioritizes data and operations,

« is approved by senior program managers, and

« reflects current conditions including system
interdependencies and technologies.

Perform the following procedures for
CP-1.1.1to CP-1.1.2.

Review the policies and methodology used to
categorize systems and create the critical
operations list. This list should identify each
system and its criticality in supporting the
entity’s primary mission or business functions.

Review how systems are categorized and
the critical operations list. Determine if the
justifications have been documented and
that they (1) prioritize data and operations
by primary mission or business functions;
(2) are approved by senior management;
and (3) reflect current operating conditions,
including key system interdependencies.

Determine if technology supporting critical
operations is identified and appropriately
considered in processing priorities.

Interview program, information technology,
and security administration officials.

Determine their input and assessment of
the reasonableness of priorities
established.

CP-1.2. Resources
supporting critical operations
are identified and analyzed.

CP-1.2.1. Resources supporting critical operations and
functions have been identified and documented. Types of
resources identified should include

» computer hardware,

« computer software,

« computer supplies,

« network components,

« system documentation,

« telecommunications,

« office facilities and supplies, and

« human resources.

Interview program and security
administration officials responsible for
developing the critical operations listing.

Review documentation supporting the
critical operations listing to verify that the
following resources have been identified for
each critical operation:

» computer hardware and software,

» computer supplies,

» network components,

» system documentation,

« telecommunications,

« office facilities and supplies, and

« human resources.

Appropriate documentation may include
contingency-related plans in NIST SP 800-34.
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Control activities

Control techniques Audit procedures

CP-1.2.2. Critical information technology resources have  Determine if a current business impact
been analyzed to determine their impact on operations if a analysis has been conducted that identifies
given resource were disrupted or damaged. This analysis critical information technology resources,
should evaluate the impact of the outages over time and  disruption impacts, allowed outage times,

across related resources and dependent systems. and recovery priorities.
CP-1.3. Emergency CP-1.3.1. Emergency processing priorities have been Review related policies, plans, and
processing priorities are documented and approved by appropriate program and procedures for emergency processing and
established. data processing managers. ensure:

« recovery priorities have been developed,

« management has approved priorities,
and

» priorities are documented.

Request a copy of the continuity of
operations plan.

Interview program and security
administration officials to determine
whether they are aware of all policies and
procedures for emergency processing
priorities and maintain copies of the
continuity of operations plan.

Source: GAO.

Critical Element CP-2. Take steps to prevent and minimize potential damage and

interruption

There are a number of steps that an entity should take to prevent or
minimize the damage to automated operations that can occur from
unexpected events. These can be categorized as

¢ routinely duplicating or backing up data files, computer
programs, and critical documents with off-site storage;

o arranging for remote backup facilities that can be used if the
entity’s usual facilities are damaged beyond use;

¢ establishing an information system recovery and reconstitution
capability so that the information system can be recovered and
reconstituted to its original state after a disruption or failure;

¢ installing environmental controls, such as fire-suppression
systems or backup power supplies; and

¢ ensuring that staff and other system users understand their
responsibilities during emergencies.
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Such steps, especially implementing thorough backup procedures
and installing environmental controls, are generally inexpensive
ways to prevent relatively minor problems from becoming costly
disasters. In particular, an entity should maintain an ability to
restore data files, which may be impossible to recreate if lost. In
addition, effective maintenance, problem management, and change
management for hardware equipment will help prevent unexpected
interruptions.

In an IS controls audit being performed as part of a financial audit or
data reliability assessment, the auditor should tailor the
identification of control techniques and audit procedures related to
environmental controls (CP-2.2) and hardware maintenance (CP-
2.4) to achieve the audit objectives, considering the IS controls
identified by the auditor as significant to the audit objectives (e.g.,
internal control over financial reporting).

CP-2.1. Data and program backup procedures have been implemented

Routinely copying data files and software and storing these files at a
secure, remote location are usually the most cost-effective actions
that an entity can take to mitigate service interruptions. Although
equipment can often be readily replaced, the cost could be
significant and reconstructing computerized data files and replacing
software can be extremely costly and time consuming. And, data
files cannot always be reconstructed. In addition to the direct costs
of reconstructing files and obtaining software, the related service
interruptions could lead to significant financial losses.

A program should be in place for regularly backing up computer
files, including master files, transaction files, application programs,
system software, and database software, and for storing these
backup copies securely at an off-site location. Choosing a location
depends on the particular needs of the entity, but in general, the
location should be far enough away from the primary location that it
will be protected from events such as fires, storms, electrical power
outages, and terrorism that may occur to the primary location. In
addition, it should be protected from unauthorized access and from
environmental hazards.
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The frequency with which files should be backed up depends on the
volume and timing of transactions that modify the data files.
Generally, backing up files on a daily basis is adequate. However, if
a system accounts for thousands of transactions per day, it may be
appropriate to back up files several times a day. Conversely, if only
a few transactions are recorded every week, then weekly backing up
of files may be adequate.

File back up procedures should be designed so that a recent copy is
always available. For example, new data file versions should be
received at the off-site storage location before the disks or tapes
containing prior versions are returned to the data center for reuse.

Generally, data center personnel are responsible for routinely
backing up files. However, if critical data are routinely maintained
on computers that are not under the control of data center
personnel, then responsibility for backing up this information
should be clearly defined.

In addition to data files and software programs, copies of any other
information and supplies that may be needed to maintain operations
should be maintained at a remote location. Examples of such
documents are system and application documentation, unique
preprinted computer paper, and essential legal files. Although a
review of computer-related controls focuses on electronically
maintained data, it is important that critical paper documents also
be copied and stored remotely so that they are available when
needed to support automated operations.

CP-2.2. Adequate environmental controls have been implemented

Environmental controls prevent or mitigate potential damage to
facilities and interruptions in service. Examples of environmental
controls include

o fire extinguishers and fire-suppression systems;
o fire alarms;

¢ smoke detectors;

e water detectors;
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e emergency lighting;
¢ redundancy in air cooling systems;
e backup power supplies;

o existence of shut-off valves and procedures for any building
plumbing lines that may endanger processing facilities;

e processing facilities built with fire-resistant materials and
designed to reduce the spread of fire; and

¢ policies prohibiting eating, drinking, and smoking within
computer facilities.

Environmental controls can diminish the losses from some
interruptions such as fires or prevent incidents by detecting
potential problems early, such as water leaks or smoke, so that they
can be remedied. Also, uninterruptible or backup power supplies
can carry a facility through a short power outage or provide time to
back up data and perform orderly shut-down procedures during
extended power outages.

CP-2.3. Staff have been trained to respond to emergencies

Staff should be trained in and aware of their responsibilities in
preventing, mitigating, and responding to emergency situations. For
example, information security support staff should receive periodic
training in emergency fire, water, and alarm incident procedures, as
well as in their responsibilities in starting up and running an
alternate data processing site. Also, if outside users are critical to
the entity’s operations, they should be informed of the steps they
may have to take as a result of an emergency.

Generally, information on emergency procedures and
responsibilities can be provided through training sessions and by
distributing written policies and procedures. Training sessions
should be held at least once a year and whenever changes to
emergency plans are made. Further, if staff could be required to
relocate or significantly alter their commuting routine in order to
operate an alternate site in an emergency, it is advisable for an
entity to incorporate into the contingency plan steps for arranging
lodging and meals or any other facilities or services that may be
needed to accommodate essential personnel.
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CP-2.4. Effective hardware maintenance, problem management, and change management help prevent

unexpected interruptions

Unexpected service interruptions can occur from hardware
equipment failures or from changing equipment without adequate
advance notification to system users. To prevent such occurrences
requires an effective program for maintenance, problem
management, and change management for hardware equipment.

Routine periodic hardware maintenance should be scheduled and
performed to help reduce the possibility and impact of equipment
failures. Vendor-supplied specifications normally prescribe the
frequency and type of preventive maintenance to be performed.
Such maintenance should be scheduled in a manner to minimize the
impact on overall operations and on critical or sensitive
applications. Specifically, peak workload periods should be avoided.
All maintenance performed should be documented, especially any
unscheduled maintenance that could be analyzed to identify
problem areas warranting additional action for a more permanent
solution. Flexibility should be designed into the data processing
operations to accommodate the required preventive maintenance
and reasonably expected unscheduled maintenance. For critical or
sensitive applications that require a high level of system availability,
the acquisition and use of spare or backup hardware may be
appropriate.

Effective problem management requires tracking service
performance and documenting problems encountered. Goals should
be established by senior management on the availability of data
processing and on-line service. Records should be maintained on the
actual performance in meeting service schedules. Problems and
delays encountered, the reasons for the problems or delays, and the
elapsed time for resolution should be recorded and analyzed to
identify any recurring pattern or trend. Senior management should
periodically review and compare the service performance achieved
with the goals and survey user departments to see if users’ needs are
being met.

Changes to hardware equipment and related software should be
scheduled to minimize the impact on operations and users and allow
for adequate testing to demonstrate that they will work as expected.
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Advance notification should be given to users so that service is not
unexpectedly interrupted.

CP-2 Related NIST SP 800-53 Controls

CP-3
CP-6
CP-7
CP-9
CP-10
MA-2
MA-3
MA-5
MA-6
PE-9
PE-10
PE-11
PE-12
PE-13
PE-14
PE-15
PE-16
PE-17
PE-18
SA-5

Contingency Training

Alternative Storage Site

Alternate Processing Site

Information System Backup

Information System Recovery and Reconstitution
Controlled Maintenance

Maintenance Tools

Maintenance Personnel

Timely Maintenance

Power Equipment and Power Cabling
Emergency Shutoff

Emergency Power

Emergency Lighting

Fire Protection

Temperature and Humidity Controls

Water Damage Protection

Delivery and Removal

Alternate Work Site

Location of Information System Components
Information System Documentation
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Control Techniques and Suggested Audit Procedures for Critical Element CP-2

Table 34. Control Techniques and Suggested Audit Procedures for Critical Element CP-2: Take steps to prevent and minimize
potential damage and interruption

Control activities

Control techniques

Audit procedures

CP-2.1. Information system
back up and recovery
procedures have been
implemented.

CP-2.1.1. Backup files are created on a prescribed basis
and rotated off-site often enough to avoid disruption if
current files are lost or damaged.

Review written policies and procedures for
backing up and transporting files. Determine
how often files are backed up and rotated off
site, retention periods, and security involved
in transport.

Compare inventory records with the files
maintained off-site and determine the age of
these files.

For a selection of critical files, locate and
examine the backup files. Verify that backup
files can be used to recreate current reports.

Determine whether backup files are created
and rotated off-site as prescribed and are
sent before prior versions are returned.

Determine if the technology is implemented
in such a manner as to provide appropriate
availability, including consideration of
backup procedures, system configuration,
redundancy, environmental controls, staff
training, and routine maintenance.

CP-2.1.2. System and application documentation is
maintained at the off-site storage location.

Locate and examine documentation.

CP-2.1.3. The backup storage site is

» geographically removed from the primary site (for
example, not subject to the same hazards), and

» protected by environmental controls and physical
access controls.

Examine the backup storage site. Determine
if there are accessibility problems between
the storage and processing sites in the
event of an area wide disaster.

CP-2.1.4. The information system back up and recovery

procedures adequately provide for recovery and

reconstitution to the system’s original state after a

disruption or failure including

« system parameters are reset;

» patches are reinstalled;

« configuration settings are reestablished;

« system documentation and operating procedures are
available;

» application and system software is reinstalled;

« information from the most recent backup is available;
and

« the system is fully tested.

Interview entity officials and determine
whether comprehensive procedures and
mechanisms exist to fully restore the
information security to its original state.
Determine if this recovery capability has
been tested and, if so, review the test plan
and test results.
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Control activities Control techniques

Audit procedures

CP-2.2. Adequate
environmental controls have
been implemented.

Audit procedures for CP-2.2 should be
performed in conjunction with Section AC-6
regarding physical access controls.

Perform the following procedures to
determine whether control techniques CP-
2.2.1 through 2.2.10 are achieved.

- Examine the entity’s facilities.
- Interview site managers.

CP-2.2.1. Fire detection and suppression devices have
been installed and are working, for example, smoke
detectors, fire extinguishers, and sprinkler systems.

Observe that operations staff are aware of
the locations of fire alarms, fire
extinguishers, regular and auxiliary electrical
power switches, water shut-off valves,
breathing apparatus, and other devices that
they may be expected to use in an
emergency.

Observe fire detection and suppression
devices.

Determine whether the activation of heat
and smoke detectors will notify the fire
department.

CP-2.2.2. Controls have been implemented to mitigate
other disasters, such as floods, earthquakes, terrorism,
etc.

Review the entity’s assessment of
environmental risks and related controls.

CP-2.2.3. Redundancy exists in critical systems (for
example, power and air cooling systems).

Observe the operation, location,
maintenance, and access to critical systems.

CP-2.2.4. Building plumbing lines do not endanger the
computer facility or, at a minimum, shut-off valves and
procedures exist and are known.

Observe whether water can enter through
the computer room ceiling or whether pipes
are running through the facility and that
there are water detectors on the floor.

CP-2.2.5. An uninterruptible power supply or backup
generator has been provided so that power will be
adequate for orderly shut down.

Observe power backup arrangements and
results of testing.

CP-2.2.6. Humidity, temperature, and voltage are
controlled within acceptable levels.

Determine whether humidity, temperature,
and voltage are appropriately controlled.

CP-2.2.7. Emergency lighting activates in the event of a
power outage and covers emergency exits and
evacuation routes.

Observe that emergency lighting works and
that power and other cabling is protected.

CP-2.2.8. A master power switch or emergency shut-off
switch is present and appropriately located.

Observe power shut-off arrangements.

CP-2.2.9. Environmental controls are periodically tested
at least annually for federal agencies

Review test policies.

Review documentation supporting recent
tests of environmental controls and followup
actions.
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Control activities

Control techniques

Audit procedures

CP-2.2.10. Eating, drinking, and other behavior that may

damage computer equipment is prohibited.

Review policies and procedures regarding
employee behavior.

Observe employee behavior.

CP-2.3. Staff have been
trained to respond to
emergencies.

CP-2.3.1. Operational and support personnel have
received training and understand their emergency roles

and responsibilities.

Interview security personnel and appropriate
operational and support staff and ensure
that they understand their roles and
responsibilities.

CP-2.3.2. Personnel receive periodic environmental
controls training including emergency fire, water, and

alarm incident procedures.

Review training records and training course
documentation. Determine whether all
personnel have received up-to-date training
and that the scope of the training is
adequate.

CP-2.3.3. Emergency response procedures are

documented.

Review emergency response procedures for
completeness and determine whether roles
and responsibilities are clearly defined.

CP-2.3.4. Emergency procedures are periodically tested.

Review test policies.
Review test documentation.

Interview operational and data center staff.

CP-2.4. Effective hardware
maintenance, problem
management, and change
management help prevent
unexpected interruptions.

CP-2.4.1. Policies and procedures exist and are up-to-

date.

Review policies and procedures.

CP-2.4.2. Routine periodic hardware preventive
maintenance is scheduled and performed in accordance
with vendor specifications and in a manner that

minimizes the impact on operations.

CP-2.4.3. Regular and unscheduled maintenance

performed is documented.

CP-2.4.4. Flexibility exists in the data processing
operations to accommodate regular and a reasonable

amount of unscheduled maintenance.

Perform the following procedures to
determine whether control techniques CP-
2.4.2 through 2.4.4 are achieved.

Interview information security, data
processing, and user management.

Review maintenance documentation.

Determine when maintenance is performed,
if it is in accordance with vendor
specifications, and if there is minimal impact
on system availability.

CP-2.4.5. Spare or backup hardware is used to provide a
high level of system availability for critical and sensitive

applications.

Interview information security and data
center management.

CP-2.4.6. Goals are established by senior management
on the availability of data processing and on-line

services.

CP-2.4.7. Records are maintained on the actual

performance in meeting service schedules.

CP-2.4.8. Problems and delays encountered, the reason,
and the elapsed time for resolution are recorded and
analyzed to identify recurring patterns or trends.

Perform the following procedures to
determine whether control techniques CP-
2.4.6 through 2.4.8 are achieved.

Interview senior management, information
security management, data processing
management, and user management.

Review supporting documentation, including
system performance metrics.
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Control activities

Control techniques Audit procedures

CP-2.4.9. Senior management periodically reviews and  Interview senior management, information
compares the service performance achieved with the security management, data processing
goals and surveys of user departments to see if their management, and user management.
needs are being met.

Review supporting documentation such as
user surveys, service goals, metric
measuring system availability, service
schedules, and test plans.

CP-2.4.10. Changes of hardware equipment and related For control techniques CP-2.4.10 and CP-

software are scheduled to minimize the impact on 2.4.11, review supporting documentation for
operations and users, thus allowing for adequate testing. scheduling of hardware changes, including
CP-2.4.11. Advance notification of hardware changes staff notifications.

and related software changes is given to users so that
service is not unexpectedly interrupted.

Source: GAO.

Critical Element CP-3. Develop and document a comprehensive contingency plan

A contingency plan or suite of related plans should be developed for
restoring critical applications; this includes arrangements for
alternative processing facilities in case the usual facilities are
significantly damaged or cannot be accessed. Agency/entity-level
policies and procedures define the contingency planning process
and documentation requirements. Furthermore, an entitywide plan
should identify critical systems, applications, and any subordinate
or related plans. It is important that these plans be clearly
documented, communicated to affected staff, and updated to reflect
current operations. Testing the plan is addressed in critical element
CP-4. In addition, the plan should address entity systems maintained
by a contractor or other entity (e.g., through service level
agreements).

According to NIST, contingency planning represents a broad scope
of activities designed to sustain and recover critical IT services
following an emergency. IT contingency planning fits into a much
broader emergency preparedness environment that includes
organizational and business process continuity and recovery
planning. Ultimately, an organization may use a suite of plans to
properly prepare response, recovery, and continuity activities for
disruptions affecting the organization’s IT systems, business
processes, and the facility. Because there is an inherent relationship
between an IT system and the business process it supports, there
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should be coordination between each plan during development and
updates to ensure that recovery strategies and supporting resources
neither negate each other nor duplicate efforts.

The NIST SP 800-34, Contingency Planning Guide for Information
Technology Systems, discusses the types of contingency plans that
an organization might use and how they relate to each other. Since
there is no standard definition for these plans, they may vary from
organization to organization. To provide a common basis of
understanding for IT contingency planning, NIST developed the
descriptions shown in the table below.

|
Table 35: Types of Contingency-Related Plans

Plan

Purpose

Scope

Business Continuity
Plan (BCP)

Provide procedures for
sustaining essential business
operations while recovering
from a significant disruption

Addresses business processes;
IT addressed based only on its
support for business process

Business Recovery
(or Resumption)
Plan (BRP)

Provide procedures for
recovering business
operations immediately
following a disaster

Addresses business processes;
not IT-focused; IT addressed
based only on its support for
business process

Continuity of
Operations Plan
(Coop)

Provide procedures and
capabilities to sustain an
organization’s essential,
strategic functions at an
alternate site for up to 30 days

Addresses the subset of an
organization’s missions that are
deemed most critical; usually
written at headquarters level;
not IT-focused

Continuity of Support
Plan/IT Contingency
Plan

Provide procedures and
capabilities for recovering a
major application or general
support system

Same as IT contingency plan;
addresses IT system
disruptions; not business
process focused

Crisis
Communications
Plan

Provides procedures for
disseminating status reports
to personnel and the public

Addresses communications with
personnel and the public; not IT
focused
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Plan

Purpose

Scope

Cyber Incident
Response Plan

Provide strategies to detect,
respond to, and limit
consequences of malicious
cyber incident

Focuses on information security
responses to incidents affecting
systems and/or networks

Disaster Recovery

Provide detailed procedures

Often IT-focused; limited to

Plan (DRP) to facilitate recovery of major disruptions with long-term
capabilities at an alternate site  effects
Occupant Provide coordinated Focuses on personnel and

Emergency Plan
(OEP)

procedures for minimizing loss
of life or injury and protecting
property damage in response
to a physical threat

property particular to the
specific facility; not business
process or IT system
functionality based

Source: NIST Contingency Planning Guide for Information Technology Systems (SP 800-34).

In addition, NIST addresses technical contingency planning
considerations and solutions for specific information technology
platforms: (1) desktop computers and portable systems, (2) servers,
(3) Web sites, (4) local area networks, (5) wide area networks,

(6) distributed systems, and (7) mainframe systems.

Note that incident handling can be considered that portion of

contingency planning that responds to malicious technical threats.
An incident response capability is addressed in critical element AC-
5.1.

CP-3.1. An up-to-date contingency plan is documented

Contingency plans should be documented, agreed on by both users
and information security departments, and communicated to
affected staff. As noted above, FISMA requires that each federal
agency develop, document, and implement an agencywide
information security program that includes plans to ensure
continuity of operations for information systems.

The plan should reflect the risks and operational priorities that the
entity has identified. It should be designed so that the costs of
contingency planning do not exceed the costs associated with the
risks that the plan is intended to reduce. The plan should also be
detailed enough so that its success does not depend on the
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knowledge or expertise of one or two individuals. It should identify
and provide information on

e supporting resources that will be needed,

¢ roles and responsibilities of those who will be involved in
recovery activities;

o arrangements for an off-site disaster recovery location and travel
and lodging for necessary personnel, if needed,;

o off-site storage location for backup files; and
e procedures for restoring critical applications and their order in

the restoration process. (See section CP-1.3 for additional
information on emergency processing priorities.)

Multiple copies of the contingency plan should be available, with
some stored at off-site locations to make sure they are not destroyed
by the same events that made the primary data processing facilities
unavailable.

CP-3.2. Arrangements have been made for alternate data processing, storage, and telecommunications

facilities

Depending on the degree of service continuity needed, choices for
alternative facilities will range from an equipped site ready for
immediate backup service, referred to as a “hot site,” to an
unequipped site that will take some time to prepare for operations,
referred to as a “cold site.” In addition, various types of services can
be prearranged with vendors. These include making arrangements
with suppliers of computer hardware and telecommunications
services as well as with suppliers of business forms and other office
supplies.

As with all emergency preparations, costs and risks should be
considered in deciding what type of alternate site is needed.
However, it should be geographically removed from the original site
so that it is protected from the same events. In addition, the site
should have ready access to the basic utilities needed to resume
operations, such as electricity, water, and telecommunications
services. In some cases, two or more entities may share the same
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alternate site in order to reduce the cost. However, this may cause
problems if two or more entities need the site at the same time.

Whatever options are determined to be the most appropriate, the
entity should have a formal agreement or contract detailing the
emergency arrangements. Further, the arrangements should be
periodically reviewed to determine whether they remain adequate to

meet the entity’s needs.

CP-3 Related NIST SP 800-53 Controls

CP-2 Contingency Plan

CP-5 Contingency Plan Update
CP-8 Telecommunications Services

Control Techniques and Suggested Audit Procedures for Critical Element CP-3

Table 36. Control Techniques and Suggested Audit Procedures for Critical Element CP-3: Develop and document a
comprehensive contingency plan

Control activities

Control techniques

Audit procedures

CP-3.1. An up-to-date
contingency plan is
documented.

CP-3.1.1. A contingency plan has been documented that

is based on clearly defined contingency planning
policy;

reflects current conditions, including system
interdependencies;

has been approved by key affected groups, including
senior management, information security and data
center management, and program managers;

clearly assigns responsibilities for recovery;

includes detailed instructions for restoring operations
(both operating system and critical applications);
identifies the alternate processing facility and the back
up storage facility;

includes procedures to follow when the data/service
center is unable to receive or transmit data;

identifies critical data files;

is detailed enough to be understood by all entity
managers;

includes computer and telecommunications hardware
compatible with the entity’s needs;

includes necessary contact numbers;

includes appropriate system-recovery

instructions;

has been distributed to all appropriate personnel; and
has been coordinated with related plans and activities.

Review contingency planning policy and
determine if it documents the entity’s
overall contingency objectives and
establishes the organizational framework
and responsibilities for contingency
planning.

Obtain contingency plans (see NIST SP
800-34) and compare their provisions with
the most recent risk assessment and with a
current description of automated
operations.

Compare the contingency plans to security-
related plans, facility-level plans, and
agencyl/entity-level plans such as those in
NIST contingency planning guidance.

Determine if the contingency plans include

» appropriate consideration of the
technology, including alternative
processing requirements,

« recovery of the security infrastructure,
and

« interdependencies with other systems
(i.e., other component, federal, state, or
local agencies) that could affect the
contingency operations.

Page 331 3.5 Contingency Planning (CP)



Control activities

Control techniques Audit procedures

CP-3.1.2. Contingency plans are reevaluated before Interview senior management, information
proposed changes to the information system are security management, and program
approved to determine if major modifications have managers.

security ramifications that require operational changes in
order to maintain adequate risk mitigation.

CP-3.1.3. Procedures allow facility access in support of Determine whether emergency and

restoration of lost information under the contingency plans temporary access authorizations are

in the event of an emergency. properly approved, documented, controlled,
communicated, and automatically
terminated after a predetermined period.
These procedures should be performed in
conjunction with Section AC-3.1.8 and AC-
6.1.8 regarding access controls.

CP-3.1.4. The plan provides for backup personnel so that Review the contingency plan.
it can be implemented independent of specific individuals.

CP-3.1.5. User departments have developed adequate Interview senior management, information
manual/peripheral processing procedures for use until security management, and program
operations are restored. managers.

CP-3.1.6. Several copies of the current contingency plan  Observe copies of the contingency and
are securely stored off-site at different locations. related plans held off-site.

CP-3.1.7. The contingency plan is periodically reassessed Review the plan and any documentation
and revised as appropriate. At a minimum, the plan is supporting recent plan reassessments.

reassessed when there are significant changes in the
entity mission, organization, business processes, and IT
infrastructures (e.g. hardware, software, personnel).

CP-3.2. Arrangements have
been made for alternate data
processing, storage, and
telecommunications facilities.

CP-3.2.1. Contracts or interentity agreements have been Interview officials and review contracts and

established for backup processing facilities that agreements including processing priorities
« arein a state of readiness commensurate with the risks for the backup site. Determine if the back
of interrupted operations, up site is properly configured and ready to

« have sufficient processing and storage capacity, and ~ be used as an operational site.
« are likely to be available for use.

CP-3.2.2. Alternate network and telecommunication Interview officials and review contracts and

services have been arranged. agreements including the priority of service
provisions for the backup service provider.
Determine if the backup service provides
separate failure points and is
geographically removed from the primary
provider.

CP-3.2.3. Arrangements are planned for travel, lodging, Interview officials and review the plan.
and protection of necessary personnel, if needed.

Source: GAO.

Critical Element CP-4. Periodically test the contingency plan and adjust it as

appropriate

Testing contingency plans is essential to determining whether they
will function as intended in an emergency situation. According to
OMB, federal managers have reported that testing revealed

Page 332 3.5 Contingency Planning (CP)



important weaknesses in their plans, such as backup facilities that
could not adequately replicate critical operations as anticipated.
Through the testing process, these plans were substantially
improved.'”

The most useful scenarios involve simulating a disaster situation to
test overall service continuity. Such an event would include testing
whether the alternative data processing site will function as
intended and whether critical computer data and programs
recovered from off-site storage are accessible and current. In
executing the plan, managers will be able to identify weaknesses
and make changes accordingly. Moreover, tests will assess how well
employees have been trained to carry out their roles and
responsibilities in a disaster situation.

CP-4.1. The plan is periodically tested

The frequency of contingency plan testing will vary depending on
the criticality of the entity’s operations. Generally, contingency
plans for very critical functions should be fully tested about once
every year or two, whenever significant changes to the plan have
been made, or when significant turnover of key people has
occurred. It is important for top management to assess the risks of
contingency plan problems and develop and document a policy on
the frequency and extent of such testing.

CP-4.2. Test results are analyzed and the contingency plan is adjusted accordingly

Contingency test results provide an important measure of the
feasibility of the contingency plan. As such, they should be reported
to top management so that the need for modification and additional
testing can be determined and so that top management is aware of

%Opservations of Agency Computer Security Practices and Implementation of OMB
Bulletin No.90-08: Guidance for Preparation of Security Plans for Federal Computer
Systems that Contain Sensitive Information, February 1993. OMB Bulletin 90-08 was
superseded by NIST Special Publication (SP) 800-18, dated December 1998, Guide for
Developing Security Plans for Information Technology Systems. [OMB Circular A-130,
Appendix III, directs NIST to update and expand security planning guidance.]
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the risks of continuing operations with an inadequate contingency
plan.

Any testing of contingency plans is likely to identify weaknesses in
the plan, and it is important that the plan and related supporting
activities, such as training, be revised to address these weaknesses.
Otherwise, the benefits of the testing will be mostly lost.

Control Techniques and Suggested Audit Procedures for Critical Element CP-4

CP-4 Related NIST SP 800-53 Controls
CP-4 Contingency Plan Testing
CP-5 Contingency Plan Update

_______________________________________________________________________________________________________________________|
Table 37. Control Techniques and Suggested Audit Procedures for Critical Element CP-4: Periodically test the contingency
plan and adjust it as appropriate

Control activities Control techniques Audit procedures
CP-4.1. The plan is CP-4.1.1. The contingency plan is periodically tested Review testing policies and methodology
periodically tested. under conditions that simulate a disaster. Disaster used to select disaster scenarios.
scenarios tested may be rotated periodically. Typically,
contingency plans are tested annually or as soon as Determine when and how often

possible after a significant change to the environment that  contingency plans are tested.
would alter the assessed risk.

Determine if technology is appropriately
considered in periodic tests of the
contingency plan and resulting adjustments
to the plan.

Review test results.

Observe a disaster recovery test.

CP-4.2. Test results are CP-4.2.1. Test results are documented and a report, such Review final test report.

analyzed and the as a lessons learned report, is developed and provided to

contingency plan is adjusted  senior management. Interview senior managers to determine if
accordingly. they are aware of the test results.

CP-4.2.2. The contingency plan and related agreements  Review any documentation supporting
and preparations are adjusted to correct any deficiencies  contingency plan adjustments.
identified during testing.

Source: GAO.
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Chapter 4. Evaluating and Testing Business
Process Application Controls

4.0 Overview

Business processes are the principal functions used by the entity to
accomplish its mission. Examples of typical business processes in
government entities include:

e Mission-related processes, typically at the program or sub-
program level, such as education, public health, law
enforcement, or income security;

¢ Financial management processes, such as collections,
disbursements, or payroll; and

e Other support processes, such as human resources, or property
management, and security.

A business process application is a combination of hardware and
software that is used to process business information in support of a
specific business process.

Business process application level controls, commonly referred to
as “application level controls” or “application controls”, are those
controls over the completeness, accuracy, validity, confidentiality,
and availability of transactions and data during application
processing. The effectiveness of application level controls is
dependent on the effectiveness of entitywide and system level
general controls. Weaknesses in entitywide and system level general
controls can result in unauthorized changes to business process
applications and data that can circumvent or impair the
effectiveness of application level controls.

If entitywide and system level controls are relevant to the audit
objectives, the auditor should coordinate the planning and testing of
such controls with application level controls. For example, if a data
management system is a critical control point, the auditor would
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coordinate the planning of testing of the entitywide, system, and
application level controls associated with the data management
system.

In this chapter, application level controls are divided into the
following four control categories, which are described in more
detail below:

(1) Application level general controls;
(2) Business Process controls;

(3) Interface controls; and

(4) Data Management System controls.

The auditor should assess the effectiveness of controls in each of
the four control categories to the extent they are significant to the
audit objectives.

Application level general controls (referred to herein as
“application security” or AS)consist of general controls operating at
the business process application level, including those related to
security management, access controls, configuration management,
segregation of duties, and contingency planning. In this chapter, the
general control activities discussed in Chapter 3, as well as related
suggested control techniques and audit procedures, are tailored to
the business process application level.

Business Process (BP) controls are the automated and/or manual
controls applied to business transaction flows. They relate to the
completeness, accuracy, validity and confidentiality of transactions
and data during application processing. They typically cover the
structure, policies, and procedures that operate at a detailed
business process (cycle or transaction) level and operate over
individual transactions or activities across business processes.
Specific control areas of business process controls are:

e Transaction Data Input relates to controls over data that enter
the application (e.g., data validation and edit checks).
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e Transaction Data Processing relates to controls over data
integrity within the application (e.g., review of transaction
processing logs).

e Transaction Data Output relates to controls over data output
and distribution (e.g., output reconciliation and review).

e Master Data Setup and Maintenance relates to controls over
master data, the key information that is relatively constant and
shared between multiple functions or applications (e.g., vendor
file).

Interface controls (IN) consist of those controls over the a)
timely, accurate, and complete processing of information between
applications and other feeder and receiving systems on an on-going
basis, and b) complete and accurate migration of clean data during
conversion.

Data management system (DA) controls are relevant to most
business process applications because applications frequently
utilize the features of a data management system to enter, store,
retrieve or process information, including detailed, sensitive
information such as financial transactions, customer names, and
social security numbers. Data management systems include
database management systems, specialized data
transport/communications software (often called middleware), data
warehouse software, and data extraction/reporting software. Data
management system controls enforce user
authentication/authorization, availability of system privileges, data
access privileges, application processing hosted within the data
management systems, and segregation of duties. Chapter 3
addresses general controls over data management systems as part of
system level controls. This chapter discusses their use within the
application level.

For each of the four application control categories, this chapter
identifies several critical elements—tasks that are essential for
establishing adequate controls within the category. For each critical
element, there is a discussion of the associated objectives, risks, and
control activities, as well as potential control techniques and
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suggested audit procedures. For each critical element, the auditor
should make a summary determination as to the effectiveness of the
entity’s related controls in achieving the critical element. If the
controls for one or more of each category’s critical elements are
ineffective, then the controls for the entire category are not likely to
be effective. The auditor should use professional judgment in
making such determinations.

To facilitate the auditors’ evaluation, tables identifying commonly
used control techniques and related suggested audit procedures are
included after the discussion of each critical element. These tables
can be used for both the preliminary evaluation and the more
detailed evaluation and testing of controls. For the preliminary
evaluation, the auditor can use the tables to guide and document
preliminary inquiries and observations. For the more detailed
evaluation and testing, the auditor can use the suggested audit
procedures in developing and carrying out a testing plan. Such a
testing plan would include more extensive inquiries; observation of
control procedures; inspection of application configurations, design
documents, policies and written procedures; and tests of key control
techniques, which may include using audit or system software
auditing tools.

The discussion of control elements and control techniques apply to
all application environments, which include mainframe, client-
server, integrated enterprise resource planning (ERP)"" and web
environments. The nature of evidence obtained by the auditor will
be different based on the environment. Auditors’ knowledge of the
business processes and application level security in different
environments is, therefore, critical to identifying and testing
business process application level controls.

As noted earlier, the effectiveness of application level controls is
dependent on the effectiveness of entitywide and system level

" An enterprise resource planning (ERP) system is a commercial software package that
integrates all the information flowing through the entity. ERP systems contain functional
modules (e.g., financial, accounting, human resources, and supply chain and customer
information) that are integrated within the core system or interfaced to external systems.
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general controls. Weaknesses in entitywide and system level general
controls can result in unauthorized changes to business process
applications and data (confidentiality, integrity, and availability) that
can circumvent or impair the effectiveness of business process
application controls. More specifically,

Weaknesses in security management can result in inadequate
assessment of and response to information security risks related
to the business process applications and the systems on which
they depend, as well as significantly increase the risk that
application level and other controls are not consistently applied
in accordance with management’s policies.

Weaknesses in access controls can result in unauthorized access
to and modifications of

0 applications, including the operation of the related
controls,

0 application data, including after the control(s) were
applied, and/or

0 system components, which can lead to unauthorized
changes to data and applications.

Weaknesses in configuration management can result in
unauthorized modifications or additions to the applications and
to system components, leading to unauthorized access to data
and applications.

Weaknesses in segregation of duties can result in unauthorized
access to applications, application data, and/or system
components. In addition, such weaknesses can allow fraudulent
transactions and control overrides to occur.

Weaknesses in contingency planning can result in unavailability
of applications and/or loss of application data.

The following table illustrates the relationship between business
process application level controls and general controls at the
entitywide and system level.
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Table 38. General and Application Control Categories Applicable at Different Levels of Audit

General
Controls

Control
Categories

Entitywide/
Component
Level

System Level

Network

Operating
Systems

Infrastructure
Applications

Business
Process
Application
Level

Security
Management

Access Controls

Configuration
Management

Segregation of
Duties

Contingency
Planning

IRIRIRIN

Business
Process
Application
Controls

Business
Process
Controls

Interfaces

Data
Management
Systems

AR

Source: GAO.
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4.0.1 The Auditor’s Consideration of Business Process Control Objectives

The overall objectives of business process application level controls
are to provide reasonable assurance about the completeness,
accuracy, validity and confidentiality of transactions and data during
application processing. Each specific business process control
technique is designed to achieve one or more of these objectives.
The effectiveness of business process controls depends on whether
all of these overall objectives are achieved. Each objective is
described in more detail below.

Completeness (C) controls should provide reasonable assurance
that all transactions that occurred are input into the system,
accepted for processing, processed once and only once by the
system, and properly included in output. Completeness controls
include the following key elements:

e transactions are completely input,
e valid transactions are accepted by the system,
e duplicate postings are rejected by the system,

e rejected transactions are identified, corrected and re-processed;
and

e all transactions accepted by the system are processed
completely.

The most common completeness controls in applications are batch
totals, sequence checking, matching, duplicate checking,
reconciliations, control totals and exception reporting.

Accuracy (A) controls should provide reasonable assurance that
transactions are properly recorded, with the correct amount/data,
and on a timely basis (in the proper period); key data elements input
for transactions are accurate; and data elements are processed
accurately by applications that produce reliable results; and output
is accurate.
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Accuracy control techniques include programmed edit checks (e.g.,
validations, reasonableness checks, dependency checks, existence
checks, format checks, mathematical accuracy, range checks, etc.),
batch totals and check digit verification.

Validity (V) controls should provide reasonable assurance (1) that
all recorded transactions actually occurred (are real), relate to the
organization, and were properly approved in accordance with
management’s authorization; and (2) that output contains only valid
data. A transaction is valid when it has been authorized (for
example, buying from a particular supplier) and when the master
data relating to that transaction is reliable (for example, the name,
bank account and other details on that supplier). Validity includes
the concept of authenticity. Examples of validity controls are one-
for-one checking and matching.

Confidentiality (CF) controls should provide reasonable assurance
that application data and reports and other output are protected
against unauthorized access. Examples of confidentiality controls
include restricted physical and logical access to sensitive business
process applications, data files, transactions, and output, and
adequate segregation of duties. Confidentiality also includes
restricted access to data reporting/extraction tools as well as copies
or extractions of data files.

Availability controls should provide reasonable assurance that
application data and reports and other relevant business
information are readily available to users when needed. These
controls are principally addressed in application security controls
(especially contingency planning) and therefore, are not included as
specific business process controls.

The completeness, accuracy, and validity controls relate to the
overall integrity objective. The availability objective is addressed as
part of application level general controls in AS-5.

4.0.2 Steps in Assessing Business Process Application Level Controls

The assessment of business process application level controls is
incorporated into the audit approach discussed in Chapter 2. This
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section provides supplemental implementation guidance with
respect to planning the assessment of business process application
level controls and should be applied in conjunction with Chapter 2.
Consistent with Chapter 2, the assessment of business process
application level controls includes the following steps:

Plan the information system controls audit
Perform information system controls audit tests

Report audit results

4.0.3 Plan the Information System Controls Audit of Business Process Application Level

Controls

Although planning continues throughout the audit, the objectives of
the initial planning phase are to identify significant issues, assess
risk, and design efficient and effective audit procedures. To
accomplish this, the auditor performs the following steps, which are
discussed in more detail in Chapter 2:

Understand the overall audit objectives and related scope of the
business process application control assessment

Understand the entity’s operations and key business processes

Obtain a general understanding of the structure of the entity’s
networks

Identify key areas of audit interest (files, applications, systems,
locations)

Assess information system risk on a preliminary basis
Identify critical control points

Obtain a preliminary understanding of business process
application level controls

Perform other audit planning procedures
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The following discussion provides additional audit considerations as
they apply to application level controls.

4.0.3.A Understand the overall audit objectives and related scope of the business process application

control assessment

The auditor should obtain an understanding of the objectives of the
application control assessment. The nature, timing and extent of the
auditor’s procedures to assess the effectiveness of application
controls vary depending upon the audit objectives.

The audit objectives for an application control assessment could

include:

e Assessment as part of a broad assessment of information system
controls (including entitywide, system, and application level
controls), either as part of a financial statement or performance
audit, or as a standalone assessment;

¢ A comprehensive assessment of application level controls
related to a specific application or applications, with or without
an assessment of related entitywide and system level controls;

e An assessment of specific aspects of application level controls,

such as:

a. Evaluating the efficiency of business process applications;

b. Assessing business process application level controls for
applications under development;

c. Assessing selected business application level control
categories, such as business process controls or
application level general controls;

d. Assessing conversion of data to a new application; or

e. Assessing access controls to assess whether access

granted is appropriately identified, evaluated, and
approved.

As noted in Chapter 2, if achieving the audit objectives does not
require an overall conclusion on IS controls or relates only to
certain components or a subset of controls, the auditor’s assessment
would not necessarily identify all significant IS control weaknesses
that may exist. Consequently, if the audit objectives only relate to a
subset of controls, such as only business process controls for a
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specific application, the auditor should evaluate the potential
limitations of the auditor’s work on the auditor’s report and the
needs and expectations of users. The auditor may determine that,
because the limitations are so significant, the auditor will (1)
communicate the limitations to the management of the audited
entity, those charged with governance, and/or those requesting the
audit, and (2) clearly report such limitations on the conclusions in
the audit report. For example, in reporting on an audit limited to
business process controls within a business process application, the
auditor may determine that it is appropriate to clearly report that
the scope of the assessment was limited to those business process
controls and that, consequently, additional information system
control weaknesses may exist that could impact the effectiveness of
IS controls related to the application and to the entity as a whole.

4.0.3.B Understand the entity’s operations and key business processes

Understanding the entity's operations and business processes
includes understanding how business process applications are used
to support key business processes, as it tends to vary from entity to
entity. The auditor should obtain and review documentation, such as
design documents, blueprints, business process procedures, user
manuals, etc., and inquire of knowledgeable personnel to obtain a
general understanding of each significant business process
application that is relevant to the audit objectives. This includes a
detailed understanding of

e business rules (e.g. removing all transactions that fail edits or
only selected ones based on established criteria),

e transaction flows (detailed study of the entity’s internal controls
over a particular category of events that identifies all key
procedures and controls relating to the processing of
transactions), and

e application and software module interaction (transactions leave
one system for processing by another, e.g. payroll time card
interfaces with pay rate file to determine salary information).
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Obtaining this understanding is essential to assessing information
system risk, understanding application controls, and developing
relevant audit procedures.

The concept of materiality/significance, discussed in Chapter 2, can
help the auditor determine which applications are significant, or
key, to the audit objectives.

4.0.3.C Obtain a general understanding of the structure of the entity’s networks

The auditor should obtain an understanding of the specific networks
and systems that are used to support the key business process
applications. Information obtained during this step is important to

D

)

Assist in the identification of the critical control points (see
Chapter 2) over which entitywide and system level controls
need to be effective for the related application level controls
to be effective. Based on the results of audit procedures, the
auditor may modify the listing of critical control points, or
identify additional critical control points. In the testing phase,
the auditor assesses entitywide and system level controls (as
outlined in Chapter 3) over each critical control point
identified, unless not part of the objectives of the audit.
Provide a foundation for understanding where application
level general controls are applied. For example, application
level general controls may be applied as part of the
application itself, through access control software, data
management systems, ERP systems, and/or in conjunction
with operating system and network security. Obtaining such
an understanding is important to identify those controls that
are necessary to reasonably assure that unauthorized access
to key applications and data files are prevented or detected.

4.0.3.D Identify key areas of audit interest (files, applications, systems, locations)
Based on the audit objectives and the auditor’s understanding of the
business processes and networks, the auditor should identify key
areas of audit interest, including:
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e key business process applications and where each key business
process application is processed,

e key data files used by each key business application, and

e relevant general controls at the entitywide and system levels,
upon which application level controls depend.

Chapter 2 provides additional information on identifying key areas
of audit interest.

4.0.3.E Assess information system risk on a preliminary basis

Based on the auditor’s understanding obtained in the previous steps,
the auditor should assess, on a preliminary basis, the nature and
extent of IS risk related to the key applications. The auditor may
classify security risks according to the definitions explained in
Chapter 2.

Chapter 2 provides a description of risk factors that are relevant to
an assessment of IS risk, including nature of the hardware and
software used, the configuration of the network, and the entity’s IT
strategy. The auditor should evaluate such risk factors in relation to
the specific key business process applications. For example,
Internet accessible applications, and applications that provide
access to assets, such as payment or inventory systems, generally
present a higher degree of risk.

4.0.3.F Identify critical control points

As discussed in Chapter 2, the auditor should identify and document
critical control points in the entity’s information systems and key
applications, based on the auditor’s understanding of such systems
and applications, key areas of audit interest, and IS risk. Based on
information obtained during audit planning, the auditor identifies
critical control points related to the entity’s key applications
(applications that are significant to the audit objectives and key
areas of audit interest). Critical control points at the application
level (in addition to critical control points at the system levels) are
those points, which if compromised, could significantly affect the
integrity, confidentiality, or availability of key business process
applications or related data. Critical control points at the business
process application level typically include application level general
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controls, and interface controls among several applications. Typical
critical control points also include network components where
business process application level controls are applied. As the audit
testing proceeds and the auditor gains a better understanding of the
applications, application functionality, controls within and outside
each application, control weaknesses, and related risks, the auditor
should reassess and reconsider the critical control points.

4.0.3.G Obtain a preliminary understanding of application controls

Within each key business process application, the auditor should
obtain an understanding of the particular types of application level
controls that are significant to the audit objectives. If the audit
objectives relate to a comprehensive assessment of the effectiveness
of application controls within one or more applications, the auditor
should obtain an understanding of controls implemented by the
entity to achieve each of the critical elements for each key
application. If the assessment of application controls is performed
in connection with a financial audit, the auditor should assess the
effectiveness of those controls that are identified by the financial
auditor (controls identified in the Specific Control Evaluation (SCE)
Worksheet in federal financial audits) and other related controls
upon which the effectiveness of these controls depend. The
responsibility to identify financial reporting controls rests primarily
with the financial auditor, but the information systems auditor
should be consulted in this process. Financial reporting controls
generally include both IS controls and non-IS controls. The SCE
Worksheet is more fully discussed in section 395 H of the Financial
Audit Manual (FAM).

The auditor should obtain a preliminary understanding of business
process application controls in each of the following control
categories to the extent they are significant to the audit objectives:

Application level general controls;
Business Process;

Interface controls; and

Data management systems.
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Frequently each type of control occurs within a business process
and such controls are interdependent. The auditor should consider
the interaction between each of these types of controls. For
example, interface and data management controls are inter linked
since many of the feeder systems reside on some type of data
management system whose controls must be effective to ensure the
integrity of the data it maintains, including social security numbers,
vendor names, and other sensitive information. Further, interface
and business process controls are linked in that controls should be
established that ensure the timely, accurate and complete
processing of information between the feeder and receiving systems
and the mainline business processes they support.

To document the auditor’s understanding, the auditor may complete
the control tables in Appendices II and III on a preliminary basis.
The auditor generally should review available application
documentation that explains processing of data within the
application. The auditor generally should inspect any narratives,
flowcharts, and documentation related to system and application,
including error reporting.

As part of this step, the auditor should determine whether
application level controls are effectively designed. In considering
whether controls are effectively designed, the auditor considers the
type of control. The effectiveness of business process application
controls, and the nature, timing, and extent of assessment
procedures, depend on the nature of the control.

As discussed in Chapter 1, information system (IS) controls consist
of those internal controls that are dependent on information
systems processing and include general controls (entitywide,
system, and business process application levels), business process
application controls (input, processing, output, master file,
interface, and data management system controls), and user controls
(controls performed by people interacting with information
systems). General and business process application controls are
always IS controls. A user control is an IS control if its effectiveness
depends on information systems processing or the reliability
(accuracy, completeness, and validity) of information processed by
information systems. Conversely, a user control is not an IS control
if its effectiveness does not depend on information systems
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processing or the reliability of information processed by information
systems.

Application controls can be automated or manual (sometimes
referred to as user controls). The auditor will find that most
business processes will have a combination of automated and
manual controls that balance resource requirements and risk
mitigation. Also, management may use manual controls as effective
monitoring controls. It is important to understand how these types
of controls inter-relate when assessing application controls. The
auditor should evaluate the adequacy of controls, both automated
and manual, to determine whether or not management has
appropriately mitigated risks and achieved its control objectives.

Automated business process controls can provide a higher level of
consistency in application, and can also be timelier in preventing an
undesired outcome. Automated controls have greater consistency
because once designed and implemented, they will continue to
operate as designed, assuming the presence of effective general
controls (at all levels). Automated controls can also be designed to
block a transaction from proceeding through the process, making
them timelier in preventing an undesired outcome. For example, a
vendor invoice can be blocked for payment automatically if the
goods or services are not received or if the payment exceeds a
specific threshold and requires additional review and approval.
Manual controls, such as the review of reports or payments over a
certain amount, could effectively detect an invoice payment without
goods receipt, or a high-dollar payment, but may not occur in time
to stop the payment.

The operating effectiveness of an automated application control
during the audit period also depends on the operating effectiveness
of related general controls (at the entitywide, system and
applications levels). For example, effective general controls are
necessary to prevent or detect management overrides or other
unauthorized changes to computer applications or data that could
preclude or impair the operation of the automated control.
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Automated controls can be further subdivided into

¢ Inherent Controls are those that have been hard coded and
built into the application logic and cannot be changed by end
users. The self-balancing capability provided by some
applications is an example of an inherent control (e.g., in a
financial application, the transaction will not post until debits =
credits.

e Configurable Controls are those that have been designed into
the system during application implementation and address the
features most commonly associated with options available to
guide end users through their assigned tasks. Workflow to