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HOMELAND SECURITY

US-VISIT Program Faces Operational,
Technological, and Management
Challenges

What GAO Found

DHS is operating US-VISIT entry capabilities at most POEs and has begun to
work to move from 2 to10 fingerprint biometric capabilities and expand
electronic information sharing with stakeholders. Of particular note is the
fact that a US-VISIT biometric-based entry screening capability is operating
at 115 airports, 14 seaports, and 154 land POEs. While US-VISIT has
improved DHS’s ability to process visitors and verify identities upon entry,
we found that management controls in place to identify and evaluate
computer and other operational problems at land POEs were insufficient
and inconsistently administered.

Although US-VISIT has conducted various exit demonstration projects at a
small number of POEs, a biometric exit capability is not currently available.
According to program officials, this is due to a number of factors. For
example, at this time the only proven technology available for biometric land
exit verification would necessitate mirroring the processes currently in use
for entry at these POEs, which would create costly staffing demands and
infrastructure requirements, and introduce potential trade, commerce, and
environmental impacts. Further, a pilot project to examine an alternative
technology at land POEs did not produce a viable solution. By statute, DHS
was to have reported to Congress by June 2005 on how it intended to fully
implement a comprehensive, biometric entry/exit program, but DHS had not
yet reported how it intended to do so, or use nonbiometric solutions.

DHS continues to face longstanding US-VISIT management challenges and
future uncertainties. For example, DHS had not articulated how US-VISIT is
to strategically fit with other land border security initiatives and mandates
and could not ensure that these programs work in harmony to meet mission
goals and operate cost effectively. DHS had drafted a strategic plan defining
an overall immigration and border management strategy but, as of February
2007, the plan was under review by OMB. Further, critical acquisition
management processes need to be established and followed to ensure that
program capabilities and expected mission outcomes are delivered on time
and within budget. These processes include effective project planning,
requirements management, contract tracking and oversight, test
management, and financial management. Until these issues are addressed,
the risk of US-VISIT continuing to fall short of expectations is increased.
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Mr. Chairman and Members of the Committee:

I appreciate the opportunity to be here today to provide a summary of our
work on the challenges facing the Department of Homeland Security
(DHS) as it implements United States Visitor and Immigrant Status
Indicator Technology (US-VISIT) at air, sea, and land ports of entry
(POE).!

In the years since the 2001 terrorist attacks, the need to secure U.S.
borders has taken on added importance and has received increasing
attention from Congress and the public. In an effort to avoid repetition of
such attacks, and improve overall national security, Congress and the
Administration have sought better ways to record and track the entry and
departure of foreign visitors who pass through U.S. POEs by air, land, or
sea; to verify their identities; and to authenticate their travel
documentation. Pursuant to several statutory mandates, DHS, in
consultation with the Department of State, established an automated
visitor system to integrate information on the entry and exit from the
United States of foreign nationals, called the US-VISIT Program. According
to DHS, the purpose of US-VISIT is to enhance the security of U.S. citizens
and visitors, facilitate legitimate travel and trade, ensure the integrity of
the U.S. immigration system, and protect visitors’ privacy. The program is
managed by the US-VISIT Program Office, which is headed by the US-
VISIT Director, who currently reports to the DHS Deputy Secretary.
However, as of March 31, 2007, the US-VISIT Program Office is expected
to report to the newly established Under Secretary for the National
Protection and Program Directorate. US-VISIT is used in the field by
officers with U.S. Customs and Border Protection (CBP), a separate DHS
component.

US-VISIT is designed to use biographic information (e.g., name,
nationality, and date of birth) and biometric information (e.g., digital
fingerprint scans and photographs) to verify the identity of those covered
by the program. The program applies to certain visitors whether they hold
a nonimmigrant visa or are traveling from a country that has a visa waiver

'A port of entry is generally a physical location, such as a pedestrian walkway and/or a
vehicle plaza with booths, and associated inspection and administration buildings, at a land
border crossing point, or a restricted area inside an airport or seaport, where entry into the
country by persons and cargo arriving by air, land, or sea is controlled by U.S. Customs and
Border Protection.
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agreement with the United States under the Visa Waiver Program.” U.S.
citizens, lawful permanent residents, and most Canadian and Mexican®
citizens are currently exempt from being processed under US-VISIT upon
entering and exiting the country.*

Many aspects of US-VISIT program implementation have been driven or
defined by various legislative mandates. These include a 2001 statutory
requirement to focus particularly on the use of biometric technology in
developing the integrated entry-exit system subsequently named US-VISIT;
a 2002 statutory requirement to develop biometric identifier standards to
be used to verify the identity of persons seeking to enter the United States
at POEs; and a requirement to install at all POEs equipment and software
to allow biometric comparison and authentication of U.S. visas and other
travel and entry documents issued to aliens, as well as Visa Waiver
Program participant passports. In addition, by law, an integrated entry and
exit data system was to be implemented at all U.S. POEs, including land
POESs, by December 31, 2005, but there was no specific requirement to
collect any new data on foreign nationals departing at land POEs by that
date. The Intelligence Reform and Terrorism Prevention Act of 2004, on
the other hand, did require the collection of biometric exit data for all

® The Visa Waiver Program enables nationals of certain countries to travel to the United
States for tourism or business for stays of 90 days or less without obtaining a visa. Most
western European countries participate in this program, along with Japan, Singapore,
Australia, Brunei, and New Zealand.

% To visit the United States, Mexican citizens generally need either a Mexican passport and
U.S. visa, or a Border Crossing Card (BCC), which is issued to Mexican visitors who wish
to enter the country for business or pleasure for no more than 6 months. The BCC contains
machine-readable biographic and biometric information. Mexican citizens with BCCs who
are traveling within 25 miles of the border, (75 miles in Arizona, if entering through certain
POEs near Tucson) and who plan to stay no more than 30 days, are generally not subject to
US-VISIT processing upon entry. A Mexican citizen is subject to US-VISIT requirements,
however, if a CBP officer determines that the entrant intends to stay more than 30 days or
travel beyond the 25- or 75-mile limit.

* On July 27, 2006, DHS issued a Notice of Proposed Rulemaking that, if finalized, would
expand the scope of US-VISIT to include, among others, lawful permanent residents, aliens
seeking admission on immigrant visas, refugees and asylees, and certain categories of
Canadians. DHS did not report how many additional persons would be covered by US-
VISIT if the rule was adopted.
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Summary

individuals subject to US-VISIT, but it did not set a deadline for
implementation of this requirement.’

My testimony today draws on this body of completed work to provide a
snapshot of what US-VISIT capabilities have and have not been delivered,
what work has recently begun to enhance already delivered capabilities,
and the range of longstanding challenges that hamper DHS efforts to
establish and live up to program expectations and commitments. All the
work on which this testimony is based was performed in accordance with
generally accepted government auditing standards.

DHS is operating US-VISIT entry capabilities at most POEs and has begun
to work to move from 2 to10 fingerprint biometric capabilities and expand
electronic information sharing with stakeholders. Of particular note is the
fact that a US-VISIT biometric-based entry screening capability is
operating at 115 airports, 14 seaports, and 154 land POEs. While US-VISIT
has improved DHS’s ability to process visitors and verify identities upon
entry, we found that management controls in place to identify and
evaluate computer and other operational problems at land POEs were
insufficient and inconsistently administered.

Although US-VISIT has conducted various exit demonstration projects at a
small number of POESs, a biometric exit capability is not currently
available. According to program officials, this is due to a number of
factors. For example, at this time the only proven technology available for
biometric land exit verification would necessitate mirroring the processes
currently in use for entry at these POEs, which would create costly
staffing demands and infrastructure requirements, and introduce potential
trade, commerce, and environmental impacts. Further, a pilot project to
examine an alternative technology at land POEs did not produce a viable
solution. By statute, DHS was to have reported to Congress by June 2005
on how it intended to fully implement a comprehensive, biometric
entry/exit program, but DHS had not yet reported how it intended to do so,
or use nonbiometric solutions.

DHS continues to face longstanding US-VISIT management challenges and
future uncertainties. For example, DHS had not articulated how US-VISIT
is to strategically fit with other land border security initiatives and

’For a legislative overview of the US-VISIT program, see appendix III of GAO, Border
Security: US-VISIT Program Faces Strategic, Operational, and Technological Challenges
at Land Ports of Entry, GAO-07-248 (Washington, D.C.: December 2006).
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Background

mandates and could not ensure that these programs work in harmony to
meet mission goals and operate cost effectively. DHS had drafted a
strategic plan defining an overall immigration and border management
strategy but, in February 2007, we were told that the plan was with OMB
and had not yet been approved. Further, critical acquisition management
processes need to be established and followed to ensure that program
capabilities and expected mission outcomes are delivered on time and
within budget. These processes include effective project planning,
requirements management, contract tracking and oversight, test
management, and financial management. As we have reported for several
years, DHS has yet to adequately do these things. Until these issues are
addressed, the risk of US-VISIT continuing to fall short of expectations is
increased.

US-VISIT is a large, complex governmentwide program intended to

¢ collect, maintain, and share information on certain foreign nationals
who enter and exit the United States;

» identify foreign nationals who (1) have overstayed or violated the terms
of their visit; (2) can receive, extend, or adjust their immigration status;
or (3) should be apprehended or detained by law enforcement officials;

e detect fraudulent travel documents, verify visitor identity, and
determine visitor admissibility through the use of biometrics (digital
fingerprints and a digital photograph); and

» facilitate information sharing and coordination within the immigration
and border management community.

The US-VISIT Program Office has responsibility for managing the
acquisition, deployment, operation, and sustainment of US-VISIT and has
been delivering US-VISIT capability incrementally based, in part, on
statutory deadlines for implementing specific portions of US-VISIT. For
example, the statutory deadline for implementing US-VISIT at the 50
busiest land POEs was December 31, 2004, and at the remaining POEs,
December 31, 2005. From fiscal year 2003 through fiscal year 2007, total
funding for the US-VISIT program has been about $1.7 billion. According
to program officials, as of January 31, 2007, almost $1.3 billion has been
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obligated to acquire, develop, deploy, enhance, operate, and maintain US-
VISIT entry capabilities, and to test and evaluate exit capability options.°

Since 2003, DHS has planned to deliver US-VISIT capability in four
increments: Increment 1 (air and sea entry and exit), Increment 2 (air, sea,
and land entry and exit), Increment 3 (land entry), and Increment 4, which
is to define, design, build, and implement more strategic program
capability, and which program officials stated will consist of a series of
incremental releases or mission capability enhancements that will support
business outcomes. In Increments 1 through 3, the program has built
interfaces among existing (“legacy”) systems, enhanced the capabilities of
these systems, and deployed these capabilities to air, sea, and land POEs.
The capabilities that DHS currently has regarding the first three
increments have been largely acquired and implemented through existing
system contracts and task orders.

In reports on US-VISIT over the last several years, we have identified
numerous challenges that DHS faces in delivering program capabilities
and benefits on time and within budget. In September 2003, we reported
that the US-VISIT program is a risky endeavor, both because of the type of
program it is (large, complex, and potentially costly) and because of the
way that it was being managed.” We reported, for example, that the
program’s acquisition management process had not been established, and
that US-VISIT lacked a governance structure. In March 2004, we testified
that DHS faces a major challenge maintaining border security while still
welcoming visitors. Preventing the entry of persons who pose a threat to
the United States cannot be guaranteed, and the missed entry of just one
can have severe consequences. Also, US-VISIT is to achieve the important
law enforcement goal of identifying those who overstay or otherwise
violate the terms of their visas. Complicating the achievement of these
security and law enforcement goals are other key US-VISIT goals:
facilitating trade and travel through POEs and providing for enforcement
of U.S. privacy laws and regulations.® Subsequently, in May 2004, we
reported that DHS had not employed the kind of rigorous and disciplined

% This includes, for example, computers, printers, digital cameras, fingerprint scanners,
telecommunications upgrades, existing system enhancements, and facilities modifications.

’ GAO, Homeland Security: Risks Facing Key Border and Transportation Security
Program Need to Be Addressed, GAO-03-1083 (Washington, D.C.: Sept. 19, 2003).

¥ GAO, Homeland Security: Risks Facing Key Border and Transportation Security
Program Need to Be Addressed, GAO-04-569T (Washington, D.C.: March 2004).
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management controls typically associated with successful programs.’
Moreover, in February 2006, we reported that while DHS had taken steps
to implement most of the recommendations from our 2003 and 2004
reports, progress in critical areas had been slow." As of February 2006, of
18 recommendations we made since 2003, only 2 had been fully
implemented, 11 had been partially implemented, and 5 were in the
process of being implemented, although the extent to which they would be
fully carried out is not yet known. In addition, in June 2006, we reported
that US-VISIT contract and financial management needed to be
strengthened; in December 2006, we reported that the US-VISIT program
faced strategic, operational and technological challenges at land ports of
entry; and in February 2007, we reported that planned expenditures for the
US-VISIT program needed to be adequately defined and justified."

US-VISIT Scope,
Operations, and
Processing at POEs

Currently, US-VISIT’s scope includes the pre-entry, entry, status, and exit
of hundreds of millions of foreign national travelers who enter and leave
the United States at over 300 air, sea, and land POEs. Most land border
crossers—including U.S. citizens, lawful permanent residents, and most
Canadian and Mexican citizens—are, by regulation or statute, not required
to enroll into US-VISIT. " In fiscal year 2004, for example, U.S. citizens and
lawful permanent residents constituted about 57 percent of land border

’ GAO, Homeland Security: First Phase of Visitor and Immigration Status Program
Operating, but Improvements Needed, GAO-04-586 (Washington, D.C.: May 2004).

“ GAO, Homeland Security: Recommendations to Improve Key Border Security
Programs Need to Be Implemented, GAO-06-296 (Washington, D.C.: February 2006).

" GAO, Homeland Security: Contract Management and Oversight for Visitor and
Immigrant Status Program Need to Be Strengthened, GAO-06-404 (Washington, D.C.: June
9, 2006); GAO, Border Security, US-VISIT Program Faces Strategic, Operational, and
Technological Challenges at Land Ports of Entry, GAO-07-248 (Washington, D.C.:
December 6, 2006); and GAO, Homeland Security: Planned Expenditures for U.S. Visitor
and Immigrant Status Program Need to Be Adequately Defined and Justified, GAO-07-
278 (Washington, D.C.: Feb. 14, 2007).

2 Since the statute governing US-VISIT applies to foreign national arrival and departure
data only, U.S. citizens do not fall within the scope of the program and therefore are
exempt from US-VISIT screening. Also, in general, regardless of whether they are to be
processed into US-VISIT, Mexican citizens must present either a passport and visa or a
BCC when seeking admission to the United States, while Canadian citizens generally do not
need such documents at this time (Canadian visitors at land POEs may need passports as
early as January 2008, however, under regulations implementing a new statutory provision
on passport requirements). According to US-VISIT, when a Mexican receives a BCC, the
data on the individual entered into U.S. databases at the time of their visa application are
accessible by US-VISIT—if they are to be processed into it for any reason.
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crossers; Canadian and Mexican citizens constituted about 41 percent; and
less than 2 percent were US-VISIT enrollees. Figure 1 shows the number
and percentage of persons processed under US-VISIT as a percentage of
all border crossings at land, air, and sea POEs in fiscal year 2004.

Figure 1: Persons Processed under US-VISIT as a Percentage of All Border Crossings at Land, Air, and Sea Ports of Entry,
Fiscal Year 2004

Land ports of entry Air ports of entry Sea ports of entry

1.4% — 42.2% — 38.8%

98.6%

Total entering United States:
14.7 million

Total entering United States:
75.1 million

Total entering United States:
335.3 million

I:I Processed by US-VISIT
I ot processed by Us-visIT

Source: GAO analysts of DHS data.

Note: Persons processed by US-VISIT may include foreign nationals who were also issued an 1-94
arrival/departure form (which shows the date of arrival, port of entry, and date the authorized period of
admission expires) valid for multiple entries and who have re-entered multiple times. Total entering
the United States includes U.S. citizens who may have re-entered the country multiple times and
foreign nationals, including those not issued [-94s, such as Canadian citizens and Mexicans with
BCCs, and those issued multiple entry I-94s who also may have re-entered multiple times. U.S.

citizens do not fall within the statutory scope of US-VISIT and therefore are exempt from US-VISIT
screening.

Foreign nationals subject to US-VISIT who intend to enter the country
encounter different inspection processes at different types of POEs
depending on their mode of travel. Those who intend to enter the United
States at an air or sea POE are to be processed, for purposes of US-VISIT,
in the primary inspection area upon arrival. Generally, these visitors are
subject to prescreening, before they arrive, via passenger manifests, which
are forwarded to CBP by commercial air or sea carrier in advance of
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arrival.” By contrast, foreign nationals intending to enter the United States
at land POEs are generally not subject to prescreening because they arrive
in private vehicles or on foot and there is no manifest to record their
pending arrival. Thus, when foreign nationals subject to US-VISIT arrive at
a land POE in vehicles, they initially enter the primary inspection area
where CBP officers, often located in booths, are to visually inspect travel
documents and query the visitors about such matters as their place of birth
and proposed destination. Visitors arriving as pedestrians enter an
equivalent primary inspection area, generally inside a CBP building. If the
CBP officer believes a more detailed inspection is needed or if the visitors
are required to be processed under US-VISIT, the visitors are to be
referred to the secondary inspection area—an area away from the primary
inspection area—which is generally inside a facility. The secondary
inspection area inside the facility generally contains office space, waiting
areas, and space to process visitors, including US-VISIT enrollees.
Equipment used for US-VISIT processing includes a computer, printer,
digital camera, and a two-fingerprint scanner. Visitors covered by US-
VISIT who are determined to be admissible are issued an [-94
arrival/departure form, which, among other things, records their date of
arrival and the date their authorized period of admission expires."

' Under the Enhanced Border Security and Visa Entry Reform Act of 2002 (Pub. L. No. 107-
173, § 402(a), 116 Stat. 543, 557-59), commercial air and sea carriers are to transmit crew
and passenger manifests to appropriate immigration officials before arrival of an aircraft or
vessel in the United States. These manifests are transmitted to CBP through the Advanced
Passenger Information System (APIS), which helps officers identify (1) those arrivals for
which biometric data are available and (2) foreign nationals who need to be scrutinized
more closely.

" Visitors traveling on nonimmigrant visas are issued Form 1-94 and visitors from Visa
Waiver Program countries are issued Form I-94W. Both forms show the date of arrival, port
of entry, and date the authorized period of admission expires. At land border POEs, the
Form I-94 issued to foreign nationals covered by US-VISIT who are deemed admissible is
considered issued for multiple entries, unless specifically annotated otherwise. A multiple
entry [-94 permits them to re-enter the country, generally for up to 6 months, without
additional US-VISIT processing during the period covered by the [-94.
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DHS Has Installed US-
VISIT Biometric Entry
Capability at Nearly
All POEs, but Faces
Challenges Identifying
and Monitoring the
Operational Impacts
on Land POE
Facilities

The US-VISIT program office has largely met its expectations relative to a
biometric entry capability. For example, on January 5, 2004, it deployed
and began operating most aspects of its planned biometric entry capability
at 115 airports and 14 seaports for selected foreign nationals, including
those from visa waiver countries;" as of December 2006, the program
office had deployed and began operating this entry capability in the
secondary inspection areas of 154 of 170 land POEs. According to program
officials, 14 of the remaining 16 POEs have no operational need to deploy
US-VISIT because visitors who are required to be processed through US-
VISIT are, by regulation, not authorized to enter into the United States at
these locations.' The other two POEs do not have entry capability
deployed because they do not have the necessary transmission lines to
operate US-VISIT; CBP officers at those sites have continued to process
visitors manually. CBP officials told us that US-VISIT’s entry capability
has generally enhanced their ability to process visitors subject to US-VISIT
by providing assurance that visitors’ identities can be confirmed through
biometric identifiers and by automating the paperwork associated with
processing I-94 arrival/departure forms.

To the department’s credit, the development and deployment of this entry
capability was largely in accordance with legislative time lines and has
occurred during a period of considerable organizational change, starting
with the creation of DHS from 23 separate agencies in early 2003, followed
by the birth of a US-VISIT program office shortly thereafter—which was
only about 5 months before the program had to meet its first legislative
milestone. Compounding these program challenges was the fact that the
systems that were to be used in building and deploying a biometric entry
capability were managed and operated by a number of the separate
agencies that had been merged to form the new department, each of which
was governed by different policies, procedures, and standards.

Moreover, DHS reports that US-VISIT entry capabilities have produced
results. According to US-VISIT's Consolidated Weekly Summary Report, as
of December 28, 2006, there have been more than 5,400 biometric hits in
primary entry, resulting in more than 1,300 people having adverse actions,

5 On September 30, 2004, US-VISIT expanded biometric entry procedures to include
individuals from visa waiver countries applying for admission.

' According to CBP, these POEs are classified as Class B ports. Under 8 C.F.R. §100.4 (c)
(2), only citizens of the United States, Canada, and Bermuda, and Lawful Permanent
Residents of the United States and certain holders of border crossing cards may enter
through Class B ports.
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such as denial of entry, taken against them. According to the report, about
4,100 of these hits occurred at air and sea ports of entry and over 1,300 at
land ports of entry. Further, the report indicates that more than 1,800
biometric hits have been referred to DHS's immigration enforcement unit,
resulting in 293 arrests. We did not verify the information in the
consolidated report.

Another potential consequence, although difficult to demonstrate, is the
deterrent effect of having an operational entry capability. Although
deterrence is not an expressly stated goal of the program, officials have
cited it as a potential byproduct of having a publicized capability at the
border to screen entry on the basis of identity verification and matching
against watch lists of known and suspected terrorists. Accordingly, the
deterrent potential of the knowledge that unwanted entry may be thwarted
and the perpetrators caught is arguably a layer of security that should not
be overlooked.

Despite these results, US-VISIT’s entry capability at land POEs has not
been without operational and system performance problems. During
recent visits to land POEs, we identified some space constraints and other
capacity issues. For example, at the Nogales-Morley Gate POE in Arizona,
where up to 6,000 visitors are processed daily (and up to 10,000 on
holidays), equipment was installed"” but not used because of CBP concerns
about its ability to carry out the US-VISIT process in a constrained space
while thousands of other people not subject to US-VISIT are processed
through the facility daily."” Thus, visitors that are to be processed into US-
VISIT from Morley Gate are directed to return to Mexico (a few feet away)
and to walk approximately 100 yards to the Nogales-DeConcini POE
facility, which has the capability to handle secondary inspections of this
kind.

Going forward, DHS plans to introduce changes and enhancements to US-
VISIT at land POEs intended to further bolster CBP’s ability to verify the
identity of individuals entering the country, including a transition from
digitally scanning 2 fingerprints to scanning 10. While such changes are
intended to further enhance border security, deploying them may have an

7 Such equipment includes a computer, printer, digital camera, and fingerprint scanners.

'8 CBP based this decision on the high volume of pedestrians entering the United States
through the Morley Gate POE; the fact that, before deployment, I-94s had not been
previously issued at the Morley Gate POE; and the close proximity of the Morley Gate POE
facility to the nearby DeConcini POE facility, about 100 yards away.
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impact on aging and space-constrained land POE facilities because they
could increase inspection times and adversely affect POE operations. Our
site visits, interviews with US-VISIT and CBP officials, and the work of
others suggest that both before and after US-VISIT entry capability was
installed at land POEs, these facilities faced a number of challenges—
operational and physical—including space constraints complicated by the
logistics of processing high volumes of visitors and associated traffic
congestion. Moreover, our work over the past 3 years showed that the US-
VISIT program office had not taken necessary steps to help ensure that
US-VISIT entry capability operates as intended. For example, in February
2006 we reported that the approach taken by the US-VISIT Program Office
to evaluate the impact of US-VISIT on land POE facilities focused on
changes in 1-94 processing time at 5 POEs and did not examine other
operational factors, such as US-VISIT’s impact on physical facilities or
work force requirements.” As a result, program officials did not always
have the information they needed to anticipate problems that occurred,
such as problems processing high volumes of visitors in space-constrained
facilities.

In addition, we found that management controls did not always alert US-
VISIT and CBP to operational problems. Our standards for internal
controls in the federal government state that it is important for agencies to
have controls in place to help ensure that policies and procedures are
applied and that managers be made aware of problems so that that they
can be addressed and resolved in a timely fashion.”” CBP officials at 12 of
21 land POE sites we visited told us about US-VISIT-related computer
slowdowns and freezes that adversely affected visitor processing and
inspection times, and at 9 of the 12 sites, computer processing problems
were not always reported to CBP’s computer help desk, as required by
CBP guidelines. Although various controls are in place to alert US-VISIT
and CBP officials to problems as they occur, these controls did not alert
officials to all problems, given that they had been unaware of the problems
we identified before we brought them to their attention. These computer
processing problems have the potential to not only inconvenience
travelers because of the increased time needed to complete the inspection

¥ GAO-06-296.

20 GAO, Internal Control: Standards for Internal Control in the Federal Government,
GAO/AIMD-00-21.3.1 (Washington, D.C.: November 1999) and GAO, Internal Control
Standards: Internal Control Management and Evaluation Tool, GAO-01-1008G
(Washington, D.C.: August 2001).
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Implementing a
Biometric US-VISIT
Exit Capability has
Been a Challenge

process, but to compromise security, particularly if CBP officers are
unable to perform biometric checks—one of the critical reasons US-VISIT
was installed at POEs.

Our internal control standards also call for agencies to establish
performance measures throughout the organization so that actual
performance can be compared to expected results. While the US-VISIT
Program Office established performance measures for fiscal years 2005
and 2006 intended to gauge performance of various aspects of US-VISIT at
air, sea, and land POEs in the aggregate, performance measures
specifically for land POEs had not been developed. It is important to do so,
given that there are significant operational and facility differences among
these different types of POEs. Additional performance measures that
consider operational and facility differences at land POEs would put US-
VISIT program officials in a better position to identify problems, trends,
and areas needing improvements.

DHS has devoted considerable time and resources toward establishing an
operational exit capability. Over the last 4 years, it has committed over
$160 million to pilot test and evaluate an exit solution at 12 air, 2 sea, and 5
land POEs. Despite this considerable investment of time and resources,
the US-VISIT program still does not have either an operational exit
capability or a viable exit solution to deploy to all air, sea, and land POEs.

A Biometric Exit
Capability is being Tested
at Air and Sea POEs, But
Operational Concerns
Need to be Addressed

Although US-VISIT is pilot testing a biometric exit capability for air and
sea POEs, it is not currently available at all ports. In January 2004, devices
for collecting biometric data were deployed to one airport and one seaport
on a pilot basis. Subsequently, this pilot was expanded to 12 airports and 2
seaports. The pilot tested several exit alternatives, including an enhanced
kiosk (a self-service device that captures a digital photograph and
fingerprint, and prints out an encoded receipt), a mobile device (a hand-
held device operated by a workstation attendant™ that captures a digital
photograph and fingerprint), and a validator (a hand-held device operated
by a workstation attendant that captures a digital photograph and
fingerprint and then matches the captured photograph and fingerprint to
the ones originally captured via the kiosk and encoded in the receipt).

*! Workstation attendants also assist travelers in using the kiosk.
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Each alternative required the traveler to comply with inspection
processes. The pilot was completed in May 2005, and established the
technical feasibility of a biometric exit solution. However, it identified
issues that limited the operational effectiveness of the solution, such as
the lack of traveler compliance with the processes.

The fiscal year 2006 expenditure plan allocated $33.5 million to continue
the exit pilots for air and sea POEs. According to program officials, US-
VISIT is now developing a plan for deploying a comprehensive, affordable
exit solution. However, no time frame has been established for this plan
being approved or impleme