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Technology Assessment Overview

Purpose

One facet of the homeland security strategy focuses on border security—
preventing the illegal entry of people and goods into the United States
without impeding their legitimate flow. Security concerns need to be
balanced with practical cost and operational considerations as well as
political and economic interests. A risk-based approach can help identify
and address security concerns. This is a challenging mission because

» the nation shares a 5,525 mile border with Canada and a 1,989 mile
border with Mexico and has a shoreline of about 95,000 miles,

» there are almost 400 official entry points along these borders, and

» there were more than 500 million border crossings into the United
States last year, two-thirds by travelers who were not citizens.

Part of the border security mission is controlling the passage of travelers
through these official entry points into the United States. Biometric
technologies, using one or more of a person’s distinct physiological or
behavioral characteristics, have been suggested as a way to help automate
the identification of travelers to the United States at these ports of entry.

As directed in the Fiscal Year 2002 Legislative Branch Appropriations
Conference Report (House Report 107-259) and subsequent support letters
from interested Members of the Congress, this technology assessment
focuses on four key questions:

1. What biometric technologies are currently deployed, currently
available but not yet deployed, or in development that could be
deployed in the foreseeable future for use in securing the nation’s
borders?

2. How effective are these technologies now or likely to be in the future
in helping provide security to the nation’s borders?

3. What are the economic and effectiveness trade-offs of implementing
these technologies?

4. What are the implications of using biometric technologies for personal
security and the preservation of individual liberties?

To answer these questions, we convened, with the assistance of the
National Academy of Sciences, two meetings on biometrics and border
control issues that included manufacturers of facial, fingerprint, and iris
recognition and hand geometry technologies, as well as informed
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Technology Assessment Overview

Background

representatives from academia, government, and industry groups; privacy
and civil liberty advocates; and other stakeholders such as representatives
of border communities and trade organizations. We also interviewed
certain users of biometric technologies, including the Federal Bureau of
Investigation, Immigration and Naturalization Service (INS), National
Security Agency, National Institute of Standards and Technology, the
Department of State, and the Canada Customs and Revenue Agency. We
reviewed test documentation to understand the performance of biometric
technologies and visited a number of ports of entry where these
technologies may be used. We interviewed manufacturers of biometric
technologies and reviewed their publications to obtain descriptive
information about their equipment. We interviewed officials from
biometric industry organizations, including the Biometric Consortium and
the Biometric Foundation. We also interviewed the International
Biometric Group (IBG). We postulated four scenarios for using biometric
technologies in border security and created cost models to estimate the
rough order of magnitude costs of implementing biometric technologies.
We provided our assessment report to the Department of Justice and the
Department of State for their review. We also had the draft report
reviewed by a number of external experts.

Our report starts with a description of the current border control
procedures for admitting people into the United States—issuing visas to
citizens of other nations and passports to U.S. citizens and inspecting
travelers at the ports of entry. Next, the report describes how biometric
technologies work, including the different types of biometric technologies,
their levels of maturity, and their operating and performance
characteristics. We present four possible scenarios in which biometrics
might be applied to current U.S. border control procedures. For each
scenario, we analyze some of the costs, benefits, and risks associated with
implementation. Finally, the report sums up certain policy implications
and challenges to be faced if a biometric system is to be designed and
deployed for border security. A number of appendixes provide details on
the major biometric technologies.

The United States essentially relies on a two-step approach to prevent
inadmissible people from entering the country. The Bureau of Consular
Affairs in the State Department is responsible for issuing international
travel documents, such as passports in the United States and visas in other
countries, and INS in the Department of Justice is responsible for
inspecting travelers at the ports of entry.
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Technology Assessment Overview

Results in Brief

The term biometrics covers a wide range of technologies that can be used
to verify a person’s identity by measuring and analyzing his or her
characteristics. Identifying a person’s physiological characteristics is
based on data derived from measuring a part of the body directly.
Technologies have been developed to measure people’s fingers, hands,
faces, and eye retinas and irises. Identifying a person’s behavioral
characteristics is based on data derived from an individual’s actions, such
as how he or she talks, types, or signs his or her name. Biometric systems
are essentially pattern recognition systems. They use electronic or optical
sensors such as cameras and scanning devices to capture images,
recordings, or measurements of a person’s characteristics and computer
hardware and software to extract, encode, store, and compare these
characteristics.

Using biometrics as identifiers for border security purposes appears to be
appealing because they can help tightly bind a traveler to his or her
identity by using physiological or behavioral characteristics. Unlike other
identification methods, such as identification cards or passwords,
biometrics are less easily lost, stolen, or guessed.

Biometrics have been implemented to a limited degree in U.S. border
control systems. For example, since 1993, the INS Passenger Accelerated
Service System (INSPASS) has allowed for automated inspections of more
than 35,000 frequent fliers at nine airports. The Congress has enacted laws
in the past 6 years that require a more extensive use of biometrics in
border control systems. These laws require that by the end of 2004, all
ports of entry are to be able to perform biometric comparison and
authentication of all U.S. visas and other travel and entry documents and
that all systems of the State Department, INS, and federal law enforcement
and intelligence agencies that contain information about aliens are to be
interoperable.

Biometric technologies are available today and are being used for a variety
of applications such as access control and criminal identification and
surveillance. We considered a number of leading and emerging biometric
technologies that could potentially be used for securing the nation’s
borders. The seven leading biometric technologies include facial
recognition, fingerprint recognition, hand geometry, iris recognition, retina
recognition, signature recognition, and speaker recognition (see table 1).
Of these, fingerprint recognition, facial recognition, iris recognition, and
hand geometry appeared to be suitable for border security because all
have been used in border control pilots and applications. However, hand
geometry is not highly distinctive and cannot reliably pick out an
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Technology Assessment Overview

individual from among many. Consequently, hand geometry is not suitable
if there is a need to search the biometrics database to determine if a
person has previously enrolled in the database or is in a watch list.
However, hand geometry is viable for verifying claimed identity when
another biometric technology is used for the identification check during
enrollment. We also looked at emerging biometric technologies, such as
ear shape recognition and odor sensing, and found that they are in various
stages of development and have not yet been used in border control
applications. Our assessment is based on a snapshot of biometric
technologies as they existed in early 2002.

________________________________________________________________________________________________________________________|
Table 1: Leading Biometric Technologies

Suitable for
Technology How it works border control
Facial recognition Captures and compares facial patterns Yes
Fingerprint recognition Captures and compares fingertip patterns Yes
Hand geometry Measures and compares dimensions of hand and fingers Yes (verification only)
Iris recognition Captures and compares iris patterns Yes
Retina recognition Captures and compares retina patterns No
Signature recognition Captures and compares rhythm, acceleration, and pressure flow of signature No
Speaker recognition Captures and compares cadence, pitch, and tone of vocal tract No

Source: GAO analysis.

To evaluate the effectiveness of biometrics in border control, it is
important to recognize that the use of biometric technology would be but
one component of the decision to support systems that determine who is
allowed to enter the United States and who is not. Biometric technology
can play a role in associating a person with travel documents such as visas
and passports. When used at a border inspection, the biometric
comparison can be used to help decide whether to admit a traveler into
the United States.

When biometric technology is used in border control, the border control
processes will have to be changed not only to use the new technology but
also to compensate for its shortcomings. None of these technologies have
been used in an application as large as that required for a border control
system. Further, biometric technologies are not perfect—all have some
measured rates of erroneously matching a person or erroneously not
matching a person. The people involved, such as travelers, inspectors, and
consular personnel, will have to be trained in how to use the new system
and in the new border control processes.
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Before any decision is made to implement biometrics in a border control
system, the benefits of the system must be weighed against its costs. The
purpose of any biometrics initiative is to prevent the entry of travelers who
are inadmissible to the United States. For example, using a biometric
watch list can provide an additional check to name-based checks and can
help detect travelers trying to evade detection who have successfully
established a separate name and identity. The use of passports and visas
with biometrics can help positively identify travelers as they enter the
United States and can limit the use of fraudulent documents, including
counterfeit and modified documents, and impostors’ use of legitimate
documents.

To analyze the costs of using three biometric technologies—facial,
fingerprint, and iris recognition—we define four scenarios in which these
technologies can be used to support border control operations. Two
scenarios use a biometric watch list to identify travelers who are
inadmissible to the United States (1) before issuing travel documents or
(2) before travelers enter the country. To help bind the claimed identity of
travelers to their travel documents, biometrics could be incorporated into
(1) U.S. visas or (2) U.S. passports. As defined, these four scenarios are
not mutually exclusive and could be implemented independently or in
combination. The costs of a biometric border control system will not be
trivial. For example, our rough order of magnitude cost estimates to
implement visas with biometrics are between $1.3 billion and $2.9 billion
initially and between $0.7 and $1.5 billion annually thereafter.

Finally, important policy implications must be addressed in trade-offs
between increasing security and the impact on areas such as privacy,
economy, traveler convenience, and international relations. Civil liberties
groups and privacy experts have expressed concern about the adequacy of
protections under current law for biometric data and an absence of clear
criteria governing data sharing. Requiring biometric-enabled visas could
potentially affect the travel and tourism industry adversely. Increased
inspection times because of biometric identification checks could result in
longer waiting times, especially at land crossings, causing local merchants
on both sides of the border to lose sales. International relations could be
affected as other countries reciprocate when the United States asks
visitors from those countries to provide biometric identifiers when they
apply for visas.

Whether the financial and nonfinancial costs are warranted by the benefits

of greater security is a policy issue that should be determined before
biometric technologies are implemented in a border control system. This
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Border Control
Overview

report provides useful information that can help serve as the basis for
these decisions. As our report describes, biometric technology is not a
panacea for the border security problem. It is only one component of the
decision support systems that determine who is allowed to enter the
United States and who is not. A risk-based approach would be helpful in
addressing the overall border security problem and the high-level goals
that can be achieved with biometric technologies. The approach could rely
on establishing what is being protected, who the adversaries are, what the
vulnerabilities are, what the priorities are, and what mitigation strategies
can be implemented. Answering these questions should help determine the
proper role of biometric technologies in border security.

We provided a draft of this report to the Department of Justice and the
Department of State for their review. The Department of Justice expressed
some concerns, but the State Department stated that it appreciated the
thorough and balanced approach we took in our assessment of the use of
biometrics for border security. We include State’s and Justice’s comments
in appendixes VII and VIII, respectively, and summarize them in chapter 6.
State and Justice also provided technical comments on the draft, which we
incorporated as appropriate.

We also provided a draft of this report to 16 different organizations,
representing government, industry, and academia, for their review. We
received comments and suggestions from 10 reviewers. The comments
included the correction of technical inaccuracies and the highlighting of
certain aspects of the assessment that reviewers considered important. We
have incorporated these comments, where appropriate, in the report. We
summarize these comments in chapter 6.

The United States relies essentially on two primary procedures to facilitate
the entry of people authorized to enter the country and to ensure that
inadmissible people are prevented from entering. The State Department’s
Bureau of Consular Affairs issues international travel documents,
including passports to U.S citizens and visas to people who are not U.S.
citizens and are traveling to the United States. INS inspects travelers
entering the United States through official ports of entry. In addition, INS’s
Border Patrol is responsible for securing the borders and apprehending
travelers entering through other than official ports of entry.

Passport Processing

Passports are issued to U.S. citizens to permit their travel abroad and to
facilitate their entry back into the United States. U.S. citizens can apply for
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passports at one of more than 4,500 passport acceptance offices. Few of
these offices are State Department offices—most are offices in facilities
such as U.S. post offices or state, county, township, and municipal
government offices. Passport acceptance agents review application
packages for completeness and complete a checklist regarding their
impressions of applicants and their applications. After the applications are
sent to the central application processing center, they are run through a
State Department computer system that checks to see (1) whether the
applicant has been identified as someone who is not eligible to receive a
passport, (2) whether the individual already has an active passport, and (3)
whether the individual has multiple applications in process. Passport
examiners review the results of these checks and the applications and
decide whether to issue passports. If an application is approved, a
passport is generated and sent to the applicant.

Visa Processing

With some exceptions, visitors to the United States are required to have a
visa to enter. Worldwide, travelers can apply for a visa at 210 embassies
and consulates. Visa applications are entered into a State Department
computer system and are checked to determine items such as whether an
applicant has been identified as someone who is not eligible to receive a
visa, whether the applicant’s passport matches a passport that has been
reported as lost or stolen, or whether the applicant has been refused a visa
in the past. In some cases, an interview with the visa applicant or a
security advisory opinion from State headquarters is required. In
determining whether to grant the visa, the consular officer reviews the
data provided in the application and the computer system and, if
applicable, the interview and security advisory opinion. If the application
is approved, a visa foil is generated and provided to the traveler.

Port of Entry Inspections

All people legally entering the United States must be processed through an
air, land, or sea port of entry. As shown in table 2, about 82 percent of
border crossings occurred at land ports of entry last year. An individual
entering the country through an official port of entry first enters a process
called primary inspection. Inspectors determine whether travelers qualify
for admission or additional review is necessary. If additional review is
necessary, the individual is referred to secondary inspection, where a final
decision on whether to admit the traveler is made. During fiscal year 2001,
about 1.7 percent of the more than 500 million border crossers entering
the country were referred to secondary inspection, where 707,920 were
denied admission.
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Biometric
Technologies

____________________________________________________________________________|
Table 2: Number of Inspections at U.S. Ports of Entry, Fiscal Year 2001

Type of port Number of ports Number of inspections
Sea 86 11,952,501
Air 155 79,598,681
Land 154 414,364,965
Total 395 505,916,147

Source: GAO analysis of INS data.

The processes used for primary inspection vary, depending on the mode of
travel—air, land, or sea—and the traveler’s nationality. INS uses a
combination of methods to inspect travelers, including a brief interview
with the travelers, an inspection of their travel or identification
documents, and computer checks of their names or the license plates of
their vehicles. The traveler’s nationality also dictates the documentation
requirements. For example, U.S. citizens do not require passports unless
they are returning from outside the Western Hemisphere. In general, aliens
must present their passport and a U.S.-issued visa. Citizens of countries
participating in the visa waiver program do not require a visa to enter the
United States.

Biometric technologies have been used in a wide array of applications,
including access control to buildings and computers, criminal
identification and surveillance, licensing and voter applications, and fraud
reduction. Biometric technologies can be used in a verification or
identification mode. Regardless of the method used, an enrollment process
is required to capture a biometric sample, extract and encode the sample
as a biometric template, and store the data in a database for future
comparisons. In verification mode (e.g., access control to a building with
an identity card), the biometric system verifies the validity of a claimed
identity, answering the question “Is this person who she claims to be?” In
identification mode (e.g., criminal surveillance), the biometric system
compares the individual’s biometric with all stored biometric records to
answer the question “Who is this person?”

We considered seven leading biometric technologies: facial recognition,
fingerprint recognition, hand geometry, iris recognition, retina recognition,
signature recognition, and speaker recognition. Four—facial recognition,
fingerprint recognition, hand geometry, and iris recognition—appear to be
suitable for border control applications. All four have been used in border
control pilots and applications. The three other technologies have key
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problems that inhibit their use for border control. Retina recognition is
considered to be too intrusive because many users experience discomfort
in using the devices, which operate close to their eyes. Signature
recognition has a high error rate because it has been found that people do
not always sign their name the same way each time. Speaker recognition
has been piloted in a border control environment but has been found to be
unreliable. Also, speaker recognition systems do not perform well in noisy
environments such as would be encountered at ports of entry.

The emerging technologies we considered—facial thermography, gait
recognition, ear shape recognition, DNA matching, odor sensing, blood
pulse measurement, skin pattern recognition, vein scan, and nailbed
identification—are in various stages of development and have not yet been
used in border control applications.

Fingerprint recognition has been widely used and accepted, primarily in
law enforcement, for four decades. Facial recognition can be used to
compare either a live facial scan to a stored biometric template or a static
image to a digitized photograph. Facial images are already prevalent in
travel documents, and people are accustomed to having their picture
taken. Hand geometry has been widely used in access control applications
and is relatively easy to use. Iris recognition identifies people by numerous
characteristics of the colored ring surrounding the pupil of the eye, some
of which tend to remain stable throughout life.

In order to differentiate between biometric technology products, they are
often characterized by factors such as accuracy, testing, standards, and
user acceptance. The accuracy of a biometric technology is usually
measured by three key error statistics: the rate at which a system
erroneously matches a person, the rate at which a system erroneously
does not match a person, and the rate at which people are unable to enroll
in a system. To evaluate biometric technologies, the results of independent
tests should be consulted. In addition, tests have been conducted in which
researchers have successfully fooled biometric systems with artificial
characteristics such as a latex finger or a facial picture. Adherence to
standards enhances the ability of a biometric device to store and exchange
data. Another factor to consider in selecting a biometric technology is the
ease of use. Some people find biometric technologies difficult, if not
impossible, to use. Still others resist biometrics in general as intrusive,
inherently offensive, or just uncomfortable to use.

No biometric technology is best for every situation, but it is possible to
determine the most accurate, easiest to use or deploy, or cheapest,
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Scenarios for Using
Biometric
Technologies for
Border Security

depending on the objectives to be achieved. For example, hand geometry
requires the least data storage, fingerprint and iris recognition have the
lowest error rates, and facial recognition is the easiest to use. However,
each technology also has its limitations. For example, about 2 to 5 percent
of people cannot be easily fingerprinted because their fingerprints have
become dry or worn from age, extensive manual labor, or exposure to
corrosive chemicals. Facial recognition systems have not performed
particularly well in independent testing. Iris recognition is a relatively new
technology and has not been used in any large operational applications as
fingerprint and facial recognition systems have. Hand geometry is not
highly distinctive and thus is not suitable for identification applications.
These limitations and others would have to be considered if these
technologies were to be deployed within a border control system. (More
details on the biometric technologies can be found in chapter 3 and
appendixes [Ito V.)

We developed and analyzed four different scenarios in which fingerprint,
facial, or iris recognition biometric technologies or some combination of
them could be used to improve current border control procedures. Two
scenarios use a biometric watch list to identify travelers who are
inadmissible to the United States (1) before issuing travel documents or
(2) before travelers enter the country. To help bind travelers to their travel
document, two other scenarios could be used to incorporate biometrics
into (1) U.S. visas or (2) U.S. passports. These four scenarios can be
implemented independently or in combination.

The first scenario involves the use of facial recognition to help identify
people ineligible to receive a passport or a visa. The biometric
identification check would be conducted at the same time as other
computer checks are conducted on each travel document application. The
second scenario uses an automated facial recognition system at the ports
of entry that can observe a person’s face and check the observed facial
features against a watch list of people who should be denied access to the
country. Both scenarios require the creation of a biometric-based watch
list that stores photographs of individuals selected according to criteria
determined by border security and other law enforcement agencies. While
both scenarios require a centralized facial recognition server to perform
matches, performing checks at the ports of entry would also require the
purchase of facial recognition systems for the almost 4,000 inspection
stations at the ports of entry.

The two other scenarios introduce biometrics to visas and passports. In
both of these scenarios, travel document applicants would be required to
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have their biometric sample collected—at 1 of 210 embassies and
consulates for visa applicants or at 1 of 4,500 passport acceptance offices
for passport applicants. As part of the enrollment and document issuance
process, an additional identification check of applicants would be made
against the database of issued documents to ensure that a person does not
receive multiple documents under different identities. Biometric scanners
would also have to be installed at the ports of entry to verify the identity of
travelers with biometrically enabled travel documents.

The Effect on Border
Control Processes

The successful implementation of any technology depends not only on the
performance of the technology but also on the operational processes that
employ the technology and the people who execute them. The
implementation of biometrics in border security is no exception. Further,
the use of technology alone is not a panacea for the border security
problem. Instead, biometric technology is just a piece of the overall
decision support system that helps determine whether to allow a person
into the United States. The first decision is whether to issue travelers a
U.S. travel document. The second decision, made at the ports of entry, is
whether to admit travelers into the country. Biometrics can play a role in
both decisions. Sorting the admissible travelers from inadmissible ones is
now done by using information systems for checking names against watch
lists and by using manual human recognition capabilities to see if the
photograph on a travel document matches the person who seeks entry to
the United States. When enabled with biometrics, automated systems can
verify the identity of the traveler and assist inspectors in their decision
making.

The four biometric scenarios will affect key border security processes. A
key factor is the performance of the biometric technology. For example, if
the biometric technology that is used to perform watch list checks before
travel documents are issued has a high rate of false matches, workload
could increase at the embassies and consulates for visas and at the
passport centers for passports. If the same biometric solution were used at
the ports of entry, it could lead to increased delays in the inspection
process and an increase in the number of secondary inspections.

Exception processing will have to be carefully considered. Exceptions
include people who fail to enroll in a system or are not correctly matched
by a verification system. Exception processing that is not as good as
biometric-based primary processing could be exploited as a security hole.
Failure of equipment must also be considered and planned for. Further,
for issuing visas or passports with biometrics, an appropriate transition
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strategy must be devised to simultaneously handle biometric travel
documents and the current travel documents that could remain valid
without biometrics for the next 10 years.

Maintaining Information
Security

Implementing biometrically enabled travel documents requires a strong
binding and verification process to tie individuals to their identities using
their biometrics. A process that does not have strong binding mechanisms
can provide little improvement over existing procedures. A failure in the
enrollment or the verification process could undermine the use of
biometric technologies. For example, procedures must be developed to
handle individuals who could not be enrolled in the system. Even if
individuals are properly enrolled, they might not be properly matched
during inspection. Adequate procedures have to be in place to properly
differentiate between system problems and persons who are impostors or
otherwise inadmissible to the United States. Information security also is
important in ensuring strong binding. If rogue individuals can modify the
biometric database or the token on which individual biometric records are
stored, a person’s bond to his or her biometric data can be compromised.

Weighing Costs and
Benefits

Before any significant project investment is made, the benefit and cost
information of the project should be analyzed and assessed in detail. The
project concept should be based on high-level system goals, which for a
border control system would include items such as binding a biometric
feature to a person’s identity on a travel document, identifying undesirable
persons on a watch list, checking for duplicate enrollments in the system,
verifying identities at the borders, ensuring the security of the biometric
data, and ensuring the adequacy of privacy protections.

The desired benefit of all the scenarios we describe—the use of biometric
watch lists or biometrically enabled travel documents—is the prevention
of the entry of travelers who are inadmissible to the United States. More
specifically, the use of a biometric watch list can provide an additional
check to name-based checks and can help detect travelers who are trying
to evade detection and have successfully established separate names and
identities. The use of passports and visas with biometrics can help
positively identify travelers as they enter the United States and can limit
the use of fraudulent documents, including counterfeit and modified
documents and impostors’ use of legitimate documents.

These benefits have several limitations. First, the benefit achieved in each
scenario is directly related to the performance of the biometric

Page 13 GAO-03-174 Biometrics for Border Security



Technology Assessment Overview

technology. The performance of facial, fingerprint, and iris recognition is
unknown for systems as large as a biometric visa system that would
require the storage and comparison against 100 million to 240 million
records. The largest facial, fingerprint, and iris recognition systems
contain 60 million, 40 million, and 30,000 records, respectively.

For the watch list scenarios, the population of the watch list is critical to
the system’s effectiveness. Issuing passports and visas with biometrics will
only assist in identifying those currently required to obtain passports or
visas to enter this country. For example, U.S. citizens do not have to have
a passport to return from Canada or Mexico. Canadians, Mexicans with
border crossing cards, and aliens participating in the visa waiver program
do not have to have a visa to enter the United States. The issuance of
passports and visas with biometrics is also dependent on establishing the
correct identity during enrollment. This process will typically be
dependent on the presentation of identification documents. If the
documents do not specify the applicant’s true identity, then the travel
document will still be linked to a false identity.

Further, biometric technology is not a solution to all border security
problems. Biometric technology can address only problems associated
with identifying travelers at official locations such as embassies, passport
acceptance offices, and ports of entry. While the technology can help
reduce the number of illegal immigrants who cross with fraudulent
documents, it cannot help with illegal immigrants who cross “between the
borders” and not at a port of entry. INS has previously estimated that up to
60 percent of the 275,000 new illegal immigrants a year do not present
themselves at a port of entry to enter the United States. In addition,
biometrics cannot help with aliens who enter through ports of entry and
are properly admitted by an inspector but may overstay their visit.

The security benefits gained from the use of biometrics must be weighed
against the cost of implementing the scenario. For each of the four
scenarios, we created cost models to estimate the cost of developing,
implementing, and maintaining various biometric processes. We included
the costs of both the technology and the effects on people and processes.
Table 3 summarizes the initial and annual recurring costs of implementing
each scenario. The initial costs include elements such as development,
installation, training, biometric hardware and software, and consular
facility renovation. The recurring costs include elements such as biometric
hardware and software maintenance, system support and operational
personnel, consular personnel, facility maintenance, and annual supplies.
While the costs of people and space required to enroll travelers in
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biometric systems at embassies and consulates are included, the costs of
people and space required to verify the biometrics at ports of entry are not
included. Consular staff and space are major cost drivers. For example, for
issuing visas with biometrics, these costs make up between 21 percent and
31 percent of the system’s total initial cost and between 23 percent and 29
percent of its total recurring cost.

____________________________________________________________________________|
Table 3: Estimated Costs for Implementing Border Security Scenarios

Annual

Initial recurring

Scenario cost cost
Watch list check before issuing travel documents $53 $73
Watch list check before entering the United States 330 237
Issuing visas with biometrics 1,399-2,845 698-1,482
Issuing passports with biometrics 4,446-8,766 1,555-2,363

Note: Dollars are in millions.

Source: GAO analysis.

The watch list scenarios assume the use of facial recognition technology,
because faces from photographs are often the only biometric available for
individuals who may be inadmissible to the United States. Travel
documents with biometrics can use facial, fingerprint, or iris recognition
or some combination of the three.

Protecting Privacy and
Civil Liberties

The Privacy Act of 1974 limits federal agencies’ collection, use, and
disclosure of personal information, including personal information such as
finger or voice print and photographs. Accordingly, the Privacy Act
generally covers federal agency use of personal biometric information.
However, as a practical matter, the act is likely to have a more limited
application for border security. First, the act applies only to U.S. citizens
and lawfully admitted permanent resident aliens. Second, the act includes
exemptions for law enforcement and national security purposes.
Representatives of civil liberties groups and privacy experts have
expressed concerns regarding (1) the adequacy of protections for security,
data sharing, identity theft, and other identified uses and (2) secondary
uses and “function creep.” The Internal Revenue Service, the RAND
Corporation, and IBG have developed privacy frameworks that establish
guidelines on issues with the scope and capabilities of biometric systems,
the protection of data, the protection of users, and the disclosure, auditing,
accountability, and oversight of biometric systems.
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The Effect on
Convenience, the
Economy, and
International Relations

The Role of
Biometrics in Border
Security

Any lengthening in the process of obtaining travel documents or entering
the United States could affect travelers significantly. At some consular
posts, visas are issued the day applications are received. Even without
biometrics, the busiest ports of entry regularly have delays of 2 to 3 hours.
Increases in inspection times could compound these delays. Delays
inconvenience travelers and could result in fewer visits to the United
States or lost business to the nation. Further studies will be necessary to
measure what the potential effect could be on the American economy and,
in particular, on the border communities. These communities depend on
trade with Canada and Mexico, which totaled $653 billion in 2000.

Finally, the use of biometrics in the United States could affect the number
of international visitors and how other countries treat visitors from the
United States. Visitors from some countries may not want to come to the
United States if it is less convenient to do so. In addition, because much of
visa issuance policy is based on reciprocity—the process for allowing a
nation’s citizens to enter the United States is similar to the process
followed by that nation for visitors from the United States—other nations
may start requiring biometric samples from U.S. citizens if the United
States requires biometric samples from their citizens. (More details on
costs and benefits, as well as the potential implications, of using
biometrics are provided in chapter 5.)

People are identified by three basic means: by something they know,
something they have, or something they are. Current U.S. border security
processes identify travelers by using travel documents such as passports
and visas and asking travelers questions—things the travelers have and
know. The travel document also establishes a traveler’s eligibility to enter
the country.

The use of biometrics—things the travelers are—can more securely bind a
person’s identity to a travel document. Two processes are keys to
achieving this binding. First, a strict and thorough enrollment step is
necessary to bind a person to an identity. The identity claimed by the
traveler is based on documents such as a birth certificate, passport, or
other government-issued documents. If processes are not in place to
ensure the validity of the traveler’s claimed identity, the person could be
linked with a false identity. Second, an effective matching process is
required to link the person to the travel document. If a person can bypass
the biometric check or can deceive the biometric system, the person may
be erroneously granted admission to the United States. The performance
of the biometric technology is also important to the execution of these
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processes. Effective enrollment and matching processes could allow for
the use of biometric-enabled travel documents that will establish not only
the traveler’s eligibility to enter the country but also that the traveler is
indeed the individual depicted on the document.

However, biometric technology is just one component of the decision
support systems that help determine who is allowed to enter the United
States and who is not. For example, the technologies may be able to
reduce document fraud but may not be able to detect illegal entry to the
United States through other than official ports of entry. A risk-based
approach would be helpful in addressing the overall border security
problem and the high-level goals that can be achieved with biometric
technologies. The approach could rely on answering five basic questions:
What are we protecting? Who are the adversaries? What are the
vulnerabilities? What are the priorities? What mitigation strategies can be
used? A decision to implement our four scenarios or any others should be
based on an approach that answers these questions. The scenarios could
be partially implemented or combined in different ways. New scenarios
could be defined in which travelers voluntarily enroll in a biometric
identification system similar to INSPASS for expedited border crossing.
Trade-offs should be made to determine the best implementation of
biometrics for border security. For example, a partial implementation may
be less costly without sacrificing any of the security benefits.

Regardless of how biometric technology is used in border security, using a
risk-based approach should help in developing the high-level goals of a
system and its concept of operation. The answers should also help point
out the limitations of such a system and what it will not be able to provide.
They can also play a role in the analysis and weighting of the benefits in a
cost-benefit analysis, as well as the trade-off analysis between greater
security and issues such as privacy and the economy. With these answers,
the proper role of biometric technology in border security can be
determined.
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A primary element of the homeland security strategy is the improvement
of U.S. border security—preventing the illegal entry of people and goods
into the United States while facilitating their legitimate flow. Security
concerns need to be balanced with practical cost and operational
considerations as well as political and economic interests. The United
States shares a 5,525 mile border with Canada and a 1,989 mile border with
Mexico. Its maritime border includes 95,000 miles of shoreline. There were
more than half a billion border crossings into the United States last year;
about two-thirds were not by U.S. citizens. The number of distinct
travelers into the country each year is unknown because some people
enter the country many times in one year, some daily.

Facilitating the flow of people while preventing illegal border crossings is
a matter of identifying travelers. People are identified by three basic
means: by something they know, something they have, or something they
are. People and systems regularly use these means to identify people in
everyday life. For example, members of a community routinely recognize
one another by how they look or how their voices sound—by something
they are. Automated teller machines (ATM) recognize customers from
their presentation of a bank card—something they have—and their
entering a personal identification number (PIN)—something they know.
Using keys to enter a locked building is another example of using
something you have. More secure systems may combine two or more of
these approaches.

Generally, identifying travelers at the borders is performed by inspecting
their travel documents, such as passports and visas, and asking them
questions—things the travelers have and know. The U.S. Department of
State issues passports to U.S. citizens and visas to others who are not U.S.
citizens. The Immigration and Naturalization Service (INS) inspects these
travel documents at officially designated air, land, and sea ports of entry.

Technologies called biometrics can automate the identification of
individual travelers by one or more of their distinct physical or behavioral
characteristics. Biometrics have been suggested as a way of improving the
nation’s ability to positively determine whether people are admissible to
the United States. The term biometrics covers a wide range of
technologies that can be used to verify identity by measuring and
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The Federally
Mandated Biometric
Chimera System

analyzing human characteristics—relying on attributes of the individual
instead of things the individual may have or know.'

Identifiable physiological characteristics include fingerprints, irises and
retinas, hand geometry, and facial geometry. How a person signs his or her
name is an example of an identifiable behavioral characteristic while
speech combines both physiological and behavioral characteristics. To be
effective identifiers, biometrics should be universally present, unique to
the individual, and stable over time. Biometrics theoretically represent a
more effective approach to security because each person’s biometric
characteristics are distinct and, when compared with identification cards
and passwords, are less easily lost, stolen, or guessed.

Biometrics have already been implemented to a limited degree in U.S.
border control systems. For example, the INS Passenger Accelerated
Service System (INSPASS) has identified travelers and expedited their
inspections at nine North American airports for almost 10 years. The
Congress has mandated a more extensive use of biometrics in automated
border control systems. A series of laws enacted between 1996 and spring
2002 requires the federal government to develop Chimera, an automated
information system, to gather and share information among agencies
about aliens seeking to enter or stay in the United States.” The major
requirements for the Chimera system are (1) biometric identifiers; (2)
machine-readable visas, passports, and other travel and entry documents;
and (3) interoperability among all State Department, INS, and federal law
enforcement and intelligence agency systems that contain information
about aliens. Chimera will be used to screen applicants for visas and
admission to the United States, identify inadmissible and deportable
aliens, track lost and stolen passports, monitor foreign students studying

'"The term biometrics is commonly used to mean biometric technologies and the
characteristics themselves.

*See 8 U.S.C. §1365a and §1722. These laws’ requirements reflect provisions of the Illegal
Immigration Reform and Immigrant Responsibility Act of 1996 (Public Law No. 104-208,
div. C, §110, Sept. 30, 1996), the INS Data Management Improvement Act of 2000 (Public
Law No. 106-215, June 15, 2000), the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA
PATRIOT Act) (Public Law No. 107-566, §403(c) and §414, Oct. 26, 2001), and the Enhanced
Border Security and Visa Entry Reform Act of 2002 (Public Law No. 107-173, May 14, 2002).
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in the United States, and help administer law enforcement and national
security.’

The State Department, the Justice Department, and the National Institute
of Standards and Technology (NIST) were to report jointly to the Congress
by November 10, 2002, to assess the action needed to implement machine-
readable, tamper-resistant travel and entry documents and the biometric
comparison and authentication of such documents. By October 26, 2004,
State and Justice are to issue to aliens only machine-readable, tamper-
resistant visas and other travel and entry documents that use biometric
identifiers. At the same time, Justice is to install at all ports of entry
equipment and software that allow the biometric comparison and
authentication of all U.S. visas and other travel and entry documents
issued to aliens and machine-readable passports.

To provide the technological basis for Chimera by January 26, 2003, as
well as its supporting systems and databases, NIST is to develop a
technology standard, including biometric identifier standards for verifying
individual identities.

To address concerns about how information in the system will be used,
particularly with regard to privacy protection and security, the law
mandates that several steps be taken by October 26, 2002. First, the plan
for sharing law enforcement and intelligence information with the State
Department and INS must establish conditions for State’s and INS’s use of
the information that include their

e limiting its redissemination;

e ensuring that it is used solely for authorized purposes, with criminal
penalties for its misuse;

e ensuring its accuracy, security, and confidentiality;

’The information in Chimera is to be accessible to federal law enforcement and intelligence
officers who, under federal regulation, are responsible for investigating or identifying aliens
(Enhanced Border Security and Visa Entry Reform Act, §202(a)(5) (8 U.S.C. §1722)), to
federal law enforcement officials to identify and detain individuals who pose a threat to
national security (USA PATRIOT Act, §414(b) (8 U.S.C. §1365a note)), and, at the discretion
of the attorney general, to federal, state, and local law enforcement officials for law
enforcement purposes (INS Data Management Improvement Act, §2 (8 U.S.C. §1365a(f)(2)),
amending the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, §110).
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An Overview of This
Report

e protecting privacy rights;

» providing data integrity by removing obsolete and incorrect
information; and

» protecting intelligence sources and methods.*

Second, the Department of State and the Department of Justice are to
report jointly on the “development, implementation, efficacy, and privacy
implications” of a “cross-agency, cross-platform electronic system” for
sharing law enforcement and intelligence information regarding aliens
seeking to enter the United States.’

Third, the president is to establish a commission on interoperable data
sharing to oversee Chimera.’ The commission’s duties include monitoring
the protections outlined above and considering recommendations
regarding security innovations, the adequacy of privacy protections, the
adequacy of mechanisms for correcting errors, and other protections
against the unauthorized use of data in the system.

This technology assessment focuses on four key questions:

1. What biometric technologies are currently deployed, currently
available but not yet deployed, or in development that could be
deployed in the foreseeable future, for use in securing the nation’s
borders?

2. How effective are these technologies now or likely to be in the future
in helping provide security to our borders?

3. What are the economic and effectiveness trade-offs of implementing
these technologies?

‘Enhanced Border Security and Visa Entry Reform Act, §201(c)(3) and §201(c)(4) (8 U.S.C.
§1356a note). The USA PATRIOT Act §403(a) (amending 8 U.S.C. §1105) has virtually
identical requirements with regard to the State Department’s receiving National Crime
Information Center data.

USA PATRIOT Act, §403(c)(2) and §403(c)(4).
Enhanced Border Security and Visa Entry Reform Act, §203 (8 U.S.C. §1723).
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4. What are the implications of using biometric technologies for personal
security and the preservation of individual liberties?

To answer these questions, we first describe current border control
procedures for admitting people to the United States—issuing visas to
citizens of other nations and passports to U.S. citizens and inspecting
travelers at the ports of entry. Second, we describe how biometric
technologies work, including the different types of biometric technologies,
their levels of maturity, and their operating and performance
characteristics. We also describe current applications of various biometric
technologies.

We present four possible scenarios in which biometrics might be applied
to current U.S. border control procedures. For each scenario, we analyze
some of the costs, benefits, and risks associated with implementation.
Finally, we sum up the implications and challenges to be faced if a
biometric system is to be designed and deployed for border security.
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Last year, there were more than half a billion border crossings into the
United States at almost 400 designated ports of entry. Many of these
border crossings were by travelers who crossed the border many times in
1 year, some daily. Table 4 shows that the vast majority of inspections—
those at border crossings—are at land ports. At land ports of entry in fiscal
year 2001, more than 414 million border crossers entered the United States
as one of more than 56 million pedestrians or in one of more than 140
million vehicles.

|
Table 4: Number of Inspections at U.S. Ports of Entry, Fiscal Year 2001

Type of port Number of ports Number of inspections
Sea 86 11,952,501
Air 155 79,598,681
Land 154 414,364,965
Total 395 505,916,147

Source: GAO analysis of INS data.

The laws and regulations governing entry into the United States and the
conditions of stay vary by citizenship and method of travel.' In general,
entry must be accompanied by the appropriate travel documents. U.S.
citizens generally must have a U.S. passport to leave or enter the United
States. Immigrants generally must have either a U.S. permanent resident
card or an immigrant visa and a passport from their own country.
Nonimmigrants generally must have a passport from their country and a
nonimmigrant visa. The numerous exceptions to these rules include the
following:

» Passports are not required of U.S. citizens returning from Canada or
Mexico.?

+ Passports are not required of Canadian citizens unless they are
returning from outside the Western Hemisphere. Visas are generally not
required for Canadian citizens.

"The Immigration and Nationality Act of 1952, as amended (8 U.S.C. §1101 et seq.), and
titles 8 and 22 of the Code of Federal Regulations are the primary sources of U.S.
immigration law.

2According to the Department of Justice, passports are not required of U.S. citizens
returning from any point within the Western Hemisphere except Cuba.
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How U.S. Passports
Are Issued

+ Passports and visas are not required of Mexican citizens who possess a
border crossing card issued by the U.S. government allowing them to
enter for business or pleasure.

» Visas are not required of citizens of countries participating in the visa
waiver program who enter for business or pleasure.’

The United States relies on two primary procedures to facilitate the entry
of people authorized to enter the country and to ensure that inadmissible
people are prevented from entering. The State Department’s Bureau of
Consular Affairs issues international travel documents, including
passports to U.S citizens and visas to people who are not U.S. citizens. INS
inspects travelers entering the United States through official ports of
entry. In addition, INS’s Border Patrol is responsible for securing the
borders and apprehending travelers entering through other than official
ports of entry.

U.S. citizens can apply for a passport at more than 4,500 passport
acceptance offices (see figure 1). Few of these are State Department
offices; most are offices in facilities such as U.S. post offices or state,
county, township, and municipal government offices. All first-time
applicants for a passport must appear before a passport acceptance agent
at one of these offices.

*The visa waiver program permits nationals from designated countries to apply for
admission to the United States for 90 days or less as nonimmigrant visitors for business or
pleasure without first obtaining a U.S. nonimmigrant visa. The following countries
participate: Andorra, Australia, Austria, Belgium, Brunei, Denmark, Finland, France,
Germany, Iceland, Ireland, Italy, Japan, Liechtenstein, Luxembourg, Monaco, the
Netherlands, New Zealand, Norway, Portugal, San Marino, Singapore, Slovenia, Spain,
Sweden, Switzerland, the United Kingdom, and Uruguay (8 U.S.C. §1187, 8 C.F.R. §217.2).
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Figure 1: The U.S. Passport Application Process
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Source: GAO adaptation of State Department data.
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Passport applicants must submit a passport application, proof of U.S.
citizenship, proof of identity, two passport photographs, and the
application fee. Passport acceptance agents, trained by the State
Department to look for potential fraud, review application packages and
may ask for additional documentation at their discretion. The agents fill
out an observation checklist that includes any concerns they have about
the validity of an applicant’s identity or citizenship documents. Passport
acceptance agents also are to ensure that the photographs match the
applicant. The acceptance agents send the application packages to a
central application processing center.

Applicants submitting renewal applications may mail them directly to the
central application processing center. The old passport, which can serve
as proof of identity and citizenship, is sent with the renewal application.
About 25 percent of the passport applications the State Department
receives arrive through the mail.

At the central application processing center, the application information is
electronically keyed into State’s computer system, and the application
package is forwarded to 1 of 16 State Department passport centers. State’s
computer systems conduct the following checks:

¢ A name check, using the Consular Lookout and Support System
(CLASS). CLASS, which is used also before U.S. visas are issued,
contains lookout records of people who may be ineligible to receive a
passport and is populated from a variety of sources, including
intelligence, immigration, and child support enforcement data. CLASS
also includes information on passports and visas reported lost and
stolen. Passport applicants are checked against about 3.2 million
records in CLASS.

¢ A check to determine if the applicant already has an active U.S.
passport. An estimated 55 million U.S. passports are currently valid.

e A check to determine if the applicant has multiple passport
applications in progress.

At the passport centers, passport examiners review each application,
including the results of the computer checks, and determine whether to
issue passports. A passport may be refused to an applicant for a variety of
reasons: The applicant may be subject to an outstanding federal warrant
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for a felony, subject to a court order committing the applicant to a mental
institution, or in arrears for child support payments in excess of $5,000.

A passport examiner looks at an entire application as a whole. A “hit” on
one of the computer checks does not necessarily result in a rejected
application. For example, some government officials who apply may have
both a personal passport and an official passport. The passport examiner
may resolve name check hits with other data such as place of residence or
Social Security number to differentiate between people who may have the
same name but are not the same person. If the examiner suspects a
problem with the application package, the case can be given to a fraud
program manager, who can perform a more detailed investigation, such as
verifying the authenticity of the identification or citizenship documents.

If the passport examiner is satisfied that the applicant’s documents are
authentic and that there is no reason to deny a passport, then the
examiner approves the application and the applicant is issued a U.S.
passport. Normally, the process takes about 6 weeks. Annually, the State
Department issues about 7 million passports that are valid for either 5 or
10 years, depending on the type of passport and the age of the applicant.
U.S. passports are depicted in figures 2 and 3.

4Passports may be denied for reasons set forth in 22 C.F.R. §51.70.

Page 27 GAO-03-174 Biometrics for Border Security



Chapter 2: Today’s U.S. Border Control
Procedures

Figure 2: A U.S. Passport Cover
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How U.S. Visas Are
Issued
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Figure 3: A U.S. Passport’s Biography Page
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With some exceptions, foreign visitors must present a visa to enter the
United States. Applicants can apply in person for an immigrant or
nonimmigrant visa at 210 American embassies or consulates (see figure 4).
The vast majority of issued U.S. visas are nonimmigrant visas. An applicant
for a nonimmigrant visa must submit an application, passport, and
photograph.” Some applications may be submitted by mail or in a drop box
outside the embassy or consulate. About 37 percent are submitted this
way.

*The process for issuing immigrant visas, although similar to that for nonimmigrant visas,
includes other procedures and checks such as the submission of an immigration petition to
INS. About 628,000 immigrant visas are issued each year.
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Figure 4: The U.S. Visa Application Process
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After the data are keyed into the State Department’s visa computer system,
a consular officer reviews the application package. The officer may
interview the applicant, depending on the consular post and the type of
visa being applied for. Computer checks are conducted:

* A name check, using CLASS, looks for any matches with individuals
who may be ineligible to receive a visa. Visa applications are checked
against about 6.5 million records in CLASS.® CLASS also includes
records of lost and stolen passports reported by other countries.

* A check, using the Consular Consolidated Database (CCD), determines
whether the applicant has previously applied for a visa or currently has
avalid U.S. visa. CCD stores information about visa applications,
issuances, and refusals and obtains information about visa cases every
5 to 10 minutes from each consular post. CCD has about 58 million visa
records.

The consular officer makes a decision on whether to issue a visa, based on
information gathered from the visa application, passport, supporting
documentation, interview (if applicable), and computer checks. In some
cases, such as a name-check hit in CLASS, a security advisory opinion
from State Department headquarters may also be required. Visas may be
denied for a variety of reasons, including health-related reasons, certain
criminal offenses, and immigration violations.” Using fraudulent
documents to obtain a U.S. visa is also grounds for denial.

For nonimmigrant visas, the consular officer must be satisfied that an
applicant is not intending to become an immigrant. If the consular officer
is satisfied that the applicant’s documents are authentic and that there is
no reason to deny a visa, then the officer approves the application and a
visa is issued (see figure 5). The process can take from a day to several
weeks to complete. Last year, of the 10.5 million applications received,
about 7.5 million nonimmigrant visas were issued. Depending on the type
of visa and the nationality of the applicant, visas can be issued for up to 10
years.

%The State Department is adding 8 million criminal history alien records from the Federal
Bureau of Investigation (FBI). These records include foreign-born individuals and
individuals with unknown place of birth.

"Visas may be denied for reasons listed in the Immigration and Nationality Act, §212 (8
U.S.C. §1182).
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Inspection at U.S.
Ports of Entry
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Figure 5: A U.S. Visa Foil
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Lawful entry into the United States generally must be completed through
an official air, land, or sea port of entry. Nearly 82 percent of the more
than 500 million inspections occur at land ports. Travelers’ nationalities
and how they enter dictate the primary inspection procedures (see figure
6). A primary inspector is to question each traveler regarding his or her
identity and purpose for entering the United States. In addition, the
nspector can inspect a traveler’s travel documents and perform computer
checks on the traveler’s name or motor vehicle license plate. While the
State Department is responsible for initially granting or denying
permission to come to the United States, inspectors ultimately decide
whether to allow the traveler into the country at the ports of entry. The
issuance of a U.S. visa does not guarantee permission to enter.
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Figure 6: The U.S. Port of Entry Inspection Process
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At primary inspection, the INS inspector either permits travelers to enter
or refers them to secondary inspection, where a more detailed review of
the travel documents or further questioning can be conducted by another
INS inspector. People may be refused entry for the same reasons they can
be denied a visa. For U.S. citizens, once an inspector is convinced that a
traveler is a citizen, the inspection is considered complete for immigration
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purposes. However, checks can still be conducted to determine whether
the person is wanted by law enforcement authorities.

Overall, in fiscal year 2001, about 1.7 percent of travelers entering the
United States were referred to secondary inspection. Of those referred,
about 8 percent were denied admission to the United States. The numbers
in fiscal year 2001 were

e primary inspections: 505,916,147,
* secondary inspections: 8,838,624, and
e travelers denied admission: 707,920.

At air ports of entry, commercial carriers are required to submit passenger
and crew manifests to INS through the Advance Passenger Information
System (APIS) for flights into the United States. For each passenger, the
first and last name, date of birth, nationality, and passport number are
transmitted. With information from APIS, INS passenger analysis units can
analyze intelligence on passengers before flights arrive and identify
passengers who will require referral to secondary inspection.

Primary inspectors are to examine travel documents from all travelers at
air ports of entry. A name check is also to be conducted on all travelers,
using the Interagency Border Inspection System (IBIS). Machine-readable
passports are read with IBIS; the primary inspector manually types in the
names of travelers who do not have machine-readable passports. IBIS is a
multiagency database of lookout information that alerts inspectors of
conditions that may make travelers inadmissible to the United States. It
also provides information about warrants for U.S. citizens who may be
wanted by U.S. law enforcement agencies. IBIS contains data from law
enforcement and other agencies with inspection responsibilities at the
ports of entry, including the Animal Plant Health Inspection Service, the
Drug Enforcement Administration, and the Federal Bureau of
Investigation (FBI).

At sea ports of entry, some commercial carriers submit passenger
manifests to INS through APIS before docking.® As at airports, INS’s

*In January 2003, INS plans to publish regulations in response to the Enhanced Border
Security and Visa Entry Reform Act to mandate electronic manifest transmission from
carriers at air and sea ports of entry for all arriving and departing passengers.
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passenger analysis units identify passengers who require further
examination when they enter the United States. At sea ports of entry
equipped with IBIS, the operation is very similar to that at an airport.
However, at most sea ports of entry, inspections are conducted aboard a
vessel. When the vessel docks, it is sealed so that no goods or persons can
be offloaded until it has been inspected.

INS inspectors board ships with the Portable Automated Lookout System
(PALS) housed on a laptop computer. PALS contains lookout information
but does not have as many records as IBIS and is not updated as often. INS
inspectors use PALS to perform name checks and examine documents of
all aliens aboard a vessel. For U.S. citizens, only documents are checked.
The inspection process on some of the larger cruise ships can take up to 6
hours to complete.

At land ports of entry, the procedures differ for pedestrians and those in
vehicles. In addition, at land ports, INS shares primary inspection
responsibilities with the Customs Service of the Treasury Department. INS
and Customs inspectors are cross-designated to perform each other’s
primary inspection duties so that either inspector may conduct the
primary inspection, following both INS and Customs procedures. INS has
established procedures to examine travelers expeditiously at many land
ports of entry because of the large volume of traffic at land crossings.
Figure 7 shows vehicles waiting at a U.S. land port of entry.
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Figure 7: Motor Vehicles Waiting for Inspection at the Paso del Norte Port of Entry,
El Paso, Texas

2

Source: GAO.

For pedestrians at land ports of entry, generally all travelers’ documents
are to be checked. If IBIS is available, a traveler’s name is either machine-
read from the machine-readable passport or manually keyed in by an
inspector. U.S. citizens are not required to have a passport when entering
at a land port. Usually, they need only make an oral declaration of U.S.
citizenship. Similarly, at land ports of entry, Canadians are not required to
have a passport. Mexicans who possess a border crossing card are not
required to present either a Mexican passport or a U.S. visa.’
Approximately 5 million border crossing cards have been issued to
Mexican nationals.

For vehicles at land ports of entry, license plates of all vehicles are to be
checked through IBIS. Some ports are equipped with automated license
plate readers. At others, an inspector manually keys license plate

A Mexican border crossing card permits the holder to enter for business or pleasure and
stay in the United States for 72 hours or less, going no farther than 25 miles from the
border.
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information into IBIS as vehicles approach the inspection booth. As with a
name check, IBIS contains lookout information that alerts inspectors of
conditions that may make the occupants of a vehicle inadmissible.
Documents and names of the vehicle’s occupants are checked randomly or
when an inspector suspects that something is wrong. Figure 8 shows a
driver being questioned at a land port of entry.

Figure 8: A Driver Being Questioned at a Port of Entry

Source: U.S. Customs Service.

At land borders, aliens who require additional documentation, such as an
Arrival/Departure Record, are to be referred to secondary inspection and
queried through IBIS. This includes aliens in possession of a
nonimmigrant visa and those traveling under the visa waiver program.

Some land ports of entry have implemented a program called Secure
Electronic Network for Travelers Rapid Inspection (SENTRI) to expedite
the inspection of vehicles and their occupants. With SENTRI, border
crossers register their vehicles and up to eight occupants, who are
checked against the IBIS database. Vehicles are identified when
approaching a SENTRI-equipped port of entry, using a transponder
installed on the vehicles. Pictures taken of each potential vehicle occupant
at registration are presented to the primary inspector on a computer
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screen in the inspection booth when a vehicle drives up. The inspector
visually compares the pictures against the people in the vehicle. SENTRI
has reduced the average inspection time for each vehicle to about 10
seconds from the earlier 30 to 40 seconds.

Similar to SENTRI, other vehicle ports of entry have implemented a
program called NEXUS that is run jointly by the United States and Canada.
Instead of issuing a transponder to a vehicle, a proximity card is issued to
each registered traveler that is detected as a vehicle approaches the
inspection booth of a NEXUS-equipped port of entry. Photographs of
travelers detected by their proximity cards are presented to the primary
inspector, who can then verify the identity of each vehicle’s occupants.

Regardless of the method of entry, secondary inspection gives inspectors
more time with travelers to determine their admissibility than primary
inspection. In deciding whether to admit a traveler, the inspector reviews
the traveler’'s documents for accuracy and validity and checks INS’s and
other agencies’ databases for any information that could affect the
traveler’s entry, including criminal history information from the FBI and
nonimmigrant visa issuance data from the State Department. A fingerprint
identification system is also available in secondary inspection to
determine whether INS has apprehended the person for immigration
offenses or whether other law enforcement agencies are looking for the
person.
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Biometrics Defined

How the Technologies
Work

In this chapter, we define biometrics and explain how they work, describe
leading and emerging biometrics, and briefly introduce a few of the most
common applications of biometric technologies. In considering how to
apply biometrics to border control, we summarize data related to
accuracy, the lack of applications-dependent evaluations, systems’
susceptibility to deception, the status of standards, and users’ acceptance.
After briefly comparing performance data on the technologies now
considered most viable for U.S. border control—facial, fingerprint, and iris
recognition and hand geometry—we end the chapter with a short list of
biometric systems in border control situations today, here and in other
countries.

When used for personal identification, biometric technologies measure
and analyze human physiological and behavioral characteristics.
Identifying a person’s physiological characteristics is based on direct
measurement of a part of the body—fingertips, hand geometry, facial
geometry, and eye retinas and irises. The corresponding biometric
technologies are fingerprint recognition, hand geometry, and facial, retina,
and iris recognition. Identifying behavioral characteristics is based on data
derived from actions, such as speech and signature, the corresponding
biometrics being speaker recognition and signature recognition.

Biometrics are theoretically very effective personal identifiers because the
characteristics they measure are thought to be distinct to each person.
Unlike conventional identification methods that use something you have,
such as an identification card to gain access to a building, or something
you know, such as a password to log on to a computer system, these
characteristics are integral to something you are. Because they are tightly
bound to an individual, they are more reliable, cannot be forgotten, and
are less easily lost, stolen, or guessed.

Biometric technologies vary in complexity, capabilities, and performance,
but all share several elements. Biometric identification systems are
essentially pattern recognition systems. They use acquisition devices such
as cameras and scanning devices to capture images, recordings, or
measurements of an individual’s characteristics and computer hardware
and software to extract, encode, store, and compare these characteristics.
Because the process is automated, biometric decision making is generally
very fast, in most cases taking only a few seconds in real time.
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Depending on the application, biometric systems can be used in one of
two modes: verification or identification. Verification—also called
authentication—is used to verify a person’s identity—that is, to
authenticate that individuals are who they say they are. Identification is
used to establish a person’s identity—that is, to determine who a person is.
Although biometric technologies measure different characteristics in
substantially different ways, all biometric systems involve similar
processes that can be divided into two distinct stages: enrollment and
verification or identification.

Enrollment

In enrollment, a biometric system is trained to identify a specific person.
The person first provides an identifier, such as an identity card. The
biometric is linked to the identity specified on the identification document.
He or she then presents the biometric (e.g., fingertips, hand, or iris) to an
acquisition device. The distinctive features are located; one or more
samples are extracted, encoded, and stored as a reference template for
future comparisons. Depending on the technology, the biometric sample
may be collected as an image, a recording, or a record of related dynamic
measurements. How biometric systems extract features and encode and
store information in the template are based on the system vendor’s
proprietary algorithms.

Template size also varies, depending on the vendor and the technology.
Although templates can range from 9 to 20,000 bytes, most are smaller
than 1,000 bytes. Such small sizes allow for rapid comparison. Templates
can be stored remotely in a central database or within a biometric reader
device itself; their small size also allows for storage on smart cards or
tokens.

Minute changes in positioning, distance, pressure, environment, and other
factors influence the generation of a template, making each template likely
to be unique, each time an individual’s biometric data are captured and a
new template is generated. Consequently, depending on the biometric
system, a person may need to present biometric data several times in
order to enroll. Either the reference template may then represent an
amalgam of the captured data or several enrollment templates may be
stored. The quality of the template or templates is critical in the overall
success of the biometric application. Because biometric features can
change over time, people may have to reenroll to update their reference
template. Some technologies can update the reference template during
matching operations.
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The enrollment process also depends on the quality of the identifier the
enrollee presents. The reference template is linked to the identity specified
on the identification document. If the identification document does not
specify the individual’s true identity, the reference template will be linked
to a false identity.

Verification

In verification systems, the step after enrollment is to verify that a person
is who he or she claims to be (i.e., the person who enrolled). After the
individual provides whatever identifier he or she enrolled with, the
biometric is presented, which the biometric system captures, generating a
trial template that is based on the vendor’s algorithm. The system then
compares the trial biometric template with this person’s reference
template, which was stored in the system during enrollment, to determine
whether the individual’s trial and stored templates match (see figure 9).
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Figure 9: The Biometric Verification Process
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Verification is often referred to as 1:1 (one-to-one) matching. Verification
systems can contain databases ranging from dozens to millions of enrolled
templates but are always predicated on matching an individual’s presented
biometric against his or her reference template. Nearly all verification
systems can render a match-no-match decision in less than a second. A
system that requires employees to authenticate their claimed identities
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before granting them access to secure buildings or to computers is a
verification application.

Identification

In identification systems, the step after enrollment is to identify who the
person is. Unlike verification systems, no identifier need be provided. To
find a match, instead of locating and comparing the person’s reference
template against his or her presented biometric, the trial template is
compared against the stored reference templates of all individuals enrolled
in the system (see figure 10). Identification systems are referred to as 1:N
(one-to-N, or one-to-many) matching because an individual’s biometric is
compared against multiple biometric templates in the system’s database.
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Figure 10: The Biometric Identification Process
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There are two types of identification systems: positive and negative.
Positive identification systems are designed to ensure that an individual’s
biometric is enrolled in the database. The anticipated result of a search is a
match. A typical positive identification system controls access to a secure
building or secure computers by checking anyone who seeks access
against a database of enrolled employees. The goal is to determine
whether a person seeking access can be identified as having been enrolled
in the system.
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Leading Biometric
Technologies

Negative identification systems are designed to ensure that a person’s
biometric information is not present in a database. The anticipated result
of a search is a nonmatch. Comparing a person’s biometric information
against a database of all who are registered in a public benefits program,
for example, can ensure that this person is not “double dipping” by using
fraudulent documentation to register under multiple identities.

Another type of negative identification system is a surveillance system that
uses a watch list. Such systems are designed to identify people on the
watch list and alert authorities for appropriate action. For all other people,
the system is to check that they are not on the watch list and allow them
normal passage. The people whose biometrics are in the database in these
systems may not have provided them voluntarily. For instance, for a
surveillance system, the biometrics may be faces captured from mug shots
provided by a law enforcement agency.

No match is ever perfect in either a verification or an identification
system, because every time a biometric is captured, the template is likely
to be unique. Therefore, biometric systems can be configured to make a
match or no-match decision, based on a predefined number, referred to as
a threshold, that establishes the acceptable degree of similarity between
the trial template and the enrolled reference template. After the
comparison, a score representing the degree of similarity is generated, and
this score is compared to the threshold to make a match or no-match
decision. For algorithms for which the similarity between two templates is
calculated, a score exceeding the threshold is considered a match. For
algorithms for which the difference between two templates is calculated, a
score below the threshold is considered a match. Depending on the
setting of the threshold in identification systems, sometimes several
reference templates can be considered matches to the trial template, with
the better scores corresponding to better matches.

A growing number of biometric technologies have been proposed over the
past several years, but only in the past 5 years have the leading ones
become more widely deployed. Some technologies are better suited to
specific applications than others, and some are more acceptable to users.
Table 5 lists the seven leading biometric technologies we describe in this
section.
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Table 5: Leading Biometric Technologies and Their Template Size

Technology How it works Template size in bytes
Facial recognition Captures and compares facial patterns 84 or 1,300°
Fingerprint recognition  Captures and compares fingertip patterns 250-1,000
Hand geometry Measures and compares dimensions of hand and fingers 9
Iris recognition Captures and compares iris patterns 512
Retina recognition Captures and compares retina patterns 96
Signature recognition Captures and compares rhythm, acceleration, and pressure flow of signature 1,000-3,000
Speaker recognition Captures and compares cadence, pitch, and tone of vocal tract 10,000-20,000

*Depending on the algorithm.

Source: GAO analysis of manufacturer data.

Facial Recognition Facial recognition technology identifies people by analyzing features of
the face not easily altered—the upper outlines of the eye sockets, the
areas around the cheekbones, and the sides of the mouth. The technology
is typically used to compare a live facial scan to a stored template, but it
can also be used in comparing static images such as digitized passport
photographs. Facial recognition can be used in both verification and
identification systems. In addition, because facial images can be captured
from video cameras, facial recognition is the only biometric that can be
used for surveillance purposes.

The two primary algorithms used in facial recognition systems are based
on the eigenface method and local feature analysis (LFA). The eigenface
method looks at the face as a whole and represents a person’s face as a set
of templates that require 1,300 bytes. LFA breaks down the face into
feature-specific fields, such as the eyes, nose, mouth, and cheeks, creating
an 84 byte template.

Fingerprint Recognition Fingerprint recognition is one of the best known and most widely used
biometric technologies. Automated systems have been commercially
available since the early 1970s, and there are currently more than 75
fingerprint recognition technology companies. Until recently, it was used
primarily in law enforcement applications.

Fingerprint recognition technology extracts features from impressions

made by the distinct ridges on the fingertips. The fingerprints can be either
flat or rolled. A flat print captures only an impression of the central area
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between the fingertip and the first knuckle; a rolled print captures ridges
on both sides of the finger.

An image of the fingerprint is captured by a scanner, enhanced, and
converted into a template. Scanner technologies can be optical, silicon, or
ultrasound technologies. Ultrasound, while potentially the most accurate,
has not been demonstrated in widespread use. Optical scanners are the
most commonly used. During enhancement, “noise” caused by such things
as dirt, cuts, scars, and creases or dry, wet, or worn fingerprints is
reduced, and the definition of the ridges is enhanced. Template size ranges
from 250 bytes up to 1,000 bytes, depending on which vendor’s proprietary
algorithm the system uses. Approximately 80 percent of vendors base their
algorithms on the extraction of minutiae points relating to breaks in the
ridges of the fingertips. Other algorithms are based on extracting ridge
patterns.

Hand Geometry

Hand geometry systems have been in use for almost 30 years for access
control to facilities ranging from nuclear power plants to day care centers.
Hand geometry technology measures the width, height, and length of the
fingers, distances between joints, and shapes of the knuckles.

Hand geometry systems use an optical camera and light-emitting diodes
with mirrors and reflectors to capture two orthogonal two-dimensional
images of the back and sides of the hand. Ninety-six measurements are
then extracted and a 9 byte template is derived, making it the smallest in
the biometric industry.

Although the basic shape of an individual’s hand remains relatively stable
over his or her lifetime, natural and environmental factors can cause slight
changes.

Iris Recognition

Iris recognition technology is based on the distinctly colored ring
surrounding the pupil of the eye. Made from elastic connective tissue, the
iris is a very rich source of biometric data, having approximately 266
distinctive characteristics. These include the trabecular meshwork, a
tissue that gives the appearance of dividing the iris radially, with striations,
rings, furrows, a corona, and freckles. Iris recognition technology uses
about 173 of these distinctive characteristics. Formed during the eighth
month of gestation, these characteristics reportedly remain stable
throughout a person’s lifetime, except in cases of injury.
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Iris recognition systems use a small, high-quality camera to capture a
black-and-white, high-resolution image of the iris. They then define the
boundaries of the iris, establish a coordinate system over the iris, and
define the zones for analysis within the coordinate system. The visible
characteristics within the zones are then converted into a 512 byte
template that is used to identify or verify the identity of an individual.

Retina Recognition

Retina recognition technology captures and analyzes the patterns of blood
vessels on the thin nerve on the back of the eyeball that processes light
entering through the pupil. Retinal patterns are highly distinctive traits.
Every eye has its own totally unique pattern of blood vessels; even the
eyes of identical twins are distinct. Although each pattern normally
remains stable over a person’s lifetime, it can be affected by disease such
as glaucoma, diabetes, high blood pressure, and autoimmune deficiency
syndrome.

The fact that the retina is small, internal, and difficult to measure makes
capturing its image more difficult than most biometric technologies. An
individual must position the eye very close to the lens of the retina-scan
device, gaze directly into the lens, and remain perfectly still while focusing
on a revolving light while a small camera scans the retina through the
pupil. Any movement can interfere with the process and can require
restarting. Enrollment can easily take more than a minute. The generated
template is only 96 bytes, one of the smallest of the biometric
technologies.

One of the most accurate and most reliable of the biometric technologies,
it is used for access control in government and military environments that
require very high security, such as nuclear weapons and research sites.
However, the great degree of effort and cooperation required of users has
made it one of the least deployed of all the biometric technologies. Newer,
faster, better retina recognition technologies are being developed.

Signature Recognition

Signature recognition authenticates identity by measuring handwritten
signatures. The signature is treated as a series of movements that contain
unique biometric data, such as personal rhythm, acceleration, and
pressure flow. Unlike electronic signature capture, which treats the
signature as a graphic image, signature recognition technology measures
how the signature is signed.
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In a signature recognition system, a person signs his or her signature on a
digitized graphics tablet or personal digital assistant. The system analyzes
signature dynamics such as speed, relative speed, stroke order, stroke
count, and pressure. The technology can also track each person’s natural
signature fluctuations over time.

The signature dynamics information is encrypted and compressed into a
template that can range from slightly larger than 1,000 bytes to
approximately 3,000 bytes. These templates are large by biometric
standards and reflect the variety of data available in a typical signature.

Speaker Recognition

Emerging Biometric
Technologies

Differences in how different people’s voices sound result from a
combination of physiological differences in the shape of vocal tracts and
learned speaking habits. Speaker recognition technology uses these
differences to discriminate between speakers.

During enrollment, speaker recognition systems capture samples of a
person’s speech by having him or her speak some predetermined
information into a microphone or telephone a number of times. This
information, known as a passphrase, can be a piece of information such as
a name, birth month, birth city, or favorite color or a sequence of numbers.
Text independent systems are also available that recognize a speaker
without using a predefined phrase.

This phrase is converted from analog to digital format, and the distinctive
vocal characteristics, such as pitch, cadence, and tone, are extracted, and
a speaker model is established. A template is then generated and stored
for future comparisons. Voice templates are much larger than templates
generated from other biometric technologies, typically 10,000 to 20,000
bytes.

Speaker recognition can be used to verify a person’s claimed identity or to
identify a particular person. It is often where voice is the only available
biometric identifier, such as telephone and call centers.

Newer biometric technologies using diverse physiological and behavioral
characteristics are in various stages of development. Some are
commercially available, some may emerge over the next 2 to 4 years, and
others are many years from implementation. Table 6 lists the 9 we
describe in this section and their current maturity. Each technique’s
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performance can vary widely, depending on how it is used and its
environment in which it is used.

________________________________________________________________________________________________________________________|
Table 6: Emerging Biometric Technologies and Their Maturity

Technology How it works Maturity

Vein scan Captures images of blood vessel patterns. Commercially available.

Facial thermography Infrared camera detects heat patterns created by the branching Initial commercialization attempts
of blood vessels and emitted from the skin. failed because of high cost.

DNA matching Compares actual samples of DNA rather than templates Many years from implementation.
generated from samples.

Odor sensing Captures the volatile chemicals that the skin’s pores emit. Years away from commercial release.

Blood pulse measurement Infrared sensors measure blood pulse on a finger. Experimental.

Skin pattern recognition Extracts distinct optical patterns by spectroscopic measurement Emerging.
of light scattered by the skin.

Nailbed identification An interferometer detects phase changes in back-scattered light Emerging.

shone on the fingernail; reconstructs distinct dimensions of the
nailbed and generates a one-dimensional map.

Gait recognition Captures a sequence of images to derive and analyze motion Emerging; requires further
characteristics. development.
Ear shape recognition Is based on distinctive ear shape and the structure of the Still a research topic.

cartilaginous, projecting portion of the outer ear.

Source: GAO analysis.

Vein scan biometric technology can automatically identify a person from
the patterns of the blood vessels in the back of the hand. The technology
uses near-infrared light to detect vein vessel patterns. Vein patterns are
distinctive between twins and even between a person’s left and right hand.
Developed before birth, they are highly stable and robust, changing
throughout one’s life only in overall size. The technology is not intrusive,
and works even if the hand is not clean. It is commercially available.

Facial thermography detects heat patterns created by the branching of
blood vessels and emitted from the skin. These patterns, called
thermograms, are highly distinctive. Even identical twins have different
thermograms. Developed in the mid-1990s, thermography works much like
facial recognition, except that an infrared camera is used to capture the
images. The advantages of facial thermography over other biometric
technologies are that it is not intrusive—no physical contact is required—
every living person presents a usable image, and the image can be
collected on the fly. Also, unlike visible light systems, infrared systems
work accurately even in dim light or total darkness. Although
identification systems using facial thermograms were undertaken in 1997,
the effort was suspended because of the cost of manufacturing the system.
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DNA matching is a type of biometric in the sense that it uses a
physiological characteristic for personal identification. It is considered to
be the “ultimate” biometric technology in that it can produce proof-
positive identification of a person, except in the case of identical twins.
However, DNA differs from standard biometrics in several ways. It
compares actual samples rather than templates generated from samples.
Also, because not all stages of DNA comparison are automated, the
comparison cannot be made in real time. DNA’s use for identification is
currently limited to forensic applications. The technology is many years
away from any other kind of implementation and will be very intrusive.

Researchers are investigating a biometric technology that can distinguish
and measure body odor. This technology would use an odor-sensing
instrument (an electronic “nose”) to capture the volatile chemicals that
skin pores all over the body emit to make up a person’s smell. Although
distinguishing one person from another by odor may eventually be
feasible, the fact that personal habits such as the use of deodorants and
perfumes, diet, and medication influence human body odor renders the
development of this technology quite complex.

Blood pulse biometrics measure the blood pulse on a finger with infrared
sensors. This technology is still experimental and has a high false match
rate, making it impractical for personal identification.

The exact composition of all the skin elements is distinctive to each
person. For example, skin layers differ in thickness, the interfaces
between the layers have different undulations, pigmentation differs,
collagen fibers and other proteins differ in density, and the capillary beds
have distinct densities and locations beneath the skin. Skin pattern
recognition technology measures the characteristic spectrum of an
individual’s skin. A light sensor illuminates a small patch of skin with a
beam of visible and near-infrared light. The light is measured with a
spectroscope after being scattered by the skin. The measurements are
analyzed, and a distinct optical pattern can be extracted.

Nailbed identification technology is based on the distinct longitudinal,
tongue-in-groove spatial arrangement of the epidermal structure directly
beneath the fingernail. This structure is mimicked in the ridges on the
outer surface of the nail. When an interferometer is used to detect phase
changes in back-scattered light shone on the fingernail, the distinct
dimensions of the nailbed can be reconstructed and a one-dimensional
map can be generated.
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Common Applications
of Biometric
Technologies

Gait recognition, recognizing individuals by their distinctive walk,
captures a sequence of images to derive and analyze motion
characteristics. A person’s gait can be hard to disguise because a person’s
musculature essentially limits the variation of motion, and measuring it
requires no contact with the person. However, gait can be obscured or
disguised if the individual, for example, is wearing loose fitting clothes.
Preliminary results have confirmed its potential, but further development
is necessary before its performance, limitations, and advantages can be
fully assessed.

Ear shape recognition is still a research topic. It is based on the distinctive
shape of each person’s ears and the structure of the largely cartilaginous,
projecting portion of the outer ear. Although ear biometrics appears to be
promising, no commercial systems are available.

Reduced cost, smaller size, greater accuracy, and greater ease of use are
making biometrics increasingly feasible for international travel
documentation, citizenship identification, automated banking, and benefits
dispersal. Biometrics have either been adopted or are being contemplated
for adoption in dozens of applications, ranging from modest—providing
time and attendance reports for small companies—to expansive—ensuring
the integrity of a registration database of 10 million voters.

Access Control

Biometric systems have long been used to complement or replace badges
and keys in controlling access to entire facilities or specific areas within a
facility. The entrances to more than half the nuclear power plants in the
United States employ biometric hand geometry systems. They protected
athletes housed in Olympic Village at the 1996 games in Atlanta.

Recent reductions in the price of biometric hardware have spurred logical
access control applications. Fingerprint, iris, and speaker recognition are
replacing passwords to authenticate individuals accessing computers and
networks. The Office of Legislative Counsel of the U.S. House of
Representatives, for example, is installing an iris recognition system to
protect confidential files and working documents. Other federal agencies,
including the Department of Defense (DOD), Department of Energy, and
Department of Justice, as well as the intelligence community, are adopting
similar technologies.
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Fraud Reduction

Leading banks and other financial service companies are experimenting
with facial, iris, and speaker recognition systems to authenticate ATM
users and to combat credit and debit card fraud. Hand geometry and iris
and facial recognition have been deployed at ATMs in North America,
Europe, and Asia. The JPMorgan Chase Bank allows some customers to
access accounts by speaker recognition. To address concerns about
security and fraud, organizations that offer Internet shopping are also
considering biometric technologies to authorize various types of
transactions.

Biometrics can also be used in monitoring applications. Adding biometrics
to time and attendance processes, for example, helps prevent hourly
employees from punching time cards for their absent friends, a practice
that is estimated to cost employers hundreds of millions of dollars
annually. Biometrics are also being applied to prevent prison inmates from
swapping identities with visitors as they leave prisons.

In addition, biometric technologies are being used in large-scale
identification systems to determine whether applicants are already
enrolled under a different identity. One specific application has been to
prevent individuals from cheating public sector benefits programs by
collecting benefits under multiple identities. A number of states have made
fingerprinting a requirement for registration for welfare and other types of
public aid. Since biometric systems were deployed, the number of
individuals claiming benefits has dropped dramatically in several states
that use such systems. Internationally, in the Philippines, South Africa, and
Spain, programs to streamline or legitimize issuing government benefits
have enrolled millions of citizens.

Licensing and Voter
Applications

Several states have implemented biometric systems to stop drivers,
particularly truck drivers, from maintaining duplicate licenses or swapping
licenses when crossing state lines or national borders. Large-scale
identification systems are also being used to register voters for national
and local elections to prevent voter fraud. Mexico, for example, uses facial
recognition technology to check voter rolls for duplicates in its national
elections. Brazil, Costa Rica, the Dominican Republic, Panama, and Italy
use fingerprints to verify voters at polling stations.

Criminal Identification and
Surveillance

Criminal identification is far and away the oldest, most widespread, large-
scale identification use of biometric systems. Automated fingerprint
recognition systems are employed around the world to identify suspects
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Performance Issues

within local, state, or federal databases of known offenders. Facial
recognition is also being used for criminal identification, although the
technology does not provide the same high degree of accuracy as the older
technology. Employee background checks are another application of
large-scale systems. The governments of Argentina, China, Nigeria, and
Yemen are all planning to implement biometrics in their national
identification programs.

Surveillance is one of the most recent applications of biometric systems.
Although the majority of the major casinos in North America have
deployed facial recognition surveillance systems for some time to spot
known cheaters, systems are now publicly deployed in Newham Borough,
England; Tampa, Florida; and Canada’s Lester B. Pearson International
Airport in Toronto. More recently, they have been used sporadically at
such major events as the 2001 Super Bowl in Tampa, Florida, and the
winter Olympics at Salt Lake City in 2002.

Biometric technologies are maturing but are still not widespread or
pervasive because of performance issues, including accuracy, the lack of
applications-dependent evaluations, their potential susceptibility to
deception, the lack of standards, and questions of users’ acceptance.
These issues should be kept in mind when considering biometrics for U.S.
border control.

Accuracy

Biometrics is a very young technology, having only recently reached the
point at which basic matching performance can be acceptably deployed. It
is necessary to analyze several metrics to determine the strengths and
weaknesses of each technology and vendor for a given application.

The three key performance metrics are false match rate (FMR), false
nonmatch rate (FNMR), and failure to enroll rate (FTER). A false match
occurs when a system incorrectly matches an identity, and FMR is the
probability of individuals being wrongly matched. In verification and
positive identification systems, authorized people can be granted access to
facilities or resources as the result of incorrect matches. In a negative
identification system, the result of a false match may be to deny access.
For example, if a new applicant to a public benefits program is falsely
matched with a person previously enrolled in that program under another
identity, the applicant may be denied access to benefits. The FMR,
sometimes called the false positive rate, is sometimes confused with the
false accept rate. The FMR is the probability of an erroneous match in a

Page 54 GAO-03-174 Biometrics for Border Security



Chapter 3: Biometric Technologies for
Personal Identification

single template comparison while the false accept rate is a system
measure that a person is erroneously matched, combining the results of all
template comparisons. For example, in an identification match, the FMR
would be the probability that the trial template erroneously matches a
single selected reference template. The false accept rate would be the
probability that the trial template erroneously matches any of the
reference templates.

A false nonmatch occurs when a system rejects a valid identity, and FNMR
is the probability of valid individuals being wrongly not matched. In
verification and positive identification systems, people can be denied
access to some facility or resource as the result of a system’s failure to
make a correct match. In negative identification systems, the result of a
false nonmatch may be that a person is granted access to resources to
which she should be denied. For example, if a person who has enrolled in
a public benefits program under another identity is not correctly matched,
she will succeed in gaining fraudulent access to benefits. The FNMR,
sometimes called the false negative rate, is sometimes confused with the
false reject rate.