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EGAO

Accountablllty * Integrity * Reliability

United States General Accounting Office
Washington, D.C. 20548

February 26, 2001

The Honorable Stephen Horn

Chairman, Subcommittee on Government Efficiency,
Financial Management and Intergovernmental Relations

Committee on Government Reform

House of Representatives

Dear Mr. Chairman:

This report responds to your request that we review the federal government's public key
infrastructure (PKI) strategy and initiatives to assess the issues and challenges the government faces
in adopting this new technology. A PKI is a system of hardware, software, policies, and people that,
when fully and properly implemented, can provide a suite of information security assurances that are
important in protecting sensitive communications and transactions. Specifically, we agreed to assess
(1) the progress of the federal government in planning and coordinating federal PKI initiatives and
(2) remaining challenges to be overcome before PKI can be put into widespread use. The report
recommends that the Director of the Office of Management and Budget take steps to improve the
federal government's planning for adoption of PKI technology.

We are sending copies of this report to Representative Dan Burton, Chairman, and Representative
Henry A. Waxman, Ranking Minority Member, House Committee on Government Reform; and to
Representative Janice D. Schakowsky, Ranking Minority Member of your Subcommittee. We are also
sending a copy of this report to the Honorable Mitchell E. Daniels, Director, Office of Management
and Budget. This report will also be available on GAO's home page at http:/www.gao.gov.

If you have any questions concerning this report, please call me at (202) 512-6257 or send e-mail to
mcclured@gao.gov. Other major contributors included John de Ferrari, Steven Law, John C. Martin,

and Jamelyn Smith.

Sincerely yours,

D o Ml

David L. McClure
Director, Information Technology Management Issues
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Executive Summary

Purpose

The federal government is increasingly promoting PKI technology for many
electronic government applications. A PKI is a system of hardware,
software, policies, and people that, when fully and properly implemented,
can provide a suite of information security assurances that are important in
protecting sensitive communications and transactions. Given the
importance of PKI as an enabler of electronic government, GAO agreed to
identify (1) the progress of the federal government in planning and
coordinating federal PKI initiatives and (2) remaining challenges to be
overcome before PKI can be put into widespread use.

Background

Increasingly, federal agencies are using the World Wide Web and other
Internet-based applications to provide on-line public access to information
and services as well as to improve internal business operations.
Congressional interest in the potential benefits of electronic and Internet-
based operations has resulted in the passage of laws designed to encourage
the deployment of electronic government functions. However, the potential
for improvements in service delivery and productivity come with many of
the security risks faced by existing systems as well as new risks. In some
cases, the sensitive information and communications that may be involved
in these activities will require greater security assurances than can be
provided by simple security measures, such as requiring passwords to gain
access to a system. A PKI and its associated hardware, software, policies,
and people can provide these greater assurances. Some electronic
government functions, such as the dissemination of public information,
probably do not need such rigorous measures. However, many important
communications and transactions that involve sensitive personal and
financial data cannot safely be conducted through purely electronic means
until the critical security features such as those provided by PKI are
enabled. The Chief Information Officer (CIO) Council’s Federal PKI
Steering Committee (FPKISC) and the General Services Administration
(GSA) have been the chief promoters of PKI technology in the federal
government. Regarding overall direction on governmentwide information
resources and technology management, the Office of Management and
Budget (OMB) is responsible for overseeing the efficiency and
effectiveness of interagency information technology initiatives and
developing and overseeing implementation of privacy and security policies,
standards, and guidelines.
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Results in Brief

The Federal PKI Steering Committee, in conjunction with GSA, has made
progress in promoting the adoption of PKI by individual agencies and in
laying the groundwork for the future development of a broader
governmentwide PKI. The committee has developed a mechanism, called
the Federal Bridge Certification Authority (FBCA), to connect disparate
agency PKI applications into a broader system. In addition, GSA is
sponsoring a program designed to develop and provide some of the
elements of an “off the shelf” PKI to individual agencies to promote wider
adoption of the technology. Several agencies—including the Department of
Defense (DOD), the Department of Energy (DOE), the Federal Deposit
Insurance Corporation (FDIC), the National Aeronautics and Space
Administration (NASA), and the U.S. Patent and Trademark Office—have
already implemented or are in the process of implementing PKI systems.

Although progress has been made in seeding PKI technology throughout
the government, designing and implementing large-scale systems that use
PKI technology remains a daunting task. Full-featured PKI
implementations—those that offer all of the security assurances needed for
sensitive communications and transactions—are not yet commonplace in
either the government or the private sector, and a number of substantial
challenges must be overcome before the technology can be widely and
effectively deployed.

e TFirst, in order to develop an interoperable’ governmentwide system,
agency PKIs will have to work seamlessly with each other, yet current
PKI products and implementations suffer from interoperability
problems.

e Second, because full-featured PKIs are rare, and those that exist are in
the early stages of implementation and use, it is not yet known how well
this technology will truly scale and interoperate as its use grows.

¢ Third, adoption of the technology may be impeded by the high cost
associated with building a PKI and enabling software applications to use
it. These costs can easily add up to millions of dollars.

¢ Fourth, an effective PKI—at any level within the government—will
require well-defined policies and procedures for ensuring that an
appropriate level of security is maintained on an ongoing basis.
Establishing such policies will require resolution of a number of

Interoperability is the ability of two or more systems or components to exchange
information and to use the information that has been exchanged.
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sensitive issues in areas such as privacy protection, encryption key
recovery, and how employees will be expected to identify themselves
and secure their electronic keys.

¢ Finally, as with any security technology, the success of a PKI
implementation will depend on how well people interact with the
system and how well the system is implemented. Thus, federal agencies
will be faced with the challenge of training and involving both users and
system administrators in the adoption of a technology that many find
complex and difficult to understand.

A logical way to address the uncertainties and risks involved in adopting
PKI technology in the government is to establish and enforce a
governmentwide management framework to guide the development and
deployment of PKIs by federal agencies. Although the FPKISC has made
efforts at a grass-roots level to facilitate the eventual development of a
governmentwide PKI, it does not have the authority to define or require
adherence to a governmentwide management framework. Without such a
framework, agencies risk building and buying systems that are not
interoperable and thus may require costly, complex solutions to interact
with a governmentwide PKI.

Principal Findings

The Federal Government
Has Made Progress in
Planning and Coordinating
PKI Initiatives

To further the development and deployment of secure electronic
government, a number of public key technology initiatives have begun at
the governmentwide level as well as at individual agencies. FPKISC has
been working to broaden awareness of the benefits of PKI technology and
to promote coordination of PKI activities throughout the government. Most
notable is the FBCA, connecting agency PKI applications. A prototype
version has been constructed, and some of its key features have been
successfully tested. For example, the demonstration successfully validated
signature certifications through complex chains of certification authorities,
including some that were up to seven certification authorities in length.
Committee officials are confident that an operational version of the bridge
certification authority will function as planned. A production version is
under construction and is expected to be available for operation in the
second quarter of fiscal year 2001. A managing body, the Federal PKI Policy
Authority, has recently been established to oversee and coordinate agency
involvement in the bridge certification authority.
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GSA’s program to provide free to agencies elements of an “off the shelf” PKI
for government transactions made directly with the general public—called
Access Certificates for Electronic Services (ACES)—has been successful in
jump-starting the effort. The Social Security Administration and the
Federal Emergency Management Administration are two agencies that are
planning to make use of ACES to build PKI technology into some of their
applications. Several other agencies—including DOD, DOE, FDIC, NASA,
and the U.S. Patent and Trademark Office—have already implemented or
are in the process of implementing PKI projects independently of the ACES
program.

Full PKI Implementation
Faces Many Formidable
Challenges

Despite recent progress, designing and implementing systems fully able to
utilize PKI technology within the government remains a serious challenge.
Several significant issues must be addressed before the technology can be
widely and effectively deployed, including the following.

e Interoperability. In order to develop an interconnected governmentwide
system, agency PKIs will have to work seamlessly with each other, yet
current products and implementations suffer from significant
interoperability problems, largely because PKI is not yet well-
established and standards are not yet complete. Several different
strategies will be needed to solve this problem, including further
refining existing standards, adopting standard high-level interfaces—
commonly referred to as application programming interfaces>—and
developing mechanisms such as the FBCA, which acts as a bridge across
disparate agency systems. However, none of these solutions is easy or
can be adopted quickly.

e (Operational experience. Government PKI implementations that offer the
full range of security assurances that may be needed for sensitive
communications and transactions currently exist only in limited pilot
projects or within relatively small, well-defined communities. For
example, the Patent and Trademark Office’s Electronic Patent
Application Filing System serves a relatively small population of patent
attorneys. Because no full-featured PKI has yet been implemented on a
truly broad scale—such as a major federal agency—many questions

2An application programming interface is the point of interaction between the application
software and the application platform (i.e., operating system), across which all services are
provided.
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remain about whether the products, which are currently available to
implement PKI, can meet the demands of widespread use.

e Affordability. Although PKI’s security features are critical to enabling
many important electronic government transactions and can be viewed
as an investment in providing security services for a wide range of
applications, adoption of PKI technology may be impeded by the high
cost associated with building a PKI and enabling software applications
to use it. Systems must be set up to carry out the technical functions of a
PKI, including positively identifying internal and external users,
generating keys, issuing them digital certificates, and managing the
exchange and verification of certificates. In addition, existing software
applications, electronic directories, and other legacy systems must be
modified so they can interact with the PKI. Further, outside vendors that
conduct electronic business with an agency will likely incur costs and
disruptions in making their own systems compatible. As a result, the
total costs associated with building a PKI and enabling applications to
use it can easily add up to millions of dollars.

e Well-defined and enforced policies and procedures. An effective PKI—at
any level within the government—will require a well-defined set of
policies and procedures for ensuring that the security of the system is
maintained on an ongoing basis. Establishing and enforcing these
policies and procedures will require resolution of a range of sensitive
issues. For example, because the digital certificates that PKI systems
produce and application programs use could also serve as a way to track
individuals as they conduct business throughout the federal
government, measures will have to be put in place to protect users’
privacy. Further, procedures will have to be developed stipulating how
employees will be expected to identify themselves and secure their
electronic keys and what actions will be taken when keys are lost or
destroyed. Developing, implementing, and enforcing a complete set of
policies and procedures is likely to require a substantial effort on the
part of each federal agency.

e Trained personnel. As with any security technology, the success of a PKI
implementation will depend on how well people interact with the
system and how well the system is implemented. However, PKI
technology in particular is complex and difficult for many people to
grasp. Even a well-designed and well-implemented PKI will lose its
effectiveness if users do not properly safeguard their keys and do not
understand the inherent vulnerabilities associated with Web browsers,
such as improperly accepting unverified digital certificates.
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Recommendations for
Executive Action

Agency Comments and
Our Evaluation

To date, federal agencies have not been directed by any governmentwide
standards for developing and managing PKIs. Early agency PKI pilot
projects have been focused on narrow communities of interest and have
not addressed larger compatibility problems. A management framework
could help agencies address the many challenges involved in implementing
PKI technology. Several key guidance areas essential to a federal PKI
management framework are currently not well defined, including (1) a
program plan identifying roles and responsibilities at the governmentwide
and agency levels as well as general time frames and resources to develop,
deploy, and maintain a federal PKI, (2) policy standards to reduce
implementation issues and efforts spent by federal agencies to develop
unique PKI solutions, and (3) technical standards—a federal PKI
architecture—that can guide the development and integration of agency
PKIs. In order to provide more and better electronic services, the
government needs a management framework, including a federal PKI
architecture that specifies standard protocols and high-level application
programming interfaces (API) to provide better guidance and promote
interoperability among agencies’ PKIs.

Given OMB’s statutory responsibility to develop and oversee policies,
principles, standards, and guidelines used by agencies for ensuring the
security of federal information systems, we recommend that the Director,
OMB establish a governmentwide framework to provide agencies with
direction for implementing PKIs. In constructing this framework OMB
needs to develop federal PKI policy guidance and ensure (1) the
development and periodic review of technical guidance, (2) the preparation
of a federal PKI program plan, and (3) that agencies are adhering to federal
PKI policy and technical guidance. In implementing these
recommendations, OMB should work with other key federal organizations,
especially the CIO Council, FPKISC, and National Institute of Standards
and Technology, to ensure broad acceptance within the federal
government. Details of our recommendations are provided in the report.

We received comments on a draft of this report from the Branch Chief for
Information Policy, Office of Information and Regulatory Affairs, OMB,;
Deputy Assistant Secretary (Information Systems) and Chief Information
Officer, Department of the Treasury; Associate Administrator, Office of
Governmentwide Policy, GSA; Deputy Assistant Secretary of Defense
(Security and Information Operations), DOD; and the Chairman of the
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FPKISC. All of the agency officials who reviewed the draft agreed with the
overall content of the report. Officials from OMB and GSA were concerned
that our recommendations language would lead OMB to adopt an overly
prescriptive “how to” role in federal PKI implementation. In response to
this concern, we have clarified the language outlining our
recommendations regarding OMB'’s role. We are recommending that OMB
establish a general PKI management framework to better facilitate the use
of PKI technology, ensure that agency PKI applications meet consistent
levels of security, and reduce the overall risk to the government of
developing disparate PKI implementations. In addition, each agency
provided technical comments, which have been addressed where
appropriate in the final report. Letters from GSA and Treasury are reprinted
in appendixes III and IV. Specific issues raised by reviewing agencies, along
with our responses, are discussed in chapter 3.
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Chapter 1

Background

The Adoption of
Electronic Government
May Be Slowed by
Security Concerns

Increasingly, federal agencies are using the World Wide Web and other
Internet-based applications to provide on-line public access to information
and services as well as to improve internal business operations. In some
cases, the sensitive information and communications that may be involved
in these activities will require a range of security assurances. Fully and
properly implemented, a PKI is a system of hardware, software, policies,
and people that can provide these assurances. Some electronic government
functions, such as the dissemination of public information, probably do not
need such rigorous measures. However, many important communications
and transactions that involve sensitive personal and financial data cannot
safely be conducted through purely electronic means until all of the critical
security features provided by PKI are enabled.

Electronic government—made possible by widespread Internet access and
interconnected systems—has the potential to transform how the federal
government operates. Electronic government is being pursued to facilitate
interaction of citizens and businesses with their government and improve
the efficiency and effectiveness of government through the application of
information technology (IT) resources. Electronic government can include
activities such as information collection and dissemination, funds and
benefits transfers, filings and applications, revenue collection, and
procurement of goods and services. For example, the Internal Revenue
Service (IRS), the Department of Education, and the Social Security
Administration (SSA) have applied electronic government techniques to
improve service delivery to taxpayers, students, and senior citizens,
respectively. Agencies such as DOD, NASA, and GSA have implemented on-
line procurement operations for several years.'

Congressional interest in the potential benefits of electronic and Internet-
based operations has resulted in laws designed to encourage the
deployment of electronic government functions. For example, the Clinger-
Cohen Act of 1996 requires GSA to provide governmentwide on-line access
to information about products and services available under the multiple
award schedules program. The National Defense Authorization Act for

IGAO products discussing electronic government issues include Electronic Government:
Government Paperwork Elimination Act Presents Challenges for Agencies
(GAO/AIMD-00-282, Septemberl5, 2000) and Electronic Government: Federal Initiatives Are
Evolving Rapidly But They Face Significant Challenges (GAO/T-AIMD/GGD-00-179,

May 22, 2000).
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Fiscal Year 1999 required DOD to establish a single, Defense-wide
electronic mall system for ordering supplies and materials. More broadly,
the Government Paperwork Elimination Act of 1998 set a deadline of
October 2003 for agencies to develop capabilities to permit, where
practicable, electronic maintenance, submission, or disclosure of
information, including the use of electronic signatures. Further, the
Electronic Signatures in Global and National Commerce Act® provides,
with certain exceptions, a signature or contract may not be denied legal
effect solely because it is in electronic form.

The potential for improvements in service delivery and productivity offered
by electronic government also involves threats, risks, and liabilities.
Although the risks to electronic systems and the traditional systems they
are designed to replace may be similar, the levels of risk may be vastly
different. For example, electronic transactions lack the physical context of
traditional transactions and thus involve increased risk. A paper record of a
transaction can undergo forensic chemical analysis to determine whether it
has been altered; however, electronic records in many systems can be
altered without detection. Further, physical access is needed before a
paper record can be tampered with, and such access is inherently limited.
On the other hand, with the global reach of the Internet, electronic misuse
and tampering can occur more quickly and with far greater impact. Finally,
human participation is required on both sides of a paper-based transaction,
providing the opportunity for immediate human inspection and verification
of the transaction. In contrast, electronic systems may readily process
transactions that would be immediately suspicious to a human observer.
Unless special security features are properly implemented, electronic
transactions are much more susceptible to fraud and abuse than traditional
paper-based transactions.

In addition, electronic government transactions will have to take place in
an environment of persistent information security weaknesses. Known
computer and network vulnerabilities—as well as the automated attack
tools needed to exploit them—are increasingly being made publicly
available, for example, by being posted on the Internet. This offers
potential attackers having only limited technical skill and knowledge the

“Government Paperwork Elimination Act, Public Law 105-277, October 21, 1998.

3Electronic Signatures in Global and National Commerce Act, Public Law 106-229,
June 30, 2000.
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opportunity to cause a great deal of damage. Business risks such as fraud,
theft, and destruction of assets—along with legal issues such as liability
and the loss of reputation—are exacerbated by the openness of the
Internet. Stories in the press of hacker attacks, Web page defacements, and
credit card information posted on electronic bulletin boards have led to
legitimate concerns about conducting “real” business over the Internet.
Recent surveys indicate that security and privacy are top concerns among
world Internet users.* These concerns are not unjustified. In recent years
we have consistently found security weaknesses at many federal agencies,
some of which could place sensitive tax, medical, and other personal
records at risk of unauthorized disclosure.’

Sensitive Transactions Face
Special Challenges

In recent years, valuable information about government services and
activities has been increasingly available over the Internet. However,
expectations are that electronic government will include much more than
just the electronic distribution of information; it will also include the
application for and delivery of government services on-line. Many such
services involve sensitive personal information, which will need to be
exchanged electronically. Sensitive information and transactions may need
greater security assurances.

SSA’s experience in attempting to make individuals’ Personal Earnings and
Benefit Estimate Statements (PEBES) available on-line showed that extra
safeguards may be needed when sensitive personal information is at risk of
improper disclosure. In March 1997, SSA first made PEBES information
available over the Internet. PEBES provides individuals with detailed
information on their earnings by year, Social Security taxes paid, and an
estimate of future benefits. The statements had been available in hard copy
by mail in response to written requests for about 10 years. To protect the
new on-line program, SSA had taken several measures that officials
believed would adequately safeguard requesters’ privacy, the system itself,
and the data it contained. However, just 1 month after the on-line program’s

‘See Assessing E-Government: The Internet, Democracy, and Service Delivery by State
and Federal Governments, Darrell M. West, Brown University, September 2000 and
E-Government: The Next American Revolution, Hart-Teeter for the Council for Excellence
in Government, September 2000.

Federal Information Security: Actions Needed to Address Widespread Weaknesses

(GAO/T/AIMD-00-135, March 29, 2000) and Information Security: Serious and Widespread
Weaknesses Persist at Federal Agencies (GAO/AIMD-00-295, September 6, 2000).

Page 16 GAO-01-277 Federal PKI Initiatives


http://www.gao.gov/cgi-bin/getrpt?GAO/T/AIMD-00-135
http://www.gao.gov/cgi-bin/getrpt?GAO/T/AIMD-00-135

Chapter 1
Background

implementation, concerns over the adequacy of the privacy safeguards had
sparked such public outcry that the Acting Commissioner of SSA was
forced to suspend it, although SSA reported that it had not received any
allegations of individuals fraudulently accessing the system. Concerns
were raised that potential wrongdoers could obtain this information
surreptitiously and use it to gain access electronically to an individual’s
private earnings and benefits information.® Others were concerned that
wrongdoers could use this service to validate identifying information about
an individual that they had obtained from other sources. While citizens can
still request PEBES information on-line, the statements are again mailed
out in hard copy, taking up to 4 weeks for receipt.

Sensitive Transactions Will
Likely Need the Full Range
of Security Assurances
Offered by PKI

Transactions involving sensitive information, such as PEBES statements,
are likely to require greater security assurances than can be had through
simple security measures, such as requiring passwords to gain access to a
system. For any given application, federal agencies are responsible for
determining the type of on-line transactions to be conducted over the
Internet and the security requirements needed to protect those
transactions.” Examples of sensitive transactions include the filing of
income tax forms with the IRS, applications for student financial aid with
the Department of Education, and applications for loans with the Small
Business Administration. Many federal information security experts
believe that sensitive government transactions such as these cannot be
safely conducted through purely electronic means until a full range of
critical security features are enabled. According to the National Institute of
Standards and Technology (NIST), individuals or entities interacting with
federal agencies electronically where there is a need for a secure
transaction should have four kinds of security assurances.®

e Jdentification and authentication is the assurance that the information
sender and the recipient will both be identified uniquely so that both

%See Social Security Administration: Internet Access to Personal Earnings and Benefits
Information (GAO/T-AIMD/HEHS-97-123, May 6, 1997).

"OMB Memorandum M-00-10, OMB Procedures and Guidance on Implementing the
Government Paperwork Elimination Act, April 25, 2000.

8Federal Agency Use of Public Key Technology for Digital Signatures and Authentication
(NIST Special Publication 800-25, September 2000).
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parties know where the information is coming from and where it is
going.

e (Confidentiality, or privacy, is the assurance that the information will be
protected from unauthorized access.

e Data integrity is the assurance that data have not been accidentally or
deliberately altered.

e Nonrepudiation provides proof of the integrity and origin of data that
can be verified by a third party. Nonrepudiation services may provide
important legal evidence in the event of a dispute.

Most security techniques in common use today provide only a subset of
these security features. For example, traditional user identification and
passwords/personal identification numbers (PIN) only provide for user
authentication. By entering a user name and then a password or PIN when
beginning a transaction, a user “proves” his or her identity to the system,
because only the legitimate user should know the correct password/PIN.
The system can then determine what types of transactions that user is
authorized to make.’

However, for many sensitive government transactions, this level of security
is not enough to satisfy the needs of either the end user or the government
agency involved. Users may also want assurance that they are indeed
connected to the particular agency they wish to do business with
(authentication of the recipient of the data as well as the sender).
Furthermore, both parties to the potential transaction may want assurance
that the amount and other details of the transaction will be kept private
(confidentiality) and will not be altered, either accidentally or otherwise, as
the transaction is being processed (data integrity). And finally, they may
want some kind of irrefutable electronic “receipt” to prove that the
transaction was actually submitted by the end user and received by the
government (nonrepudiation).

Fully and properly implemented, PKI can provide these types of assurances
so that sensitive transactions can be adequately secured. Given that
passwords and PINs are inadequate in this situation, PKI technology

9Although passwords and PINs are designed to provide this safeguard, in practice we have
found that the controls over these systems are often compromised. For a recent example,
see Financial Management Service: Significant Weaknesses in Computer Controls
(GAO/AIMD-00-305, September 26, 2000).
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represents one possible solution. The various technical features of PKI that
can provide security assurances are discussed further in this chapter.

Commonly available commercial Web browsers (such as Microsoft’s
Internet Explorer and America Online’s Netscape Communicator) make
use of only some of the technical features of PKI to provide security for
Web-enabled transactions. They invoke a standardized information
exchange protocol known as secure sockets layer (SSL), which uses PKI-
like features to provide a limited form of authentication between a user
application, such as a Web browser, and a server. In addition, many Web-
based merchants use SSL to provide confidentiality for customer purchase
information as it traverses the Internet. However, the full range of security
assurances that may be needed for sensitive transactions is not available
through SSL, unless the user’s software is specially configured or modified.
As it is commonly used, SSL does not provide full authentication of both
sender and recipient, nor does it provide for nonrepudiation of a
transaction. Thus it is not an answer to all of the government’s needs in
securing sensitive electronic transactions. (See appendix I for a discussion
of the limitations of SSL.) On the other hand, an effective full-featured PKI
is a practical option available to satisfactorily address all of the security
assurances that may be needed for these transactions. Again, the entity
developing the PKI is responsible for determining the security
requirements needed to conduct and protect on-line transactions.

OMB is responsible for providing direction on governmentwide
information resources and technology management and overseeing agency
activities in these areas. These responsibilities include assessing the
efficiency and effectiveness of interagency IT initiatives. OMB is also
responsible for developing and overseeing implementation of privacy and
security policies, principles, standards, and guidelines. OMB has identified
various categories of transactions that could require the security
assurances provided by a PKI.'

e Transactions involving the transfer of funds. Examples include
Department of Veterans Affairs and SSA claims and benefits.

e Transactions in which parties commit to actions or contracts that may
give rise to financial or legal liability. Examples include student loans
and procurement contracts.

YOMB Memorandum M-00-10, OMB Procedures and Guidance on Implementing the
Government Paperwork Elimination Act, April 25, 2000, pages 19-20.
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e Transactions involving information protected under the Privacy Act or
other agency-specific statutes, or information with national security
sensitivity, obliging that access to the information be restricted.
Examples include applications for passports and communications
within DOD, the Department of State, and the Nuclear Regulatory
Commission.

e Transactions in which the party is fulfilling a legal responsibility that, if
not performed, creates a legal liability. Examples include selective
service registration, environmental reporting to the Environmental
Protection Agency, and regulatory filings with the Securities and
Exchange Commission.

According to OMB guidance, not all transactions that fall into these
categories will necessarily need the full range of PKI security services.
Agencies will need to conduct risk assessments of systems to determine
the level of protection most appropriate for each. The CIO Council’s
Federal PKI Steering Committee (FPKISC) is the federal government’s
focal point for adoption of PKI technology. Through NIST, the committee
can provide technical assistance to agencies considering implementing
PKI. GSA has also been a promoter of PKI technology for the federal
government through its Access Certificates for Electronic Services (ACES)
program.

The basis of PKI'’s security assurances is a sophisticated cryptographic
technique known as public key cryptography. PKIs use cryptographic
techniques to generate and manage electronic “certificates,” which link an
individual or entity to a given public key. These certificates are then used to
verify digital signatures (providing authentication and data integrity) and
facilitate data encryption (providing confidentiality). A properly designed
and implemented PKI can also be used to ensure that a given digital
signature is still properly linked to the individual or entity associated with it
(providing nonrepudiation).

Cryptography is the transformation of ordinary data (commonly referred to
as “plaintext”) into a code form (ciphertext) and back into plaintext using a
special value known as a key and a mathematical process called an
algorithm. Cryptography can be used on data to (1) hide their information
content, (2) prevent their undetected modification, and/or (3) prevent their
unauthorized use. A basic premise in cryptography is that good systems
depend only on the secrecy of the key used to perform the operations
rather than any attempt to keep the algorithm secret. The algorithms used
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to perform most cryptographic operations over the Internet are well
known; however, because the keys used by these algorithms are kept
secret, the process is considered secure.

Cryptographic techniques can be divided into two basic types: secret key
and public key cryptography. Properly implemented cryptographic systems
can provide assurance regarding the origin, integrity, and confidentiality of
the information that has been exchanged, and provide a method by which
the authenticity of the document can be confirmed.

Secret Key Cryptography
Has Limitations When Used
for Large Groups of People
With No Preexisting
Relationship

Traditionally, the techniques of secret key cryptography have been used
primarily to provide confidentiality. In secret key cryptography (also called
symmetric key cryptography), one key is used to perform both the
encryption and decryption functions. (See figure 1.) The encrypted
message can be freely sent from one location to another through an
insecure medium, such as the Internet or a telephone link. As the name
implies, secret key cryptography relies on both parties keeping the key
secret. If this key is compromised, the security offered by the encryption
process is eliminated.

Figure 1: Secret Key Cryptography

Secret key

Encrypt » | Document

Document

Source: Department of Defense.

Secret key cryptography has significant limitations that can make it
impractical as a stand-alone solution for securing electronic transactions,
especially among large communities of users that may have no
preestablished relationships. The most significant limitation is that some
means must be devised to securely distribute and manage the keys that are
at the heart of the system, commonly referred to as key management. When
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many transacting parties are involved, this results in immense logistical
problems and delays. Furthermore, in order to minimize the damage that
could be caused by a compromised key, the keys may need to be short-lived
and therefore frequently changed, adding to the logistical complexity.

Public Key Cryptography
Addresses Many of These
Limitations

In contrast, public key cryptography (commonly referred to as asymmetric
cryptography) uses two different keys—a public key and a private key. The
two keys are generated by hardware such as a smart card, software on the
user’s computer, or provided to the user by a trusted entity. The user keeps
one of the keys secret, and the other is made publicly available to other
users. The security of the arrangement is based on the fact that knowing
the public key does not allow one to know the private key. The two keys
are mathematically related so that given the public key, it is
computationally infeasible to derive the private key because of the large
values used. Key lengths typically range from 512" to 1,024 bits,"* but are
likely to grow longer with time.

Suppose a fictional character named Bob has generated his two keys and
that he wants other people (or computers) to be able to send encrypted
information to him. Bob makes his public key easily accessible by adding it
to an on-line database in a manner that irrefutably links the key to his
identity. People wishing to send encrypted information to Bob then retrieve
his public key and use it to encrypt the information for him." Bob is the
only one who can read the information because only his private key is
capable of decrypting the message. Of course, Bob must keep his private
key well hidden or others will also be able to decrypt information intended
for him. In this example, fictional character Alice would encrypt her
message to Bob with Bob’s freely disclosed public key, which she obtained
from an on-line directory of public keys. Bob, in turn, would use his unique
private key to decrypt the message. In this way, the confidentially of the
message is ensured, as Alice knows that only Bob has the appropriate key

UAlthough there are implementations that generate 512-bits keys for digital signatures,
those keys do not provide adequate long-term security. Therefore, keys for digital signatures
that will be used for long periods of time should be at least 1,024-bits long.

2Digital Signature Standard (DSS) (NIST Federal Information Processing Standards
Publication 186-2, January 27, 2000).

Most public key cryptographic methods can be used for both encryption and digital

signatures. However, certain public key methods, most notably the Digital Signature
Algorithm, cannot be used for encryption, but only for digital signatures.
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to decrypt and read the message. Figure 2 illustrates the basic process of

public key cryptography.

Figure 2: Public Key Cryptography
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Source: Department of Defense.

Public key cryptography can address many of the limitations of secret key
cryptography regarding key management. There is no need to establish a
secure channel or physical delivery services to distribute keys. However,
public key cryptography has its own challenges involving the methods of
ensuring that the links between the users and their public keys are initially
valid and are constantly maintained, as will be subsequently discussed.

Combining Secret and
Public Key Cryptography
Provides Added Benefits

As just described, a sender can provide confidentiality for a message by
encrypting it with the recipient’s publicly available encryption key using
some public key algorithms. However, for large messages, this is
computationally time-consuming and could make the whole process
unreasonably slow. To solve these problems, it can be better to combine
secret and public key cryptography to provide more efficient and effective
means by which a sender can encrypt a document so that only the intended
recipient can decrypt it. In this case, Alice would generate a one-time secret
encryption key (called a “session key”) and use it to encrypt the body of her
message. Alice would then take Bob’s public key, encrypt the one-time
session key with that public key, and send him the encrypted session key
plus the encrypted document. Bob, in turn, would apply his private key to
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decrypt the secret session key, then use that session key to decrypt the
document itself. A diagram of this process is shown in figure 3.

Figure 3: Combination of Secret and Public Key Cryptography to Encrypt Large Files
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Public key cryptography can also be used to create a digital signature for a
message or transaction, thereby providing authentication, data integrity,
and nonrepudiation. For example, if Bob wishes to digitally sign an
electronic document, he can use his private key to encrypt it. His public key
is freely available, so anyone with access to his public key can decrypt the
document. Although this seems backward, since anyone can read what is
encrypted, the fact that Bob’s private key is held only by Bob provides the
basis for Bob’s digital signature. If Alice can successfully decrypt the
document using Bob’s public key, then she knows that the message came

Digital Signatures Are Based
on Public Key Cryptography

“Most public key cryptographic methods can be used to combine secret and public keys for
encryption. However, as discussed in footnote 13, certain public key methods, most notably
the Digital Signature Algorithm, do not support this process.
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from Bob, since only he has access to the corresponding private key. Of
course, this assumes that (1) Bob has sole control over his private signing
key and (2) Alice is sure that the public key used to validate Bob’s messages
really belongs to Bob.

Digital signature systems use a two-step process, as shown in figure 4. As
noted, public key cryptography is not used for encrypting large amounts of
data for performance reasons. Therefore, a means is needed to reduce the
amount of data that needs to be encrypted. This is accomplished by using a
hash algorithm that condenses the data into a message digest. The message
digest is encrypted using Bob’s private signing key to create a digital
signature. Because the message digest will be different for each signature,
each signature will also be unique and, using a good hash algorithm, it is
computationally infeasible to find another message that will generate the
same message digest.

Figure 4: Creating a Digital Signature
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Source: National Institute of Standards and Technology.

Alice (or anyone wishing to verify the document) can compute the message
digest of the document and decrypt the signature using Bob’s public key, as
shown in figure 5. Assuming that the message digests match, Alice then has
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three kinds of security assurance. First, that Bob actually signed the
document (authentication). Second, the digital signature ensures that Bob
in fact sent the message (nonrepudiation). And third, since the message
digest would have changed if anything in the message had been modified,
Alice knows that no one tampered with the contents of the document after
Bob signed it (data integrity). Again, this assumes that (1) Bob has sole
control over his private signing key and (2) Alice is sure that the public key
used to validate Bob’s messages really belongs to Bob.

Figure 5: Verifying a Digital Signature
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Source: National Institute of Standards and Technology.

Two Sets of Key Pairs are
Needed to Support
Encryption and Digital

Signatures

Within an organizational setting, the security system needs to generate
separate key pairs for encryption and for digital signatures. A copy of the
user’s private encryption key should normally be copied to a safe backup
location in case the organization has a need to gain access to encrypted
data in situations in which the user’s original private encryption key is
inaccessible. For example, the organization would have an interest in
decrypting data should the private key be destroyed or lost or if the user
were fired, incapacitated, or deceased. However, copies should never be
made of the private keys used for digital signatures and nonrepudiation, as
they could fall into the wrong hands and be used to forge the owner’s
signatures. In the event that a user loses, breaks, or destroys his private
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signature key, or forgets how to access it, a new signing key pair can be
generated for use from that point forward with minimal impact. Although
any subsequent documents signed with the new private signature key must
be verified with the new public signature key, previously signed documents
can still be verified with the user’s old public signature key.

In a small community where everyone knows everyone else, users can
individually give their public keys to the people with whom they wish to
deal. In a large-scale implementation, where it is necessary for individuals
or entities that may not know each other to conduct transactions, it is
impractical and unrealistic to expect that each user will have previously
established relationships with all of the other potential users in order to
obtain their public keys. One way around this problem is for all PKI users
and relying entities to mutually agree to trust a third party who is known to
everyone. The basic technical components for achieving third-party trust
include (1) digital certificates, which link an individual to his or her public
key, (2) certification authorities, which create these certificates and vouch
for their validity to the entities relying on the PKI, (3) registration
authorities, which are in charge of verifying user identities so that the
appropriate key pairs and digital certificates can be created, and

(4) certification paths, which are used for recognizing and trusting digital
certificates issued by other PKIs in order to create larger, connected
networks of trust. A set of written policies establishes the security
assurances that an organization needs to achieve and the practices and
procedures that will be followed to achieve and maintain those assurances.
Figure 6 shows the various components of a PKI, each of which will be
discussed in more detail.
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Figure 6: Basic Components of a PKI

Electronic directory  Digital certificate

Certification path

Certification a:thority V.

Digital certificate

Z——SS\ 1

Other certification
authorities

Registration authority

Certificates and A digital certificate is an electronic credential that guarantees the
g g
Certification Authorities Are @association between a public key and a specific entity.'” It is created by

the Technical Mechanisms
for Conveying Trust in a PKI

placing the entity’s name, the entity’s public key, and certain other
identifying information in a small electronic document that is stored in a
directory or other database. Directories may be publicly available

repositories kept on servers that act like telephone books for users to look
up others’ public keys. The digital certificate itself is created by a trusted

BCertificates can be issued to computer equipment and processes as well as to individuals.
For example, companies that do a lot of business over the Internet obtain digital certificates
for their computer servers. These certificates are used to authenticate the servers to
potential customers, who can then rely on the servers to support the secure exchange of
encrypted information, such as passwords and credit card numbers.
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third party called a certification authority, which digitally signs the
certificate, thus providing assurance that the public key contained in the
certificate does indeed belong to the individual named in the certificate.

A certification authority is responsible for managing digital certificates.
The purpose of the certification authority is to oversee the generation,
distribution, renewal, revocation, and suspension of digital certificates. The
certification authority may set restrictions on a certificate, such as the
s