June 2011

DHS SCIENCE AND TECHNOLOGY
Accountability • Integrity • Reliability

Additional Steps Needed to Ensure Test and
Evaluation Requirements Are Met
Highlights of GAO-11-596, a report to
congressional requesters

Why GAO Did This Study

What GAO Found

In recent years, GAO has reported on
challenges the Department of
Homeland Security (DHS) has faced
in effectively managing major
acquisitions, including programs
which were deployed before
appropriate testing and evaluation
(T&E) was completed. In 2009 and
2010 respectively, DHS issued new
T&E and acquisition directives to
address these challenges. Under
these directives, DHS Science and
Technology Directorate’s (S&T) Test
& Evaluation and Standards Office
(TES) is responsible for overseeing
T&E of DHS major acquisition
programs—that is, those with over
$300 million in life-cycle costs—to
ensure that T&E and certain
acquisitions requirements are met.
GAO was asked to identify (1) the
extent to which TES oversees T&E of
major acquisitions; and (2) what
challenges, if any, TES officials
report facing in overseeing T&E
across DHS components. GAO
reviewed DHS directives and test
plans, interviewed DHS officials, and
reviewed T&E documentation from a
sample of 11 major acquisition
programs from each of 11 different
DHS components. The results of the
sample cannot be generalized to all
DHS programs, but provided insights.

TES met some of its oversight requirements for T&E of acquisition programs
GAO reviewed, but additional steps are needed to ensure that all requirements
are met. Specifically, since DHS issued the T&E directive in May 2009, TES
has reviewed or approved T&E documents and plans for programs undergoing
testing, and conducted independent assessments for the programs that
completed operational testing during this time period. TES officials told GAO
that they also provided input and reviewed other T&E documentation, such as
components’ documents describing the programs’ performance requirements,
as required by the T&E directive. DHS senior level officials considered TES’s
T&E assessments and input in deciding whether programs were ready to
proceed to the next acquisition phase. However, TES did not consistently
document its review and approval of components’ test agents—a government
entity or independent contractor carrying out independent operational testing
for a major acquisition—or document its review of other component
acquisition documents, such as those establishing programs’ operational
requirements, as required by the T&E directive. For example, 8 of the 11
acquisition programs GAO reviewed had hired test agents, but documentation
of TES approval of these agents existed for only 3 of these 8 programs.
Approving test agents is important to ensure that they are independent of the
program and that they meet requirements of the T&E directive. TES officials
agreed that they did not have a mechanism in place requiring a consistent
method for documenting their review or approval and the extent to which the
review or approval criteria were met. Without mechanisms in place for
documenting its review or approval of acquisition documents and T&E
requirements, such as approving test agents, it is difficult for DHS or a third
party to review and validate TES’s decision-making process and ensure that it
is overseeing components’ T&E efforts in accordance with acquisition and
T&E directives and internal control standards for government entities.

What GAO Recommends
GAO recommends, among other
things, that S&T develop mechanisms
for TES to document its review or
approval of component acquisition
documentation and T&E
requirements, such as approving
operational test agents. DHS agreed
with GAO’s recommendations.
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TES and DHS component officials stated that they face challenges in
overseeing T&E across DHS components which fell into 4 categories: (1)
ensuring that a program’s operational requirements—the key performance
requirements that must be met for a program to achieve its intended goals—
can be effectively tested; (2) working with DHS component program staff who
have limited T&E expertise and experience; (3) using existing T&E directives
and guidance to oversee complex information technology acquisitions; and (4)
ensuring that components allow sufficient time for T&E while remaining
within program cost and schedule estimates. Both TES and DHS, more
broadly, have begun initiatives to address some of these challenges, such as
establishing a T&E council to disseminate best practices to component
program managers, and developing specific guidance for testing and
evaluating information technology acquisitions. In addition, S&T has
reorganized to assist components in developing requirements that can be
tested, among other things. However, since these efforts have only recently
been initiated to address these DHS-wide challenges, it is too soon to
determine their effectiveness.
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