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PREFACE

These standards are provided as guldehnes to. assist managers in ach1ev1ng the objectives
of their organization. The standards apply equally to program 1mplementat10n and
admlnlstratlon as Well as ﬁnanc1a1 operatlons They are mtended to help both program
and ﬁnanc1al managers ' "

The Ofﬁce of Management and Budget (OMBLCECMM A-123 "Management
Accountability and Control," June 21, 1995, provides the requirements for assessing
controls. These General Accounting Office (GAO) standards provide the measure of
quahty agamst Wh1ch controls in operation are assessed. The d1scusswns on the
components of internal control, such as analyzing risks and momtonng controls are
presented as explanatlons to enhance the understandmg of the standards

OMB Clrcular A-123 uses the term "management control" to cover all aspects of "1nterna1
control" over an agency's operations. The term internal control in this document is
synonymous with the term management control in that the broad objectives of internal
control (operations, financial, and compliance) cover all aspects of an agencys ‘}
operatlons ’

Beginning with the Accountmg d Auditing Act.of 19 1950, agency heads have’ been
required to establish and maintain effective mtemal control Since then, other laws have

- required renewed focus on internal control. The Federal Managers Fmanc1al Integnty

- " ;greater ecogmtlon to the increasing use of mformahon techn gy

Act of 1982 (FMFIA), requires agency heads periodically to eval tate their systéms’ of
“fmt“—“"al‘*control using thé guidance issued by the OMB and to.report on whether their
systems conform to the standards issued by the GAO. Most recently, the g:ederal
Financial Management hnproséggent Act of 1996 (FFMIA), in focusing. on financial
management systems 1dent1f1es mtemal control as an mtegral part of those systems

Over the years GAO has 1ssued numerous pubhcatlons to assrst agenc1es in estabhshmg
- and maintaining effective internal control systems. In 1983, GAO drew on its previously
‘issued guidance and experts throughout government, private sector, and academic -
‘communities to develop and i issue "Standards for Internal Controls in the Federal
Government" to facilitate unplementatron of FMFIA. Although those standards remain
conceptually sound and are used throughout the federal government, this update
enhances the standards to recognize recent internal control evaluation guidance v
. developed by the private sector with as51stance from GAO and ""'thers as ' ell as to glve P
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The proposed standards supersede GAO's "Standards for Internal Controls in the Federal
Government." They incorporate the existing GAO standards and the components of
internal control covered in Internal Control-Integrated Framework, by the Committee of -
Sponsoring Organizations of the Treadway Commission (COSO). !~ The eight major
internal control standards contained in this revision follow the COSO guidance closely
and also include reference to portions of OMB Circular A-123 that provide guidance for
evaluating internal control. Two of the standards concerning management reporting on
internal control and resolution of audit findings are standards not addressed by COSO but
reflect the pubhc S demand for a high level of accountablhty for government stewardshlp
of resources. These two standards are currently required by law and by the existing
internal control standards. Appendix II provides a crosswalk from the existing standards
to those proposed in this document When 1ssued in final, these standards will replace
the ex15t1ng standards

- To facilitate : reV1eW of these proposed standards they are located on the mtemet on.
GAO's Home Page (www gao.gov/). Additional copies of these proposed standards can
be obtained from the U S. _General Accountmg Ofﬁce room 1100, 700 4th Street NW N
Washington, DC" 20548 or by calling (202) 512-6000. Please send comments by March 11,
1998, to Robert W. Gramling, D1rector, Corporate Audits and Standards, Accounting and
Informatlon Management D1v1$1on at , , 5

U. S General Accountmg Ofﬁce o
. Room 5089 '

441 G Street, NW ‘

Washington, DC. 20548

Assistant Comptroller.General ,
Accountmg and Information Management Division

1Internal Control—Integrated Framework Comnuttee of Sponsonng Orgamzat10ns of the '_ :
‘Treadway Comrmssmn (COSO), September 1992. :
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Abbreviations -

AIMD Accounting and Information Management D1v151on

CFO."  Chief Financial Officers
COSO Committee on Sponsoring Organizations of the Treadway Commission
CPA Certified Public Accountant

FASAB  Federal Accounting Standards Advisory Board

FDIC  Federal Deposit Insurance Carporation

FFMIA  Federal Financial Management Improvement Act of 1996
FMFIA  Federal Managers' Financial Integrity Act of 1982

GAAS Generally Accepted Auditing Standards

GAO United States General Accounting Office

‘GPRA Government Performance and Results Act of 1993

GSA General Services Administration

JFMIP  Joint Financial Management Improvement Program
OMB Office of Management and Budget

‘OPM Office of Personnel Management
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INTRODUCTION

This document contains the internal control standards for executive agencies, as
required by the FMFIA. Internal control is a major part of the management processes
of any organization. Internal control comprises the plans, methods, and procedures
used by an entity to meet its objectives. Effective internal control is essential to
achieving the proper conduct of government business with full accountability for the
resources made available. Internal control helps ensure that an agency meets its
missions, goals, and objectives; complies with laws and regulations; is able to provide
reliable financial and other information concerning its programs, operations; and
activities; and serves as the first line of defense to preventing and detecting fraud.®
They facilitate achieving management objectives by servmg as checks and balances
against undesired actions. ' In preventing negative consequences mternal control helps
achieve the pos1t1ve a1ms of program managers ‘ : -

DEFINITION AND OBJECTIVES

Internal control is defined as a process, effected by an agency S management and
other personnel, designed to provide reasonable assurance that the ob,]ectlves of the
agency are bemg achleved in the followmg categones :

. Effectweness and efﬁc1ency of operations mcludmg the use of ‘entities -
resources.
* Reliability of financial reporting, including reports on budget executlon,
financial statements, and other reports for internal and external use. ©
. Comphance with apphcable laws and regulataons ‘ o

A necessary 1mphcat10n or subset of these ob,]ectlves is the safeguardmg of agency
- assets against unauthorized : acqu151t10n use,-or dlsposmon Consequently, the -~

defihition 'of internal’ ‘control as it’ relates to safeguarding assets can be expanded to

_include processes; effected by-an: agency's fanagement and other personnel de51gned‘

to: prov1de reasonable: assurance regardmg preventlon of or prompt detectlon of

‘ unauthonzed acqmsmon use or dlspos1t10n of the agency s assets

' 'Object1ves should be 1dent1ﬁed at all levels throughout the agency. ‘An agency should
ﬁrst estabhsh its ent1tyw1de objecuves and. then more specrﬁc obJectaves When

L 2Fraud 1s the mtentlonal nusrepresentatlon of ﬁnanc1al 1nformat10n yor theft of or
'mtentlonal nusappropnatlon of assets ' S :
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determinable, throughout the various levels in the entity. Objectives at different levels
should also be linked to activities throughout the organization and should be 1nternally
consistent and complementary. L

FUNDAMEN TAL CONCEPTS

The deﬁnmon of internal control and the objectives which it seeks to attain reflect .
several assoc1ated fundamental concepts. These concepts are useful in understanding
and applymg the 1ntemal control standards discussed on succeedmg pages.

Internal Control Is an Ongomg Process

Internal control is.not one event but a series of actions and act1v1t1es that permeate
an entity's operations. These actions are inherent in the way management runs the
entity. Internal control should not be looked upon as separate, specialized systems
within an agency. - Rather, they should be recognized as an integral part of each
system that ‘management . uses (for example, the budget development and execution
systems) to regulate and guide its operations. In this sense, internal control is =
‘management control that is built into the entity and are a part of its infrastructure.

Internal Contr‘ol Is Effected by People

People: are What make mternal control Work The respons1bll1ty for good mtemal
control rests with all managers everyone in. the organization plays;a part in makmg it-.
happen. People set the objectives, put the control mechanisms and act1v1t1es in place,
and mon1tor .and evaluate. the control., -y 3 :

Internal Control Provides .
'Reasonable Assurance, .
Not Absolute Assurance

No matter how well designed and operated internal control can not provide absolute
assurance_that all. obJectlves will be met.. Management should design and 1mplement
internal control based on the related cost and benefits. : Once in place, internal control
prov1des reasonable not absolute assurance of meetlng objectives because human - -
mistakes. and Judgmental €rrors, ‘management's- capacity -to override:control, and acts
of collusion to circumvent control can hamper meeting obJect1ves Nevertheless in
the federal government, internal control effectively designed and operated prov1des the
best available insurance that obJect1ves of the agency will. be -achieved.. R

. Page® o e .. . GAO/AIMD-98213.1 Proposed Revision of I/C Stds (12/97)




Internal Control Is Geared to
Achieving Objectives in "

One or More Separate but
Overlapping Categories

An objective in one category may overlap or support objectives in another category.
In addition, the category into which an objective falls can sometimes depend upon the
specific circumstances of an event or transaction or the environment of the entity.
Some types of objectives are common to all entities, such as producing reliable
financial statements and complying with all applicable laws and regulations. Others,
particularly those related to operational efficiency and effectiveness, such as
processing loan guarantee applications, are entity-specific and d1rected at the
individual mission and goals of the agency. . :

EVALUATION AND REPORTING
REQUIREMENTS '

The FMFIA places several responsibilities on agency management for evaluating and
reporting on internal control. The act directs the heads of executive agencies to

o annually evaluate their internal control usmg guidelines established by the
OMB and

. annually report on whether agency internal control complies with the
standards prescribed by the Comptroller General. Where internal control
does not comply, agencies must identify the Weaknesses involved and
describe the plans for corrections.

ORGANIZATION OF THESE STANDARDS‘ ‘

This document presents elght standards for the development operat10n, and .
evaluation of internal control for federal agencies. The first five of these standards
are considered to be- components of internal control. They are derived from the way
management operates an agency and are mtegrated with the management process.
They are considered essentlal for effectlve mtemal control ‘

The latter three standards address evaluating and reporting on internal control. In
particular, the sixth standard provides a basis for determining whether agency internal
control is effective. The seventh cites the requirements of FMFIA for reporting on .

" internal control. The final standard requires the prompt resolut10n of aud1t ﬁndmgs ,

N rand recommendatlons related to 1ntema1 control ‘ - ETe A Ll
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Additional sections discuss the internal control roles and reébdnsibﬂities of Vaﬁous »
1nd1v1duals and groups and explain the inherent hmltatlons of mternal control '

These standards replace the existing standa.rds when issued in ﬁnal

" ;;;ngmmpgg.zl.s.l Proposed Revision of IC Stds (12/97)




INTERNAL CONTROL STANDARDS

The internal control standards define the minimum level of quahty acceptable for internal
control in operauon and constitute the criteria against which internal control is to be
evaluated. These internal control standards apply to all operations; administrative and
programmatic functions, but are not intended to limit or interfere with duly granted
authority related to developing legislation, rule making, or other d1scret10nary pohcy
making in an agency.

COMPONENT STANDARDS
Control Enviromnvent‘ .

1Vlanagement and employees shall estabhsh and mamtam a control
environment throughout the orgamzatlon that sets a pos1t1ve and
supportlve attitude toward internal control and control | consciousness. A
pos1t1ve control environment is the foundation for all other standards of internal
control, providing discipline and structure. The control environment is the setting
which influences the quality of internal control. Several key factors influence
internal control These factors mclude the mtegnty, ethical values, and
competence of the entity's people, management S phllosophy and operatmg style;
the Way management assigns authonty and respons1b111ty, and organizes and
develops its people and the attentlon and d1rect10n prov1ded by top management
and overs1ght groups ” TP _

R1sk Assessment

.Intemal control should provnde for an assessment of the nsks the :
Vagency faces from both extemal and mternal sources A precond1t10n

to risk assessment is estabhshment of objectives, linked at different levels

and internally consistent. Risk. .assessment is the: 1dent1ﬁcat10n and. analysxs =
of relevant risks associated with achlevmg the objectives of the agency (for
‘example, those program objectives and financial. limitations.set-forth in the . -
budget) and forming a basis for determining how risks should be managed
Because governmental, economic, industry, regulatory, and - operating: .
conditions contmually change, mechanisms should be prov1ded to 1dent1fy '
~and deal with any special risks associated with change sl

Contro] Act1v1t1es

" /"GAO/AIMD-98:21.3.1 Proposed Revision of C Stds (12/97)




Internal control activities are to be effective and efficient in ,
- accomplishing the agency's control objectives. Control activities are the
— policies, procedures, techniques, and mechanisms that enforce
‘ management's directives, such as, the process of adhering to Management
orders for budget development and execution. They help ensure that
actions are taken to address risks. Control activities occur at all levels and
‘ in all functions of the entity. They include a wide range of diverse activities
. " such as approvals, authorizations, venﬁcatlons reconc111at10ns performance
- reviews, maintenance of security, segregatlon of duties, and the creation and
- maintenance of related records (such as documentatlon) which prov1de '
ev1dence of executlon of these act1v1t1es as Well as appropnate aud1t tralls

Informatlon and Commumcatlons

For an entity to run and control its operations, it must have relevant,
reliable information, both financial and nonfinancial, relating to
external as well as internal events. That information must be
recorded and communicated to management and others within the
entity Who need it and i in a form and within a tlme frame that enables
them to carry out thelr mternal control and other respons1b1ht1es

"Momtonng» -

"Internal control must be’ momtored Momtormg isa process that
assesses the quahty of performance over tlme Tlus is to be o
E ?*accomphshed through ongomg momtormg act1v1t1es separate evaluatlons or
a combmatlon of the two.’ Ongomg momtonng occurs in the ‘course of '
*-operatlons Tt includes regular management and supemsory act1v1t1es and
other actions personnel take in performing their duties: The scope and
. frequency of separate evaluations shall depend primarily on the assessment ,
of risks and the effectiveness of ongoing monitoring procedures.” ‘Internal -
~control deﬁc1enc1es should be commumcated to the individual respon51b1e
for the'deficient functlon and also to at one level of management above
"‘"‘that md1v1dua1 Senous matters should .be reported to top management

Qe

Effecti've‘nes | f“I'nt mal 'CbntrOI el B

For internal control tobe Judged effectlve, management must have
reasonable assurance that T

the agency s operatlonal obJectlves are bemg met .

. Pagel0 .. ... . GAO/AIMD:98213.1 Proposed Revision of IC Stds (1207)




st mesmaecoc

¢ the published financial statements and reports prepared for internal

and external use (such as budget execution reports) are rehably
prepared, and

. compliance with applicable laws and regulations is being achieVed.

The significance of all mternal control deficiencies identified by management

“employees, Inspectors General and other auditors, or other sources must be

evaluated individually and collectrvely by management in deciding their effect on
the five components of internal control and the related impact on whether the
objectives of internal control are bemg met. OMB Circular A-123, "Management
Accountability and Control," dated June 21 1995, prov1des guidance on assessing
internal control deficiencies. Financial statement auditing standards provide
additional guidance in assessing financial reporting weaknesses.

RepOrting to ‘External Parties '

Management shall provide an ‘annual pubhc report presentmg its assertion
about the effectiveness of its internal control. The FMFIA requires that the
heads of executive agencies report annually to the President’ on internal control, -

- identifying any material weaknesses and plans for correcting them. It also

“A-123 prov1des gmdance on how to satlsfy FMFIA S reportmg requuement

Audit Resolutlon SR

N ‘Audlt ﬁndmgs shal] be promptly resolved Managers are to (1) promptly |
evaluate findings, those showing deficiencies and others, and L AT
recommendatlons reported by auditors (2) determme proper actions 1n
response to audit findings and recommendatlons and (8) complete Wltlun
established time frames, all actions that correct or. othervnse resolve the -
matters brought to management’s attentlon

requires that agencies make these reports available to the pubhc .OMB Circular

the requn'ement 73 repo‘ "i‘f"'@., e

Pagell
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DETAILED EXPLANATION OF STANDARDS

\

The internal control standards deﬁne the mlmmum level of quahty acceptable for
internal control i in operatlon and constitute the criteria against which internal control
is to be evaluated. These mternal control standards ‘apply to all operat10ns o
admuustratwe ‘and programauc funct10ns but are not mtended to hm1t or/mterfere
with duly granted authonty related to development of leg1slat1on rule-makmg, or other
: :d15cret10nary pohcy-makmg in an agency ' . o

The eight internal control standards can be categorized into two groups.* One group
comprises the five standards that relate directly to the functioning and operat10n of -
the internal control. The second group contains the other three standards which deal
- with evaluating the internal control reportmg on them, and respondmg to audit,
ﬁndmgs and recommendauons o e .

‘COMPONENT STANDARDS

Internal control cons1sts of ﬁve mterrelated components Wh1ch form an mtegrated
process that'can react to changmg circumstances and conditions within the entity.:
These components are derived from the way in which agencies conduct their: activities .
and are integrated within the management processes. The components of internal
control are the control environment, risk assessment, control activities, information

and . commumcatmn and momtonng Each of these components is essent1al to
ach1ev1ng the operattons, ﬁnanc1al reportmg, and comphance obJectlves of mtemal
control The standards for each are d15cussed below C

*To a large degree, these standards parallel and draw upon the criteria presented in
Internal Control-Integrated Framework published by the Committee of ‘Sponsoring
Organizations of the Treadway Commission (COSO) in September 1992. COSO
consists of the American Institute of Certified Public Accountants, the American
Accountmg Association, The Institute of Internal Auditors, the Institute of Management -
Accountants, and the. F1nanc1al Executives Institute. ‘Copies of Internal Control =
Integrated Framework may be obtamed from the Order Department ‘American . '
- Institite of ‘Certified Public Accountants Habors1de F1nanc1al Center 201 Plaza
‘ Jersey C1ty, NJ 07311-3881 R e
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of developmg and 1mp1ement1ng good mtemalcontro

‘ knowledge and skﬂls Management should prov1de appropn, te

.Pa‘g’é 31"3_ S

Control Environment

Management and employees shall establish and maintain a control
environment throughout the organization that sets a positive and
supportive attitude toward internal control and control consciousness.

A positive.and supportive control environment, providing discipline and structure, is -
the foundation for all other standards of internal control. The control environment is
influenced by the agency's history and culture and it, in turn, influences how the -’
agency conducts its activities. This standard requires that agency managers and other
personnel be attentive to internal control and take it seriously. Attitude affects the
quality of internal control and; as a result, the quality of performance and the =
achievement of internal control objectives. Attitude is not reflected in anyone"
particular aspect of management's actions, but rather is fostered by management's
commitment to achieving strong control through all of its acnons that contnbute to a
positive: control environment. ’ : : S

There are seven major factors that significantly affect the ‘entity's control énvirohment.
These factors are (1) the integrity and ethical values of management and employees of
the agency, (2) the competence of its:personnel, (3) management’s phﬂosophy and
operating style, (4) the way the agency is organized, (5) the mannerin which
management a551gns authority arid responsibility, (6) how the agency develops and
trains its-human resources,.and: (7) the attentlon and d1rect10n prov1ded by overs1ght '
groups They are. dlscussed below G e

1 Integrzty and E’thzcal Values

An agency's top-level management plays a‘key role‘in providing leadership and i m
establishing and mamtalmng the organization's ethical tone. ‘It has primary
responsibility for-communicating behavioral standards to the rést: of the agency.
Management and'its: staffs must mamtaln ‘and demonstrate personal and’ profess1onal

- integrity and the- preventlon of fraud:" Integnty isa prerequl51te for et}ucal behav10r 1n i
~all aspects of .an: agency s-activities. ' Management should (1) rémove or reduce
- incentives.or. temptatlons for: unethical behavior; @) prowde—through a forma.l code of-
-conduct as.well as*by- example—exphcxt guldance on What is properr;and What 1s e
'mappropnate behav10r andi(3 : sy R

) ’disc1phne v101ators

2 Commztment to Competence

Managers and employees should possess and mamtam a level of competence that i fF‘ :

the: competence level for particular jobs and:'-translate hose

. "»»"-L-GAO/AIMD498-21._3.'1 PrOpos_ed Revision of C Stds (12/97):
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experience for specific jobs. In addition, counseling and performance appraisals are
important. Performance appraisals should be based on an assessment of critical
factors, including the. 1mplementat10n and mamtenance of effectlve 1nternal control

3. Managements thlosophy and Operatmg Style

The nature of internal control can be affected by the degree to which management is
Wllhng to accept risks and the degree of economic or regulatory control imposed by
others. Other elements affectmg the entity's philosophy and style include attitudes
toward reportmg (both financial and programmatic) and the use of aggressive or -
conservative accounting principles and estimates and other rules for reporting. In -
addition, the attitude .of management toward data processing and accounting. functlons
and personnel in general ‘can have a profound effect on internal control. One :
important way for management to demonstrate its support for good internal control is
to. emphasize the value of an Inspector General, external audits, and other-evaluations -
and studies, and its responsiveness to information developed through such products.

o !; _Organizational Structure

The organization of an agency provides its: management with the overall framework

for planning, d1rect1ng, and controlling its operations to achieve is objectives. Good
internal control requires that-the entity's: orgamzatlonal structure clearly define key
areas. of authonty and responsibility and.establish appropriate lines of reporting. The
appropnateness of the structure depends; in part, upon the entity's size and the nature-
of its activities. However, the organization of act1v1t1es should be de51gned to aclrueve
the entity's overall ob_)ectlves ‘ e : e

5 Asszgnment of Authorzty and Responszbzhty

For an agency to accomphsh 1ts rmss1on management must delegate authonty and
responsibility throughout the organization. - This: ‘delegation covers authority: and
responsibility for operating: activities, reporting. relationships; and authorization
protocols. A. cntlcal internal control. challenge is:to delegate enough to. achleve the
objectives,. but not so much that. temal control is significantly weakened. - Another:
challenge is. ensunng that each 1nd1v1dua1 knows how:his-or. her actions: interrelate and
contribute to meeting the objectives: - -With- mcreased delegatlon of authority-and -
responsibility, management should have effective procedures to monitor results

' _.Ind1v1duals should be held accountable for then: decisions. and actions..:

Impllc1t in the ass1gnment of authonty and respon51b111ty is. the reqmrement to- prov1de’

. quahﬁed and contlnuous superv151on Supemsmn throughout the agency helps- ensure -
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, ..dlscusses the role of an agency senior management
: '_agenc1es have found such a councﬂ to be a useful
e "deﬁc1enc1es m management control =

- ‘Page 15

6. Human Resource Policies and Practices

This factor ties.closely with the-ones on commitment to competence and'the
assignment of authority and responsibility. The agency must establish appropriate
practices for hiring, orienting, training, supervising, evaluating, counseling, promoting
compensating, and disciplining its personnel. For example, related to hiring, the
agency should have standards for hiring qualified people, with emphasis on education,
experience, accomplishments; and ethical behavior. Also, training must be an ongomg
process and rotation of personnel and promotions should be based on penodlc
performance appraisals. : S

The appropriate degree of supervision, review, and approval of assigned work clearly
identifies duties and responsibilities and helps to ensure the proper processing of: -
transactions and events, reduces misunderstandings and improper practices, -
discourages wrongful acts, and provides staff with guidance and training. Bonus
and/or award iricentives. can also be used to reinforce motivation and performance. In
addition, disciplinary actions, when deserved; send a message to the rest.of the agency
that certaln behav10r W111 not be tolerated

7 Overszght Groups A

OverSIght bodies in the federal government are the Congress and central agencies
(OMB, Treasury, General Services Administration (GSA), the Office of Personnel
Management (OPM), and GAO). In its oversight role, the Congress mandates the:
programs that agencies.are to undertake and the extent.and depth of the undertaking.
GAO supports-the:Congress in its.role. The central agencies provide policy and other
guidance to-agencies. The Congress also monitors: the agencres progress toward

~ meeting the mandated goals

Within agen01es, there are: also mechanisms in place-to monitor operations and
programs. These include senior management counc1ls Such councils:may" mclude
high-level line and staff management as well as:the agency inspector general. - :

~Agencies may also have audlt committees analogous:to the private sector. - Senior
“management councils may help to fill the role of an aud1t comnuttee and thereby, .

1mprove the agency S lntema.l control

'5OMB Clrcular No A-123 Rev1sed "Management Accountablhty and Control" June 21 :

1995; Attachment Sectlon III, Assessing and, Improv1n Man
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Risk Assessment

Internal control should provide for an assessment of the rlsks the agency
faces from both external and internal sources.. ‘ : Ct el

Every agency faces nsks that could threaten the ach1evement of its- obJect1ves These
risks come from a variety of external and internal sources. Risk assessment is the
identification and analysis of possible risks in meeting the agency's objectives and
forming a basis for how these risks should be managed or controlled and the
deterrents that should be implemented. : :

A precondition to risk assessment is the establishment of objectives, linked at -

different levels and internally consistent. By setting objectives at both the: entlty and
activity levels in terms of: ‘operations, financial reporting; and compliance with laws
and regulations, agencies can identify critical success factors. These are the things
that must occur or "go: right" if the objectives are to be met. Knowmg What must go ;
right is critical to identifying the risks of what- can go Wrong 1t s

The identification and analysis of risk is a contmual process that is cntlcal to the
effectiveness of internal control. Management must focus on risks 4t all levels in the
entity and act to manage them

1 Rlsk Identzf' catwn :

Management should be comprehens1ve in 1ts 1dent1ﬁcat10n of nsks and should

consider all significant interactions between the entity and other parties as: Well as’ ‘
internal factors:at both the entity-wide and activity level. Many methods of nsk .
identification may be used, including ST

e quahtatlve or quantltatlve methods to. )ldent1fy and rank hlgh-nsk CEER
: aCt1V1tleS BT R
& :senior management planmng conferences and
. short and long—range forecastmg and strateglc planmng

Management should carefully cons1der the spec1ﬁc external factors that may present
risk to the agency. Examples of such external factors that could cause risk mclude
the followmg '

. technologlcal developments (
. ® changing needs or expectauons of the Congress agency ofﬁc1als and

" the-public; - | S ol
e "neW leglslatmn and/or regulatmns G
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special risks associated W1th change. Changmg condmons often can greatly mcrease

Examples of internal factors that can give rise to risk may include the following:

downsizing agency operations,
reengineering agency opeérating processes
disruption of information systems processing,
highly decentralized program operaticns,
- the quality of personnel hired and training provided,
heavy reliance on contractors or other related partles to perform
critical agency functions,
e changes in management responsibilities, and
¢ the nature of the enttty s activities and employee access to assets.

In identifying risks, management must also con51der other factors that may contribute
to or increase the risk to which the agency may be exposed. Examples of such
considerations include past failures in meeting budget limits and agency objectives and
the reasons for those failures; making improper program expenditures; geographically
distributed agency activities; and the significance and complexity of any specific
actmty Whlch the agency undertakes.

2. Risk Analysis

The risk analysis methodology can vary because levels of risk are difficult to quantify.
However, the processes of analysis would generally include the following:

¢ estimating the risk Signiﬁcance, :
* assessing frequency/likelihood of occurrence, and
* considering how to manage the risk and the actions to be taken.

All of these must be considered together. A risk that has little significance and low

- probability of occurring may require no action at all. Yet, one with high significance

and high frequency will usually require much attention. Once risks have been
analyzed, management needs to formulate an approach for risk management and

control based upon how much risk can be prudently accepted. The approach can vary

considerably from one agency to another, but all approaches should be designed to

'keep risks within the levels judged appropriate by management. Once the approach |

has been 1mplemented 1t should be momtored and tracked for effectlveness

3. Managmg Risk Durmg Change |

Because govemmental economlc mdustry, regu.latory, operatmg, and other condmons

continually change, mechamsms should be provided to identify and deal with any

nsks to an. agency Mechanlsms should be plac
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changes. These mechanisms need not be elaborate, but are usually related to the
recording and use of information. :

Some major. changmg conditions that Wa.rrant speaal cons1derat10n W1th regard to risk
may include the following: :

new personnel i in key posmons or Iugh personnel turnover
new or changed information systems ,

rapid growth, expansion, or downsmng,

1mp1ementat10n of major new technologles

production or provision of new outputs; and

starting operatlons in new geographical areas.
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that a parncular agency may requlre

Control Activities

Internal control act1v1t1es are.to be effective and effic1ent m
accomphshmg the agencys control obJectlves

Control activities are the pohc1es procedures techniques, and mechamsms that ensure
that management's directives are being carried out to meet the agency's objectives,
including, for example, budget, program, and financial objectives and to prevent and
detect fraud. They help ensure that necessary actions are taken to address risks "
affecting those objectives. They can usually be categorized by the specific objective
(operational, financial reporting, or corapliance) to which they relate, but often a

. particular control activity may apply to the achievement of more than one objective.

Control activities occur at all levels and in all functions of the entity. They include a
wide range of diverse mechanisms and activities such as organizational plans,
managerial approvals and authorizations, verifications, reconciliations, performance
reviews, maintenance of security, restrictions on access to resources, segreganon of

duties, and documentation of. transactlons and events and of the internal control
structure itself.. AT

Internal control activities mvolve two elements policy on what should be done and
procedures, techniques, and mechanisms to effect the policy. Policies should be in
writing and should be implemented thoughtfully, consc1ent10usly, and consistently.

The procedures, techniques, and-mechanisms to 1mp1ement policy should contmually
prov1de a high degree of assurance that the internal control objectives are being
achieved. To do so they must be effective and efficient. To be effective, control
procedures, techniques, and mechanisms should fulfill their intended purpose in actual
application. They should provide the coverage they are supposed to prov1de and
operate when and as intended. They should be designed to derive 1 maximum benefit

~ with minimum effort to achieve efﬁc1ency In addition they should be regularly
momtored and evaluated. .

1 Types of Control Acthtzes

Many dlﬁ'erent types of control act1v1t1es have been descnbed mcludmg prevent1ve S
control, detective control, manual control, computer control, and management control.

- Control act1v1t1es, however, can also be classified by specific control ~objectives, such

as ensuring completeness and accuracy of information processing. "The following are
certain categories of control activities that should be common to all agencies and

‘examples-that should be established for each. These are presented to illustrate the‘ |

range and variety of control activities and are not all-mcluswe of the control act1v1t1es

vel Revzews :
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Management should regularly review actual performance versus budgets, forecasts,
and prior periods results. The Government Performance and Results Act of 1993
(GPRA) requires that agencies develop strategic plans that cover a period of at least 5
years, annual performance plans, and report on the achievement of ‘goals and
objectives on an annual basis. (These performance reports start in March 2000.)
GPRA requires that agencies develop performance targets and. measures and report

‘results. Top level management should be involved in these processes. Major agency

initiatives should be tracked for target achlevement Implementation of plans should

‘be monitored. Management actions taken to analyze and follow up on such trackmg
-and momtonng represent control activities as well as the agency S control :

env1ronment

B Dzrect Functzonal or Acthty Management
The agency's managers also review performance reports analyze trends and relate
results to targets Financial and program managers should review reports des1gned to
compare performance to planned or.expected results. . Other control activities may =
include recénciliations of summary information to supporting detail (e.g., control

~accounts to subsidiary accounts) and checkmg summarizations of operatlons v

C Informatzon Processzng

A variety of control act1v1t1es may be used to check data accuracy, completeness and
the appropnate authonzatron of transactrons -Data entered into:systems should be*
subJected to edlt checks and matched to approved control files. - Transactions should ,
be accountéd for in ‘numerical sequences. _File totals should be compared with control -
accounts Exceptrons should be examined and acted upon Access to mformatlon
processmg data ﬁles and programs must be controlled o ot

D. Physical Control

Various types of assets such as equipment, mventones, securities, cash, and any other
assets which may be vulnerable to risk of loss or unauthorized use should be _
physically secured and penod1ca11y counted and compared to: amounts shown on B
control records . Bl e L e I e

E Performance Indzcators |

Control act1v1t1es should be estabhshed to momtor performance mdlcators Tlus
control could call for compansons and assessments relating drfferent sets of data to

~one’ another so that analyses of the relat10nsh1ps can be made and correct1ve acttons
"1f necessary, can be taken. Investlgatron of unexpected results or unusual trends - i L
» -enables 1dent1ﬁcatlon of c1rcumstances Where achrevement of act1v1ty obJectlves 1s
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threatened. Analysis of performance mdlcators may serve operatlonal and/or ﬁnanc1al
reporting control purposes ‘ o

F. Segregatzon of Dutzes o

| Key dutles and respons1b11mes should be d1v1ded or segregated among dlfferent people

to reduce the risk of error or fraud. This should include separating the responsibilities
for authonzmg transactions, processing and recording them, reviewing the
transactions, and handling the related assets.. To reduce the risk of error, waste, or ,
fraud or to reduce the risk of their going undetected, no one individual should contiol
all key aspects of a transaction or event. Duties and responsibilities should be
assigned systematically to a number of individuals to ensure effective checks and
balances. Collusion, however, can reduce or destroy the effectiveness of this internal
control activity, and management should reduce the opportunities for and watch for
collusmn

G Executzon of Transactzons and Events

Transactlons and other SIgmﬁcant events should be authonzed and executed only by
persons acting within:the scope .of their authority. These authonzatlon control:
activities deal with manageinent's decisions to exchange transfer, use, or- commlt
resources for specified purposes under: specific: condltlons It is'the principdl means-
of assuring that only valid transactions and.other events are initiated or entered into.
Authorization should be clearly commumcated to managers and employees and should
include the: spec1ﬁc cond1t10ns and terms. under which authorizations are to be. made
Conforming to the terms of an authorization means that employees are carrying out -
their assigned duties in accordance with d1rect1ves and w1th1n the hmltatlons

-estabhshed by laW regulation, and management;

H Recordzng Transactzons and Events

: Transactlons and other s1gmﬁcant events should ‘be: promptly recorded ‘and.properly

clasmﬁed “Transactions must-be promptly recorded if .pertinent: mformatlon is‘to

maintain its relevance and value to: management in:controlling operatlons ‘and makmg

decisions.- This- appliesito’ (€] the entire’ process or life ‘cycle:of'a transaction or event
and mcludes the initiation and authonzatlon, (2) all aspects of the transaction:while in-
process, and (8) its final classification in summary records. Proper classification of
information on transactions and events refers to the organization’ 4nd: format of

‘ mfonnatlon on summary records from wluch reporl:s and statements are prepared

I Access Restrzctzons to and Accountabzlzty |
for Resources and Records
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Access to resources and records should be limited to authorized individuals, and
accountability for their custody and use should be assigned and maintained. Periodic -
comparison of resources with the recorded accountability should be made. The
frequency of the comparison should be a function of the vulnerability of the asset. .

The basic concept behind restricting access to resources and records is to help reduce
the risk of errors, fraud, misuse, or unauthorized alteration, and to help achieve the -
directives .of management However, restricting access depends upon the- vulnerablhty
of the resources or records and the perceived risk, both of which should be '
periodically assessed. Other factors affecting access to assets include the asset value,
portability, and exchangeability.. Assigning and maintaining accountability for
resources and records.involves telling specific md1v1duals W1th1n the agency that they
are respon51ble for their: custody and use:" : ‘

J Documentatzon

Internal control and all transactions and other s1gmﬁcant events should be clearly
documented, and the documentation should be readily available for examination. The
documentation of internal control should include identification of the agency's activity-
level functions and related objectives and control activities; and should appear 1n : '
management. directives, administrative policy, and- -accounting manuals. S
Documentation of transactions or other significant events should:be complete and

-accurate and should facilitate tracing the transaction or-event:and related mformatnon :

from before.it.occurs, .through. its processing, to after it is completed.: The
documentatlon whether in. paper.or electronic form; should-be:purposeful ‘and- useful .
to managers in controllmg their operauons and to aud1tors or others mvolved m
analyzing operatlons R T S e SR

2. Integratzon wzth stlc Assessment

Along with assessing risks, management needs. to act to address those risks. The.
actions management decides to take to address risks also serve to focus attention on
control activities ‘put in: place to ensure that the actions are carried’ out' properly and
promptly,- Control- activities are a:major part of. the process by which: an agency
achieves its; obJectlves as opposed to being 1mp1emented for their:own: sake or:
because. "it:is the right tlung to-doi" In this 'sense; control is built directly into- the :
management process e s e T R el T

: 3 Control Over Informatzon Systems |

‘ Most mformatlon systems today are computenzed Spec1al control apphes to them
- However, even if the controls are different from:those used m manual systems, they
R are strll based on the same underlymg concepts S e
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There are two broad groupings of information systems control-general control and
application control. General control applies to all information systems—mainframe, -
minicomputer, and end-user environments. They also include those manual measures
and procedures to help ensure the systems' continued proper operation. Application
control is designed to control the processing of transactions within the application
software and mclude related manual procedures

A General Controls -

These 1nclude control over data center operations, system software acquisition and
maintenance, access security, and application system development and maintenance.
Examples of control activities that agencies should use are described below. =~

e Data Center Operations Control .- This kind of control includes job set
up and scheduling, operations activities, backup and recovery
procedures and contmgency and d1$aster planmng

.. :System Software Control These mclude control over the acqmsmon
:~. implementation, and maintenance-of all system software mcludmg the :
" ‘operating system, data based management systems, " :

.'telecommumcauons secunty software, and uuhty programs

L3 Access Secunty Control Tlrus k1nd of control protects the systems L
. and network from lnappropnate access and unauthorized use by
hackers and other trespassers.or inappropriate use:by: agency
personnel. Specific control activities include frequent changes of
-~ dial-up numbers; use of dial-back access; restrictions on users to allow
“-access:only to systems functions that they need; "firewalls" (software -
. and hardware) to.restrict access to assets; ‘computers, and net works -
. by external persons; and frequent changes of passwords deact1vat10n
T iof former employees passwords, and other techmques i

;‘.:-s‘wApphcatmn System Development and Mamtenance Control Th1s kmd o
- of control prov1des the structure for devolopmg new systems: and :
_»modxfymg existing systems. Included are documentatlon
~ requirements; authorizations for: undertaking: prOJects ‘and reviews,
testmg, and approvals of development and modification activities
: “'-»‘i'b_efore placing systems into operation:  An-alternative to in-house =+
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development is the procurement of commercial software, but control
is necessary to ensure that selected software meets the user' 5 needs
and that it is properly placed into operatmn :

B. Applzcatzon Control

This kind of control is designed to help ensure completeness, accuracy, authorization,
and validity of all transactions during application processing. Control should also be

installed at an application's interfaces with other systems to ensure that all inputs are
received and are valid and outputs are correct and properly distributed. An example
is computerized edit checks built into- the system to review the format emstence and -

reasonableness of data.

C. Relationship Between General .
and Applzcatzon Control

General and apphcanon control over computer systems are mterrelated If the general
control is inadequate, the application control is unlikely to function properly and could
be overridden:. The application control assumes that the general control will function
properly and provide immediate -feedback on errors, mismatches, incorrect format of
data, and inappropriate data access (by‘unauthorized persons).” Therefore, general
‘control supports the functlomng of apphcatlon control and both are needed to ensure
complete and:accurate: mformauon processmg : : :

D Evolvzng Informatzon Technology

The: ﬁeld of computer mformamon processmg is one of rap1d technolog1ca1 change.
Changes in technology will change the specific control activities that may be employed
and how they are implemented, but:the basic requirements of control will not have
changed. ‘As.more powerful computers place more responsibility for data processing
in the hands of the end users, the necessary controls (for example; routines within
computer programs that validate data or persons/venders and the procedures
performed by users. to. ensure: accurate processmg by the computer) should be
1dent1ﬁedandse1ected T P S

l; ‘Entzty-Speczfic Control Acthtzes

Agenc1es mtemal control act1v1t1es vnll be reqmred to follow gmdance set by

oversight bodies. However, within the requirements, flexibility exists to allow

agencies to tailor internal control to fit their needs.  The specific internal control N
_ activities used by a given agency will be different from those used by. other agenc1es .‘
due to a number of factors. These: could include differences in: obJectlves managerial
Judgment 51ze and complex1ty of the’ orgamzatmn operat10nal env1ronment (mcludmg
' such 1tems as ‘exposure to certam nsks and locanon and geographlcal d15persmn),
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' recover, capture, or dev}_

strateglc 1mtlat1ves are unplemented by agenc1es '-Improved 'technelogy in mformatlon

sensitivity and value of data; and requirements for system reliability, availablility, and
performance. All of these factors should be considered when designing the spec1f1c
control act1v1t1es needed for an agency to achieve its obJectlves :

Informatlon and Commumcatlons

For an entity to run and control its operatlons, 1t must have relevant
reliable information, both financial and nonfinancial, relating to external
as well as internal events. That information must be recorded and
communicatéd to management and others within the entity who need it
and in a form and within a time frame that enables them to carry out
then' mtemal control and other respon51b1]1t1es :

Pertinent mformatlon must be 1dent1ﬁed captured and communicated in a form and
time frame that permits people to perform their duties efficiently. Information
systems produce reports containing the information that makes it possible to run and
control the agency. Effective communication of information must also occur in a
broad sense with relevant information flowing down, across, and up the organization.
Management must clearly communicate to all employees that control responsibilities
are to be taken seriously. Employees must understand their role in internal control
and they must ‘have ‘a means of commumcatmg 1mportant mformatlon up the chain of
command.  Communications must also occur with outside partles such as the _
Congress, other federal agencies, state and local governments, grant rec1p1ents and
contractors (supphers), the pubhc and the med1a - »

1. Informatwn“ |

Information is needed throughout the agency to achleve all of the categones of
ob,;ectwes—operatrons financial repomng, and comphance A given piece of -
information may help to achieve only one category of obJecuves or it may be useful in
achieving all of them. Informatlon is identified, captured processed and reported via
information systems, which may be computenzed manual, or a combination of both.
Informatlon systems may gather data ina momtonng mode ie, routnnely captunng

spemal needs of m ‘ 'age

Informatlon systems are now mcreasmgly becommg a part of the method by Wthh

| the ¢ ntlty's act1v1t1es




track and record transactions and events as they occur, and ‘maintain and report
ﬁnancral and other data related to operatrons and/or comphance obJecuves

The quahty of the mformat10n captured, mamtamed and reported- by the systems Wlll
affect management's ability to control the agency and meet the agency's objectives,
The quality of information is measured by such factors as whether the information
content is appropriate, timely, current, accurate, and accessible. These quality factors
are affected by internal control and must be inherent in the mformatlon to help ensure
that informed dec1s1ons are made throughout the agency. .

2 Commumcatlons N

Informatlon systems mherently lmply communications. Information not only must be

captured, but it must be provided to appropriate personnel promptly so that they can

perform their operating, financial reportmg, and comphance respons1b1ht1es :
Information must be commumcated both mtema]ly and externally to other. appropnate
groups &

A Internal Commumcatzons

Commumcatlons W1th1n the agency is extremely lmportant for good mternal control
To ensure that effective mtemal commumcatlons can occur, the. followmg kinds of
control should be in place O '

o All personnel need a clear message ﬁ'om top management that mternal
control responsibilities are important and must be taken. senously '

o Spec1ﬁc duties must be made clear to each individual, and each person needs
“to understand the relevant aspects of intérnal control and how its role. fits
into it. Employees should-also know how his or her work relates to the ,
- work of others.” This will help in recogmzmg problems determlnmg causes, -
o ‘--and takmg correctlve actlon .

e Employees should know that when the unexpected occurs m performmg
~their duties, atterition must be glven not only to the event, ‘but to. the cause
“as well, so that any potenual control Weaknesses can be 1dent1ﬁed and ﬁxed

" For example changes in internal operatmg pohc1es may need to be rev1ewed
- 'and approved- by appropriate levels of management w1tlun the orgamzauon L
When evidence of approvals are not available, corrective act:lon ‘should take

place pnor to unplementanon

e Al personnel should know what behav10r is acceptable and unacceptable
- Ane example of unacceptable behav10r can occur when a manager, under
‘-pressure to meet deadhnes and budgets unmttlngly sends the Wrong
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message by tellmg subordmates ".to meet the deadlme -and budget anyway
you can... P o

. Personnel should have a means of commumcatmg mformatlon upstream
within the agency. There must be open chanriels of communication and a
_clear-cut willingness to listen on the part of management, especially since
potentlal problems can be minimized or even averted by listing to staff
concerns. : :

* In some instances, informal or separate lines of communications are needed

to serve as a "fail- safe" control mechanism for normal communications
methods.

. Personnel need to know there Wlll be no repnsals for reportmg mformatmn

L] .’Agency management must keep mtemal overs1ght groups, such as senior
management councils, updated on performance, developments nsks maJor
initiatives, and any other significant or relevant events. '

B. External Communications

The agency must communicate with many extemal groups that-can have a very
serious impact on programs, projects, operations, and other activities- including
budgeting and financing. To help ensure that effective external commumcatlons ex1$t
the followmg types of control- should be estabhshed

., Commumcatlons channels must be estabhshed and kept open to customers -
ik and others that the agency serves as well as with contractors/supphers
These groupscan prov1de 51gmﬁcant mput on qual1ty and des1gn of agency
outputs D P T
. Anyone deahng W'Ith the agency must be made to understand that 1mproper
-actions, such as improper blllmgs or klckbacks and other 1mproper payments
Wl].l not be tolerated e :

. Commumcatlon from external parties(other federal: agenc1es, ‘state and local
| govemments contractors/suppliers, and other related third parties) should be__
- encouraged as:it can provide information on the functioning of mtemal :
~control: . .Complaints ‘or ‘other i inquiries (for example, those concemmg
_services provided such as shipments, rece1pts billings, or other act1v1t1es)
should be welcomed as they can point out control problems - They s
P rewewed “by personnel mdependentvof the"’ origin ]

Page27 © GAO/AIMD-98213. Proposed Revision of IC Stds (1287




e Management must make certain that the advice and recommendations of »
Inspectors General and external audltors are fully con31dered

. 'ko Commumcatlons to the Congress state and local govemments
N contractors/supphers the public, the media, and other external parties should
_provide information relevant to their needs so that they can understand the
circumstances and risks facing the agency, and thus better understand the
agency.

3. Means of Communicating_ c

Communication may take many forms including policy and procedures manuals,
management directives, memoranda, bulletin board notices, videotaped messages,
e-mail (as well as other electronic means of conveyance), speeches, etc. However,
one of the most powerful forms: of communication is the action management takes in
deahng with agency personnel throughout the orgamzatron and i m the support

it demonstrates to them. . S ‘

Monitoring

Internal control must be monitored. Monitoring is a process that
assesses the quahty of performance over tlme. B ER

Smce condltlons change over ume management needs to determme 1f the internal
control continues to be relevant and continues to address new or changed risks. This
is done by ongoing monitoring activities, separate evaluations; or a combination of
both. Ongomg monitoring occurs during normal operations. It includes regular
management and. ‘supervisory activities as well as other certain actions. personnel take
in performing their duties. The scope and the frequency of separate eviluations
depends mainly on management's assessment of risks and the effectiveness of the
ongoing monitoring procedures. - Internal control deﬁc1enc1es should be reported up
the chain of command, with serious matters reported to top—level agency man .gement
and extemally in accordance with FMFIA reqmrements L

1L Ongomg Momtonng Actwttzes
Intemal control should be deSIgned to momtor 1tself The greater the degree and the
more effectlve the ‘ongoing. monitoring is; the less néed for separate evaluations.
Ongomg momtormg activities are performed contiriually :and are irigrained in the
agency's operations.. Therefore, they-are usually more effective than separate

~ evaluations. Act1v1t1es which serve to monitor internal control in the ordinary course
“ of operations are many and may vary from one agency ‘to another. However, they ‘
o usually include regular management and superv1sory actlvmes, comparlsons '
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reconc1hat10ns and other routine act1v1t1es Examples of ongoing momtonng act1v1t1es
which agenc1es should mcorporate into their internal control follow.

. In the process of carrying out regular management functmns management
should obtain information as to whether internal control is working properly.
Operating reports should be integrated or reconciled with financial reporting
system data and used to manage operations on an ongoing basis. Significant
inaccuracies or exceptions should alert management to any. internal control

: problems

. Commumcations from external parties should corroborate internally
generated data. If not, it could indicate problems with internal control. For
example, customers paying their invoices help to corroborate billing data,
while customer complaints indicate that deﬁc1enc1es may emst Similar

. 51tuat10ns may emst W1th other extemal groups

L. Appropnate orgamzatlonal structure and superv151on should prov1de ,
- oversight of internal control functions. " For exaniple, automated edits and
- checks as well as clerical activities help control accuracy and completeness
..~of transaction’ processmg Separatmn of duties and respon51b1ht1es help to
deter fraud

. Data recorded by mformatron systems should be compared with physmal .
o assets and any deﬁc1enc1es exammed i

e 'Inspectors General and external aud1tors regularly provrde recommendatmns ,
. on‘improvements in- the mtemal control structure Management should take
: 'appropnate actlons R . :

‘. Trammg seminars, planning sess1ons, and other meetmgs should prov1de |
management W1th feedback on Whether mternal control is- effectlve

. "Employees regularly should be asked to state exphc1tly Whether they
understand and comply with the agency's ‘¢ode of conduct or s1m1lar agency
B pronouncements of expected employee conduct.

s 2 Separate Evaluatwns

- Whlle momtormg‘:by ongomg act1v1t1es prov1des 1mportant feedback ‘on. the mtemal
, control separate evaluatlons of ‘control can?be_‘ useful by focusmg d1rectly on: the
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- 1mplemented This.

controlled and the importance of control in reducing those risks.” Evaluation of all
control is usually needed less often than for specific parts of the structure.. However,
control evaluation may be prompted by such things as changes in major management
plans or strategles major expansion or downsizing of the agency, or s1gmﬁcant
changes in operatlons or processmg of financial data.

Separate evaluations often take the form of self-assessments In such cases,
individuals respons1ble for a partlcular unit or function should determine the
effectiveness of control for théir own activities. Inspectors General may perform the

evaluation as a part of their regular duties. External auditors may also be used, or a
combmatlon of methods may be employed

Evaluatmg the mternal control is a process Spec1ﬁc approaches or techmques may
vary by agency, but dlsmphne must be brought to the process and there are certain
basics inherent in‘it. The people performmg the. evaluat10n must understand each of
the agency's activities and each of the components of the internal control being
addressed. Evaluators must determine how the control .actually works and compare .
that to the way it was mtended to Work They must be alert.to procedures that have
become modified - over time or may no longer be performed The evaluator must
analyze internal control ‘test them, and assess the results of tests performed against
the backdrop of established criteria. The ultimate goal is to determine whether the
control provides reasonable assurance with respect to the stated ob,)ecmves

‘There are many types of evaluatlon methodolog1es and tools avallable Some of these
include checklists, questionnaires, flowcharting methods quant1tat1ve techniques and
lists of control objectives, and direct testing of control effectiveness. . The evaluator
should use those: most appropnate to the c1rcumstances encountered and the ‘purposes
of the evaluation. Benchmarkmg against other agenaes, nongovernmental entities, or

trade or association standards may also be used. Management consultants and
auditors may also be helpful . , , _

Internal control should be documented The evaluator may ﬁnd however that some
informal and undocumented internal control activities have been. developed and -
ntrol may be tested by the evaluator and .may prove to be

’The Federal Managers Financial Integnty Act of 1982 (31 U S C. 3512(d)) states that
heads of executive agencies are to make an annual evaluation of their internal control

- using guidelines ‘established:by OMB:: Those ‘guidelines, OMB Clrcular A-123 Revrsed

"Management Accountability and Control" states that ”Agency managers should e
contmually monitor and improve the effectweness of management control assoc1ated

- ‘with their programs.. This continual: monitoring, and other periodic ey aluamons should | o
e prov1de the basis for the- agency head's -annual assessme t of and ep’ rton -
fmanagement-“control;.;as;;requi‘r?ed by 'th'e“‘IntegritY"A'c'ti" S
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effective. Nevertheless, an appropnate level of documentatlon usually makes the -
evaluation more efficient and helps employees understand how the structure works
and their part in it. Therefore, the evaluator may wish to extend the documentation
during the evaluation process and recommend that management document control in a
formal manner. Appropriate documentation may be needed if assertions are to be
made to additional parties about control or the evaluation.

3. Internal Reporting of Deficiencies

Deficiencies in the agency's internal control can show up via the ongoing monitoring
activities, as a result of a separate evaluation or via external parties. A "deficiency" is
a condition within the internal control worthy of attention. A deficiency may
represent a perceived, potential, or real problem, or an opportunity to strengthen the
agency's internal control.

Obviously, when deficiencies are found, they need to be reported. Exactly which
problems warrant reporting is highly subjective, but some guidelines can be drawn.
All internal control deficiencies that can affect the agency's attainment of its

-objectives should be reported up the chain of command to those who can take

necessary action. In considering what needs to be cémmunicated, it is necessary to
look at the implications of the findings. What seems to be a simple problem with an

- apparently simple solution might have more far-reaching control implications. This

underscores the need for reporting deficiencies or other problems up the chain of
command. It is essential not only that the deficiency be reported, but that potentially
faulty control be reevaluated and fixed.

Providing information to the correct person up the chain of command is critical to the
effectiveness of the internal control. It is essential that deficiencies be reported to an
official who is in a position to ensure that appropriate remedial actions are
implemented. A general rule is that a manager should receive control information
needed to affect action or behavior of people under his or her responsibility or to

‘achieve the activity's objectives. However, some critical weaknesses have implications

that transcend organizational divisions and these must be resolved at an agencywide
level. Regardless of their organizational placement within an agency, the responsible .

- official would need supporting information on the nature of matters that could have

31gm.ﬁcant financial consequences or strategic implications, or that could affect the

~ agency's reputation. The head of the agency should be informed of any serious

deficiencies, errors, problems, or infractions of policies and procedures. Senior

 managers should be apprised of control deficiencies affecting their units, and lower-
~level managers should be informed of control deficiencies in their units in increasing
levels of detail as one moves down the orgamzatlonal structure In addltlon over51ght
. . groups, such as a senior: management council, may recommend. o the ag
S ;eruch deﬁ01enc1es are deemed to be matenal to
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_conditions are reportable, and therefore should be included in the annual Federal
Managers Fmancml Integnty Act report to the President.®

8see footnote 5 regardmg senior management councﬂs as d1scussed in OMB Clrc lar
A-123 In addltlon see. the standard for reportlng to extemal parues
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EVALUATION AND REPORTING STANDARDS

The second group of 1nternal control standards con51sts of three: standards which =~
address the evaluation of the effectiveness of the agency internal control, reporting on
internal control to parties external to the agency, and responding to audit ﬁndmgs and
recommendatlons These standards are dlscussed below '

Effectlveness of Internal Control B 'A

For mternal control to be Judged effectlve, management must have
reasonable assurance that ' :

. the agency s operatlonal obJectlves are bemg met

o the published financial statements and reports prepared for intérnal -
and external use (such as budget executlon reports) are rehably
prepared and '

e comphance w1th apphcable laws and regulatlons 1s bemg achreved

Internal control’ isa process, but the effecnveness of the control is ‘the state or
condition of the process at’a specific time. - Since internal- control is- des1gned to help
an entity achieve its objectives, the measurement of effectlveness should be closely '
tied to how well internal control is judged to be helping management meet those:
obJectlves A subset of objectives for internal control relates to’ safeguardmg of

assets. - Therefore, a méasurement of the effectlveness of an’ agencys mternal control
with regard to safeguardmg of assets Would be as follows O '

Intemal control can be Judged eft‘ectlve m safeguardmg assets if management
~ has reasonable ‘assurance that unauthonzed acquisition, use, or dlsposmon of
the agency s assets is bemg prevented or detected promptly IR

Determmmg Whether an agency's mtemal control is effectlve should be based upon an”
assessment of whether the five component standards have been met.® The component
standards ‘are those that relate: directly to the- functlomng and operation of’ mtema.l :
control. They address the’ control ‘efivironment; ‘risk‘assessment, ‘control activities; *
information ‘and’ commumcatron ‘and momtonng of control ‘The: effective functlomng 3

9Only the: five component standards are used in evaluatmg the internal control process.,
. ~~»Wh11e the standards ‘on’ reportmg to extemal parties : and resolition: of audit- ﬁndmgs :
- are’ ¢riti . ' v al control and'to making. - e
‘of the_ 'normal darly‘ act_mtlesv- i
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of these component standards provides management with reasonable assurance .
regarding the achievement of objectives in one or more of the stated categories or
subsets of those categories. Therefore, these component standards are. the criteria
against which mternal control effectlveness is measured

All ﬁve component standards must be met for 1nternal control to be effectlve This
“does not mean, however, that each standard should be met in an identical manner, or
even at the same level, in different agencies. All the standards have to be considered
in the context of the particular agency and its own set of conditions and
circumstances. Some trade-offs may exist between standards. - A specific internal
control can serve a variety of purposes. A control de51gned to meet the requirements
of one standard might also serve the purposes of a control that- mlght ordinarily be
present to meet the requirements of a different standard. In addition, a control can
differ in the degree to which it addresses a particular risk so that a complementary
control, with 11m1ted effect, together can satlsfactonly meet the requlrement

The 51gmﬁcance of mtemal control Weaknesses must be evaluated m detemumng their
impact on the five component standards and the control objectives. OMB has
provided. guidance on materiality for reporting matters under the FMFIA in Circulars
A-123 and A-127, "Financial Management Systems," July 23 1993. OMB defines a
deficiency.in internal .control as a material weakness when the agency head
determines the Weakness to be. s1gmﬁcant enough to. be reported in the requlred
external FMFIA report Addltlonal guidance for evaluating financial reporting. :
deﬁc1enc1es is. prowded by. Generally Accepted Auditing; Standards-(GAAS) 1ssued by
the Amencan Institute of Certified Pubhc Accountants.. GAAS deﬁnes a material
Weakness as a reportable cond1t10n in wh1ch the de51gn or operation .of mtemal
control does not reduce to a relatlvely low: nsk that losses, noncomphance or
misstatements in amounts that would be material in relatlonshlp to the financial
statements bemg audited may.occur and not be detected within a timely period by
employees in the. normal course of performing thelr a551gned funct:lons The existence
of a material Weakness is prima fac1a evidence that one or more mtemal control -
objectives are not bemg met. Further, reportable condmons in combmauon ‘may
result m a matena]_ Weakness e L e e e e o PO e A

Inspectors General reports .along Wlth other reports on agency operamons and ﬁnanc1a1 )
reporting,: such as an audit. report on. the entity's. ﬁnanc1al statements; should be :
considered: m evaluatlng Whether the. obJectlves of mtemal control are- bemg met All

‘1°GAAS deﬁnes a reportable cond1t10n as a matter Wh1ch could adversely affect the ks

i entity's’ ablhty to record, process, summarize, and report financial data con51stent Wlth o

the assertions of management in-the financial statements. Such deficiencies may
adversely aft'ect one or more of the five. component standards of mtemal control
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internal control deficiencies 1dent1ﬁed by managers and employees should be reported :
to higher level managers in the orgamzahon - .

Reportmg to Extemal Partles

Management shall prov1de an annual .publio report presenting its
assertion about the effectiveness of its internal control.

The Federal Managers' Financial Integrity Act of 1982 requires annual reporting on
agency internal control. The Act directs the head of each executive agency to provide
an annual statement as to whether the agency's internal control complies with the
standards prescribed by the Comptroller General. Essentially, this requires the report
to make a declaration as to the effectiveness of the internal control. If the internal
control does do not comply with such requirements, the report is to identify material
weaknesses and the plans and schedule for correcting those weaknesses. OMB
Circular A-123 "Management Accountability and Control," provrdes agencies guidance
on how to satisfy the FMFIA reporting requirement.

Prompt Resolution of Audit Findings
~ Audit findings shall be promptly resolved.

Managers are to (1) promptly evaluate findings and recommendatrons reported by
auditors, (2) determine proper actions in response to audit findings and
recommendations, and (3) complete, within established time frames, all actions that
correct or otherwise resolve the matters brought to management's attention,

This standard requires managers to take prompt, responsive action on all findings and
recommendations made by internal or external auditors. Responsive action is action
that corrects identified deficiencies or demonstrates that corrective action would not
be necessary. When audit findings identify opportumtles for 1mprovement rather than ,
cite deﬁc1en01es respons1ve actlon is action that produces 1mprovements

The audit resolutlon process begms when the results of an audlt are reported to

management, and is completed only after action has been taken that (1) corrects

identified deficiencies, (2) produces improvements, or (3) demonstrates the audit
findings and recommendations are either invalid or do not warrant management.-
action, in the case where management disagrees with the audit recommendations.

- "This standard is requlred by the Federal Managers Fmanc1a1 Integnty Act of 1982

which states that "The standards prescribed by the Comptroller General under this p
paragraph shall* mclude standards to ensure the prompt resolutlon of all audrt T

jﬁndmgs "
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Management (as well as auditors) should follow up on v audit findings and
recommendations to ascertain that resolution has been achieved. ‘Auditors' ﬁndmgs
and recommendations should be monitored through the resolution and follow-up
processes. Top management should be kept informed through periodic reports so it
can ensure the quality and timeliness of individual resolution decisions.
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INDIVIDUAL ROLES AND RESPONSIBILITIES

Everyone in an agency has some responsibility for internal control. Management,
however, is responsible for internal control with the ultimate responsibility at the top
with the agency head. Many others within the organization also carry some
responsibility for internal control within their particular functional or activity areas.
Many groups external to the agency contribute to the effectiveness of the internal
control, but they are not usually considered to be a direct part of the structure.

Management

Agency management is directly responsible for all activities of the entity including
internal control. . Of ‘course, management at different levels-has different internal
control responsibilities The head of the agency has ultimate responsibility and his'or =
her influence on internal. control cannot be overstated.: The senior managers at the
activity level:and in the functional areas should have responsibility for internal control
related to their units' objectives and they should provide direction and guidance for
effective internal .control policies and procedures within: their areas: L1kevnse down
the ‘chain of command, lower-level managers and supervisors:should: take: -

responsibility for more specific-internal control activities and procedures.

Agency Chief Financial Officers (CFO) and other financial and accounting personnel
are of particular significance in monitoring internal control since their activities cut - ::
across all of the entity. They are often involved in entitywide planning and budgeting .
and are in a unique position for detecting fraud. In addition, as a member of top
management, the CFO helps set the tone of the organization with regard.to. ethical -

conduct and can highlight the unportance that should be placed on rehable ﬁnanc1al

reportlng and mtemal audmng

Regardmg mternal control one of the most unportant umts isan aud1t commlttee

‘While duties and responsibilities of an audit committee may vary from entity to entlty,

certain characteristics and functions are commeon‘to all. ‘The committee is in the =
position to ‘question top management on internal control decisions.and to ensure that i
corrective actions are taken. Also, the audit committee is in the best nosition to
prevent or question top management from overriding internal control. In some cases,
the audit committee includes members from outside the entity, thus further

- strengthening the monitoring activities over control by the committee. While federal
- »:.agenc1es usually do not have audlt comnuttees - *some agenc1es do have a{.semor
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management council® which can, in many respects, fulfill the role of a board for some
agencies. In addition, it may be possible in the future for some agencies to have
groups that fulfill the internal control functions and respons1b1ht1es of an audit
committee.

Employees

All agency employees play some role in developing, mamtammg, and assunng good
internal control. In addition, all employees are responsible for communicating
information about:problems such as noncompliance with rules or violations of policy,
etc., to higher levels in the entity. To ensure that all employees are involved in -
internal control, the roles and responsibilities of each person should be well defined
and effectively communicated by management.

Inspectors General

Inspectors General directly assess internal.control and make recommeéndations to
management for. improvements.: All activities of the agency are potentially within the -
scope of their review, including operations; financial reporting, and compliance -
aspects of control. Inspectors General shiould be independent and have authority to

- report directly to the -agency head to order appropriate action. -Inspectors General . .
communicate-audit findings, analytical information, and recommendations for.use in
helping to achieve the agency's objectives.. They also alert management to: deﬁc1ences
in internal control that.come: to-their: attention-during their audits.: s o ‘

It is important to note that the: Inspector General does not have the primary :
responsibility to establish or maintain-internal control That always belongs to: the
head of, the agency e e e IR ‘

“External Audltors |

o Whether the agency is aud1ted by govemment aud1tors ora pnvate CPA ﬁnn extemal g
~auditors can provide a unique, independent, and objective view on internal control.
External auditors usually have: to gain: sufﬁc1ent knowledge of an agency's internal- .
control in order to-plan their audit. - The amount of ‘attention given varies from aud1t

~ to audit. . Nevertheless, auditors often:are in a position to provide management W1th
useful mformatlon about mtemal control espec1ally When deﬁc1enc1es -are- found

- 12See footnote 5 S-regardmg Semor Management Counc1ls as d1scussed in OMB
' C1rcular A-123 - TG :
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The Congress

The mission and operations of a federal agency are governed by the legislative and -
oversight actions of the Congress. The agency's internal control is-no exception. -

Laws enacted by the Congress require the development and implementation of internal
control to help effectively and efficiently achieve the objectives of the program or -

“other requirements of the legislation. A number of laws specifically address internal

control including the Budget and Accountmg Procedures Act of 1950, the Foreign
Corrupt Practices Act of 1977 the Fed al. Managersmlflx;ancml Integnty Act of 1982,
and the FDIC Impx;o\tementhetmoﬂ 1991, The Congress in its over51ght of agen*’é’ym“v
act1v1t1es may also enact additional legislation to 1mprove agency operations that
result in modified agency policies and procedures (mternal control) needed to

implement the requlrements

Other Overs1ght Bodles :

Other over51ght bod1es mclude the central agencies (OMB Treasury, GSA, and OPM)
and GAO. The central agencies provide guidance to agencies. For example, GSA sets
the requirements for certain areas including, federal property management and
employees' travel, and the OPM has oversight over federal personnel matters. -
Treasury's respon51b111t1es include prov1d1ng financial policy and procedural guldance
to agencies concerning financial reporting and other fiscal matters ‘OMB has has
broad responsibilities for central direction for budget formulatlon and over51ght of
agency operations, including information’ secunty GAO supports ‘the Congress in its
role pnmanly through aud1ts of agency operatlons and the spendmg of federal funds

’ Other External Partles

Extemal partres can supply 1n51ght to agency management that an mternal control
problem exists.  This-may come via'complaints from those the agency serves 1nclud1ng'
the public or specific customers, from vendors and supphers with which the agency
deals, or direct reporting of 1mpropnet1es by employees. In add1t10n groups such as
financial analysts, taxpayer groups, the news media, etc., are always interested in how
well an agency is doing or not doing, its plans and obJectlves and actions taken in
response to political and economic activities. - Their investigative and momtonng :
activities can provide management with information on how others 1 perceive the ©
agency's performance, the risks it faces, and the Value ‘of its strategles and actions.

Th1s mformauon can be useful m enhancmg mtemal control to achleve objectlves

13See appendlx II[ for a more extenswe hstmg; jof_laws :;requlrements ; and pohc1e -

; affectlng mtemal control.
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INTERNAL CONTROL LIMITATIONS

One of the fundamental concepts underlying the deﬁmtlon of 1nternal control is that
no matter how well designed and operated, an agency's internal control structure can
give only reasonable assurance, not absolute assurance, that obJectlves of the agency
will be: achleved "This is true because of limitations that are inherent in all internal
control structures. These limitations include poor judgment and human mlstakes ;
management's ability to override control, collusion by two or more persons to
circumvent control, and the need to consider costs and benefits relative to internal
control. In addition, no matter how well internal control operates, some events or
conditions that can affect the achievement of objectives will always remain out51de
the control of management : :

Judgment and Mistakes DA

The effectlveness of mtemal control may be hm1ted by the reahtles of human
Judgments and mlstakes Dec1smns requmng Judgment must, often be made ina ‘
limited time Wlthout beneﬁt of full 1nformat10n and under the pressures.of conductlng
'agency busmess These Judgmental dec1s1ons .are: hkely to affect the ach1evement of
ob,]ectlves with or Wlthout good mtemal control. In. addmon mtemal control can be
rendered ineffective by ordmary personnel mistakes. 'I‘Ius can happen, for example,

by personnel misunderstanding instructions or making errors due to carelessness,
distraction, or fatigue. Another example might be mistakes made by a temporary ..
employee filling in for a regular employee on vacation or sick leave. These types of
errors.may occur because. management has not provided proper supervision, training, . :
or guldance Intemal .control can not: prov1de absolute assurance of protectmg the N
agency from mefﬁaent madequate, or. mept managenal dec1s1ons : :

Management by v1rtue of 1ts authonty, may be capable of overruhng prescnbed
policies,. procedures or. other control for i improper purposes with the intent of .
personal gain or an enhanced presentatlon of the agency's ﬁnanc1a1 s1tuat10n or
comphance status Ovemde practices could. mclude dehberate fa151ﬁcat10ns or .
m1srepresentat10ns to agency officials, central ‘agencies, lawyers, accountants, aud1tors,
vendors, and others. It could also include issuing false documents; such as purchase

. orders.or recelpts Management override, however, should not be confused with_ -
o n management intervention, which is management‘s departure from prescnbed pohcws i

or procedures for leglumate purposes Interventlon may -be necessa.ry to deal Wlth :
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‘when several internal control activities operate together to mitigate a particular risk.
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unusual or nonrecurring situations. Management actions to intervene in internal
control should be documented and disclosed to appropriate personnel.

Collusion :
Collusion can result in an internal control failure. Individuals acting collectively to

perpetrate and conceal an action from detection may be able to alter financial data or
other management mformanon in a-manner that cannot be identified by internal

: control

Costs, Versus Bér(eﬁts :

Each entity must consider the relative costs and benefits of establishing specific
internal control. In-deciding whether a particular control should be established, the
risk of failure and the potential effect on the entity should be considered along with
the costs of establishing and maintaining the control.. Usually, it is easier to estimate
the cost of establishing the control as opposed to the more subjective measurement of
the benefits provided. Even so, measuring cost can be difficuit, espec1a]ly with regard
to issues such as management's commitment to ethical values or the competence of
personnel. .In addition, the complexity of cost-benefit determinations is.compounded
by the mterrelatlonshlp of .control when it is "built in" to the busiriess processes and

The challenge is to find the right balance.  Excessive control is costly-and -
counterproductive. Too little control presents undue risks. However, management is

responsible for maintaining effective internal control and the burden of proof rests |

with management in determining costs verses benefits of internal control.




APPENDIX I

QUESTIONS FOR RESPONDENTS TO THE PROPOSED STANDARDS

Suggestions and comments on this exposure draft are welcome from the entire federal

. community, the accounting and auditing profession, and academic community as well as
others interested in improving the development of federal internal control. Comments on
any section of the document are encouraged. Specific questions and issues related to
each section and standard are presented below. These questions are intended as an aid

. for respondents reviewing the draft. Reviewers are not required to comment on the
questions. Neither are they precluded from commenting on topics not specifically listed.
Responses will be most helpful if they include relevant mformatlon ratlonale a.nd
alternatlves rather than mere expressmns of preference : :

Introductlon

< L. The ‘most 1mportant and fundamental concepts underlymg mtemal control are
presented in this section.. These include the view-of internal control as a
process, run by people, aimed at achieving objectives in one or more
overlapping categories, and providing reasonable assurance that those - -
objectives are being met. Are these fundamental concepts complete or would
you suggest others that should be dlscussed here"‘ If SO, please hst them and
explam your reasomng - A : :

‘Control Environment

2. This standard discusses seven major factors that significantly affect providing a
positive and supportive attitude toward the agency's internal control. Are
these complete? If not, what additional factors should be added and why?

Risk Assessment

3.  This standard calls for the identification of internal and external risks which
the agency may face and provides examples of several possible techniques for
identifying those risks. Should any additional ones by d1scussed‘? Should any
be removed and, 1f so, why?

4, The standard descnbes that nsk analy51s mcludes estlmatmg risk 51gn1ﬂcance

v-,tv-frequency and likelihood of occurrence, as well as considerin:g actions to be
taken to manage the nsk Do you agree W1th thls presentatlon‘? Are there ’-; o
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other issues regarding ﬁsk identiﬁcation,' analysis, and management that should
be discussed at the broad standard level?

Control Activities

5. This standard discusses 10 major types of control activities (control
procedures, techniques, methods, mechanisms, etc.) and states that these are
not meant to be all-inclusive. Are there additional ones that you believe should
be included here? If so, what are they and why should they be included?

6. Realizing that a standard is broad, high-level guidance, are the discussion and
- requirements of this standard adequate with regard to control over information
systems? If not, what additional mformatmn or requlrements should be
included? : x Co :

Informatlon and Commumcatlons

7. This standard discusses and explalns control that should be in place for the
agency to gather information and communicate it to those who need it, both
within the agency and external to it. Should any additional spec1ﬁc control be

. -included? If so, what conirol, and why? .- :

Momtormg

8 The standa.rd presents tW0 forms of momtonng—ongomg evaluatlons and
. separate: evaluations, and discusses the control activities involved in each. Do
you agree with this presentation and are there any additional control activities
that should be added to e1ther type of monitoring?

‘ ‘»Effectlveness of Intemal Control

9. ‘The standard presents criteria for measuring the effectlveness of an agency's
internal control based upon whether, and to the degree that, the component
- standards have been met. Do you agree with these criteria? Are there other
methods or criteria that should be used to measure internal control
“effectiveness? If so, please explain.

Reporting to External Parties

10 Some specific requrrements for reportmg on internal control come from
leglslatlon and are reiterated by the reqmrements of thls proposed, standard ,
3 ‘One requirement calls for the report to be- srgned by the head of the agency. (as '
| requ1red by laW) Should another Iugh Ievel ofﬁc1a1 such as the agencys ch1ef
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financial officer, also sign the report? What would you- add to or delete from
the proposed standard and Why‘?

Prompt Resolution of Audit Flndmgs

11. The requirement to include this standard comes from the Federal Managers'
- Financial Integrity Act of 1982. It has been included almost completely as it
appears in the current standards. Do you thmk 1t needs to be changed in any

Way‘7 o R _ _ ‘

Ind1v1dual Roles and Respon51b1ht1es

12, The exposure draft states that management is ultlmately respon51b1e for
~ internal control. It discusses the role that management has to play and then
discusses the roles played in internal control by various other groups, both
internal and external to the agency. Do you know of any other groups that
should be included in this discussion? If so, what exactly-are their RS
respons1b1ht1es regardmg mtemal control?

Internal Control Lumtatlons

13 ThlS sectlon dlscusses the mherent hrmtatlons of mternal control and the fact
that the internal control structure can never provide absolute assurance that
objectives will be achieved. The discussion specifically focuses on certain -
limiting factors, i.e., human judgment and mistakes, management override,

- collusion,; and-the cost versus the benefits of internal control. Do you believe
-any additional inherent limitations'should be presented? “If so, what limitations
‘and exactly how do they affect the internal control structure? -
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APPENDIX II

CROSSWALK FROM EXISTING

STANDARDS TO PROPOSED STANDARDS

EXISTING STANDARDS14

Introductlon

Purposev of Internat ‘
. “Control Standards

This document contains the Comptroller
‘General's internal control standards to be -
followed by executive agencies in -
establishing and ‘maintaining mternal control
as required by FMFIA. : ,

ObJectwes of Internal Control

Obhgatlons and costs comply Wlth
:'apphcable law. =

¢ All assets are safeguarded agamst waste, ‘

. loss; unauthorized use and
~. risappropriation. . -

' 'Revenues.and. expendltures apphcable to‘w‘f*“

- .agency: operations are-recorded.and
- accounted for properly so-that accounts
-and reliablefinancial and statistical '
reports may be prepared and -
accountability of the assets may be
mamtamed

Requzrements of Management B

Make an annual evaluatlon of the1r
o mtemal.control using guidelines
established by OMB. ‘

PROPOSED REVISION-

See Introduction, page 5, first paragraph,
first sentence—similar wording.

See Introduction, page 5, where Objectives
¢ -lists three major categones of mtemal
*control objectives: - oL

. operations’- relatmg to efﬁc1ent and
- effective use of resources,
- firiancial reports - relating to
' preparation of reliable financial
statements, and '_
* compliance - relating to the
agency's compliance with laws and
| regulations. ;
A subset of these objectives is the =
safeguarding of assets.

1
i
|

See Introduction, page 7, Evaluation and
Reporting Requirements—-similar wording.

14"Standards For. Intemal Controls In the. Federal Govemment " GAO 1983 Title 2,
Appendlx I, GAO Pohcy and Procedures Manual for Guldance of Federal Agenc1e o

Page 45
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* Provide annual reports to the President
and Congress that state whether agency
systems of internal control comply with

" the objectives of internal control and with

the standards.

e Where systems‘ do not comply, agency
reports must identify the weaknesses
involved and describe the plans for
correction.

Definition of Internal Control
The plan of organization and methods and

procedures’ adopted by management to
ensure that resource use is consistent with

laws, regulations, and Ap.,o,'li,cies; -that resources

-are safeguarded against waste, loss, and
misuse; and that reliable data are obtained,

maintained, and fairly disclosed in reports. -

Other Introductory Matenal

e The ultimate respon51b111ty for good
internal control rests with management.

| "0.-" -’Intemal control should not be- looked '

S upon as separate spec1ahzed systems :

. ‘See Monitoring Sta.ndard page 30, footnote

7 states that continual monitoring and
periodic evaluatiens should provide the
basis for the annual assessment

See Introduction, page 7, Evaluation and.
Reporting Requirements—provide annual
reports to the President-similar wording.
(Also, see footnote 3, page 11.)

See Reporting to External Parties Standard,
page 35.

See Introductlon page 7 Evaluatlon and
Reporting Requlrements-sumlar wording.

. See Reporting to External partles Standard
page 35. . : -

See Intfoduction page 5, Deﬁnition which

‘says that internal control is a process,

effected by an agency's management and
other: personnel, designed to provide
reasonable:assurance that:the objectives of
the agency are being met in the following

.categories: ‘effectiveness and efficiency of

operations, :reliability ‘of financial reporting,
and compliance with laws and regulations.
The definition also covers the sa.feguardmg
of assets R

See Introduction, page 6, Fundamental
Concepts, Internal Control is Effected By
Peopleé-similar-wording. - 'Also; sée -
Individual Roles and Respon51b111t1es, page
37,-which:says the head of the agency-is
ultlmately respons1ble for mtema.l control

See Introductlon ;\,ge 6 F‘undamental

iy

- Concepts Internal bontrol isa Process— el
g smular Wordmg ol AL
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within an agency. Rather; they should be

- recognized as an’integral part of each

system - that management uses to regulate

and guide its operatlons

e The mtemal control standards define the

minimum level of quality acceptable for
internal control systems in operation and
constitute the criteria against which

- systems are to be evaluated. These
internal control standards apply to all

“operations and administrative functions

but are not intended to limit or interfere
with-duly granted authority related to

~development of legislation, rulemaking, or

:other dlscretlonary pohcy—makmg in an

e .'*‘agency

- General Standards

Reasonable Assurance Intema.l control

‘systems are to provide reasonable assurance
~ that the objectives of the systems’ will be

accomphshed

. .
e ’-,./":

.o Supportive Attltude. ‘Managers and
7 emiployees-are ‘to  thaintain and demonstrate
~ a positive and supportlve attltude toward
| “‘fmtemal control at all t1mes e

See Internal Control Standards, page 9;

Introductory paragraph uses same wording.
See Detailed Explanation of Standards, page
12; introductory paragraph uses same
wording.

See Introduction, page 5, Definition of
internal control states that they are
designed to provide reasonable-assurance
that objectives are being met. See
~Introduction; page 6, Fundamental
-‘Concepts—one of the ‘main concepts is that
internal control structures can provide only

“reasonable ‘assurance, not absolute

assurance that objectives are being met.
See section on Internal Control Limitations
page 40, where introductory paragraph

- discusses the reasonable assurance concept.

See the Control Environment Standard,

"”pageé 18-16.- Theentire standard relates to

- “management and: employees establishing a

 positive and supportive attitudé toward

internal control. The Standard discusses
seven major factors significantly affectmg
the control env1ronment

' GAO/AIMD9821.3.1 Proposed Revision of IC Stds (12/97)
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Competent Personnel. Managers and
employees are to have personal and
professional integrity and are to maintain.a -
level of competence that allows them to
accomplish their assigned duties, as well as
understand the importance of developing and
1mp1ementmg good mterna.l control.-

See the Control Environment Standard,
pages 13-14, Integrity and Ethical Values and
Commitment to. Competence. These are
two of the major factors significantly
affecting the control environment.
Management has a primary role in

- demonstrating integrity and ethical conduct.
Management should be committed to

- developing and maintaining a high level of

competence among all employees. See the
Control Environment Standard, page 15,

Human Resource Policies and Practices,

which states that this factor. ties closely

- with the ones on commitment to.
- competence and assignment of authority

- and responsibility. - Also, see Monitoring

Control Objectives.. Internal Control

. objectives .are to be identified or.developed
for each agency activity and are to be

logical, applicable, and reasonably complete.

' :_,;Control Techmques Internal Control
. = ~techniques-are to-be effective-and: efficient in -
:;,accomphshmg the1r mtemal control
,._ob‘]ectlves o g

Standard, page 29, Ongoing Monitoring
Activities. Asking employees regularly to
state explicitly whether they understand and
comply with the ¢ode of conduct is listed as

an ongoing monitoring activity which

agencies should mcorporate into their
internal control: structures :

See Introduction, pages 5—6 Deﬁmtlon and
Objectives. This section discusses the
establishment of objectives and subsets of

objectives for the entire agency. Objectives

at these different levels should be linked to
activities throughout the organization and
should be internally consistent and
complementary. :

See Control Act1v1t1es Standard, pages 19-24.

. This standard addresses. control ‘activities

-which are the pohc1es procedures;-
techniques, and mechanisms that: ensure
that management's directives are being
carried out to meet the agency's objectives.
It states that control activities must be
effective and efficient to prov1de a tugh

~degree of assurance that’ mtemal control

obJectlves are bemg achleved
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. Specific Standards

Documentation. Internal control systems
and all transactions and other significant
events are to be clearly documented, and the
documentatlon is to be readily available for
examination.. . :

- . Recording of Transactions and Events.

_Transactions and other significant events are
 to be promptly recorded and properly
classified. i e

Execution of Transaction and Events. . o

Transactions and other significant events are
to be authorized and executed only by
persons acting within the scope of their
authonty

“Separation of Duties. Key duties and
responsibilities in authonzmg, processmg,

- recording, and reviewing:} transactlons should?

e separated among individuals. - -

Paged9c tii e

See Cohtrokerctbiyit_ies Standard,;page 22.

Documentation is listed as a type of control

-activity that should be common to all

agencies. Standard calls for documentation
of internal control and all transactions and
significant events. See Control Activities
Standard, page 23, Control Over Information
Systems, General Control: A particular type
of general control is Application System
Development and Maintenance Control
which includes documentation requirements.
See Monitoring Standard, pages 30-31,
Separate Evaluations which states that an
evaluator may find undocumented internal
control. If these prove to be effective, they
should be documented.

“See Control Activities Standard, page 21,

where Recording of Transactions and
Events is listed as a type of control activity
that should be common to all agenc1es
Similar Wordmg is used

See Control Act1v1t1es Standard page 21

‘where Execution of Transactions:and-

Events is listed as a type of control activity

-that should be:common to all agenc1es
_Slmllar wordmg is' used TN

See Control Act1v1t1es Standard page 21

~where Segregation of Duties is listed as a

type of control activity that should be

‘common. to.all agencies:: Similar-wording is

used. Also, see Momtonng Standard, page
29, Ongoing Monitoring Activities- where

~separation of duties and respon51b1ht1es is
~ listed as an ongoing monitoring activity
- which agencies:should- mcorporate mto the1r
,;mtemal control structures. e ,
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Supervision. Qualified and continuous
supervision is to be provided to ensure that
internal control objectives are achieved.

Access to-and Accountability for

.- Resources. Access to resources and

records is to be limited to authorized
individuals, and accountability for the
custody and use of resources is to be

~assigned and maintained. - Periodic -

comparison shall be made of the resources '
~with the recorded accountablhty to :
_determine: if the two agree. ‘The frequency of

the comparison $hall be ‘a furiction of the -
Vulnerablhty of the asset

| : Audlt Resolutlon Standard

L 'Prompt Resolutwn of Audzt Fmdmgs

: Managers are to

promptly evaluate ﬁndmgs and
recommendations reported by audltors,

-

See Control Environment Standard, pages
14-15, Assignment of Authority and
Responsibility, which states that implicit in
the assignment of authority and
responsibility is the requirement to provide
qualified and continual supervision to keep
employees aware of their duties and to
know the extent of their accountability.

See Control Environment Standard, page 15,
Human Resource Policies and Practices,
which calls for supervision, review, and
approval of assigned work. Similar wording
is used. Also, see Monitoring Standard,
page 29, Ongoing Monitoring Activities
where appropriate organizational structure
and supervision are listed as ongoing
monitoring activities which agencies should
incorporate into their internal control
structures.

: See Control ACthltleS Standard, page 21-22.
- “Access Restrictions to and Accountablhty

for Resources and’Récords i is: hsted asa

‘type of control activity that should be

common to all agencies. Similar wording is
used.

See Prompt Resolutlon of Aud1t Fmdmgs ~

Standard pages 35-36—similar wording.

"' GAO/AIMD-98-21.3.1 Proposed Revision of IC Stds (12/97)
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* determine proper actions in response to
- audit findings and recommendations, and"

» complete, within established time frames,
all actions that correct or otherwise
_ resolve the matters brought to
management's attention.

]

.

CPagesi T T T T T GAO/AIMD-98213.1 Proposed Revision of IC Stds azen




1

Ll

APPENDIX III

LAWS, REQUIREMENTS, AND POLICIES
AFFECTING INTERNAL CONTROL

LAW/GUIDANCE | EFFECT
Budget and Accounting Establishes that GAO audits be directed at determining

Procedures Act of 1950 the extent to which . . . . adequate internal financial
. control over operations is exercised.

Requires the head of each executive agency to establish and maintain systems
of accounting and internal control designed to provide, among other things,
effective control over and accountability for all funds, property, and other
assets. :

States that GAO audits shall consider the effectiveness of accounting
organizations and systems, internal audit and control, and related
administrative practices of the respective agencies.

Foreign Corrupt Practices Requires the Securities and Exchange Commission
Act of 1977 ‘ registrants to devise and maintain a system of internal
accounting control sufficient to provide reasonable
assurances that (1) transactions are executed in
accordance with management's general or specific authorization,
(2) transactions are recorded as necessary . . . to maintain accountability for
assets, (3) access to assets is permitted only in accordance with management's
general or specific authorization, and (4) the recorded accountability for assets
is compared with the existing assets at reasonable intervals and appropnate
action is taken Wlth respect to any dlfferences

Federal Managers, S Requlres GAO to prescnbe standards. of mtemal
Financial Integrity ‘ accounting and. administrative control and agencies to
Act of 1982 comply Wlth them.

Internal control 'pr0V1des reasonable assurance that (1) obligations. and costs
comply with applicable law, (2) assets are safeguarded ‘against waste, loss,

-.unauthorized use, or misappropriation, and (3) revenues and expendltures are. .

. recorded : and accounted for properly so that accounts and ﬁnanc1al and
. ‘statistical reports may be prepared and the accountablhty of assets may be
- mamtamed c R
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- Requires that the internal control standards 1nclude standards to ensure the
- prompt resolution of all audit findings. :

Requires OMB to establish guidelines for agency evaluation of internal control
to determme comphance with the mternal control standards o

Requlres agency heads to (1) annually evaluate their internal control using the
- OMB guidelines, and (2) annually report to the President and the Congress” on
whether the agency's internal control comply with the standards and objectives
set forth in the act. If they do not fully comply, the report must identify the
weaknesses and describe plans for correctron The report is to be signed by
“the head of the agency o ‘ :

Smgle Audit Act of 198416 - Requires that audits of state or local governments
receiving federal financial assistance over specified
' amounts shall determine and report whether the
government, department, agency, or
establishment has internal control systems to provide reasonable ‘assurance -
that it is managing federal financial a551stance programs in comphance vv1th
apphcable laws and regulauons ‘

fo the audlt ﬁnds any matenal Weakness in' the internal control, the State or

local government shall submit to appropriate federal officials a plan for

corrections to eliminate such weakness or a statement describing the reasons

that correction is not necessary. Such plan shall be consrstent Wrth the. audit
A resolutlon standard promulgated by GAO 5

- Chief Financial O_ﬂicers States that the purposes of the Act are to ensure
Act. of 1990 St e o improvement in agency systems of accounting,
%ot financial management, and internal control: to assure
P * the issuance of reliable financial information; and to
' deter fraud Waste and abuse of govemment resources.

15The Federal Reports Ehmmatlon and Sunset Act of 1995 ehmmates, effect1ve for 1999
the requ1rement to report to the Congress

“The Smgle Audit Act Amendments of 1996 mcluded a number of changes to fac1htatefp e
~more uniform audit performance and: reportmg measuremerits for all types’ of o
. 'orgamzatlons, such:as measurmg the dollar: threshold that tnggers an aud1t and requmng
‘minimum program coverage of federal asmstance AR Sy S
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- Requires that agency CFOs develop and maintain integrated agency accounting
and financial management systems, mcludmg financial reporting and internal
control.

Requlres agency CFOs to prepare and transmlt an annual report to the agency
head and the Director of the OMB which shall include . . . a summary of the
reports on internal accounting and administrative control systems submitted to
- the President. and the Congress under the amendments made by the Federal
Managers Financial Integnty Act of 1982. :

: ..Reqmres govemment corporatlons to subm1t an annual management report to
the Congress which includes a statement on internal accounting and
administrative control systems by the head of the management of the

.- corporation, consistent with the requirements for agency statements on internal
accounting and administrative coritrol systems under the amendments made by
the Federal Managers' Financial Integnty Act of 1982.

Federal Deposit. Insurance v;_Requlres that msured dep051tory institutions with assets
Corporatwn Improvement -of $150 m‘11honf7 Or more prepare an annual report
Act of 1.9.91 containing a statement of management's -
‘ responsibilities for establishing and maintaining an
G e - -+ —-adequate internal -control structure. . The report must
: _also contaln an assessment of the eﬁectlveness of the internal control structure
.-and. procedures el : R

‘Requ1res that W‘lth respect to such mternal control. reports the mstltutlon S
" independent public accountant shall attest to and report separately on the
assertions made by management :
Government Per:formance : The Act requlres that an agency S strateglc plan contam
and Resul,t.sAct of 1993 - . six key components: (1) a comprehensive -agency
CugwocEoooeiinooo o missionstatement, (2) agencywide long-term goals and
’ : 5 objectrves for all major functions,and-operations,
3) approaches (or strategles) and the various resources needed to achieve the
goals and objectives, (4) a relationship between the long-term goals and
objectives and the annual performance goals, (5) an identification of key
factors, external to the agency and beyond its control, that could 51gmﬁcant1y
affect the achievement of the strategic goals, and 6): a descnptlon of. how
i program evaluatlons ‘were' used to- estabhsh or rev1$e strateglc goals and a '

& -”The act prov1ded the Federal Dep051t Insurance Corporatlon (FDIC) W1th authonty to, -
- - raise the $150 million: threshold .FDIC set the reportmg threshold for msured dep051tory N
mstltutlons for assets of $500 mﬂhon or.more. (12 CFR 363) e e

GAO/AIMD-98-21 3 1 Proposed Revrsxon of I/C Stds (12/97)




schedule for future program evaluat10ns Intemal control plays a major role in
 assisting management in ach1ev1ng the agencies mission and prov1dmg
meanmgful mformatlon in plans and reports.

Federal Financial = States that much effort has been devoted to

Management Improvement  strengthening federal internal accounting control in the
Act of 1996 ~ past, and, while some progress has been made,
L “accounting standards have not been uniformly
1mplemented

Requires each agency to implement and maintain financial management
- systems that comply substantially with (1) system requirements, (2) applicable
- federal accounting standards, and (3) the Standard General Ledger. The
system requirements are generally recogmzed as the requirements contained in
JFMIP's Federal Financial Management System Requirements series
- «documents. These mtemal control standards are consistent with the JFMIP
' systems reqmrements o

Requires that each agency's annual audit report state Whether the agency's
. financial management systems comply with the requlrements and, if they do
not comply, then the report is to state all facts pertaining to the failure to
- comply. Requires the head of’ each agency to determine: Whether there is
~-'comp11ance based on the aud1t report and any other information and, 1f
 systems are‘not in comphance the head of the agency shall establish a: plan to
“bring the systems into comphance ‘

Requires GAO to report annually to the appropnate committees of the
...~ .Congress concerning comphance with the,requn*ements and whether the
... financial statements of the- federal governm" T ve ‘been prepared in
-~ accordance with apphcable accountmg standards 'and whether apphcable
accounting standards for the federal govemment are adequate

OMB Circular: A-123

e ‘_Prov1des ngdance to federal managers on improving
"Revised, Management ‘ :

bility a v,d effectlveness _of federal programs

 Accountability and: 1 7 _'and operatlons by establishing, 'assessmg, correcting,
Control" and reporting on management control (internal
‘ ' - -control).. Essentially, this is the OMB guidance for
R ’execut1ve agencies requlred by the Federal Managers
: F1nanc1al Integnty Act of 1982

| | OMB Circulaf A-127, S Prescri
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"Financial Management

Systems"

JFMIP Framework Jor
Federal Financial
Management Systems

Statement of Federal v
- Financial Accounting
Concepts No 1 Ob[ectwes

departments and agencies to follow in developing,
operating, evaluating, and reporting on financial
management systems including internal control.
‘Policies and references pertaining to internal control

in this circular amplify policies in Circular A-123 or lughhght requlrements

, umque to ﬁnanc1al management systems..

'It requires that financial management systems include a system of mternal

-control and requires that appropriate internal control be apphed consistently
to all system inputs, processing, and outputs.

Describes the framework for estabhshmg and
maintaining federal financial management systems, and
explams What is. meant by a single, integrated agency

~ financial management system. Internal control is an
‘essential part of the mtegrated ﬁnanc1a1 management

system, and this document contains a chapter on mtemal control that is
consistent with these mtema'l control standards.

Reporting

As a concepts statement, tlrus document provides
general guidance to the Federal Accountlng Standards
Advisory Board as it deliberates on specific issues. It

is also mtended to help others to. understand federal
accountmg and ﬁnanc1a1 reports. This specific concepts -

statement dlscusses the objectives of federal financial
reporting.

" The fourth obJectlve addresses systems and control It states that federal
- ‘financial reportlng should assist report users in understandmg whether
financial management systems and mtemal accountmg and admlmstratlve

control are adequate to ensure that

| Pagest

_transactlons are executed in accordance with budgetary and ﬁnanc1a1
‘laws and other requlrements are consistent with the purposes

i _authonzed and are recorded in. accordance with federal accountmg
it "j‘ standards

”?“_uassets-are 'properl)':': safeguarded 'to.defter fraud, ‘Waste, and abuse; and

performance measurement mformatlon is adequately supported.
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