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RY THE US. GENERAL ACCOUNTING OFFICE

Report To The Secretary Of State

Management And Control Of Personal

Property Is Poor And Procurement
Controls Should Be Strengthened At
U.S. Embassies In Latin America

Problems similar to those previously reported
by GAO continue to exist in personal prop-
erty management at U.S. Embassies in Latin
America. For example, periodic inventories
and reconciliations were not performed,
property records were incomplete and inac-
curate, and property requirements standards
were not established.

Procurement regulations and prudent manage-
ment practices were also not followed to the
degree necessary to insure against fraud and
abuse. For example, competition was inade-
quate, purchases exceeded authority, files
were not documented, and personal service
contracts were awarded.

This report discusses the conditions found
at the posts and identifies factors that con-
tribute to them.
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UNITED STATES GENERAL ACCOUNTING OFFICE
WASHINGTON, D.C. 20548

INTERNATIONAL DIVISION

B-197461

The Honorable Cyrus R. Vance 02 & 2 AL 4
The Secretary of State Ao oor3a

Dear Mr. Secretary:

This report discusses the Department's administration
of personal property and procurement at U.S. Embassies in
Latin America.

In previous reports, we identified problems in the
management and control of nonexpendable personal property at
U.S. Embassies overseas. This review was made to evaluate
the extent to which improvements had been made and to iden-
tify any existing weaknesses.

This report contains recommendations to you on pages 24
and 25. As you know, section 236 of the Legislative Reorgani-
zation Act of 1970 requires the head of a Federal agency to
submit a written statement on actions taken on our recommen-
dations to the Senate Committee on Governmental Affairs and
the House Committee on Government Operations not later than
60 days after the date of the report and to the House and
Senate Committees on Appropriations with the agency's first
request for appropriations made more than 60 days after the
date of the report.

We are sending copies of this report to the above-named

committees: the House Committee on Foreign Affairs; the Senate
Committee on Foreign Relations; and the Director, Office of

Management and Budget.
Si ij;}& urs,
¥4

K. Fasick
Director
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rPCCCUNTINC CFFICE MANACEMENT ANL CCMTRCL CF

C TEE SECRETIAKRY FEKSCNAL PROPERTY IS FOCR ANL
FRCCUKEMENT CCNTRCLS SECULL
EE STRENGTHENEL AT U.S.
EMEASEIES IN LATIN AMEFICA

Dig o283
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______ O..§ e AT
In 1969 end 1975, CAC reportgd on problem;/iﬂ// N
the menagement of nonexpendgble persong;/prop—

erty ét U.S. Imbeccies ovefceas. ThisTeview

of administrative practigés weas performed at )
U.S. embassies in EreziV, Chile; and the P 26
Cominican Republic, as well as the Consulate—
¢neral in Rio ¢e Jeneiro, Frazil; to eveluste

the extent to which improvements had been made

an¢ to icentify any exicstino weeknecses.

Althouch the State LCerartment agreed with GAC's
findinos an¢ reported stegps taken to correct
the proktlems, many continue to exist in the
perconral property area. In addition, improper
frocurement practices and noncomplience with
reauletiore 2lco reduce procurement efficiency
ena increaces the risk of fraud and abuse.

Many of the current problems, identified by
GAC, have also been reported by the LCepart-
rent's Incspector Cenerel as the result cf
insgections at the pcsts.

LEFICIENCIES STILL EXIST IN MANAGEMENT
AND CCNTRCL CF PERSONAL PROFERTY

Althcuch the Lerertment's Inspector Ceneral
had reportec deficiencies asc recently as
1677, CAC etill founc that personel prorerty
was not well managed. Excess property and
the potential for lcss of property existed at
211 four posts. Srecificelly:

--The pocts Gi¢ not teke pericdic rhyeical
inventories. Some poste hed no evidence
of inventcriec anc reconcileticn before
1976. FReconciliations performed were not
tirely cr eccurete. (fee p. €.)

--Froferty records were incomplete anc
unrelisble. (fee p. 7.)

Upon removal, the report j. IC-60~23

cover ﬁate'srmuld be noted hereon.
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--All the poets loezned rersonel property to
employees or other U.S. Government agencies
but none follcwed Department regulations
concerning related documentation or length
of the loans. (See p. 11.)

--Written receiving guidelines were either not
prerared or not followed enc¢ seperetion of
duties was inadegquate. (See p. 8.)

--All rroperty was disposed of by public
sale regardless of Department regulations
concerning redistribution within the
parent agency or-to other U.S. Government
agencies. (See p. 12.)

--Flanning for property replacement was inade-
quate resulting in excess property. (See
p. 12.)

PROCUREMENT RECULATIONS ANC
PRUDENT MANAGEMENT PRACTICES
WERE NCT FOLLCWED

Procurement regulations and prudent manage-
ment practices were not followed to the degree
necessery to protect the best interests of

the U.S. Government. GAC found that:

--Contracts were not always awarded competi-
tively nor bids solicted for major purchase
orders. (See p. 16.)

-~-Personal service contracts were awarded
(See p. 17.)

--Prccurement files did not contein essen-
tial data. (See p. 19.)

--Purchase crdercs were iscsued for amounts
greater than alloweéd by procurement
regulations or were split to stay within
limits. (See p. 20.)

~--Separation of duties was not optimum cue
to availability of personnel. (See p. 21.)
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UNLERLYING CAUELE CF
WEAKNESSES ILENTIFIED

GAC believes that & mejor reescn for the
weaknesses is failure of post personnel to
follow Lepartment reguletions. Also, factors
which contribute to noncompliance include:

--The lack of documentel menagemert systems
at the posts to provide written procedures
and guidelines.

--The feilure of U.S. administrative cffi-
cials to actively participate in day-to-
dey cperations, relying extensively upon
local emrloyees without actually verify-
ing rerformance.

Ciscussion cof deficiencies with key rpersonnel
at the posts and in Washington identified
additional factors which are ktelieved to con-
tribute to administrative weaknesses. There
wae general agreement that:

--More corprehensive training is needed for
administrative personnel, includin¢ those
hired locally.

--Frecuent turnover of personnel under the
Cepartment's rotaticn pregrem inhibits
problem-solving procescses and needed con-
tinuity, ac well as compliance with Insrec-
tor General recommendations.

--Fersonnel reduvctions have encoursged the
use of personal service contracts and, in
some casces, prevented edeguate seraration
cf duties.

-~Ccnditione peculier to overseas locations
(e.g., language barriers and shortage of
gualified contractors and adeguate supply
sources), often prevent strict compliance.

KECCMMENDATICNS

GAC recommends that the Secretary cf ttate:




--Ensure that written procedures and guide-
lines are implemented at the posts for
critical administrative functions to
facilitate compliance with regulations.

--Reemphasize the importance of the admini-
strative function and the need for Princi-
pal Officers and administrative officials
at the posts to ensure that regulations
are followed and management procedures and
controls are properly implemented.

--Ensure that administrative personnel partic-
ipate in the Department's training programs,
especially at the entry level.

--Ensure that efforts are made to identify
existing personal service contracts and,
the extent possible, discontinue them and

avoid future contracts of this nature.
Specific instructions establishing criteria
for identifying such contracts and establish-
ing alternative measures should be issued

to the posts.

to

--Emphasize the need for post officials to
ensure that actions promised in response
to Inspector General recommendations are
completed.

This report was discussed with key State
Department officials who did not indicate
any major disagreement with the report and
were receptive to the intent of the recom-
mendations.
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CHAPTER_1

INTRODUCTICN

In the pacst, we have reviewed administrative functions
at the Lepertment of State's overseas posts to evaluate man-
cgenent practices and ccntrols, including those pertaining
tc personal property. These reviews discloced deficiencies
that the Lepartment generally ccncurred with and stated that
corrective action wculd be taken.

Thie review of zéministrative rractices at oversess
rosts was performed to evaluate the extent to which improve-
ments heve been made end to identify any existing weeknesses.
work was performed at three U.S. embassies &nd one consulate
in Latin American.

THE ACMINISTRKATIVE FUNCTION IS AN

IMPCET1ANT PART OF EMEASSY GEERATICNS

The embacscsies' administrative sections are responsible
fcr criticel support functione perteininc to perscnnel, budget
and fiscal, and genereal services such as travel and transgpor-
tetion, hcusing procurement, and building-raintenance orere-
tions.

The importance of the administrative function ie empha-
¢ized in Inspector General guidelines for the evaluation of
adrinistative effairs et overseas postes which state, in reart,
that:

"l1he imrortance of thorough evaluation of adrin-
istrative affairs at overseas pocsts is evident from
the high percentage of Lerartment resources allo-
cated to that function. 1In many poste, over half
of the total State resources and often resources

of other agencies ere under the control of the
Administrative Section * * * »

We examined the following aspects of administrative
responsibility: (1) the large inventories of personal property,
#and (2) the contracting and rrocurement functions under which
lerge curs of money cre srent for goods and services.

Nonexpendable personsl property

In addition to exrendeble prcperty items, such acs office
csurplies &nd spere parts, the posts have lerge inventories of
ncnexyendéekble rersonal property which ic defined as:
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"* * %property which (1) is comrplete in itself;
(2) does not lose its identity or become a compo-
nent part ¢f another item when used; (3) is of

a durable nature with anticipated useful life

of over 1 year; and (4) the original or rerlace-
ment value is $220 or more."

This includes vehicles, furniture, equipment, and eprliances.

As of December 1978, the Department estimated nonexpend-
able prorerty for overseas posts at over $83 million. 1/
For Latin Americs (South America, Central America, and the
Carribean) the estimated value reported was over $14 million.

The amounts reported for the erbassies included in this
review was:

Brasilia, Brszil $1,500,885 2/

Santiago, Chile 376,822

Santo Comingo, L.R. not reported
Procurement

A significant amcunt is spent by overseas postes for goods
and services on the local economy and in the United States
through contract, purchase orders, ané petty cacsh. Fcr exam-
Fle, durino fiscal year 1978, $48.7 million was obligated for
procurement of rrorerty at overseas pocsts; with $z.3 million
2llocated to the posts visited in Latin America. At the
posts reviewed, there were 98 active contracts for purposes
that included maintenance, cleaning, repair and csecurity
services.

MANAGEMENT AND INTERNAL REVIEW

The Department's Foreign Affairs Msnual sets forth the
regulations governing administrative functioms. 2n 2dminis-
tretive Officer is resronesible for conducting administrative

1/Cf the 169 posts licsted, 36 were not included in the source
report. Therefore, this is an understated value of totel
nonexpendable rrorerty overseas.

2/Includes Rio de Janeiro and other constituent posts in
Erezil.

&
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cierétiors ot eech pest in eccecrcence with gcverning regule-
tions. lanegement tasks are further delineated by designa-
tinc khey U.S. ané locel perscnnel for specific respornsibil-
ities, such c¢g eccountsble property officer, property
menecerent officer, ené ccntrecting officer.

Internel review is the responsibility of the Department's
Inspectcr Cenersl and is accomplished by inespection teams
which visit eech overceas post on a 2-year cyclical baris.
Insfections are cidec by Fost Mermcrendums and Functional
(uestionnaires completed pricr to the inspection by post
percsonnel.

Fcllcwur procedures include the recuirement for the posts
ené the responsible Ccuntry Directorates and other action
offices to prepare corpliance rerlies within 6 to 8 months
following distribution of the inspection reports.

SCOEE CF_REVIEW

work wes perforrmred at the Lepartment of State in Washing-
ton, C.C., end at Embassiesg in Brasilia, Erazil; Santo Domingo,
Comincan Fepublic; Santiego, Chile; and the Consulate General
in Fio de Janeiro, Prazil. In Washington, we met with agency
officials ané reviewed reccrds anc¢ documrents pertaining to:
(1) background data on Latin Arerican rosts; (2) laws, policies,
and regulations; (3) results of Incspector General work at the
selected posts; (4) minicomputer systems scheduled for instal-
lation at cverseas roste; and (5) training ancd rotation policies
of Lepartment percsonnel.

At the posts, our review concentrated on wmanagement and
control of personel property and procurement and contracting
practices ard prccedures. The review work included

--examrination of property records and tests of
trensactions ané cstock levels, observations of
residentiel inventories and property disposel,
ané ircspecticn of rrererty storace facilities;
and

--exemination of contract anrd prurchase order
files and tests of selected procurement
trensactions.

In celectina certain property items and property and
procvrement trensactions for review, those pertaining to
property were celected et rendom from the files and the
items in stock. We reviewed 21l current active contracts
and all purchese crders for fiscal year 1979.




At each post, written surmaries pertaining to the results
of the review were provided to and discussed with the Frin-
cipal Cfficer and administrative officials. These officers
were very recertive and generally concurred with our findings
and observetions. Corrective measures were prromised and in
some cases initiated before our departure.
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CHAETER 2

DEFICIENCIES STILL EXIST IN MANAGEMENT ANDC

CCNTRCL OF FERSCNAL PROPERTY

In 1969 1/ and again in 1975, 2/ we reported on problems
in the menagement of nonexpendable personal property at U.S.
Embassies overseas. Although the State Department agreed with
our findings and promised corrective action, many of the prob-
lems continue to exist.

For example, we concluded in our 1975 report that

--the Department had not issued guidelines for imple-
menting & monetary rroperty accounting system;

--data on property records was generally incomplete
and sometimes inaccurate;

--property inventories were not taken consistently and
reconciliations, when done, were of guestionable
accuracy and value:

--the posts were not reporting excess property for
possible redistribution, and the lack of (1) accurate
inventories, (Z) established criteria for authorized
levels of property items, and (3) utilization reviews
generally precluded such identification; and

--procurement practices had improved; however, pro-
curement planning was still weak and not based on
accurate, reliable data.

The Department reported that the following steps had
been taken:

--Cormunications containing complete guidelines
were sent to all posts in order to clarify
recordkeeping recuirements.

l/"Improverents Made cr to be Made in the Acquisition and
Management of Nonexpendable Personal Property Overseac"
(E-165867, Mar. 12, 1969).

2/"Acaquiring and Managing Nonexpendable Fersonal Property
Overseas: a Followup Review" (IL-75-66, June 9, 1975).
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--Sters were taken by the Insrector General to
strengthen review and followup procedures.

-=-An automated system was being developed to
effectively control monetarily the nonexpendable
rFersonal rroperty.

Cespite these eforts by the Derartment, we again found
that the situation is essentially the same. Personal property
wae not well managed at the four Latin American rosts visited.
Excess rrorerty and the potential for loss of property existed
at those posts. We found that

--annual inventoriets and reconciliationes were not
performed at the posts;

--property record cards were not in agreement with
physical counts of property and did not contain
prescribed information;

--management procedures and guidelines for managing
and controlling property were not documented;

--planning of rroperty recuirements was inadequate;
and

~-~-poets possessed property in excees to their recguire-
ments.

PERICLDIC INVENTORIES AND
RECONCILIATIONS WERE NCT DONE

Lepartment regulations recuire an annual physical inven-
tory of all personal property, except items covered by custody
receirts and most household furnishings and appliances which
are inventoried at each change of occupant. Inventories are
required to be taken by a team which includes- one U.S. citi-
zen employee. During the inventory (1) serial numbers should
be recorded, (2) prepared inventory listings should not be
used, and (3) the resident should participate in residential
inventories. Reconciliations and adjustments are to be made
after the physical inventory has been taken.

None of the posts were taking accurate and timely phy-
sical inventories. 1In addition, none were adeguately recon-
ciling the differences between the property record cards and
the physical count.

In Erasilia and Santiago we found no records of inven-

tories being conducted earlier than 1978 and no evidence of
inventory reconciliations being made. The two other posts
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had taken inventories before cur visit but they were not
effective because of delays and inadecuate reconciliations.
Rio dia not document the reconciliation of ite inventory
although it submitted a certificate stating that the inven-
tory was taken and reconciled.

Percsonnel at Santo Domingo stated that the last previous
inventory was taken in 1972. The current one started in
November 1978, but by Rugust 1979, 9 months later, the recon-
ciliation was still in process. Large differences appeared
on the reconciliation because property records were not ade-
quately maintained during the inventory period. For example:

Quantity Value
Iter difference difference
Eedsprings 99 over $ 2,508.00
rlattress 149 over 1,222.00
Generators 32 short 209,760.00

The total value of maintenance supplies totaled $83,910.96
of which there were cvereges of $60,534.46 and chortages of
$17,123.74. Fmbassy personnel stated that the differences
will be written off because discrepancies would be difficult
to trace through the prorerty records.

Embsssy personnel in Santiago began a complete physical
inventory in July 1978, but it was still not completed in
Sertember 1979. No U.S. citizen had participated in that
inventory. The General Services Officer told us that Santiago
was understaffed and no U.S. personnel were available to
participate in the inventory.

Periodic physical inventories are needed to ensure accoun-
ting control over property and to provide accurate information
about changes of investments in property. Such information
is needed by property managers in determining recuirements,
plenning procurements and disposals, and evaluating use.

FRCPERTY RECORDS WERE INCOMELETE AND UNRELIAELE

The Cepartment's objectives for rmaintaining prcperty
records are (1) property accountability and inventory, and (2)
establishing custodial responsibility. CLCepartment regulations
specify the type of records required and the recording method
to be used. These records are the primary source of data for
cuantities and values of rersonal prorerty held by overseas



posts. Therefore, complete and accurate records are recuired
for properly planning disposals and procurements, monitoring
uce, and preventing accumulation of excesses.

Inspector General reports of visits to two of the four
posts noted that property records were inadequate, inaccurate,
and incomplete as recently as 1977. The Inspector General
recommended changes to improve recordkeeping and property
control. The posts responded in 1978 that they had or were
implementing such changes. PBut during our 1979 review we
tound that posts still did not have complete and eccurate
prorerty records.

Proper recordkeeping starts with the receiving function.
Unless proper procedures are followed and items received are
recorded properly, an immediate breskdown in the accuracy
and reliability of prorerty records occurs.

Receiving needs improvement

Lepartment regulations reaquire

--the property management officer to issue detailed
written procedures for receipt and inspection
of rersonal fprorerty:

--to the extent possible, establishing central receiving
activities; and

--designation of an employee responsible for receirpt,
inspection, and reporting to appropriate officials
(the designated employee should not be responsible
for procurement or payment of the property).

Three of the four posts we visited had not issued any
written procedures for receipt and inspection of personal
prorerty. The post at Santo Domingo had writtén procedures,
but they were issued in 1976 and the accountable Froperty
officer told us that he doubted if they were followed.

Receiving activities appeared to be centralized, to the
extent feasible. PBecause of the physical limitations of
space at all of the embassies, warehouse and receiving acti-
vities were performed both at the embassiec and at warehouces
arart from the embassies.

Three of the four posts prepared receiving reports, but
one, Rio de Janeiro, did not. At the three posts which pre-
pared receiving reports, we observed inadequate cseperation
of duties. Erasilia's and Santo Domingo's receiving was



pcricrred ky the ermrloyees whe orcerec the prorerty erc Leip-
teined the property records. Santiagc's receiving wes per-
fcrrec by the erplcoyees who meinteined the prcrerty recorce
ené who had physicel custcdy of the property in one of the
werebcvces. The errlcyec Cecsicnatec ec respereikle for
Feceipt ana Incpection hed not signed any of the receiving
rejcrt we reviewvec.

Prorerty reccrc¢ cerds were inaccurate

Lerartrert reguletiors recuire preperetior of compcsite
Froperty recoré cerds ané individual prorperty record cards
fcr nonexperndeble rrorerty end prerereticn of stock contrel
carcdes for property in stock. Composite property record cerds
were incemplete e¢rd rot in belence with their surrorting
individual property recoré cards. For examrple, Saontiago's
records chcwed:

--electric typewriters cnhanc, frcm the conmpceite
cerd: 142, but from the individuel csrds: 150, éand

--refricerstcrs cnbend, Lrcn the compceite cerd: 101,
but fror the individual cerds: 99.

Lic ¢e Jereirc Gic¢ nct heve ery conpcsite carces for reciden-
tiel erglioencecs

(ererelly, comyosite frorerty reccra cercées ¢i¢ not con-
tein average unit coste or Federal stcck numbers. RAs & result
tte velves cf Cicpecsels wee ¢ velue other ther the prescritec
average unit ccst.

Incivicual precperty cerds eélsc were subject tc inzccur-
aciec and omiscione of various information at &ll the posts.
Ecr exenrle:

-~-Fio ce Jenciro's and Eentc Lerinco's cérde c¢i¢ not
contain the datecs ot receipt fcr their items &and
Fic ¢id nct heve eny cercée for recicertiel arrliances.

--Eracilic did not heve cerde for fcur tyrpewriters
receivec in 1S7¢&.

--lrcrerty lccetions vere cfter nct reccrced or were
insccurate. 1In Sentiego, the locetion was not
rcceroed on 27 cf 547 cerde reviewed.



come repsir costs were recorded at all posts, but such
recording did not appear to be systematic or routine. One
surervisory employee at Santiago tcld us repair information
was not necessary for managing property ané it took a great
deal cf time and effort to record.

Stock control cards generally lacked information, such as
meaximum and minirum levele and the stock's locetion. Further,
these cards were not generally in agreement with the balances
we cbserved. 1wo posts, Fio and tentiago, did not maintain
cards for nonexpendable property located in their warehouses.
Depertrent-recuired spct checks of stock carde were not
rountinely peformed by any of the accountable property offi-
cerec. :

Cnly €antc Loringo had¢ rinimum ané maximum stock leveles
recorded on its stock control cards. Most of Santiago's stock
control carde showed the thysgicel locastions of the rrorerty,
but Brasilia's, Rio de Janeiro's end Santo Domingo's stock
control ceros did not.

Moct of the pcete' stock control cerds balances Gié not
agree with the number of items on the shelf. Of the 16 items
we celected et Sentiago, 14 had cversces or chortages ketween
our physical counts and the balances on the stock control
cards. BAn emrbessy cfficisl told us thet the emplcyee respon-
sible for maintaining the stock control cerds and the ware-
house had no formel treining or instruction for his pceition.
Another employee told us that an inventory had never been done
anc¢, 1f it were done, the aifference between the stock con-
trocl cerdcs ané the physical counts could be adjusted for rast
errors,

We compared the stock control card belence with the shelf-
counts for other roste and found,

--of 11 iteme selected a2t kio de Jeneirc, & had
overages or shortages;

--of 11 itemc selected et Sento Corincgo, 3 had
cverages or shortages; and

--of 6 itemrs selected et Eracilia, 2 had overages
or shortages.

The items we relected for these tests included washinc machinesg,
paper, forms, pens, batteries, film, and pencil sharrpeners.

10
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Loaned property records were not in
compliance with Department regulations

All of the posts were loaning property to employees and
other U.S. Government agencies. One post was not complying
with the part of the regulation that generally restricts prop-
erty loans to 90 days, while records maintained at two other
posts were insufficient to provide adequate control of the
loaned items.

Three items at Brasilia had been loaned to personnel and
other agencies from 6 months to a year. The post has also
loaned some maintenance supply tools but had not obtained
signatures of the borrowers.

The post at Santiago did not maintain any records of
loaned items. Because of this lack of documentation the
posts cannot readily determine which items were loaned and
the loaned property may either exceed the 90-day limit or be
lost from the property records.

Cisposal records not always complete

The posts at Brasilia and Rio de Janeiro were not follow-
ing Department regulations (their forms were not always com-
plete, lacking such information as the type of disposal and
appropriate signatures); however, the post at Santiago
appeared to follow regulations.

POST DISPOSAL PRACTICES AND IDENTIFICATION OF
EXCESS PROPERTY NEED IMPROVEMENT

Department regulations distinguish between the disposal
of property as replacement property versus excess property.
The intent being that one may generate funds to be used for
acquiring like items while the other may not. The regulations
also cite redistribution within the parent agency or transfer
to other U.S. Government agencies as the preferable method
of property disposition.

We found that all four posts disposed of their property
through public sale under the replacement property criteria
although similar property excess to requirements appeared
to be on hand. Some of the property was sold well within
its useful life expectancy. None was offered for redistri-

bution.
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Dispcsel rractices not acecuetely Gocumented

211 of the posts we visited disposed of rersonal rrorerty
through public sales. Nore couvld provide documentatior chow-
ing the reasons disposals were not mede thorugh redistribution
within the parent sgency or transfer to other U.S. Covernment
agencies within the area. Scme stateé that because of the dis-
teances between poets and high transpcrteticn coste, it was
impractical to redistribute the property. Also, because of
the high prices the property brings on the locel markets, some
of the poste prefer to sell it and buy new items.

Althouch thete rey be velid sssumptione, we believe that
vtilization reviewes should be made to identify property that
ie clearly excese to recuirerments zné that the Cepartment's
redistribution criterie should be followed o0 that other
esteblichrente ney hoave the cprortunity tc eccuire prorerty
thouch thie rrccess.

The tecled Ltid cele wes used st the roste in E€anto LComingc
and Kkio de Janeiro and the auction sale was used by the posts
at Erecilic end Sentiegc. Wwe observed cne Cispcsal sale at
Sentieac where the actuval dispcsal and ccllection proceeds wacs
rerformed by & local public auctioneer. The property had been
grcupec intc lots by the auctioneer for tale to the public.

An embacssy employee was precent before and during the auction.
his duties were to reccrd the lct numberes of embessy property
before the auction and to record the highest bids received
diriro the auction co he couvld conpare those bide with the
itemized statement and rroceeds leter sent to the embassy

by the cuctioneer.

Sentiago had no written rrocedures or quidelines for
control of dispocal property as it wacs releaseé by the post
tc the zuctioneer, but post erployees had implerented accoun-
ting controls. Eaced on our observatione of the auction eand
rcview of the ascociated documents, we believe that the
accounting controls in use were adecuate to safeguard U.S.
prorerty, but the ccntrols shculd be written to docurent
accountebility and for uce by future procperty menagers and
engloyees.

Flanning for prcperty replzcement wae inacecuate

None of the posts we vicited had written minimum replece-
nment steraerds. All of the pcste Cisposed of sore property
sooner than the criteris contained in the LCepartment's Esti-
matea Life tpan of Ecuipment, but none cf the posts had docu-
mented reacsons for that early disposel. ULecisions for dis-
rocal seenec tc be on the werket rrices at some posts inctead
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of econoric uvsefulrness. Cne official in Santiagc tcla ue thet
the post could sell 2-yeer-old calculators end receive enough
mcney te purchase new ones. An errloyee in Santo LComingo
tcld us some itemes were sold before the end of their esti-
rnateu ucetul lives becezuse the post could obtein enouvgh

money to replace them with new items.

The Ceneral Services Cfficer in Erasilies told us his post
did not notify other rosts of property scheduled for disposal
beczvese he believed he cculd get rore money for the property
by £elling it locally. He also told us the proceeds from
locsl rrorerty disrosal in fiscal yeer 1579 were used to pur-
chase residential furniture because Department Eeadguarters
did nct eprropriate all the mcney he needed to buy thet prop-
erty.

we founé that the proceeds from disposal sales generally
did not exceed aguisition costs. In fiscal year 1979, Santi-
a8go received about $16,700 in proceeds for property it accuired
for about $28,800. In a March 1979 disposal sale Santo Domingc
received ebout $12,200 for property it acouired for sbcut
$29,500.

Pcete pcssessed prorerty excess
tc their recuirements

Two post officiale tcld us they believe their poste have
excess rproperty. The General Services Cfficer at Santiago
stated thet the rost rrcbably has excess residential zppli-
ances, but did not know how much excess existed. Santiago's
ncnexpencable prorerty inventory included:

Nurber in Number Fercent
Item inventory unassigned unascigned
Clcthes dryers 61 16 _ 26
FRefrigerators 59 31 31
Gas ccoking reanges 84 32 38
Washing machines 80 29 3¢

The Cenercl cervices Cfficer said some of the unessigned
errliences were recuired to be onhend in cese assigned arrpli-
ances became unserviceable. A reserve stock of appliances
was recuired becsuse (1) it was not beneficisl to procure
arrliences locally and (2) the time between the post's order
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and receipt of appliances was 4 to 6 months. The cfficer ezid
no recuirements studies had been done, but estimated that the
rosts reserve cstock shculd be about 10 percent of the assigned
arrplieances.

The Acting Genersal Services COfficer in Santo Lomingo
saia that he believed the post had excess residentisl
property because all eligible employees had their a2llcw-
ances and the warehouse still contained 53 washing machines
36 zir-concditioners, 34 refrigeretors, and varicus amounts
and tyres of resgidential furniture. (Some of this property
waes received from the post in Micaregua.) The rost at Santc
Domingo had arranged to dispose of some of that prorerty, but
the disposale were classified ac replacement, nct foreion
excess prorerty.

Cther indicationg of excess property included tbhe numbers

il
of typewriters onhand, in relat1on to the numkter of employees
¢nG other trancsferred prorerty leter sold as replecement prog-
erty. The table below shows the ratio of tyrewriters-to-
emplcyees at the rosts we visited.

Number of Mumber of Retio of tyrewriters-
Post typewriters erployees to-emrloyees
Sento Comingc 144 148 .97
Erasilia 115 118 .97
Fio 126 97 1.3
Santiago 218 176 1.2

The post in Erecilia purchased cffice end residentiel rroperty
frcm the Agency for International LCevelorment missicon that

was ceecsing oreration in the country. §Eome cf the prorerty was
new or in good condition when the post acouired it, but the
Frorerty was never used by Eresilia. 1The prorerty was stored
in & warehouse until it was sold, some 4 tc 18 months later--
the post sola it ss regplacement property.
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PROCUREMENT REGULATIONE AND FRUDENT

MANAGEMENT PRACTICES WERE NCT FOLLOWED

Procurement regulations and prudent management practices
were not followed to the degree necessary to insuvre procure-
ment efficiency and protection of the best interests of the
U.S. Government. Manegement controls should insure that goods
and services are procured from the most economicsl source and
thet the duties of personnel responsible for purchasing, re-
ceiving, and accounting for goods and services are properly
geparated to reduce the potential for collusion and misappro-
priation of funds.

The Department's Foreign Affairs Manual specifices regqu-
lations pertaining to procurement practices and limitations
and emphaeizes the need for essential documentation. Not-
withetanding the procurement regulastions and management pro-
cedures, we found that:

--Contracts are not beino zwarded on a competitive basis.
--BEids are not being solicited for major purchase orders.
--Personel service contracts are being awarded.

--FProcurement files do not contain &ll the essential data
relating to each trencsaction.

--Furchase orders are being issved for emounts greater
than zllowed by prccurement regulations, or are being
split to stay within the maximum limits.

--Separation of procurement duties is nct optimum because
of availebility of personnel.

Deficiencies sirilar to thecse have been identified and
reported by the Cepartment of State's Inspector General. Even
though corrective actions were reported, some of them con-
tinuved to exicst. For examrle, following en inspection at the
embassy in Prasilia, Erazil, the Insrector CGeneral reported
in July 1977:

"Comgpetition is not always obtained or, if

obtained, the recuired written record is
not made * * *,
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liore extensive competitive solicitaticn should
be undertaken and recorded as required by the
regulations."

In Decemrber 1977, the embassy rerlied:

"Action completed. The Fmbassy's Procurement
Section has been issued written instructions
covering competitive solicitation of suppliers.
Written evidence is being recorded.”

During our review at the Prasilia Embasey in June 1978,
we founa little documentary evidence of bid solicitation.
Similar situetions were ‘found at other postes visited, i.e.,
the Incpector Ceneral's recomrmendgetion had not been complied
with even though corrective actions hed been reported.

CCNTRACTS AND MAJCR FURCHASE CRDERE ARE NOT

The Foreign Affairs Manual ststec that 211 purcheces and
contracts must be made on a corpetitive basis to the maximum
rrecticable extent. Formel edvertising for bids invelving
preparation of an invitation for bids, soliciting bids, sub-
ricsion of bids, and awarding & contract is not recuired et
overcseas posts, rather negotiation is the procedure for making
contrects. The negotietion procecss for contrects 2nd purchacse
orders creater than $500, requires selection of potential
bicdere under formal edvertising procedures. The procurement
officer must determine whether written or orsl bids will be
solicited. This decicion is baseé on the dcllar smount and
the items or services to be purchased.

Ct the 98 active contrects reviewed at four posts, we
identified only 11 contracts where bids were solicited. We
also reviewed 139 rurchese orders for armcunts greater than
$500 and found orly 44 hed been open for competitive bidding.
Fcr example, we found thet:

--The Embéssy in Brasilies had solicited bids for only
3 of 47 contracts active at the time of our review.
Many of the contracts had been continously renewed
automatically over several years without any consid-
eretion to soliciting competitive bids. The Embascsy
in Santo Comingo had 20 active contrects, but had
sclicited bids for only 3. 1Individuaels et both posts
acknowlecged that competitive bids should have been
solicited cn more contracts, but stated the follcocw-
ing reascns for not doing so
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--lack of aveilability of competitors,
--past experience with vendors, and

--reliability and dependakbility of
vendors.

--At two poste, the Fmbassy in Fresilia and
the Embassy in Santiasgo, procurement offi-
cials stated that as a rule they do not so-
licit bids on purchase orders for amounts
greater than $500. Despite the statement of
an official at the Embassy in Santo Domingo
that it wae their policy to solicit bids
for major purchase orders, only 2 of the 23
rurchase orders reviewed had¢ been open to
competition. Officials stated the same rea-
sons given under contracts above for not
soliciting bids on purchase orders.

We recognize that conditions locally, and cverseac in
general, often limit the degree to which negotiation and
bid requirements can be satisfactorily addressed. FEowever,
although we did not verify the extent to which alternative
sources were evailable, we believe that adeouate efforts were
not being made in this regard by responsible personnel, i.e.,
contracte were renewed and the same vendors used as a matter
of routine simply because, as stated by personnel, of past
experience &nd relisbility. We do not believe that this prac-
tice necessarily produces the best results for the Government.

PERSONAL SERVICES CONTRACTS ARE BREING AWARDEL

Cepartment of State Frocurement Regulations state that
overseas posts have not been delegated the authority to award
contracts for personal services. This authority was with-
drawn in 1967. |

Feresonal service contracte are, in reality, contracts
of employment; srrangements where an employer-employee rela-
tionchir is establiched. This has led to serious cuestions
requarding the rights and benefites accruing to individuals
who have been awarded such contracts. For example, we were
tola by an officiel at the Consulate Ceneral in Rio of liti-
gation involving an earlier contract of this nature for
meintenance services. Former locally hired contract personnel
were demanding severance pay from the U.S. Government for
amounts they rerceived to be due to them as employees of the
Government.
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The following critical conditions or elements which, if
present, might result in an improper personal service contract
are:

--a contract that does not call for en end
product or service,

--a contract price based on the time actually
worked rather than the results to be accomp-
lished,

--a contract for services usually perfomed by
Government employees that is under direct
supervision of & Government official, and

--a contract with individuals rather than a
contractor or business entity.

All of these elements need not be present to create a personal
services arrangement. In fact, the existence of only one may
result in a personal service contract. Whether the contract
is with an individual or organization, it is important to
recognize the independence of the contractor. This is why

the so-called "dummy contract," wherein the ostensibly non-
personal services contractor acts merely as an agent of the
Government, often creates an employer-employee relationship
between the Government and the employees of the contractor.

Because the Department of State has not develored spe-
cific criteria to determine the difference between personal
and nonpersonal service contracts, it is difficult to defin-
itely determine that a contract is personal service. Eut at
the four poste visited, we identified 10 contracts which
appeared to have personal service contract characteristics.
Some examples were:

--At the embassy in EBresilia, two contracts
directly hired individuals to perform services
normally performed by Government employees.
Both required direct supervision by an embass
employee. An embassy official agreed that
these were personal service contracts which
should be terminated. Eut he added that it
is very difficult to avoid them. The Generel
Services Office must first provide a certain
level of services to the embassy and its staff,
but the current personnel ceiling does not
allow them to meintain that level unless they
contract for labor to supplement the permanent
staff. Ccince there are few and sometimes no
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contractors available, they must resort
to contracting with individuals for ser-
vices.

--Three contractes at the Consulate General
in Rio de Janeiro were with individuvals
for services that used to be performed
by Government employees. When the per-
manent positions were abolished, individ-
uals were rehired under contracts. The
contracting officer agreed that these were
personal services contracts, but did not
know of any other way to provide the ser-
vices because of the post's current per-
sonnel ceiling.

--The Santiago Embassy's contracting offi-
cials stated that two contractors were
created from former emgployees to handle
their cleaning force and maintenance con-
tracts. The Embassy has, in essence,
entered into the so-called "dummy contract"
described above, and created, at the very
least, the percertion of an employer-employee
relationship between the Government and the
contractors' employees. Embassy officials
in Santiago also stated that despite per-
sonnel reductions they are still expected
to provide the same level of services,
forcing the use of contract labor. The
problem is compounded by an absence of
contractors in Santiago for these types of
services, therefore, the Embassy must create
contractors to fit their needs.

PROCUREMENT FILES LCO NOT
CONTAIN ESSENTIAL DATA

The Foreign Affairs Manuval specifies that regardless of
the method of procurement used, the procurement files must
contain all essential data relating to each transaction made.
It emphasizes that special care should be taken to establish
a complete file for each negctiated trancsaction since most of
the negotiations are oral. 1In addition, any special or
unusual aspects of the transaction should be included in the
record.

At all four posts visited, we generally found that both
contract and purchase order files did not contain essentieal
data relating to the transaction. The following types of
documentation were normally not found
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--copies of competitive bids submitted in writing
for a contract or purchase order,

--writeups of oral bids solicited and cuotations
received, '

--explanations as to why bids were not or could
not be solicited, and

--records of contract negotiatione, the basis
for vendor/contractor selection, and how the
Frices were determined.

As stated above, out of 98 active contracts at all four
posts only 11 were open to competitive bidding. Although
post officals had explanations for not requesting bids, they
were all verbal. There was very little and sometimes no
written documentation of the circumstances surrounding each
transaction in the files. The same was true for the purchase
order files.

Some post officials said they did not realize such docu-
mentation was recuired, but after our discussions with them
they understood the need and advantage of having a good writ-
ten history of procurement transactions.

PURCHASE ORCERS ARE BEING ISSUED FOR AMGUNTE
GREATER THAN ALLCWED BY REGULATIONS

Cepartment of State Procurement Regulations state that
overseas posts are not authorized to issue purchase orders
for amounts greater than $10,000 for local purchases and
$5,000 for U.S. purchases. At three of the four posts, we
found several examples of purchase orders both exceeding the
maximums and being split to stay within the ceilings. For
example: .

--Out of 36 purchase orders examined at the
Santiago Embassy, 7 were either split to
stay withing the ceilings or exceeded the
ceilings. Some of these purchase orders
were part of a yearend crash procurement
program which occurred at the end of fis-
cal year 1978. The post received approx-
imately $200,000 at the end of August and
wae told by the Department of State to
spend it. The procurement officer explained
that to spend this much money in such a
short time period, they had to split pur-
chase orders and sometimes exceed the ceilings.
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--At two posts, the Consulate General in
Rio de Janeiro and the Santiago Embassy,
procurement officials stated that they
knowingly split purchase orders and
exceeded ceilings because the money must
be spent when received. They explained
that very little money is received during
the first 2-1/2 quarters, while most of
their appropriations come during the last
quarter. To buy the things the Embassy
needs, they normally must split purchase
orders or exceed the limits during this
3-month period.

Conditions similar to these were identified in our 1975
report. We stated that although the Department has pro-
vided policy guidance concerning yearend procurements, the
practice of allotting large sums of money in the latter part
of the fiscal year encouraged the purchase of excess items
and increased inventories beyond normal levels. It is
evident that more emphasis is still needed to ensure that
procurement is more evenly distributed in accordance with

legitimate needs.

SEPARATION OF PROCUREMENT DUTIES WAS NOT
OPTIMUM BECAUSE OF AVAILABILITY OF PERSONNEL

Good procurement management controls dictate that the
duties of personnel responsible for purchasing, receiving,
and accounting for goods and services be properly separated
to reduce the potential for collusion and misappropriation
of Government funds. For overseas posts, personnel should
be properly designated as Contracting Officer, Procurement
Officer, Receiving Officer, and Certifying Officer. The
appropriate authority should be delegated to these indivi-
duals and specific actions, such as procurement or contrac-
ting actions, should be taken only by the designated officer.

At two of the four posts, the separation of duties was
not at a level to provide a satisfactory degree of assurance
that the Government's interests were being protected. This,
however, was inherent in the posts' staffing pattern which is
limited by personnel ceilings. Due to reduction in forces at
the posts, there were simply not enough personnel available
to adequately separate duties.
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CHAPTER 4

UNDERLYING CAUSES OF WEAKNESSES IDENTIFIED

Numerous deficiencies persist in the personal prorerty
and procurement functions. When considered individually, many
of the problems are relatively minor. Collectively, however,
they represent a significant breakdown in management control
and thus increese the risk of fraud and abuse.

REASONS FOR DEFICIENCIES

We believe that 2 major reason for the deficiencies is
failure of post personnel to follow requlations set forth in
the Department's Foreign Affairs Manual. Factors which in our
opinion contribute to noncomplisnce include the following:

--Documented management systems do not exist at the
posts to provide written procedures and guidelines.
These azre needed to establish and clearly define
duties and responsibilities in order to better comply
with requiremrents.

--U.S. administretive officisls sometimes fail to
actively participate in day-to-day activities,
relying extensively upon local employees. Docu-
ments are often "rubber stamped" without actually
verifying performance. This, in itself, is a
breakdown in management control that should be
exercised to ensure that regulations are followed.

In discussing the deficiencies with the Principal
Officers and administrative personnel at the posts, as well
as officials in Washington, additional factors were identi-
fied which contribute to administrative weaknesses. There
was general agreement that:

--More comprehensive training is needed for admin-
istrative personnel, including those hired locally.

--Freguent turnover of personnel under the Depertment's
rotation program inhibits problem-soclving processes
and needed continuity. It also restricts the follcocw-
up process necessary to ensure compliance with
Incrector General recommendations as inspectors may
often be dealing with different personnel at the time
of inspections 2 years later.

--Personnel reductions have encouraged the use of per-
sonal service contracts to continue to fulfill nec-
essary or desired functions. They have also, in
some cases, prevented adeguate separation of duties.
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--Conditions peculiar to specific locations, and
overseas in general, e.g., language barriers
and the shortage of qualified contractors and
adequate supply sources, often prevent strict
complience--esrecially in the procurement
area.

Some cf these factors are undoubtedly more difficult to
control than others. For example, the Department's rotation
policy is considered necesszry to provide adecuvate experience
and opportunity as well as for employee morale. In addition,
the vast distances, large number of posts, and limited number
of inspection personnel generally limit inspections to the
2-year cycles currently established. We do believe, however,
that in planning corrective actions, all contributing factors
should be identified end considered.

It is our opinion that the conditions cited as being pe-
culiar to overseas posts have led to some complacency on the
part of post personnel to accept the status quo. For example,
contracts ¢re renewed and supply sources continued as a matter
of routine on the basis of reliable performance. We believe
the need exists for personnel to more actively seek alter-
native means and sources and, in all cases, to document the
results of such efforts.

EFFORTS ARE UNDERWAY WHICH COULD
IMPROVE ADMINISTRATIVE MANAGEMENT AND CONTROL

Efforts are underway which may help to improve admin-
istrative operations and the capability of administrative
personnel. The Department is in the process of installing
autometed systems at overseas posts and upgrading training
available to administrative staff. 1In our opinion, the
success of these ventures will depend greatly on attaining
compliance with existing regulations and employee partici-
pation.

Automated systems are being
installed at overseas posts

The Department is installing standard minicomputer sys-
tems at overseas posts which are planned to handle many oper-
ations, including property management. While Department
officials do not see the systems as a "cure all" they do
believe they will provide the following benefits,

--an overall standardized structure or system for
aaministrative operations;

--a Systems Manager who is responsible for scheduling
operations and monitoring the use of the minicomputer;

23

Tk g



--more current feedback to Washington management on
the status of posts' operations; and

-—-a comprehensive property control system, from
creation of the purchase order to property disposal,
with edited inputs and current outputs.

We believe, however, that deficiencies such as those
identified in this report must be satisfactorily addressed
before these systems can function properly. The system will
provide no better data than that now available until Depart-
ment regulations are followed and transactions are properly
recorded.

Trairing progranr for acministrative
personnel is being restructured

The Department is emphasizing the need for training of
administrative personnel. Existing courses are being re-

structured to provide more comprehensive training of longer
duration.

The training, however, will not be mandatory and will,
therefore, depend upon the initiative and desire of individ-
uals to participate. We believe that training should be
required, especially for entry level officers, to insure more
effective administrative management and control.

CONCLUSIONS

The continuing nature of many of the deficiencies iden-
tified indicates the need for greater concern and attention at
the Department level for administrative matters at the over-
seas posts. The need exists for increased emphasis on the
importance of the administrative function and the associated
responsibilities for management and control 6f the great
amount of property and resources involved.

We believe that the problems identified at the four posts
in Latin America probably exist at most other posts worldwide.
Therefore, corrective actions emphasized by the Department
should be directed to all posts.

RECOMMENDATIONS

We recommend that the Secretary of State:
-—-Ensure that written procedures and guidelines are

implemented at the posts for critical administrative
functions to facilitate compliance with requlations.
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--Reemphasize the importance of the administrative
function and the need for Principal Officers and
administrative officers at the posts to ensure
that regulations are followed and management pro-
cedures and controls are properly implemented.

--Ensure that administrative personnel participate
in the Department's training programs, especially
at the entry level.

--Ensure that efforts are made to identify existing
personal service contracts and, to the extent
possible, discontinue them and avoid future con-
tracts of this nature. Specific instructions
establishing criteria for identifying such con-
tracts and establishing alternative measures
should be issued to the posts.

-—-Emphasize the need for post officials to ensure that
actions promised in response to Inspector General
recommendations are completed.

(462530)
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