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As Hurricane Katrina so forcefully 
demonstrated, the nation’s critical 
infrastructures—both physical and 
cyber—have been vulnerable to a 
wide variety of threats. Because 
about 85 percent of the nation’s 
critical infrastructure is privately 
owned, it is vital that public and 
private stakeholders work together 
to protect these assets. The 
Department of Homeland Security 
(DHS) is responsible for 
coordinating a national protection 
strategy and has promoted the 
formation of government and 
private councils for the  
17 infrastructure sectors as a 
collaborating tool. The councils, 
among other things, are to identify 
their most critical assets, assess the 
risks they face, and identify 
protective measures in sector-
specific plans that comply with 
DHS’s National Infrastructure 
Protection Plan (NIPP). 
 
This testimony is based primarily 
on GAO’s July 2007 report on the 
sector-specific plans and the sector 
councils. Specifically, it addresses 
(1) the extent to which the sector-
specific plans meet requirements, 
(2) the council members’ views on 
the value of the plans and DHS’s 
review process, and (3) the key 
success factors and challenges that 
the representatives encountered in 
establishing and maintaining their 
councils. In conducting the 
previous work, GAO reviewed 9 of 
the 17 draft plans and conducted 
interviews with government and 
private sector representatives of 
the 32 councils, 17 government and 
15 private sector.   

Although the nine sector-specific plans GAO reviewed generally met NIPP 
requirements and DHS’s sector-specific plan guidance, eight did not describe 
any incentives the sector would use to encourage owners to conduct 
voluntary risk assessments, as required by the NIPP. Most of the plans 
included the required elements of the NIPP risk management framework. 
However, the plans varied in how comprehensively they addressed not only 
their physical assets, systems, and functions, but also their human and cyber 
assets, systems and functions, a requirement in the NIPP, because the 
sectors had differing views on the extent to which they were dependent on 
each of these assets. A comprehensive identification of all three categories 
of assets is important, according to DHS plan guidance, because it provides 
the foundation on which to conduct risk analyses and identify appropriate 
protective actions. Given the disparity in the plans, it is unclear the extent to 
which DHS will be able to use them to identify security gaps and critical 
interdependencies across the sectors. DHS officials said that to determine 
this, they will need to review the sectors’ annual reports. 
 
Representatives of the government and sector coordinating councils had 
differing views regarding the value of sector-specific plans and DHS’s review 
of those plans. While 10 of the 32 council representatives GAO interviewed 
reported that they saw the plans as being useful for their sectors, 
representatives of eight councils disagreed because they believed the plans 
either did not represent a partnership among the necessary key 
stakeholders, especially the private sector or were not valuable because the 
sector had already progressed beyond the plan. In addition, representatives 
of 11 of the 32 councils felt the review process was too lengthy, but 8 
thought the review process worked well. The remaining council 
representatives did not offer views on these issues. 
 
As GAO reported previously, representatives continued to report that their 
sector councils had preexisting relationships that helped them establish and 
maintain their sector councils. However, seven of the 32 representatives 
reported continuing difficulty achieving and maintaining sector council 
membership, thus limiting the ability of the councils to effectively represent 
the sector. Eleven council representatives reported continuing difficulties  
sharing information between the public and private sectors as a challenge, 
and six council representatives expressed concerns about the viability of the 
information system DHS intends to rely on to share information about 
critical infrastructure issues with the sectors or the effectiveness of the 
Protected Critical Infrastructure Information program—a program that 
established procedures for the receipt, care, and storage of information 
submitted to DHS. GAO has outstanding recommendations addressing this 
issue, with which DHS generally agreed and is in the process of 
implementing.  

www.gao.gov/cgi-bin/getrpt?GAO-07-1075T. 
 
To view the full product, including the scope 
and methodology, click on the link above. 
For more information, contact Eileen Larence 
at (202) 512-8777 or larencee@gao.gov.. 
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