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Although VA has made progress, it has not yet fully implemented most of the 
key GAO and IG recommendations to strengthen its information security 
practices. Specifically, VA has implemented two GAO recommendations: to 
develop a process for managing its plan to correct identified weaknesses and 
to regularly report on progress in updating its security plan to the Secretary. 
However, it has not fully implemented two other GAO recommendations: to 
complete a comprehensive security management program and to ensure 
consistent use of information security performance standards for appraising 
senior VA executives. In addition, the department has not yet fully 
implemented 20 of 22 recommendations made by the IG in 2006. For 
example, VA has not completed activities to appropriately restrict access to 
data, networks, and department facilities; ensure that only authorized 
changes and updates to computer programs are made; and strengthen 
critical infrastructure planning. Because these recommendations have not 
yet been implemented, unnecessary risk exists that the personal information 
of veterans and others, such as medical providers, will be exposed to data 
tampering, fraud, and inappropriate disclosure. 
 
Since the May 2006 security incident, VA has continued or begun several 
major initiatives to strengthen its information security practices and secure 
personal information within the department, but more remains to be done. 
These initiatives include continuing efforts begun in October 2005 to 
reorganize its management structure to provide better oversight and fiscal 
discipline over its IT systems; developing an action plan to correct identified 
weaknesses; establishing an information protection program; improving its 
incident management capability; and establishing an office responsible for 
oversight of IT within the department. However, implementation 
shortcomings limit the effectiveness of these initiatives. For example, no 
documented process exists between the Director of Field Operations and 
Security and the chief information security officer (CISO) to ensure the 
effective coordination and implementation of security policies and 
procedures within the department. In addition, the position of the CISO has 
been unfilled since June 2006. Although, 39 percent of items in the 
department’s remedial action plan are tasks to develop, document, revise, or 
update a policy or program, 87 percent of these items have no corresponding 
task with an established time frame for implementation across the 
department. VA also did not have clear guidance for identifying devices that 
require encryption functionality, and it lacked adequate procedures for 
incident response and notification. Finally, VA’s Office of IT Oversight and 
Compliance lacks a standard methodology and established criteria to ensure 
that its examination of internal controls is consistent across VA facilities. 
Until the department addresses recommendations to resolve identified 
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hat computer equipment 
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What GAO Recommends  

AO is making 17 
ecommendations to the Secretary 
f Veterans Affairs aimed at 

mproving the effectiveness of VA’s 
fforts to strengthen information 
ecurity practices by developing 
nd documenting processes, 
olicies, and procedures, and 
ompleting the implementation of 
ey initiatives. In commenting on a 
raft of this report, VA stated that it 
enerally agreed with the 
ecommendations and has 
mplemented or is working to 
mplement them. 
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weaknesses and implements the major initiatives it has undertaken, it will 
have limited assurance that it can protect its systems and information from 
the unauthorized disclosure, misuse, or loss of personal information of 
veterans and other personnel. 

http://www.gao.gov/cgi-bin/getrpt?GAO-07-1019
http://www.gao.gov/cgi-bin/getrpt?GAO-07-1019
mailto:wilshuseng@gao.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




