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Introduction

Instructions on how to
Use the Annual Index

The U.S. General Accounting Office (GAO) is an independent, nonpartisan
agency in the legislative branch. GAO provides Congress with the best
information available to help members make informed oversight, policy,
and funding decisions. GAO meets Congress’ information needs by (1)
evaluating how government programs and policies are working, (2)
auditing agency operations to determine whether federal funds are being
spent efficiently and effectively, (3) investigating allegations of illegal and
improper activities, and (4) issuing legal decisions and opinions. Most GAO
work is done at the request of committees or members, but some reports
are self-initiated or done in response to congressional mandates included in
public laws or committee reports.

GAO’s annual index is a two-volume set. The first volume—Abstracts of
Reports and Testimony: Fiscal Year 2000—contains summaries of 878
publicly released reports and testimony listed alphabetically by division or
staff office. Classified reports, correspondence, and legal publications are
not included. The second volume—Indexes for Reports and Testimony:
Fiscal Year 2000—contains several indexes to help you locate reports and
testimony by issue category, subject matter, title, or GAO witness.
Instructions on how to use the two volumes are found below. The annual
index is also available in electronic format on GAO’s website
(www.gao.gov).

Information About GAO Report Numbers

The numbers on GAO reports issued in fiscal year 2000 contain the
following information: the division or staff office acronym, the last two
digits of the fiscal year, and the sequentially assigned report number, e.g.,
GAO/GGD-00-1. Testimony numbers include a “T” in front of the division or
staff office acronym, e.g., GAO/T-GGD-00-1.

The abstract volume contains summaries of reports and testimony issued
between Oct. 1, 1999, and Sept. 30, 2000. These summaries, which
originally appeared in the Month in Review, are arranged sequentially by
report number for each GAO division and staff office. Each summary is
accompanied by the document title, date, and length (number of pages).

In fiscal year 2000, five program and technical divisions and several offices
issued reports. Some reports were issued jointly by two or more divisions;
in those cases, the report number includes the acronym for each division,
e.g., GAO/GGD/AIMD-00-1.
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The following is a list of division and office acronyms and names:

Acronym Division/Office Name

AIMD
GGD
HEHS
NSIAD
OCE
oCG
OGC
OIMC
OPA
OSI
RCED

Accounting and Information Management Division
General Government Division

Health, Education and Human Services Division
National Security and International Affairs Division
Office of Chief Economist

Office of the Comptroller General

Office of the General Counsel

Office of Information Management and Communications
Office of Public Affairs

Office of Special Investigations

Resources, Community and Economic Development Division

The index volume contains four indexes to lead you to the report or
testimony abstract you are looking for.

(1) The category index groups items by the broad subject headings used
in the Month in Review. On the basis of subject matter, reports and
testimony are grouped under one of the following 26 categories:

e Agriculture and Food
¢ Budget and Spending

Business, Industry, and Consumers
Civil Rights

Economic Development
Education

Employment

Energy

Environmental Protection
Financial Institutions
Financial Management
Government Operations
Health

Housing

Income Security

I nformation Management
International Affairs

Justice and Law Enforcement

e National Defense
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Ordering GAO Reports
and Testimony

¢ Natural Resources

Science, Space, and Technology
Social Services

Special Publications

Tax Policy and Administration
Transportation

¢ Veterans Affairs

Although there may be instances in which reports or testimony could fit
under two or more categories, GAO has tried to place them under the most
obvious category.

The subject index uses generic subject headings, including terms from
GAO’s thesaurus, as well as geographical listings, the names of weapon
systems, and funds. Reports and testimony are listed alphabetically by
title, followed by the document number.

The title index list all reports and testimony alphabetically in natural
word order, along with the date of the publication and the document
number.

The witness index consists of an alphabetical list of GAO officials who
have testified before congressional committees and the document number.

The fastest and easiest way to obtain copies of GAO documents is through
the Internet. GAO’s website (www.gao.gov ) contains full-text files for all
documents listed in the annual index. You can print these documents out in
their entirety, including charts and other graphics.

If you need to order a printed copy of a GAO document, the first copy of
each report is free. Additional copies are $2 each. A check or money order
should be made out to the Superintendent of Documents. VISA,
Mastercard, and Discover Card are also accepted. Orders for 100 or more
copies mailed to a single address are discounted 25 percent.

To order by mail:
U.S. General Accounting Office

P.O. Box 37050
Washington, DC 20013
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To order by phone:

Tel. (202) 512-6000
Fax (202) 512-6061
TDD (202) 512-2537

Or visit GAO’s Document Distribution Center:
700 4™ Street, NW (corner of 4™ and G Streets)

Room 1100
Washington, DC 20548
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Subject Index

AIMD

AIMD-00-1, Oct. 1, 1999 (51 pages).
Critical Infrastructure Protection:
Comprehensive Strategy Can Draw on
Year 2000 Experiences.

The nation’s computer-based critical
infrastructures are at increasing risk of
severe disruption. Interconnectivity
increases the risk that problems
affecting one system will also affect
other interconnected systems.
Although these problems could be
caused by natural disasters, such as
earthquakes, and system-inducted
problems, such as the Year 2000
conversion problem, government
officials are increasingly concerned
about attacks from individuals and
groups with malicious intentions, such
as terrorists and nations engaged in
information warfare. Critical systems
could be disrupted, sensitive data
could be read or copied, and data or
processes could be tampered with. A
significant concern is that terrorists or
hostile foreign states could target
critical systems, such as those
supporting energy distribution,
telecommunications, and financial
services, in order to harm the public
welfare. The need to strengthen
computer security in both government
and the private sector has been
recognized over the past several years
by many groups, including GAO, and
several steps have been taken to
address the problem. During 1996 and
1997, federal information security was
addressed by the President’s
Commission on Critical Infrastructure
Protection, which had been created to
investigate the country’s vulnerability
to both “cyber” and physical threats. A
1998 Presidential directive recognizes

that overcoming computer-based
threats to the country’s critical
infrastructures requires new approach
involving coordination and
cooperation across federal agencies
and among public and private sector
groups and other nations.

AIMD-00-3, Oct. 1, 1999 (29 pages).
Financial Management: Federal
Financial Management Improvement
Act Results for Fiscal Year 1998.

The historic inability of many federal
agencies to accurately record and
report financial management data on
both a year-end and an ongoing basis
for decision-making and oversight
purposes continues to be a serious
problem. To improve the
accountability and credibility of the
federal government and to restore
public confidence, Congress passed
the Federal Financial Management
Improvement Act of 1996, which
requires auditors for each of the 24
major federal agencies named in the
Chief Financial Officers Act (CFO) to
indicate in their annual financial
statements whether the agencies’
financial management systems comply
substantially with the following three
requirements: federal financial
management systems requirements,
applicable federal accounting
standards, and the U.S. Government
Standard General Ledger at the
transaction level. GAO is required to
report annually on the act’s
implementation. This report discusses
(1) the compliance of CFO agencies’
financial systems with the act’s
requirements, (2) whether CFO
agencies’ financial statements have
been prepared in accordance with
applicable accounting standards, and
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(3) the agencies’ plans to ensure that
their systems comply with the act’s
requirements.

AIMD-00-4, Oct. 4, 1999 (20 pages).
Financial Management Service:
Significant Weaknesses in Computer
Controls.

The pervasive weaknesses GAO
identified in computer controls at the
Treasury Department’s Financial
Management Service (FMS) during its
fiscal year 1998 audit undermine FMS’
ability to identify, deter, and respond to
computer control weaknesses in a
timely manner. GAO found that FMS
has corrected the risks associated with
only 24 of 72 computer control
shortcomings cited in a GAO report
issued in July 1998. During the fiscal
year 1998 audit, GAO found new
general computer control weaknesses
in entitywide security planning and
management, access controls, systems
software, and application software
development and change controls.
Because of the weaknesses GAO
identified, including the lack of an
effective entitywide security planning
and management program, billions of
dollars of payments and collections
are at significant risk of loss or fraud,
vast amounts of sensitive data are
vulnerable to inappropriate disclosure,
and critical computer operations could
suffer disruptions.

AIMD-00-5, Oct. 4, 1999 (29 pages).
Information Systems: The Status of
Computer Security at the Department
of Veterans Affairs.

GAO reported last year that computer

controls at the Department of Veterans
Affairs (VA) placed critical operations,
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such as financial management, health
care delivery, and benefit payments, at
risk of misuse and disruption. (See
GAO/AIMD-98-175, Sept. 1998.) Since
then, VA has tried to correct some of
the weaknesses GAO cited and has
independently begun to improve its
computer security management
programs. However, progress in
correcting the shortcomings GAO
identified has been inconsistent across
VA organizations, and efforts to
strengthen local computer security
management programs were not part
of a coordinated, departmentwide
effort. In connection with VA’s fiscal
year 1998 consolidated financial
statement audit, GAO and VA’s Office
of Inspector General continued to find
serious problems with the agency’s
control and oversight of access to its
information systems. In September
1998, GAO also reported that the
primary reason for VA's continuing
information system control problems
was that VA lacked a comprehensive
computer security planning and
management program. A VA working
group has developed a plan to improve
information system security
throughout the agency and establish a
departmentwide computer security
planning and management program.
Because this multiyear plan is at an
early stage of development, it is too
soon to assess its effectiveness. As VA
implements its computer security
management program, establishing
detailed guidance can help ensure that
the program’s requirements are
implemented fully and consistently
throughout the agency.

AIMD-00-8, Oct. 14, 1999 (59 pages).
Year 2000 Computing Challenge: DEA
Has Developed Plans and Established
Controls for Business Continuity
Planning.

The Drug Enforcement Administration
(DEA) has managed its business
continuity planning efforts in
accordance with the structure and
process recommended by GAO’s
business continuity and contingency

planning guide and it has made
progress toward completing Year 2000
business continuity plans. DEA had
planned to complete development of
its business continuity plans by early
September 1999 and to test them by
the end of November 1999. DEA’s
development of its plans is about four
months behind GAO’s recommended
date, and its testing milestone is about
two months behind GAO’s
recommended date. Despite the
progress so far, DEA is running late
and still has many important tasks to
complete. Its plans for completing
these tasks leave little time to address
any schedule slippage.

AIMD-00-10, Oct. 29, 1999 (69 pages).
Financial Management: Increased
Attention Needed to Prevent Billions
in Improper Payments.

The federal government spends
billions of dollars each year on grants,
transfer payments, and the
procurement of goods and services. In
their fiscal year 1998 financial
statements, nine federal agencies
reported improper payments totaling
$19.1 billion. GAO found that agencies
are not performing comprehensive
quality control reviews for certain
programs to determine the propriety of
program spending. As a result, the full
extent of the problem--and possible
solutions to it—-is unknown. GAO
believes that inadequate internal
control and program design issues are
the primary causes of improper
payments for many federal programs.
Economic and demographic
projections suggest that federal
outlays in certain programs will rise
significantly. With billions of dollars at
risk, agencies will need to continually
and closely safeguard those resources
entrusted to them and make it a
priority to reduce fraud, waste, and
abuse. A first step for some agencies
will be to develop ways to identify,
estimate, and report the nature and the
extent of improper payments annually.
Without this basic knowledge,
agencies cannot be fully informed
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about the magnitude, trends, and types
of payment errors being made within
their programs.

AIMD-00-11, Oct. 22, 1999 (65 pages).
Year 2000 Computing Challenge: FBI
Needs to Complete Business
Continuity Plans.

As of August 1999, the FBI had
renovated, tested, and certified as Year
2000 compliant all but one of its 43
mission-critical systems. The FBI had
developed system-level contingency
plans for all but two of them. Also, the
FBI had made some progress in its
Year 2000 business continuity
planning, but this important effort is
running late. Moreover, the FBI lacks
many of the management controls and
processes needed to effectively guide
its continuity planning effort in the
short time remaining before the Year
2000 deadline. By not using the
management rigor and discipline
specified in GAO’s Year 2000 business
continuity planning guide, the FBI will
be unable to ensure that it (1) properly
focuses its planning effort on the
agency’s most critical operations; (2)
chooses the best strategies to protect
these operations; (3) has enough
resources and staff to implement
continuity plans; and (4) can efficiently
and effectively invoke its continuity
plans, if necessary. GAO recommends
that the Justice Department clarify its
expectations for Year 2000 business
continuity planning for all of its
bureaus and that the FBI establish and
implement (1) a plan for developing
and testing business continuity plans
and (2) effective controls and
structure for managing Year 2000
business continuity planning.

AIMD-00-12, Oct. 18, 1999 (53 pages).
Defense Computers: DOD Y2K
Functional End-to-End Testing
Progress and Test Event Management.

Complete and thorough Year 2000
testing is essential to ensure that new
or modified systems process dates
correctly and will not jeopardize an
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organization’s core business
operations after the millennium. This
is especially true for the Defense
Department (DOD), which relies on a
complex and broad array of
interconnected computer systems-
including weapons, command and
control, satellite, inventory
management, transportation
management, health, financial,
personnel, and payment systems--to
carry out its core business functions
and military operations. This report
reviews the effectiveness of DOD’s
efforts to perform Year 2000 end-to-
end tests for its major business
functions, including health,
communications, personnel, and
logistics. For each functional area,
GAO analyzes reported information on
the status and progress of all test
events. GAO also reviews a critical test
event in each functional area to
determine whether it was planned and
managed in accordance with GAO’s
Year 2000 testing guide.

AIMD-00-14, Oct. 1, 1999 (11 pages).
Budget Issues: Budgeting for Inflation
in Civilian Agencies.

In recent years, the Defense
Department (DOD) has seen increases
in purchasing power--called inflation
dividends--that occur when inflation is
lower than had been projected at the
time funds were requested. DOD has
used those savings to fund a larger
program without requesting or
receiving additional resources. In light
of the military’s experience, the
question of whether civilian agencies
should also identify the effect of lower
inflation on their funding requirements
has been raised. This report describes
how inflation is now treated in
budgeting for DOD and civilian
discretionary nonpay activities. GAO
developed case studies for three
civilian agencies: the Bureau of Land
Management, the Office of
Environmental Management in the
Department of Energy, and NASA.
GAO also reviewed its earlier work on
inflation changes in both civilian

agencies and DOD and questioned
DOD about how it budgets for
inflation.

AIMD-00-15, Oct. 29, 1999 (18 pages).
Internal Controls: Oversight of
Longshore Special Fund Needs
Improvement.

The Special Fund established by
Longshore and Harbor Workers’
Compensation encourages employers
to hire disabled maritime workers by
limiting an employer’s liability should a
disabled worker sustain a second
injury. The Fund, which is financed
primarily by annual assessments levied
by the Labor Department on self-
insured employers and insurance
carriers, is audited annually. However,
the audited annual financial
statements do not address the
potential unfunded liability faced by
this program, which has been
estimated to be as high as $2.5 billion.
This report addresses (1) the
feasibility of actuarially calculating the
unfunded liability of the Special Fund,
(2) whether controls exist to prevent
inappropriate claims from being
referred to the Special Fund, (3)
whether recipient data are matched
against other agencies’ databases to
reduce the risk of payments being
made to ineligible recipients, (4)
whether there are equitable
distributions of assessments among
the insurance carriers/self-insured
employers as compared to their claim
levels, and (5) the status of changes to
the Longshore computer systems.

AIMD-00-17, Nov. 30, 1999 (44 pages).
Seized Drugs and Weapons: DEA
Needs to Improve Certain Physical
Safeguards and Strengthen
Accountability.

As part of its asset forfeiture
operations, the Justice Department
often seizes and stores evidence--
including drugs and weapons-that is
later used by federal prosecutors. In
fiscal year 1998, the Justice
Department’s Drug Enforcement
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Agency (DEA) reported that its agents
seized more than 275,000 kilograms of
illegal drugs. Each of the four DEA
laboratories and division offices GAO
visited had physical safeguards in
place that, if used effectively, could
help control access to and use of drug
and weapon evidence. However, GAO
found instances of inadequate
packaging of drug and weapon
evidence and overcrowded drug vaults
that could increase the risk of theft,
misuse, and loss. Moreover, GAO
found that some requirements, such as
chemists’ returning drug evidence to a
vault within five working days after
analysis and laboratories destroying
drugs within 90 days of receiving
authorization, were not always met.
GAO also found weaknesses in DEA’s
accountability over drug and weapon
evidence, including (1) incomplete and
missing documentation, such as chain
of custody documentation; (2)
inaccurate recordkeeping of drug and
weapon evidence; and (3) improper
accounting for drug weights, including
unverified and unexplained weight
differences in drug exhibits. DEA’'s
internal inspection teams also
reported instances of missing
documentation and improper
recordkeeping in their reports
covering inspections done from 1996
through 1998. In commenting on this
report, DEA officials said that the
problems GAO cited do not appear to
be systemic in nature and affected
areas in which redundant controls are
in place to ensure the integrity of
evidence at all times. GAO disagrees
with DEA and identifies several even
more severe issues plaguing all, or
almost all, of the locations GAO visited
and for which redundant controls did
not exist to compensate for the
deficiencies.

AIMD-00-18, Dec. 16, 1999 (54 pages).
Seized Drugs and Firearms: FBI Needs
to Improve Certain Physical
Safeguards and Strengthen
Accountability.
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During the last decade, GAO has
periodically reported on government
operations at “high risk” for waste,
fraud, abuse, and mismanagement.
One of these operations is the asset
forfeiture program run by the Justice
Department. Seized items typically
remain in an agency’s custody until
used as evidence by federal
prosecutors. This report focuses on
the FBI's controls over seized drugs
and firearms. Each of the four FBI field
offices GAO reviewed had established
physical safeguards in accordance
with key FBI policy directives.
However, overcrowding and
inadequate packaging of drug evidence
and improper maintenance of the night
depository in the drug vault at one of
the FBI field offices GAO visited
increased the risk of theft, misuse, and
loss of evidence. Also, inadequate
ventilation in the drug vault at one
field office could potentially harm the
health and safety of evidence control
workers. The FBI's ability to account
for drug and firearms evidence was
hampered at the field offices GAO
reviewed by incomplete and missing
information on chain of custody
documents, the failure to promptly
issue and reconcile reports that are
used to verify the location of evidence,
and poor documentation of bulk drug
seizures. Notwithstanding these
problems, FBI personnel were able to
locate each item that GAO chose for
testing at the field offices; for those
items not in storage, they provided
documentation supporting the current
location or status of the item. GAO
identified several instances in which
evidence control personnel or FBI
agents entered evidence into the FBI's
Automated Case Support System late
without the required explanatory
memoranda. While reviewing selected
drug items in storage at the four field
offices, GAO noted many
discrepancies between the actual
weight of drug items observed during
GAO'’s testing and the weight of these
items recorded on attached evidence
labels, which should reflect the current

weight of the item, including
packaging.

AIMD-00-19, Dec. 17, 1999 (16 pages).
District of Columbia: The District Has
Not Adequately Planned for and
Managed Its New Personnel and
Payroll System.

The District of Columbia is acquiring
an automated personnel and payroll
system, which is based on commercial,
off-the-shelf software, to improve the
quality of its personnel and payroll
systems, modernize its personnel and
payroll business processes, and
replace an aging legacy system. In
earlier testimony before Congress,
GAO noted that information on the
District’s 40,000 employees has long
been error-prone and inconsistent.
(See GAO/T-AIMD-95-170, June 1995.)
The Comprehensive Automated
Personnel and Payroll System which is
estimated to cost about $13 million to
develop, was expected to be up and
running by the end of 1999. This report
assesses whether the District has
effectively planned and managed the
system.

AIMD-00-20, Mar. 7, 2000 (29 pages).
Financial Management: Differences in
Army and Air Force Disbursing and
Accounting Records.

The reliability of contract disbursing
data is critical to the ability of the
Army and the Air Force to effectively
account and control for billions of
dollars in budget authority and prepare
reliable financial information on the
results of its operations. The Defense
Finance and Accounting Service in
Columbus, Ohio, makes tens of billions
of dollars in contract payments each
year for the Army, the Air Force, and
other military organizations. The
Center relies on the Mechanization of
Contract Administration Services
(MOCAS) to process military contract
payment transactions. This report
discusses (1) if, and to what extent,
contract payment transactions
recorded in the Army and Air Force
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official accounting records differed
from MOCAS disbursing system
records; (2) the types of differences
between the disbursing and
accounting systems and the causes for
the differences; and (3) the potential
effect any identified deficiencies may
have on the Defense Department’s
planned improvements to the contract
payment system.

AIMD-00-21, Nov. 15, 1999 (59 pages).
Defense Computers: U.S.
Transportation Command’s
Management of Y2K Operational
Testing.

Complete and thorough Year 2000 end-
to-end testing is essential to ensuring
that new or modified systems used to
collectively support a core business
function or mission operation will not
jeopardize an organization’s ability to
deliver products and services on or
after January 1, 2000. This is especially
true for the Defense Department,
which relies on a complex array of
interconnected computer systems --
including weapons, command and
control, satellite, inventory
management, transportation
management, health care, financial,
personnel, and payments systems -- to
carry out its operations. This report (1)
assesses the U.S. Transportation
Command’s management of its end-to-
end test of its ability to plan and
execute joint major theater war
deployment operations and (2)
determines what the results of this test
show with respect to operational risks
and readiness.

AIMD-00-21.2.3, Oct. 1, 1999 (56
pages). Human Resources and Payroll
Systems Requirements: Checklist for
Reviewing Systems Under the Federal
Financial Management Improvement
Act of 1996.

This checklist reflects the Joint
Financial Management Improvement
Program’s revised “Human Resources
and Payroll Systems Requirements”
(Apr. 1999) to help (1) agencies in
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implementing their human resources
and payroll systems and (2)
management and auditors in reviewing
their human resources and payroll
systems to determine if they
substantially comply with the Federal
Financial Management Improvement
Act. This checklist is not required to be
used in assessing the human resources
and payroll systems. It is provided as a
tool for use by experienced staff.

AIMD-00-21.2.6, Nov. 1, 1999 (65
pages). Direct Loan System
Requirements: Checklist for Reviewing
Systems Under the Federal Financial
Management Improvement Act of
1996.

The Federal Financial Management
Improvement Act of 1996 required that
agencies implement and maintain
financial management systems that
substantially comply with federal
financial management systems
requirements. These requirements are
spelled out by the Joint Financial
Management Improvement Program
(JFMIP) and the Office of Management
and Budget. GAQO’s checklist, which
reflects JEMIP’s revised requirements
for direct loan systems, is designed to
assist (1) agencies in implementing
and monitoring their direct loan
systems and (2) management and
auditors in reviewing their direct loan
systems to determine if they are
complying with the act.

AIMD-00-21.2.8, Dec. 1, 1999 (60
pages). Travel System Requirements:
ChecKklist for Reviewing Systems
Under the Federal Financial
Management Improvement Act of
1996.

Federal agencies must implement and
maintain financial management
systems that substantially comply with
the federal financial management
systems requirements that are spelled
out by the Joint Financial Management
Improvement Program (JFMIP) and
the Office of Management and Budget.
This checklist reflects JFMIP’s revised

travel system requirements to help (1)
agencies implement and monitor their
travel systems and (2) management
auditors review their travel systems to
determine if they are complying with
JFMIP’s guidelines.

AIMD-00-23, Nov. 2, 1999 (207 pages).
Budget Surpluses: Experiences of
Other Nations and Implications for the
United States.

In fiscal year 1998, the United States
had a budget surplus for the first time
in nearly 30 years. Although balancing
the federal budget has been the clear
and generally accepted fiscal goal for
many years, there is no consensus yet
on the appropriate fiscal policy during
a period of budget surpluses. Should
the surpluses be maintained? How
should they be used? This report
examines the experiences of six
countries that have recently
experienced budget surpluses--
Australia, Canada, New Zealand,
Norway, Sweden, and the United
Kingdom. GAO discusses (1) how they
achieved budget surpluses and what
their fiscal policies were during
periods of surplus, (2) how they
addressed long-term budgetary
pressures, and (3) how they adapted
their budget process during a period of
surplus. GAO also identifies the
lessons that these nations learned that
might be useful for the United States.
GAO concludes that sustaining a
surplus over time to address the
United States’ own long-term needs
will require a framework that provides
transparency through the articulation
and defense of fiscal policy goals;
provides accountability for making
progress toward those goals; and
balances the need to meet selected
pent-up demands with the need to
address long-term budget pressures.

AIMD-00-24, Oct. 29, 1999 (65 pages).
Year 2000 Computing Challenge:
Financial Management Service Has
Established Effective Year 2000
Testing Controls.
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The Treasury Department’s Financial
Management Service (FMS) has
established effective Year 2000 test
management controls for its six most
mission-critical systems. Together,
these controls provide the
infrastructure needed for planning,
executing, and reporting Year 2000 test
activities, including systems
acceptance and end-to-end testing. In
line with GAQO’s Year 2000 test guide,
FMS hired an independent contractor
to certify that testing was complete
and thorough. FMS has also
established effective management
controls in performing its portion of
selected Year 2000 end-to-end tests. As
of October 1, 1999, FMS reported that
it had implemented two of the four
systems that did not meet the March 31
deadline set by the Office of
Management and Budget for
implementation. For the remaining
two, FMS reported that it has (1)
renovated and tested both, (2)
implemented both at two of five sites,
and (3) plans to complete
implementation in early November
1999. Also, FMS has prepared and
plans to test contingency plans for
these late systems as well as its other
mission-critical systems.

AIMD-00-30, Nov. 15, 1999 (68 pages).
Defense Computers: U.S. Space
Command’s Management of Its Year
2000 Operational Testing.

As part of GAO’s review of the
military’s management of various Year
2000 end-to-end testing efforts, this
report (1) assesses the U.S. Space
Command’s management of its end-to-
end testing of space control systems
that are essential to major theater war
and (2) discusses the test results with
respect to operational risks and
readiness.

AIMD-00-33, Nov. 1, 1999 (48 pages).
Information Security Risk Assessment:

Practices of Leading Organizations.

Managing the risks stemming from the
government’s growing reliance on
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information technology is a continuing
challenge. This guide is intended to
help federal managers implement an
ongoing information security risk
assessment. GAO provides examples,
or case studies, of practical risk
assessment procedures that have been
successfully adopted by four
organizations -- a multinational oil
company, a financial services firm, a
regulatory organization, and a
computer hardware and software
company - known for implementing
good risk assessment practices. More
importantly, GAO identifies, on the
basis of these case studies, factors that
are important to the success of any
risk assessment program, regardless of
the specific methodology used. The
information in this guide supplements
an earlier GAO document (GAO/AIMD-
98-68, May 1999) that outlined five
major elements of risk management
and 16 related information security
practices that GAO identified during a
study of organizations with superior
information security programs.

AIMD-00-55, Dec. 23, 1999 (38 pages).
Computer Security: FAA Needs to
Improve Controls Over Use of Foreign
Nationals to Remediate and Review
Software.

The nationwide demand for skilled
programmers to cope with the Year
2000 computing problem has raised
questions about whether key
organizations, such as the Federal
Aviation Administration (FAA), have
resorted to using foreign nationals for
Y2K remediation. Of 153 mission
critical FAA systems that were
remediated, 15 had foreign
involvement, including Chinese,
Ukranian, and Pakistani nationals. FAA
was unable to provide any information
on the individuals who did code
remediation for four of its 153
computer systems. With regard to code
review, 20 key mission-critical systems
have been, or are in the process of
being, reviewed by two contractors
who use foreign nationals. One code
contractor employed 36 mainland

Chinese nationals, while the other
employed one Canadian national. FAA
did not perform background searches--
investigations or checks--on all of its
contractor employees, as required by
its policy. This situation increased the
risk that inappropriate persons may
have gained access to FAA’s facilities,
information, or resources. As a result,
the air traffic control system may be
more vulnerable to intrusion and
malicious attacks. GAO recommends
that FAA improve its security controls,
identify the risk of malicious attacks
on its critical systems, and mitigate
that risk. FAA agrees with GAO’s
recommendations and is moving to
implement them.

AIMD-00-57, Feb. 18, 2000 (217
pages). Accrual Budgeting:
Experiences of Other Nations and
Implications for the United States.

Accrual and cash-based costs are
similar for many government activities.
However, accrual measurement would
move budget recognition forward for
the costs of some programs, such as
insurance and pensions, which involve
future cash flows. The opposite would
be true for the purchase of capital
assets: accrual measurement would
provide a later recognition of those
costs. Other nations have moved
toward greater use of accrual concepts
in budget reporting. This report
discusses what lessons the early
experiences of six countries—-Australia,
Canada, Iceland, the Netherlands, New
Zealand, and the United Kingdom--
might offer the United States. Despite
obvious political, cultural, and
economic differences between the
United States and these countries,
their early experiences offer insights
as the United States considers ways to
improve budget recognition of long-
term commitments and continues to
seek improvements in government
performance and accountability.

AIMD-00-61, Feb. 4, 2000 (101 pages).

2000 Census: New Data Capture
System Progress and Risks.
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The 2000 decennial census--the largest
peacetime mobilization in the nation’s
history-will significantly influence the
lives of every U.S. resident. In
preparation, the Census Bureau will be
staffing 1.35 million temporary field
positions to capture 1.5 billion pages of
data from about 119 million
households. To meet this massive
challenge, the Bureau plans to rely
heavily on information technology,
including its new Data Capture System
2000. The system will operate at four
data capture centers to check in,
digitally image, and optically read the
data handwritten onto census forms
and covert these data into files that
will be sent to Bureau headquarters for
tabulation and analysis. This report
discusses the state and quality of the
system as well as the risks that the
Bureau faces in successfully
completing the system.

AIMD-00-66, Mar. 15, 2000 (53 pages).
Medicare Financial Management:
Further Improvements Needed to
Establish Adequate Financial Control
and Accountability.

Although the Health Care Financing
Administration (HCFA) is supposed to
ensure that the billions of dollars spent
on Medicare each year are managed in
a fiscally responsible way, it has yet to
establish adequate accountability and
control over the program’s financial
operations. HCFA's financial
management activities—-from
evaluation and follow-ups on audit
findings to contractor monitoring and
financial reporting—fall short in
addressing weaknesses repeatedly
cited in audits and other reviews.
Unless these weaknesses are resolved,
the government is at risk of substantial
losses. Financial statement audits have
long criticized claims contractors for
internal control and financial reporting
weaknesses, including failure to
safeguard checks received from
providers for overpayments and
incorrectly recording billions of
dollars owed to Medicare for such
overpayments. However, HCFA's
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procedures for following up on audit
findings and evaluating corrective
actions remain insufficient. Poor
monitoring of contractors’ financial
activities is another problem. Audit
reports have also cited HCFA for
inefficiencies in its internal control
financial reporting practices, including
a lack of documented policies and
procedures. These deficiencies call
into question the reliability of the data
that Congress and HCFA use to track
Medicare program costs and make
decisions about future funding. HCFA
officials have launched several
initiatives to strengthen the agency’s
control and accountability, such as
hiring outside consultants to evaluate
the contractors’ internal controls.
However, the agency still lacks a
comprehensive strategy to ensure
successful implementation of these
initiatives, direct financial
management activities, and sustain
improvements in the long term.
Without such a strategy, billions of
dollars will remain vulnerable to fraud
and abuse and HCFA’s financial
management problems will likely
persist. GAO summarized this report in
testimony before Congress; see:
Medicare Financial Management:
Further Improvements Needed to
Establish Adequate Financial Control
and Accountability, by Gloria Jarmon,
Director of Accounting and Financial
Management Issues, before the
Subcommittee on Government
Management, Information, and
Technology, House Committee on
Government Reform. GAO/T-AIMD-00-
118, Mar. 15 (22 pages).

AIMD-00-67, Feb. 24, 2000 (21 pages).
Land Management Systems: Status of
BLM’s Actions to Improve Information
Technology Management.

The Bureau of Land Management
(BLM) is developing the Automated
Land and Mineral Record System
(ALMRS)/Modernization to improve its
ability to record, maintain, and retrieve
information on land descriptions,
ownership, and use. GAO reported last

year that a major component of the
ALMRS/Modernization failed to meet
BLM’s business needs and was not
deployable. (See GAO/T-AIMD-99-102,
Mar. 1999.) GAO cited many problems
and risks that threatened the
successful development and
deployment of the
ALMRS/Modernization and
recommended measures to help BLM
strengthen its information technology
management practices and reduce the
risk of future failures. This report
determines whether BLM has (1)
adequately assessed the usability of
the ALMRS Initial Operating Capability
and alternatives to meet its business
needs, (2) adequately assessed and
strengthened its investment
management processes and practices,
(3) obtained an independent
assessment of its systems acquisitions
capabilities and strengthened its
systems acquisition processes, and (4)
made or is making sizable investments
before strengthening its investment
management and systems acquisition
processes.

AIMD-00-76, Feb. 29, 2000 (104
pages). Financial Audit: IRS’ Fiscal
Year 1999 Financial Statements.

The Internal Revenue Service (IRS)
has the daunting responsibility of
collecting the nation’s taxes,
processing tax returns, and enforcing
the tax laws. The size and complexity
of the agency’s operations--IRS has
about 100,000 employees in locations
across the country--present additional
challenges for IRS management.
Despite these challenges, IRS
successfully collected about $1.9
trillion in taxes in fiscal year 1999,
processed hundreds of millions of tax
returns, and paid about $185 billion in
refunds. IRS has responded to some of
the management concerns that GAO
has raised in the past. However, this
audit of IRS’ financial statements for
fiscal year 1999 found that serious
problems persist. These problems
include (1) deficiencies in controls to
properly manage unpaid assessments,

Page 12

resulting in both taxpayer burden and
potentially billions of dollars in lost
revenue for the government; (2) poor
controls over tax refunds, potentially
allowing the disbursement of billions
of dollars in improper refunds; (3)
vulnerabilities in controls over
hardcopy tax receipts and taxpayer
data that increase the risk of
inappropriate disclosure or loss of
taxpayer data; (4) vulnerabilities in
computer security that may allow
unauthorized people to access, alter,
or abuse sensitive IRS programs and
data; (5) the failure to reconcile IRS’
fund balance with Treasury records
throughout fiscal year 1999; (6)
inadequate systems and controls that
resulted in the inability to properly
account for IRS’ property and
equipment and related costs; (7)
inadequate budgetary controls; and (8)
an inadequate financial reporting
process. Many of these problems have
plagued IRS since GAO first began
auditing the agency’s financial
statements in the early 1990s. These
weaknesses prevented GAO from
rendering an unqualified opinion on
five of IRS’ six financial statements.
GAO summarized this report in
testimony before Congress; see:
Internal Revenue Service: Results of
Fiscal Year 1999 Financial Statement
Audit, by Gregory D. Kutz, Associate
Director for Governmentwide
Accounting and Financial Management
Issues, before the Subcommittee on
Government Management, Information
and Technology, House Committee on
Government Reform. GAO/T-AIMD-00-
104, Feb. 29 (21 pages).

AIMD-00-79, Mar. 1, 2000 (21 pages).
Financial Audit: Bureau of the Public
Debt’s Fiscal Years 1999 and 1998
Schedules of Federal Debt.

Because of the significance of the
federal debt for the government’s
financial statements, GAO audited the
federal debt managed by the Bureau of
the Public Debt. This report presents
the results of GAO’s audit of the
Schedule of Federal Debt Managed by
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the Bureau for fiscal years 1999 and
1998. GAO found that (1) the
Schedules of Federal Debt were
presented fairly in conformity with
generally accepted accounting
principles, (2) the Bureau had effective
control over financing reporting and
compliance with laws and regulations
related to the Schedule of Federal
Debt, and (3) there was no reportable
noncompliance in fiscal year 1999 with
a selected provision of a law GAO
tested.

AIMD-00-83, Mar. 1, 2000 (65 pages).
Executive Guide: Maximizing the
Success of Chief Information Officers
(Exposure Draft).

Information technology is now
essential to the delivery of government
services. As the federal government
fully embraces e-commerce and other
leading edge applications of
information technology, the successful
management of the government’s
information resources becomes
crucial. Congress, recognizing the
need for greater leadership in
information management passed the
Clinger-Cohen Act of 1996. This
legislation mandates the hiring of chief
information officers at federal
agencies. Today, virtually all the major
executive branch agencies have
appointed chief information officers,
and many of these individuals have
taken positive steps toward
implementing important information
management processes. For federal
agencies to reap the full benefits of
information management reform,
however, chief information officers
must assume their roles as information
management leaders and become
active participants in developing
agency strategic plans and policies.
This guide is intended to help federal
agencies maximize the success of their
chief information officers. Principles
and practices gleaned from case
studies presented in GAO’s guide offer
concrete suggestions on how agencies
can ensure the effectiveness of their

chief information officer
organizations.

AIMD-00-85, Mar. 1, 2000 (42 pages).
Financial Audit: American Battle
Monuments Commission’s Financial
Statements for Fiscal Years 1999 and
1998.

GAO audited the American Battle
Monument Commission’s financial
statements for fiscal years 1999 and
1998. The Commission is a small,
independent agency created in 1923 to
commemorate the sacrifices and
achievements of the U.S. armed forces.
The Commission maintains 25
American cemeteries overseas and 27
monuments and memorials, many of
which are in foreign countries. GAO
found that the financial statements
were presented fairly in conformity
with generally accepted accounting
principles. The Commission had
effective internal control over financial
reporting (including safeguarding
assets) and complied with laws and
regulations. GAO did note one
reportable condition concerning
internal controls over information
technology systems. GAO did not
consider this condition to be a material
weakness. GAO found no reportable
instances of noncompliance with the
laws and regulations GAO tested.

AIMD-00-95, Mar. 14, 2000 (21 pages).
Financial Audit: Capitol Preservation
Fund’s Fiscal Years 1999 and 1998
Financial Statements.

GAO audited the Capital Preservation
Fund’s financial statements for fiscal
years 1999 and 1998. The Fund was
established to improve and preserve
the United States Capitol as well as
acquire works of art and other items
for display. GAO found that the
financial statements were fairly
presented in conformity with generally
accepted accounting principles, there
were no material weaknesses in the
internal controls GAO tested, and
there was no reportable
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noncompliance with laws and
regulations.

AIMD-00-98, Apr. 12, 2000 (19 pages).
Financial Audit: Senate Restaurants
Revolving Fund for Fiscal Years 1999
and 1998.

GAO contracted with the independent
public accounting firm of KPMG Peat
Marwick LLP to audit the financial
statements of the Senate Restaurants
Revolving Fund for fiscal years 1999
and 1998. The Fund, which operates
dining facilities used by Senators,
Senate staff, and the public, depends
on financial support provided by the
Architect of the Capitol and the U.S.
Senate. KPMG found that the financial
statements were fairly presented in
conformity with generally accepted
accounting principles; internal
controls effectively safeguarded assets
against unauthorized acquisition or
use, ensured material compliance with
laws and regulations, and ensured that
there were no material misstatements
in the financial statements; and there
was no reportable noncompliance with
provisions of the laws and regulations
it tested.

AIMD-00-101, May 3, 2000 (16 pages).
Foreign Military Sales: Air Force
Controls Over the FMS Program Need
Improvement.

The Air Force lacked adequate
management controls over its foreign
military sales (FMS) program to
ensure that foreign customers’
accounts were properly charged for
goods and services. GAO’s analysis of
data maintained by the Defense
Finance and Accounting Service
indicates that the Air Force may not
have charged foreign military sales
customers for as much as $540 million
worth of delivered goods and services.
The Air Force recognizes that it must
improve its controls over the program
and develop the data needed to
identify instances in which foreign
customers’ accounts have not been
charged for goods and services
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received. However, according to Air
Force officials, the data are going to be
made available only on an ad hoc
basis, meaning that they will not be
routinely available to the appropriate
personnel for review, including
managers, with the requirement that
they use the information to ensure that
customers’ accounts are being
properly charged.

AIMD-00-114, Mar. 30, 2000 (63
pages). Power Marketing
Administrations: Their Ratesetting
Practices Compared With Those of
Nonfederal Utilities.

This report reviews the ratesetting
practices of the Department of
Energy’s (DOE) power marketing
administrations (PMA) and compares
them with those of other utilities. GAO
focuses on PMA's ratesetting practices
and assesses their impact on the PMA’s
future competitiveness. GAO
determines (1) how the PMAs set their
rates to recover costs, (2) how the
PMA's ratesetting practices compare to
those of investor-owned and publicly
owned utilities, and (3) the impact of
the PMA’s ability to defer repayment of
portions of their debt on their future
competitiveness.

AIMD-00-120, Mar. 31, 2000 (35
pages). Financial Audit: Independent
Counsel Expenditures for the Six
Months Ended September 30, 1999.

This report presents GAO’s audit of
expenditures reported by eight offices
of independent counsel for the six
months ended September 30, 1999.
GAO found that the statements of
expenditures for the offices of
independent counsel Arlin M.
Adams/Larry D. Thompson, David M.
Barrett, Carol Elder Bruce, Ralph 1.
Lancaster, Daniel S. Pearson, Donald
C. Smalz, Kenneth W. Starr, and Curtis
E. von Kann were fairly presented in
all material respects. GAO’s
consideration of internal controls
found no material weaknesses.
Furthermore, GAO found no

reportable instances of noncompliance
with laws and regulations.

AIMD-00-123, Apr. 14, 2000 (38
pages). Telecommunications: GSA’s
Estimates of FTS2001 Revenues Are
Reasonable.

The General Services Administration’s
(GSA) Federal Technology Services
provides its customers with a broad
range of end-to-end
telecommunications services,
including global voice, data, and video
services, supporting both local and
long-distance government
telecommunications users. Its FTS2000
long-distance services reached more
than 1.7 million users through two
multibillion dollar 10-year contracts
that were awarded to AT&T and Sprint
in December 1988. Two contracts have
since been awarded for the successor
FT'S2001 program--one to Sprint and
one to MCI WorldCom. The federal
government is now switching from the
FT'S2000 to the FT'S2001 long-distance
telecommunications program. This
report answers the following
questions: What percentage are the
minimum revenue guarantees of the
FT'S2001 contracts? When are the
minimum revenue guarantees likely to
be satisfied? What sensitivities are
there in each of these estimates? What
factors could significantly alter them?
If additional competitors were allowed
to compete for the FT'S2001 business,
how might that competition affect the
estimates provided? Would lower
prices and transition costs resulting
from such competition offset the
impact on estimates?

AIMD-00-124, Apr. 25, 2000 (35
pages). SBA Loan Monitoring System:
Substantial Progress Yet Key Risks and
Challenges Remain.

GAO recently testified before
Congress on the Small Business
Administration’s (SBA) progress in
carrying out planning actions for its
loan monitoring system. (See GAO/T-
AIMD-00-113, Feb. 2000.) GAO
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indicated that SBA has made
substantial progress in completing the
eight planning actions mandated by
law but still has to complete work on
some actions and implement key
functions to effectively manage the
development of the loan monitoring
system. This report contains a list of
recommendations to help SBA
complete the eight planning actions
and strengthen its information
technology management practices.

AIMD-00-125, Apr. 19, 2000 (16
pages). Social Security Administration:
Year 2000 Readiness Efforts Helped
Ensure Century Rollover and Leap
Year Success.

Overall, the Social Security
Administration (SSA) showed a strong
and consistent commitment to
addressing concerns about its Year
2000 program. The agency completed
all of the critical tasks needed to
ensure its readiness before the date
change at the turn of the century and
experienced only minor problems
during the rollover weekend. SSA also
reported that its systems processed
data without incident during the
February 29 leap year date, another
potential source of disruptions. Like
other organizations, however, SSA
must still consider the possibility that
additional challenges arising from the
Year 2000 issue could arise.

AIMD-00-127, May 31, 2000 (34
pages). Bureau of Reclamation:
Information on Operations and
Maintenance Activities and Costs at
Multipurpose Water Projects.

This report reviews the Bureau of
Reclamation’s operation and
maintenance (O&M) of federal water
projects. GAO answers the following
questions: How does the Bureau define
O&M activities? What latitude does the
Bureau have in deciding which O&M
costs to charge to customers? How
does the Bureau account for O&M
costs? How does the Bureau define
overhead? How does the Bureau
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calculate the O&M costs that it charges
to customers? What concerns have
been raised by customers about
excessive O&M costs and to what
extent do customers have an
opportunity to review cost origins and
recommend reductions? How do the
Bureau'’s cost recovery practices
compare to those of other entities?

AIMD-00-131, Mar. 31, 2000 (109
pages). Financial Audit: 1999 Financial
Report of the United States
Government.

An important element of federal
financial management reform is the
requirement that the government
prepare an annual financial statement,
which GAO is required to audit. This
report contains the government’s fiscal
year 1999 financial report, which was
issued by the Treasury Department, as
well as GAO’s conclusions about the
report. In summary, GAO found that
significant financial systems
weaknesses; problems with basic
recordkeeping and financial reporting;
incomplete documentation; and weak
internal controls, including computer
controls, continue to prevent the
government from accurately reporting
a large part of its assets, liabilities, and
costs. Some of these shortcomings are
found primarily at specific agencies,
while others are governmentwide.

AIMD-00-134, Apr. 1, 2000 (57 pages).
Executive Guide: Creating Value
Through World-class Financial
Management.

To help promote the effective
implementation of financial
management reform across the federal
government, GAO studied the financial
management practices and
improvement efforts of nine leading
public and private sector
organizations—-Boeing; Chase
Manhattan Bank; General Electric;
Hewlett-Packard; Owens Corning;
Pfizer; and the state governments in
Massachusetts, Texas, and Virginia.
Lessons learned from the experiences

of these nine organizations can help
federal agencies as they continue to
improve their management and
financial accountability. This guide
discusses the goals, success factors,
and practices associated with building
a world-class finance organization.

AIMD-00-140, June 9, 2000 (38
pages). Information Security:
Vulnerabilities in DOE’s Systems for
Unclassified Civilian Research.

Unclassified information systems for
scientific research are not consistently
protected at all Department of Energy
(DOE) laboratories. Although some
laboratories are taking significant
steps to strengthen access controls,
many systems remain vulnerable. In
four recent cases, Internet attacks
forced DOE laboratories to disconnect
their networks from the Internet,
interrupting scientific research for as
long as a week on at least two
occasions. A major contributing factor
to the continuing security shortfalls at
these laboratories is that DOE lacks an
effective program for consistently
managing information technology
security throughout the agency.
Moreover, line management within
DOE has not effectively overseen
implementation of computer security
at the laboratories. DOE is aware that
its unclassified security program has
been inadequate and has taken steps to
improve it, including issuing an
updated, unclassified information
technology security policy and
developing a five-year action plan.
However, further action will be needed
to reform the Department’s line
management oversight structure for
information technology security.

AIMD-00-143, Apr. 1, 2000 (176
pages). Compendium of Budget
Accounts: Fiscal Year 2001.

The President is required by law to
submit a budget to Congress each year.
This budget not only presents the
President’s policy proposals for the
“budget year,” in this case fiscal year
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2001, but also budgetary totals enacted
by Congress for the current fiscal year
and reported actual totals for the
previous year. In effect, the President’s
submission analyzes and compiles
separate presentations for hundreds of
budget accounts spanning the
activities of the entire federal
government, including such “off-
budget” programs as Social Security
and the Postal Service. The President’s
budget contains a wealth of
information in a daunting assemblage
of schedules, tables, graphs, and
narrative summaries. The
comprehensiveness of the President’s
budget-its sheer size and complexity--
is both its principal strength and its
most obvious inconvenience. This
budget compendium was compiled to
help GAO staff and others cope with
the breadth of the federal budget. It
gives readers a convenient way to sort
through the fiscal structure of the
federal government and to understand
the level of budgetary resources--used,
estimated, or requested by fiscal year--
for individual accounts.

AIMD-00-153, May 15, 2000 (41
pages). United States Capitol Police:
1999 Financial Audit Highlights Need
to Address Internal Control
Weaknesses.

In its audit of the U.S. Capitol Police,
PricewaterhouseCoopers found that
the Police’s internal control fell short
in ensuring that (1) its assets were
safeguarded against loss or
misappropriation, (2) transactions
were executed in accordance with
management’s authority and with laws
and regulations, and (3) there were no
material misstatements in the financial
reports. On three occasions involving
its appropriations for salaries, the
Police violated the Anti-Deficiency
Act, which prohibits an officer or
employee of the United States from
making an expenditure from an
appropriation that exceeds the amount
available in the appropriation. The
Police’s combining statement of
receipts and disbursements for fiscal
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year 1999 presents fairly the receipts
and disbursements of appropriated
funds on a modified cash basis, which
is another comprehensive basis of
accounting.

AIMD-00-155, May 1, 2000 (6 pages).
Information Technology Investment
Management: An Overview of GAO’s
Assessment Framework (Exposure
Draft).

GAO developed guidance in 1997,
based primarily on the Clinger-Cohen
Act, that provides a way to evaluate
and assess how well a federal agency
is selecting and managing its
information technology resources and
identifies areas in which improvement
is needed. This framework for
information technology investment
management enhances this guidance
by identifying critical processes for
successful information technology
investment and by organizing these
processes into a framework of
increasingly mature stages.

AIMD-00-156, May 15, 2000 (20
pages). Financial Audit: Congressional
Award Foundation’s 1999 and 1998
Financial Statements.

GAO audited the Congressional Award
Foundation’s financial statements for
1999 and 1998. The Foundation was
established in 1979 to promote
excellence among youth in public
service, personal development, and
physical fitness. GAO found that the
financial statements are presented
fairly in conformity with generally
accepted accounting principles; the
Foundation had effective internal
control over financial reporting
(including safeguarding of assets) and
compliance with laws and regulations
as of September 30, 1999; and there
was no reportable noncompliance in
fiscal year 1999 with the laws and the
regulations GAO tested.

AIMD-00-157, May 26, 2000 (73
pages). Financial Audit: Federal

Deposit Insurance Corporation’s 1999
and 1998 Financial Statements.

GAO audited the Federal Deposit
Insurance Corporation’s financial
statements for 1999 and 1998. In its
audits of the Bank Insurance Fund, the
Savings Association Insurance Fund,
and the FSLIC Resolution Fund, GAO
found that the financial statements of
each fund were presented fairly, in
conformity with generally accepted
accounting principles; although some
internal controls should be improved,
FDIC has effective internal control
over financial reporting (including
safeguarding of assets) and
compliance with laws and regulations;
and there was no reportable
noncompliance with laws and
regulations. GAO also presents
information on (1) the scope of its
audits, (2) a reportable condition
related to information systems control
noted during GAO’s 1999 audits, (3) the
current status of the goodwill litigation
cases, (4) the current status of the
FSLIC Resolution Fund’s liquidation
activities, and (b) its evaluation of the
Corporation’s comments on a draft of
this report.

AIMD-00-169, May 31, 2000 (15
pages). Computer Security: FAA Is
Addressing Personnel Weaknesses,
But Further Action Is Required.

The Federal Aviation Administration’s
(FAA) personnel security policy
requires that background checks be
done for all FAA employees and
contractor employees who have some
level of risk association with their jobs.
GAO reported last year that the agency
had failed to perform risk assessments
as required and had not done
background searches on all contractor
employees. (See GAO/AIMD-00-55.)
This report determines (1) the factors
that contributed to FAA’s failure to
adhere to the requirements of its
personnel security program that
requires background searches--
investigations or checks--of contractor
employees commensurate with the

Page 16

risk level of the tasks to be performed,
(2) whether FAA's “five layers of
system protection” concept is a
generally accepted security framework
reflective of its security policies and
procedures, and (3) the extent of FAA’s
compliance with the requirements of
its personnel security program
concerning background searches for
FAA and contractor employees at all
agency facilities.

AIMD-00-170, May 31, 2000 (94
pages). Information Technology
Management: SBA Needs to Establish
Policies and Procedures for Key IT
Processes.

As the Small Business Administration
(SBA) tries to transform itself into a
21st century leading edge financial
institution, it needs to identify and
address operational problems that
have agencywide implications.
Although SBA plans to improve its key
information technology process, many
of the agency’s policies and
procedures for managing this critical
area are now in draft form or not yet
developed. SBA intends to pursue best
practices for information technology
planning, monitoring, and evaluation,
but its current practices do not
generally adhere to defined processes.
In particular, investment management
efforts are limited largely to reviewing
information technology proposals,
architecture related activities are
carried out without a defined process,
and software development and
acquisition practices are often ad-hoc.
In the information security area, SBA
lacks centralized oversight of the
activities of its field and program
offices. Also, periodic risk
assessments have not been done on all
mission-critical systems and security
training has not been given to
employees and contractor staff.
Human capital management efforts are
limited to a non-information
technology training needs survey, and
a human capital assessment has not
been done to identify short- and long-
term information technology
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knowledge skills and requirements.
GAO summarized this report in
testimony before Congress; see:
Information Technology Management:
Small Business Administration Needs
Policies and Procedures to Control
Key IT Processes, by Joel C.
Willemssen, Director of Civil Agencies
Information Systems Issues, before the
Senate Committee on Small Business.
GAO/T-AIMD-00-260, July 20.

AIMD-00-174, May 31, 2000 (41
pages). Budget Issues: Budget
Enforcement Compliance Report.

This report assesses compliance by the
Office of Management and Budget
(OMB) and the Congressional Budget
Office (CBO) with the requirements of
the Balanced Budget and Emergency
Deficit Control Act of 1985. GAO’s
assessment covers reports issued by
OMB and CBO for legislation enacted
during the first session of the 106th
Congress, which ended in November
1999. According to CBO'’s final
sequestration report issued in
December 1999, discretionary outlays
for all spending categories combined
are estimated to exceed the spending
limits by $16.6 billion for fiscal year
2000. CBO estimates that a four
percent sequestration would be
required for the overall discretionary
category. In contrast, OMB’s Final
Sequestration Report, issued in
January 2000, estimates that no
sequestration of discretionary
spending will be required for fiscal
year 2000. There will be no sequester
in fiscal year 2000 because, by law,
OMB’s estimates are controlling.

AIMD-00-175, May 24, 2000 (25
pages). Tax Systems Modernization:
Results of Review of IRS’ March 7,
2000, Expenditure Plan.

For more than a decade, the Internal
Revenue Service (IRS) has tried to
improve service to taxpayers by
modernizing its antiquated tax-
processing systems, which the agency
acknowledges to be “fundamentally

deficient.” However, IRS’ tax systems
modernization efforts have been
plagued by management and technical
weaknesses. To address these
problems, IRS requested, and
Congress established, a $506 million
information technology investments
account. IRS cannot spend the money
until it submits an expenditure plan to
Congress. This report presents the
results of GAQO’s review of IRS’ second
expenditure plan, which reports on
IRS’ progress against commitments
made in its first expenditure plan
submitted last year. GAO discusses (1)
IRS’ progress in meeting the
commitments in its first expenditure
plan, (2) whether the plan satisfies the
conditions spelled out in Treasury’s
fiscal years 1998 and 1999
appropriations acts, (3) whether the
plan is consistent with GAO’s open
recommendations on IRS’ systems
modernization, and (4) whether GAO
has any other observations on IRS’
modernization efforts.

AIMD-00-21.2.2) Feb. 1, 2000 (65
pages). Core Financial System
Requirements: Checklist for Reviewing
Systems Under the Federal Financial
Management Improvement Act.

The Federal Financial Management
Improvement Act of 1996 requires
government agencies to implement
and maintain financial management
systems that substantially comply with
federal management systems
requirements. These requirements
have been spelled out by the Joint
Financial Management Improvement
Program (JFMIP) and the Office of
Management and Budget. JFMIP
intends for the requirements to
promote understanding of key
financial management systems
concepts and requirements, to provide
a framework for establishing
integrated financial management
systems to support program and
financial managers, and to describe the
specific requirements of individual
types of financial management
systems. This checklist is intended to
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help (1) agencies in implementing and
monitoring their core systems and (2)
management and auditors in reviewing
core systems to determine if they
substantially comply with the act. This
checklist is not required to be used in
assessing a core system. It is provided
as a tool for use by experienced staff.

AIMD-00-21.3.1, Nov. 1, 1999 (21
pages). Standards for Internal Control
in the Federal Government.

The Federal Managers’ Financial
Integrity Act of 1982 requires GAO to
issue standards for internal control in
government. Rapid advances in
information technology have
underscored the need for updated
guidance on internal controls over
modern computer systems. At the
same time, the management of human
capital is increasingly recognized as an
important part of internal control.
Moreover, the private sector has
updated its guidance on internal
controls. This update, which
supersedes GAO'’s earlier “Standards
for Internal Controls in the Federal
Government,” recognizes these three
developments. The standards are
effective beginning with fiscal year
2000.

AIMD-00-210, July 21, 2000 (27
pages). Financial Management:
Improvements Needed in NIH’s
Controls Over Royalty Income.

Poor internal controls have affected
the monitoring of licensees and the
completeness and accuracy of royalty
income received by the National
Institutes of Health (NIH). In fiscal
year 1999, NIH’s Office of Technology
Transfer (OTT) did not follow up--with
one exception--on the biennial audits
of licensees’ sales to ensure that
licensees with sales that exceed $2
million had been properly audited. In
the audited exception, GAO found that
there were $9.4 million in uncollected
royalty payments, with another $1.2
million projected. OTT also did not
exercise its right to designate auditors
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to conduct reviews and verifications of
semiannual royalty reports and royalty
payments that could provide OTT
assurance that royalty income
received from its licensees is based on
accurate sales amounts. Additionally,
OTT did not enforce its collection
policies and procedures to ensure
timely payment of royalty fees. NIH’s
Office of Financial Management
system to track royalty payments is
not integrated with OTT, making
monthly reconciliation labor-intensive.
Delays in recording royalty income in
its own general ledger increase the risk
that financial and budgetary reports to
Treasury may be inaccurate and delay
distribution of funds.

AIMD-00-212/ Aug. 1, 2000 (19 pages).
Information Technology: INS Needs to
Better Manage the Development of Its
Enterprise Architecture.

An enterprise architecture serves as an
institutional systems blueprint that
defines the terms of the organization’s
current and target operating
environments and provides a road map
for moving between the two. Although
the Immigration and Naturalization
Service (INS) invests hundreds of
millions of dollars each year in
information technology (IT), it has
only recently begun to develop an
enterprise architecture. A current
architecture description is not
complete, and a definition of a target
architecture has not begun. So far, INS
has focused on the technology layers
of the architecture (hardware and
system software computing platforms,
data structures and schemas, software
applications). A top-down process,
which begins with the institution’s
mission and a business concept of
operations and continues with the
definition of supporting business
functions, processes, and information
needs and flows, is advocated by both
federal and private sector architecture
guidance. Moreover, INS’ architecture
development efforts are not managed
as a formal program. No meaningful
plans that provide a detailed

breakdown of the work and associated
schedules, resource needs, and
performance measures are included.

AIMD-00-215, July 6, 2000 (39 pages).
Information Security: Fundamental
Weaknesses Place EPA Data and
Operations at Risk.

Serious and pervasive problems have
rendered the Environmental
Protection Agency’s (EPA) agencywide
information security program
ineffective. GAO reported many of
these weaknesses to EPA in 1997. The
computer network that supports most
of EPA’s mission-related and financial
operations is riddled with security
weaknesses, and the agency has had
several serious computer security
incidents since early 1998 that have
damaged and disrupted agency
operations. Deficiencies in incident
detection and handling capabilities
have limited EPA’s ability to fully
understand or assess the nature of or
the damage due to intrusions into and
misuse of its computer systems. EPA's
computer systems and the operations
that rely on them have been highly
vulnerable to tampering, disruption,
and misuse from both internal and
external sources. Moreover, EPA has
been unable to protect sensitive
business and financial data maintained
on its larger computer systems. Since
the close of GAO’s audit in mid-
February, EPA has moved aggressively
to reduce the vulnerability of its
systems and data and to correct the
weaknesses identified. Sustaining
these improvements in today’s
dynamic computing environment will
require continuing vigilance and
management attention.

AIMD-00-217, Aug. 10, 2000 (38
pages). Information Security: USDA
Needs to Implement Its
Departmentwide Information Security
Plan.

The Department of Agriculture

(USDA) relies on automated systems
and networks to deliver billions of
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dollars in programs to its customers;
process and communicate sensitive
payroll, financial, and market data; and
maintain personal customer
information. This report discusses
steps that USDA has taken to improve
information security and implement its
August 1999 departmentwide
information security plan. GAO found
that USDA has developed
recommendations to strengthen
departmentwide information security
and has hired a new Associate Chief
Information Officer for Cyber-Security.
Since the plan was issued, however,
little progress has been made to
implement the plan’s other
recommendations for strengthening
the department’s information security.
Moreover, GAO found that USDA has
not developed and documented a
strategy to implement the action plan
recommendations with established
priorities and the detailed steps, time
frames, milestones, and total
resources needed to fully carry them
out. GAO concludes that until USDA
fully implements these important
information security improvements, its
critical assets will remain vulnerable
to cyber attacks and other threats.
GAO recommends that USDA develop
a detailed strategy to implement the
action plan and take steps that would
demonstrate that information security
is a departmentwide priority.

AIMD-00-218, July 7, 2000 (13 pages).
Federal Reserve Banks: Areas for
Improvement in Computer Controls.

As part of its audit of the U. S.
government’s fiscal year 1999 financial
statements, GAO reviewed the general
and application computer controls
over key financial systems maintained
and operated by the Federal Reserve
Banks on behalf of the Department of
the Treasury’s Financial Management
Service (FMS) and the Bureau of the
Public Debt (BPD). Overall, GAO
found that the Federal Reserve Banks
had implemented effective general and
application controls. Vulnerabilities
identified involved general and
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application computer controls that
were not considered as having a
significant adverse impact on key FMS
and BPD systems, but nonetheless
warrant action. These vulnerabilities
relate to the entitywide security
management program; access controls;
system software; application software
development and change controls;
and, in one data center, segregation of
duties. Although these vulnerabilities
do not pose significant risks,
corrective action would decrease the
risk of inappropriate disclosure and
modification of sensitive data, misuse
of computer resources, or disruption
of critical operations. The Federal
Reserve Banks agreed with 17 of
GAO’s 22 findings, have corrected or
are in the process of correcting those
findings, and are studying the
remaining five findings before
undertaking corrective measures.

AIMD-00-226, Aug. 16, 2000 (33
pages). Information Technology: VA
Actions Needed to Implement Critical
Reforms.

To improve information technology
(IT) investment decision-making at the
Department of Veterans Affairs (VA),
GAO recommends that the agency (1)
establish and monitor deadlines for
completing formal in-process reviews
at key milestones in a project’s life
cycle, (2) provide decisionmakers with
information on lessons learned from IT
post-implementation reviews, and (3)
develop and implement guidance to
better manage IT projects. To fully
addresses these provisions, VA needs
to fill the position of assistant
secretary for information and
technology as quickly as possible,
reassess its decision to delegate
business process reengineering to the
individual administrations, and direct
the department’s Chief Information
Officer or designee to lead the effort to
work with VA business owners to
develop a logical architecture as a step
toward an integrated IT architecture.

AIMD-00-228, Aug. 18, 2000 (69
pages). Financial Management: Review
of Education’s Grant back Account.

Financial management system
deficiencies, inadequate systems of
funds control, and manual internal
control weaknesses increase the risk
of waste, fraud, and abuse in the grant
back program. Using the pooling
method, grant recipients with multiple
awards were not required to match
drawdowns to specific awards;
consequently, drawdown allocations
between Education and the recipients
did not match. Education used the
grant back account to clear
unreconciled differences in various
grant appropriation fund balances and
to adjust appropriation fund balances
to ensure that they did not become
negative. Since 1995, independent
financial statement auditors have
reported weaknesses in Education’s
information systems controls; this
increases the risk of unauthorized
access and makes Education’s
sensitive grant and loan data
vulnerable to inadvertent or deliberate
misuse. Although the grant back
account was established for grant back
activity, Education also used it as a
suspense account for activity related
to grant reconciliation efforts. The
portion of the grant back account
related to actual grant back activity
averaged less than five percent of the
total account balance in every year
starting in fiscal year 1993. Education
did not maintain adequate detailed
records for certain grant back account
activity by applicable fiscal year and
appropriation.

AIMD-00-232, Sept. 8, 2000 (42
pages). VA Information Systems:
Computer Security Weaknesses Persist
at the Veterans Health Administration.

In September 1998, GAO reported that
computer security weaknesses at the
Department of Veterans Affairs (VA)
placed critical operations, including
health care delivery, at risk of misuse
and disruption. Although two VA
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health care systems have corrected
most of the computer security
weaknesses identified in 1998, serious
computer security problems persist
throughout the Veterans Health
Administration (VHA) and the
Department. These problems persist
because VA had not yet fully
implemented an integrated security
management program and VHA had
not devoted adequate resources to
effectively manage computer security
at its medical facilities. Consequently,
financial transaction data and personal
information continue to face increased
risk of inadvertent or deliberate
misuse, fraudulent use, improper
disclosure, or destruction. GAO
recommends that VA: (1) ensure that
remaining computer security
weaknesses at each health care system
are corrected in accordance with
action plans developed by each of the
medical facilities; and (2) provide
security oversight resources as
prescribed in VHA policy to effectively
implement and oversee VA's computer
security management program through
assessing risk, implementing policies
and controls, promoting awareness,
and evaluating the effectiveness of
information system controls at VHA
facilities.

AIMD-00-234, Aug. 4, 2000 (57 pages).
Debt Collection: Treasury Faces
Challenges in Implementing Its Cross-
Servicing Initiative.

According to Treasury’s Financial
Management Service (FMS), about 89
percent of the $59.2 billion of debts
more than 180 days delinquent were
excluded from cross-servicing for
fiscal year 1999. The accuracy and the
completeness of amounts reported by
agencies (including exclusions) were
not independently verified. As of April
2000, about $3.7 billion of the $6.4
billion of eligible debt had been
referred for cross-servicing. Many
eligible debts were not promptly
referred by the agencies, not referred
at all, or not always eligible for cross-
servicing. FMS had requested written
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debt referral plans from 22 of the 24
chief financial officers, but the plans
were of limited use because they were
incomprehensive, inaccurate, or
incomplete. The FMS staff and some
private collection agency contractors
did not always follow established
written standard operating
procedures. Collection industry
statistics as well as FMS’ collection
experience so far have shown that
collection rates are generally higher on
debts with smaller dollar balances and
debts that are less delinquent. Cross-
servicing fees FMS charged to
agencies referring delinquent debts
have not covered FMS’ estimated
cross-servicing costs and are not likely
to in the near future.

AIMD-00-252, Aug. 16, 2000 (14
pages). FAA Computer Security:
Concerns Remain Due to Personnel
and Other Continuing Weaknesses.

This report is part of a continuing
assessment of FAA's overall computer
security program. FAA has a history of
computer security weaknesses,
including physical security
management at facilities that house air
traffic control systems, systems
security for both operational and
future systems, implementation of
security policies, and personnel
security. Although FAA is addressing
these weaknesses, its progress has
been slow in key areas. Specifically,
the agency has not yet completed
accrediting its facilities and systems as
secure and has not yet completed
background checks on thousands of
contractors actively working on FAA
contracts. Until it does so, the agency
will remain vulnerable to intrusions
and malicious attacks on its facilities,
information, and resources.

AIMD-00-258, Sept. 25, 2000 (15
pages). Capitol Concerts: Audit of the
Receipt and Use of 1999 Funding.

Since 1981, the National Park Service
has sponsored an annual series of
concerts by the National Symphony

Orchestra (NSO) on the Capitol
grounds. The concerts, which are paid
for with federal and private money,
have grown significantly in terms of
their size, scope, popularity, and cost.
The Park Service provided NSO with
federal funding to support three
concerts in 1999. The funding was
transferred to the Park Service from an
appropriation to the Army. NSO
contracted with Capital Concerts, Inc.
on a reimbursable basis to handle the
production and television broadcasts
of the Memorial Day and July 4th
concerts. Of the $3.9 million in
funding, $2.5 million came from
federal sources and $1.4 million came
from public broadcasting fees and
grants and private donations. The Park
Service, NSO, and Capitol Concerts
received and retained most of the
concert-related funding to support the
concerts.

AIMD-00-259, Sept. 15, 2000 (24
pages). Indian Trust Funds:
Improvements Made in Acquisition of
New Asset and Accounting System But
Significant Risks Remain.

This report addresses steps that the
Department of the Interior has taken in
response to earlier GAO reports on the
agency'’s efforts to acquire and develop
its Trust Asset and Accounting
Management System (TAAMS). This
report also reviews the business and
technical risks and challenges still
confronting Interior as it deploys
TAAMS. GAO found that Interior has
taken some positive steps to address
concerns raised in GAO’s 1999 report.
These actions include: (1) adopting a
generally accepted methodology for
developing plans for mitigating risks,
transitioning to the new system, and
validating and maintaining the
integrity of the system throughout its
useful life; (2) strengthening its testing
processes by expanding tests to assess
how the system responds to
unexpected conditions; and (3)
developing an information systems
architecture for Indian trust
management to ensure that the trust
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fund and related systems are
interoperable and are cost-effective.
However, GAO concluded that several
significant business and technical
challenges still put the TAAMS effort at
considerable risk. For example,
Interior still must revamp policies and
procedures for the entire trust
management cycle and address long-
standing internal control weaknesses.
Interior needs to ensure that its new
contractor is following disciplined
processes for developing and testing
TAAMS.

AIMD-00-262, Aug. 30, 2000 (22
pages). District of Columbia: Status of
the New Convention Center Project.

Estimated project costs for the new
D.C. Convention Center rose 2.8
percent ($22.9 million) from June 1999
to April 2000, according to the
Washington Convention Center
Authority (WCCA). Net changes
included $17.4 million in estimated
construction costs, $25.1 million in
other estimated costs, $.3 million in
addition to the WCCA project budget,
and a $19.9 million cost savings in
financing costs. With the $22.9 million
increase, excess of total estimated
funding sources have been reduced to
$8.3 million. The increase in WCCA’s
financing plan included more than $6
million of additional committed
federal grants and $4.9 million of
administrative costs funded by WCCA’s
operating budget. However, WCCA’s
contingency (reserve funds) may be
reduced if vendor contracts do not
fund the $10 million cost of certain
equipment and the $10 million
included in the District of Columbia’s
capital budget request is not approved.
Nonetheless, WCCA’s contingency can
absorb the $20 million. WCCA’s
records indicated that $40.5 million of
dedicated taxes were collected for the
first nine months of fiscal year 2000.

AIMD-00-263, Aug. 29, 2000 (54
pages). Financial Management: Status
of Financial Management Issues at the
Small Business Administration.
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This report focuses on the status of
financial management issues at the
Small Business Administration (SBA).
GAO found that until SBA improves its
financial reporting and information
controls, it will be unable to provide
reliable, timely information on a day-
to-day basis, which is the ultimate goal
of financial management initiatives in
the federal government.

AIMD-00-269, Aug. 9, 2000 (17 pages).
Bureau of the Public Debt: Areas for
Improvement in Computer Controls.

Although various management and
reconciliation controls help the
Bureau of the Public Debt detect
potential irregularities or
improprieties in its financial data or
transactions, such controls do not
prevent threats to its computer
resources or operating environment
from unintentional errors or
omissions, or intentional modification,
disclosure, or destruction of data and
programs by disgruntled employees,
intruders, or hackers. These
vulnerabilities increase the risk of
inappropriate disclosure and
modification of sensitive data and
programs, misuse or damage of
computer resources, or disruption of
critical operations. In its fiscal year
1999 audit, GAO identified general
control vulnerabilities in the Bureau’s
entity-wide security management
program, access controls, application
software development and change
controls, and service continuity. The
Bureau told GAO that it had corrected
or was correcting these vulnerabilities.

AIMD-00-270, July 31, 2000 (51
pages). Information Technology:
Selected Agencies’ Use of Commercial
Off-the-Shelf Software for Human
Resources Functions.

This report examines how five
agencies--the Centers for Disease
Control and Prevention (CDC), the
Department of Veterans Affairs (VA),
the Department of Defense (DOD), the
General Services Administration

(GSA), and the Department of Labor--
use commercial off-the-shelf software
(COTS) systems/applications to
improve their human resource
functions and the agencies’ estimated
costs and expected benefits from using
COTS systems. Quantifiable benefits
expected include requiring fewer
employees to perform human resource
functions, reducing manager time for
transactions and data analysis,
eliminating duplicative or multiple
systems, and implementing self-service
functions, such as employee changes
to health and life insurance benefits.
Nonquantifiable benefits expected
include a more user-friendly
environment, easier
manager/employee access, better
decision-making and data analysis,
improved data accuracy, and better
information sharing. Despite these
expectations, four of the five agencies’
systems efforts have encountered
delays, while three of the four agencies
have increased cost estimates. Three
of the five agencies—-DOD, Labor, and
VA--have reportedly achieved
quantifiable benefits, such as full-time
equivalent reductions from their
human resource COTS systems or
related efforts.

AIMD-00-282, Sept. 15, 2000 (34
pages). Electronic Government:
Government Paperwork Elimination
Act Presents Challenges for Agencies.

Advances in the use of information
technology and the Internet are
transforming the way in which federal
agencies communicate, use
information, deliver services, and do
business. If used effectively, these
advances can help reshape
government, making it more
innovative, efficient, and responsive to
the pubic. This report reviews efforts
by the Office of Management and
Budget (OMB) to develop guidance for
implementing the Government
Paperwork Elimination Act. Although
the guidance being developed will help
agencies implement the act, GAO
concludes that agencies face several
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major challenges. For example,
agencies will need to: (1) use
disciplined investment management
practices to ensure that the full costs
of providing electronic filing,
recordkeeping, and transactions
prompted by the act are identified and
examined within the context of
expected benefits; (2) adequately plan
for and implement computer network
and telecommunications
infrastructures and technical
architectures to provide the capacity
and connectivity needed to support the
electronic traffic generated by new or
enhanced electronic offerings; (3)
provide a secure computing
environment to support the broad
array of e-government services
envisioned by the act; (4) develop
adequate capabilities for creating,
storing, retrieving, and, when
appropriate, disposing of electronic
records; and (5) overcome two basic
challenges facing information
technology related businesses today--a
shortage of skilled workers and the
necessary training and development of
these workers.

AIMD-00-288, Sept. 29, 2000 (36
pages). Financial Management: Impact
of RUS’ Electricity Loan
Restructurings.

The Rural Utilities Services (RUS) has
exercised broad authority in
restructuring the loans of two
generation and transmission (G&T)
borrowers, including acquisition of
third-party non-RUS guaranteed debt,
and providing significant concessions
to the borrows, such as noninterest
bearing notes, contingent payments,
and forgiveness of federal
government’s losses. Although RUS
generally followed its policies and
procedures for restructuring loans of
two financially troubled borrowers,
GAO found one instance in which RUS’
policies were not fully used and other
instances in which procedures could
be improved. RUS’ procedures lack
detailed written criteria for
determining when a borrower should
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be added or removed from RUS’ list of
financially troubled borrowers. RUS
estimated that it could lose
approximately $185 million on loans
restructured for the first borrower and
between $110 and $120 million for the
second borrower. The Rural
Development Service (RD) did not
include in the fiscal year 1999 financial
reports the estimated loss of $185
million it anticipates will occur as a
result of restructuring loans for one
borrower, and included only $30
million of the estimated $110 to $120
million anticipated loss on the
restructured loan for the other
borrower. These errors occurred
because the accounting department
lacked documented procedures to
ensure that debt forgiveness and
losses resulting from restructuring
loans were properly reported in the
financial statements.

AIMD-00-290, Sept. 12, 2000 (71
pages). Year 2000 Computing
Challenge: Lessons Learned Can Be
Applied to Other Management
Challenges.

Although the Year 2000 (Y2K) crisis is
over, it led to the development of
initiatives, processes, methodologies,
and experiences that can help resolve
ongoing management challenges. First,
Y2K underscored the value of
sustained and effective bipartisan
oversight by the Senate and the House
of Representatives. Second,
leadership, commitment, and
coordination by the federal
government, including periodic
reporting and oversight of agency
efforts, were major reasons for the
government’s Y2K success. Third, the
President’s Council on Year 2000
Conversion and individual agencies
formed working partnerships with
other agencies, states, other countries,
and the private sector. Fourth,
communication within agencies, with
partners, and with the public was vital
to coordinating efforts and ensuring an
appropriate public response. Finally,
the federal government implemented

initiatives that helped ensure that
necessary staff and financial resources
would be available to agencies.
Specific management practices that
contributed to Y2K success included
top- level management attention, risk
analysis, project management,
development of complete information
systems inventories and strengthened
configuration management,
independent reviews by internal
auditors and independent contractors,
improved testing methods and
procedures, and business continuity
and contingency planning. The priority
both the legislative and executive
branches gave to the Y2K challenge
and the persistence they both showed
were crucial to its successful outcome.

AIMD-00-293, Sept. 29, 2000 (26
pages). Single Audit: Update on the
Implementation of the Single Audit Act
Amendments of 1996.

The Single Audit Act of 1996, as
amended, established the concept of
replacing multiple grant audits with a
single audit of a recipient as a whole. It
focuses on the recipient’s internal
controls and its compliance with laws
and regulations governing federal
awards. The first two amendments--
extending the law to cover all
recipients of federal financial
assistance and ensuring a more cost-
beneficial threshold for requiring
single audits—-have largely been
accomplished. Actions by single audit
stakeholders have laid the foundation
for effective implementation of the
next four amendments: focusing audit
work on programs that present the
greatest financial risk to the federal
government, providing for summary
reporting of audit results, promoting
better analyses of audit results through
establishment of a federal
clearinghouse and an automated data
base, and providing for timely
reporting of audit results—-have laid the
foundation for effective
implementation of the next four
amendments. It is still too soon to
evaluate the prospects for achieving
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the objective of the seventh
amendment-authorizing pilot projects
to further streamline the audit process
and make it more useful.

AIMD-00-295, Sept. 6, 2000 (31
pages). Information Security: Serious
and Widespread Weaknesses Persist at
Federal Agencies.

Evaluations of computer security
published since July 1999 continue to
show that federal computer security is
plagued by weaknesses that put
critical operations and assets at risk.
Significant weaknesses were identified
in each of the 24 agencies covered by
this review. These weaknesses place a
broad array of federal operations and
assets at risk of fraud, misuse, and
disruption. For example, weaknesses
at the Department of the Treasury
increase the risk of fraud associated
with billions of dollars of federal
payments and collections. Weaknesses
at the Department of Defense increase
the vulnerability of various military
operations that support its war-fighting
capability. Information security
weaknesses place confidential data at
risk of inappropriate disclosure, such
as the case of a Social Security
Administration employee who pled
guilty to unauthorized access of the
administration’s systems. The related
investigation determined that the
employee had made unauthorized
queries, including obtaining earnings
information for members of the local
business community. Weaknesses
cover the full range of computer
security controls. They include
inadequate security program planning
and management, ineffective physical
and logical access controls, ineffective
software change controls, inadequate
segregation of staff duties to reduce
the risk of unauthorized transactions
or software changes, and inadequate
control over sensitive operating
system software and insufficient
planning to ensure continuity of
computerized operations. Although
most agencies have taken at least
some corrective actions based on
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recommendations by GAO and agency
inspectors general, more needs to be
done, especially in the area of security
program planning and management.

AIMD-00-305, Sept. 26, 2000 (22
pages). Financial Management Service:
Significant Weaknesses in Computer
Controls.

This report provides an overall
assessment and summary of the
Department of the Treasury’s Financial
Management Service (FMS) general
and application computer controls
over key financial systems it maintains
and operates. It points out computer
control weaknesses that, in GAO’s
view, place FMS' financial systems at
significant risk of fraud, unauthorized
disclosure and modifications of
sensitive data and programs, misuse or
damage to computer resources, or
disruption of critical operations. GAO
concludes that pervasive weaknesses
in computer controls render FMS’
overall security control environment
ineffective in identifying, deterring,
and responding to computer control
weaknesses promptly. Consequently,
GAO believes that billions of dollars of
payments and collections are at
significant risk of loss or fraud,
sensitive data are at risk of
inappropriate disclosure, and critical
computer-based operations are
vulnerable to serious disruptions. As of
September 1999, FMS had corrected or
mitigated the risks associated with 52
of the 94 computer control
weaknesses cited by GAO in its fiscal
year 1998 report.

AIMD-00-307, Sept. 29, 2000 (53
pages). Financial Management:
Federal Financial Management
Improvement Act Results for Fiscal
Year 1999.

The inability to produce the data
needed to efficiently and effectively
manage the day-to-day operations of
the federal government and provide
accountability to taxpayers has been a
long-standing weakness at many

federal agencies. The Federal
Financial Management Improvement
Act of 1996 requires the 24 major
departments and agencies to adhere to
certain management and accounting
standards. The act also requires
auditors to indicate in their audit
reports whether their financial
management systems comply with the
act’s requirements. GAO is required to
report annually on the implementation
of the act. This, GAO’s fourth annual
report, discusses: (1) whether the
financial systems of the 24 major
agencies substantially comply with the
act’s requirements; (2) agencies’ plans
to bring their systems into compliance;
and (3) other efforts to improve the
government’s financial management
systems. For fiscal year 1999, auditors
for 21 of the 24 major agencies
reported that the agencies’ financial
systems did not comply substantially
with the act’s requirements. However,
the number of agencies receiving
“clean,” or unqualified, audit opinions
on their financial statements is
increasing. Fifteen of the 24 CFO Act
agencies received unqualified audit
opinions in fiscal year 1999, up from 12
in fiscal year 1998 and 11 in fiscal year
1997. Agencies are slowly making
progress in addressing the problems
caused by financial management
weaknesses. However, the continued
widespread noncompliance with the
act shows that there is still a long way
to go to achieve systems, processes,
and controls that routinely generate
reliable, useful, and timely information
for managers and other
decisionmakers.

AIMD-00-310, Sept. 29, 2000 (36
pages). Financial Audit: Independent
and Special Counsel Expenditures for
the Six Months Ended March 31, 2000.

The report presents the results of GAO
audits of expenditures reported by
seven offices of independent counsel,
as required by law, and one office of
special counsel that is authorized to
fund operations from the Department
of Justice’s permanent, indefinite
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appropriation for funding independent
counsel activities. The statements of
expenditures were fairly presented in
all material respects, and a limited
consideration of internal controls
disclosed no material weaknesses. The
audits included limited tests of
compliance with laws and regulations,
which disclosed no reportable
instances of noncompliance with the
laws and regulations tested.

AIMD-00-317, Sept. 29, 2000 (55
pages). Financial Management: Census
Monitoring Board Disbursements,
Internal Control Weaknesses, and
Other Matters.

The Census Monitoring Board (CMB)
began operations in June 1998 to
monitor the 2000 Census carried out
by the Census Bureau. The CMB board
consists of four members appointed by
the Speaker of the House and the
Senate Majority Leader, referred to as
the congressional CMB, and four
members appointed by the President,
referred to as the presidential CMB.
The combined CMB disbursed about
$7.4 million from June 1998 through
March 31, 2000, and another $0.5
million from the congressional printing
and binding appropriation. GAO found
little documentation to substantiate
possible improprieties that Members
of Congress had raised concerns
about. Among other fundings, no
presidential CMB funds were used to
print reports for the 1998 World
Exposition and no evidence existed
that former congressional CMB
employees accessed protected census
data. However, GAO did find a pattern
of significant CMB internal control
weaknesses related to travel,
personnel, and the procurement of
services, which sometimes resulted in
inappropriate and wasteful practices.

AIMD-00-318R, Sept. 15, 2000 (15
pages). District of Columbia: Source of
Funding for Needle Exchange
Programs.
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This correspondence focuses on the
source of funds used for the needle
exchange program in the District of
Columbia. GAO’s work did not identify
any noncompliance with the legislative
prohibition against using appropriated
funds for a needle exchange program
in the District during fiscal year 2000.
All of funds used for the program were
from private contributions.

AIMD-00-324R, Sept. 29, 2000 (8
pages). 2000 Census: Update on Data
Capture Operations and System.

This report focuses on the year 2000
Census Data Capture System (DCS).
GAO noted that the Bureau of the
Census has made significant progress
toward completing its first-pass data
capture operations as planned, and
during these operations the DCS has
performed as intended. It has also
made progress toward modifying DCS
2000 to support second-pass data
capture operations and has taken
effective testing and risk management
steps to ensure that the modified
version of DCS 2000 is effectively
implemented and performs as
intended.

AIMD-10.1.22, Oct. 1, 1999 (16
pages). Y2K Computing Challenge: Day
One Planning and Operations Guide.

The objectives of a Day One strategy
are to (1) position an organization to
readily identify problems caused by
the Year 2000 date change, take needed
corrective action, and minimize any
adverse impact on agency operations
and key business processes and (2)
provide information about an
organization’s Year 2000 condition to
executive management, business
partners, and the public. This guide
provides a conceptual framework to
help government agencies develop a
Day One strategy and reduce the risk
of Year 2000 problems for agency
operations. It builds upon GAO’s
earlier Year 2000 business continuity
and contingency planning guide, and
draws on other sources, including the

Social Security Administration, IBM,
and the Legislative Branch Y2K Group.

AIMD-10.1.23, May 1, 2000 (163
pages). Information Technology
Investment Management: A
Framework for Assessing and
Improving Process Maturity (Exposure
Draft).

GAO developed guidance in 1997,
based primarily on the Clinger-Cohen
Act, that provides a way to evaluate
and assess how well a federal agency
is selecting and managing its
information technology resources and
identifies areas in which improvement
is needed. This framework for
information technology investment
management enhances this guidance
by identifying critical processes for
successful information technology
investment and by organizing these
processes into a framework of
increasingly mature stages.

AIMD-21.2.5, Apr. 1, 2000 (30 pages).
Seized Property and Forfeited Assets
System Requirements: Checklist for
Reviewing Systems Under the Federal
Financial Management Improvement
Act (Exposure Draft).

The Federal Financial Management
Improvement Act of 1996 requires
agencies to implement and maintain
financial management systems that
substantially comply with federal
financial management systems
requirements. These requirements are
spelled out in guidance issued by the
Joint Financial Management
Improvement Program (JFMIP) and
the Office of Management and Budget.
This draft checklist reflects JFMIP’s
revised “Seized Property and Forfeited
Assets Systems Requirements” to help
(1) agencies implement and monitor
their seized property and forfeited
asset systems and (2) managers and
auditors review agency seized
property and forfeited assets systems
to determine if they substantially
comply with the act. This checklist is
not required to be used in assessing

Page 24

the seized property and forfeited
assets systems. It is provided as a tool
for use by experienced staff.

AIMD-21.2.6, Apr. 1, 2000 (67 pages).
Direct Loan System Requirements:
Checklist for Reviewing Systems
Under the Federal Financial
Management Improvement Act.

The Federal Financial Management
Improvement Act of 1996 requires
agencies to implement and maintain
financial management systems that
substantially comply with federal
financial management systems
requirements. These requirements are
spelled out in guidance issued by the
Joint Financial Management
Improvement Program (JFMIP) and
the Office of Management and Budget.
This checkKlist reflects JFMIP’s revised
“Direct Loan System Requirements” to
help (1) agencies implement and
monitor their direct loan systems and
(2) managers and auditors review their
direct loan systems to determine if
they substantially comply with the act.
This checkKlist is not required to be
used to assess direct loan systems. It is
provided as a tool for use by
experienced staff.

AIMD-21.2.7, Aug. 1, 2000 (90 pages).
Guaranteed Loan System
Requirements: Checklist for Reviewing
Systems Under the Federal Financial
Management Improvement Act
(Exposure Draft).

The Federal Financial Management
Improvement Act of 1996 requires that
agencies maintain financial
management systems that
substantially comply with federal
financial systems requirements, which
are spelled out in guidance issued by
the Joint Financial Management
Improvement Program (JFMIP) and
the Office of Management and Budget.
GAO is issuing this checklist, which
reflects JEMIP’s revised Guaranteed
Loan System Requirements, to help (1)
agencies implement and monitor their
guaranteed loan systems and (2)
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managers and auditors in reviewing
agency guaranteed loan systems to
determine if they substantially comply
with the Act.

AIMD-21.2.8, May 1, 2000 (62 pages).
Travel System Requirements: Checklist
for Reviewing Systems Under the
Federal Financial Management
Improvement Act.

The Federal Financial Management
Improvement Act of 1996 requires that
agencies maintain financial
management systems that
substantially comply with federal
financial systems requirements, which
are spelled out in guidance issued by
the Joint Financial Management
Improvement Program (JFMIP) and
the Office of Management and Budget.
GAO is issuing this checklist, which
reflects JFMIP’s revised Travel System
Requirements, to help (1) agencies
implement and monitor their travel
systems and (2) managers and auditors
review their travel systems to
determine if they substantially comply
with the act. This checklist is not
required to be used in assessing the
travel system. It is provided as a tool
for use by experienced staff.

AIMD/GGD-00-49, Dec. 16, 1999 (42
pages). Year 2000 Computing
Challenge: Readiness of FBI's National
Instant Criminal Background Check
System Can Be Improved.

The FBI's National Instant Criminal
Background Check System is a
computer system that, in concert with
other FBI and state-run systems, is
used to do presale background checks
on persons seeking to buy firearms.
This report, which summarizes the
information presented by GAO at a
congressional briefing, evaluates the
FBI'’s efforts to make the system Year
2000 compliant. GAO also makes
recommendations designed to
strengthen the Year 2000 readiness of
the nation’s firearm presale
background check program.

AIMD/HEHS-00-29, Nov. 4, 1999 (67
pages). Social Security: Evaluating
Reform Proposals.

This report analyzes the potential
budgetary and economic effects of five
Social Security reform proposals.
Under the proposed Social Security
Guarantee Act, current retirement
income would not be reduced and
could be higher; individual mutual
fund accounts financed by refundable
tax credits would be mandatory; and
benefit payouts would remain the
same as under current law or would be
based on the annuitized account
balance, which would be gradually
returned to Old Age and Survivors
Insurance and Disability (OASDI) trust
funds and left to the heirs of workers
who die before receiving benefits.
Under the proposed 21st Century
Retirement Security Act, benefits
would be generally lower than under
current law but a minimum benefit
would be higher and formula changes
would increase the benefit structure’s
progressivity; mandatory individual
investment accounts would be
modeled after the Federal Thrift
Savings Plan; additional revenue
would be available from changes in the
cost-of-living adjustment and Social
Security benefit taxation currently
financing Medicare; and retiring
workers could buy annuities or take a
monthly pay-out with the balance after
death left as a lump sum or rolled over.
Under S. 1383, benefits, mandatory
individual accounts, additional
revenues, and account distributions on
retirement and after death would have
features similar to the previous
proposal. Also, children would have
IKidSave® accounts from birth to age
five and retiring workers would take a
benefit reduction to reflect
government contributions to the
individual accounts. Under
Congressman Kasich’s plan, initial
benefits would be lower because they
would be indexed to prices rather than
to wages; benefits from voluntary
individual investment accounts would
be reduced at retirement to offset
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government contributions; and the
transition period would be financed by
aloan from the general fund to the
OASDI trust funds. The President’s
Social Security Transfer Proposal
would keep benefits at current levels
and general revenues would provide
addition financing. Under his USA
Proposal, workers would receive a flat
general tax credit and a government
match on individual voluntary
investment accounts financed from
general revenues by means of income
tax credits.

AIMD/HEHS-00-56, Jan. 19, 2000 (30
pages). Social Security Reform:
Information on the Archer-Shaw
Proposal.

This report applies GAO’s criteria for
assessing Social Security reform
proposals to the plan outlined by
Congressman Archer. GAQO’s report is
based on an analytical framework that
the agency provided to Congress last
March. That framework consists of the
following three criteria: the extent to
which the proposal achieves
sustainable solvency and how it would
affect the U.S. economy and the
federal budget; the balance struck
between the twin goals of income
adequacy (level and certainty of
benefits) and individual equity (rates
of return on individual contributions);
and how readily such changes could be
implemented, administered, and
explained to the public.

AIMD/HEHS-00-102R, Feb. 29, 2000
(24 pages). Social Security Reform:
Evaluation of the Nick Smith Proposal.

Recent proposals regarding Social
Security Disability Insurance range
from increasing the substantial gainful
activity level established for the
program’s blind beneficiaries to
eliminating it completely. These
proposals, if enacted, would likely
increase beneficiaries’ work effort but
would raise program costs and could
widen the differences in the program’s
treatment of blind and nonblind
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beneficiaries. Raising the level for
blind persons could result in calls to
increase it for nonblind persons,
leading to significantly higher program
costs and adverse effects on the
solvency of the Social Security trust
fund. Eliminating the level would
fundamentally alter the purpose of the
program. Other changes to work
incentives being implemented or
tested are likely to increase
beneficiaries’ work without changing
the nature of the program.

AIMD/NSIAD-00-38, Dec. 10, 1999
(24 pages). Air Force Depot
Maintenance: Analysis of Its Financial
Operations.

The Air Force depot maintenance
activity group provides the repair
services needed to keep air force units
up and running around the world. The
group repairs and overhauls a wide
range of items, from aircraft engines to
missiles to software. For example, the
Air Force reported that in 1998 the
depot maintenance activity group did
major overhauls on 670 aircraft,
overhauled 980 engines, and repaired
more than 800,000 inventory items.
The report discusses (1) the Air Force
activity group’s price increase between
fiscal years 1994 and 1999 and the
primary reasons for it, (2) the activity
group’s financial losses during that
period and the primary reasons for
them, and (3) the Air Force’s methods
for recovering these losses.

AIMD/NSIAD-00-185, Aug. 15, 2000
(40 pages). Air Force Depot
Maintenance: Budgeting Difficulties
and Operational Inefficiencies.

The Air Force’s depot maintenance
activity group, operating as a working
capital fund that charges fees for
services based on anticipated actual
costs, provides depot repair services
needed to keep Air Force units
operating worldwide. For years, this
activity has had difficulty accurately
budgeting for material costs,
workforce productivity, and savings to

be achieved through productivity
improvements and other reform
initiatives. These difficulties have
harmed financial operations, resulting
in hundreds of millions of dollars in
operating losses and limited delivery
of timely support to customers. This
report describes problems with
inaccurate pricing, decline in worker
productivity, and unrealized projected
savings. GAO recommends ways for
the Air Force to improve budget
estimates and management of material
costs and usage.

AIMD/OGC-00-6, Oct. 29, 1999 (23
pages). DC Courts: Improvements
Needed in Accounting for Escrow and
Other Funds.

The District of Columbia Courts did
not properly account for the funds in
half of its 18 bank accounts during
fiscal year 1998, as shown by its
problems in determining its cash
balances and reconciling its
accounting records to supporting
documentation. In addition, DC Courts
lacked adequate controls and
procedures during fiscal year 1998 to
help ensure that the fines and the fees
that were collected were accurately
recorded. Although DC Courts was
authorized to deposit fines, fees, and
penalties specified in District Law into
the Crime Victims Fund to provide
financial assistance to crime victims,
in fiscal years 1998 and 1999 DC
Courts also deposited other fines, fees,
and penalties into the Fund that should
have been deposited in the U.S.
Treasury.

AIMD/OSI-00-281, Sept. 15, 2000 (50
pages). Medicare Improper Payments:
While Enhancements Hold Promise for
Measuring Potential Fraud and Abuse,
Challenges Remain.

This report provides information on
proposals by the Health Care
Financing Administration (HCFA) to
measure Medicare improper payments
and how these proposals and
initiatives will enhance HCFA’s ability
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to comprehensively measure improper
Medicare payments and the frequency
of kickbacks, false claims, and other
inappropriate provider practices. A
recent study by the Inspector General
at the Department of Health and
Human Services concluded that eight
percent of the $169.5 billion Medicare
fee-for-service claim payments in fiscal
year 1999 was paid improperly.
Because of the breadth of health care
fraud and abuse, HCFA uses various
detection methods and techniques,
such as contacting beneficiaries and
providers and performing medical
record reviews, data analyses, and
third-party verification procedures.
HCFA has begun three projects to
measure the extent of Medicare fee-
for-service improper payments--two to
improve the precision of future
improper payment estimates and help
develop corrective actions to reduce
losses and the other to test the viability
of using various of investigative
techniques to develop a potential fraud
and abuse rate. GAO believes that
HCFA’s efforts to measure Medicare
fee-for-service improper payments can
be further enhanced with the use of
additional fraud detection techniques
and makes several recommendations
to that effect.

GAGAS-PV-1, Apr. 14, 2000 (16
pages). Government Auditing
Standards: Independence (Preliminary
Views).

This publication invites comment on
possible revisions to the “Yellow Book”
involving auditor independence issues.
The changes being considered would
clarify issues concerning the
organizational independence of
government auditors. Some audit
organizations have misinterpreted the
current standards. The revised
standards would more explicitly state
the criteria for organizational
independence and provide guidance
for organizations that do not meet this
criteria.
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GGD/AIMD-00-64, Feb. 29, 2000 (95
pages). Gun Control: Implementation
of the National Instant Criminal
Background Check System.

The FBI approved most gun purchases
(72 percent) within 30 seconds after
buyer information had been entered
into the National Instant Criminal
Background Check System (NCIS)--a
computer system designed to provide
presale background screening for all
types of firearms bought from federal
firearms licensees. The remaining 28
percent of the background checks had
delayed responses. From a sample of
delayed responses handled by an ad
hoc selection of examiners, the FBI
concluded that most of these
responses (80 percent) were resolved
within two hours or less and that the
rest (20 percent) required several
hours or days to resolve. This report
(1) provides statistics on background
checks, denials, and appeals; (2)
describes enforcement actions taken
against persons who allegedly falsify
their status on firearm-purchase
applications; (3) discusses the NCIS’
computer system architecture,
capacity management system
availability, transaction response time,
retention of records, monitoring
activities, system security
authorization, exemptions from the
Privacy Act of 1974, and the prospect
of making NCIS a fingerprint-base
system rather than a name-based
system; and (4) discusses pawnshop
issues.

GGD/AIMD-00-224, July 11, 2000 (39
pages). Automated Teller Machines:
Issues Related to Real-time Fee
Disclosure.

The Gramm-Leach-Bliley Act of 1999
required GAO to explore the feasibility
of providing real-time disclosure of
fees charged to automated teller
machine (ATM) cardholders during
electronic fund transfers conducted at
ATMs. Cardholders may be charged
both a surcharge and a “foreign” ATM
fee when they use an ATM that is not

owned by the financial institution that
issued the card. Although technically
feasible, real-time foreign ATM fee
disclosure would require extensive
restructuring by all major participants
in the ATM industry. Hardware and
software would have to be revised and
upgraded, and functions, such as
message processing and calculation of
ATM fees, would have to be modified.
Most industry representatives could
not offer precise estimates of the costs
or the time frames associated with
such changes, but estimates for
software and hardware changes alone
ranged from $5 million for a large
third-party processor to tens of
millions of dollars for large banks, with
estimates from two to three years for
implementation. The potential
consequences for foreign fee
disclosure may offset consumer
benefits. Few consumer complaints
have been made about fee disclosure,
consumer groups’ concerns are more
focused on the fairness of surcharges,
and surveys suggest that only a
minority of ATM cardholders pay
foreign fees. A requirement for real-
time foreign fee disclosure could
produce unintended consequences,
which GAO believes could offset any
potential benefits of disclosure.

GGD/AIMD-00-319, Sept. 20, 2000 (47
pages). Securities Pricing: Trading
Volumes and NASD System Limitations
Led to Decimal-Trading Delay.

In response to a Securities and
Exchange Commission (SEC) order,
the National Association of Securities
Dealers (NASD) developed a decimal
pricing system for U.S. stocks.
However, NASD was unable to meet to
the original implementation deadline
of July 2000 because the new system
lacked the capacity to process the
increased trading volume that the
market experienced during that time.
The main reason for this problem was
that the system was unable to use
multiple computers to process the
message traffic arising from the
increased trading activity. The new
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system was also unable to incorporate
trading volatility. To oversee NASD’s
development and implementation of
the new system, SEC relied on industry
reports of their progress and examined
the readiness of market participants
for decimal trading. However, SEC did
not determine in advance that NASD’s
systems would be unable to handle the
increased trading activity.

HEHS/AIMD-00-36, Oct. 29, 1999 (37
pages). Combating Terrorism:
Chemical and Biological Medical
Supplies Are Poorly Managed.

The ability of the United States to
effectively respond to terrorist attacks
involving chemical or biological
weapons is compromised by poor
management controls and the lack of
items on a list of required inventory.
For example, GAO’s review of
stockpiles maintained by the
Department of Veterans Affairs found
discrepancies of more than 12 percent
with this list. Although most of these
discrepancies were overages, GAO
also found shortages. The underlying
cause of these problems is that federal
agencies have lagged in implementing
basic internal controls to help ensure
that all medical supplies and
pharmaceuticals are current,
accounted for, and ready for use. The
stakes will be even higher in the future
as the Centers for Disease Control and
Prevention (CDC) establishes the
National Pharmaceutical Stockpile
Program, which will set aside large
quantities of antidotes and other
medical supplies to be used in the
event of domestic chemical and
biological attacks. Although CDC is
still in the early stages of developing
this program, its current plan lacks
comprehensive internal controls that
would prevent the types of problems
that GAO found at other agencies.

HEHS/AIMD-00-132, Apr. 28, 2000
(27 pages). Medicare Home Health
Agencies: Overpayments Are Hard to
Identify and Even Harder to Collect.
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The Health Care Financing
Administration (HCFA) has been slow
to identify amounts that closed home
health agencies (HHA) owe Medicare,
and it collects little of the
overpayments due from them after
they close. HCFA plans to implement
the home health prospective payment
system mandated by the Balanced
Budget Act of 1997, which will involve
predetermined payments for home
health services. This system should
reduce the potential for overpayments
to HHAs because payment amounts
would not be adjusted retrospectively
to reflect allowable agency costs.
GAOQ’s estimate of the overpayments
due from the 15 closed HHAs differs
significantly from an estimate HCFA
reported. Using the same definitions of
overpayment, GAO estimated that
these agencies could owe $68 million,
one-third of HCFA'’s initial $209 million
estimate. HCFA's inability to accurately
record and track overpayments has
been a consistent weakness,
documented in its financial statement
audits from fiscal year 1996 through
fiscal year 1999. The fiscal year 1998
audit, for example, found that HCFA
lacked an integrated financial
management system to track
overpayments and their collection and
that its procedures to help ensure that
overpayments were valid and
supported were inadequate. HCFA’s
contractors record and track
overpayment activity for HHAs and
other providers using fragmented and
overlapping computer systems but do
not always reconcile the data from
these various systems. For example,
contractor staff incorrectly keyed data
from one of the contractor’s systems
into a HCFA system, erroneously
reporting $77 million in overpayments
for one Texas HHA in 1998. HCFA
implemented several interim measures
in 1999 to improve the reliability of its
overpayment information and is
planning additional improvements, but
they could take years to implement.

HEHS/AIMD-00-139, May 31, 2000
(42 pages). NIH Research:

Improvements Needed in Monitoring
Extramural Grants.

The National Institutes of Health (NIH)
has developed policies and procedures
for assessing scientific progress and
ensuring the effective financial
management of its extramural grant
programs, but its system of internal
controls could be strengthened. The
flexibility that NIH’s institutes and
grantees have in implementing its
policies and procedures for
administering grants tends toward a
lack of important information on
scientific progress and inventions
developed in a grant’s last year as well
as on unobligated funds that could be
recovered for rebudgeting within the
federal government. GAO identified
areas where controls over financial
management in the oversight and the
monitoring of grantees could be
strengthened. For example, NIH does
not always receive and use the single
audit reports the Office of
Management and Budget requires, a
key tool for financial management
oversight. Other areas in internal
controls that could be strengthened
include the discrepancies GAO found
between grant award amounts
reported in key NIH systems, which
increase the risk of inaccuracies and
improper authorization of grant funds.
In its fiscal year 1999 audit report on
internal controls, the independent
public accountant responsible for the
financial audit of NIH identified a
material weakness in the analysis and
the development of financial
statements that included a weakness
related to the financial management of
grants. Regarding NIH’s use of fiscal
year 1999 appropriations, NIH
allocated about the same percentage
of funds to extramural research as it
did in fiscal year 1998. Appropriations
allocated for extramural research
grants accounted for about $1.4 billion
of the nearly $2 billion increase in
NIH’s appropriations, or about 70
percent.
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HEHS/AIMD-00-304, Sept. 7, 2000
(43 pages). Medicare: HCFA Could Do
More to Identify and Collect
Overpayments.

In fiscal year 1999, contractors
collected $8.7 billion, or about 70
percent of the $12.6 billion in Medicare
overpayments. HCFA and its
contractors used identification
techniques, such as medical reviews,
to ensure service appropriateness,
interim payments review and audits of
cost reports for providers that are paid
on the basis of their costs, and reviews
to determine if another entity has
primary payment responsibility.
However, HCFA lacks information to
measure the effectiveness of
contractors’ overpayment
identification activities. Recovery
auditors use identification techniques
similar to those already in use. GAO
suggests that Congress consider
increasing HCFA’s funding to bolster
its postpayment review program.
Contractors transfer overpayments
they cannot collect to HCFA, which
has had limited collection success.
HCFA officials said that they do not
have the resources needed to pursue
collection on the large volume of
eligible debt. GAO recommends that
HCFA immediately refer overpayments
as they become more than 180 days
delinquent to a designated debt
collection center or to the Treasury
Department for collection. HCFA has
already recognized that specialized
contractors improve overpayment
identification; it now has 12 firms to
assist in its program safeguard efforts.
HCFA is resolving complex challenges
about how to compensate the firms,
handle coordination and privacy
issues, and oversee the firms’
activities.

NSIAD/AIMD-00-329, Sept. 29, 2000
(62 pages). Foreign Assistance: U.S.
Food Aid Program to Russia Had Weak
Internal Controls.

In December 1998, the United States
responded to a Russian request for
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food aid. To ensure that the objectives
of the food aid program were met, the
Foreign Agricultural Service
implemented internal controls to track
the distribution and use of the food.
GAO found that the Foreign
Agricultural Service internal controls
were inadequate and, as a result, the
Service was unable to ensure that the
food aid was delivered in the agreed
upon amounts to designated regions.
Several factors contributed to the
weak monitoring system, including the
Russian government’s untimely
reporting of commodity distribution
and the Service’s ineffective
commodity tracking systems.
Furthermore, the Service could not
guarantee that funds derived from the
sale of U.S. food aid were properly
collected and deposited in the Russian
Pension Fund.

RCED/AIMD-00-2, Oct. 13, 1999 (63
pages). Forest Service: A Framework
for Improving Accountability.

The Forest Service must account to
the public for its use of the tax dollars
appropriated to it to carry out its
mission. To do this, the Service needs
to provide accurate and timely
information on how much it was
authorized to spend on specific
programs and activities, how it spent
the funds, and what it accomplished
with the money. This report discusses
the status of the Forest Service’s
efforts to (1) achieve financial
accountability, (2) become more
accountable for its performance, and
(3) better align its budget with its
strategic goals and objectives. GAO
found that the Forest Service cannot
accurately report its expenditures and
accomplishments, and its budgetary,
financial, and performance data
systems are not linked.

RCED/AIMD-00-35, Feb. 7, 2000 (73
pages). U.S. Infrastructure: Funding
Trends and Opportunities to Improve
Investment Decisions.

A sound public infrastructure plays a
vital role in encouraging a more
productive and competitive national
economy. Public facilities are also vital
to immediate as well as long-term
public demands for health, safety, and
improved quality of life. For example,
transportation systems and water
supplies directly support the nation’s
economy by facilitating the movement
and manufacture of goods. Public
schools, housing, parks, and other
facilities enhance the quality of life of
all Americans. The United States has
historically made an extraordinary
investment in its infrastructure. For
instance, the federal government has
spent an average of $149 billion each
year since the late 1980s on the
nation’s infrastructure. The amount of
federal spending on infrastructure has
been on the decline since 1987,
however. This trend is driven, in part,
by lower defense spending for
infrastructure and by limits imposed
by deficit reduction agreements on the
government’s discretionary spending--
the part of the budget that finances
most federal spending on
infrastructure. In contrast, federal
spending on nondefense infrastructure
has risen slightly, and spending by
state and local governments continues
on an upward trend. Spending on
infrastructure is often intended to
benefit the nation’s economy, but
studies on whether it has spurred
economic growth have shown mixed
results. Federal agencies can improve
their acquisition and management of
infrastructure by following the best
practices of leading government and
private-sector organizations. Federal
agencies and Congress face several
challenges in determining the
appropriate levels of and effective
approaches to infrastructure
investment. There is a general lack of
accurate, consistent information on
the existing infrastructure and its
future needs. Moreover, until recently,
agencies have not been required to
relate their planned infrastructure
spending to their missions and goals,
so evaluating these plans has been a
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challenge for agencies and Congress.
Finally, the federal budget structure
does not prompt explicit debate about
infrastructure spending that is
intended to have long-term benefits. To
better coordinate infrastructure
investments to meet national, regional,
and local goals and make them
mutually supportive, agencies
throughout the government need to
reduce inefficiencies in their current
investments and analyze potential
investments to identify those that yield
the greatest benefits in the most cost-
effective way.

RCED/AIMD-00-78, Feb. 29, 2000 (70
pages). Intercity Passenger Rail:
Amtrak Needs to Improve Its
Accountability for Taxpayer Relief Act
Funds.

This report reviews Amtrak’s use of
the Taxpayer Relief Act (TRA) funds.
Specifically, GAO discusses (1) how
much Amtrak has spent in TRA funds
and what types of activities it has
funded, (2) whether Amtrak has used
TRA funds in accordance with the act,
(3) what the roles of the Amtrak
Reform Council and the Internal
Revenue Service have been in
monitoring Amtrak’s use of the funds,
and (4) whether Amtrak fully reports
its use of the funds. Among other
things, GAO found that through June
1999, Amtrak reported that it had spent
about $1.3 billion of the $2.2 billion
provided under TRA. GAO summarized
this report in testimony before
Congress; see: Intercity Passenger
Rail: Increasing Amtrak’s
Accountability for Its Taxpayer Relief
Act Funds, by Phyllis F. Scheinberg,
Associate Director for Transportation
Issues, before the Subcommittee on
Transportation and Related Agencies,
House Committee on Appropriations.
GAO/T-RCED-00-116, Mar. 15 (13

pages).

RCED/AIMD-00-130, June 12, 2000
(38 pages). National Airspace System:
Persistent Problems in FAA's New
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Navigation System Highlight Need for
Periodic Reevaluation.

The Federal Aviation Administration
(FAA) relies on a ground-based
navigation system that uses various
types of equipment to assist pilots in
navigating their assigned routes and to
provide them with guidance for
landing their aircraft safely in different
types of weather. But this system is
aging and limited in its geographic
coverage. FAA is planning to transition
from its ground-based system to a
satellite-based system using radio
signals generated by the Global
Positioning System (GPS). In
conducting its review, GAO examined
studies and spoke with experts in
aviation navigation and related
technologies to obtain their views on
the capability of FAA's new navigation
system and alternatives to that system.
From the studies it reviewed and
experts it talked with, GAO found that
the current GPS does not meet all of
FAA’s civilian aviation navigation
requirements for accuracy, integrity,
and availability.

RCED/AIMD-00-148, June 29, 2000
(62 pages). Highway Funding:
Problems With Highway Trust Fund
Information Can Affect State Highway
Funds.

The Transportation Equity Act for the
21st Century (TEA-21) authorized
$217.9 billion for highway, mass
transit, and other surface
transportation programs for fiscal
years 1998 through 2003. This report
discusses (1) the Treasury
Department’s process for allocating
highway user tax receipts to the
Highway Account of the Fund, (2) the
Federal Highway Administration’s
(FHWA) process for estimating motor
fuel usage, and (3) the contributions to
the account that are attributable to
highway users in each state and the
impact of these processes on the
amount of highway program funds
distributed to each state. GAO
determined that the quality of

information developed by the Treasury
Department and FHWA is more critical
than ever before in determining
accurate funding amounts to be
distributed to the states each year.

Testimony

T-AIMD-00-7, Oct. 6, 1999 (11 pages).
Critical Infrastructure Protection:
Fundamental Improvements Needed
to Assure Security of Federal
Operations, by Jack L. Brock, Director,
Governmentwide and Defense
Information Systems, before the
Terrorism, Technology, and
Government Information
Subcommittee, Senate Committee on
the Judiciary.

Since the early 1990s, an explosion in
computer interconnectivity,
particularly the growth in Internet use,
has revolutionized the way that the
government and the world
communicate and do business. The
benefits have been enormous. Without
proper safeguards, however, this
widespread interconnectivity poses
enormous risks to critical operations
and infrastructures in such areas as
telecommunications, power
distribution, law enforcement, national
defense, and other government
services. This testimony discusses
efforts by federal agencies to deal with
computer security issues. Recent
audits by GAO and agency inspectors
general show that the government is
not adequately protecting critical
federal operations and assets from
computer attacks. This testimony
provides greater detail on these
problems and discusses broader issues
that need to be considered as a
national strategy for critical
infrastructure protection is being
considered.

T-AIMD-00-9, Oct. 6, 1999 (16 pages).
Year 2000 Computing Challenge:
Readiness of Key State-Administered
Federal Programs, by Joel C.
Willemssen, Director, Civil Agencies
Information Systems, before the
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Government Management, Information
and Technology Subcommittee, House
Committee on Government Reform,
and Technology Subcommittee, House
Committee on Science.

Programs run by the states provide a
host of critical social services, from
Food Stamps to Medicaid. GAO
reported last year that many state
systems that support federal human
services programs were threatened by
the Year 2000 computer problem. (See
GAO/AIMD-99-28, Nov. 1998.) More
recently, GAO testified before
Congress that although federal
agencies were working with their state
partners to obtain readiness
information and provide assistance,
much work remained at the state level
to help ensure that major services
were not disrupted. (See GAO/T-AIMD-
99-241, July 1999.) This testimony (1)
highlights the reported Year 2000
readiness of 10 key state-run federal
human services programs and (2)
discusses federal efforts to assess
states’ readiness for these 10
programs.

T-AIMD-00-25, Oct. 21, 1999 (14
pages). Year 2000 Computing
Challenge: State and USAID Need to
Strengthen Business Continuity
Planning, by Linda D. Koontz,
Associate Director, Governmentwide
and Defense Information Systems,
before the House Committee on
International Relations.

The Year 2000 computer problem
poses a unique challenge for the State
Department and the United States
Agency for International Development
(USAID). Like all organizations, these
agencies must remediate internal
computer systems and plan for
unexpected disruptions within the
United States. However, they must also
assess the Year 2000 status of virtually
every country where the United States
has a diplomatic presence and help to
ensure the continuity of vital
operations, such as protecting the
welfare of millions of U.S. citizens
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traveling and living abroad, promoting
economic development, providing
humanitarian assistance, and
achieving diplomatic agreements. This
testimony discusses efforts by State
and USAID to increase worldwide
awareness of the Year 2000 problem,
assess international preparedness, and
inform American citizens of risks. GAO
also discusses the agencies’ progress
in remediating their internal computer
systems and their efforts to prepare
business continuity and contingency
plans to help ensure that they can
continue to provide critical services.

T-AIMD-00-26, Oct. 21, 1999 (33
pages). Year 2000 Computing
Challenge: Compliance Status
Information on Biomedical Equipment,
by Joel C. Willemssen, Director, Civil
Agencies Information Systems, before
the Oversight and Investigations
Subcommittee, House Committee on
Commerce, and Health and
Environment Subcommittee, House
Committee on Commerce.

Can medical devices, such as magnetic
resonance imaging systems, x-ray
machines, and pacemakers, be
counted on to work reliably on and
after January 1, 20007 To the extent
that biomedical equipment uses
computer chips, it is vulnerable to the
Year 2000 computer problem. The
Food and Drug Administration (FDA)
is responsible for overseeing and
regulating medical devices. Since the
fall of 1998, FDA has been providing
information collected from
manufacturers of medical devices and
scientific and research instruments
through its Federal Y2K Biomedical
Equipment Clearinghouse. This
testimony discusses (1) the status of
FDA's clearinghouse; (2) compliance
status information on manufacturers’
web sites referred to in FDA’s
clearinghouse; (3) FDA’s efforts to
review the Year 2000 activities of
manufacturers of computer-controlled,
potentially high-risk devices; (4) the
compliance status of health care

providers’ biomedical equipment; and
(5) compliance testing of equipment.

T-AIMD-00-27, Oct. 26, 1999 (16
pages). Y2K Computing Challenge:
Nuclear Power Industry Reported
Nearly Ready; More Risk Reduction
Measures Can Be Taken, by Joel C.
Willemssen, Director, Civil Agencies
Information Systems, and Keith
Rhodes, Director, Accounting and
Information Management Division,
before the Technology Subcommittee,
House Committee on Science, and
Government Management, Information
and Technology Subcommittee, House
Committee on Government Reform.

Although progress has been made in
readying the nation’s nuclear power
plants and fuel processing facilities for
the Year 2000 computer problem, risks
remain. In particular, the nonsafety
systems at two plants are still not
ready. This is especially troubling for
the one with a completion date
scheduled for more than 30 days from
now--ever closer to the turn of the
century. In addition, four nuclear fuel
facilities were not Y2K ready by
September 1, 1999, and there little
information on the Y2K status of all 14
decommissioned plants with spent
fuel. Finally, the lack of information on
two key issues--independent review of
Y2K testing and emergency Y2K
exercises—and the lack of
requirements for Day One planning
increases the Y2K risk to the nuclear
power industry. To further reduce the
risks, the Nuclear Regulatory
Commission and the nuclear power
industry can still take specific steps to
help ensure Y2K safety at plants.

T-AIMD-00-37, Nov. 4, 1999 (51
pages). Year 2000 Computing
Challenge: Noteworthy Improvements
in Readiness But Vulnerabilities
Remain, by Joel C. Willemssen,
Director, Civil Agencies Information
Systems, before the Technology
Subcommittee, House Committee on
Science, and Government
Management, Information and
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Technology Subcommittee, House
Committee on Government Refo