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BY THE COMPTROLLER GENERAL 
OF THE UNITED STATES 

Proposals To Resolve Longstanding 
Problems In Investigations Of 
Federal Employees 

Civil Service Commission 

Executive Order 10450 authorizes investiga-
tipns of Federal personnel. It is out of date. 
Inherent weaknesses in the order, more recent 
laws, and court decisions have made it im­
possible for the Civil Service Commission to 
carry out its responsibilities. 

In addition, the Commission has not estab­
lished clear criteria governing the extent of 
investigations. Such inve«t'33tions arc- at 
present inadequate for many employees with 
sensitive duties and too extensive for most 
employees. 

Implementation of recommendations in this 
report would: 

-Clarify authority. 

-Provide clear criteria for determining 
the extent of investigations. 

-Establish controls to protect the pri­
vacy of individuals. 
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COMr>TROI-l.ER GENERAL. OF THE UNITED STATES 
WASHINOTON, D.C. 20MS 

B-132376 

To the President of the Senate and the 
Speaker of the House of Representatives 

This report is an analysis of the Federal program for 
investigating the suitability of Federal employees. We 
discuss problems of the program and the actions needed. 
The implementation of our recommendations would establish 
a sound statutory base for investigations; provide a means 
to identify and adequately investigate occupants of posi­
tions that entail sensitive duties; and greatly reduce, for 
the vast majority of Government employees# the extent of 
investigation, invasion of privacy, and dissemination of 
information. 

We made this review pursuant to the Budget and 
Accounting Act, 1921 (31 U.S.C. 53), and the Accounting 
and Auditing Act of 1950 (31 U.S.C. 67). 

We are sending copies of this report to the Acting 
Director, Office of Management and Budget; the Attorney 
General; and the Chairman, Civil Service Commission. 

tioinptroller General 
of the United States 

•r.\ ̂  j.;Mfc: Ew: v;aiitj'**ifsi!;:iats t-\ axvA'LHf'lwaii. 
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COMPTROLLER GENERAL'S 
REPORT TO THE CONGRESS 

PROPOSALS TO RESOLVE LONG­
STANDING PROBLEMS IN INVESTI­
GATIONS OF FEDERAL EMPLOYEES 
Civil Service Conunission 

D I G E S T 

Authority to conduct investigations of 
Federal personnel is based on Executive 
Order 10450, dated April 27, 1953, and 
public laws and other Executive orders. 
(See app. II.) Executive Order 10450 
united the previously separate suitability, 
security, and loyalty programs under the 
framework of a security program. It pro­
vides that suitability and loyalty are to 
be evaluated to determine if employment 
of a person is clearly consistent with 
national security. It does not provide 
that suitability be evaluated to promote 
the efficiency of the Federal service. It 
also makes the Civil Service Commission 
primarily responsible for conducting the 
investigations. 

Since 1953, the Commission has had to 
modify its investigation process under 
Executive Order 10450 to comply with con­
straints in new laws and with court deci­
sions. The cumulative effect of these 
constraints has been to 

—reduce the authority o£ employing agencies 
to remove employees under the provisions 
of Executive Order 10450 and 

—limit the Commission's ability to obtain 
information bearing on an applicant's or 
employee's suitability for employment. 

In short, the order is now out of date. 

RECOMMENDATION TO THE CONGRESS 

Accordingly, the Congress should consolidate 
Into one law the authority to investigate 
and judge the suitability of Federal employ­
ees. Including the potential of employees in 
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sensitive positions to impair national 
security. The Congress should consider: 

—Restrictions imposed on personnel inves­
tigations by other laws, such as the 
Privacy Act of 1974, and court decisions 
protecting individuals' constitutional 
rights. 

—Whether the Civil Service Commission 
should investigate occupants of nonsen-
sltlve positions only to determine prior 
crimina.l conduct, leaving to employing 
agencies the responsibility for assessing 
efficiency. 

—Need to define, in a manner acceptable 
to the courts, disloyal acts which should 
bar Federal employment. 

—Scope of investigation needed for the 
several levels of security clearances 
granted Federal employees. 

—Whether there is a need in the legislation 
for provisions to aid the Civil Service 
Commission in gathering local law enforce­
ment information; e.g., reimbursing loqal 
law enforcement agencies for supplying 
information, receiving assistance from 
Federal law enforcement agencies, or clar­
ifying the Commission's legal authority 
to have local arrest information. 

i 

RECOMMENDATIONS TO THE 
CIVIL SERVICE COMMISSION 

GAO recommends the following series of major 
changes by the Commission. 

1. To improve employing agencies' consist­
ency in classifying positions as to the 
scope of investigation needed, establish 
criteria which will provide agencies 
clear instructions on how to classify 
positions into three categories based on 
sensitivity of duties ̂ nd assign more 
people to the review of agency classifi­
cations. These classifications should 

II 



tlien be used as the communication tool 
for designating the scope of the investi­
gation, the responsibility for adjudica­
tion, and the need to disseminate investi­
gative results. 

2. To insure that occupants of sensitive 
positions are investigated properly, 

—establish controls over written 
inquiries and see that classifiable 
fingerprints are obtained; 

—establish clear criteria for deter­
mining when cases should be further 
investigated; and 

—establish controls to prevent arbi­
trary reductions in the scope of 
investigations. 

3. To insure that loyalty investigations 
protect the interests of the Government 
and the rights of individuals, order 
loyalty investigations only when the 
type of information being pursued will 
be disqualifying if verified. 

4. To insure that the investigative infor­
mation is limited to only that which is 
needed to make suitability, security, 
and loyalty determinations, 

— a s s u m e complete responsibility for 
adjudicating past conduct in making 
suitability determinations for oc­
cupants of nonsensitive positions 
and retain the investigative results; 

— a s s i g n adjudication responsibility for 
all sensitive positions to employing 
agencies; 

—establish criteria on the completeness, 
accuracy, and age of information which 
can be collected, used, or disseminated 
to an employing agency; and 

— w h e n needed to determine the quali­
fications of potential appointees. 

Taar Shwt iii 



direct employing agencies to make 
appropriate inquiries of prior 
employment and educational sources. 

Federal regulations provide criteria for 
agency classification of positions accord­
ing to the sensitivity of their duties. 
(See ch. 3.) The classification indicates 
to the Commission what type of investiga­
tion to conduct. The regulations make 
agency heads responsible for classifying 
positions according to whether the posi­
tions are 

—critical sensitive, requiring a pre-
appointment full field investigation; 

—noncritical sensitive, requiring a 
preappointment national agency check 
and postappointment inquiries; or 

—nonsensitive, requiring a postappoint­
ment national agency check and inquiry. 

These criteria are not entirely clear as 
to what duties should make a position 
critical sensitive. The criteria are 
silent as to what kinds of duties should 
be classified as noncritical sensitive, 
except that as a minimum, duties requiring 
access to secret or confidential defense 
information should be in that category. 

Consequently, most agencies are using the 
noncritical sensitive category only for 
positions with access to secret or confi­
dential defense information. They are 
including in the nonsensitive category 
positions with duties requiring great 
public trust. (See p. 19.) For example, 
the Federal Aviation Administration 
classified many air traffic controllers 
nonsensitive, even though occupants of 
these positions deal with the public and 
have a high degree of public trust in 
routing air traffic. (See p. 21.) 

GAO believes that the national agency 
check and inquiry as now conducted is 
inadequate for occupants of any position 

IV 



which has sensitive duties. Neither the 
Commission nor the employing agency should 
rely on the national agency check and 
inquiry investigation to judge the suit­
ability of individuals in sensitive posi­
tions until proper controls are established 
(See ch. 4.) 

The extent of investigation seems excessive 
for the vast majority of positions which 
have no sensitive duties. Such invrstiga-
tions could be reduced to checlcs of FBI 
records. (See p. 36.) 

The Commission's information gathering 
system has few limits or controls. It 
collects, retains, and disseminates to 
agencies data which is incomplete, irrele­
vant, outdated, and unverified. All derog­
atory information collected is dissemi­
nated to employing agencies even though 
much of it is not useful iTor Suitability, 
security, or loyalty determinations. 

The Commission has no overview on how the 
agencies use the information. (See ch. 5.) 
For ex<«mple, 56 percent of the information 
the Commission collected on 86 randomly 
selected cases was minor and not useful 
for adjudication. Yet the Commission dis­
seminated such information to the employ­
ing ag^mcles in 55 of the 86 cases. (See 
p. 39.) 

The Commission disseminates information 
used 'js leads and information developed 
during loyalty Investigations by the FBI 
ey&n though much of the Information relates 
to disloyalty only vaguely or not at all. 
(See p. 44.) 

The Commission has maintained security 
files that contain information on individ­
uals and organizations believed to be 
subversive or radical. These files are 
not specifically authorized, duplicate a 
function authorized for the FBI, and ^raw 
together Information collected and pub­
lished by others. To comply with the 

Twr Shwt 



Privacy Act, the Commission stopped using 
an index to check individuals' names which 
appear in the files, but the source material 
was still maintained, and an index of organ­
izations was used at the time of our review 
to obtain Information on alleged organiza­
tional affiliations. (See p. 44.) 

AGENCY COMMENTS 

Responding to the recommendations in this 
report, the Civil Service Commission dis­
agreed that legislation is needed that 
would consolidate the authority to investi--
gate applicants ^nd appointees and to ad­
judicate results. It did say, however, 
that either congressional or presidential 
action is needed to correct deficiencies 
and provide direction in areas of uncer­
tainty. The Commission has decided to 
destroy its security files on alleged 
subversive and disloyal activities. 

The Commission is extremely hopeful that 
this report will "provide the impetus fdr 
the emergence of guidance, direction and 
support for a viable and meaningful per­
sonnel security program which will protect 
the interests of the government and be 
cost effective." 

Department of Justice considers this report 
to be an excellent analysis of the problems 
which have beset the Federal personnel 
loyalty/security program and agrees that 
there is great need for legislation setting 
forth and clarifying the goals and limita­
tions of personnel investigations. 

V I 
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CHAPTER 1 

INTRODUCTION 

Almc t everyone entering Federal service is investigated 
to make s< e he or she is reliable, trustworthy, loyal, and 
of good character. These investigations are based on Execu­
tive Order 10450 (as amended), dated April 27, 1953. The 
Executive order established a program to prevent Federal 
employment of persons who could adversely affect national 
security. The Executive order also made the Civil Service 
Commission (CSC) primarily responsible for conducting the 
personnel investigations. The authority to conduct personnel 
investigations is also embodied in other public laws and 
Executive orders. (See app. II.) 

Before Executive Order 10450 was issued, the Government 
had separate suitability, security, and loyalty programs. 
Under section 2 of the Civil Service Act of 1883 (codified 
under title 5 of the U.£. Code), CSC has the authority to 
investigate the ability and fitness of applicants to the 
Federal service. Executive Order 9835 (1947), now revoked, 
provided that all employees in the executive branch should 
undergo investigation to establish their loyalty to the 
United States. The act of August 26, 1950 (Public Law 
81-733), gave 11 agencies and departments authority to 
suspend or remove employees in the interest of national 
security and gave the President authority to extend the 
act's provisions to other agencies. Also, at least seven 
additional laws 1 /̂ have given separate authority to specific 
agencies to remove employees for security reasons. 

Executive Order 10450 united the previously separate 
suitability, security, and loyalty programs under the 
framework of a security program. The order provides that 
suitability and loyalty are to be evaluated to determine if 
employment of a person is clearly consistent with national 
security. It does not provide that suitability be evaluated 
to promote the efficiency of the Federal service. 

VAtomic Energy Act of 1946, National Security Act of 1947, 
Economic Cooperation Act of 1948, Mutual Security Act of 
1951, U.S. Information and Education Act of 1948, National 
Science Foundation Act of 1950, and Federal Civil Defense 
Act of 1950. 



In his 1953 State of the Union Message, before signing 
the order, President Elsenhower said: 

"The safety of America and the trust of the 
people alike demand that the personnel of the 
Federal Government be loyal in their motives and 
reliable in discharge of their duties. Only a 
combination of both loyalty and reliability 
promise genuine security." 

BASIC PROVISIONS OF 
EXECUTIVE ORDER iTRSO 

Executive Order 10450 (see app. I) provides that: 

—All persons seeking employment in the Government 
shall be judged by mutually consistent and no 
less than minimum standards and procedures. 

—Each agency head is responsible for establishing 
and maintaining an effective program to insure 
that the employment of applicants and retention 
of employees within his or her agency is clearly 
consistent with the interests of the national 
security. 

—The appointment of each civilian employee shall be 
made subject to investigation. The scope of the 
investigation shall be determined by the degree of 
adverse effect the occupant of the position can 
have on the national security, but in no event 
shall the investigation consist of less than a 
national agency check and written inquiries. 

—The head of the agency is responsible for designat­
ing, by a sensitivity classification, the scope 
of the investigation needed for each employee. 

—Whenever information is developed which indicated 
that the retention of an employee is not clearly 
consistent with national security, the information 
is to be forwarded to the head of the agency. 

—If information indicates that employment of an 
individual may not be clearly consistent with 
national security, the head of the agency shall 
suspend the employee and, if necessary, terminate 
the person's employment in accordance with the 



provisions of the act of August 26, lî SO (Public 
Law 81-733). 

—Investigation information which indicates that an 
individual may have been subjected to coercion, 
influence, or pressure to act contrary to the 
interests of the national security shall be 
referred to the Federal Bureau of Investigation 
(FBI) for a full field investigation. This inves­
tigation is commonly referred to as a loyalty 
investigation. 

INVESTIGATIONS AUTHORIZED 
BY EXECUTIVE ORDER 104 50"~ 

Executive Order 10450 authorizes two kinds of investi­
gations—full field and national agency check and inquiry 
(NACI). Full field investigations are conducted for all 
positions having duties that are critical in terms of the 
national security or requiring a high degree of trust. 
Such investigations include a check by CSC of Federal 
agency arrest and investigative records and personal inter­
views and checks of local sources by CSC investigators. In 
a previous report 1 / we discussed full field investigations 
and disclosed that agencies were inconsistent in classify­
ing positions because the criteria established under 
Executive Order 10450 were too ambiguous. 

The NACI also includes a check of Federal agency arrest 
and investigative records but uses only written inquiries to 
check local sources. The NACI investigation is conducted 
for persons occupying less sensitive positions than those 
requiring full field investigations. 

The national agency check of arrest and investigative 
records, in both full field and NACI investigations, 
includes a search of: 

—FBI fingerprint and investigative files. 

—CSC investigative files. 

—Defense Central Index of Investigations records 
(including materlcal in the Army Investigative 

V'Personnel Security Investigations: Inconsistent Stand­
ards and Procedures" (B-132376, Dec. 2, 1974). 



Records Repository, Naval Investigative Service 
Headquarters, and Air Force Office of Special 
Investigations) and Coast Guard Intelligence 
records. 

In an NACI the written inquiries which supplement the 
rational agency check ask for information concerning a 
person's loyalty, character, associations, experience, 
education, or arrest records. The Information comes from 

— former employers and supervisors; 

—local law enforcement agencies at places of 
employment, education, and residence; 

—refere -es listed on the application; 

—military personnel files if the employee was 
in the military service; and 

— immigration files when appropriate. 

When an NACI investigation develops adverse security 
or suitability information, other than that relating to 
loyalty, a limited suitability investigation is conducted 
by CSC. Ordinarily, this is not the equivalent of a full 
field Investigation, because it is limited to Obtaining ' 
needed details about the adverse or questionable informa­
tion. Its purpose is to determine present suitability for 
Federal employment. 

If CSC's investigation reveals derogatory information 
regarding such matters as sabotage, espionage, treason^ 
sedition, membership in or affiliation with subversive 
organizations, unauthorized disclosure of security infor­
mation, or refusal on grounds of self-incrimination to 
testify on loyalty matters before a congressional com­
mittee, CSC refers the case to the FBI for a full field 
loyalty investigation. 

CSC OPERATIONS 

The CSC Bureau of Personnel Investigations is responsi­
ble for all CSC investigative programs. The Operations 
Division performs the national agency checks and maintains 
investigative files. The Division of Reimbursable investi* 
gatlons, Washington, D.C, schedules and controls full 
field investigations. Also, investigators from regional 
offices interview witnesses and check local records. 

i 
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At the time of our review, CSC had three area centersr 
in Chicago, New York, and San Francisco, which were respon* 
sible for 

—receiving NACI requests from agencies, 

—preparing requests for the national agency check 
and the inquiries, 

— identifying derogatory information as it is 
gathered, and 

—screening the derogatory information to determine 
whether CSC or the agency should adjudicate the 
results. 

Area center operations and much of the Operations 
Division's responsibilities have now been consolidated at 
one center in Boyers, Pennsylvania. CSC officials siaid 
the processing operation will remain essentially the same» 
but the consolidation will reduce duplication of effort 
between Washington headquarters and the area centers and 
thus reduce processing time and costs. 

Until the end of fiscal year 1976, personnel in the 
CSC regional offices were adjudicating investigative results 
which area center personnel considered serious. Cases which 
needed further development were referred to the CSC regional 
investigators for a limited suitability personal investiga­
tion. However, the adjudication function is now consoli­
dated at CSC headquarters. 

Appendix V shows the processes for both NACI and full 
field investigations. 

Processing workload and cost 

During fiscal year 1976, CSC conducted 336,321 NACI 
investigations and 26,903 full field investigations. 
Identifiable costs amounted to $23.5 million for an average 
cost of $10.50 per NACI investigation and $741 per full 
field Investigation. 

I A CSC official said the $741 is the total CSC cost 
for conducting a full field investigation. But CSC does 
not maintain records showing the total cost of conducting 
an NACI investigation. The identifiable costs include CSC 
direct and indirect labor, personnel benefits, travel, and 
supplies. They do not include administrative overhead. 



space, utilities, telephone, and mailing costs. CSC also 
does not obtain cost information from other agencies, such 
as the FBI, which contributes to the NACI and full field 
investigations. 

During fiscal year 1976, which covered July 1975 
through September 1976, CSC reports showed the tollowlng 
processing results for the NACI investigations: 

CSC workload results 
for fiscal year 1976 

NACis processed 

NACis convr̂ -ted to limited 
suitability investigation 

Employees under investigation 
who quit or terminated during 
the Investigation 

Employees removed from Federal 
service by CSC as a result of 
NACI and limited suitability 
Investigations 

Number 

336,321 

1,586 

385 

Percent 

100 

.47 

.11 

102 .03 

i 
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CHAPTER 2 

CONSTRAINTS ON INVESTIGATIONS IMPOSED BY 

COURT DECISIONS AND NEW LAWS 

Since 1953, when Executive Order 10450 was promulgated, 
CSC has had to modify its investigative process to comply 
with constraints in new laws and court decisions. The cumu­
lative effect of such constraints has been to 

—reduce the authority of employing agencies to 
remove employees under the provisions of 
Executive Order 10450 and 

—limit CSC's ability to obtain information 
bearing on an applicant's or employee's suit­
ability for employment. 

PREVIOUS STUDIES 

Citing confusion due to grouping general suitability, 
loyalty, and security under one program, congresslonatl com­
mittees and other groups have recommended that Executive 
Order 10450 be replaced. A draft of a proposed new Order 
was under consideration when we completed our review. (See 
pp. 8 and 24.) 

During 1953 to 1956 the administration used the removal 
authority of Executive Order 10450 as a basis for removing 
employees who were then labeled security risks. This 
resulted in complaints to the Congress that many people 
removed were not disloyal or subversive. 

As a result, the Senate Committee on Post Office and 
Civil Service and the Commission on Government Security 
(Wright Commission) started Investigating the administration 
of the Federal personnel investigation program in 1955. 
When the groups completed their reports, the conclusions 
were similar. 

The Senate Committee on Post Office and Civil Service 
reported: 

—The scrambling of the three categories of loyalty, 
security, and suitability under one general classi­
fication of security risks has brought about endless 
confusion. 



—The Congress should enact legislation to govern 
the dismissal or suspension of Government employees 
on loyalty and security grounds. 

-.1 

The Commission on Government Security stated: I 
I 

—While the current program has been labeled and | 
justified as a security program, it has in practice I 
been an unnatural blend of suitability, loyalty, I 
and security programs. | 

—The hybrid product has resulted in Inconclusive 
adjudications, bewildered security personnel, 
employee fear and unrest, and general public 
criticism. 

— A loyalty program should supplement a suitability 
program which would authorize termination of 
employment for such cause as would promote the 
efficiency of the Federal service. 

Both the 91st Congress and 92nd Congress conducted 
hearings on the administration of the Subversive Activities 
Control Act of 1950 and the Federal Civilian Employee 
Loyalty-Security Program. A committee report ̂ / is8ue<i in 
1973 recommended that Executive Order 10450 be^replaC^^ by 
an Executive order which pulls together the authority for 
personnel investigations and establishes minlDum specified 
standards for loyalty and security. 

The Domestic Council Committee on the Right of Privacy 
made a proposal for a redraft of the authority in 1976. 
This study group said that CSC seemed to have adequate 
authority to conduct investigations but that the authority 
was dispersed through various laws, regulations, and 
Executive orders. The committee report recommended that 
Investigation and adjudication be covered under One author­
ity reflecting the policy that personnel investigatiohs are 
concerned primarily with suitability for Federal employnent 
as prescribed by civil service regulations and that security 
considerations be invoked only in situations in which these 
suitability criteria are not applicable. 

1/House Committee on Internal Security—Subcommittee on 
~ Loyalty-Security, H. Bept. 92-1637. 

a 
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Adoption of the recommendations made by many of the 
study groups would not restructure the existing program 
but rather would give a single authority to existing CSC 
practices, including retention of the NACI as the minlnum 
investigation. CSC is currently conducting investigations 
under security authorities and adjudicating the results 
under separate suitability regulations. 

COURT DECISIONS AND LEGAL INTERPRETATIONS 

Many court decisions and resulting legal interpreta­
tions have affected the personnel investigative process 
since Executive Order 10450 was issued. Some of those 
cited by CSC and study groups as having a significant impact 
follow. 

Removal authority under Public Law 
81-733 relates to national security 

The Supreme Court held 1/ in 1956 that the removal 
authority of Public Law 81-773, which was extended to all 
agencies by Executive Order 10450, was applicable only to 
positions which could affect the national security. The 
order, which is basically a security directive, is still 
used as the basis for personnel investigations and favorable 
determinations. However, all adverse actions resulting from 
the investigations are novr taken on the basis of other suit­
ability criteria issued under civil service laws and regula­
tions. The court decision invalidated the removal authority 
of the order for occupants of nonsensitive positions, but in 
practice agencies stopped using the removal authority of 
Public Law 81-733 for any adverse actions. 

Disloyalty is not effective 
grounds for removal 

Executive Order 10450 requires that all persons employed 
by the Federal Government be of complete and unswerving 
loyalty to the United States. Congressional testimony and 
several Supreme Court rulings also support the policy that 
disloyal persons should not be permitted to be employed in 
the Federal service. 

However, CSC has no clear guidelines as to what dis­
loyal acts should be disqualifying. CSC suitability 

1/Cole V. Young, 351 U.S. 536 (1956)^ 



standards state merely that engaging in activities with 
intent to destroy this constitutional Government by illegal 
means will be disqualifying. Although the standards pro­
vide examples of acts which are not disqualifying, they 
do not further define disloyal acts. 

The Executive order includes similar standards which 
have not been useful because CSC does not have guidelines 
on how to identify the following disloyal actions cited in 
the order. 

—Advocacy of use of force or violence to overthrow 
the Government of the United States or of the 
alteration of the form of government of the United 
States by unconstitutional means. 

—Knowing membership with the specific intent of 
furthering the aims of, or adherence to and active 
participation in, any foreign or domestic organi­
zation, association, movement, group, or comblna^ 
tlon of persons (hereinafter referred to as organ­
izations) which unlawfully advocates or practices 
the commission of acts of force or violence to 
prevent others from exercising their rights under 
the Constitution or laws of the United States or 
of any State, or which seeks to overthrow the 
Government of the United States or any States or 
subdivislon thereof by unlawful means. 

The Executive order states that the Attorney General 
should furnish advice on the employee security program. 
But since 1974, when the Attorney General's list of subver­
sive and disloyal organizations was abolished, agencies 
have not had guidelines on disloyalty. The order is clear, 
however, as to such criminal acts as sabotage, espionage, 
and treason being reasons to convert the case to the FBI. 

Although CSC refers cases of questionable loyalty to 
the FBI for investigation, it does not remove employees 
on the grounds of disloyalty. CSC officials told us that 
the Commission had not removed anyone for disloyalty for 
over 20 years. During 1972 through 1976, for example, 
CSC screened 1,265 loyalty cases, referred most of them 
to the FBI, but removed none on loyalty grounds. 

After the Supreme Court ruled that Executive Order 
10450 could not be used as the authority to remove an 
employee from a nonsensitive position, CSC and employing 
agencies began citing suitability factors other than 

10 



loyalty and using their removal authority provided by 
11 civil service regulations to deny appointment or renoye 
I persons suspected of being disloyal. That Is, they cited 
I such factors as fraud for failing to admit membership in a 
I subversive organization on the application form, criiiiniî  
I conduct, or notoriously disgraceful conduct. CSC arid the 
I agencies generally took no action if no other disquaiifying 
I grounds were found. However, more recent legal decisibiis 
I have restricted CSC's ability to remove for fraud. Ques­

tions have also been raised about what is needed aiid wlhiiit 
procedures should be follo«fed in removing a per*^n fof |(|L|B-
loyalty without violating the person's constitutional fillî ts. 

When Issued in 1953, the Executive order made belong^^ 
ing to an organization which advocated the overthrow of the 
constitutional form of government 6f the United Stat'*s a 
disqualifying factor for Federal emplolyment. the Attorney 
General, to fulfill his responsibility under the or^er, ; 
maintained a list of such organisations that was oi>iigifia|î ^̂  
established for the previous loyalty program. Mei^^ 
or association with one of thesse org[ariisat 16ns iii||s the 
primary reason persons were barred £rbm employpen 
moved for disloyalty in the first Ĵ ĉl# years aifter̂^̂^̂^̂t̂  
was issued. Failing to admit such raeiibership was later 
used as the basis for citing fraud as the disqualifying 
factor. 

However, the Supreme Court held 1/ on January 23, l9iS7v 
that proof of membership without proo7 of specific iiitcfniitb 

I further unlawful aims of an organization was^ not a $ui|jj|i:î  
cient constitutional basis for exclusion from Coverriiitmt:: 
positions. Executive Order 11785 ippilemented this decision^ 
in 1974 and revised Execucive Order ld45b. Order 11785 4l|Sf0 
prohibited use of the Attorney General's list of organis^t* 
tions which had not been updated since 19i55. 

Loyalty questions are not 
asked on application "" ' 

One of the methods CSC used to determine whether an 
applicant belonged to an organization advocating the oyer-!- ' 
throw of the government and having the intent to furtbher the 
aims of such organization was to ask the applicant on thb : 
application form and on the sensitive position data for«. 
The CSC general counsel, however, in consultation with the | 

1/Keyishian v. Board of Regents, 385 U.S. 589 (1967) 
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Department of Justice, recommended that these questions be 
deleted from the application form after court decisions, in 
effect, prohibited routine inquiry into an indivlduikl's 
membership in organizations. Thus, in September 1976# after 
failing in four attempts to satisfy the courts, CSC gtopped 
asking the loyalty questions on application forms used in 
the examining process. 

In January 1968 the Supreme Court stated 1/ it inter­
preted such phrases as "to safeguard the country froiii siiJbo-
tage or other subversive acts" to mean protection from 
actions, not ideas or beliefs. The Court also said: 

• * * * the stream of authority admonishes courts 
to construe statutes narrowly so as to aivOid con­
stitutional questions. 

"Whenever constitutional limits upon the inyesti>̂  ! 
gative power of Congress have to be drawn by l̂ l̂|i i I 
Court, it ought only to be done after Congress]iiisi':i 
demonstrated its full awareness of what is ait |î li# I 
by unequivocally authorizing an inquiry O'î diupiiiiiisN 
limits. Experience admonishes us to tread %rai:iiŷ '''' 
in this domain." 

The Supreme Court has held that the requiremeril: fci|̂  I 
loyalty oaths cannot be overly broad so as to uhreason^ily! 
infringe on constitutional rights of employees. Oh this 
basis the Supreme Court has overturned employee remoyal ac'-
tions. "•'•' j ; 

In 1960 the Supreme Court held 2/: 

"* * * an Act touching on First Aiaendnient right^s 
must be narrowly drawn so that the precise eyil 
is exposed; that an unlimited and indjiscriminate 
search of the employee's past which interferes' 
with his associational freedoms is unconstitu­
tional. * * *• 

1/Schneider v. Smith, 390 O.S. 17 (1968) 

2/Shelton v. Tucker, 364 U.S. 479 (1960) 
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In December 1976 the Supreme Court V referred to 
! earlier decisions which held that rules preventing free 
I expression are suspect and that denying employment on the 
ij basis of political associations has the potential tf cur-
! tail free expression by inhibiting persons from establish-
j ing or retaining such associations. The Court held that 
[ the rights of liberty and property cannot be destroyed under 
I the pretext of preserving the American form of government. 

The Court also cited a lack of proper precision in regula-
1 tions and questioned indiscriminate searching of an employ-
I ee's past during investigations. The Court stated: 
I • • • . 

I " * * * In areas of protected freedoms, regula-
\ tions based upon mere association and not upon 
i proof of misconduct or even of Intention to act 
f unlawfully, must at least be accompanied by 
i standards or procedural protections Sufficient 

to safeguard against indiscriminate application. 
If * * * 'liberty' is to be regulated, it must 
be pursuant to the law-making function of Con­
gress * * * [a]nd if that power is delegated, the 

I standards must be adequate to pass scrutiny by 
I the accepted tests." 

i EFFECTS OF NEW LEGISLATION 
1 
i Access to some local law 
j enforcement records is restricted 

Due to legal constraints and nonresponses to Ihgulries, 
CSC cannot check some local law enforcement records even 
though the check is required by Executive Order 10450. By 
September 1976 the Chicago area center had stopped sending 
inquiries to law enforcement agencies in New York, Caiifor-
nia, Minnesota, New Mexico, Massachusetts, and Illinois ?nd 
in 86 cities in other States because the agencies refused 
to release criminal Information to CSC. Some of the larger 
cities are Detroit, Indianapolis, and Washington, D.C. 
Thus, an Investigation cannot surface criminal information 
on individuals who reside in these areas unless the Infor­
mation is also on file with the FBI. 

Restrictive State and local rules or laws are normally 
based on interpretations of the provisions of either the 
Privacy Act or the Criminal Justice Information Systems 
regulations implementing the Crime Control Act of 1973. 

1/U.S. V. Robel, 389 U.S. 258 (1967) 
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CSC officials said in other cases the restrictions result 
only from anxieties on the part of police officials that 
they would violate one of the above regulations. 

A CSC official said that some local law enforcement 
agencies do not believe CSC can legally distribute informar 
tion from local agency records to an employing agency. The 
Criminal Justice Information Systems regulations authorize 
law enforcement agencies to provide criminal history infor­
mation to Federal agencies that are authorized by statute 
or Executive order to conduct investigations for determining 
suitability or eligibility for security clearances. Yet, 
the regulations prohibit further dissemination to non-
oriminal-justlce agencies. The CSC general counsel's 
position is that CSC conducts the investigations on behalf 
of the employing agency and, therefore, can disseminate 
the information to the agencies. 

CSC has attempted to convince local law enforcement 
agencies that it should have access to records by sending 
CSC field investigators to discuss the matter with the 
agencies and also by publishing an article In a police 
trade journal. However, the problem still exists/ and CSC 
is unable to obtain complete criminal arrest information^ 

Educational inquiries 
are not made 

Executive Order 10450 requires CSC to send written 
inquiries to schools attended by the person under investi­
gation. Schools, however, can no longer respond to geneiî al 
information requests or to requests not signed by a parenit̂  ^ 
or by an eligible student. As a result, the Chicago a^e4^>; 
center has discontinued requesting information from schools. 

A Federal regulation (45 CFR 99) establishes provisions; 
to protect the privacy rights of parents and students. The 
regulation requires an educational agency or ln£ftltution to -
obtain written consent from the parent or student befote 
disclosing personally identifiable information other th;an 
directory information from the educational records of a 
student. The written consent must come from the parent or 
a student who Is 18 years old or enrolled in post secondary 
education; the consent must be dated and Include 

— a description of the records to be disclosed, 

—the purpose of the disclosure, and 
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—the party or class of parties to whom the dis­
closure may be made. 

CSC's inquiry form did not meet these requirements and 
schools stopped replying. CSC used a general inquiry form 
which was prepared from data on the application and request 
for investigation form. The inquiry asked the school to 
verify attendance dates and whether the person had graduated 
and received a degree. The inquiry also asked for any 
information available regarding the person's conduct, 
loyalty, reliability, honesty, trustworthiness, character, 
and general fitness for the position. The applicant was 
neither advised of the questions being asked nor required 
to sign the request as required by the regulation. 

Privacy Act of 1974 

The Privacy Act of 1974 affected the availability of 
information and the willingness of sources to respond to 
inquiries. The actions CSC has taken to comply with the act 
have increased Its workload and possibly reduced the effect­
iveness of the Investigative program in an attempt to pro­
tect the privacy of individuals. Since still more changes 
may be needed to fully comply with the Privacy Act provi­
sions, any restructuring of investigations should fully 
consider these provisions. 

In passing the Privacy Act of 1974, the Congress found 
that the privacy of an individual is directly affected by 
the collection, maintenance, use, and dissemination of 
personal Information by Federal agencies. The Congress 
also indicated that misuse of Information could affect an 
individual's opportunities for employment and right to due 
process. The act regulates Federal agencies' use Of infor­
mation and includes provisions which direct agencies to 
collect, maintain, use, or disseminate any record of identi­
fiable personal information in a manner that assures that 
such action is for a necessary and lawful purpose, that the 
information is current and accurate for its intended use, 
and that adequate safeguards are provided to prevent misuse 
of such Information. 

The act restricts the disclosure of personal Informa­
tion without the individual's consent, discourages keeping 
the source of information confidential from the individual, 
and requires the agency collecting information to inform 
each individual it asks for Information of its authority and 
and whether the disclosure is mandatory or voluntary. As a 
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result, CSC revised its forms to discourage the use of 
confidentiality, to stop disclosure of personal information 
to references, and to provide authority for investigation. 

CONCLUSIONS 

We believe that the many laws and court decisions 
bearing on CSC's authority have resulted In confusion as 
to which parts of Executive Order 10450 CSC can continue to 
implement. Although CSC has modified Its procedures to 
comply with constraints, it has found its ability to obtain 
such data as local criminal and educational Information 
weakened. Apparently, information on an applicant's educa­
tion could be obtained if the Inquiry is to the point and 
accompanied by the applicant's authorization. 

Although loyalty to the United States is set forth as 
a requirement for Federal employment, the laws do not set 
forth the kinds of acts (other than crimes) which should be 
disqualifying on the grounds of disloyalty. Consequentlyy 
CSC has been forced to search for other grounds for dis-r 
qualifying persons suspected of disloyalty. 

We believe there is a need for legislation consolidat­
ing into one law authority for investigations and defining/ 
in a manner acceptable to the courts, the kinds of acts 
which should disqualify an individual for Federal employment. 
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CHAPTER 3 

REGULATIONS ON PERSONNEL 

INVESTIGATIONS NEED REVISION 

Federal regulations made agency heads responsible for 
analyzing positions according to whether the positions are 

—critical sensitive, 

—noncritical sensitive, or 

—nonsensitive. 

These classifications control whether employees appointed to 
the positions must be subjected to a full field investiga­
tion or to a less intense NACI. 

The regulations provide clear criteria as to how to 
categorize high level policymaking positions and positions 
with duties requiring access to classified defense informa­
tion. However, they are unclear as to how the agencies 
should categorize other positions, and CSC has only three 
people to help the agencies in this program. Consequently 
the agencies have not used the categories consistently. 

Executive Order 10450 requires CSC tofurnish investi­
gative results to employing agencies, and other regulations 
require the agencies to use the results in determining suit^ 
ability. Title 5, U.S. Code 3301, makes CSC also responsi­
ble for such adjudication. This dual responsibility extends 
through the first year of employment. Thus both CSC and the 
agencies have derogatory information developed by the inves­
tigation. But the selected agencies we reviewed were not 
removing employees on the basis of this information unless 
they could relate prior misconduct to the employee's ability 
to perform sensitive duties of their positions. 

REGULATIONS UNCLEAR 

Executive Order 10450 requires: that the occupants of 
positions which could have a materially adverse effect on 
the national security be classified sensiti._ and, with 
certain exceptions, only be filled by persons who have first 
received a preappointment full field investigation. All 
other positions are nonsensitive and receive no less than 
an NACI. 
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Unfortunately, the Executive order is not clear on what 
constitutes national security. The Supreme Court noted this 
problem in 1956, V 3 years after the program was authorized, | 
when it found that the removal authority of the order was | 
applicable only to occupants of sensitive positions. The | 
Supreme Court took the position that while the term "national 
security" was not defined, it was Intended to entail 

"only those activities of the Government that 
are directly concerned with the protection of 
the Nation from internal subversive or foreign 
aggression, and not those which contribute to the 
strength of the Nation only through their Impact > 
on general welfare." 

CSC directive 

In 1965 the President endorsed a CSC directive to 
divide the sensitive positions into tû o categories—critical 
sensitive and noncritical sensitive. Occupants of critical j 
sensitive positions were to continue to receive a preaippoint-
ment full field investigation, but positions classified hon-
crltlcal sensitive could be filled after a preappoihtment 
national agency check and later receive post appOintmbiit 
inquiries. The guidelines, which are still In effect, 
provide: 

"Each department and agency as a minimum shall 
classify as 'sensitive' all positions whose in­
cumbents have access to classified defense infor­
mation described in Executive Order 10501, i.e., 
•Confidential,' 'Secret,' and 'Top Secret.' 

" * * * The criteria to be applied by the head 
of the department or agency in designating a 
position as critical-sensitive shall be as 
follows: 

Any position the duties of which Include: 

(1) Access to Top Secret defense information; 

(2) Development or approval of war plans, 
plans or particulars of future or major 
or special operations of war, or critical 
and extremely Important items of war; 

1/Cole v. Young, 351 U.S. 536 (1956). 
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'̂; 

(3) Development or approval of plans, 
policies or programs which affect the 
overall operations of a department or 
agency, i.e., policy-making or policy-
determining positions; 

(4) Investigative duties, the issuance of 
personnel security clearances, or duty 
on personnel security boards; or 

(5) Fiduciary, public contact, or other 
duties demanding the highest degree 
of public trust. 

"Other sensitive positions which do not fall 
within the above criteria shall be designated as 
noncritical-sensitive." 

This revision further confused the classification 
problem because sensitive positions now Include duties which 
do not relate to national security as defined by the Supreme 
Court. The revision also added new dimensions to national 
security which were not provided for in the Executive order 
or previously authorized security programs. These new 
dimensions are further described in the latest edition of 
the Federal Personnel Manual, which provides agencies with 
guidelines on classifications. It states: 

"Security is concerned with the employment and 
retention in employment of persons in positions 
the duties of which relate to the protection and 
preservation of the military, economic, and pro­
ductive strength of the United States, including 
the security of the Government in domestic and 
foreign affairs, against or from espionage, 
sabotage, and subversion, and any and all other 
acts or situations likely to weaken or destroy 
the United States." 

PROBLEMS CREATED BY 
CLASSIFICATION CRITERIA 

The first four criteria for the critical sensitiye 
category describe duties which can have a nationwide effect 
on security or agency operations. The fifth criterion, al­
though less clear, by its inclusion with the other criteria 
and its wording, implies an intent to cover duties which 
could have a nationwide effect on agency operations. The 
criteria are silent on what kinds of duties should be 
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classified as noncritical sensitive, except that as a mini­
mum, duties requiring access to secret or confidential 
defense information should be in that category. 

Consequently, most agencies are using the noncritical 
sensitive category only for positions with access to secret 
or confidential defense information, in the nonsensitive 
category, they are including positions not clearly meeting 
the criteria for the critical sensitive category but with 
duties requiring great public trust. 

Positions with sensitive duties 
classified nonsensitive 

We visited selected field offices of the following 
agencies to learn how they were classifying their positions. 

—Federal Aviation Agency (FAA). 

—General Services Administration (GSA). 

—Department of Health, Education, and Welfare (HEW). 

—Department of Housing and Urban Development (HUD). 

The selected field offices of these four agencies had 10,473 
positions which they hid classified as follows. 

Agency 

PAR. 

GSA 

HEW 

HUD 

Total 

Total 
positions 

2.863 

1,83 3 

5,102 

675 

10,473 

Sensitive 
Critical 

60 

50 

34 

11 

155 

positions 
Noncritical 

964 

155 

10 

12 

1,141 

Nonsensitive 
positions 

1,839 

1,628 

5,058 

652 

9,177 

As shown above, critical sensitive positions accbunted 
for about 1.5 percent of the total. Most of these positions 
vfQre occupied by key officials in grade GS-15 or higher o'' 
by gtaff requiring a^S^^s to top secr«»t or secret defense 
in£ormati5B. TRe agencies iooue^ sssWrifaj »if5?*»*eee *« 
occupants »£ VWes© positions even though many did not need 
access to defense information. 
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Three agencies' regulations contained vague language 
which could have permittea use cf the noncritical sensitive 
category for positions not requiring access to defense in­
formation. In practice, however, the agencies used that 
category only when occupants needed clearance for access 
to secret or confidential defense information. Thus, in 
implementing the Executive order and CSC directive, the 
agencies have used the nonsensitive category for positions 
of great public trust if the occupants could not have a 
materially adverse effect which is national in scope. For 
example: 

—FAA classified many air traffic controllers non-
sensitive. Yet, occupants of these positions 
deal with the public and have a high degree of 
public trust in routing air traffic. 

—Some HEW, HUD, and GSA auditors are classified 
nonsensitive. However, auditors have sensitive 
duties for investigating, evaluating, and recom­
mending changes for large Government programs. 
They also deal extensively with the public and 
require a high degree of trust because they have 
access to much information in an agency. 

—HUD classified realty contracting specialists 
nonsensitive even though they work with the 
public and negotiate the terms for large Govern­
ment contracts. 

—GSA classified some Federal Protection Service 
officers nonsensitive who guard the Federal 
buildings where sensitive information is stored. 

Misuse of nonsensitive 
category conceals agency needs 

If an applicant is to perform sensitive duties, the 
employing agency needs the investigative results to appraise 
his suitability. The only ready means CSC has for deter­
mining the sensitivity of the duties is the category speci­
fied by the agency in requesting the investigation. An 
exception is that CSC can occasionally infer from a job 
title that an employee has sensitive duties even though the 
agency has classified the position nonsensitive. 

During a review of 126 cases, we found in one instance 
that CSC had inferred from the job title that an employee 
had sensitive duties and removed him from a Federal bank 
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examiner position because of previous dishonest conduct. 
But most requests for investigation did not include a job 
title from which the duties can be inferred. Thus, to 
determine the nature of the duties, CSC would have had to 
obtain job descriptions, Interview agency officials, or 
both. 

Derogatory information not useful 
to agencies if positions have no~ 
sensitive duties 

CSC has adjudicated the suitability of employees and 
then forwarded to the employing agencies any derogatory 
information developed by the NACI as required by Executive 
Order 10450. Agency officials we talked to said that, once 
CSC has determined an employte suitable, they could not 
remove the employee from a position which has no sensitive 
duties. For example, one agency learned from the NACI 
results that a nonsensitive employee was an alcoholic, but 
since CSC did not disqualify him and he was performing his 
duties satisfactorily the agency saw no basis for removing 
him. 

Relating to this, we noted that CSC had rewritten 
Federal regulations in 1975 to comply with a court deci­
sion 1./ that adverse actions must be based on a relationship 
between conduct and an individual's ability to perform the 
duties of the position, or between that conduct and the | 
agency's ability to fulfill its mission. 

In May 1977 CSC approved a proposal to transfer all 
adjudication responsibility to the agencies. The proposal 
stated that the agencies are in a better position to eval­
uate investigative results in terms of job demands, specific 
duties, performance, effect of conduct on fellow employees, 
efforts toward rehabilitation, attitude, and staffing 
requirements. If the proposal is implemented, CSC will 
continue to forward derogatory information to the agencies 
whether or not the employees have sensitive duties. 

In contrast to the proposed procedure, CSC has been 
adjudicating investigative results for nonsensitive posi­
tions on the basis of whether prior misconduct should dis­
qualify an individual for any Federal employment. 

1/Norton V. Macy, 417 F. 2d 1161 (D.C. Cir., 1969) 
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CSC MONITORING OF AGENCY 
CLASSlt̂ lCA'tî N̂  IS INADEQUATE 

In December 1974 we reported 1/ that CSC could not be 
sure that agencies were properly cTassifying positions 
because the time between appraisals of individual agency 
practices ranged from 2 to 17 years and averaged 8.5 years. 
CSC officials agreed to conduct the appraisals on a more 
frequent and regular basis. However, because only three 
staff members are assigned to conduct the security ap­
praisals of all Federal agencies, security appraisals are 
still completed only about every 4 years. In addition, the 
appraisals are limited to reviews at the agency headquarters. 

We believe that reviews cannot be effectively accom­
plished at headquarters locations because job descriptions 
do not fully define the sensitivity of duties. Some agent 
cies prepare documents to justify full field investigations, 
but none of the agencies we reviewed justified that non-
sensitive positions are properly classified. Thierefore, 
an adequate review to determine the sensitivity of many 
employee duties can only be conducted at the place of 
employment. 

PROPOSED EXECUTIVE ORDER 
TO REPLACE 10450 

We reported in December 1974 that employing agencies 
were inconsistent in classifying the sensitivity of job 
positions because of ambiguous criteria. In response to our 
1974 report, CSC said the problem of classification was 
being addressed by a task force of the Domestic Council 
Committee on the Right of Privacy. The Domestic Council 
task force issued its report in February 1975. Some of the 
problems reported were: 

•—CSC criteria for sensitive positions allow for 
different interpretations, especially regarding j 
the relationship to national security versus 
national welfare. 

—The present criteria do not recognize that there 
are sensitive positions which affect the national 
welfare but which are not policy making or policy 

^"Personnel Security Investigations: Inconsistent Standards 
and Procedures," B-132376, Dec. 2, 1974. 
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determining, or have fiduciary, public contact, 
or high public trust responsibilities. 

—The cost of full field investigations, the time 
required to complete them, and the use of "blanket" 
designations for an entire staff or operational 
unit without examining the duties of each position 
improperly influence classification decisions. 

In a draft Executive order proposed as a replacement 
for Executive Order 10450, the task force included revised 
instructions for classifying positions. 

The Department of Justice, in its September 1976 
comments, was highly critical of the Domestic Council tasK 
force draft. Most of the comments related to lack of 
clarity. We agree that the draft was vague. For example, 
it left much to the judgment of agency heads as to how to 
classify positions. CSC, at the direction of the Office of 
Management and Budget, was preparing another draft of thei 
order . 

CONCLUSIONS 

We believe Federal regulations do not clearly prbŷ ide 
a category for positions requiring great public trust u||less 
their activities require access to classified defense Infor­
mation or affect nationwide agency operations. Also, 0SC" 
has not assigned enough people to review agencies'claijiifi-
cations. Although the regulations could be interpreted-as 
permitting use of the noncritical sensitive category f<?r 
these high public trust positions, the agencies have gener­
ally classified them as nonsensitive. Since the cate^bry 
specified by the agency indicates to CSC investigators tlie 
sensitivity of the duties, it is important that the clasisifl-
cation be more precise. 

We believe that if CSC could be sure those in the non-
sensitive category had no sensitive duties, they could 
reduce the scope of their investigations of such employees 
to a check of FBI records for the kinds of activity which 
should bat any Federal employment. This could obviate the 
need to disseminate derogatory information to the agencies 
when CSC has determined that the information is not dis­
qualifying. (See p. 36.) We believe that unnecessary v 
dissemination of derogatory information on employees in ' 
nonsensitive positions is undesirable. (See ch. 5.) But 
if CSC implements its May 1977 proposal to make the agencies 
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responsible for all adjudication, dissemination of derogatory 
information to the agencies will continue. 

In the case of sensitive positionsf we bellevs that tht 
agencies need tht derogatory information developed to deter­
mine whether past misconduct could Impair an applleent's 
ability to perform the duties of the position or the ability 
of the agency to fulfill Its mission. 
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CHAPTER 4 

NEED TO IMPROVE THE NACI FOR 

SENSITIVE POSITIONS 

CSC regulations require agencies to identify positions 
as noncritical sensitive if they require access to secret or 
confidential defense information. CSC, however, makes no 
basic distinction between the type of investigation con­
ducted for occupants of these positions and the type con­
ducted for occupants of nonsensitive positions. 1 / Since 
agencies rely on the investigation for the information they 
need to determine the suitability of occupants of sensitive 
positions, CSC needs to establish controls to make sure that 

—responses to requests for Information are obtained, 

—additional investigations are made wher. appropriate, 
and 

—the investigation is not arbitrarily reduced. 

On the other hand, the scope of the present NACI investir-
gation seems excessive for the vast majority of positions 
which have no duties materially affecting agency operations. 

To determine how CSC was performing the NACI investi­
gations, we reviewed the processes followed at CSC head­
quarters and at the area center in Chicago. The review 
included an examination of 86 investigations which we 
selected at random from all those which developed derogar-
tcry information during fiscal year 1976. We also examined 
40 investigations which developed information resulting in 
CSC removal of employees. The 40 removals comprised all 
CSC removals resulting from NACI investigations by the 
Chicago area center during the 12 months ended June 30, 1976. 
(See app. IV for criteria used to judge whether derogatory 
information was serious or minor and data on the cases.) 

VThe only distinction is that CSC limits the number of 
written inquiries for nonsensitive positions occupied 
by low grade personnel. 
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During the 12 months, the Chicago area center completed 
96,962 NACI investigations. Of these, 89,175, or about 92 
percent, did not develop derogatory Information. CSC handled 
the other 8 percent a^ shown below. 

Provided the information to 
the Postal Service 

Screening clerks forwarded infor­
mation to employing agency 
without referring to CSC 
adjudicator 

Referred to CSC adjudicator who; 

Forwarded information to 
employing agency without 
further investigation 

Forwarded information to 
employing agency after limited 
suitability investigation 

Removed employees because of 
derogatory information 

Total 

Number 
(note a) 

b/1,396 

Percent 

1.5 

4,379 4.5 

1,462 

510 

40 

7,787 

1.5 

.5 

a/These numbers were derived from the area center records 
and do not agree in some minor respects with the region's 
workload reports. 

b/CSC does not adjudicate suitability for the Postal Service. 

NEED TO OBTAIN RESPONSES 
TO REQUESTS FOR INFORMATION 

CSC has no control by which it can determine whether it 
receives responses to its requests for information. CSC's 
clerical employees reviewed responses as they were received 
and threw away any which did not contain derogatory informa­
tion. CSC normally closes an NACI investigation within 
about 10 weeks, making sure only of a response from the FBI. 
CSC thus considers the investigations complete without 
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knowing whether it has received responses to all or any of 
its other Inquiries. Since some fingerprints are not 
classifiable, CSC cannot rely on some of its responses from 
the FBI. 

The present written inquiry process assumes that 
sources with derogatory Information will respond. But 
nothing should be inferred from a nonresponse. The fallacy 
of so Inferring is demonstrated by the 40 investigations 
processed by the Chicago area center which resulted in CSC 
removing employees. Limited suitability investigations 
of these employees developed derogatory information from 
18 local police departments, 6 employee references, and 8 
former employers. None of this information was furnished 
in response to CSC written inquiries. 

Our random sample of 86 investigations included II 
which covered noncritical sensitive positions and may have 
Included others which should have been considered sensitive 
based on our belief that the noncritical sensitive category 
should include positions which could have a materially 
adverse effect on agency operations. Since CSC adjudicators 
did not require further investigation of the 11 employees in 
noncritical sensitive positions, they closed the Investiga'^ 
tions with no assurance that all of their inquiries had been 
answered. 

Local law enforcement agencies 

Responses from local law enforcement agencies are par­
ticularly important for sensitive positions. CSC sends 
written inquiries to local law enforcement agencies at a 
person's places of employment, residence, and education 
during the previous 5 years. CSC cited criminal misconduct 
or drug abuse in all 40 removals it made in the Chicago 
area during fiscal year 1976. Local law enforcement agertr 
cles were the only source of serious derogatory information 
in 5 of these removals. For our random sample, law enforce­
ment agencies provided 20 percent of the serious derogatory 
information. 

Unfortunately, local .law enforcement agencies do not 
always respond to CSC requests for information. For example, 
the FBI provided CSC local arrest records on 15 of the 4() 
removal cases where CSC did not obtain the information from 
local law enforcement agencies. But FBI records cannot be 
relied on for all local arrest records. In our review of 
86 randomly selected derogatory cases, CSC received arrest 
records on only 16 Individuals from local law enforcement 
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agencies, and the FBI provided the same information on only 
4 of the cases. CSC officials said that, in addition to 
local legal restrictions and interpretations of Federal laws, 
some local law enforcement agencies place a low priority on 
responding to CSC inquiries because of their own heavy work­
load and budget limitations. 

Fingerprints should be classified 
for occupants of sensitive positions 

Executive Order 10450 requires that each NACI include a 
check of FBI fingerprint files. However, during fiscal year 
1976, about 15.4 percent of the fingerprints submitted to 
the FBI for occupants of sensitive positions were never 
classified. The FBI requires 10 readable prints to check 
arrest records as part of a personnel investigation. Al­
though the FBI locates 93 percent of the arrest records 
in their files by name check, arrest records filed under a 
different name cannot be found without classified prints. 

The FBI's Identification Division maintains a centra­
lized system of files on criminal arrest records and finger­
prints from local, State, and Federal arrests and convic­
tions. The FBI first searches these files by name and then 
attempts to make a technical analysis of the fingerprints 
for individuals which are not matched by name. This later 
classification of fingerprints is designed to find those 
persons who have an arrest record under a different name 
than the one used on the application for Federal employment 
and to find any arrest records missed in the name card 
search due to clerical error. 

The FBI arrest records were the most productive source 
of derogatory information on the cases we reviewed. This 
source provided 23 of the 51 instances of serious deroga­
tory information in our sample of 86 cases and 24 of the 
79 instances of serious derogatory information in the 40 
removal cases. Twenty-two of the 24 times serious dero­
gatory information was provided from this source on the 
removal cases, it was cited as a basis for converting the 
case to a limited suitability investigation. 

Since the check of FBI records is an Important source 
of information, the searches for applicants for sensitive 
positions should be complete. This would require that 
fingerprints be resubmitted until classified. However, 
unless all 10 fingerprints are classifiable, CSC returns 
the fingerprints to the employing agency with a statement 
explaining that a search of the alphabetical name index to 
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the fingerprint files was made with negative results, but it 
does not direct the agency to submit additional fingerprints 
even for sensitive positions. 

During fiscal year 1976, the FBI searched 275,591 cases 
for CSC's security program. The searches identified 13,597 
arrest records, or 4.93 percent of the total searches. The 
FBI could not make a complete search for 75,355, or 27 per­
cent, of the requests because the prints were not classi­
fiable or the requests had missing information. 

The FBI conducted a study at our* request which showed 
it found 7 percent of the total arrest records by classify­
ing fingerprints and 93 percent by checking names. We also 
randomly sampled the fiscal year 1976 case control cards at 
CSC and found that 18.6 percent of the fingerprints for 
occupants of sensitive positions were unclassifiable on the 
first submission, and only 3.2 percent of the total finger­
prints were classified on subsequent attempts, for 15.4 
percent net unclassifiable fingerprints. Projecting these 
ratios resulted in the following estimates for occupants of 
sensitive positions investigated during fiscal year 1976. 

Processed Percent 

Sensitive cases processed 

Unclassifiable on first submission 

Resubmitted 

Classified after resubmission 

Unclassifiable 12,793 15.4 

Agency officials we contacted had varying opinions on 
the need for resubmitting fingerprints on sensitive posi­
tions, but they agreed it was up to agency discretion. 

NEED FOR CONTROLS TO INSURE 
ADDITIONAL INVESTIGATIONS ARE 
MADE VJHEN APPROPRIATE 

Executive Order 10450 requires further investigation if 
an NACI develops derogatory information serious enough to 
warrant it and requires an investigation by the FBI if an 
NACI (or full field) investigation develops information 
which indicates an individual may have been subjected to 
coercion. Influence, or pressure to act contrary to the 
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5,218 

2,701 
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18,6 
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interest of national security. However, CSC had neither 
criteria from which its personnel could judge consistently 
whether derogatory information was serious enough to warrant 
further investigation nor clear guidelines on conditions 
which would warrant an FBI investigation of an individual's 
loyalty. 

Limited suitability 
investigations 

CSC area center clerks receive the NACI results and 
must decide whether CSC or the employing agency will adjudi­
cate cases with derogatory suitability information. For the 
cases retained for CSC adjudication, examiners or adjudica­
tors must decide whether the information needs further 
development. The decisions must be based on how serious the 
derogatory information is and whether the information is 
potentially disqualifying. However, CSC has not provided 
its staff adequate criteria to make consistent decisions. 

The CSC operating manual instructs clerical reviewers 
to use their own judgment in determining what action is 
necessary based on the seriousness of the derogaitory infor­
mation. The clerks are to send minor information to the 
agency without further investigation and serious information 
to the CSC examiners for adjudication or further inViestiga-
tion. However, the manual does not define what information 
is serious and what is minor. 

The manual says only that derogatory suitability infor­
mation is serious enough to warrant further investigation 
when it may be disqualifying if verified. (See app. ill for 
suitability factors.) CSC officials said they always con­
vert a case to a limited suitability investigation if they 
think the information surfaced by the NACI may be disi-
qualifying. However, CSC has not described what serious ^ 
information would be disqualifying if verified. CSC 
officials said each case must be judged on its own merit. 

How can clerks using this rationale make consistent 
determinations? Without consistent determinations by the 
clerks, adjudicators do not get an opportunity to review 
all of the similar cases. Thus, without better criteria 
for what is disqualifying, adjudicators cannot consistently 
convert cases to limited suitability investigations. 

CSC employees responsible for reviewing and screening 
investigative results at the Chicago area center said they 
were not using written or specific guidelines in judging 
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the seriousness of derogatory cases. They said that the 
guidance provided them consisted of oral instruction during 
the Initial training. Based primarily on their judgment, 
these clerical reviewers sent about 70 percent of the cases 
with derogatory information to the employing agency during 
a 12-month period. 

Using our definition of serious and minor shown in 
appendix IV, .̂e reviewed the 86 derogatory cases to deter­
mine If the decisions to further investigate were consistent, 
The followlnr table shows the seriousness of the derogatory 
information contained in the cases further investigated as 
well as the number sent to the agency without further 
development. 

Type of derogatory Cases not Cases further Total 
information investigated investigated cases 

Serious 24 10 34 
Minor 12 _1 52 

Total 24 12 M 

CSC converted 11 of the 12 cases to further investiga­
tion to obtain more information because the NACI surfaced 
derogatory information relating to criminal misconduct or 
drug abuse. The other conversion was made to develop infor­
mation on a person alleged to be homosexual. 

The 74 derogatory cases not further investigated in­
cluded 18 which appeared to meet CSC criteria for further 
investigations. Cases with criminal and drug abuse infor­
mation similar to som.e which were investigated were also 
sent to the agency without development. For example: 

—One individual was further investigated because 
military records showed the individual was dis­
charged from the Army for drug abuse. Yet, 
another individual's military records revealed 
that he was discharged from the Navy for drug 
addiction and unauthorized use or possession of 
habit-forming narcotic drugs or marijuana, but 
this derogatory information was forwarded to the 
agency without further investigation. 

—CSC further Investigated one individual whose 
police record revealed one arrest and conviction 
for theft, one arrest for loitering (no disposi­
tion shown), and two arrests for lascivious 
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conduct (no disposition shown). However, another 
iuJividual was not investigated who had a record 
of three arrests and convictions for personal 
theft and possession of drugs; two arrests and 
dismissals for grand theft and possession of stolen 
property; and one arrest for strong-armed robbery, 
grand theft of auto, and possession of marijuana. 

Several of the cases not further Investigated contained 
derogatory information which was recent and related to dis­
qualifying suitability factors other than criminal offenses. 
CSC did not convert these cases to obtain the full faetSt. 
For example, six of the cases contained information on mia-
conduct In prior employment, and two cases contained infor­
mation indicating the Individual may have been an alcoholic. 
The seriousness ot this type of information is difficult to 
determine. Our review indicated that CSC does not disqualify 
an individual unless an investigation discloses serious 
criminal or drug abuse conduct. 

CSC believes the consolidation of the area centers at 
Boyers and the consolidation of the adjudication function 
at Washington should improve the consistency of the deci­
sions. 

FBI investigations for loyalty 

CSC initiated many of the investigations on the basis 
of information which had no or only vague relation to dlis-
loyalty. The information generally came from FBI or GSC 
security files. Also, CSC initiated the investigations 
without having criteria on what would be disqualifying if 
verified. 

In a 1976 GAO report jL/ we questioned the FBI's author­
ity, oversight, and control of Domestic Intelligence Opera­
tions which, as part of its mission, conducts surveillance' 
investigations to gather information on evidence of member­
ship in such organizations as may provide the basis for 
denial of Government employment. As recently as May 1977, 
Clarence Kelley, Director of the FBI, told the Los Angeles 
World Affairs Council that the Bureau lacked guidelines for 
handling domestic security and intelligence cases and knowing 

l̂ /"PBl Domestic Intelligence Operations—Their Purpose and 
Scope: Issues That Need to be Resolved," GGD-76-50, 
Feb. 24, 1976. 
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whom to investigate. Nonetheless, CSC uses information from 
FBI investigations as leads indicating a need to investigate 
Government applicants and employees for disloyalty. 

Most referrals to the FBI still result from a subject's 
membership in or acquaintance with members of various organ­
izations. The FBI, however, has not limited its investiga­
tions to verifying that information. 

CSC had summaries of all loyalty investigations made 
during the last 5 years. We reviewed the summaries for 171 
cases closed in fiscal year 1976 and selected 10 of the 
cases for detailed review. We found examples of investiga­
tions that appeared to have little justification and some 
investigative reports that contained information, often 
unsupported, that did not relate to loyalty or other 
suitability factors. For example: 

—One employee had a record of membership in various 
women's organizations. One organization, of which 
seven of its leaders were known Communists, had 
been cited by the House Committee on Un-American 
Activities as being established to lead a Communist 
Party activity. When CSC interviewed the emplbyee, 
she denied having ever been disloyal. The inyes-
tigative report also contained an allegation that 
the woman had an affair which led to divorce pro­
ceedings. The employee denied having the affair. 

—CSC referred another case to the FBI for investi­
gation when the NACI disclosed the employee had : 
been interviewed by the FBI 2 years earlier because 
the employee knew a man whose wife had been a 
college friend and coworker with a woman who later 
became active in a radical group. Before the FBI 
discontinued the investigation, its agents inter­
viewed the employee's family about the employee's 
purported radical beliefs. The case also contained 
information on the employee's nonjudicial punish­
ments while in the service and about the employee's 
need to dress neater. 

—CSC referred a case to the FBI because the employ­
ee's wife had been a member of an organization of 
medical students between 1943 and 1946 which the 
House Committee on Un-American Activities cited 
as disloyal. In 1952 the wife became a member of 
Citizens Against McCarthy. One reference which 
the wife listed on a Government application form 
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had signed a petition advocating the civilian 
f control of atomic energy. During a full field 

loyalty investigation one associate stated the 
employee and his wife were extreme liberals and 
were strong advocates of individual freedoms 
and oppo!:ad to restraints on personal conduct. 

—The FBI investigative files showed that between 
1947 and 1955 the subject belonged to a number 
of organizations which the FBI believed were 
subversive and that the subject received a non­
judicial punishment fine of $30 in 1944 while in 
the military. The FBI investigations showed 
there had been no recent affiliations with sub­
versive organizations. 

— A 1968 FBI investigation showed that the subject 
belonged to a subversive type organization only 
for humanitarian reasons. Other interviews by 
the FBI showed the subject did not dressmeatly 
while in college. 

CSC never made an adverse decision concerning the 
loyalty or other suitability issues in the 10 cases. Its 
final actions on the 10 cases were: 

Favorable determinations 3 

Discontinued investigations 3 

Lost jurisdiction at the expiration 
of 1 year of employment 4 

INVESTIGATION SHOULD NOT 
BE ARBITRARILY REDUCED 

Executive Order 10450 requires that the scope of 
investigation be determined by the degree of adverse 
effect the occupant of a position can have on the national 
security. Although the effect may not be nationwide in 
scope, some.occupants of nonsensitive and noncritical sensi­
tive positions which are investigated by NACIs can cause a 
materially adverse effect on the Nation's security or 
agency operations. CSC, however, has, during heavy work 
periods, arbitrarily reduced the scope of NACI investiga­
tions required by Executive Order 10450 and varied the 
number of cases converted to further investigation. 
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CSC officials said that written inquiries have been 
discontinued during periods when their workload has exceeded 
their capability. For example, CSC was unable to keep pace 
with the large influx of Federal employees during periods 
of the Vietnam War. To keep up, CSC discontinued sending 
written inquiries to some sources. No information was 
available at the time of our review to evaluate the effect, 
if any, of not completing these inquiries. 

The number of cases converted to a limited suitability 
personal investigation is sometimes also reduced because of 
budget constraints and heavy workloads of field investiga­
tors. As a result, the percent of cases converted to 
personal investigations varied significantly between CSC 
regions in the Chicago area center's jurisdiction. During 
fiscal year 1976 the regions converted from 8 to 52 percent 
of the cases referred to them by the area center. CSC 
personnel told us that at least part of the variance was 
caused by requirements for full field investigations in 
the regions. Field investigators who conduct the full 
field investigations also conduct the limited suitability 
investigations. 

CSC officials believe the recent consolidation of 
adjudicative responsibilities into the Bureau of Personnel 
Investigations will improve the consistency of conversions. 
However, the rate of field investigations is affected by 
the workloads of other programs. For example, limited 
suitability investigations for NACI cases were curtailed 
in the Washington area when Equal Employment Opportunity 
appeal investigations increased and overloaded the staff. 
Discrimination complaint investigations increased from 255 
in fiscal year 1975 to 922 in fiscal year 1976 for all 
regions. 

NACI INVESTIGATIONS EXCESSIVE 
FOR MOST POSITIONS 

The vast majority of Federal employees have no duties 
which would enable them to materially affect agency opera­
tions. CSC could reduce its workload substantially if it 
confined investigations for such employees to a check of 
FBI records. If this check developed serious derogatory 
information, the investigation could then be expanded. 

We believe such an approach is justified on the basis 
of results achieved by the Chicago area center during the 
12 months ended June 30, 1976. Only .04 percent or 37 of 
the investigations completed resulted in CSC removal of 
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employees in nonsensitive positions. Moreover, for 22 of 
these investigations a check of FBI records developed 
serious derogatory information. Thus, all but 15, or less 
than 2 in every 10,000, could have been removed even if CSC 
had not checked with otheil national agencies or made written 
inquiries. 

CONCLUSIONS 

We believe the NACI as CSC is performing it is inade*-
quate for sensitive positions. The lack of controls to 
insure that responses to written inquiries are received 
and used for adjudication, the failure to insist on clas­
sifiable fingerprints for.the FBI check, the inconsisten­
cies in decisions for further investigations, and the * 
arbitrary reductions in the scope of the investigations 
were, at the time of review, loopholes in the investigative 
process which Increase the risk of employing persons who 
should be disqualified for sensitive positions. 

On the other hand, CSC is ordering FBI investigations 
for loyalty on the basis of information which has only a 
vague relation to disloyalty. We believe CSC should 
establish guidelines on what kind of information should 
trigger loyalty investigations. 

We believe that the NACI itself is somewhat excessive 
for nonsensitive positions. Experience at the Chicago area 
center shows that a check of FBI records alone led to the 
development of information which resulted in most of the 
removals; that is, this check would have missed about two 
removals per 10,000 people investigated. Since nonsensitiye 
positions have no sensitive duties and since no amount of 
checking could reduce the risk to zero, we believe checlcing 
FBI records for nonsensitive positions would be adequate. 
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CHAPTER 5 

NEED FOR CONTROLS OVER 

DISSEMINATION OF INVESTIGATIVE RESULTS 

CSC and the employing agency only need information 
which can be used to make suitability, security, and loyalty 
determinations in accordance with CSC standards. However, 
CSC collects, retains, and disseminates data to the agencies 
which is incomplete, irrelevant, and unverified. 

CSC's information gathering system has few limits. For 
example: 

--The NACI can gather virtually all derogatory 
information from Federal and local agencies 
which have investigative, criminal, and 
personnel files. 

—Investigations by CSC for suitability, and by 
the FBI for loyalty, gather information On an 
individual's beliefs, activities, and personal 
life and on groups and persons associated with 
the individual. 

— A CSC security file contains information on 
individuals and organizations believed to be 
subversive or radical for use in screening 
applicants and employees for Federal employment. 

CSC disseminates all the derogatory information col­
lected to the employing agency even though much of it is 
irrelevant to suitability, security, or loyalty determina­
tions. Yet, some agencies have no way to gather additional 
information to put the derogatory information into perspec­
tive. In addition, CSC retains the information for at 
least 20 years and many agencies retain it throughout the 
employee's career. CSC has no overview on how the agencies 
use the information. 

In defense of CSC's actions, CSC officials said all 
Investigative results must be disseminated to the employing 
agency because: 

—Executive Order 10450 requires that any infor­
mation developed be forwarded to the head of 
the employing agency or his representative. 
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—The employing agency also has jurisdiction for 
adjudicating suitability and has responsibility 
for the agency's security program. 

CSC DISSEMINATES MINOR 
INFORMATION GATHERED FROM THE NACI 

All of the NACI sources, except references, provided 
minor derogatory information (see app. IV) which was ir-; 
relevant, incomplete, or outdated. Since most of the inflDr-
mation was not verified before dissemination, its accuracy 
is questionable. In total, the NACI sources produced minor 
derogatory information 56 percent of the time—66 times out 
of the 117 total instances in our sample of 86 cases. CSC 
sent minor information to the agency in 55 of the cases. 

Some information is outdated 

For every appointee, CSC checks FBI records and, if 
applicable. Department of Defense and Coast Guard investrlf 
gative records. CSC limits inquiry sources to those wtiich 
correspond to the subject's places of occupation and resi­
dence within the last 5 years. But there is no limit 
placed on the age of information surfaced by the ihyiesti-
gations. 

In a sample of 86 investigations, about 53 percent 
of the derogatory information surfaced by national agei|<|y 
check sources was more than 5 years old and 34 perqiilr̂ t |pf 
the written inquiry information was older than 5 yearsIfoi: 
an overall rate of 45 percent. If no misconduct is i<|un̂ ; 
in the last 5 years, there is no proof of a continueir|||^i^ 
tern of misconduct. In addition, CSC and pepartmenti|(p||;|; 
Defense studies showed that derogatory information bed^ines 
less serious with the passage of timer and virtually alj£ 
derogatory information used in adverse actions waS :Jl 
developed in the most recent 5-year period. (See app^ IV.) 

The age of derogatory information surfaced by the BCt 
investigations we examined is shown in the following 
schedule. 
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Age of information 

5 years or less 

Over 5 to 11 years 

Over 11 to 21 years 

Over 21 to 41 years 

Date not shown 

Total 

Items of 
derogatory 
information 

64 

18 

11 

10 

14 

Percent 
of total 

55 

15 

9 

9 

12 

117 100 

Arrest records are 
incomplete and outdated 

Both the FBI and local law enforcement agenoies provided 
CSC with arrest records which were outdated or Showed hoH 
disposition. Federal regulations allow the FBI to provi|ie 
all arrest records, with or without dispositionsr tO c!̂|:|||ii:i I 
Federal agencies. For non-Federal agencies, the FBI inuili : 
not show arrests over 1 year old unless the disposition lib 
shown. 

The Criminal Justice Information Systems regulations 
also authorize local law enforcement agencies that receiye 
Federal funds to provide all criminal history informjatibli 
to Federal agencies, such as CSC, that are authorizecl to 
conduct investigations related to determining suitability 
or eligibility for security clearances. 

• • • • • • > , ' J • • • • 

CSC gathers arrest information on the premise that tibe 
primary concern is with the nature of the criminal cbndû it 
rather than the fact of conviction. CSC believes the cif-* 
cumstances leading to arrests have a bearing on a petsOn's ; 
fitness for Federal employment even though no criminal 
conviction might have resulted. 

CSC further believes that all arrest information is ' 
needed to evaluate patterns of misconduct and to use as 
investigative leads. But, CSC disseminates most of the 
information to the employing agency without further 
development. 

The FBI provided minor derogatory arrest Information 
25 times in the 86 randomly selected cases we reviewed. 
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Twenty-one times the information was more than 5 years old 
and did not indicate a pattern of misconduct, and in 10 of 
the 21 cases there was no disposition shown for arrests. 
The information in the other four cases was irrelevant or 
incomplete. For example, the FBI had fingerprints of two 
employees On file from a previous personnel check which were 
given to CSC. CSC then created files for the two employees 
which contained no derogatory information and which should 
not have been created according to CSC operating instruc­
tions. 

Local law enforcement agencies provided minor infor­
mation six tiroes. In one case, the local law enforcement 
agency sent the response, "No adult record, only juvenile 
record." In another case, information on five minor traffic 
violations was provided. Some of the derogatory information 
CSC collects, such as in the cases mentioned above, is not 
even requested on the Federal application form. The ques­
tion a«;fced the applicant is: 

"Have you ever been convicted of an offense 
against the law or forfeited collateral, or are 
you now under charges for any offense against 
the law? (You may omit: (1) traffic violations 
for which you paid a fine of $30 or less, and 
(2) any offent̂ e committed before your 2lst 
birthday which was finally adjudicated in a 
juvenile court or under a Youth Offender law.)" 

Nevertheless, CSC retains this type information when pro­
vided and disseminates it to agencies. For example, CSC 
sent arrest records to the employing agency without further 
development in 24 of 25 times that the FBI provided minor 
information and all 6 times that local law enforcement 
agencies provided minor information. This outdated or 
incomplete information could be used to adversely affect ' 
a person's career. 

Investigative files surface 
minor infcrmation 

The FBI provides CSC with summaries of its investiga­
tive files, and the military services provide the investi­
gators report when a file exists on an appointee. Some of 
these reports contain unsupported or unproven allegations 
o'. associations, but are still disseminated to the employing 
r.gency by CSC without proving or completing the information. 
FBI officials said they send CSC any derogatory information 
contained in their investigative files. These officials 
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said they do not adjudicate cases and, further, do not know 
what Information is needed by CSC or the employing agency 
to judge suitability or security. 

Six of the seven times the FBI furnished investigative 
information in the sample of 86 cases, it appeared to be 
minor. For example: 

—The summary showed that an appointee's spouse 
was arrested for a civil disturbance in 1971. 
An FBI informant said the disturbance was 
sponsored by the Blank Panther Party. 

—The FBI provided CSC with a report on an indi­
vidual who "may be the brother of this employee." 
The FBI file stated the possible brother had 
answered "no" to a security clearance question­
naire pertaining to his association with any 
Communist or other subversive groups or indivi­
duals, even though Informants had advised the 
FBI that the stepfather of the possible brother 
was a member of a Communist political associa­
tion and subscribed to the Daily Worker news­
paper during 1944-45. The Department of Justice 
had dismissed any action against the possible 
brother. 

—The FBI sent CSC five reports on an appointee's 
brother. The reports dealt with the brother's 
arrest records from 1959 to 1965. CSC, however, 
when sending the records to the agency, did nbt 
explain the reports, why they were in the file, 
or clearly show they were not about the appointee^ 

The Justice Department, through its FBI Guidelines 
Committee, has been working on proposed controls over the 
collection and dissemination of information by the FBI. ^ 
In January 1977, a Deputy Assistant Attorney General said 
no controls had yet been established. One problem has 
been interpreting the provisions of the Privacy Act of 
1974. Another has been dealing with the requirements Of 
Executive Order 10450 and determining what CSC needs. 
The official said the Justice Department believes that 
controls cannot be effective until the order is revised 
to require only relevant and timely information for 
personnel investigations. The Justice Department does 
not believe it can arbitrarily screen out information 
requested for personnel investigations. However, an 
FBI official said the FBI's investigative files could be 
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i 
purged of some outdated information if CSC would agree 
that only current information is useful for personnel 
investigations. 

Tne military investigative files identified through 
the Defense Central Investigative Index also contain minor 

^ information which is extracted, retained in CSC files, and 
I disseminated to the employing agency. In our 86 randomly 
I sampled cases, some of the disseminated data was minor 
I oecause it was old. None of it resulted in removal. Eleven 

cases included minor derogatory information from these files. 
such as 

—association with persons suspected to be 
homosexuals; 

—alleged usury activities; 

—burglary and larceny in 1939; 

—alleged homosexual act in 1958; 

—arrested for drug overdose, but hospital analysis 
showed subject was intoxicated on alcohol; 

—reckless driving and drunk driving in 1947 and 
1953. 

Prior employment information 

CSC obtains information from prior employers and fromi 
military personnel files which is iikinbr and of little use 
after the person has been employed and has worked for 
several weeks or months. Some of the information, according 
to CSC guidelines, is not to be collected, but when it is 
CSC sends it on to ^he agency. 

The CSC operating manual states that a derogatory file 
should not be established for minor military disciplinary 
actions or court-martials for violations involving siich 
offenses as intoxication, insubordination, or limited 
unauthorized leave. However, much of the information from 
military personnel files extracted by CSC is of precisely 
this type. 

The following examples are typical of the 11 instances 
of sinor derogatory information obtained from military 
personnel files. 
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--Nonjudicial punishment of 5 days restriction and 
7 days extra duty for unauthorized absences, one 
absence for 5 hours and one for 44 minutes. 

—Nonjudicial punishment for 6.5 hours of unauthor­
ized leave in 1955. 

—Summary court-martial and four nonjudicial punish­
ments for sleeping in after reveille, using dis­
respectful language, and two unauthorized absences. 

IRRELEVANT LOYALTY INVESTIGATION 
DATA DISSFMINATED 

Loyalty investigations conducted by the FBI are gener­
ally Initiated by CSC from leads which indicate the indi-
\^dual has been or is associated with an organization 
oelieved to be subversive or radical. The leads are 
gathered primarily from the FBI investigative files and CSC 
security files. 

CSC disseminates information used as leads and infor­
mation developed during such investigations even though much 
of the information relates to disloyalty only vaguely or 
does not relate at all. Personal information, unsupported! 
allegations, and information on other individuals and organ­
izations are included in investigative results sent to 
employing agencies. 

CSC security file 
information is disseminated 

Since 1940 the Civil Service Commission, in its Secur'^ 
ity Research and Analysis Section, has maintained secur€ii:y 
files on alleged subversive and disloyal activities. Th^ 
files include two indexes, one on individuals and one oh 
organizations. These files are not specifically authorised, 
duplicate a function authorized for the FBI, and draw to- j 
gether and disseminate information collected and pubrishi^ 
by others which may not have been evaluated or verified for 
accuracy or completeness. Although in September 1975, to 
comply with the provisions of the Privacy Act, CSC stopped 
using the index of individual names to check the subject 
of each investigation, source material continued to be 
maintained and used to obtain information on alleged 
organizational affiliations. 

The security files were established to screen war 
service appointments. In 1948 CSC centralized the file in 
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Washington to screen employees for loyalty under the Federal 
Employees Loyalty Program authorized by Executive Order 9835. 
The order specified which agency records should be checked as 
part of personnel investigations but did not require CSC to 
establish files on subversive or disloyal activities. At 
the time of our review, CSC was still using the files to 
screen employees and applicants for Federal service as part 
of the loyalty investigation authorized by Executive Order 
10450. The security files contain information from published 
hearings of congressional committees, investigative reports, 
publications of subversive and radical organizations, various 
other newspapers and periodicals, petitions, voting registers, 
and Communist Party lists and election petitions. 

CSC believed that its files were necessary to furnish 
leads and possible sources of information regarding loyalty 
and security matters. But at the time of our review CSC 
was evaluating the benefits of the security files. 

CONCLUSIONS 

CSC does not have controls that limit the information 
collected and disseminated to employing agencies to only 
that which is needed to make suitability, security, and 
loyalty determinations. Some of the information gathered 
during investigations is outdated, incomplete, and irrele< 
vant to making these determinations, and most of it is not 
verified. Yet CSC disseminates all of the information 
gathered to employing agencies. Since the derogatory infor­
mation is retained by CSC for at least 20 years and in many 
cases is retained by agencies throughout employees' careers < 
without CSC knowing how it is used, CSC should 

—limit its gathering and retention of information 
to that which is relevant and timely and 

—establish specific controls which limit the 
dissemination of information to agencies to only 
that which is complete, accurate, and timely and 
that is relevant to making suitability, security, 
and loyalty determinations. 

Since the CSC security files duplicate a function of 
the FBI, CSC should obtain proper authorization to retain 
them, merge them with the FBI investigative files, or 
destroy them. 
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CHAPTER 6 

CONCLUSIONS, RECOMMENDATIONS, 

AND AGENCY COMMENTS 

CONCLUSIONS 

Basic changes are needed in the authority for personnel 
investigations, the manner in which they are conducted, and 
the use made of investigative results. Executive Order 
104 50, which authorizes the current personnel investigation 
program, is outdated. Inherent weaknesses in the authority> 
legal >traints, court decisions, and changes in attitudes 
dicta nat new authority for investigation and adjudlca<^ 
tion 1^ needed. Although this need has been recogniseKa for 
many years, neither the Congress nor the executive branch 
has taken action and the problems still exist. 

The Civil Service Commission has made many prograa 
changes since 1953, but the investigative prograa has ; 
several weaknesses which make it inadequate for occupants of 
sensitive positions. Some of these weaknesses result from 
a lack of effective administration. Others are inherent In 
the program due to conflicting goals between the original > 
authority, which emphasized the protection of the naiional 
security, and more recent legislation and court decisions, 
which protect the constitutional rights of individuals. j 

We believe that problems with authority, program 
criteria, and procedures diminish program effectiveness and i 
need action by the Congress and CSC. Such problems include: 

—Dispersion of authority to investigate and 
determine the suitability of applicants and 
appointees throughout a number of laws, 
executive orders, and Federal regulations, 
some of which have invalid provisions or 
have been affected by more recent legisla­
tion. Also, most investigations are based 
on Executive Order 10450 but are adjudicated 
under civil service regulations. 

—Lack of both a definition of disloyal acts 
(other than crimiaal acts) and clear guide­
lines as to what disloyal acts should be 
disqualifying. 
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— Inability to obtain local criminal and educa­
tional information. 

— Lack of clear criteria for agencies on how to 
classify positions which could have a materially 
adverse, but not nationwide, effect on agency 
operations. 

—Insufficient number of people assigned to review 
agencies* position classifications. 

—Lack of controls to insure that responses to 
written inquiries are received and used for 
adjudication, classifiable fingerprints for the 
FBI check are obtained, consistent decisions for 
further investigation are made, and arbitrary 
reductions in scope of investigations are not 
made. 

—Excessive investigation of nonsensitive positions.^ 

—Ordering of loyalty investigations on the basis 
of information which has only a vague relation 
to disloyalty. 

—Lack of controls for limiting the investlgiative 
information collected and disseminated to the 
employing agency to that which is complete, 
accurate, relevant, and timely and that is 
needed to make suitability, security, and 
loyalty determinations. 

AGENCY COWMEMTS 

In responding to our draft report, the Civil Service 
Commission said: 

"We are extremely hopeful that this report will 
provide the impetus for the emergence of guidaifice* 
direction and support for a viable and meaningful 
personnel security program which will protect the 
interests of the government and be cost effective.* 

CSC provided us with comments on the positive actions taken 
to correct or partially correct deficiencies we noted iii oiir 
review. He commend the Commission for taking fast, positiye 
action, but these actions will not obviate the probleais. ^ 
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Implementation of the recommendations which follow 
would result in a more effective and less costly personnel ] 
investigative program. This program would have a sound I 
statutory base; provide the means to identify and adeqiately 
investigate occupants of positions with sensitive or criti­
cal duties; and, for a majority of Federal employees, creatly 
reduce the extent of investigation, invasion of privacy, and 
dissemination of information. 

The Department of Justice believes that this report 
presents an excellent analysis of the problems that beset thie 
loyalty/security program. The Department generally agreee ' 
with our conclusions and recommendations and said it intetidS: 
to convey to us, by means of its comments, a sense of the im^ i 
portance it attaches to the subject of this report. 

Specific comments by CSC and the Department of Justice 
are discussed following each recommendation. Their formal 
comments are in appendixes VI and VII, respectively. 

RECOMMENDATION TO THE CONGRESS 

ffe recommend that the Congress consolidate into one law 
the authority to investigate and judge the suitability of ; 
Federal employees, including the potential of employees in 
sensitive positions to impair national security. T^e 
Congress should consider: 

—Restrictions imposed on personnel investigations 
by other laws, such as the Privacy Act of 1974, 
and court decisions protecting individuals* 
constitutional rights. 

—Whether CSC should investigate occupants of nonsehii-
tive positions only to determine prior criminal con-̂  
duct, leaving to employing agencies the riesponsi^ 
bility for assessing applicants' efficiency. 

—Need to define, in a manner acceptable to the 
courts, disloyal acts which Should bar Federal 
employnent. 

—Scope Of investigation needed for the several 
levels of security clearances granted Pederal 
employees. 

—Whether there is a need in the legislation for 
provisions to aid CSC in gathering local law 
enforcement information; e.g., reimbursing local 
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law enforcement agencies for supplying informa­
tion, receiving assistance from Federal law 
enforcement agencies, or clarifying CSC's legal 
authority to have local arrest information. 

Agency comments 

CSC does not think the Congress should restrict the 
President's authority by limiting the scope Of investiga­
tions for employees in nonsensitive positions to their prior 
criminal conduct. Since any other information developed on 
a person's conduct prior to employment is not being used as 
the basis for removal, the collection of this data is un­
necessary. Regarding loyalty, CSC seriously doubts that a 
legislative definition of disloyalty would withstand con­
stitutional scrutiny. 

CSC does not believe that legislation which would 
consolidate the authority to investigate applicants and 
appointees and to adjudicate the investigative results is 
necessary. CSC says there must be a presumption that the 
President already has this authority. CSC does, however, 
point out specific advantages to such legislation. (See 
app. VI, p. 71.) 

The Justice Department agrees there is a need for the ; 
legislation. (See app. VII, p. 78.) Two Supreme Court 
decisions supporting this need are referred to on page 12 
of this report. 

RECOMMENDATIONS TO THE CHAIRMAN, 
CIVIL SERVICE COMMISSION 

Recommendations to improve 
employing agencies* consistency 
in classifying positions 

—Establish criteria which will provide agencies 
clear instructions on how to classify positions 
into three categories based on whether the position 
duties would enable an occupant to have (1) a 
materially adverse effect on national security and/ 
or a materially adverse effect on other national 
interests, (2) a materially adverse effect on 
agency operations, or (3) no materially adyerse ef­
fect on agency or national interests. These classi­
fications should then be used as the communication 
tool for designating the scope of the investigation 
needed, the responsibility for adjudication, and 
the need to disseminate investigative results. 
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—Assign more people to the review of agency classifi­
cations to bring about consistent use of the cate­
gories and thus appropriate investigations. 

Agency comments 

CSC agrees that one of the prime weaknesses of Executive 
Order 10450 is the absence of criteria for positiwr feftsitiv-
ity classifications. A proposed draft to replace t..̂  Ofdef 
—not available to us at the time of our review--givee lecog-
nition to the various duties and factors we have cited ae 
affecting the sensitivity of positions. CSC implieSf how­
ever, that under this proposed order, more employees wogld 
be subjected to a full field investigation and that thfre 
would be only two classifications, sensitive and nonsenei'^ 
tive. The order would require a full field investigation as 
the basis for awarding a secret clearance. 

Our position is that there should be three categorjLei 
of positions, as described above. There are many positions 
with sensitive duties for which a leSs costly contrdlJiiejd 
check of agency records and written inquiries wOuldbc^ 
adequate. Additional study is needed tb consider the level 
of investigation required to permit access to defense infor­
mation classified as secret or confidential. The basis fdf 
our position is discussed in chapter 4, page 26. 

. . • • • • I . 

•• • V ' i -•' -^ •• 

Notwithstanding CSC's agreement that there is a need 
for determining sensitivity of positions based on duties, 
it proposes that the scope of its investigations, with soake 
exceptions, be determined by grade of position. We do : i 
not agree that the grade of an employee should govern scolie ^ 
because there are many positions in Government where sensi:^ 
tivity of duties and grade do not relate. 

CSC agrees that its security appraisal program shc^ld*; 
be strengthened. All four agencies included in this revieir; 
told us that there is a need for more definitive criteria 
for classifying positions. 

Justice agrees that there is a need to clarify the 
classification of positions as to their sensitivity and 
to establish more precise categories of sensitivity for 
consistent application by agencies. 

Recommendations to insure that 
occupants of sensitive positions 
are properly investigated 

—Establish controls which insure that written inquiries 
are responded to and used for adjudication. 
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—Establish controls which insure that classi­
fiable fingerprints for the FBI check are 
obtained, 

—Establish clear criteria for determining when 
cases should be further investigated to obtain 
complete and accurate information and to ascer­
tain if a pattern of misconduct is continuing 
or if rehabilitation has been accomplished. 

—Establish controls to prevent arbitrary reduce 
tions in the scope of investigations. 

Agency comments 

CSC has responded positively to many issues raised 
relating to its conduct of NACIs. CSC 

' : • ; ; • •=• ] . 1 

• . . • . : i 

—has taken action to retain all vouchers, 
positive and negative, and: has told us 
these are now being used in adjudication; f 

—has informed agencies that the quality of 
fingerprints must be improved; 

— is developing additional criteria to aug- r̂̂  
ment the criteria in their suitability 
guidelines used to determine heed for 
further investigations; and >,-• 

—will establish controls to insure that i|; 
there will not be deviations in the scope VEIIT 
of investigations. 

As indicated above, CSC is now retaining all respohSi^s 
received in response to written inquiries. HoWeyer, CSC 
did not acknowledge the need for controis to insure re­
sponses to all the inquiries from occupants of sensitive H ^ 
positions. Regarding the action taken to insure that cl^^^i 
sifiable fingerprints are available, we do not believe l̂iiî  
an interim name check is adequate for personnel in sensit|j|v̂  
positions. CSC should require quality fingerprints for if if 1 
personnel in sensitive positions. The Department Of Juslil^ 
is in full agreement with this recommendation. 
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Recommendations to insure that 
loyalty investigations protect 
the interests ot the Government 
and the rights of individuals 

—Order loyalty investigations only when the type 
of information being pursued will be disqualify­
ing if verified. 

—Obtain authorization from the Congress for the 
files on alleged subversive and radical organi­
zations or destroy the files. 

Agency comments 

CSC says it is in complete agreement with our assess­
ment of the "futility of most so-called loyalty investiga­
tions." It states that guidance is sorely needed and 
congressional guidance would be welcomed. CSC has^ as 
a result of recent and continuing consultation vith Justice 
(including the FBI), dramatically reduced the number of 
requests made for loyalty investigations. 

The FBI takes the position that the investigations 
for loyalty cited in our report were justified under 
Executive Order 10450. However, they share duryieif that i 
the order needs to be replaced with statutory autb#rity 
which clearly sets forth the type Of informa^tion iitribich 
would authorize referrals to them for such investigatlQiiMl. 
The FBI wants clear guidelines as to the types of eiohduiit 
which would warrant investigation of an individual'̂ is 
loyalty. The actions taken by CSC to reduce loyalty 
investigations and the implementation of the other tecopi^ 
mendations contained in this report should satisfy the 
objectives of this recommendation. 

CSC has, following a recent consultation with officials 
of the FBI's Domestic Intelligence Division, decided to 
destroy its security files on alleged subversive and dis^ ! 
loyal activities. 

Recommendations to insure that the investi­
gative information collected and disseminated 
IS limited to only that which is needed ' 

—Assume complete responsibility for adjudicating 
past conduct in making suitability determinations 
for occupants of nonsensitive positions and 
retain the investigative results. 

52 



— A s s i g n adjudication responsibility for all sensi^ 
tive positions to employing agencies. 

— E s t a b l i s h criteria on the completeness, accuracy, 
and age of information which can be used by CgC 
for adjudication or be disseminated to an employ­
ing agency for its adjudication. Also, restrict 
the collection of information to that which can 
be used. 

— W h e n needed to determine the qualifications ojf ] 
potential appointees, direct employing agencies 
to make appropriate inquiries of prior (employmeht i IM 
and educational sources. 

Agency comments 
::' • •••...•• • .ii-..-- i m r - i 

CSC does not agree that i t should assume re^pf|nsi|^Ci|^ir 
for entry s u i t a b i l i t y determinations in appoint^eii^i t | j l i p l 
s e n s i t i v e p o s i t i o n s . I t s pos i t i on does n<>t reGogn2^aE^; |̂ii||!^ I 
for nonsens i t ive p o s i t i o n s , CSC and the employing J i ^ | | | | | i L i 
can only require" that a person: b e / s u i t a b l e ^ f o r ^ ^ V | § i ! | | | | i | | | 
employment rather than conipare the '" - - - - - - ^- ^̂  - - . . :i#^^<>n*^s:prite|ii»igp| 
to position duties. Therefore, tho^e factors it^^lilSajuSt^^^^ 
person to oe unsuitable for .anonsehsiti-ve :'̂ poŝ ;|:ion;;3pi||:|p|;:;̂ ^̂  
determinable "on : a • uniform basis' by;:C^^C^ All; •oth^li.l^'llpliappi 
gative data .would' not be • relevant. td..-either''CSC;*s-dp;^!^^ 
agency's determination and should'not be :dissem:ih4̂ ii(iii:l''̂ lli'ii 

• • :.•••,•• • • •':;'•" r-fc:;H.|:ivr?[iJ*-tv!a 

Justice agrees with us that. :CSC'should^'assume;;|iipl|i||gyi 
responsibility 'for adjudicating' .past "Conduct in :iBa|:!^|i|ii{| 
ability determinations for occupants'of nonsenSitiV|^":j|p^|||l|| 
tions and should retain results'. •" ••"̂••' !• . StMipi 

Subsequent to the completion: of our review, CS^il^gll'llgJl 
approved delegating to employing agencies the r0^p^|^|||^i|i|p|r 
for evaluating suitability information .in', all; appoliniiil|j|iifil| 
cases. This action'they now belxeve'. to be:':'Xn'̂ a;<̂ coiilaiJiĉ ip|p 
with the intent of the existing-executive:; order.:, ̂ ;;:|§j|p| 
cated above, the referral to agencies of the investi|ii|M| 
results for a determination of suitabiiity 'f6r;':'noh$̂ ||||j||iî ;i;' 
positions is unnecessary. 

mi 
''•iijSts:..;^ 

CSC agrees that much information that is neithiel |itMi||[̂  ^ 
plete nor. timely has been included'-in the 'ihve$ti|gapfl^'f:i|||'*^ 
files. Incomplete information often relates to FBI aii|eiiii| I 
records. Therefore, when it is .determined either bi^!p^ 
of age of the records or the nature of. ithe' offense 'l|i||iL̂ :i|d|!| 
further investigation is needed, CSC says it will dlsai||i||l^ 
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maintaining these records. In our review, however, VB 
found that FBI arrest records were only one of several 
sources of incomplete and untimely data. 

CSC opposes agency involvement in obtaining information; 
trom employment and educational sources. We agree that 
CSC's intent in sending written inquiries is to get suit­
ability information. However, much of the information 
obtained relates to a person's past qualifications as well 
as to the person's suitability and is needed by the employ­
ing agency at the time a decision is made to hire. If the 
agency obtained this information at the time of hiring^ it 
could use the information in making its hiring decision and 
furnish the information to CSC when the NACI is conducted, 
thus eliminating in many cases what is now duplication of 
effort. Also, the agency is in a better position to have a 
potential employee furnish the release necessary for obtain­
ing the desired information. 

Ttie recoamendations contained in this report and coa-
•tented on by agencies continue to be valid for consideration 
by the Congress and the executive branch. 
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CHAPTER 7 

SCOPE OF REVIEW 

This report discusses problems with the authority for 
the Government's personnel investigation program and the 
adequacy of the investigation for occupants of noncritical 
sensitive and nonsensitive positions. We primarily reviewed 
the national agency check and inquiry investigation con­
ducted by the Civil Service Commission and the use of the 
results of this investigation. 

Our examination of the investigative program included 
a review of laws. Executive orders. Federal regulations 
which authorize investigations and adjudications, and 
court decisions and legal restrictions on carrying out the 
requirements for investigation. We reviewed the investiga- ' 
tion and adjudication processes at CSC headquarters in 
Washington, D.C, and at the CSC area center in Chicago. 
We reviewed employing agencies' use of investigative results 
at the Kansas City, Missouri, regional offices of the Fedefal 
Aviation Administration; the General Services AdminiiEftratiOn; 
the Department of Health, Education, and Welfare; and the 
Department of Housing and Urban Development. 

Our exam nation did not include a review of how inves­
tigators perform the full field investigation or the inves­
tigation of people wanting to be put on the CSC register. i 
We also did not review the personnel investigation programs 
of agencies to which CSC has delegated part of its inves­
tigative authority or agencies which have specific authority 
to conduct personnel investigations. 
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APPENDIX I APPENDIX I 

Executive Order 10450 

Security Requirements For Government Employment 

WHEREAS the interests ol tho national 
security require that HII perswns privileged to 
be employed in the departments and iigencios 
of the Government, shall be relial)ic. trust­
worthy, of wood conduct and character, and of 
complete and unswerving: loyalty to tho United 
States, and 

WHEREAS the American tradition that ail 
persons should receive fair, impartial, and 
equitable treatment at the liands of the Govern­
ment requires that all persons seeking the 
privilege of emplojTiient or privileged to be 
employed in the depurtnionts and .nircncies of 
the Government be adjudged by mutually 
consistent and no less than minimum standards 
and procedures among the departments and 
agencies governing tlie eraployiiiect and reten­
tion in employment of persons in the Federal 
service: 

NOW, THEREFORE, by virtue of the 
authority vested in me by the Constitution 
and statutes of the United States, including 
section 1753 of the Revised Statutes of the 
United States (5 U. S. C. 631): the Civil Service 
Act of 1883 (22 Stat. 403; 5 U S. C. 632, et 
seq.); section 9A of the act of August 2, 1939. 
53 Stat, 1148 (5 U. S. C. 118 j ) ; and the act of 
August 26, 1950, 64 Stat. 476 (5 U. S. C. 22-1. 
et seq.), and as President of the United States, 
and deeming such action necessary in tlie best 
interests of the naiion^i security, it is hereby 
ordered as follows : 

SECTION l. In addiliun to tiie licpartincnts 
and agencies specified in the snid act of August 
26, 1950. -ind F).\t<cutive Order No. 102;)7 of 
April 20, 1051, the provision:; of that act shall 
apply to all other ilepartment^ and agencii-s of 
the Government. 

SEC. 2. The head of each departmerit and 
agency of the Government shall be I'eflpoiisible, 
for establishing and maintaining within his 
department or agency an effective program to 
insure that the employment and retention in, 
employment of any civilian officer or emplbyee 
within the department or agency is clearly con­
sistent with tho interests of the naiionsi 
security. 

SEC. 3. (a) The appointment of each d?":l!«»rt 
officer or employee in ativ department or agency 
of the Govcriunent shall be made.subject to 
investigation. The scope of the inyostigaition 
shall be determined in the first instance accord­
ing to the degree of adverse effect the occupant 
of the position sought to be filled cotild bring 
about, by virtue of the nature of the positi(>li. 
on the national security, but in no cvetit shall 
the investigation include less than a nfttipiiiiil 
agency check (including a check of the finger­
print files of the Federal Bureau of Investiga­
tion), and wTitten inquiries to appropiriate 
local kw-eikforccment agencies, former ^iA-
pioyers and stipervisors, references, and schdplis 
attended by the person under tnyestigatidn: 
Provided, that upon request of the hc8(d of the 
department or agency' concerned, the Civil 
Service Commission may, in its discreUou. au« 
thorize such less investigation as may meet the 
requirements of the national security with 
respect to per-diem, intermittent, teihponufy. 
or seasonal employees, or aliens employed out­
side the Unjtctl Stat«'=. Should there develop 
at any stage of investigation information indi-
entin:^ that the employment of any such |>orsou 
amy not be clearly consistent with the interc:iisi 
of the national Si'curity. then.* shall be conductiHl 
with respect to such persua u full (icld inyesti-
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gatioii, or such less investigation aa shall be 
suflicient to enable the head of the fiepartment 
or agency concerned to detennine wLsttjer re­
tention of such person is clearly consiatent with 
the interest! of the national security. 

(b) The head of any department or a«;ency 
shnll designate, or cause to be designated, any 
position within his department or agency the 
occupant of which could bring about, by virtue 
of the nature of the position, a material adverse 
effeci on the national security as a sensitive 
position. .<Vny position so designated shall he 
filled or occ upied only by a pê -son with respect 
to whom a /ull field investigation has been con­
ducted: Provided, that a person occupying u 
sensitive position at the time it is designated 
as such may continue to occupy such position 
pending the completion of a full field investiga­
tion, subject to the other provisions of this 
order: And provided further, that in case of 
emergency a sensitive position may be .filled 
for a limited period by a person with respect 
to whom a full field preapppintment investiga­
tion has not been completed if the head of the 
department or agency concerned finds that such 
action is necessary in the national interest, 
which finding shall be liiado B part oi the 
records of such department or agency. 

SEC.'4. The head of each department and 
agency shall review, or cause to be reviewed, 
the cases of all civilian officers and employees 
with respect to whom there has been conducted 
a full field investigation under Executive Order 
No. 9835 of March 21, 1947. and, after such 
further investigation as inay be appropriate, 
shall readjudicate, or cause to be readjudicated, 
in accordance with the said act of August 26. 
1950, such of those cases as have not been ad­
judicated under a security standard commen­
surate with that established under this order. 

SEC. 5. ^Vhenever there is developed or re­
ceived by any department or agency informa­
tion indicating that the reteiition in employ­
ment of any officer or employee of the Govern­
ment ma}' not be clearly consistent with the 
interests of the national security, such informa­
tion shall be forwarded to the head of the 
employing department or agency or his repre­
sentative, who, after such investigation as may 

be appropriate, shall review, or cause to be 
reviewed, and, where necessary, readjiidicata, 
or cause to be aadjudicated. in accordance 
with the said act of August 26. 1960, the rase 
of such officer or employee. 

SEC. 6. Should there develop at any stage of 
investigation information indicating that the 
employment of any officer or employee of itbe 
Government may not be cleoirly consistent >vith 
the interests of the national security, the.hiSod 
of the department or agency concerned or 'bis 
representative shall iinniediately susp îull the 
employment of the person involved if .he dfieine 
such suspension necessary in the intieitî sta of 
the national security atid, following siich ihyes-
tigation and review as he deems nedesaary, iihe 
heiid of the department or agenlBy eoiicerniî d 
shall terihi)|iaie the employment of aû b f|̂ i»-' 
pended officer or employee whenever hdsttili 
detennine siich terminiation necenisaryor'lkdyii;-
able in the interests of the tiationiU 9̂ cui4ty;'!:in 
accordance with the said act of August 26, iMltli 

SEC. 7V Any person whose empldynieiiit is 
suspended or terminated under the'O t̂ithisiity 
granted to heads of departments and''ag:<;h'i*ie$ 
by or in accordance with the skid act of Aiig^t 
26. 1950, or pursuant to the said E.tcciitiyp 
Order No. 9835 or any other security Or Idyalty 
program rclatiiig to officers or emplo '̂ees of the 
Government, shall not be reinstated or restored 
to diity or reemplo3'ed in the same depart hii(̂ nt 
or ajgency etnd shall not be reemployed in aiiiy 
other department or agency, unless tlie bead 
of the department or agency concerned finds 
that such reinstatement, restoration, or reem­
ployment is clearlj* consistent \vith the interests 
of the national security, which: findingisliall be 
made a part of the records of siicli depart ihcnt 
or agency: Provided, that no persoti whose 
employment has been terminated uiiUer such 
authority thereafter may be employed by ariy 
other dvpartm^it or agency except after u de­
termination by tlie Civil Serviice Commission 
that such person is eligible for such employniei^t.. 

SEC. 8. (a) The investigations conducted 
pursuant to this order shall be dcsigntSd to de­
velop information as to whether the (*fiipj4l̂ y. 
mentor retention in vmpioynient in tlii> KtHierai 
service of the perston being inv(>stigut«d i.*; rloOriy 
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consistent with the inlcrests of the natinnnl 
securitiiy. Such infcrmation shall relate, but 
shall not be limited, to the following: 

(1) Depending on the relation ot tl»e Gov­
ernment employment to the national security: 

(i) Any behavior, activities, or associations 
which tend to show that the individual is not 
reliable or trustworthy. 

(ii) Any deliberate misrepresentations, falsi­
fications, or omissions of material facts. 

(iii) Any criminal, infamous, dishonest, 
immoral, or notoriously disgraceful conduct, 
habitual use of intoxicants to excess, drug 
addiction, or sexual perversion. 

(iv) Any illness, including any mental condi­
tion, of a nature which in the opinion of compe­
tent medical authority may cause significant 
defect in the judgment or reliability of the 
employee, with due regard to tho transient or 
continuing effect of the illness and the medical 
findings in such case.' 

(v) Any facts which furnish reason to be­
lieve that the individual may be subjected to 
coercion, mfluence. or pressure which may 
cause him to act contrary to the hest interests 
of the national sccuritv. 

(2) Commission of any act of sabotage, 
espionage, treason, or sedition, or attempts 
thereat or preparation therefor, or conspiring 
with, or aiding or abetting, another to commit 
or attempt to commit any act of sabotage, 
espionage, treason, or sedition. 

(3) Esiablislimg or contiiuiing a sympatlieliv 
association with a saboteur, spy, traitor, 
seditionist, anarchist, or revolutionist, or with 
an espionage or other secret agent or representa­
tive of a foreign nation, or any representative 
of a foreign nation whose interests may be 
inimical to the interests of the United States. 
or witli any person who ativocates the use ol 
force or violence to overtlirow the government 
of the United States or the alteration of the 
form of government of the United Siaie.> by 
unconslituticiial means. 

(4) Advocacy of use ol force or violence to 
overthrow the govcrnmcnl of the United States. 

or of the alteration of the form of govemnuMit 
of the United States by luiecmstitutioiial means. 

(5) Knowing membership -^with the specific 
intent of furthering the aims of, or adherence 
to and active participation in, any foreign or 
domestic organization, association, movement, 
group, or combination of persons (hereinafter 
referred to as organizations) which unlawfully 
advocates or practices the commission of acts^ 
of force or violence tb prevent others from 
exercising^" their rights under the Constitution 
or laws of tho United States or of any State^ or 
which seeks to overthrow the govemipent of 
the United States or any State or subdivision 
thereof by unlawful means.' 

(6) Intentional, unauthoriEed disclosure :to' 
any person of security iaformation; or of other 
information dbclosure of which is prohibited; 
by law, or willful violation or disregard? of: 
security regulations. 

(7) Performing or attempting to perf^nn 
bis duties, or otherwise acting, so: as to serve 
the interests of another government in -piref-
erence to the interests of the United States., 

(8) Refusal by the indiyidital, tipbn tiija 
ground of constitutional privilege a^inst /seu-
incrimination, to testify before a coogreskioibil' 
committee regarding chaises of his allegeidl 
disloyalty or other misconduct.^ 

(b) The investigation of persons entermg or: 
employed in the competitive service iEoli; 
primarily be the respoiisibUity of the Ciial 
Service Commission, except in cases in ivhicb: 
the bead of a department or agency assumes 
that responsibility pursuant to law df' by 
agreement with the Commission. The Ccmihis-
sion shall furnish a full investigative report; 
to the department or agency concejrnted. 

(c) The investigation of persons (incItidKiiiS 
consultants, however employed), eiiterin:g*eo»'̂  
ployment of, or employed by, the Governihent 
other than in the competitive ser^ce shaU' 
primarily be the res>ponsibiIity of the: employing 
department or agency. Departments and ag«^* 
cies without investigative facihties may use the 

> As amended by Executive Order 10548 of August 2, 
1954. 

* As ameaded by Executive Order • > ! 1785 of June 4: 
1974. 

* As amended by Executive Order 10491 of Octo­
ber 13. I953.i- ; 
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i investigative facilities of the Civil Service Com­
mission, and other departments and agencies 
may use such facilities under agreement witJi the 
Commission. . ' 

(d) There shall be referred promptly to the 
Federal Bureau of Investigation all investiga­
tions bcMng conducted by any otbur agencies 
which develop information indicating that an 
individual may have been subjected to coercion, 
influence, or pressure to act contrary to the 
interests of the national security, or information 
relating to any of the matters described in sub­
divisions (2) through (8) * of subsection (a) of 
this section. In cases so referred to it, the 
Federei Bureau of Investigation shall make a 
full field investigation. 

SBC. 9. (a) There shall be established and 
maintained in the Civil Service Commission a 
security-investigations index covering all per­
sons as to whom security investigations have 
been conducted by any department or agency 
of the Government under this order The cen­
tral index established and maintained by the 
Commission under Executive Order No. 9835 of 
March 21,1947, shall be made ii part of the secu­
rity-investigations index. The security-investi­
gations: index shall contain tht name of each per­
son invesiigated.^adequate identifying informa­
tion concerning each such person, and a refer­
ence to each department and agency which has 
conducted an investigation concerning the per­
son involved or has suspended or terminated the 
employment of such person under the authority 
granted to beads of departments and agencies 
by or in accordance with the said act of August 
26. 1950. 

(b) The heads of all departments and agen­
cies shall furnish promptly to the Civil Service 
Comn ission information appropriate for the 
eatablishment and maintenance of the security-
investigations index. 

(c) The reports and other inva=)tigatire ma­
terial and information developed by investiga­
tions conducted pursuant to auy statute, order, 
or program described in section 1 of this order 

« Aa caiended by Exseative Order 10531 of May 87, 
18M. 

shall remain the property of the iovestigative 
agencies conduct'og the investigations, but 
may, subject to considerations of the natiood 
security, be retained by the department or 
agency concerned. Such reports and otber 
investigative material and infbrniation shall bei 
maintained in confideiice, and no access shall be 
given thereto e.xcept. with the consent of the 
inTestiga,tive agency concerned, to other de­
partments and agencies conducting security 
programs uiider the authority granted o j or in 
accordance «Mith the said act of August 26V1950. 
as may be required for the efficient conduct of 
Government business. 

SEC. lO- Nothing in this ordOr diall be cofi-̂  
striied as eliminating or miDdifying m any way! 
the roquireihent for any. inyeatigation or anyi 
deterinihation aa to secvurity which mipî  be: 
required by law. 

Ssc. 11. On and after the effective date of ttiis: 
order the Lbyalty Review Board eatablifihed'by 
Executive Order No. 9835 Of Mardi | l , i | ^ 
shall not aedept agency findings fbfiBview:|i(j|ol^ 
appeal or otberwise. Appeals pendii^ biifbre 
the Loyalty Review fioard on such date s l^b^^ 
heard to finial determination in accoi^hde Wiib ̂  
thd provisions of the said Executive Oifder Kb : 
9835, as amended. Agency determinatidnls: 
favorable to the officer or eniployee codc^l^-
pending before the Loyalty Reyiew ĵ̂CHUfli ̂ <̂ ^ 
sucb date shall be acted upon by siû BoMurdV: 
and whenever the Board is not in î ptt̂ ai 
witb such favorable determination tbe ia^flpjl^ 
be remanded to the department Or agiefniiiŷ i6<̂ i|lî ° 
cemed for determination in accoî iiDiM»î tî :̂  
the standards and psvcadtirea eMabll^edilij^^ 
suant to this order. Cases pmdihgFbafwi^ij^ 
regional loyalty boards Of the GiViJ | « | p ^ 
Commission on which heiarinĝ  hAVi'̂ iniiî i 
initiated'ont̂ 'such date ahall''be^:reltfiii!'^[j^ 
department or agency concerned. Ci^aiiiM^^ 
beard by rqponal loyalty boanb on w< !̂̂ illi|i;̂  
shall be heard to concltision. and the dfeiAi-wMiliĵ  1 
tion of the board shall be forwarded to U^ii|«|gJ ! 
of the department or agency ooQximttuaAx.,:f̂ \ 
tided, that if no ^lecific department or agfiiiej 
is involved, the case ahaU be djranNaMl Witb^uf ; 
prejudice to the applicant. InvestigatiODa jUi^^ 
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ing in the Federal Bureau of Investigation or 
the Civil Service Commission on such date shall 
be completed, and the reports thereon shall be 
made to the appropriate department or agency. 

S E C . 12. Executive Order <No. 9835 of 
March 21,1947, as amended,* is hereby revoked. 

S E C 13. The Attorney General is requested 
to render to the heads of departments and 
agencies such advice as may be requisite to 
enable them to establish and maintain an 
appropriate employee-security program. 

S E C 14. (a) The Civil Service Commission, 
with the continuing advice and collaboration 
of representatives of such departments and 
agencies as the National Security Council may 
designate, shall make a continuing study of 
the manner in which this order is being imple­
mented by the departments and agencies of the 
Government for the purpose of determining: 

(1) Deficiencies in the department and 
agency security programs established under this 
order which are inconsistent with the interests 
of, or directly or indirectly weaken the national 
security. 

(2) Tendencies in such programs to deny to 
individual employees fair, impartial, and equi­
table treatment at the hands of the Govern­
ment, or rights under the Constitution and 
laws of the United States or this order. 

Information affecting any department or 
agency developed or received during the course 
of such conti .uing study shall be furnished 
immediately to the head of the department or 
agency concerned. The Ci^nl Service Com­
mission shall report to the National Security 
Council, at least semiannuaUy, on the results of 

* As amended by Execut.i%-e Order "^inSS of June 4' 
1974, which revoked E-xecuUve Order 11605 of July 2* 
1971.<-

sunh study, shall recommend means to correct 
any such deficiencies or tendencies, and ahaU 
inform the National Security Council immedi­
ately of any deficiency which is deemed to be of 
major importance.' 

(b) All departments and agencies of the 
Government are directed to cooperate with the 
Civil Service Commission to facilitate the 
accomplishment of the responsibilities assigned 
to it by subsection (a) of this section: 

(c) To assist the Civil Serx'ico Conunission 
in discharging its responsibilities under this 
order, the head of each department and agency 
shall, as soon aa possible and in no event later 
than ninety days after receipt of the final 
investigative report on a civilian Officer olr 
employee subject to a full field inyestigatiou 
under the provisions of this order, advise Uie 
Commission as to the action taken with leispijEtct 
to such officer or employee. The infonnsltiou 
furnished by the heads of di>partraents and 
agencies pursuant to this section: shall'iSbe 
included in the reports which the Civil Seryibe ' 
Commission is required to submit t o tbe 
National Security Council in r. iioirdance lentib 
subsection (a) of this section. Such repbrtst' 
shall set forth any deficiencies oh the part o f the ' 
beads of departments and agencies in talang'' 
timely action under this order, and shali ifiien-̂ ^ 
tion specifically an}' instances of noncomplUiiiee ' 
with this subsection.' ; rii -> "*• 

S E C 15. This order shall become ^ e c t i t i e | 
thirty days after the date hereof 

DwiGHT D. EtSENubwERC 

THE WHITE HOUSE. 

Aprils?, !95S. 

* As amended by Executive Order lOSSO of August S, 
1954. 
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AUTHORITIES TO CONDUCT INVESTIGATIONS 

1. Civil Service Act of 1883 (now codified in title 5, 
U.S.C.)—Authorizes the Civil Service Commission to 
test relative capacity and fitness of persons seeking 
employment in the executive branch. 

—Section 1303, title 5, U.S.C, authorizes the 
Commission to investigate and report on the 
enforcement and effect of the rules and regu­
lations. 

—Section 1304, title 5, U.S.C, provides for 
the conduct of investigations by the Commis­
sion and for their financing. 

2. Section 5.2 of the Civil Service Rules—Provides that 
the Commission may make appropriate investigations of 
the qualifications and suitability of applicants for 
positions in the competitive service; and part 731, 
title 5, Code of Federal Regulations, makes appoint­
ments subject to investigation by the Conunission and 
provides a 1-year period of Commission jurisdiction. 

3. Executive Order 10450 of April 27, 1953, as amended— 
Prescribes investigative and security requirements for 
Pederal employment. 

4. Executive Order 10422 of January 9, 191>3—Authorizes 
investigation of U.S. citizens employed in international 
organizations. 

5. Section 2165, title 42, U.S.C. (formerly the Atomic 
Energy Act of 1954, as amended)—Authorizes investiga­
tion o£ contractors and contractor employees. 

6. Veterans Preference Act of 1944, as amended (codified 
in title 5, U.S.C), and Executive Order 10988—Inves­
tigation of appeals received from veterans and non-
veterans. 

7. Section 2455, title 42, U.S.C (formerly the National 
Aeronautics and Space Act, Public Law 85-568)—^Authorises 
investigation of employees of the National Aeronautics 
and Space Administration. 
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8. Section 2585, title 22, U.S.C. (formerly Public Law 
87-297)—Authorizes investigation of employees of the 
Arms Control and Disarmament Agency. 

9. Section 1434, title 22, U.S.C (formerly Public Law 
80-402)—Authorizes investigation of employees of the 
United States Information Agency. 

10. Public Law 82-298—Transferred the investigative respon­
sibility for a large number of agencies from the Federal 
Bureau of Investigation to the Civil Service Commission. 

11. Public Law 87-293—Investigation of Peace Corps volun­
teers. 
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SUITABILITY CRITERIA 

To ca r ry out i t s r e s p o n s i b i l i t y tQ determine the f i t ^ 
ness of persona e n t e r i n g the Fede r i l I f r y i c e , CSC r # v l 
the NACI r e s u l t ^ Ib^fore forwardingithisffi t p the iageney. e s c 
judges whether ifche conduct of an I n d i v i d u a l may r«̂ ^̂  
be expected to I n t e r f e r e with perf<?rman^ 
i n t e r f e r e with periormance by the Ac|im I t a d u t i e s |;; 
based on the d i s g u a l i f y i n g f a c t o r s IJtis^ed in p w 
5, Code of Fedeital Regula t ioha . Tlifese guldielineC^ 
mining s u i t a b i l i t y for Federal empli^ymiEinti whic^^ 
and publ ished in November 1975, a r i ^ i r : v ' fi 

1. Delinquency or misconduct i^'prio^ eropi'oyineht> '}.' 

2. Cr imina l , d i s h o n e s t , infamous, or npl^oriouily 
disgiasSelu'l conduct . '"'•:;;•. 

3 . Ihtent i ional f a l s e , s ta tement or decep t ibh Siorj 
fraud in examination or appointment , f̂ ; ^̂ ^̂ :̂;:; 

4. Refudail Ipi furnish testimony as regui^j^ied l|y^^^^^^,i.j^^ 
'Pedjelil|ffgIllation. • " '. 'p-0.^;-^^^^^^^^^^ '•']•% 

5 . Halaltaai lise of i n t o x i c a t i n g beverages to ( , 
" ex:ceaaV;,::-:;r"'5 •'••S-M'^\'^:-'"::J::-^^^ 

6. Abusie o^il^^ drugs, or other cpntrolli^^^; 
.subsfcanpia-. '•";/••;••"::-/'--̂̂^ 

7. Reasonable doubt as to the loyalty pflthê^̂ ;̂̂^̂^̂^̂^̂^̂^̂  -̂̂ ^ 
person tn^plved,to the Government of;the • ̂  
Uhlted'r:Stf:tes.' 

8. Any statutory disqualification whic)i jmakes thê ^̂  
individiial unfit for the service. ^̂^̂^̂-̂  v- C 

The primary changes incorporated in the reyised f|u?iors 
were: "'•'':'."'••.: ' ' '^X^''•'•(•-^^^^ 

—The word *iAunoral" was deleted from factor 2v^^^ 
This word applied almost exclusively t P s ^ 
immorality in suitability evaluations^ ^ndec 
current guidelines, sexual conduct must ;b4̂^̂^̂  ̂  ̂  ̂  ̂  
found to be notoriously disgraceful to be : fl̂  
disqualifying. 

—The drug abuse factor was added. 
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Additional factors to be taken into consideration whpn 
making a suitability determination are as follows: 

1. The kind of position for which tha perSon is • 
applying or in which the person is employed, 
including its sensitivity. 

2. The nature and seriousness of the ppnduct. ^ 

3. The circumstances surroundihg th^ GPnductv^ ' 

4. 

5 

6. 

7. 

The recency of the'cohduc:t>'|'.;V'''; Lf'̂ '-̂ Ĥ/-,-'" -i''''"̂  

The age of the applicarit oi: appointee at the 
time of the conduct. 

Contributing social or enyironmentallScondi^^ m 

g.;:: jstahd.ja-iridS3':iiiii^ Ifiil 
''•¥!^-i'iT!visf'tewiiiSi& feSS 

The absence or presence pf^rehabilittati 
efiEortS" toward rehabil;i'tatipn•;if•;̂ 7̂ ^̂ ^̂ ^̂ ^̂ ^̂  .:.,-..,:,.:..Ejrv 

In applying the additional factora> thevguid;iailni|sli 
phasize the decision 1/ held ̂ bys'ia.vpediB:|ai:*d|̂  
1969, which requires that ail^'ady<etj^|:i;ipiipni''^ 
connection between the conduct ;i:n̂ l'qyî si|i6h 
dual • s ability'-to perform'"the'^ duties•*'0'i:';t:he5'jp(iĴ |ji!|̂ h||̂  
between that conduct and the agiency'rs abil 
its mission. The guidelines fot ;applying 
undergone radical change in the iastifiw yearsv 
the court opinions in the area.'oi^ individtial':;b#ha|y^^ 
*#ell as societal' attitudes'. ••̂ ;•̂ "/•ŵ > • -\ ':.-'̂ M''lfei!i 

Although''the disqualifying^rfaptiQit^'s'•citad;^!^ :the|M^i|i^i]8| 
lation apply o n l y to C S C determiriatiiPhS^f''agPripi 
the f a c t o r s when; making adver:se";^dfetarmiriatibns..;,.;-A 
are authorized' by part 752,'tit.ie;^;5iV::"'Cc^ 
lations, to make; adverse decisipha cegardihg^ â  
initial or continued fitness fpfremi^pyn^ 
service for such cause as Will prbmibte tha aff^^ 
the service. . ^'v-yyy-yy:^.,:-^'"^^ 

'•i-Siii 

I ^i[i?4 

l/Norton V. Macy, 417 F. 2d 1161 (D.C. Cir., 1969)^. 
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REVIEW OF NACI CASES 

To evaluate the productivity of NACI spurpas and to 
determine which sources provide Usafuiihfprmat^ 
reviewed a random sample of :8|^ ;der^gator^^ paseS ppiApi|ii|id: 
by CSC during fiscal year 197$ a n # the 40 pases i,|iwtiSi|i^, 
directed removaXv^actipn in:-:the;:;ChicafQ-;-arear̂ d'Uirin̂ ^̂ ^ tn^S^j^iii 
ending June;/3'0:|̂ ;'i-976. Our,̂ ;ahaiysi's'';bf:.;|e'rbfa;t̂ ^ ! 
and removal..'cas|s,: shows, that'̂ nibst'i;:Se£.iP'ds;;̂ ^ 
obtained': fxom̂ er.|j!ninai'-hi.atpirK3|y;:;̂  
employment'.Spiif pal and \'rei;a:taB;:;:;tb;fpr̂  
conduct, incluliihg abuse of 'narcbiica an;d miiscbhii^ 
prior employment, 
information. 

0ther SpurpesXprpyid^ 1ittle:pr np 
•fJ-'-r?}'- ; 

' : ' ; • ( : ; , , : 

DEFINITIONS- o r s E R i o u s ' AND?'MJtNOit:Ŝ&̂ M̂̂ '̂-̂ ^̂  :';.:;g-;::;̂ ^ 

For'"-the •:pu,rpbse of" our'; '̂:an^i|p:iS^^;:i;^:^?de^^ 
derogatory d a t d ^ be 'Pffehaa8•'^br':^iiP^iiB•^;l^a|s'''titlf ^^^S^^^^I^SP'^^^ 
old which •were:!C'0]rt>plete:;and;£raiaiyi;-Miiltdiaaait-^bhe^^ 
su i tab i l i ty - -;f ap tp t s . b lda i?#r i |b i i j i ip | | l ^ 
ser ious i£ ;i,fe':.;:ih^wed. a;;-p«ttt'arih^^;Jfeiiiiiil3ue&-"-i»^ 
into--:.:the' ioi | ; ; ; ; i i i |n t :5^yel!rr:;^i>flilillipite 
derpgatorr :aii?l|ii;nor •̂•i.f ••i:;-it;:i^^sf?iyiiS^ 
of., the;: suimatbiiiiy:' factora;;:;aiiiiii^r-;itiy!>'-<3ii(^pi®^ 
shown fbry-'.ipri;iiiitai' 'offehsPSA:b\^it;-;;yiiif;js^id^v'".-a^f^;i|i;^-'[iiil|iiPi%R|S 
tion-wa8;::uhpiiii|ed',::pr:;df^^'C|p 
matibn -as. "hbndiilbatory. •^'^'•^'•x;;;^;;;^ •'•y\''''"'^:''^^r-f^r'^fi:u\^-^0;i 

• '• We •••ilmitedn;|he agp-of ::;aeri;biSv]dal4i|^ daia; .tibi-'i"--''̂ ''̂ :. 
years-.. becau8t'.'|,.:alsC study.̂ -:̂ bf:: J i i i ;^^i i iei i :>thveit i i^ ^ 
r e s u l t s . and r;a- -Mtk reportv:by:v:th^HlDliiiii^ -pif,-Dailnsei"' ' 

dm 

Per sPnrie 1:: .Septiril^^y Wo.rkihg:: • G r i i l i s i i i l i i t h a i : ^ . ' i ^ i l ^ ^ F m 
information^#a<^Miies. lesS''..i,seribiia:^iw:iliphe'--^paSBig|i:'i^^^ ....•,;. 
and-. yirttiai:;iy::.^lii seribii&;vd^:r:Qgaibiy;^^la^:-.w^s^^ '"'"' 

; ^ 

in, the- niostliirieifiht-''- ..,, „. ,̂ ,.̂ «..,„.>,„„̂ .̂,.. 
Secur ity;' ̂ iltpriiii^SroUp:; -rpĵ fif lidf'̂ îĥ î ' ., 
sonnel-^: secjiiiiiipi(B,teriiii-hatiihi^;- -'pihaipliian:''th<^ay'nili^-!;^^ 
to certain,Jn| | i : | iganca: ' ;anf^j:mat-iclV'^l^ 
on de.roga'tocy:^i|J|orma;tioni^';bldp;ry:'.:^^ 
concluded. tKafe;;:|i^yestigatiphBf"shpj^^ 
older.; than • -Si'-yaafi bec'ausa:,^ho;;adyaraa^-:aciibhs^'-weti^'I^^ 
taken "•solely,:,.bni,?i^ch infOrmatioh>i;U^^Ahl;;eiiimpie^^«bm^ri^ •: -" •:" 
p r iva te SeptQi:. | i |eeing withy 
nat ional Busln^jalf:Machine Obirpbritibrii which had l i s 
not to use infprpation older than 3 yaarf in maiciM 
personnel '.decisions. '•'-^••;-:';:';'-''t;-'-;/'..,--'"-''--^:-:;y..; • :̂:.̂ c 
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All 40 removal cases we reviewed contained at least pna 
act of misconduct which was less than 5 years old and was 
sufficient to warrant removal. 

SOURCES OF DEROGATORY INFORMATION 

a,.;the'yNA<?|;,^ipii^i 
-one •:p-f \ thpliiLl: f;iSI*;;-'; 

Derogatory caSes 

In our saiRiple of 86 derogatory cfse 
derogatory information 117 times. Piity-one ox cn^;Bg! - fKjfs^^ 
instances, involving 37 cases (iridivi^uals)^ werP dlleiiil^dP 
to be serious, and 66 instances of derogatory infplli^tiiJpffy?:; 
were determined to be minor. ^^ )-\'"' r ''y'/'.'.'^^f^??9 

-•; !;.- •'.'.•• • ;';y'-'' --'[••dc-jilSyy;? 

In 37-of the 51 instances of serious derpgatpr:y^|ii|il^^§|-
IWiy 

In 12 of the i n s t a n c e s i t was provided by former einbl^tiiliSlli 
and. m i l i t a r y personnel records'.- ' ' ' --^ ''•- '̂̂ ;>'' y^-^--^ift^fa^^^^^ 

Removal cases ••::;'-:;•:-̂'•:' '-M'-'fiflSSii? 

t i o n , i t was provided by cr iminal in i jPrmat ibn^SourMaF^nMp 
Department_ of _ Defense, ' or local ' l-aw:yenf 'prcement ' ; : l | i i^ | |gi(^^ 

iiMsiyiSiteiiiii The 40 removals included;-3 Qp :̂UgantSK pf 'yno! |g | t |Bp |p ; | | 
' sH f 

sensitive positions and 37 occupanls'laf nbn 
tions. Criminal information sources ^checked^^ 
provided most of the serious derojf|p|yirtfp 

m .. s:ii^:flac^^i*iihWP were 85 in s t ances of derogatory iiifpiftiatibh s t i f e f i i l d i i i l ^ l ^ 
40 removal c a s e s , and in' 79 o f - t h e s e - ' : f e h e V : i n f p ^ i i i i i l p i M P ? 
s e r i o u s . Information in . 59 of the - - : . s - a i : iPus : : i h i l i l ^ fH^«®^ 
from cr imina l in format ion sources , and in 20 i t capiil^llinl 
p r i o r employers' and m i l i t a r y reeoi?ds^:i; :••..•-.'••-''-H^S-itiiil 

l;;: 

Limited suitability investigatiohs 

'• Krisii jipr 

The i n v e s t i g a t i o n s cond'-uct:ed''-:bn-;'the'^-40;^^Tembyedi|^Biiil 
u a l s surfaced a d d i t i o n a l information hot found 1 s y t | | i i i i | | « 
and found d i s p o s i t i o n s on d e r b g a t p r y ^ ' i n f o r m a t i o M i l l S i i i ^ i f S 
by the NACI.' :The pe r sona l . i n v e s - t i g i ^ | i o n S - s t i r i i e ^ | ® S ^ 
t i o n a l derogatory informatioh'.:55-;:yxiirt|s'" on '-10-^f'-'-tiiei?l|SW^te^ 
removal cases from l o c a l law ehfo rce ien t ag^ni^iaaf ; % i S P » 
ences , c r e d i t checks , p r io r employers, and p r e s f e h i l i l i l S l i l 
ment s u p e r v i s o r s . '-̂  ''̂ ^̂ -̂ '̂̂ ŷ'" l;-ri»lf!?SM|fil, 

The following schedules show'the; number pf t i i i ^ i l i l Biiiii 
NACI sources surfaced se r ious and m i r i b r d e r o g a t o i f f ' i i i l p ^ l i f 
mation and the number of t imes ' the^ ' l imi ted ' su i t ab t l lW^fSi ' ^ t i l 
i n v e s t i g a t i o n sources surfaced a d d i t i o n a i i n f o r m a i i i i l ' Slfeti 

'^'' i •'•'-•y:':y-''^i'^--!mi^wiM 

1 
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Sources of Derogatory Inlbipiaiipa 

86 ran<Joiniy;iif-iep||id 

y; :.;.:p' '|t|[^m 

;\;.;y:BJ'̂ ;,.iiii8i'''-̂ ''''̂ '" 
.-ca;sasr''janA'-a.- ..-, 

Serioas:;;Miipr̂ 0̂Tpî Pî '-:-Siffei3atfByiiyttfl̂  
National agency check 

FBI identificatiph 
records 

FBI investigative 
files 

Defense Cenitral 
Invest i|a^iy#y;ihd«x 

Coast Guard 

23 

1 

3 

0 

25 

6 

11 

1 

Mi 
Wfmmmmm 

5---il#^"^/ftS'i^'?;iiiiiSi 

j-y- yH'w-Ui3®i?iite;s^M;k:;;[-J 

wr i tten inguiic iiss 

Ref erenceiy'"';-:' '-̂ v.; -M -fl; 
Local- l i^yi^fpii i i iht 

,-:is: 

Prior. .-'ellĵ lpsiprS;̂  
supir^yila î̂  

Mil i tiii^y'ipipiblnii' 
xecords-'-'-''. 'V-^S}^^. 

Total 51 

y'Wm 
mm'^S^^'^ 

%'.«ii 

;:||lii 

Note: I f thial 
"••-.;.a.-piipr 

.iii^^^niaiilteKB:S«e^i?^??:a;fe^ 
liaarch of i t6Spi i i i fe i i i | i | ip i l i ia^^ 

iC"!;^;)¥ 

:the orig}:iifiii||ii§i|i||^'^^ •¥!flfe;a&gSS'^S-';T;i?5"V^ 

m 

'i J :;• ̂ i ltn^liiSllfe'-f :':̂ ;i 
•.••'•• i.;f^i|!#^A.:i*-ifs'frs:'iaas^;v i V i - ' - K^il 

;'"'-'^lf»ill»Mf#;-d 
-i'--^-:isi#®?i«::?»''r;-:^^f 
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':'':l;'v'«tilKlii"l9:-t̂ ': 

' -;'.;;;.,a;-:i;s£rS!;Nl'iSt;i/+>^;:^-;./? -

;-'!pS;ii? 

11 

•'Si 

:'lli 



APPENDIX IV APPENDIX IV I 
Limited Suitability Investigations 

for 40 Removal Cases 

Source 

Local police department and court records 
References 
Credit check 
Prior employers 
Present Government supervisors 

Total 

SUITABILITY FACTORS 

Times from 
each sourca 

18 
6 
10 
8 
11 

According to CSC regulations, any of the suitability 
factors shown in appendix III may be considered a basu^s £i^ 
disqualification in making a determinatibn on Whether ttiep 
conduct may reasonably be expected to interfere Wi;l|:h thi '^ ,^ 
effective performance of the duties of the positlbh or JiTilh 
the duties and responsibilities of the eiB^ioyinq iai^^i^n^i^^^-^^^ 

Derogatory cases 

For the 86 randomly sampled cases, serious derogatbiry > 
information related to suitability factors 55 times* Thiis ;-
information related to criminal miscohdUpt, including ajbiiŝ r 
of narcotics 43 times and delinquencyor ̂ misconduct ill p^i<i^ 
employment 10 times. Sixty-nine of the iJlACIs were for bddSiij*i 
pants of nonsensitive positions ahd 11 N A C I S were for bppiiil*if 
pants of noncritical sensitive positions A We could nct;;̂  |̂  
determine classification in the other six cases. Twelyei; 6fI 
the NACIs for occupants of nonsensitiye positions Were Ppll--<>; 
verted to a limited suitability investigation, but hoiie bp A 
the investigations resulted in an adveirse action by GSCi 
None of the occupants of noncritical sensitive positions 
was further investigated. 

Removal cases 

Disqualifying factors cited for 165^ or 87 percent* 
the times that derogatory information applied to the Sitit 
ability factors on the removal cases Were criminal raisbblh^ 
duct, not admitting convictions on the ajpplication fbrmi 
drug abuse (which is generally a crimxhal offense)^Th^ 
information was surfaced from both NACIs and limited $iiiit 
ability investigations. 
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The following schedule shows the number of timas that 
serious derogatory information related to each suitability 
factor for our sample of 86 cases and the 40 removal pasei; 

if 
.'fiVii 

Pacoqatocy Information AppI 
~~ to Suitability paetori 

led 

Suitability 
factors (note a) 

Delinquency or mis­
conduct in pr lor 
•aployaent 

Times serious derogatory i'hformation 
applied to suitabiliityHtaciori 

86 cares 

NACI 

10 

ib feaowfacaser 
Limited suliabilIty 

NACI inS>astlllition Total 

14 21 

1 .:.->:iiv.,i.^ 

••SS 

Cr iminal, disbonest, 
infaaous, or nbtot-
iously disgraceful 
conduct 33 60 19 7* 

Intentional false 
stateaeht or decep­
tion or fraud in 
eaaaination or : 
appolntaeiit 

Refusal to furnish 
testimony required 
by civil service 
rules 

Habitual use of intox­
icating beverages 
to escess 

41 17 S8 
f<S0m: 

•i'SSK-fffSiJii 

m 

i l l -

i 
iSillii .ii: 
:'ilij||ii If; 

Abuse of narcotics, 
drugsr or other 
controlled:substances 10 

Reasonable doubt of 
loyalty to the 
United States 2 

statutory disqualifi­
cation 0 

Total 55 

23 

0 

140 50 

28 

q 

i»o 

a/Some information applies to more than one factor. 
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PROCESSES FOR NACI AND FULL FIELD INVESTIGATIONS 

NACI 
AOENCV CLASSIFIES POSITIONS AND 

REQUESTS INVESriQATIONS 

Conduclnd by une ul ihiM CSC ares csntgit 
MM) coniiili ol NAC Ibv heidiiuartartl and 
wriiwn inquirmi (by utatunuiit 

Noncritical lensitivo 
Nonianiitive 

FULL FIELD 

> 

•o n 
o 

Critical leniitive 

Controlled by CSC htadquiftM aid oamaif 
ol NAC (by headqiurteni and penonal M t a 
vievn (by field inwnigatoral. 

Af«a canur racelwat all rtwlti. Kevpi (Jeroga 
lory amf daiiroyt nendarogaiotv mlur mation. 

Cla'K favievn lilm ant) daiarminat il; 

ESj:;::. 

CaM I w Mf ioui darof-
•lory inlormallon. 

Cat* Il claarad or hai 
only minor darogaiory 
Inlormallon, 

twit to CSC adjudicator at haadqu<rtan. The 
adiM<fMt«rdwldaf: 

C iM niida additional 
ifliwilflMionf 

Caf« doM not nead 
additional lnyaitig«. 
tlon. 

AMItlontt inyHtlsillen cm b* a llmiMd wit-
tfllliy >nvM)g»tleft by CSC or «leyil iy I m u -
VHttkm by tti* n t tni anrmuH In; 

,HmtmifMmt HsKtVUHiettan, 

Agency recelvaa reniln and: U 

CSC acreens (or layalty for poHarte oonrB-
lion to FBI. 

Further developi derogatory 
information (if agency has the 
capabilllyl. 

Adjudlcjtion ol • 

TaKaiadvaria action: 
.'OeniM a iKurlty clearance. 
"iHuai a lat'.tfr of reprimand, 
.Ban appllcani'i amployment, 
•Aiki employee to reiign. 

..Removef employee. 

Takei positive action; 
. 'Approval suitability and 

loyalty, 
.•Awardi lecuriiy clearance. 

Ratalni derogatory inli^rtna. 
t lon throughout emplrjyea'a 
carter. 

Can filed at CSC haadquartm. 

Returrii derogatory infoma-
tion to CSC hsadquartara. 

NotlflM CSC of action taken 
. on full llald InMAlgBtioni. 

> 
•O 
*o 
n 
2 
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UNITED STATES CIVIL SERVICE COMMISSION 

WASHINGTON. D.C. 20418 

OCT 6 BIT 

mmivn 

Mr. H. L. Krleger 
Director, Federal Peraonnel and 
Compensation Division 

U. S. General Accounting Office 
Waahlngton, D. C. 20548 

ipsiptr 

Dear Hr. Krlegert 

This Is In response to the General Accounting Office draft of a proposmd 
Report entitled Unclear Criteria and Inadequate Processes for Invetigstlng 
the Suitability of Pederal Employees (FPCO-77-64), traasmittmd to the 
Chairman on August 24, 1977, by letter irtiich invited Commleeinn eommaiitm. 
He appreciate the opportunity to comment prior to iseumnem of the Bi^mrt. 

He agree with the thrust of the R^ort concerning the Govmmment'o 
loyalty/seeurlty/auitabllity program that action — either Coogres-
sional or Presidential — is needed to correct deficiencies and 
provide direction in areas of uncertainty. Vhile me are responding 
to this in terms of the position of the present Conmlsalon and it*8 
staff, it must be recognised that this whole matter is being studied 
by too groups, the Federal Personnel Msnagsment Project, and the 
Task Force on Federal Lam Bsforcement. tfe may want to alter onr 
position on certain issues discussed in your report after :̂*m»-f̂ yytng 
the results of these two studies. Our comments <m specific findings 
and recomMendations follow our general observations. 

GBNBRAL OBSEBfATIOHS 

The report recommends legislation «diich mould consolidate the autbority 
to investigate applicants and appointees and to adjudicate the Inves-
tigstive results. He do not believe that such leglalatlim is necessary 
since there must be a presumption that the President alreadly has this 
authorlr/. Kmscutlve Order 10450 placed prime personnel investigative 
authority in the Civil Service rnilssiom with the provision that 
other agencies with investigative facilities could, by agreement with 
the r>—Ission, conduct their own inveetigatlona. Hlth few eme^tioas, 
which ere contained in our response to the 1974 GAO Baport (^132376), 
we believe diet the Commission should have investigstive respomslbility 
for all clTlliani seeking appointmsnt, or appointed, to poaitlona in 
the competitive and excepted eervlee, and that the Departaaat of Defonms 
should have the rompooslbility for military and defense contractor per« 

This authority could be eetahllehed by Presidential dizecttve. 

I 
i 
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i:-

Hlth respect to evaluation of investigative Information and making 
hiring/retention decisions based thereon, we take the following 
pueltion: 

(1) That the Coomilssion judge the initial suitability of 
applicants prior to certification for appointment to 
any position in the Federal Service; and 

(2) Tuat the employing agency make suitability determinations 
in the case of all appointees, and of all applicants In­
vestigated for appolntnenc to sensitive positions. 

Close scrutiny of the Civil Service Act reveals that the Commission hsa 
authority to Judge the suitability of applicants only. Baeeutive Order 
10450 clearly implies that the employing agency has responsibility for 
evaluating the suitability of appointees. In accord with this inter- ,• | 
pretatlon, the CoaBd.88lon has recently approved the assignment of s^'^ 
suitability evaluation of appointees to the employing agency. This 
action was taken not only to accommodate implied responsibility, but 
also in acknowledgement of the belief that the employer (agency) is 
in the best position to assess the Impact of specific conduct to the 
duties of a particular position. 

"!##*•-;r;^l!*'!»*; ';yy -y] 
Our coHients on specific ficdlngs and recommendations contained la ''' j • •:& 
the report are set forth bel^w. I f 

RECCMfENDATIONS TO CONGRESS ^ 

Consider restrictions imposed by statutes and court deciaionat 
While ve are in agreement with the spirit and intent of 
the Privacy Act of 1974, we do feel that guidance la 
needed fr>: either the Congress or the Attorney General ' 
with respect to collecting, maintaining and disseminating Ht 
information as to how people exercise rl^ts gnsrsnteed k̂  
by the First Amendment. As natters taow stand each agency 
conductlLg personnel investigations mskes its own inter­
pretation of what this broad proacriptlon means. 

Limit the Cossdsslon's authority to inveetigste occupants ii 
of nonsensitive positions to information î boot crtmtoal 
conduct; H^ do not think Congress should restrict tiie f 
President's authority by limiting the scope of pereoonel 1̂; 
investigations to prior criminal conduct. He feel atromgly | 
that the Government, as an employer, is entitled to obtain 
snd consider information witb respect to en employee's 
honesty, integrity, sobriety, etc., irrespective of poeition 
sensitivity. 
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Define dialoyalty: A statutory description of actiylties 
which would bar employment on grounds of disloyalty would 
be of trwsndo^a aid to suitability evaluators, but we 
seriously dotd>t:that a legislative definition of disloyalty, 
unless limi|:od to proven aeto of trieason or siabotage, would 
withstand eonatitutiooal scrutiny. At sby rate, the 
Coamiaaion wbilld welcome, and vigorbusly support, such a 
legislatiye e^iort. 

^̂ ; 

Aid to aathi local law enforcement informationt HO y: 
agree chit'-iif i|egiaXation:'pertaiidng^ tdvt|he?fNBrsonnel-in-:-
vestlgatiiff pro|ram should eontaia a pro<fisl«Hil: aiuthoriilng 
the Coipdaif^ | o collect aaud d l s s iad l s^ 
Federal ''Gtwiiicjiijint) crimiiud.'-Juniti|^r'j^ 
local'-law.(iifiD^^ie^^ ag«aol«t9•''̂ îffil̂ JliO<^ 
reimbur«ini>:ii«M61i agencies'.directly:rfb#4iiie:;ij^^ :.'̂ '-
but would' fi^poitt roimbursemisnt;;^*^;'!^ 
possibly tlilM||gli the Lmr gnforctiient Adsia^j^^ 
tratlon...'; " '"''•''' . • ;;; 

RBCOMOBDATXailS-TO T̂Ittl̂ iilnMAR, WSCSC _ 

Bstabliah crltoi ia for classifyinii| • positions jto 
eeneitivityv'''"'-Wg agree that-', one'c>f .:t|ie::;pr|j^ 
of B.0v-'lQ45Pr|!|ii! the'absence., of':Ori|»k^lf^'ip^^ ' 
8en8itly|Uiy;.^||iibiflcation.':'.auri^ r e - ..-:-'--
place B.:6. \.MIM «ould. reqiilre cll i8|!lf |^ sensitive 
(requlriii|g a]ftil|i f ield iniri^tigiftiim) t j ^ ^ 
wlil^h coid4 hii#i'sn adverse.'«^ 

(1> 

(2) 

HatJUMial SiSl^ becsuse of accfAjB to i ^ ^ 
or arcwji «i|ich are rratr^t^d uiidc^^^ 1^ 
similar, ii^ihorlty limiting. IM^CMOV: J^^ '••}_ 

, opOratlag;'o|i|^<^^ 

Agency opfl^tlons by reaaon ofj l ie natuw of the rc-
•poiai i^l i l ies of the Positions (Opaoifl^A^ 
with dntiiil involviBd in foreigii la^fiij^i^lMlcy; 
maklngi:!|ieriBonnel -i]ive||jtlgitiOm':;|it^^ ;.;" -
aeeitriisr.^mluatioiia;' .f Iduclil'^iiattuiii^ ênf orce-
•mat:.''dii|i 
data hMlifl and aU other > i i i t i o i u " t i i ^ ^ 
impact':.itti§;iiie nation's-ebanoip'iinEsiilM 
hea];ih:'lu|i|Mety of .lii4i^idoii';;(^ii|»^ -
poaitiia«iii:i'||mld be .claasif iedi';'iiii^ca^ 
mlnimuniniiniiestlsation).^ ^'HiaJbeliie^tillit'' '-: 
i f iara||di^-|i»ill^ correct;-.the-'ciasalfie|t^ defIci^enciea 
noted-in'tlie Report.' -
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Increase Security Appraisal staff; We agree that this 
program needs to be strengthened, but equally important to 
adding peri$onnel Is the grant of authority to overrule 
sensitivity classifications made by agencies. We find wldo 
variations among agency classification criteria, as weU. aa,'. 
in the application of the criteria. We feel that the proposed 
executive order will drastically curtail these variations^ 

Retain written inquiries; The centralisation of the HACI 
processing at Boyers, Pennsylvania, Is Just about completed. 
We now are retaining all vouchers that are returned and they ̂  
are used In the adjudication of the case. 

The proposed executive order limits position classification 
to (1) sensitive and (2) nonsensitive.i All apppiOtments to 
sensitive positions would be made subject to an employment 
decision based on the results of a full field Investlgatlpn 
which would be conducted personallyJ without thO use Of 
written Inquiries. Appointment to poeitlons ;at̂̂^̂̂^ 
and above, and all positions requiring;access to iiiibrm^tll^ 
classified as Confidential under E..0. .11652, would rOfluitai 
a National Agency Check with wrlttai linqulrles.; RMifM^ 
to the written inquiries would be retained for sdJudl̂ Otiidiii 
purposes. At the time the NACI csae is closed to th^'^gi^y, v 
a decision will be made as to whether all, part, or npne 
the Information obtained through the NACI will be foi^ 
to the agency. That decision will be based i^n^^j^^ 
ness, relevancy and timeliness of the inforsation. î ppoiejtjî iî  
to nonsensitive positions at GS-g and below not reqnir 
will be made subject to the results of; a NOtlonal Agoncy; i<i|l»̂ ^ 
with retention and dissemination of Infovmatlicm alsb belsig 'ffj^i 
decided based upon completeness, relevancy and|tiamflineOis» 

Establish controls to insure obtaining classifiable fingOTp j i 
prints; Agencies have alrê xdy be«» Informed thait the tqpî  
of fingerprints must be improved;, TO assist the ngencili^li^ 
achieving an expected 95 percent rate of proficieoM^v t^'11 ! i <f 
Commission %rlll offer tralniiag'Opportunities. In finiflp̂ ^ 
Until this rate of proficiency is::'rie»<ihed,:'we,̂ will-';oE|nl||̂ ^ 
request the FBI to make an interlai naaie check;.-in. thoaue'clii^ 
where the fingerprints Initially subaittied a n not oiiaOailî lll̂ ^ 

Establish clear criteria for conducting additional iavear-\\ 
tlaatlon in NAC or NACI cases: Hhlle:the declsiim to 0#D|i3|)tt . M 
additional investigation In NAC or NACI cas^ ia ess«itiii|||̂  
one of judgDHent on the part of aBBainers, we are develo^Klpg: 
additional criteria to augment the criteria in our Suitaiil|ltity ;p 
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I Guidelines (FFM Supplement 731-1). These sddltlooal criteria 
will enable clerical employees to determine which cases should 
be referred to an examiner for a decision ss to the need for 
additional investlgstlon, and should provide for uniform 
decisions among examiners in determining the need for additional 
investigation. 

Establish controls to Insure scope compliance; Fast deviations 
frcn scope requirements have resulted from restrictions on 
resource allocations and unevoi usage of reipources. from; region 
to region. With consolidation of the llUjiC/NACI operatibnis we 
expect to better utilize available resources and be able to 
maintain control on uniform application of criteria for initi­
ating additioiMl investigation. He will be better;able to 
plan resource needs and plan to temporarily jbacklog cases if 
necessary rather than reduce scope because of resource limita­
tions. 

-i 

I 

Request loyalty Investigations only if the information 
being pursued will be dlsqiialifyingt He are in coaqilete ; ̂: 
agreement with GAO*s assessment of the futility of most -
so-called loyalty Investigations ̂  Guiidkuica: in this arcMi 
is sorely needed. He would welcbicJC^iggrO^ 
In the •WMntime, if the proposed order ̂ 1$!^ -; 
partment of Justice will be nsndated tô l̂̂  
establishing; criteria upon irfiich requests; for loyiilty 
investigations will be acceptc^i aŝ  ̂fiê i ss^ c for 
evaluating the results of the investigative Information. 
Recent and continuing consultation between the COamdssioa 
and the Department of Justice (including t)^ FBI) has resulted 
In a draatio reduction In the iraii>er of roquests aado for these 
InvestigBtlons, but no csudtliohiBMl gMi4e^ have existed 
since the Attorney Genersl's list of s^verslve organizations 
was abollabBd several years ago. 

Either (1) obtain congressional authority to retain 
orgsnisational files, or (2) destroy thiem: In compliance 
with Section:'(e)(7) of the Privacy Act of 197A, tlie name 
index dealing with orgsnisarionsi, sifî iliatiOn waia[ iibolisbed. 
Although the information on orgsntsstlclns'has b c ^ retainied, 
we can no longer search iMUMn of iiidividual^ agsliiSt those 
files. Following a recent conftatatlbh with o'llcials of 
th«> FBI's Oonestic Intelligence oiviikiô ;,̂ /!̂  have 4ecided to 
dispose of all our orgsnisation files amdoilminate tiM 
Security Research functiim completely. 
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Assume complete responsibility for entry suitability 
determinations in appointments to nonsensitive positions: 
As stated above, the Commission has approved the delegation to 
employing agencies the responsibility for evaluating suita­
bility Information in all appointee cases. The proposed 
executive order requires the Comnlsslon to issue criteria to 
be used in applying the standard for employablllty In cases 
Involving suitability Issues. We feel very strongly that 
the agency is in a much better position tO make'these deterinlQa-
tlons than the Commission. We would Insist, however^ that this 
adjudication function be centralized at the headquarters level 
of each agency or statutory component thereof. 

Assign responsibility for adjudicatlonof Investigative 
information for sensitive posltlohs to'tho eniploylng igencyt 
We agree with this recommendatibh and will so provide 'in the 
program directive to be issued in complij^nce with proivislons 
of the proposed order. Agencies now; have'adjudieatiyei;: 
authority, by delegation from the Coiiidilssion, In critlcOl 
sensitive positions. 

Establish criteria for determining the aOcuracy^; completeness 
and timeliness of investigative Informatibn collected'^and , ' 
maintained; We agree with the findings that much infdim 
has been Included in investigative files whibh^ would oot m^Ot 
the tests of completeness and timeliness,; but the Commission 
has always demanded, and for the most part maintained, â  
rigid standard for accuracy in its Investigative reports. 

For the most part, incomplete Information usually relates to 
arrest records developed by a search of the FBI indices which 
do not have any disposition shown, and ndi additional ;;lnve8tl-
gatlon is conducted to obtain the disposition. In the futurO;, 
when It is determined that either because of the age of the 
arrest record, or the nature of the offense, no additional 
Investigation is needed, the record Itself will not be maintained 
In our files, nor will it be disseminated to an agency. 

Since the enactment of the Privacy Act of 1974, the Coinmissio 
has taken a number of steps to insure thAt the information; 
collected and maintained is relevant, timely and cooipl'eteVafl̂  
that no Information Is maintained in our' files which descrlibes 
how an individual exercises rights guaranteed by the First 
Amendment. Instructions on reporting Information have been 
issued to our investigators to this effect. At the sttme tiaiia' 
files established prior to the effective;da;'e of' the Privacy 
Act are reviewed prior to their release to an agency to insure 
that any First Amendment information is deletetl. 
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Require agendas to obtain qualifications information from 
employmsnt aad educational sources; This reeonmebdation 
is based on the assumption that written inquiries are sent to 
employers and schools for the purpose of determine quali­
fications. Siich is not the case. When the Coanlssion certifies 
an eligible to an agency, his/her qualification for the 
position has already been deterniineii. If responses to the 
written inquiries disclose a falsification of eocperience 
or education which has affected Certification, the IsOue becomes 
suitability, not qualifications• Also, to be considered in 
this recoopBoadatlon Is the cost factor. The Commission has 
recently centralized the entire NACI operatibn at Boyers, 
Peonaiylvania. The cost difference in processing writtan 
inquiries from thousands of agcuicy Install^Jtions snd from 
one central location would be enbxmbus.; For coOt reasonsM ^ 
alone, we strongly oppose agiincyiiiv^ 
investigative process. AaoitiMr great: conOierni^^ 
of expertlOe in most agencies for ovaluatln^ 
Initiating investigative actiini when̂ ^̂ ra by the responses. ' 

In suansry, we are very much impressed with the prof casi^nallsmiobje^^ 
and incisiveness which are apparent in this ROport. Weare extremoly hopeful 
that this Report will provide the iiiq;tetus for the canorgenee of guiJcUuice, 
direction and support for a viable aindmeaolngft^; personnel security prog^ 
which will protect the Interests of the gjOyeiriimcait and be cost effectlvo. 

31 

Sincerely yours. 

sutive Director 
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UNITED .STATES DEPARTMENT OF JUSTICE 

WASHINGTON, O.C. aoSSO 

NOV 2 i W7 
**inm Rtplr la ike 

••d Mttm to ImUUM u d N o o t e 

Mr. Victor L. Lowe 
Director 
General Governnent Division 
United States General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Lowei 

This l e t t e r i s in response to your requesi for qonr 
ments on the draft report en t i t l ^ ' U n c i o a r G r i t e r id liaii^ 
Inadequate Processes for Ihyest igat ing the Sui^abiilt|^: ̂  
of Pederal Employees." 

We have reviewed the report and beliO'i^e that iltripBhKh 
sents an exce l l ent .analysis;; .and.:::portray'i!il:;of^ .the|:;-pi6jb||;irai|pp 
which beset the Federal Civ i l ian Bilplbyeelioyafity^i^^ 
Program. 

:K: •' ii-M. 

The Department generally agrees with the don^ittBict^^ 
and recommendations cbntalnied In the report. 7H^ 
ing conments are not only ihtended to express pur ̂ î̂ ||jr̂ ^̂ ^ 
on matters contained in thie rieport, but to Convoy tidi||alv̂  
a sense of the importance Which we attach to the sui|i|cit:l̂ ^̂ ^̂  
of the'report. •''-.•';';Vt'-;-:!::ii 

He agree that there is; a distinct hoed for leî i#li$̂ ii|ml 
which consolidates into bhe law the authority tdiiil|!î l̂ i|jM)i!ii| 
and judge the suitability> security, and loyally OifiJ!^^ 
employees. It is particularly.^iii^rtan't-^.that''':^ithbii^pe!;^'f§^ 
in conflict with the Privacy-•:Ac?t--and.:;that-':-it';id«jfin̂ ^ 
a manner acceptable to the cpuit̂ ts> the kinds bl^'oii^jifl^ 
disqualify .an- individual--frbm:\'Federal 'eiiq9loy|t̂ n#.̂ |::̂ ;î -̂n̂ '-̂ i|̂  
report indicates that thlavproblOm-; i8:::;being: aicfdr 
through-.:a proposed revi8ion-'-:pf.';Bixecutiye QrdiE||'-'''|(iBCi;||!l̂ ^ 
which : is the current authority-covering.'--isecuir'ity^'it^^ 
ments .for Governnent employnent'.;^;:.WOIdeliberait: 
the inportance of the 'Prtyacy^Act' bebauOe 'oiE':i^|y^jpwSS^ic|^ 
arising'..'between the. protectibh ::of - .bur̂ .̂hatiohalt̂ Jsiec?̂ p|̂ !̂;|̂  
and recent legislation and court docisioiisprdtectli^K 
the constitutional rights^ of individuals. There iisSi&i'SlSiiv^ 
apparent need for legislation establishingf this Hs^^ 
linitations of personnel investigations and thO ciri£ier:la;Iil 
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for judging the suitability, security, and loyalty of 
Federal eaployees. Such legislation should contain guide­
lines for the collection and dissenlnation of information 
by investigative agencies, as well as a definition of 
the acts of disloyalty and types of suitability which 
would be disqualifying for Pederal employnent. 

Legislation of the nature described above would enable 
security staffs and operating personnel offices to nake 
suitability, security, and loyalty determinations based 
on definitive criteria and standards rather than struggling 
with the existing criteria which are nebulous and open 
to widely differing interpretations by those who use then. 

He also agree that there is a distinct need to clarify 
the security classification of positions as to their sensi­
tivity (i.e., whether or not a position could adversely 
affect national security, other national interests, or 
agency operations, etc.) and to establish additional, 
nore precise categories of sensitivity which will ensure 
that these position security classifications will be applied 
consistently by agencies. Each of these categories could 
then be coupled with a degree or scope of investigation 
which would preclude the insufficient investigation of 
sensitive positions as well as the excessive investigation 
of nonsensitive positions. 

The report points put that the vast majority of 
Federal eaployees have no duties which would enable then 
to naterially affect agency operations. It therefore 
seeas reasonable to confine investigations for such enployees 
to a check of the FBI records for crininal conduct. If 
derogatory Infprnation is developed, the investigation 
could then be expanded. Of particular interest are the 
statistics on investigations conducted by the Chicago 
area center of the Civil Service Connission (CSC) during 
the 12 aonths ended June 30, 1976. Of 96,962 investigations, 
only .04 percent resulted in CSC reaoval of enployees 
in nonsensitive positions, and 59 percent of those removals 
were based on derogatory Infornation developed by Federal 
Bureau of Investigation (FBI) record checks. GAO found 
that the FBI check would have nissed about two reaovals 
per 10,000 people investigated, thus supporting the argunent 
that checking FBI records for nonsensitive positions would 
be adequate. 
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He believe that the report convincingly outlines 
the need for a realistic appraisal and designation of 
those positions in the Federal service which are really 
sensitive—positions requiring great public truot Pt a;ffect« 
ing agency operations, in additipn to those pPsitions', 
which require access to classified information. For such 
positions, there should be established an effective p%^-
gran of investigation and adjudication under ap|>roprla|e 
criteria. 

The Department also agrees with the recbmnendatic^irliS 
directed to the CSC which are designed to (1) imprc>v<i§ 
consistency in classifying positionsi (2| ensure ti!fi:!lH|,:;j; 
occupants of sensitive positions Aire properly inyesllf^^ 
(3) ensure that loyalty inveOtigatibns prbtect the ln^iOj|ii^' 
of the Government without violating the rights p|ii;î |<j»;7r'̂ ^̂  
viduals) and (4) ensure that ihfbrnatioh cbllect^ ;^||v ^̂̂^ '̂  
disseminated is limited to tihat Which is i^ecessairy ̂ r H ; : 
make suitability, security, and Ibyalty deteririinaticml^r^ ;̂̂̂  

hal*l: 
;|..,l .-

In our opinion, implementatibn: of the recbaniiiniip|ibA^^ 
contained^ in the^report^ would:insignificantly'..'en̂ i|hî |j||||||i|̂  
effectiveness Of enployihg agenbies to nake suijipbif^ 
security, and loyalty deternihatibhe:; '^Effectiyeniisp^l^^^ 
improve 'prinarily because î categories:: of:.'::pbaltiPhr'8i!niiiliifi .., 
will be nbre precise; the biassificaitibn-bf.^posttici^ 
with respect to sensitivitycWill;'|.:be:-iiiJore;:..cbhS-lsijfft̂ ^ 
unnecessary investigations 'Wlli'-̂ be-.:ayoided;:.. acbiarai||j'it|||̂|;:-.'4̂ ^̂ ^̂  
pertinent^ information will, ise ;obtaii:̂ d.''in;invesiii!|g|jap|i<̂ ^ 
only infbrmation which i8.'needed'î -.tb-;''make .suitaMiiil3|̂ *i!'-f|̂ ij|̂  
security,i' or loyalty deterWiniaitibhs :.Wlii:--be. cbi||ctip||*.'|j|i;:ii|̂ ^ 
and disseminated; preCise'-.criterisi^Which^.can:::bei;bbh8^ 
applied Will be establiahed;' .fbrr.making -suitabillity^'-isel^^ 
and" loyalty determinations;;'^ and I'the';resignstbi|;i!tj|jr;;;i(|in|lĵ ^̂  
making: such determihationO 'Willi-be properly'-de'lelgat̂ i:'1''(>i:iv|:Iii$:̂ ^̂  

; y- : [ i y - y y - y •:[ - " ' \ . ] : r y y y - - y ' y ' ' •"••'fpii':-:-'B.;.;-:';ilil̂ iS 

One aspect of--the investigiait'ton. prcibbss-whl|Cb:'tiiiii''î y:j:.5;Ŝ  
report does not discuss cbhcerh8:̂ ::t*ie:i lehgth-';-bf v̂|iaMS|:.i;»̂^̂^̂  
required 'to conduct background iinvbitigiitipns 'ah|d̂ ''t̂ j|p|̂ iĴ ^̂ ^ 
the results available to 'the:"agenci'feS...'--;belayŝ -̂̂ iĥ  
the results, of 'background 'ihyestigation8:':c'r-eate'!:i|«rcî ||̂ ^ 
in persbnnel administration, •'resililt'̂ -ln̂ 'per̂ ohheiiiiHbilî ^ 
allowed-'to enter on duty p̂r.tpr• t̂ î b̂bnpletibn:-bt'.;-NŴ :||î p?i-
ground' investigation, or appblnt<̂ e6.'-lp8eiinteî #î .':i|i|(-'̂ '̂ ^̂ ^̂ ^̂ ^ 
find' enplbynent elsewherOw.' 'vWeî 'b̂ lieve'-thati. thei!f%j|pplt|iri:i|l';3ii 
shouldi'-contain an additional-.:recii»nend^t^ 
a. reasonable time limit for'comp-j^eting: ibackgroUip^'i.'li^^ 
tions and the allocation of sufficient resources tO c|P!|||ii|^^i^^ 
them within such limits.. -•%.-•'• y-. -'T^Kl^l'Mmi 
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On pages 45-47 of the report, GAO cites exanples 
taken fron a review of sunaaries of FBI loyalty investi­
gations and concludes that sons of the investigations 
appeared to have little justification. GAO also cites 
exanples taken fron a review of FBI loyalty investigative 
reports and concluded that sons infornation, often un­
supported, did not relate to loyalty or other suitability 
factors. Under BO 10450, as anended, the FBI conducts 
fuxl-field investigations of civilians in the Executive 
Branch of the Government where there are disloyalty allega­
tions. Their responsibility is to determine the complete 
facts both as to loyalty and suitability. The scope 
of the FBI full-field investigation enconpasses the entire 
adult life of the individual. Through these investiga­
tions the FBI strives to protect the national security 

I as well aa individual rights. To prove the innocence 
of an individual under investigation is just as important 
to the FBI as it is to prove the validity of disloyal 
allegations. 

All of the exanples cited in the report refer to 
conduct described in Section 8(a)(5) of EO 10450. In 
addition, the exanples contain infornation concerning 
a close association with a relative, reference, or an 
Individual who has engaged in conduct described in 
Section S(a)(2) or (5) of EO 10450, or has been investi­
gated for actively supporting the use of force and violence 
to overthrow the Government of the United States* There­
fore, we take exception *o GAO*s conclusion that the cited 
exanples illustrate investigations which appear to have 
little justification. 

He consider any infornation developed during a loyalty 
investigation which indicates the individual had an extra-
narital affair leading to divorce to warrant investigation 
to deternine the significance of the suitability factor 
as possible notoriously disgraceful conduct. When derogatory 
information of this nature is received, every effort is 
made to verify or disprove thci infornation. The FBI is 
required to resolve any discrepancies in identification, 
to Interview the original source of the infornation, and 
to conduct sufficient additional investigation to corroborate 
or refute the allegations. They are charged with the 
responsibility of conducting full-field investigations 
to collect infornation concerning loyalty and security 
factors. Once the infornation is collected, it is the 
adjudicator's role to evaluate the individual's conduct. 
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In nany instances, the adjudicator-^^grtter reviewing the 
results of the full-field investigiflons, will interview 
the individual to obtain his or her conments concerning 
the alleged derogatory information. 

In two of the examples concerning FBI loyalty investi­
gations, GAO cited infornation which wa3 obtained fron 
third-party interviewees. These coanentia were furnished 
voluntarily by the third-party interviewees during the 
full-field investigations. For the FBI to distort or 
make the decision to onit the personal connents or views 
of interviewees concerning the enployee would place the 
FBI in an untenable position of biased reporting and 
adjudicating infornation at the investigative level. 
It is the responsibility of the adjudicator to review 
the conments and views expressed by third-party inter­
viewees, evaluate the results of full-field investigations, 
and determine if any of the loyalty or suitability factors 
nay be considered as the basis for disqualification. 

Page 50 of the report states that "Since nonsensitive 
positions have no sensitive duties, and since no aaount 
of checking could reduce the risk to zero, we believe 
checking FBI records for nonsensitive positions would 
be adequate." It is not clear as to what FBI records 
would provide an adequate check. Currently, the FBI 
Central Records Systea and the Identification Division 
Records Systea are checked in fulfilling the FBI's naae 
check and fingerprint responsibilities. To clarify this 
point for the Congress, you aay wish to specify which 
records systems you have in mind as representing an ade­
quate check. 

He appreciate the opportunity given us to eoaaent 
on the draft report. Should you have any further questions, 
please feel free to contact us. 

Sincerely, 

'ilevin O. Rooney (/ 
Assistant Attorney General 

for Adainistration 
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PRINCIPAL CIVIL SERVICE COMMISSION OFFICIALS 

Tenure of office 
From To 

COMMISSIONER: 
Alan K. Campbell, Chairman 
Jule M. Sugarman, Vice Chairman 
Brsa H. Poston, Commisaloner 
Robert E. Hampton, Chairman 
Georgiana H. Sheldon, 
acting Chairman 

L. J. Andolsek, Commissioner 

EXECUTIVE DIRECTCr.t 
Raymond Jacobson 
Bernard Rosen 

May 1977 
June 1977 
June 1977 
Jan. 1969 

Dec. 1976 
Apr. 1963 

July 1975 
June 1971 

Present 
Present 
Present 
Dee. 1976 

Nay 1977 
May 1977 

Present 
June 1975 

GENERAL COUNSEL: 
Patrick Swygert 
Carl Goodman 
Anthony Mondello 

Oct. 1977 
Aug. 1975 
Apr. 1966 

Present 
Oct^ 1977 
July 1975 

(961053) 
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