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REPORT TO THE CONGRESS

BY THE COMPTROLLER GENERAL
OF THE UNITFD STATES

Proposals To Resolve Longstanding

Problems In Investigations Of
Federal Employees

Civil Service Commission

Executive Order 10450 authorizes investiga-
tigns of Federal personnel. it is out of date.
Inherent weaknesses in the order, more recent
laws, and court decisions have made it im-
possible for the Civil Service Commission to
carry out its responsibilities.

in addition, the Commission has not estab-
lished clear criteria governing the extent of
investigations. Such investinziions arc at
présent inadequate for many employees with
sensitive duties and too extenswe for most

employees

Implementation of recommendations in this
report would:

--Clarify authority.

--Provide ‘clear criteria for determining
the extent of investigations.

--Establish controls to protect the pri-
. vacy of mdnvnduals

FPCD-77-64 - -~ . DECEMBER 16, 1977



COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D.C. 20848

B-132376

To the President of the Senate and the
Speaker of the House of Representatives

This report is an analysis of the Federal program for
investigating the suitability of Federal employees. We
discuss problems of the program and the actions needed.

The implementation of our recommendations would establish

a sound statutory base for investigations; provide a means
to icentify and adequately investigate occupants of posi-
tions that entail sensitive duties; and greatly reduce, for
the vast maJorlty of Government employees, the extent of
investigation, invasion of pr1vacy, and dissemination of

information.

We made this review pursuant to the Budget and
Accounting Act, 1921 (31 U.S.C. 53), and the Accountlng
and Auditing Act of 1950 (31 U.S.C. 67).

We are sending copies of this report to the Acting

Director, Office of Management and Budget; the Attorney
General; and the Chairman, Civil Service Commission.

;2 «er General

‘of the Unlted States




COMPTROLLER GENERAL'S PROPOSALS TO RESOLVE LONG-
REPORT TC THE CONGRESS STANDING PROBLEMS IN INVESTI-

cover

GATIONS OF FEDERAL EMPLOYEES
Civil Se:vice Commission

Authority to conduct investigations of
Federal personnel is based on Executive
Order 10450, dated April 27, 1953, and
public laws and other Executive orders.
(See app. I1.) Executive Order 10450
united the previously separate suitability,
security, and loyalty programs under the
framework of a security program. It pro-
vides that suitability and loyalty are to
be evaluated to determine if employment

of a person is clearly consistent with
national security. It does not provide
that suitability be evaluated to promote
the efficiency of the Federal service. It
also makes the Civil Service Commission
primarily responsible for conducting the

investigations.

Since 1953, the Commission has had to
modify its investigation process under
Executive Order 10450 to comply with con-
straints in new laws and with court deci-
sions. The cumulative effect of these
constraints has ‘been to

--reduce the authority of employing agencies
to remove employees under the provxsxons
of Executive Order 10450 and '

—f11m1t the Commxssxon-s ab111ty to obtain
information bearing on an applicant's or
employee's suitability for employment.

In short,'the order is noﬁ out'of date.

RECOHHENDATiON TO THE CONGRESS

‘Accordingly, the Congress should consolidate

into one law the authority to investigate
and judge the suitability of Federal employ-
ees, 1nc1uding the potent1a1 of employees in

the’ - ; FPCD-77-64

should be noted hereon.



sensitive positions to impair national
security. The Congress should consider:

--Restrictions imposed on personnel inves-
tigations by other laws, such as the
Privacy Act of 1974, and court decisions
protecting individuals' constitutional

rights.

~--Whether the Civil Service Commission
should investigate occupants of nonsen--
sitive positions only to determine prior
criminal conduct, leaving to employing
agencies the respon51b111ty for assessing
eff1c1ency.

-—Need to define, in a manner acceptable
to the courts, disloyal acts which should
bar Federal employment.

--Scope of investigation needed for the
several levels of security clearances
granted Federal employees.

--Whether there is a need in the legislation
for provisions to aid the Civil Service
Commission in gathering local law enforce-
ment information; e. 9., reimbursing local
law enforcement agenc1es for supplying
information, receiving assistance from -
Federal law enforcement agencies, or clar-
ifying the Commission's legal authority
to have local arrest information.

RECOMMENDATIONS TO THE .
CIVIL SERVICE COMMISSION

GAO recommends the following series of major
changes by the Commission.

1. To improve employing agencies' consist-
ency in classifying positions as to the.
scope of investigation needed, establish

~criteria which will provide agencies
clear instructions on how to classify
pos1t1ons into three categorxes based on
sensitivity of duties gnd assign more
people to the review of agency classifi-
cations.  These c1ass1f1cat1ons should

it



tlien be used as the communication tool

for designating the scope of the investi-
gation, the responsibility for adjudica-
tion, and the need to d1ssem1nate investi-

gative results.

To insure that occupants of sensitive
positions are investigated properly,

--establish controls over written
inquiries and see that classifiable
fingerprints are obtained;

--establish clear criteria for deter-
mining when cases should be further
investigated; and '

--establish controls to prevent arbi-
trary reductions in the scope of
investigations.

To insure that loyalty investigations
protect the interests of the Government
and the rights of individuals, order
loyalty investigations only when the
type of information being pursued will
be disqualifying if verified.

To insure that the investigative infor-
mation is limited to only that which is
needed to make suitability, secur1ty,_
and loyalty determlnatlons,

--assume complete respon31b11ity for
-adjudicating past conduct in making
suitability determinations for oc-
cupants of nonsensitive positions
and retain the investigative results;

--a551gn adjudxcatlon respons1b111ty for
all sensitive pos1t10ns to employing
agencies;

--establish criteria on the completeness,
accuracy, and age of information which
can be collected, used, or disseminated
to an employing agency; and

--when needed to determine the quali-
fications of potential appointees,
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direct employihg agencies to make
appropriate inquiries of prior
employment and educational sources.

Federal regqgulations provide criteria for
agency classification of positions accord-
ing to the sensitivity of their duties.
(See ch. 3.) The classification indicates
to the Commission what type of investiga-
tion to conduct. The regulations make
agency heads responsible for classifying
positions accordlng to wkether the posi-
tions are

--critical sensitive, requiring a pre-
appointment full f1eld investigation:

--noncritical sensitive, requiring a
preappointment national agency check
and postappointment inquiries; or

--nonsensitive, requirlng a postappoint-
ment national agency check and inguiry.

These criteria are not entirely clear as
to what duties should make a position
critical sensitive. The criteria are
silent as to what kinds of duties should
be classified as noncritical sensitive,
except that as a minimum, duties requiring
access to secret or confidential defense
information should be in that category.

Consequently, most agencies are using the
noncritical sensitive category only for
positions with access to secret or confi-
dential defense information. They are.
including in the nonsen51t1ve categori
positions with duties requiring great
public trust. (See p. 19.) For example,
the Federal Aviation Administration
classified many air traffic controllers
nonsensitive, even though occupants of
these positions deal with the publlc and
have a high degree of public trust in
routing air traffic. (See p. 21.)

GAO believes that'the_national agency
check and inquiry as now conducted is
inadequate for occupants of any position
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which has sensitive duties. Neither the
Commission nor the employing agency should
rely on the national agency check and
inquiry investigation to judge the suit-
ability of individuals in sensitive posi-
tions until proper controls are established.

(See ch. 4.)

The extent of investigation seems excessive
for the vast majority of positions which
have no sensitive duties. Such investiga-
tions could be reduced to checks of FBI
records. (See p. 36.)

The Commission's information. gatheting
system has few limits or controls. It
collects, retains, and disseminates to
agencies data which is incomplete, irrele-
vant, outdated, and unverified. All derog-
atory information collected is dissemi-
nated to employing agencies even though
much of it is not useful for suitability,
securitv, or loyalty determinations.

The Commission has no overview on how the
agencies use the information. (See ch. 5.)
For example, 56 percent of the information
the Commission collected ocn 86 randomly
selected cases was minor and not useful
for adjudication. Yet the Commission dis-
seminated such information to the employ-
ing agencies in 55 of the 86 cases. (See

p. 39.)

The Commission disseminates information
used@ s leads and information deveioped
during loyalty investigations by the PBI
even though much of the information relates
to disloyalty only vaguely or not at all.
(See p. 44.)

The Commission has maintained security
files that contain information on individ-
uals and organizations believed to be
subversive or radical. These files are
not specifically authorized, duplicate a
function authorized for the FBI, and draw
together information collected and pub-
lished by others. To comply with the



Privacy Act, the Commission stopped using
"an index to check individuals' names which
appear in the files, but the source material
was still maintained, and an index of organ-
izations was used at the time of our review
- to obtain information on alleged organiza-
tional affiliations. (See p. 44.)

AGENCY COMMENTS

Respoudxng to the recommendations in this
report, the Civil Service Commission dis-
agreed that legislation is needed that
would consolidate the authority to investi-
gate applicants &nd appointees and to ad-
judicate results. It did say, however,
that either congressional or presidential
action is needed to correct deficiencies
and provide direction in areas of uncer-
tainty. The Commission has decided to
destroy its security files on alleged
subversive and disloyal abtivities.

‘The Commission is extremely hopeful that
this report will "provide the impetus for
the emergence of guidance, direction and
support for a viable and meaningful per-
sonnel security program which will protect
"the interests of the government and be
cost effective."

Department of Justice considers this report:

to be an excellent analysis of the problems _p_a;f

which have beset the Federal personnel
loyalty/securlty program and agrees that -
there is great need for legislation settlng

forth and clarifying the goals and limita- o

tions of personnel investigations.
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CHAPTER 1

INTRODUCTION

Almc 't everyone entering Federal service is investigated
to make s. ‘e he or she is reliable, trustworthy, loyal, and
of good character. These investigations are based on Execu-
tive Order 10450 (as amended), dated April 27, 1953. The
Executive order established a program to prevent Federal
employment of persons who could adversely affect national
security. The Executive order also made the Civil Service
Commission (CSC) primarily responsible. for conducting the
personnel investigations. The authority to conduct personnel
investigations is also embodied in other public laws and
Executive orders. (See app. II.)

Before Executive Order 10450 was issued, the Government
had separate suitability, security, and loyalty programs,
Under section 2 of the Civil Service Act of 1883 (codified
under title 5 of the U.£. Code), CSC has. the authority to
investigate the ability and fitness of applicants to the
Federal service. Executive Order 9835 (1947), now revoked,
provided that all employees in the executive branch should
undergo investigation to establish their loyalty to the
United States. The act of August 26, 1950 (Public Law
81-733), gave 11 agencies and departments authority to
suspend or remove employees in the interest of national
security and gave the President authority to extend the
act's provisions to other agencies. Also, at least seven
additional laws 1/ have given separate authority to specific
agencies to remove employees for security reasons.

Executive Order 10450 united the previously separate
suitability, security, and loyalty programs under the
framework of a security program. The order provides that
suitability and loyalty are to be evaluated to determine if
employment of a person is clearly consistent with national
security. It does not provide that suitability be evaluated
to promote the efficiency of the Federal service.

1l/Atomic Energy Act of 1946, National Security Act of 1947,
Economic Cooperation Act of 1948, Mutual Security Act of
1951, U.S. Information and Education Act of 1948, National
Science Foundation Act of 1950, and Federal Civil Defense

‘Act of 1950. '



In his 1953 state of the Union Message, before signing
the order, President Eisenhower said:

"The safety of America and the trust of the
people alike demand that the personnel of the
Federal Government be loyal in their motives and
reliable in discharge of their duties. Only a
combination of both loyalty and reliability
promise genuine security."”

BASIC PROVISIONS OF :
EXECUTIVE ORDER 10450

.Executive Order 10450 (see app. I) ptovides that:

--al1l persons seeking employment in the Government
shall be Judged by mutually consistent and no
less than minimum standards and procedures.

--Each agency head is responsible for establishlng
and maintaining an effective program to insure-
that the employment of applicants and retention
of employees within his or her agency is clearly -
consistent with the 1nterests of the national '
securlty. :

--The appointment of each civilian employee shall be~
made subject to investigation. The scope of the
investigation shall be determined by the degree of-
adverse effect the occupant of the posxtlon can .
have on the national securlty, but in no event -
shall the investigation consist of less than a
national agency check and written inquiries.

-=-The head of the agency is responsible for de81gnat-
ing, by a sensitivity classification, the scope
of the investigation needed for each employee.

--Whenever information is developed which indicates
that the retention of an employee is not clearly
consistent with national security, the information
is to be forwarded to the head of the agency. o

--If information indicates that employment of an
individual may not be clearly consistent with
national security, the head of the agency shall
suspend the employee and, if necessary, terminate
the person's employment in accordance with the



provisions of the act of August 26, 1950 (Public
Law 81-733).

~--Investigation information which indicates that an
individual may have been subjected to coercion,
influence, or pressure to act contrary to the
interests of the national security shall be
referred to the Federal Bureau of Investigation
(FBI) for a full field investigation. This inves-
tigation is commonly referred to as. a loyalty
investigation.

INVESTIGATIONS AUTHORIZED

BY EXECUTIVE ORDER 10455‘

Executive Order 10450 authorizes two kinds of investi-
gations--full field and national agency check and inquiry
(NACI). Full field investigations are conducted: for all
positions having duties that are critical in terms of the
national security or requiring a high degree of trust.~. o
Such investigations include a check by CSC of Federal
agency arrest and investigative records and personal" 1nter-
views and checks of local sources by CSC investigators. ‘In .
a previous report 1/ we discussed full field 1nvest19ations]f
and disclosed that agencies were inconsistent in classxfy-'ﬂ
ing positions because the criteria established under s
Executive Order 10450 were too ambiguous. ~

The NACI also includes a check of Federal agency arrest
and investigative records but uses only written inquiries to
check local sources. The NACI investigation is conducted
for persons occupying less sensitive positions than those :
requiring full f1e1d 1nvestlgat10ns.

The national agency check of arrest and 1nvestlgat1ve.i5
records, in both full field and NACI investigations, P
1nc1udes a search of:

--FBI fingerprint and investigative files.
--CSC investigative files. -

--Defense Central Index of Investigations records
(including material in the Army Investigative

1/"Personnel Security Investigations: Inconsistent Stahd-'
ards and Procedures" (B-132376, Dec. 2, 1974).



Records Repository, Naval Investigative Service
Headquartcrs, and Air Force Office of Special
Investigations) and Coast Guard Intelltgence
records.

In an NACI the written inquiries which supplement the
rationa. agency check ask for information concerning a
person's loyalty, character, associations, experience,
education, or arrest records. The information comes from

--former employers and supervisors;

--local law enforcement agencies at places of
employment, education, and residence;

--refere .~es listed on the application;

--militaty personhel files if the employee was
in the military service; and .

-—-immigratica files when appropriate.

When an NACI investigation develops adverse security
or suitability information, other than that relating ‘to .
loyalty, a limited su1tab111ty investigation is condncted
by CsC. Ordlnarxly, this is not the equivalent of a full
field investigation, because it is limited to obtaxntng g
needed details about the adverse or questionable informa-:
tion. Its purpose is to determine present sultablllty for
Federal employment. : :

If CSC's 1nvesttgat1on reveals derogatory 1nformatlon
regarding such matters as sabotage, espionage, treason,
sedition, membership in or affiliation with subversive .
organizations, unauthorized disclosure of secutity'info:-
mation, or refusal on grounds of self-incrimination to =
testify on loyalty matters before a congressional com--
mittee, CSC refers the case to the FBI for a full fleld
loyalty investigation.

CSC OPERATIONS

The CSC Bureau of Personnel Investigations is responsx-
ble for all CSC investigative programs. The Operations -
Division performs the national agency checks and maxntalns
investigative files. The Division of Reimbursable Investi-
gations, Washington, D.C., schedules and controls full
field investigations. Also, investigators from reglonal
offices interview witnesses and check local records. -



At the time of our review, CSC had three area centers,
in Chicago, New York, and San Franctsco, which were respon-

sible for
--receiving NACI requests from agencies,

--preparing requests for the national agency check
and the inquiries,

--identifying derogatory 1nformatxon as it is
gathered, and :

--screen1ng the derogatory 1nformat10n to determine
whether CSC or the agency should adjudicate the
results. ' _

Area center operations and much of the Operations
Division's respons1b111t1es have now been consolidated at
one center in Boyers, Pennsylvan1a. CSC officials said - ,
the processing operation will remain essentially the same, L
but the consolidation will reduce duplication of effort . .
between Washington headquarters and the area centers and
thus reduce processing time and costs. : el

Until the end of fiscal year 1976, personnel in the ,
CSC regional offices were adjudicating 1nvesttgat1ve results
which area center personnel considered serious. Cases ‘which
needed further development were referred to the CSC regtonal-
investigators for a limited suitability personal investiga- -
tion. However, the. adJudzcatlon function is now consoll--_r
dated at CSC’ headquartnrs. o

Appendix V shows the processes for both NACI and full |
field investigations. o

Proce551ng workload and cost

During fiscal year 1976 CSC conducted 336,321 NACI
investigations and 26,903 full field 1nvestlgatlons. :
Identifiable costs amounted to $23.5 million for an average
cost of $10.50 per NACI 1nvestlgatlon and $741 per full
field investigation. . _

A CSC official said the $741 is the total CSC cost
for conducting a full field investigation. But CSC does
not maintain records showing the total cost of conducting
an NACI investigation. The identifiable costs include CSC
direct and indirect labor, personnel benefits, travel, ‘and”
supplles. They do not include administrative overhead,
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space, utilities, telephone, and mailing costs. CSC also
does not obtain cost information from other agencies, such
as the FBI, which contrtbutes to the NACI and full field

investigations.
During fiscal Year'1976,'which covered July 1975

through September 1976, CSC reports showed the tollowing
processing results for the NACI investigations:

CSC workload results

for fiscal year 1976 _ Number . Percent
NACIS processed o 336,321 100

NACIs convfcted to limited
suitability investigation ' 1,586 ' <47

Employees under investigation _ _ _ -
who quit or terminated durlng : ' S
the investigation . 385 11

Employees removed from Federal
service by CSC as a result of
NACI and limited suitability S
investigations 102 .03



CHAPTER 2

CONSTRAINTS ON INVESTIGATIONS IMPOSED BY

COURT DECISIONS AND NEW LAWS

Since 1953, when Executive Order 10450 was promulgated,
CSC has had to modxfy its investigative process to comply
with constraints in new laws and court decisions. The cumu-
lative effect of such constraints has been to R

--reduce the authority of employing agencies to
remove employees under the provisions of
Executive Order 10450 and

~--limit CSC's ability to obtain information
bearing on an applicant's or employee's suit--
ability for employment.

PREVIOUS STUDIES

Citing confusion due to grouping general SUItablllty, ,
loyalty, and security under one program, congressional com-
mittees and other groups have recommended that Executive. -

Order 10450 be replaced. A draft of a proposed new order
- was under consideration when we completed our rev1ew. (See

pPp. 8 and 24 )

During 1953 to 1956 the administration used the removal
authority of Executive Order 10450 as a basis for temov;ng
employees who were then labeled security risks. fThis' -
resulted in complaints to the Congress that many people
removed were not disloyal or subvet51ve. .

As a result, the Senate Committee on Post Offlce and
Civil Service and the Commission on Government Security
(Wright Commission) started 1nvestlgat1ng the admlnlstratxon
of the Federal personnel investigation program in 1955.

When the groups completed their reports, the conclusxons

were sxm11at.

The Senate Committee on Post Office and Civil Setv1ce'
reported:

—-The scrambllng of the three categorxes of loyalty, _
security, and suitability under one general classi- '
fication of security risks has brought about endless

confusion. .
o



--The Congress.should-enact legislation to govern
the dismissal or suspension of Government employees
on loyalty and security grounds.

The Commissionfon Government security stated:

--While the current program has been labeled and
justified as a security program, it has in practice
been an unnatural blend of su1tab111ty, loyalty,
and security programs.

--The hybrid product has resulted in inconclusive
adjudications, bewildered security personnel,
employee fear and unrest, and general publlc
criticism.

--A loyalty program should supplement a suitability
program which would authorize termination of
employment for such cause as would promote the
eff1c1ency of the Federal service.

_ Both the 9lst Congress and 92nd Congress conducted
hearings on the administration of the Subversive Actlvxttes_»
Control Act of 1950 and the Federal Civilian Employee - . -
Loyalty-Security Program. A committee report 1/ 1ssued in
1973 recommended that Executive Order 10450 be replaced by
an Executive order which pulls together the authortty for
personnel investigations and establishes minimum speclfled .

- standards’ for loyalty and securlty. _ e _

The Domestic Council Committee on the nght of Ptxvacy“#
made a proposal for a redraft of the authority in 1976. -
This study group said that CSC seemed to have adequate SR
authority to conduct 1nvestlgat10ns but that the authority
was dispersed through various laws, regulations, and. _ ’
Executive orders. The committee report recommended that ', !
investigation and adjudication be covered under one’ author-nﬂ
ity reflecting the policy that personnel investigations atev”
concerned primarily with sultablllty for Federal employnent
as prescribed by civil service regulatlons and that securlty
considerations be invoked only in situations in whlch these
suitability criteria are not appllcable. . .

1/House Conmittee on Intetnal Security-—Subconmittee on
Loyalty-Security, H. Rept. 92-1637.



Adoption of the recommendations made by many of the
study groups would not restructure the existing prograa
but rather would give a single authority to existing CSC
practices, including retention of the NACI as the minimum
xnvestxgatxon. CSC is currently conducting investigations
under security authorities and adjudicating the results
under separate suitability regulations.

COURT DECISIONS AND LEGAL INTERPRETATIONS

Many court decisions and resulting legal interpreta-
tions have affected the personnel investigative process
since Executive Order 10450 was issued. Some of those
cited by CSC and study groups as hav1ng a sxgnlflcant impact

follow.

Removal authority under Public Law
BI-733 relates to national secutity

The Supreme Court held 1/ in 1956 that the removal
authority of Public Law 81-733, which was extended to all
agencies by Executive Order 10450, was applicable only to
positions which could affect the national secur;ty. The
order, which is basically a security directive, is still
used as the basis for personnel 1nvestlgatlons and favorable
determinations. However, all adverse actions resulting from
the investigations are now taken on the basis of other suit-
ability criteria issued under civil service laws and regula-
tions. The court decision invalidated the removal . authority
of the order for occupants of nonsensitive positions, but in
practice agencies stopped using the removal authorlty of
Public Law 81-733 for any adverse actions.

Disloyalty is not effective
grounds for removal

Executive Order 10450 requires that all persons employed
by the Federal Government be of complete and unswerving
loyalty to the United States. Congressional testimony and
several Supreme Court rulings also support the policy that
disloyal persons should not be permitted to be employed in
the Federal service. .

However;_csc has no élear guideiines_as to what dis-
loyal acts should be disqualifying. CSC suitability

1/Cole v. Young, 351 U.S. 536 (1956).
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standards state merely that engaging in activities with
intent to destroy this constitutional Government by illegal
means will be disqualifying. Although the standards pro-
vide examples of acts which are not disqualifying, they

do not further define disloyal acts.

The Executive order includes similar standards which
have not been useful because CSC does not have guidelines
on how to identify the following dlsloyal actions cited in
the order.

--Advocacy of use of force or violence to overthrow
the Government of the United States or of the
alteration of the form of government of the Unlted
States by unconstitutional means. :

--Knowing membership with the spec1fic intent of -
furthering the aims of, or adherence to and active
participation in, any foreign or domestic organi-
zation, association, movement, group, or combina-
tion of persons (hereinafter referred to as organ-
1zat10ns) which unlawfully advocates or practices
the commission of acts of force or violence to
prevent others from exercising their rights under
the Constitution or laws of the United States or
of any State, or which seeks to overthrow the ' °
Government of the United States or any States or-
subdivision thereof by unlawful ‘means. :

The Executive order states that the Attorney General
should furnish advice on the employee security program. L
But since 1974, when the Attorney General's list of subverv:9
sive and disloyal organizations was abolished, agencxes -
have not had guidelines on disloyalty. The order is- clear,

however, as to such criminal acts as sabotage, espionage,

and treason being reasons to convert the case to the FBI.

Although CcsC refers cases of questionable loyalty to B
the FBI for investigation, it does not remove employees }
on the grounds of d1sloyalty. CSC officials told us that
the Commission had not removed anyone for disloyalty for
over 20 years. During 1972 through 1976, for example,

CSC screened 1,265 loyalty cases, referred most of them
to the FBI,. but removed none on loyalty grounds.

After the Supreme Court ruled that Executive Order
10450 could not be used as the authority to remove an
employee from a nonsensitive position, CSC and employing
agencies began citing suitability factors other than
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1oyalty and using thelr removal authority provxded by _

civil service regulations to deny appoxntnent or remove

persons suspected of being disloyal. That is, they cited

such factors as fraud for failing to admit membership in a
subversive organization on the application form, criminal
conduct, or notoriously disgraceful conduct. CSC. and the .
agencies generally took no action if no other disquali ying
grounds were found. However, more recent legal decxslons L
have restricted CSC's ability to remove for fraud. ' Ques-
tions have also been raised about what is needed and what
procedures should be followed in remov1ng a per*on for
loyalty without violating the person's constltutxonal r ghts.

When issued in 1953, the Executive order made belong-f?
ing to an organization which advocated the overthrow of- the
constitutional form of government of the Unlted Stat=s a -
disqualifying factor for Federal employment. ‘The Attorney
General, to fulfill his responsxbllxty under the order,'; i
maintained a list of such organizations that was ‘or glnal '
established for the previous loyalty prograa.,q :
or assocxatxon with one of these organxzatxons
primary reason persons were barred from employaent or re--'A
movea for disloyalty in the first' ‘few years afte]~the order
was issued. Failing to admit such membershlp ‘was later }
used as the basis for citing fraud as’ the dlsquallfyxng S

factor.

However, the Supreme Court held l/ on January 23 31967
that proof of nembersh1p without proof'of specxflc 1n'
further unlawful aims of an organization was not a su
cient constitutional basis for exclusion from Govern-e
posxtxons. Executive Order 11785 1up1enented this deci.
in 1974 and revised Execucive Order 10450. Order 11785
prohibited use of the Attorney General's list of organixa-
tions which had not been updated since 1955. , S :

oyalty guestxons are not'd
asﬁea .on aggilcatlon .

One of the wethods CSC used to determine vhether an.
applicant belonged to an organxxatlon advocatlng the" over-‘i
throw of the government and having the intent to further the
aims of such organization was to ask the applicant on the
application form and on the sensitive position data form.
The CSC general counsel, however, in consultatlon thh the

1/Keyishian v. Board of Regents, 385 U.S. 589 (1967), . .

11



Department of Justice, recommended that these guestions be
deleted from the application form after court decisions, in
effect, prohibited routine inquiry into an individual‘s.
membershlp in organizations. Thus, in September 1976, after
failing in four attempts to satisfy the courts, CSC stopped
asking the loyalty questions on application forms used in
the examining process. :

In January 1968 the Supreme Court stated 1/ it 1mtet-'
preted such phrases as "to safeguard the country from sabo—
tage or other subversive acts™ to mean protection from
actions, not ideas or beliefs. The Court also saxd-'

" % #. % the stream of authority admonishes courts -
to construe statutes narrowly so as to av01d con-= S
stitutional questions. . SR L

"Whenever const1tut10na1 11m1ts upon the 1nvest ~

gative power of Congress have to be drawn by i
Court, it ought only to be done after Congre
demonstrated its full awareness of what is at
by unequ1voca11y authorizing an 1nqu1ty of" du
limits. Experience admonlshes us to ttead wat ‘
~in this domain.”® _ ?;_-

infringe on constitutional rights of employees.
basis the Supreme Court has overturned employee remova;‘ac—

tions. : S o o . . ‘Tﬁf_i.i
In 1960 the'Supreme Court held 2/: e

"* & * an Act touching on First Amendment txghts
must be narrowly drawn so that the precise evil . : g
is exposed; that an unlimited and 1nd1sctiminate f
search of the employee's past which interféres _gej
with his associational freedoms is unconstitu=. '_ff”
tlonal-- ‘ * *- . . : . ’

1/Schneider v. Smith, 390 U.S. 17 (1968).

2/shelton v. Tucker, 364 U.S. 479 (1960).

12




In December 1976 the Supreme Court 1/ referred to
earlier decisions which held that rules preventing free
expression are suspect and that denying employment on the
basis of political associations has the potential tc cur-
tail free expression by inhibiting persons from establish-
ing or retaining such associations. The Court held that
the rights of liberty and property cannot be destroyed under
the pretext of preserving the American form of government.
The Court also cited a lack of proper precision in regula-
tions and questioned indiscriminate searching of an employ-
ee's past during investigations. The Court stated: '

" * * * In areas of protected freedoms, regula-
tions based upon mere association and not upon
proof of misconduct or even of intention to act
unlawfully, must at least be accompanied by
standards or procedural protections sufficient
to safeqguard against indiscriminate application.
If * * * 'liberty' is to be regulated, it must .
be pursuant to the law-making function of Con-
gress * * * [a]nd if that power is delegated, the
standards must be adequate to pass scrutiny by
the accepted tests.” ‘ '

EFFECTS OF NEW LEGISLATION

Access to some local law

enforcement records 1s restricted

Due to legal constraints and nonresponses to inquiries,
CSC cannot check some local law enforcement records even
though the check is required by Executive Order 10450. By
September 1976 the Chicago area center had stopped sending
inquiries to law enforcement agencies in New York, Califor-
nia, Minnesota, New Mexico, Massachusetts, and Illinois and
in 86 cities in other States because the agencies refused -
to release criminal information to CSC. Some of the larger
cities are Detroit, Indianapolis, and Washington, D.C. . .
Thus, an investigation cannot surface criminal information -
on individuals who reside in these areas unless the infor-.
mation is also on file with the FBI. A o

Restrictive State and local rules or laws are normally
based on interpretations of the provisions of either the
Privacy Act or the Criminal Justice Information Systems
regulations implementing the Crime Control Act of 1973.

1/U.S. v. Robel, 389 U.S. 258 (1967).
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CSC officials said in other cases the restrictions result
only from anxieties on the part of police officials that
they would violate cone of the above regulations.

A CSC official said that some local law enforcement
agencies do not believe CSC can legally distribute informa-
tion from local agency records to an employing agency. The.
Criminal Justice Information Systems regulations authorize .
law enforcement agenc1es to provide criminal history infor- .
mation to Federal agencies that are authorized by statute:
or Executive order to conduct investigations for determxning
suitability or eligibility for security clearances. Yet,
the regulations proh1b1t further dissemination to non-
trxmlnal-Justxce agencies. The CSC general counsel's
position 1s that CSC conducts the investigations on behalf
of the employing agency and, therefore, can dlsseminate
the lnformatlon to the agencxes. - -

csC has attempted to convincn local law enforcement
agencies that it should have access to records by sendlng
CSC field investigators to discuss the matter with the
agencies and also by publishing an article in a pollce
trade journal. However, the problem still exists; and CSC
is unable to obtain complete criminal arrest 1n£ormat10n.p;~

Educational 1nqu1r1es
are not made -

Execut1ve Order 10450 requires CSC to send written.
inquiries to schools attended by the person under. 1nvest1-'r
gation. Schools, however, can no longer respond to gene'“l
information requests or to requests not signed by a pare
or by an eligible student. As a result, the Chicago. area, .
center has discontinued requestlng information from svhools;

A Federal regulatlon (45 CFR 99) establ1shes provxslons
to protect the prlvacy rights of parents and students.. . The;
regulation requires an educational agency or institution to -
obtain written consent from the parent or student before .
disclosing personally identifiable information other. than’
directory information from the educational records of a
student. The written consent must come from the parent or
~a student who is 18 years old or enrolled in post secondary
education; the consent must be dated and include .

--a description of the records to be disclosed,

~-the purpose of the disclosure, and
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--the party or class of parties to whom the dis-
closure may be made.

CSC's inquiry form did not meet these requlrements and
schools stopped replying. CSC used a general inquiry form
which was prepared from data on the application and request
for investigation form. The inquiry asked the school to
verify attendance dates and whether the person had graduated
and received a degree. The inquiry also asked for any
information available regarding the person's conduct,
loyalty, reliability, honesty, trustworthiness, character,
and general fitness for the position. The applicant was
neither advised of the questions being asked nor required
- to S1gn the request as required by the regulation.

Privacy Act of 1974

The Privacy Act of 1974 affected the availabillty of
information and the willingness of sources to respond to
inquiries. The actions CSC has taken to comply with the act
have increased its workload and poss1b1y reduced the effect-
iveness of the investigative program in an attempt to pro-
tect the privacy of individuals. Since still more changes -
may be needed to fully comply with the Privacy Act provi-
sions, any restructurlng of 1nvestlgat1ons should fully
consider these provisions. - :

In pa581ng ‘the Pr1va¢y Act of 1974, the Congress found
that the privacy of an individual is directly affected by
the collection, maintenance, use, and dissemination of
personal information by Federal agencies.  The Congress
also indicated that misuse of information could affect an
individual's opportunities for employment and right to due
process. The act regulates Federal agencies' use of infor-
mation and includes provisions which direct agencies to
collect, maintain, use, or disseminate any record of identi-
fiable personal information in a manner that assures that
such action is for a necessary and lawful purpose, that the
information is current and accurate for its intended uSe,
and that adequate safeguards are prov1ded to prevent misuse
of such 1nformat10n. : .

The act restr1cts the- dlsclosure of personal informa-
tion without the individual's consent, discourages keeping
- the source of information conf1dent1a1 from the individual,
and requires the agency collecting information to inform
each individual it asks for information of its authority and
and whether the dlsclosure is mandatory or voluntary. ‘As a
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result, CSC revised its forms to discourage the use of
confidentiality, to stop disclosure of personal information
to references, and to provide authority for investigation.

CONCLUSIONS

We believe that the many laws and court decisions
bearing on CSC's authority have resulted in confueion as
to which parts of Executive Order 10450 CSC can continue to
implement. Although CSC has modified its procedures to
comply with constraints, it has found its ability to obtain
such data as local criminal and educational information
weakened. Apparently, information on an applicant's educa-

.tion could be obtained if the inquiry is to the 901nt and

accompanied by the applicant's authorization.

Although loyalty to the United States is set forth as
a requirement for Federal employment, the laws do not set
forth the kinds of acts (other than crimes) which should: be
disqualifying on the grounds of disloyalty. Consequently, -
CSC has been forced to search for other grounds for dis-
qualifying persons suspected of disloyalty. : e

We believe there is a need for legislation consolidat—= -
ing into one law authority for investigations and defining;'
in a manner acceptable to the courts, the kinds of acts. .
which should dlsqualify an 1nd1v1dual for Federal employment.“
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'CHAPTER 3

REGULATIONS ON PERSONNEL

INVESTIGATIONS NEED REVISION

Federal regulations made agency heads respops@ble for
analyzing positions according to whether the positions are

--critical sensitive,
--noncritical sensitive, or
-—-nonsensitive.

" These classifications control whether employees appointed to
the positions must be subjected to a full field investiga-
tion or to a less 1ntense NACI. :

The regulations provide clear criteria as to how to
categorlze high level policymaking positions and positions -
with duties requiring accéess to classified defense .informa-
tion. However, they are unclear as to how the agencies o
should categorize other. 9051t10ns, and CSC has only three
people to help the agencies in this program. Consequently
the agencies have not used ‘the categories consxstently.-

Executive Order 10450 requ1res csc to furnish investi-
gative results to employ1ng agencies, and other regulattons
require the agencies to use the results in determining suit-
ability. Title 5, U.S. Code 3301, makes CSC also responsi-

ble for such. ad3ud1cat1on.' This dual responsibility extendSQ”

through the first year of employment. Thus both CSC and the
agencies have derogatory information developed by the inves-
tigation. But the selected agencies we reviewed were not
removing employees on the basis of this information nnlecss
they could relate prior misconduct to the employee's ability
to perform sensitive duties of their positions.

REGULATIONS UNCLEAR

Executlve Order 10450 reguires that the occupants of
positions which could have a materially adverse effect on
the national security be classified sensiti.. and, with
certain exceptions, only be filled by persons who have first
received a pteapp01ntment full field 1nvestlgatxon. All
other positions are nonsensitive and receive no less than
an NACI. :
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Unfortunately, the Executive order is not clear on what
constitutes national security. The Supreme Court noted this
problem in 1956, 1/ 3 years after the program was authorized,
when it found that the removal authority of the order was
applicable only to occupants of sensitive positions. The
Supreme Court took the position that while the term "national
security" was not defined, it was intended to entail

"only those activities of the Government that

are directly concerned with the protection of

the Nation from internal subversive or foreign
aggression, and not those which contribute to the
strength of the Nation only through their lmpact
on general welfare."

CSC directive

In 1965 the President endorsed a CS¢ directive to
divide the sensitive positions into two categories-=-critical
sensitive and noncritical sensitive. Occupants of critical
sensitive positions were to continue to receive a pteapp01ntf
ment full field investigation, but positions classified: non= -
critical sensitive could be filled after a preappointment .
national agency check and later receive post appointment
inquiries. The gu1de11nes, which are st111 in effect, R

provide:

"Each department and agency as a minimum shall
classify as 'sensitive' all positions whose in-
cumbents have access to classified defense infor- -
mation described in Executive Order 10501, i.e.,.
'Confidential,' 'Secret,' and 'Top Secret.'

" *# * * Phe criteria to be applied by the head
of the department or agency in designating a
position as critical-sensitive shall be as
follows:

Any position the duties of which include:
(1) Access to Top Secret defense information;

(2) .Development or approval of war plans,
- plans or particulars of future or major:
or special operations of war, or critical
and extremely important items of war;

1/Cole v. Young, 351 U.S. 536 (1956).
.




(3) Development or approval of plans,
policies or programs which affect the
overall operatlons of a department or
agency, i.e., policy-making or policy-

determining positions;

(4) Investigative duties, the issuance of
‘personnel security clearances, or duty
on personnel security boards; or

(5) Fiduciary, public contact,.or other
duties demanding. the highest degree

of public trust.

"Other sensitive p051t10ns which do not fall
within the above criteria shall be designated as
noncritical-sensitive."”

This revision further confused the classification
problem because sensitive p051t10ns now include duties which
do not relate to national security as defined by the Supteme
Court. The revision also added new dimensions to national’
security which were not prov1ded for in the Executive order
or previously authorized security programs. These new
dimensions are further described in the latest edition of.
the Federal Personnel Manual, which provides agencies w1th
guidelines on class1f1catlons. It states:

"Securlty is concerned with the employment and
retention in employment of persons in positions
the duties of which relate to the protect1on and
preservation of the military, economic, and pro-
ductive strength of the United States, including
the security of the Government in domestic and
foreign affairs, against or from espionage,
sabotage, and subversion, and any and all other
acts or situations likely to weaken or destroy
the United States."

PROBLEMS CREATED BY
CLASSIFICATION CRITERIA

The first four crlterla for the critical sen51t1ve o
category describe duties which can have a nationwide effect
on security or agency operations. The fifth criterion, al-
though less clear, by its inclusion with the other criteria
and its wording, implies an intent to cover duties which -
could have a nationwide effect on agency operations. The
criteria are silent on what kinds of duties should be
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classified as noncritioal sensitive, except that as a mini-
mum, duties requiring access to secret or confidential
defense information should be in that category.

Consequently, most agencies are using the noncritical
sensitive category only for positions with access to secret
or confidential defense information. 1In the nonsensitive
category, they are including positions not clearly meeting
the criteria for the critical sensitive category but with

duties requiring great public trust. .

Positions with sensitive duties
classified nonsensitive

We visited selected field offices of the follow1ng
agencies to learn how they were classifying their positions.

--Federal Aviation Agency (FAA).

;-General Sernioes Administration (GSA).

--Department of Health, Education, and Welfare (HEW).
—~Department of Hou51ng and Urban Development (HUD),

The selected field offlces of these four agenc1es had 10, 473
positions which they h:d cla531f1ed as follows. ' .

Total Sensitive positions Nonsensiti?e

Agency positions Critical  Noncritical positions:
FAR _ 2.363 - 60 | 964. : 1;33§ef
GSA © 1,833 50 155 1,628
HEW 5,102 3 10 5, 058_}.:_.:_'}':
HUD 6715 11 12 652"__.:_'.;_;-"
Total 10,473 o 155 1,141 9,177

_ As shown above, critical sensitive positions accounted
for about 1.5 percent of the total. Most of these positions
were occupied by key officials in grade GS-15 or higher or
by gtarr requ1[1ng aggess to top secret or searat defense
informati3R. TRe agenc1ea iooued sssvriaby sissraneas ee
occupants of theze pocitions even though many did not need
access to defense information.
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Three agencies' regulations contained vague language
which could have permittea use cf the noncritical sensitive
category for positions not requiring access to defense in-
formation. In practice, however, the agencies used that
category only when occupants needed clearance for access
to secret or confidential defense information. Thus, in
implementing the Executive order and CSC directive, the
agencies have used the nonsensitive category for positions:
of great public trust if the occupants could not have a
materially adverse effect which is national in scope. For:

example: ‘

--FAA classified many air traffic controllers non-
sensitive. Yet, occupants of these positions
deal with the public and have a high degree of
public trust in routing air traffic.

--Some HEW, HUD, and GSA auditors are classified :
nonsensitive, However, auditors have sensitive ~ '
duties for investigating, evaluating, and recom- '
mending changes for large Government programs. -
They also deal extensively with the public and
require a high degree of trust because they have
access to much information in an agency. '

--HUD classified realty contracting specialists
nonsensitive even though they work with the
public and negotiate the terms for large Govern-

ment contracts.

--GSA classified some Federal Protection Service
officers nonsensitive who guard the Federal
buildings where sensitive information is stored.

Misuse of nonsensitive
category conceals agency needs

If an applicant is to perform sensitive duties, the
employing agency needs the investigative results to appraise
his suitability. The only ready means CSC has for deter-
mining the sensitivity of the duties is the category speci-
fied by the agency in requesting the investigation. An- ~
exception is that CSC can occasionally infer from a job -
title that an employee has sensitive duties even though the '
agency has classified the position nonsensitive. ' -

During a review of 126 cases, we found in one instance

that CSC had inferred from the job title that an employee .
had sensitive duties and removed him from a Federal bank
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examiner pOSltlon because of prev1ous dishonest conduct.
But most requests for investigation did not include a job
title from which the duties can be inferred. Thus, to
determine the nature of the duties, CSC would have had to
obtain job descrlptlons, interview agency officials, or
both.

Derogatory information not useful
to agencles 1f positions have no
sensitive dutles

CSC has adjudicated the suitability of employees and
then forwarded to the employing agencies any derogatory .
information developed by the NACI as required by Bxecutrve
Order 10450. Agency officials we talked to said that, once
CSC has determined an employece suitable, they could not -
remove the employee from a position which has no sensitive;
duties. For example, one agency learned from the NACI '
results that a nonsensitive employee was an alcoholic, but
since CSC did ncot disqualify him and he was performing his
duties sat1sfactor11y the agency saw no basis for removxngf

him.

Relating to this, we noted that CSC had rewritten - -
Federal regulations in 1975 to comply with a court. deci-
sion 1/ that adverse actions must be based on a relatlonshlp
between conduct and an individual's ability to perform the
duties of the position, or between that conduct and the '
agency's ability to fu1f111 its mission. :

In May 1977 CSC approved a proposal to transfer all
adjudication respon51b111ty to the agencies. The proposal
stated that the agencies are in a better position to eval-
uate investigative results in terms of job demands, spec1f1c
duties, performance, effect of conduct on fellow employees,
efforts toward rehabilitation, attitude, and staffing. i
requirements.” If the proposal is implemented, CSC will
continue to forward derogatory information to the agencxes
whether or not the employees have sens1t1ve duties. R

In contrast to the proposed procedure, CSC has been
adjudicating investigative results for nonsensitive posx—i
tions on the basis of whether prior misconduct should d1s-
gualify an individual for any Federal employment. :

1/Norton v. Macy, 417 F. 2d 1161 (D.C. Cir., 1969).
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- CSC MONITORING OF AGENCY

CLASSIFICATIONS 1S INADEQUATE

In December 1974 we reported 1/ that CSC could not be
sure that agencies were properly classifying positions
because the time between appraisals of individual agency
practices ranged from 2 to 17 years and averaged 8.5 years.
CSC officials agreed to conduct the appraisals on a more
frequent and regular basis. However, because only three -
staff members are assigned to conduct the security ap-
praisals of all Federal agencies, security appraisals are -

- still completed only about every 4 years. In addition, the.
appraisals are limxted to reviews at the agency headquartets.

We believe that reviews cannot be effectively accom-'_
plished at headquarters locations because job descriptions
do not fully define the sensitivity of duties. Some_.agen- -
cies prepare documents to justify full field 1nveatigationa,
but none of the agencies we reviewed justified that non- -
sensitive positions are properly classified. Thetefore,
an adequate review to determine the sensitivity of many
employee duties can only be conducted at the place of

employment.

PROPOSED EXECUTIVE ORDER
TO REPLACE

We reported in December 1974 that employing agencies o
were inconsistent in classifying the sensitivity of job
positions because of ambiguous criteria. 1In response to our
1974 report, CSC said the problem of classification was . :
being addressed by a task force of the Domestic Council
Committee on the R1ght of Prlvacy. The Domestic Council
task force issued its report in February 1975. Some of the

problems reported were-

~=CSC cr1ter1a for sens1t1ve p051t10ns allow for
different interpretations, espec1a11y regarding
the relatlonshlp to national security versus
national welfare._ .

'--The present criteria do not recognize that there
are sensitive positions which affect the national
welfare but which are not policy making or policy

1/"Personnel Security Investigations: Inconsistent Standards
and Procedures," B-132376, bec. 2, 1974.
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determining, or have fiduciary, public contact,
or high public trust responsibilities.

--The cost of full field investigations, the time
required to complete them, and the use of "blanket"
designations for an entire staff or operational
unit without examining the duties of each position
improperly influence classification decisions.

In a draft Executive order proposed as a replaCemeﬁt
for Executive Order 10450, the task force included revised
instructions for cla351fy1ng positlons. »

The Department of Justice, in its September 1976 -
comments, was highly critical of the Domestic Council task
force draft. Most of the comments related to lack of -
clarity. Wwe agree that the draft was vague. For example,
it left much to the judgment of agency heads as to how to:
classify positions. CSC, at the direction of the Office of
Management and Budget, was preparing another dtaft of the
order. B ;

CONCLUSIONS

We believe Federal regulat1ons do not clearly pto ¢
a category for p051t10ns requiring great public: trust ess
their activities require access to classified defense infor-

mation or affect nationwide agency operatlons. Also, €sc
has not assigned enough people to review agéncies' clas
cations. Although the regulations could be 1nterpreted-};
permitting use of the noncritical sensitive category for ..
these high public trust positions, the agencies have gener-
ally classified them as nonsensitive. Since the cate :
specified by the agency indicates to CSC investigator
sensitivity of the duties, it is important that the c1a351f1-
cation be more prec1se. Ly i

We belleve that if CSC could be sure those in the non-
sensitive category had no sensitive duties, they could
reduce the scope of their investigations of such employees
to a check of FBI records for the kinds of activity which
should bar any Federal employment. This could obviate the
need to disseminate derogatory information to the agencies
when CSC has determined that the information is: not d1s--.
qualifying. (See p. 36.) We believe that unnecessary -
‘dissemination of derogatory information on employees in
nonsensitive positions is undesirable. (See ch. Se) - But'
if CSC implements its May 1977 proposal to make thejagenc1es

i
'
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responsible for all adjudication, dissemination of derogatory -
information to the agencies will continue. S |

In the case of nensttive positions, we believe thaé the
agencies need the derogatory information developed to deter-

mine whether past misconduct could impair an applicant's
ability to perform the duties of the position or the. abtlity :

of the agency to fulfill its mission.
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CHAPTER 4

NEED TO IMPROVE THE NACI FOR

SENSITIVE POSITIONS

CSC regulations require agencies to identify positions
as noncritical sensitive if they require access to secret or
confidential defense information. CSC, however, makes no
basic distinction between the type of investigation con-
ducted for occupants of these positions and the type con-
ducted for occupants of nonsensitive positions. 1/ Since
agencies rely on the investigation for the information they
need to determine the suitability of occupants of sensitive
positions, CSC needs to establish controls to make sure that

--responses to requests for information are obtalned,

--additional investigations are made wher. appropr1ate,'f
and S

--the investigation is not arbitrarily reduced.

On the other hand, the scope of the present NACI 1nvest1- L
gation seems excessive for the vast majority of positions
which have no dut1es materlally affecting agency operatlons.,

To determine how CSC was performing the NACI 1nvest1--
gations, we reviewed the processes followed at CSC head-“ﬁ
quarters and at the area center in Chicago. The rev1ew
included an examination of 86 investigations which we:
selected at random from all those which developed_derogar.}”
tcry information during fiscal year 1976. We also examined '
40 investigations which developed information resultlng in -
CSC removal of employees. The 40 removals comprised all:

CSC removals resulting from NACI investigations by the
Chicago area center during the 12 months ended June 30, 1976.
(See app. IV for criteria used to judge whether derogatory :
information was serious or minor and data on the cases., ) L

1/The only dlstlnct1on is that CSC 11m1ts the number of
written 1nqu1r1es for nonsensitive positions occupied
by low grade personnel.
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During the 12 months, the Chicago area center completed
96,962 NACI investigations. Of these, 89,175, or about 92
percent, did not develop derogatory information. CSC handled
the other 8 percent az shown below. '

Number
(note a) Percent
Provided the information to _
the Postal Service b/1,396 1.5
Screening clerks forwarded infor- | | |
mation to employing agency
without referring to CSC
adjudicator _ o 4,379 _ 4.5
Referred to CSC adjudicator who: |
Forwarded information tb;
employing agency without
further investigation 1,462 1.5
Forwarded information to
employing agency after limited SR
suitability investigation 510 5
Removed employees because of T
derogatory information 40 negligible
‘Total 71,787 8“0”-

a/These numbers were derived from the area center records _
and do not agree in some minor respects with. the region’ s B

workload reports.
b/CSC does not adjudicate suitability for the Postal ServiCéQ

NEED TO OBTAIN RESPONSES
TO REQUESTS FOR INFORMATION

CSC has no control by which it can determine whether 1t'
receives responses to its requests for information. CSC's
clerical employees reviewed responses as they were received
and threw away any which did not contain derogatory informa-.
tion. CSC normally closes an NACI investigation within
about 10 weeks, making sure only of a response from the FBI.
CSC thus ccn51ders the 1nvestlgat10ns complete without
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knowing whether it has received responses to all or any of
its other inquiries. Since some fingerprints are not
classifiable, CSC cannot rely on some of its responses from
the FBI. : _

The present written inquiry process assumes that
sources with derogatory information will respond. But
nothing should be inferred from a nonresponse. The fallacy
of so inferring is demonstrated by the 40 investigations
processed by the Chicago area center which resulted in CSC
removing employees. Limited suitability investigations
of these employees developed derogatory information from
18 local police departments, 6 employee references, and 8
former employers. None of this information was furnished
in response to CSC written inquiries.

Our random sample of 86 investigations included 11
which covered noncritical sensitive positions and may have
included others which should have been considered gensitive"
based on our belief that the noncritical sensitive category
should include positions which could have a materially .
adverse effect on agency operations. Since CSC adjudicators
did not require further investigation of the 11 employees in
noncritical sensitive positions, they closed the investiga-'
tions with no assurance that all of their anuirles had been

answered.

Local law enforcement ag encies

Responses from local law enforcement agenc1es are par-:
t1cu1arly 1mportant for sensitive positions. CSC sends .
written inquiries to local law enforcement agencies at a
person’'s places of employment, residence, and education .-
during the prev10us 5 years. CSC cited criminal mlsconduct
or drug abuse in all 40 removals it made in the Chlcago L
area during fiscal year 1976. Local law enforcement agen- -
cies were the only source of serious derogatory information:
in 5 of these removals. For our random sample, law enforce-
ment agencies provided 20 percent of the serious derogatory.

Lnformatlon.

Unfortunately, local .law enforcement agencies do not
always respond to CSC requests for information. For example,
the FBI provided CSC local arrest records on 15 of the 40
removal cases where CSC did not obtain the information from_
local law enforcement agencies. But FBI records cannot be
relied on for all local arrest records. 1In our review of:

86 randomiy selected derogatory cases, CSC received arrest
records on only 16 individuals from local law enforcement
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agencies, and the FBI provided the same information on only

4 of the cases., CSC officials said that, in addition to
local legal restrictions and interpretations of Federal laws,
some local law enforcement agencies place a low priority on
responding to CSC inquiries because of their own heavy work-

load and budget limitations.

Fingerprints should be classified
for occupants of sensitive positions

Executive Order 10450 requires that each NACI include a
check of FB1 fingerprint files. However, during fiscal year .
1976, about 15.4 percent of the fingerprints submitted to
the FBI for occupants of sensitive positions were never -
classified. The FBI requires 10 readable prints to check
arrest records as part of a personnel investigation. Al- o
though the FBI locates 93 percent of the arrest records
in their files by name check, arrest records filed under- a :
different name cannot be found without classified prints. e

The FBI's Identification Division maintains a centra-’
lized system of files on criminal arrest records and finger-
prints from local, State, and Federal arrests and convic-
tions. The FBI first searches these files by name and then
-attempts to make a technical analysis of the fingerprints
for individuals which are not matched by name. This- later
classification of fingerprints is designed to find those
perscns who have an arrest record under a different name
than the one used on the application for Federal employment
and to find any arrest records missed in the name card’
search due to clerical error.

The FBI arrest records were the most productive source"
of derogatory information on the cases we reviewed. This
source provided 23 of the 51 instances of serious deroga-:
tory information in our sample of 86 cases and 24 of the
79 instances of serious derogatory information in the 40
removal cases. Twenty-two of the 24 times serious dero-
gatory information was provided from this source on the
removal cases, it was cited as a basis for converting the
case to a 11m1ted su1tab111ty 1nvestlgat10n.

Since the check of FBI records is an important source
of information, the searches for applicants for sen31t1ve 3
positions should be complete. This would require that
fingerprints be resubmitted until classified. However,
unless all 10 f1ngerpr1nts are classifiable, CSC returns.
the fingerprints to the employing agency with a statement
explalnlng that a search of the alphabetical name index to
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the fingerprint files was made with negative results, but it
does not direct the agency to submit additional fingerprints
even for sensitive positions.

During fiscal year 1976, the FBI searched 275,591 cases
for CSC's security program. The searches 1dent1f1ed 13,597
arrest records, or 4.93 percent of the total searches. The
FBI could not make a complete search for 75,355, or 27 per-
cent, of the requests because the prints were not classi-
fiable or the requests had missing information.

The FBI conducted a study at ou" request which showed
it found 7 percent of the total arrest records by classify-
ing fingerprints and 93 percent by checking names. We also
randomly sampled the fiscal year 1976 case control cards at
CsC and found that 18.6 percent of the fingerprints for -
occupants of sensitive positions were unclassifiable on the
first submission, and only 3.2 percent of the total finger-
prints were classified on subsequent attempts, for 15.4"
percent net unclassifiable fingerprints. Pro;ecting tbeseA
‘ratios resulted in the following estimates for occupants of
sensitive pos1t10ns investigated during fiscal yeat 1976. "

- Processed ggrcent

Sensiti&e cases processed ' 83,138 'loo;h'
Unclassifiabie on:first submission 15,494 ié;é
Resgbmittéd | 5,218 6;3
Ciassified after resubmission | 2,701 3;2
Unclassifiable . - 12,793 .,1é§i

Agency officials we contacted had varying op1n1ons on
the need for resubmitting fingerprints on sensitive posi-- i
tions, but they agreed it was up to agency discretion. o

NEED_FOR_CONTROLS TO INSURE
ADDITIONAL INVESTIGATIONS ARE
MADE WHEN APPROPRIATE

, Executive Order 10450 requires further 1nvestlgat10n 1:
an NACI develops derogatory information serious enough to -
warrant it and requlres an investigation by the FBI if an.
NACI (or full field) investigation develops 1nformat10n_;:n
which indicates an individual may have been subjected to
coercion, influence, or pressure to act contrary to the
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interest of national security. However, CSC had neither
criteria from which its personnel could judge consistently
whether derogatory information was serious enough to warrant
further investigation nor clear guidelines on conditions
which would warrant an FBI investigation of an individual's

loyalty.

Limited suitability
investigations

CSC area center clerks receive the NACI results and
must decide whether CSC or the employing agency will adjudi-
cate cases with derogatory suitability information. For the
cases retained for CSC adjudication, examiners or adjudica-
tors must decide whether the information needs further
development. The decisions must be based on how serious the
derogatory information is and whether the information is"
potentially disqualifying. However, CSC has not provided
its staff adequate criteria to make consistent decisions.

The CSC operating manual instructs clerical reviewers
to use their own judgment in determining what action is :
necessary based on the seriousness of the derogatory’ 1nfor-
mation. The clerks are to send minor information to.the
agency without further investigation and serious information
to the CSC examiners for adjudication or further investiga-
tion. However, the manual does not define what information

is serious and what is minor.

The manual says only that derogatory su1tability infor-
mation is serious enough to warrant further inveatigation :
when it may be disqualifying if verified. (See app. II1 for
suitability factors.) CSC officials said they always con-;ﬂ
vert a case to a limited suitability investigation if they‘
think the information surfaced by the NACI may be dis- -
qualifying. However, CSC has not described what serious
information would be dlsquallfylng if verified. CsC
officials said each case must be judged on its own merit.

How can clerks using this rationale make consistent
determinations? Without consistent determinations by the
clerks, adjudicators do not get an opportunity to review

all of the similar cases. Thus, without better criteria
for what is disqualifying, adjudicators cannot cons1stent1y
convert cases to limited su1tab111ty 1nvestlgat1ons.

CsC employees responsible for rev1ew1ng and screenlng

1nvest1gat1ve results at the Chicago area center said ‘they
were not u51ng wrltten or spec1f1c guldellnes in Judglng
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the seriousness of derogatory cases. They said that the
guidance provided them consisted of oral instruction during
the initial training. Based primarily on their judgment,
these clerical reviewers sent about 70 percent of the cases
with derogatory information to the employing agency during
a 12 month per1od :

Using our definition of serious and minor shown in
appendix 1V, «e reviewed the 86 derogatory cases to deter-
mine if the decisions to further 1nvesttgate were consistent.
The followinc table shows the seriousness of the derogatory .
information contained in the cases further investigated as
well as the number sent to the agency without further

development.

Type of derogatory - Cases not Cases further Total
information _ investigated investigated cases
Serious 24 | 10 34
Minor ' 50 _2 52
Total .,f 1412 | 86

CscC converted 11 of the 12 cases to further 1nvestiga-
tion to obtain more information because the NACI surfaced -
derogatory information relatlng to criminal misconduct or-
drug abuse. The other conversion was made to develop 1nfor-
mation on a person alleged to be homosexual. .

The 74 derogatory cases not further 1nvestigated in-
cluded 18 which appeared to meect CSC criteria for further
investigations. Cases with criminal and drug abuse infor-
mation similar to some which were investigated were also
sent to the agency without development. For example:

--One individual was further investigated because
military records showed the individual was dis-
charged from the Army for drug abuse. Yet,
another individual's military records revealed
that he was discharged from the Navy for drug
"addiction and unauthorized use or possession of
habit-forming narcotic drugs or marijuana, but
this derogatory information was forwarded to the
agency w1thout further 1nvestlgat10n.

-~CSC further 1nvestlgated one individual whose
police record revealed one arrest and conviction
for theft, one arrest for loitering (no disposi-
tion shown), and two arrests for lascivious
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conduct (no d1sposxt10n shown). However, another
individuval was not investigated who had a record

of three arrests and convictions for personal

theft and possession of drugs; two arrests and
dismissals for grand theft and possession of stolen
property; and one arrest for strong-armed robbery,
grand theft of auto, and possession of marijuana.

Several of the cases not further investigated contained
derogatory information which was recent and related to dis~
qualifying suitability factors other than criminal offenses.
CSC did not convert these cases to obtain the full facts,..
For example, six of the cases contained information on mis-
conduct in prior employment, and two cases contained infor-
mation indicating the individual may have been an alcoholic.
The seriousness ot this type of information is difficult to
determine. Our review irdicated that CSC does not diequalify
an individual unless an investigation discloses serious
criminal or drug abuse conduct. .

cscC belieVea-the congolidation of the area centers at -
Boyers and the consolidation of the adjudication function:
at Washington should 1mprove the consistency of the deci-

sions.

FBI investigations for loyalty

CSC initiated many of the investigations on the basis
of information which had no or only vague relation to dis-
loyalty. The information generally came from FBI or CS8C
security files. Also, CSC initiated the investigations
w1thgutdhav1ng cr1ter1a on what would be disqualifying if
verifie

In a 1976 GAO report 1/ we questloned the FBI's author-
ity, oversight, and control of Domestic Intelligence Opera-'
tions which, as part of its mission, conducts surveillance’
1nvestlgat10ns to gather information on evidence of member-’
ship in such organizations as may provide the basis for
denial of Government employment. 2s recently as May 1977,
Clarence Kelley, Director of the FBI, told the Los Angeles'
World Affairs Council that the Bureau lacked guidelines for
handling domestic security and intelligence cases and knowing

1/"FBI Domestic Intelllgence Operations--Their Purpose and
Scope: 1Issues That Need to be Resolved," GGD-76-50,

Feb. 24, 1976.
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whom to 1nvestlgate. Nonetheless, CSC uses information from
FBI investigations as leads indicating a need to 1nvestlgate
Government appllcants and employees for disloyalty.

Most referrals to the FBI still result from a subject's
membership in or acquaintance with members of various organ-
izations. The FBI, however, has not limited its investiga-
tions to verifying that information.

CSC had suminaries of all loyalty investigations made
during the last 5 years. We reviewed the summaries for 171
cases closed in fiscal year 1976 and selected 10 of the -
cases for detailed review. We found examples of investiga-
tions that appeared to have little justification and some
investigative reports that contained information, often
unsupported, that did not relate to loyalty or other
suitability factors. For example:

--One employee had a record of membership in various
women's organizations. One organization, of which
seven of its leaders were known Communists, had
been cited by the House Committee on Un-American::
Activities as being established to lead a Communistf
Party activity. When CSC interviewed the employee, -
she denied having ever been disloyal. The inves-
tigative report also contained an allegation that
the woman had an affair which led to divorce pro-- .
ceedings. The employee denied having the affair..

-~CSC referred another case to the FBI for investi--
gation when the NACI disclosed the employee had -
been interviewed by the FBI 2 years earlier becausej
the employee knew a man whose wife had been a T
college friend and coworker with a woman who. latet
became active in a radical group. Before the FBI e
discontinued the investigation, its agents 1nter-g¥ﬁ
~viewed the employee's family about the employee's .
purported radical beliefs. The case also conta1ned?
information on the employee s nonjudicial pun1sh---
ments while in the service and about the employee s
need to dress neater.

--CSC referred a case to the FBI because the employ-
ee's wife had been a member of an organization of.
medical students between 1943 and 1946 which the
House Committee on Un-American Activities cited |
as disloyal. 1In 1952 the wife became a member of
Citizens Against McCarthy. One reference which
the wife listed on a Government application form
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had signed a petition advocating the civilian
control of atomic energy. During a full field
loyalty investigation one associate stated the
employee and his wife were extreme liberals and
were strong advocates of individual freedoms
and oppoczd to restraints on personal conduct.

--The FBI investigative files showed that between
1947 and 1955 the subject belonged to a number
of organizations which the FBI believed were
subversive and that the subject received a non-
judicial punishment fine of $30-in 1944 while in
the military. The FBI investigations showed
there had been no recent affiliations with sub-
versive organizations.

--A 1968 FBI investigation showed that the subject
belonged to a subversive type organization only -
for humanitarian reasons. Other interviews by
the FBI showed the subject did not dress™neatly

while in college. | |
CSC never made an adverse decision concetning'thesﬁ_
loyalty or other suitability issues in the 10 cases. Its
final actions on the 10 cases were: | O
Favorable determinations - 3
Discontinued investigations - 3
Lost jutiédiction at the expiration
of 1 year of employment - ' ' 4

INVESTIGATION SHOULD NOT
BE ARBITRARILY REDUCED -

Executive Order 10450 requires that the scope of -
investigation be determined by the degree of adverse - . -
effect the occupant of a position can have on the national
security. Although the effect may not be nationwide in
scope, some:occupants of nonsensitive and noncritical sensi-
tive positions which are investigated by NACIs can cause a
materially adverse effect on the Nation's security or.
agency. operations. CSC, however, has, during heavy work
periods, arbitrarily reduced the scope of NACI investiga-
tions required by Executive Order 10450 and varied the
number of cases converted to further investigation.
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CSC officials said that written inquiries have been
discontinued during periods when their workload has exceeded
their capability. For example, CSC was unable to keep pace
with the large influx of Federal employees during periods
of the Vietnam wWar. To keep up, CSC discontinued sending
written inquiries to some sources. No information was
available at the time of our review to evaluate the effect,
if any, of not completing these inquiries.

The number of cases converted to a limited suitability
personal investigation is sometimes also reduced because of
budget constraints and heavy workloads of field investiga-
tors. As a result, the percent of cases converted to
personal investigations varied 51gnificantly between CSC
regions in the Chicago area center's jurisdiction. During-
fiscal year 1976 the regions converted from 8 to 52 percent
of the cases referred to them by the area center. C8C .
personnel told us that at least part of the variance was
caused by requirements for full field investigations:in
the regions. Field investigators who conduct the full :
field investigations also. conduct the limited suitabil1ty

investigations.

CsC officials belleve the recent consolidation of
adjudicative responsibilities into the Bureau of Petsonnel
Investigations will improve the con81stency of conversions.f
However, the rate of field investigations is affected. by -
the workloads of other programs. For example, limited
su1tab111ty investigations for NACI cases were curtalled
in the Washington area when Equal Employment Opportunity
appeal investigations increased and overloaded the staff.
Discrimination complaint 1nvestlgatlons increased from 255'”
in fiscal year 1975 to 922 in flscal year 1976 for all S

regions,

NACI INVESTIGATIONS EXCESSIVE
FOR MOST PGSITIONS - ‘

The vast majority of Federal employees have no duties .
which would enable them to materially affect agency opera-}}
tions. CSC could reduce its workload substantially if 1t-ff
confined investigations for such employees to a check of
FBI records. If this check developed serious derogatory
1nfornat10n, the 1nvestlgat10n could then be expanded.

We believe such an approach is Justlfled on the ba51s
of results achieved by the Chicago area center during the -
12 months ended June 30, 1976. Only .04 percent or 37 of
the investigations completed resulted in CSC removal of
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employees in nonsensitive positions. Moreover, for 22 of
these investigations a check of FBI records developed
serious derogatory information. Thus, all but 15, or less
than 2 in every 10,000, could have been removed even if CSC
had not checked with othef national agencies or made written

lan].X.' ies.,

CONCLUSIONS

We believe the NACI as CSC is performing it is inade~
quate for sensitive positions. The lack of controls to
insure that responses to written inquiries are received
and used for adjudication, the failure to insist on clas- -
sifiable fingerprints for the FBI check, the inconsisten-.
cies in decisions for further investigations, and the
arbitrary reductions in the scope of the investigations
were, at the time of review, loopholes in the investigative
process which increase the risk of employing persons who
should be disqualified for Sensitive positions. '

On the other hand, CSC is ordering FBI investigations
for loyalty on the basis of information which has only a
vague relation to disloyalty. We believe CSC should
establish guidelines on what kina of 1nformation should
trigger loyalty investigations.

We believe that the NACI itself is somewhat excessive
for nonsensitive positions. Experience at the Chicago area‘
center shows that a check of FBI records alone led to- the
development of information which resulted in most of the -
removals; that is, this check would have missed about two
removals per 10,000 people investigated. Since nonsensitive
positions have no sensitive duties and since no amount of .
checking could reduce the risk to zero, we believe checking
FBI records for nonsen51t1ve posxtlons would be adequate. K
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CHAPTER 5

NEED FOR CONTROLS OVER

DISSEMINATION OF INVESTIGATIVE RESULTS

CSC and the employing agency only need information
which can be used to make suitability, security, and loyalty
determinations in accordance with CSC standards. However,
CsC collects, retains, and disseminates data to the agencies
which is incomplete, irrelevant, and unverified.

CsC's information gathering system has few limits. 'Eor
example: _ :

--The NACI can gather virtually all derogatory
information from Federal and local agencies
which have investigative, criminal, and
personnel files.

--Investlgatlons by CSC for suitab111ty, and by
the FBI for loyalty, gather information on an
individual's beliefs, activities, and personal
life and on groups and persons associated with
the 1nd1v1dual.

--A CSC security file contains information on -
individuals and organizations believed to be
subversive or radical for use in screening _
appllcants and employees for Federal employment.

CsC d15sem1nates all the derogatory information col-=:
lected to the employing agency even though much of it is
irrelevant to su1tab111ty, security, or loyalty determlna-[*
tions. Yet, some agencies have no way to gather additlonal
information to put the derogatory information into perspec-f
tive. In addition, CSC retains the information for at -
least 20 years and many agencies retain it throughout - the o
employee's career. CSC has no overview on how the agenc1es
use the information. .

In defense of CSC' e'actlons, CSC officials said all
investigative results- must be disseminated to the employlng

agency because:
--Executive Order 10450 requires that any infor-

mation developed be forwarded to the head of
the employ1ng agency or his representative.
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--The employing agency also has jurisdiction for
adjudicating suitability and has responsibility
for the agency's security program.

CSC DISSEMINATES MINOR
INFORMATION GATHERED FROM THE NACI

All of the NACI sources, except references, providedi
minor derogatory information (see app. IV) which was ir-:.
relevant, incomplete, or outdated. Since most of the infor-
mation was not verified before dissemination, its accuracy
is questionable. In total, the NACI sources produced minor

derogatory information 56 percent of the time--66 times out
of the 117 total instances in our sample of 86 cases. CSC

sent minor information to the agency in 55 of the cases.

Some 1nformat1on is outdated

For every appointee, CSC checks FBI records and, if
applicable, Department of Defense and Coast Guard inves!
gative records. CSC limits inquiry sources to those w
correspond to the subject's places of occupat1on and resa-
dence within the last 5 years. But there is no iimit .~ '
placed on the age of information surfaced by the investi-;

gations.

In a sample of 86 1nvest1gatlons, about 53 perce'=
of the derogatory information surfaced by national agerg
check sources was more than 5 years old and 34 perr t
the written inquiry information was older than S Y
an overall rate of 45 percent. If no m1sconduct is:
in the last 5 years, there is no proof of a contlnue
tern of misconduct. In addition, CSC and Department
Defense studies showed that derogatory information b€
less serious with the passage of time, and v1rtua11y al
derogatory information used in adverse actxons ‘was'
developed in the most recent S-year period. (See app.

The age of derogatory information surfaced by the 86
investigations we examined is shown in the follow1ng
schedule.
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Items of

derogatory Percent

Age of information information of total
5 years or less 64 | 55
Over 5 to 11 years ; _ 18 | 15
Over 11 to 21 yeafs 11 9
Over 21 to 41 years 10 9
Date not shown - 14 A2
Total - o117 ]%22;

Arrest records are
incomplete and outdated

Both the FBI and local law enforcement agenciel provided
CSC with arrest records which were outdated or showed;DO“ ¥
disposition. Federal regulations allow the FBI to prov
all arrest records, with or without dispositiona, to
Federal agencies. For non-Federal agencies, the FBI il
not show arrests over 1 year old unless the disposition is

shown.

The Criminal Justice Informatlon Systems regulations

to Federal agencies, such as CSC, that are author1zed to
conduct investigations related to determining sultabillty
or eligibility for security clearances. Y

CSC gathers arrest information on the premise that [
primary concern is with the nature of the criminal conduct
rather than the fact of conviction. CSC believes the cir-
cumstances leading to arrests have a bearing on a person -
fitness for Federal employment even though no cr1m1nal ;
conviction might have resulted. A

CSC further believes that all arrest information is !
needed to evaluate patterns of misconduct and to use as
investigative leads. But, CSC disseminates most of the
information to the employlng agency without further

development.

The FBI provided minor derogatory arrest information
25 times in the 86 randomly selected cases we reviewed.
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Twenty-one times the information was more than 5 years old
and did not indicate a pattern of misconduct, and in 10 of
the 21 cases there was no disposition shown for arrests.

The information in the other four cases was irrelevant or
incomplete. For example, the FBI had fingerprints cf two
employees on file from a previous personnel check which were
given to CSC. CSC then created files for the two employees
which contained no derogatory information and which should
not have been created according to CSC operating instruc-

tions.

Local law enforcement agencies provided minor infor-
mation six times. In one case, the local law enforcement
agency sent the response, "No adult record, only juvenile
record.” In another case, information on five minor traffic

violations was provided. Some of the derogatory information
CSC collects, such as in the cases mentioned above, is not

even requested on the Federal application form. The ques-
tion ac<ked the applicant is: :

“"Have you ever been convicted of an offense
against the law or forfeited collateral, or are
you now under charges for any offense against
the law? (You may omit: (1) traffic violations
for which you paid a fine of $30 or less, and
(2) any offense committed before your 21st
‘birthday which was finally adjudicated in a
juvenile court or under a Youth Offender law.)"

Nevertheless, CSC retains this type information when pro-
vided and disseminates it to agencies. For example, CSC
sent arrest records to the employing agency without: futthet
deveicpment in 24 of 25 times that the FBI provided minor
information and all 6 times that local law enforcement
agencies provided minor information. This outdated or
1ncomplete information could be used to advetsely affect =

a person's ciareer.

Invest1gat1ve files surface
minor 1nfcrmat10n

The FBI provides CSC with summaries of its investiga- -

tive files, and the military services provide the investi-
gators report when a file exists on an appointee. Some of
these reports contain unsupported or unproven allegations:
o associations, but are still disseminated to the employing
~gency by CSC without proving or completing the information.
FBI officials said they send CSC any derogatory information
contained in their investigative files. These officials
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said they do not adjud1cate ~ases and, further, do not know
what information is needed by CSC or the employtng agency
to judge suitability or security.

Six of the seven times the FBI furnished investigati?e
information in the sample of 86 cases, it appeared to be
minor, For example:

--The summary showed that an appointee's spouse
was arrested for a civil disturbance in 1971.
An FBI informant said the disturbance was
sponsored by the Blank Panther Party.

--The FBI provxded CSC with a report on an indi-
vidual who "may be the brother of this employee."
The FBI file stated the possible brother had
answered "no®" to a security clearance question-
naire pertaining to his association with any .
Communist or other subversive groups or indivi-
duals, even though informants had advised the
FBI that the stepfather of the possible brother -
was a member of a Communist political associa~
tion and subscribed to the Daily Worker news- SRR
paper during 1944-45. The Department of Justlce R
had dismissed any action agalnst the 90551b1e RN
brother. : _

--The FBI sent CSsC f1ve reports on an appoxntee s
brother. The reports dealt with the brother's.
arrest records from 1959 to 1965. C(CSC, however, o
when sending the records to the agency, did not. = |
explain the reports, why they were in the file,
or clearly show they were not about the ap901ntee.i~?

The Justice Depattment, through its FBI Guldelines o
Committee, has been working on proposed controls over the
collection and dissemination of information by the FBI. .
In January 1977, a Deputy Assistant Attorney General sald;;;
no controls had yet been established. One problem has: 2
been interpreting the provisions of the Privacy Act of
1974. Another has been dealing with the requirements of
Executive Order 10450 and determining what CSC needs.

The official said the Justice Department believes that
controls cannot be effective until the order is revised

to require only relevant and timely information for
personnel investigations. The Justice Department does

not believe it can arbitrarily screen out information
requested for personnel investigations. However, an =
FBI official said the FBI's investigative files could be °
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purged of some outdated information if CSC would agree
that only current 1nformat10n is useful for personnel
investigations.

The military investigative files identified through
the Defense Central Investigative Index also contain minor
information which is extracted, retained in CSC files, and
disseminrated to the employing agency. In our 86 randomly
sampled cases, some of the disseminated data was minor
necause it was old. None of it resulted in removal. Eleven
cases included minor derogatory 1nformat10n from these files,

such as

--association with persons suspected to be
homosexuals;

f—alleged usury activities;
--burglary and larceny in 1939;
--alleged hdmosexual act in 1958;

--arrested for drug overdose, but hospital analysis
showed subject was intoxicated on alcohol;

--reckless dr1v1ng and drunk dr1v1ng in 1947 and
1953. . :

Prior e%gldyment information

CsC obtalns information from prlor employers and from
military personnel files which is minor and of little use
after the person has been employed and has worked for :
‘several weeks or months. Some of the information, accordlng
to CSC guidelines, is not to be collected, but when" 1t 1s‘f
CsC sends it on to *he agency. R

The CSC operating manual states that a derogatory fxle
should not be established for minor military dlsc1p11nary
actions or court-martials for violatiors involving such:
offenses as intoxication, insutordination, or limited
unauthorized leave. However, muck of the information from
military personnel flles exttacted by CSC is of ptecxsely '
this type.

The following examples are typ1ca1 of the 11 instances

of minor derogatory information obtained from mxlltary
personnel flles. :
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--Nonjudicial punishment of 5 days restriction and
7 days extra duty for unauthorized absences, one
~absence for 5 hours and one for 44 minutes.

--Nonjudicial punishment for 6.5 hours of unauthor-
ized leave in 1955.

--Summary court-martial and four nonjudicial punish-
ments for sleeping in after reveille, using dis-
respectful language, and two unauthorized absences.

IRRELEVANT LOYALTY INVESTIGATION
DATA DISSFMINATED

Loyalty investigations conducted by the FBIl are genet—
ally initiated by CSC from leads which indicate the indi-

vidual has been or is associated with an organization
pelieved to be subversive or radical. The leads are
gathered primarily from the FBI investigative files. and CSC

security files.

CSC disseminates 1nformat10n used as leads and 1nfot-
mation developed during such investigations even though much
cf the information relates to disloyalty only vaguely or ‘f
does not relate at all. Personal information, unsupported
allegations, and 1nformat1on on other individuals and organ-
izations are included in 1nvest1gat1ve results sent to '

employing agenc1es.

CSC security flle'
1nformat10n 1S dlssenlnated

Since 1940 the Civil Service Commission, in its Secur-
ity Research and Analysis Section, has maintained. secutxty
files on alleged subversive and disloyal activities. The.
files include two indexes, one on individuals and one.on'
organizations. These files are not specifically authorlzed,
duplicate a function authorized for the FBI, and draw to- |
gether and disseminate information collected and- published
by others which may not have been evaluated or verified: for
accuracy or completeness. ‘Although in September 1975, to
comply with the provisions of the Privacy Act, CSC stopped
using the index of individual names to check the subject .
of each investigation, source material continued to bej"f
maintained and used to obtain 1nformat10n on alleged o
organizational affxllatxons. o

The security files were established to screen wé:: fie
service appointments. 1In 1948 CSC centralized the file in
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washington to screen employees for loyalty under the Federal,
Employees Loyalty Program authorized by Executive Order 9835.
The order specified which agency records should be checked as
part of personnel investigations but did not require CSC to
establish files on subversive or disloyal activities. At

the time of our review, CSC was still using the files to
screen employees and applicants for Federal service as part
of the loyalty investigation authorized by Executive Order
10450. The security files contain information from published
hearings of congressional committees, investigative tepo:ts,_
publications of subversive and radical organizations, various
other newspapers and periodicals, petitions, voting teglstets,
and Communist Party lists and election petitions. :

-

CSC believed that its files were necessary to furnish.
leads and possible sources of information regardxng loyalty
and security matters. But at the time of our review CSC Ce
was evaluating the benefits of the security files. :

CONCLUSIONS

CSC does not have controls that limit the information
collected and disseminated to employing agencies to only
that which is needed to make suitability, security, and
loyalty determinations. Some of the information gathered
during investigations is outdated, incomplete, and 1rre1e-*5'
vant to making these determinations, and most of it is not.
verified. Yet CSC disseminates all of the information
gathered to employing agencies. Since the derogatory 1nfor-ﬂ
mation is retained by CSC for at least 20 years and in many
cases is retained by agenc1es throughout employees' careers kN
without CSC knowing how it is used, CSC should : Cor

--limit its gatherlng and retention of information
to that which is relevant and timely and :

--establish specific controls which limit the
dissemination of information to agencies to only
that which is complete, accurate, and timely and
that is relevant to making suitability, secur1ty,
and loyalty determinations.

Since the CSC security files duplicate a function of
the FBI, CSC should obtain proper authorization to retain
them, merge them wlth the FBI investigative files, or

destroy them.
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CHAPTER 6

CONCLUSIONS, RECOMMENDATIONS,

' AND AGENCY COMMENTS

CONCLUSIONS

Basic changes are needed in the authority for petsonnel
investigations, the manner in which they are conducted, and-
the use made of investigative results. Executive Order '
10450, which authorizes the current personnel investigation
program, is outdated. Inherent weaknesses in the authority,
legal straints, court decisions, and changes in attitudes
dicta .nat new authority for investigation and ad:udxca-ff
tion 1. ..eeded. Although this need has been recognized- for
many years, neither the Congress nor the executive btanch
has taken action and the problems st111 exist. S

The Civil Service Commission has made many progta-
changes since 1953, but the investigative program has
several weaknesses which make it inadequate for occupants of
sensitive positions. Some of these weaknesses result from -

a lack of effective administration. Others are inherent 1n
the program due to conflicting goals between the orxglnal ;~1
authority, which emphasized the protection of the national
security, and more recent legislation and court decxsxons,
which protect the constitutional rights of 1nd1v1duals.»~v_{j

We believe that proble-s with authority, ptogtan _
criteria, and procedures diminish program effectiveness and
need action by the Congress and CSC. Such problems 1nc1ude.§

--Dispersion of author1ty to investigate and
determine the suitability of applicants and
appointees throughout a number of laws,
executive orders, and Federal regulations,
some of which have invalid provisions or
have been affected by more recent legisla-
tion. Also, most investigations are based
on Executive Order 10450 but are ad)ndxcated
under civil service regulations.

--Lack of both a deflnxtlon of disloyal acts
(other than crimiaal acts) and clear guide-
lines as to what dxsloyal acts should be

disqualifying.
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--Inability to obtain local criminal and educa-
tional information. :

--Lack of clear criteria for agencies on how to
classify positions which could have a materially
adverse, but not nationwide, effect on agency

operations.

~--Insufficient number of people assigned to review
agencies' position classifications.

~-Lack of controls to insure that responses to
written inquiries are received and used for
adjudication, classifiable flngetprxnts for the o
FBI check are obtained, consistent decisions for -
further 1nvest1gat10n are made, and arbitrary
reductions in scope of 1nvestxgatxons are not

made.

--Excessive 1nvest19at10n of nonsensitive posxtxons;[f

-~-Ordering of loyalty 1nvest19at1ons on the basxs
of information which has only a vague telatxon
to disloyalty. .

--Lack of controls for 11n1t1ng the 1nvestxgatlve R
information collected and disseminated to the
employing agency to that which is complete, .
accurate, relevant, and timely and that is
needed to make suitability, security, and
loyalty determinations.

AGENCY COMMENTS - | S _ - >'.'_:-i.‘.

In responding to our draft teport, the Civil Setvxce;ﬁ
Commission said: _ e

*We are exttenely hopeful that this tePOtt will Co
provide the impetus for the emergence of guidance, ~
direction and support for a viable and meaningful =
personnel security program which will protect the

interests. of the government and be cost effectxve._g ﬁ

CSC provided us with coaments on the posxtxve actxons taken
to correct or partially correct deficiencies we noted in our
review. We commend the Commission for taking fast, posltxve
action, but these actions uxll not obv1ate the proble-s.:-4
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Implementation of the recommendations which follow
would result . in a more effective and less costly perscnnel
investigative program. This program would have a sound
statutory base; provide the means to identify and adeqiately
investigate occupants of positions with sensitive or criti-
cal dutles; and, for a majority of Federal employees, creatly
reduce the extent of investigation, 1nvasion of ptivacy, and
dissemination of information. .

The Department of Justice believes that this teport S
presents an excellent analysis of the problems that beset the
loyalty/security program. The Department generally agrees
with our conclusions and recommendations and said it intends
to convey to us, by means of its comments, a sense of the im—
portance it attaches to the subJect of this report. -

Specific comments by CSC and the Department of Juetice_
are discussed following each recommendation. Theit formal
comments are in appendixes VI and VII, respectxvely._;g L

RECOMMENDATION TO THE CONGRBSS

We recommend that the Congress consolidate into one law
the authority to investigate and judge the suitability of
Federal employees, including the potential of employees in
sensitive positions to impair national security. The ~
Congress should consider: 8 O

--Restrictions 1mposed on personnel 1nvestxgations A
by other laws, such as the Privacy Act of 1974,
and court decisions protecting 1ndxvxdua1s'=: i
constitutional rights. -f;_g R

--Hhethet CSC should investigate occupants of nonse_.jf
tive positions only to determine prior criminal con-
duct, leaving to employxng agencies the responsi- - |
bility for assessxng app11cants' effxclency..- o

--Need to define, in a manner acceptable to the
courts, disloyal acts which should bar Pederal .g:;

employnent.

--Scope of 1nvestxgat10n needed for the sevetal
levels of security cleatances granted Pederal

employees.
—-wWhether there is a need in the legislation for =

provisions to aid CSC in gathering local law eHe&~.ﬂ
enforcement information; e e.g., reimbursing local B
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law enforcement agencies for supplying informa-
tion, receiving assistance from Federal law
enforcement agencies, or clarifying CSC's legal
authority to have local arrest information.

Agencyﬁcomments

CSC does not think the Congress should restrict the
President's authority by limiting the scope of 1nvestxga—-
tions for employees in nonsensitive positions to their: ptior
criminal conduct. Since any other information developed on'
a person's conduct prior to employment is not being used as
the basis for removal, the collection of this data is un- " -
necessary. Regarding loyalty, CSC seriously doubts that a
legislative definition of disloyalty would withstand con- ,f
stitutional scrutlny. :

CSC does not believe that 1eg1slation which would
consolidate the authority to investigate applicants and -
appointees and to adjudicate the investigative results. 1s;'4
necessary. CSC says there must be a presumption that :the -
President already has this authority. CSC does, however,
point out specific advantages to such legislation. (See ;{j
app. VI, p. 71.) B

The Justlce Department agrees there is a need for the;{
legislation. (See app. VII, p. 78.) Two Supreme Court -
decisions supporting this need are referred to on page 12
of this report. _ :

RECOMMENDATIONS TO THE CHAIRMAN,
CIVIL SERVICE COMMISSION

Recommendations to improve
employing agencies' consistency
in classifying positions

--Establish criteria which will provide agencies.
clear instructions on how to classify positions .
into three categories based on whether the posxtxon _
duties would enable an occupant to have (1) a :
materially adverse effect on national security and/
or a materially adverse effect on other national
interests, (2) a materially adverse effect on - -
agency operations, or (3) no materially adverse ef- -
fect on agency or national interests. These classi-
fications should then be used as the communxcatkon '
tool for designating the scope of the investigation
needed, the responsibility for adjudication, and
the need to disseminate investigative results.
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--Assign more people to the review of agency classifi-
cations to bring about consistent use of the cate-
gories and thus appropriate investigations.

Agency comments

CscC agrees that one of the prime weaknessec of Executive
Order 10450 is the absence of criteria for positiur seasitiv-
ity classifications. A proposed draft to replace t.: order
--not available to us at the time of our review--gives xecog-
nition to the various duties and factors we have cited as -
affecting the sensitivity of positions. CSC implies. how-“*“
ever, that under this proposed order, more employees would
be subjected to a full field investigation and that there
would be only two classifications, sensitive and nonsensi— .
tive. The order would require a full field investigation as .
the basis for awarding a secret clearance. S

Our position is that there should be three categories
of positions, as described above. There are many positions
with sensitive duties for which a less costly controlled
check of agency records and written inquiries would be ﬁ
adequate. Additional study is needed to consider the’ level
of investigation required to permit access to defense infor-é
mation classified as secret or confidential. The basis for :
our pOSition is discussed in chapter 4, page 26. _j :

Notwithstanding CSC's agreement that there is a need
for determining sensitivity of positions based on’ duties.
it proposes that the scope of its investigations, with some's
exceptions, be determined by grade of position. We do - .
not agree that the grade of an employee ‘'should govern scope .
because there are many positions in Government where senSi—M»
tivity of duties and grade do not relate. o TP

CSC agrees that its security appraisal progran should o
be strengthened. All four agencies included in this review'
told us that there is a need for more definitive criteria .

for claSSifying pOSitions.

Justice agrees that there is a need to clarify the
classification of pOSitions as to their sensitivity and
to establish more precise categories of sensitivity for
consistent application by agencies. _ B

Recommendations to insure that
occupants of sensitive positions L
are properly investigated I | eg;ﬁ

--Establish controls which insure that written inquiries
are responded to and used for adjudication. Lo
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--Establish controls which insure that classi-
fiable flngerprlnts for the FBI check are

obtained.

--Establish clear criteria for determining when
cases should be further investigated to obtain .
complete and accurate information and to ascer- - - -
tain if a pattern of misconduct is continuing
or if rehabilitation has been accomplished.

~--Establish controls to prevent arbitrary reduc—'k
tions in the scope of investigations. .

Agency comments

CSC has responded positively to many issues taxsed;
relating to its conduct of NACIs. CSC . '

--has taken action to retain all vouchers, SR
positive and negative, and has told us R
these are now be1ng used in adjudication; BT

-—has informed agencies that the qualtty of
fingerprints must be 1mptoved~ '

--is ueveloplng additional’ crltetla to aug-
ment the criteria in their suitability :
guidelines used to determine need for
further 1nvestlgat10ns, and

--will establlsh controls: to insure that
there will not be deviations in the scope_
of 1nvestxgatxons. : .

As indicated above, CSC is now retalnlnq a11 respon“es
received in response to written inquiries. However, CsC -
did not acknowledge the need for controls to insure re-
sponses to all the inquiries from occupants of sensxtmve
positions. Regarding the action taken to 1nsure ‘that cl
sifiable fingerprints are available, we do not - belleve
an interim name check is- adequate for personnel in sens
positions. CSC should require quallty flngerprxnts for
petsonnel in sensitive positions. The Department- of Ju :
is in full agreement wlth this recommendatxon. ' o
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Recommendations to insure that
loyalty investigations protect
the i1nterests of the Government
and the rights of individuals

~-Order loyalty investigations only when the type
of information being pursued will be disqualify-
ing if verified.

--Obtain authorization from the Congress for the
files on alleged subversive and radical organi-
zations or destroy the files.

Agency comments

CSC says it is in complete agreement with our assess-
ment of the "futility of most so-called loyalty investiga-
tions."” It states that guidance is sorely needed and -
congressional guidance would be welcomed. CSC has, as -
a result of recent and continuing consultation with Justice
(including the FBI), dramatically reduced the number of '
requests made for loyalty investigations. R

The FBI takes the position that the 1nvestxgations :
for loyalty cited in our report were justified under -
Executive Order 10450. However, they share our’ viéi~th@tj
the order needs to be replaced with statutory aut‘ it V"

would authorize referrals to them for such investxg 1y
The FBI wants clear guidelines as to the types of conduct
which would warrant investigation of an individual‘'s o
loyalty. The actions taken by CSC to reduce’ loyalty _
investigations and the implementation of the other recom- |
mendations contained in this report should satxsfy the
objectives of th1s recommendation.

CSC has, followxng a recent consultation uxth otfi’fals
of the FBI's Domestic Intelligence Division, decided 'to =
destroy its security files on alleged subvetsxve and dxs-:

loyal activities.

Recommendations to insure that the investi-
gatlve information collected and di ssemxnated
1s limited to only that which 1s needed

~~Assume complete responsibility for ad;udxcatxng N
past conduct in making sultabxlxty detetminations o
for occupants of nonsensitive positions and
retain the investigative results.
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--Assign adjudication responsibility for all sens;~f7s‘
tive positions to employing agencies.

--Establish criteria on the completeness, accuracy..'r;
and age of information which can be used by CSC
for adjudication or be disseminated to an e-ploy-
ing agency for its adjudication. Also, restri @.
the collection of information to that whlch can

be used.

--When needed to determine the qua11£1cat1ons of ,
- potential appoxntees, direct employlng ‘agencies )
to make appropriate inquiries of leOt employnent

and educational sources.

Agency coments

CSC does not agree that it should assume tespon‘
for entry suitability detetmxnat1ons in app01ntnen’
sensitive positions. Its position does not: recogn:
for nonsen51t1ve positions, CSC and: ‘the enploylng-“
can only require that a person be suitable" fOt'GO;
employment rather than compare the | :
to position duties. Therefore, tho;
person to be unsuitable for a nonsef
determinable orn a uniform- basis byJ
gative data would not be relevant to ei
agency's detetmlnatxon and should notgbe dlssem,na,

Justice agrees with us that CSC should assum.
responsibility for adjudicating past conduct in m
ability determinations for occupants of nonsens1t1”
tions and should retain results. = L . )

Subsequent to the conpletlon of our tev1ev, CS
approved delegating to employing agenc1es the: respo
for evaluating suitability information in:all appo
cases. This action they now believe to be‘Iﬁ accoi
with the intent of the existing executlve order.
cated above, the referral to agencies of the ‘invest
results for a determxnatxon of suxtabxlxty for nons
positions is unnecessary. : L

CSC agtees that much 1nfornatxon that 1s nexth“
plete nor timely has been included in the investiga
files. Inco-plete information often relates to FBI a
records. Therefore, when it is determined either bg‘
of age of the records or the nature of the offense th
further 1nvestxgat10n is needed, CSC says it vxll dxsc.
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maintaining these records. In our review, however, we
found that FBI arrest records were only one of several
sources of incomplete and untimely data.

CSC opposes agency involvement in obtaining information
trom employment and educational sources. We agree that
CSC's intent in sending written inquiries is to get suit-
ability information. However, much of the information
obtained relates to a person's past qualifications as well
as to the person's suitability and is needed by the employ-
ing agency at the time a decision is made to hire. 1If the
agency obtained this information at the time of hiring, it
could use the information in making its hiring decision and
furnish the information to CSC when the NACI is conducted,
thus eliminating in many cases what is now duplication of
effort. Also, the agency is in a better position to have a
potent1a1 employee furnish the release necessary for obtain-

ing the desired information.

The teco-nendatxons contained in this report and com-
mented on by agencies continue to be valid for con31deratxon'
by the Congress and the executlve branch.
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CHAPTER 7

SCOPE OF REVIEW

This report dlscusses problems with the authority for
the Government's personnel investigation program and the -
adequacy of the 1nvestlgatlon for occupants of noncritical:
sensitive and nonsensitive pos;tlons. We primarily teviewed
the national agency check and inquiry investigation con-
ducted by the Civil Service Commission'and the use of the

results of this investigation.

Our examination of the investigative program 1ncluded"
a review of laws, Executive orders, Federal regulat:iouns:
which authorize investigations and adjudications, and
~court decisions and legal restrictions on carrying out the
requlrements for investigation. We reviewed the investiga-ﬂ
tion and adjudication processes at CSC headquarters in. =~ =
washington, D.C., and at the CSC area center in Chzcago.-
We reviewed employing agencies' use of investigative: results
at the Kansas City, Missouri, regional offices of the Federal
Aviation Administration; the General Services Adm1nistration-
the Department of Health, Education, and Welfare; and the_y
Department of Housing and Urban Development.' : |

Our exam.nation did not include a review of how inves-
tigators perform the full field investigation or the inves-
tigation of people wantlng to be put on the CSC reglstet._-i
We also did not review the personnel investigation programs .
of agencies to which CSC has delegated part of its inves-
tigative authority or agencies which have specific authorlty
to conduct petsonnel 1rvest19at1ons. :
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APPENDIX I

APPENDIX I

Exécutive Order 10450

Security Requirements For Government Employment

WHEREAS the interests ol the national
security require that all persons privileged to
be empioyed in the departments and sagencies
of the Government, shall be reliable. trust-
worthy, of good conduct and character, and of
complete and unswerving loyalty to the United
States; and

WHEREA=S the American tradition that all
persons should receive [air, impartial, and
-equitable treatment at the Lands of the Govern-
ment requires that all persons secking the

privilege of einployment or privileged to be

employed in the depurtments und agencies of .

the Government be adjudged by mutnally
consistent and no less than minimum standards
and procedures among the departments and
agercies governing the emplecyment and reten-
tion in emplovment of persons in the Federal
service:

NOW, THEREFORE, by virtue of the
authority vested in me by the Constitution
and statutes of the United States, including
section 1753 of the Rcvised Statutes of the
United States (5 U. S. C. 6‘*1) the Civil Service
Act of 1883 (22 Stat. 403; 5 U. S. C. 632, et
seq.); section 9A of the act of Augu_»t 2, 1939,
53 Stat. 1148 (5 U. 8. C. 118 )); and the act of
August 26, 1950, 64 Stat. 476 (5 U. S. C. 22-1,

et seq.), and as Presidest of the United States, .

and deeming such action neccessary in the best
interests of the nations! security, it is hereby
ordered as follows: '

SkcTioN 1.
and agencies specified in the said act of August
26, 1950. and Exccutive Order No. 10237 of
April 26, 19051, the provisions of that act shall
apply to all other departments and ageuncies of
the Government.

In addition to the dcpartments
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Sec. 2. The head of cach department. and
agency of the Government shall be esponsible.
for establishing and maintaining within hig
department or agency an effective program. to
insure that the employment and retention in.
employment of any civilian officer or employee
within the department or agency is clearly con- -
sistent with the intercats of 'the".. nsf.idnr.i_f. .
security. FRE

Skec. 3. (a) The appomtment of each i
officer or employee in any department or agency

of the Government shali be made .subject:to: - |
The scope of the investigation
shall be determined in the first instance accord- - - .

investigation.

ing to the degree of adverse effect the occupant -
of the position sought to be filled could bring
about, by virtue of the nature of the position..

on the national sccuritr, but in ne event shall |
the investigation include less than a ‘national . -

agency check (including a check of the ﬁnger-'
print files of the Kederal Bureau* of Investlga- :
tion), and written irquiries: to. appmpr :
local lrw-enforcement agencies, formet -
ployers and supervisors, references ‘and schools
attended by the person under nvestigation:
rovided, that upon request of the head of the
department cr agency concerned, "the -Civil
Service Commission may, in its discretion, au-
thorize such iess investization as may meet the
requiremenis of the natwnul security . wtth
respect to per-diem, intermittent, tempouu;_y
or seasonal employecs, or aliens employed otit-
side the United States. Should there develop:
at any stage of investigation mformat.mn indi- .
cating that the empleyment of any such person
may not be clearly consistent with the interests
of the national security. there shall be conducted |
with respect to such person o full ticld investi- . -
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gation, or such less investigation ss shall be
suflicient to enable the head of the <epartment
or agency concerned to determine whether re-
tention of such person is clearly consistent with
the intereste of the national security. :

(b) The head of any department or agency
shall designate, or cause to be designated, any
position within his department or agency the
occupant of which could bring about, by virtue
of the nature of the position, a material adverse
effeci on the national security as a seusitive
position. Any position so designated shall be
filled or occupied only by a pe.son with respeot
to whom a ‘ull field investigation has been con-
ducted: Provided, that a person occupying u
sensitive position at the time it is designated
as such may continue to occupy such position
pending the completion of a full field investiga-
tion, subject to the other provisions of this
order: And provided further, that in case of
emergency 8 sensitive position mey be filled
for a limited period. by a person with respect
to whom a full field preappointment investiga-
tion bas not been completed if the head of the
department or agency concerned finds that such
action is Decessary in thie. national interest,
which finding shall be made & part of the
records of such department or agency.

Sec.. 4. The head of each department and
agency shall review, or cause to be reviewed,
the cases of all civilian officers and employees
with respect to whom there has been conducted
a full field investigation undér Executive Order
No. 9835 of March 21, 1947 and, after such
further investigation as may be appropriate,
shall readjudicate, or cause to be readjudicated,
in accordance with the said act of August 26,
1950, such of those cases as have not been ad-
judicated under a security standard commen-
surate with that established under this order.

Sec. 5. Whenever there is developed or re-
ceived by any depariment or ‘agency informa-.
tion ‘indicating that the retention in employ-
ment of uny officer or employee of the Govern-
ment may not be clearly consistent with. the
interests of the national security, such informa-
tion shall be forwarded to the bead of the
employing department or agency or his repre-
sentative, who, after such investigation as may

57

‘accordance with the said act of ‘August 20,
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be eppropnate. shall review, or cause to be
reviewed, and, where necessary. readjudicate,
or cause to be  »adjudiccted. in accordance:
with the said act of August 26, 1950, the cnee_
of such ofticer or employve. o
Sec. 6. Should there develop at. a.ny stoge of
investigation information mdlcaung that ‘the 5
employment of any officer or. employee of the
Government may not be clearly consistent with -
the interests of the national security, the. heud E
of the department or agency concerned or his -
representative shall xmmedlately suspend the
employment of the person mvolved if he
such suspension necessary in’ the int
the national security and, following such i
tigation and réview as he deems neces
head of the’ department or agency. cohice
shall terminate the employment of: siich
pended officer or employee whenever b
determme such termination necensarv ‘o
able in the interests of the national sécu

Sec. 7:.Any person whose employmex
suspended or terminated under the- ‘auth
granted to heads of departments and'age
by or in acvordance with the said act of Au
26. 1950, or pursuant to the said" Etec
Order No. 9835 or any other security or loy
program rclatmv to officers or- employees o
Governmem. shall not be reinstated or rest _
to duty or reemployed in the same departmeén -
or'agency and shall not be reemployed in any .
other departmem or agency, unless the head -

- of the department or agency concerned finds |

that such reinstatement, restoration, or reem-
ployment is: clearl) consistent with the interests
of the netional security, which: ﬁndlng shall'be
made a part of the rccords of such depurlmcnt :
or agency: Provided, that no- person. whose:
employment has been: terminated under such
authority thereafter may be emploved by any
other depn.rt.mem. or agency except after u:de-
termination by the Civil Service Commission

‘that such person is eligible for such ¢mployment:.

Sec. 8. (a) The investigations conducted -
pursuant to this order shall. bo designed to de-
velop mformatnon as to whclhcr the cmplov- o
ment or retention in cmployment in. lhv Federal
service of the person being invest igated i i clua.rly
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consistent with the interests of the national
security, Such information shall relate, but
shall not be limited. to the following:

(1) Depending on the reletion of the Gav-
ernment employment to the national sec\mty

(i) Any behavior, activities, or associations
which tend to show that the individual is not
- reliable or trustworthy.

(ii) Any deliberate misrepresentations, falsi-
fications, or omissions of material facts.

(ili) Any criminal, infamous, dishonest,
immoral, or notoriously disgraceful conduct,
habitual use of intoxicants to excess, drug
addiction, or sexual perversion.

(iv) Any illness, including any mental condi--

tion, of a nature which in the opinion of compe-
tent medical authority may cause significant
defect in the judgment or reliability of the
employee, with due regard to the transient or
continuing effect of the illness and the medxcal
findings in such case.!

(v) Any flacts which furnish reason to be-
lieve that the individual may be subjected to
coercion, influence, or pressure which may
cause him to act contrary to the hest interests
of the national securitv. .

(2) Commission of any ‘act of sabotage,
espxonage, treason, or sedition, or attempts
thereat or preparation therefor, or conspiring

with, or aiding or abetting, another to commit

or attempt to commit any act of sabotage,
espionage, treason, or sedition.

(3) Establishing or continuing a sympathetic
association with a -saboteur. spy, traitor.
seditionist, anarchist, or revolutionist. or with
an espionage or other secret agent or representa-
tive of a foreign nation. or any representative
of a foreign nation whose interests may be
inimicul to the interests of the United States.
or with any person who advocates the use ol
force or violence to overthrow the government
of the United States ur the alteration of the
form of government of the United States by
unconstituticnal means. :

(4) Advocacy of use ot forcc or violence to
overthrow the government of the United States.

! As amended by Executive Order 10548 of August 2,
1954. : ' . ' '

S8

sion shall furnish a full mvestngatlve 1

" other than in the competitive service' s
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or of the altcration of the form of government’
of the United States by unconstitutional means.

(5) Knowing membership =>with the specific
intent of furthenng the eims of, or adherence.
to and active participation in, any fonexgn or'
domestic organization, association, movement,
group, or combination of persons (heremafter
referred to as organizations) which unlawfully

advocates or practices the commission of acts.

of force or violence to prevent others from
exercising€= their rights under the Constitution
or laws of the United States or of any State, or:
which seeks to overthrow the government of
the United States or any State or subdlvxsxon
thereof by unlawful means.? -

. (8) Intentional, unauthorized dmclosum t.o'

-any person of security information; or of other:

information disclosure of which is prohibited:
by law, or willful \nolatxon or- dxsregar .of!
security regulations. :

(7) Performing or attempung t,o perfonn'
his duties, or otherwise acting, so: as to serve
the interests of another government in.pref-
erence to the interests of the United States

(8) Refussl by the individual; upo :
ground of constitutional prnn]ege against self-
incrimination, to testify before a congressionsl’
committee regarding charges of | his allegedl
disloyalty or other misconduct? -

(b). The mvestxgatton of pehons ente"
employed in the competxtwe eemce'

to the department or agency  conc
. (¢) The investigation of péx‘sons "(incl

ployment of or employed bv t.he Gove_

primarily be the responsibility of the employ g :
department or agency. Depnxjt_m_ent_a and agen-:
cies without investigntive f acilities'may u§'o the
———— l

! As amended by Executive Order —)11785 o! June 4
1974.

3 As amended by Executive Ordcr 10(91 o( Oeto-
ber 13, 19o3 €= )
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investigative facilities of the Civil Service Com-
mission, and other departments and agencies
mnay use such facilities under agreement with the

Commission. :

(d) There shall be referred promptly to the
Federa! Bureau of Investigation all investiga-
tions being conducted by any otber agencies
which develop information indicating that an
individual may have been subjected to coercion,
influence, or pressure to act contrary to the
interests of the national security, or information
relating to any of the matters described in sub-
divisions (2) through (8) ¢ of subsection (a) of
this section. In cases so referred to it, the
Federsl Bureau of Investigation shall make a
full £ald investigation.

APPENDIX 1

- shall remain the property of the investigative

agencies conduct’ag the investigations, but
may, subject to considerations of the national
security. be retained by the department or
agency concerned. Such reports . and' othcrf
mvestngntm- metcrial and lnformauon shall be.

‘maintained in confidence, and no.access shall be’

given thereto except. with the consent of the
investigative agency concerned to other de-
partments and agencies conducting securlty
programs under the authority granted i by orin,
accordance with the said act of August 26,1950,
as may be required for t.he eﬂicnent conduct ot f
Government business. - :

Sec. 10 Notbmg in this ordar shnll be con-v

- strued gs. ehmmatlng or modlfymg in any way!

Sec. 9. (a) There shall be established and

maintained in the Civil Service Commission a
security-investigations index covering ell- per-
sons as to whom security investigations have
been conducted by any department or agency
of the Government under this order The cen-
tral index established and maintained by the

Commission under Executive Order No. 9835 of -

March 21, 1947, skell be made a part of the secu-
rity-investigations index. The security-investi-
gations index shall contain th« name of each per-
son investigated. adequate identifying informa-
tion concerning each such. person, and a refer-
encé to each department and agency which has
conducted an investigation concerning the per-
son involved or has suspended or terminated the
employment of such person. under the authority
granted to beads of departments and agencies
by or in accordance with the said act of August
26, 1950. .

(b) The heads of al! departments and agen—
cies shall furnish promptly to the Civil Service
Comn ission information appropriate for the
establishment and maintenance of the security-
investigations index.

(c) The reports and other investigative ma-
teria: and information develcped by investiga-
tions conducted pursuant to cuy stetute, order,
or program described in soction 7 of this order

¢ As €mended by Executive Order 10531 of M_ny 27,
1864, .

- department or agency concerned.
~ shall be heard to conclusion, and the det

59

the requirement for any. lnvestlgnnon or. any]
determination a8 to set.umy whnch w be
required by law. .
Sxc.11. On and after the eﬂectlve data of *
order the Loyalty Review Board establishe
Executnve Order No. 9835 of March "21 “

I “or ‘otherwise. Appenla. pendmg
the Loyalty Renew Board on such date

the: provnsnons of the said Executlve Ord'
9835, as amended. Agency determmnt
favorable to the officer or employee
pending before the Loyaity Review
such date shall be acted: upon’ by S
and whenever the Board 1s- not ‘in':
with such favorable det.ermmatnon the ¢
be remanded to the department: or mncy
cerned for determination in - accor
the st.mdards aad’ procadums esta
suant to this order. Cases’ pendmg
reglonn.l loyalty boards “of. ‘the Civil
n on: which heanngn bave
initiated on such date shall be refermd

beard by regional loyalty boards on sue
tion of the board shall be forwarded to i

of the department or agency. concerned
vided, that if no specific department or age:
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ing in the Federal Bureau of Investigation or
the Civil Service Commission on such date shall
be completed, and the reports thereon shall be
made to the appropriate department or agency.

Sec. 12. Executive Order No. 9835 of
March 21, 1947, as amended,® is hereby revoked.

Skc. 13. The Attorney General is requested
to render to the heads of departments and
agencies such advice as may be requisite to
enable them to establish and maintain an
appropriate employee-securily program.

Sec. 14. (a) The Civil Service Commission,
with the continuing advice and coilaboration

of representatives of such departments and

agencies as the National Security Council may
designate, shall make & continuing study of
the menner in which this order is being imple-
mented by the departments and agencies of the
Government for the purpose of deterinining:

(1) Deficiencies in the department and
agency security programs established under this
order which .are inconsistent with the interests
of, or directly or mdlrectlv weaken the national
security.

(2) Tendercies in such programs to deny to
individua! employees fair, impartial, and equi-
table treatment at the hands of the Govern-
ment. or rights under the Constitution and
laws of the United States or this order.

Information aflecting any department or
agency developed or received during the course
-of such cont: .uing study shall be furnished
immediately to the head of the department or
a;ency concerned. The Civil Service Com-
mission shall report to the National Security
Covncil, at least semiannually, on the results of

* As amended by Executive Order =»11785 of June '4
1974, which revoked Executive QOrder 11605 of July 2°
1971.€=
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such study, shall recommend means to correct
any such deficiencies or tendencics, and shall
inform the National Security Council immedi-
atel ly of any dtﬁcmncy which is dccmed to be of -
major importance.® :
(b) All departments and agenﬂes of t.he o
Government nre directed to cooperate with the
Civil Service Commission. to facilitate the
accomplishment of the responsibilities nss:gned..
to it by subsection (a) of this section; - " ..
(¢) To assist the Civil Service Commmon
in discharging its responsibilities under . this
order, the head of each depa.rtment. and agency
shall, as soon as possible and in no event-later
than ninety -days after recenpt of the. fina}
investigative report on a°civilian’ oﬂicer or
employee subject to a full field investigation
under the provisions of this order, advise .the
Commission as to the action takm with respect
to such officer or employee. The informstion :
furnished by the heads- of departments. and
agencies pursuant to this section: shall.’be !
included in the reports which the Civil Servics !,
Commission is required- to -submit to the -
National Security Council in ¢ ordance with
subsection (a) of this section. Such. Teports
shall set forth any deficiencies on the psrt ofithe -
heads of departments and- agencies in - taking
timely action under this order, and shall men-"
tion specifically any instances of noneomplmnee
with this subsection.® S S
Sec. 15. This order shall hcome elfechve E
thirty days after the date hereol R

Dwigur D. Exsswuowr:a

TrE Wm'ra Houskg,
A;ml 7. 1958.

% As a.mended by Executiva Order 10350 of Angust S. a
1954. :
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AUTHORITIES TO CONDUCT INVESTIGATIONS

Civil Service Act of 1883 (now codified in title 5,
U.S.C.)--Authorizes the Civil Service Commission to
test relative capacity and fitness of persons seeking
employment in the executive branch.

--Section 1303, title 5, U.S.C., authorizes the
Commission to investigate and report on the
enforcement and effect of the rules and regu-

lations.

--Section 1304, title 5, U.S.C., provides for
the conduct of investigations by the Commis-

sion and for their financing.

Section 5.2 of the Civil Service Rules--Provides that
the Commission may make appropriate investigations of
the qualifications and suxtabzl;ty of applicants for
positions in the competitive service; and part 731,
title 5, Code of Federal Regulations, makes appoint-
ments subject to investigation bv the Commission and
provides a l-year period of Commission jurisdiction.

Executive Order 10450 of April 27, 1953, as amendéd--
Prescribes investigative and security 1equ1tements for

Federal employment.

Executive Order 10422 of January $, 19%3--Authorizes
investigation of U.S. citizens employed in 1ntetnat10na1

organizations.

Section 2165, title 42, U.S.C. (formerly the Atomic
Energy Act of 1954, as amended)--Authorizes investiga-
tion of contractors and conttactor employees,

Veterans Preference Act of 1944, as amended (codified

in title 5, U.S.C.), and Executive Order 10988--Inves- " ~ -

tigation of appeals tecelved from veterans and non-
veterans.

Section 2455, title 42, U.S.C. (formerly the National: -
Aeronautics and Space Act, Public Law 85-568)--Authorizes -
investigation of employees of the Nat1ona1 Aeronautics o
and Space Administration.
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8. Section 2585, title 22, U.S.C. (formerly Public Law
87-297)--Authorizes inveetigation of employees of the
Arms Control and Disarmament Agency.

9. Section 1434, title 22, U.S.C. (formerly Public Law
80-402)-~-Authorizes investigation of employees of the

United States Information Agency.

10. Public Law 82~298-~Transferred the investigative teaanf  
sibility for a large number of agencies from the Federal
Bureau of Investigation to the Civil Service Commission.

11. Public Law 87-293--Investigation of Peace Corps volun-
teers. _ '
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SUITABILITY CRITERIA

To carry out its responeibility to . determine the fit-'-
ness of persons entering the Federal. gervice, CSC reviews ~ .
the NACI results before forwarding them:to the. agency. cs8C
judges whether the conduct of an’ individual may ‘reasonab ¥y
be expected to interfere with performance in a: positiob-Or;4--=
interfere with. performance by the f its duties: Hp
based on the disgualifying facto
5, Code of Federal Regulations. ge ‘guide.
mining suitability ‘for Federal empl yment , which were re
and publiehed in November 1975, aj i it .

in the revised fackors

The primary changes 1ncorpc”at‘
were: [N e

--The word immoral' was delet" rom fa tor,2e
This word applied almost{jxclusxvely ‘to sexual
1mmora11ty in: suitability jvaluations. Under
current guidelines, sexual' uc t
found to be notoriously d_sg aceful to be
disqualifying. )

--The drug abuse factor was added.
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Addxtxonal factors to be taken into consideration when
making a suitability determination are as follows: '

1. The kind of position for which the person 13 S
applying or in which the person is’ employed, o
including its sensxtivity.t , R

2. The nature and seriousnes§ic§;§hg.één&ﬁct;
3. The
4. The

5. The age of the applicant o:
time of the conduct. ' ’

its mission. The gu1de11nes fo i §
undergone radical change in theﬁiasj
the court opinions in the area of in
well as socletal att1tudes.

Although"thé disqualifyin
lation apply only to CSC deter
the factors when making adverj

lations, to make adverse dec1s
initial or contlnued fitness £ p
service for such cause as will“ promo]
the service. Y

1/Norton v. Macy, 417 F. 24 1161 (D.C. Cir., 1969)
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'REVIEW OF NACI CASES

To evaluate the productivity of’ NACI sources’ and to
determine which sources provide u ul info:ma;ioq, ‘W€

directed removal
ending June 30)

conduct, 1nc1uu g
prior employment.
1nformation._-~ ‘

suitabilxty fa
serious i
into the mi
detogato
of the s
shown fo
tion was
mation

‘e
years. becaus
results. an
Personnel Sec
informatio
and virtua
in. the MO
Secur1ty
sonnel secu
to cetta;n
on derogato
concluded t
older than 5
taken solely
private sect
natxonal Bus
not to use
petsonnel decisiona.
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All 40 removal cases Qe reviewed contained at 15@éc"one3
act of misconduct which was less than 5 years old and wae :
sufficient to warrant removal.

SOURCES OF DEROGATORY INFORMATION

Derogatory cases

In our sample of 86 derogatory caees.ithe NAC ;
derogatory information 117 times, Fifty-one of the
1nstances, 1nVOIV1ng 37 cases (1ndlve4uals), were d
to be serious, and 66 instances of derogatory info
were determined to be minor.

In 37 of the 51 1nstances of serlous derogator
tion, it was prov1ded by cr1mina1 1n ormatlon

and. m111tary personnel tecords.

Removal oases

The 40 removals included 3 og
sensitive positions and 37 oﬂcupa
tions. Criminal information sour
provided most of the serious ‘dero
were 85 1nstances of derogatory 1

prior employers and m111tary records:“

Limited su1tab111ty 1nvest;gatlons-iﬁ

uals surfaced ‘additional 1nforma
and found dlSpOSlthhS on derogat
by the NACI. The personal 1nvest
tional derogatory 1nformatlon 55

mation and the number of tlmes the 11m1ted su1
1nvestlgatlon sources surfaced addltlonal 1nform
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records f__r
FBI 1nvestigative
files
Defenge;Centta
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Limited Suitability Invest;gations
for 40 Removal Cases

Times from

Source - | each source
Local police department and court records 18
References - 6
Credit check 10
Prior employers 8
Present Government superv1sors i3
Total ' §§

SUITABLLITY FACTORS

According to CSC requlations, any of the su1tab111ty=-
factors shown in appendix III may be considered a basis i
disqualification in making a determination on whethe |
conduct may reasonably be expected to interfere with th
effective performance of the duties of the position 03
the duties and respon51b111t1es of the employlng a,%nay

Derogatory cases

. For the 86 randomly sampled cases, serious derogat 'y
information related to suitability factors 55 times.  This
information related to criminal miscondu¢t, including abnsq
of narcotics 43 times and delinguency, ot :misconduct in pri
employment 10 times. Sixty-nine of the NACIs were for oc
pants of nonsensitive positions and 11 NACIs were for acc
pants of noncritical sensitive 9051t1ons. We could ‘ACE.
determine classification in the other six cases. Twelw
the NATIs for occupants of nonsens1t1ve p051t10ns were
verted to a limited suitability investigation, but none 9o
the investigations resulted in an adverse action by CSC.-“
None of the occupants of noncr1t1ca1 sensxtlve pos1t10ns
was further investigated. . '

Removal cases

Dlsquallfy1ng factors clted for 165, or 87 percentg
the times that derogatory information: applled to the suit
ability factors on the removal cases were criminal mist
duct, not adm1tt1ng convictions on . the- applxcatlon form,
drug abuse (which is generally a: crlmlnal offense).  The
information was surfaced from both NACIs and limlted snl
ability 1nvestlgatlons. .

5[68_.
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The following schedule shows the number of_timgé’ﬁhgg fi
‘serious derogatory information related to each suitability -
factor for our sample of 86 cases and the 40 removal cases.

Dotogaﬁbt' Information Applied '
. to;SufiiBTITEi’EEEEEEE""

y dnfor

86 cates

Suitability —1iLin
factors {note a) NACI NACI

Delinguency or mis-
conduct in prior
eAaployment o 10 14

Criminal, dishonest,
infamous, or nototr-
fously disgracéful
conduct . .l 33 60

Intentional false . .
stateaent or decep-
tion or fraud in
ezamination or . S
appointment 0 41

Refusal to furnish -
testimony required:
by civil service " _
rules DR 0 0

Habitual use of"ingbx-'
icating beverages - :
to excess S ] : 2
Abuse of narcotics, |

drugs, or other’ :
controlled substances 10 23

Reasonable ddub; of -
loyalty to the i
United States

~
o

Statutory diaduhlifii
cation L

0 _ |
14 .50 BT St

a/Some lntot-qtiéﬁ;iiplies to more than one factor.

> lo
o

Total




ot

NAC!

Conducted by one of thréa CSC area contons
and conuists of NAC (by haadiuartars) and

PROCESSES FOR NACI AND FULL FIELD INVESTIGATIONS

AGENCY CLASSIFIES POSITIONS AND
REQUESTS INVESTIGATIONS

Noncritical sensitiva

written inquirs {by arga contar}

|

Arta conter recelves alt results, Keups durogs
tory and destroys nonderogatory information.

Nonsensitive

Critica! sensitive

FULL FIELD
—

Y

Clerh reviews filns and determines if: l

Case ey serious darog- Case is clasred or hs

story intormation.

only minor derogatory
information.

!

| N

; Agency receives resuits snd: ]47—

Controlled by CSC headquarten and conusts
ot NAC (by headquarters) and personat sater:
views (by field investigator}.

CSC screens: for loyalty for pasible coawer
sion to FBI.

Further develops derogatory
information (if agency has the
capability).

| Adjudication of e 1

Sent to CSC adjudiceto

" sdjudicator decides:

r ot headquarters. The

Cise nexcs additionat
Investigation,

Cese do#s not need
edditionsl investiga:
tion. :

Takes adverse action:

~Denies a security clesrance.
~Issues a lgtier of reprimand.
-Bars applicant’s employment,
--Agks employee to resign.
~Removes employee,

Tekes positive action:

--Approves suitability and
foysity.

--Awards secutity clearance.

L

Additions) investigstion

~ abilisy investigation by C8C or.& loyaity inves.
tgation by the £81 and canreuls In:

can by o limited sit.

Retains deropatory infurma-
tion throughout empluyes’s
caresr. .

Returns derogatory . informe:
tion to CSC headgquarters.

_ L Case filed st CSC headquarters. J

!

" Notifiss CSC. of sction taken

: .on-ful) field investigations.

A XIAN3dAY

A XIAN3ddAV
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AN .
/ ¢ : UNITED STATES CIVIL SERVICE COMMISSION N ALY ALEAE GRS O
‘-c.@j WASHINGTON, D.C. 20415
ocT 6 9T s

Mr. H. L. Krieger

Director, Federal Personnel and
Compensation Division

U. S. General Accounting Office

Washington, D. C. 20548

Dear Mr. Krieger:

This is in response to the General Accounting Office draft of a proposed
Report entitled Unclear Criteria and Inadequate Processes for Investigating
the Suitability of Federal Employees (FPCO-77-64), transmitted to the
Chairman on August 24, 1977, by letter which invited Commiseion comments.
H.mrcht.thnmo:tmityﬂmtprhrtﬂimoolmm

We agree with the thrust of the Report concerning the Government's
loyalty/security/suitability program that action —— either Congres-
sional or Presidential -- is needed to correct deficiencies and
provide direction in areas of uncertainty. While we are responding
to this in terms of the position of the present Commission and it's
staff, it must be recognized that this whole matter is being studied
by two groups, the Federal Personnel Management Project, and the
Task Force on Federal Law Enforcement. We may want to alter our
position on certain issues discussed in your report after considering
the results of these two studies. Our comments on specific findings
and recommendations follow our general observations.

GENERAL OBSERVATIONS

The report recommends legislation which would consolidate the authority
to investigate applicants and appointees and to adjudicate the inves-
tigative results. We do not believe that such legislation is necessary
since there must be a presumption that the President already has this
authority. Executive Order 10450 placed prime personnel investigative
authority in the Civil Service Commission with the provision that
other agencies with investigative facilities could, by agreement with
the Commission, conduct their own investigations. With few exceptions,
vhich are contained in our response to the 1974 GAD Report (B-132376),
we believe that the Commission should have investigative respounsibility
for all civilians seeking appointment, or appointed, to positions in
the competitive and excepted service, and that the Departmant of Defense
should have the responsibility for military and defense contractor per—-
sonnel. This authority could be established by Presidential directive.

¥ ¢
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With respect to evaluation of investigative information and making
hiring/retention decisions based thereon, we take the following
puveition:

(1) That the Commission judge the initial suitability of
applicants prior to certification for appointment to
any position in the Federal Service; and

(2) Tuat the employing agency make suitability determinatioms
in the case of all appointees, and of all applicants in-
vestigated for appointment to sensitive positions.

Close scrutiny of the Civil Service Act reveals that the Commission has
authority to judge the suitability of applicants only. Executive Order
10450 clearly implies that the employing agency has responsibility for
evaluating the suitability of appointees. In accord with this inter-
pretation, the Commission has recently approved the assignment of
suitability evaluation of appointees to the employing agency. This
action was taken not only to accommodate implied responsibility, but
also in acknowledgement of the belief that the employer (agency) is

in the best position to assess the impact of specific conduct to the

duties of a particular position.

Our comments on specific firdings and recommendations contained in
the report are set forth below.

RECOMMENDATIONS TC CONGRESS

- Consider restrictions imposed by statutes and court decisions:
While we are in agreement with the spirit and intent of
the Privacy Act of 1974, we do feel that guidance is
needed fr~: either the Congress or the Attornmey General
with respect to collecting, maintaining and disseminating
information as to how people exercise rights guaranteed
by the First Amendment. As matters now stand each agency
conductirg personnel investigations makes its owm inter-
pretation of what this broad proscription means.

- Limit the Commission's authority to investigate occupamts
of maitive » positions to information about %
eondnct' We do not think Congress res {3
President's authority by limiting the scope of persommel
investigations to prior criminal conduct. We feel stromgly
that the Government, as an employer, is emtitled to cbtain
and consider information with respect to an employee's
honesty, integrity, sobriety, etc., irrespective of position
sensitivity.
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- Define dhlgzaltz A statutory description. of activities
vhich would bar employment on grounds of disloyalty vonld
be of tt-ondouo aid to suitability evaluators, but-we .
seriously doubt that a legislative' deﬂn:l.t:lon of dulnyalty.
unless limited to proven acts of ttuaon or. ubocage. vou.ld

notell 1n 'the Repott.
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- Increase Security Appraisal staff: We agree that this
program needs to be strengthened, but equally important to S
adding personnel is the grant of authority to overrule : R R
sensitivity classifications made by agencies. We find wide Ll
variations among agency classification criteria, as well as: . |
in the application of the criteria. We feel that the’ proyoaed“”“ o
executive order will draatically curtail these variationa. e

- Retain written inquiries: The centralization of the IIACI [T
processing at Boyers, Pennsylvania, is just about eo-pleted. P
We nov are retaining all vouchers that are returned and they D
are used in the adjudication of the case. . S

T‘ne-proposed executive order limits .pds'ition claaaifh’:’ation L
to (1) sensitive and (2) nonaenaitive., All appointmta to
sensitive positions would be made subject to an employment - - ';_
decision based on the results of a full field hmtigation IR
wvhich would be conducted peraonally. without the use of L _-7 o
written inquiries, Appointment to- poaitiona at ----- -gral e GS-Q

and above, and all positione requiring access to informatio
classified as Confidential under E.O. 11652, would r"’ u
a National Agency Check with written inquiriea. _Resp
to the written inquiries would be retained for adjud
purposes. At the time the NACI caae"-:ia closed to the .
a decision will be made as to whether all, ‘pare; or _none £
the information obtained through the NACL will be- forwa S
to the agency. That decision will" be. based -upon. the toq e-
ness, relevancy and timeliness of the . infornation. Appo
‘to nonsensitive positions at GS-8 ‘and: below not requiri;
will be made subject to the results: of a National Agency
with retention and dissemination of infoumation’ alao bei.ng
decided based upon conpleteneaa, relevancy and ti-elineaa

- Establish controis to insure: obtaining claaaifiable finge |

prints: Agencies have alrendy been :l.nforaed that the
of fingerprints must be inproved.

- Batabliah clear criteria for conductig_zg addit .onal il'l'vea
tion in NAC or NACI cases: While the decision to
additional investigation in ‘NAC or: ‘NACT caaea 10 easen
one of judgment on the part of exaliners, ve are develop
additional criteria to augment the criteria in onr Suitab, ty
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Guidelines (FPM Supplement 731-1). These additional criteria

vill enable clerical employees to determine which cases should

be referred to an examiner for a decision as to the need for

additional investigation, and should provide for uniform EEER
decisions among examiners in deternining the need for additionnl Liare
investigation. : SN

- Establish controls to insure scoge compliance: Past devietions Lo E
from scope requirements have resulted from restrictioms'om .. .
resource allocations and uneven usage of resources from regiom =
to region. With consolidation of the NACINACI operations we .
expect %0 better utilize available reaources and be able to - -
maintain control on unifora application of criteria for. initi-_
ating additional investigation. We will be ‘better able to R
plan resource needs and plan to tanpoterily backlog cases if~ C
necessary rather than reduce scope becauae of resource’ linita- R
tions. S L

=  Requeat loyaley investigations only if the lom .
sued will be disqualif We ‘are im coq:lete

agreement with GAO's assessment of the futility of most: .
so—-called loyelty inveatigntione Guidance _in thie aten ST

Yy
i
]
i

3

1

]

partment of Justice will be nnndated ‘to-ieeue‘ guidelines
establishing. ‘criteria upon which requee ' fpt loyalty -
investigations will be accepted ag ‘a8 criteria for
evaluating the results of the investigative information.
Recent and continuing consultation ‘between the Co-ission R
acd the Department of Justice (including the FBI) has resulted
in a drastic¢ reduction in the oumber of - tequeeta ‘made for these
investigntim but no estnblinhed uidelines have existed - :
since the Attorney General's list of subveraive organizations T
was ebolinhed several years ago._ e ; _ T

ve cen no longer search ncnee ‘of individunla minst thoae
files. Following a recent consultation with officials of

thy FBI's Domestic Intelligence Division, we have: dectded tc o
dispose of all our organization files and elininate the
Secutity leeeerch function colplctely : o
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- Assume complete responeibility for emtry suitability
determinations in appointments to nonsensitive positions: I
As stated above, the Commission has approved the delegatiomn to ..
employing agencies the responsibility for evaluating suita- -
bility information in all appointee cases. The proposed '] T
executive order requires the Commission to issue criteria to: j,;. -
be used in applying the standard for employability in caaes N
involving suitability issues. We feel very sttongly that -7.7[_-1-;§
the agency is in a ruch better: poaition to make ‘these: detetmina N
tions than the Commission. We would" insiet, however;, that this - '
adjudication function be centralized at the headquartera level :
of each agency or statutory component thereof. " -

Assign responsibility for ad udication of. investi'ativelugjfu
information for sensitive positions to the loying iagency: .- . = ¢
We agree with this recommendation and will eo provide in. tha ERT i
program directiva to be issued in compliance with. proviaione .
of the proposed order. Agencies now have edjudicetive

authority, by delegation from the Commiaeion, in critical . :?'fz’? ' é
sensitive positions. , ; vl T o

maintained° We agree with the’ findinga that ‘much :infc td
has been included in investigative files' which would not meet
the tests of completeness and timeliness, but the Commiaaion
has always demanded, and for the most part maintained,t_w T
rigid standard for accuracy in ita investigative reports._,- ,_-ﬁ B

For the most part, incomplete infotmation usually relatee to-

arrest records developed by a search of the FBI indices which
do not have any disposition shown, and no additional investi-
gation 18 conducted to obtain the diaposition. “In the future,
when it 18 determined that either because of the age of the ;]
arrest record, or the nature of the offense, no additional .
investigation is needed, the record itself will not be maintained
in our files, mor will it be dieaeminated to’ an: agency.fw--

Since the enactment of the Privacy Act of 1974, the Commieeion :
has taken a number of steps to insure that the information S
collected and maintained 1is relevant, timely and’ complete,
that no information 1s maintained in our files which’ dese
how an individual exercises rights guaranteed by the Pirst
Amendment. Instructions on reporting informaetion have been '
issued to our investigators to this’ effect. At the ‘same’ time
files established prior to the effectivé dae of the Ptivach'
Act are reviewed prior to their releaee to an agency to inaure
that any Fitst Amendment information’ ie deleted. CE
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- Reguire egencias to obtain guelificetionn infotmetion'fron

1o t and educational sources: This: recommendation -
is based on the assumption that written: inquiriee ‘are ‘sent te _ ;
emplcyers and schools for the purpose of determining quali- : tt{'v-' -
£ications, Such 1s not the case, When the Commission certifiesl -
an eligible to an agency, his/her qualification for the AT
position has already been deternined._ 3 4.8 responses to the
written inquiries disclose a feleificetion of experience - o
or education which has affected eertificetion, the ieeue becomes e
euitebility, ‘not quelificatione,_ Also, to be considered in :
this recommendation is the cost factor. The Commieeion hae
recently centralized the entire NACL operetion at- Boyete.
Pennsylvania., The cost differenv”"in processing’ written:
inquiries. from thousands of - egeney_inscalle‘ione‘and fron
one central location would be: ¢
alone, we etrongly oppose eg;

! ‘pror :
and inciaiveneea which are apparent. in thie Bepott.: we ete extremely hopeful
that this nepott will provide the- inpetue for the ene gence of guidance. [
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UNITED STATES DEPARTMENT OF JUSTICE

WASHINGTON, D.C. 20530

NOV 2. 1877

Address Reply to the
Division Indicsted
and Reler to luitials and Number

Mr. Victor L. Lowe

Director

General Government Division

United Btates General Accounting Office
Washington, D.C. 20548

Dear Mr. Lowe:

Inadequate Processes for Investigating the‘éuitabili
of Federal Employees. _ s 2

We have reviewed the report.and believe th
sents an excellent analysis and portrayal of the
which beset the Federal c1vilian Bmployee,noy <

. Program. T

The Department generally agrees with the
and recommendations containéd in the- report. -1
ing comments are not only*intended to ‘express. our
on matters contained in the'report, but to: convey !
a sense of the importance which we attach to the sub
of the report. _ e ; S

We agree that there is a- distinct need for 1e
which consolidates into one’law- the authoritytto
and judge the suitability, security, and -loyalty
employees. It is particularly important that 1t
in conflict with the Privacy Act and that it
a manner acceptable to the courts; the kinds
disqualify an individual- from-Federal employn
report indicates that this problen is ‘being:
through a proposed revision of Executive Ord :
which is the current authority covering ‘gecur ity
ments for Government employment - We  de i
the importance of the Privacy Act’ because of
arising between the protection :of our ‘nation
and recent legislation and court decisions P
‘the constitutional right £ -ndivxduals.ag -
apparent need for legislation ‘establishing th”'
limitations of personnel’ investigations and the cr

A
{5 )]
”

e
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for judging the suitability, security, and loyalty of
Federal employees. Such legislation should contain guide-
lines for the coilection and dissemination of information
by investigative agencies, as well as a definition of

the acts of disloyalty and types of suitability which
would be disqualifying for Pederal employment.

Legislation of the nature described above would enable
security staffs and operating personnel offices to make

suitability, security, and loyalty determinations based
on definitive criteria and standards rather than struggling

with the existing criteria which are nebulous and open
to widely differing interpretations by ;hoae who use them.

We also agree that there is a distinot need to clarify
the security classification of positions as to their sensi-
tivity (i.e., whether or not a position could adversely
affect national security, other national interests, or
agency operations, etc.) and to establish additional,
more precise categories of sensitivity which will ensure
that these position security classifications will be applied .
consistently by agencies. Bach of these categories could
then be coupled with a degree or scope of inveatigation .
which would preclude the insufficient investigation of
gensitive positions as well as the excessive investigation
of nongensitive positions.. : :

The report points out that the vast majority of
Federal employees have no duties which would enable them
to materially affect agency operations. It therefore
secms reasonable to confine investigations for such employees
to a check of the FBI records for criminal conduct. If
derogatory information is developed, the investigation
could then be expanded. Of particular interest are the
statistics on investigations conducted by the Chicago
area center of the Civil Service Commission (CSC) during
the 12 months ended June 30, 1976. Of 96,962 investigations,
only .04 percent resulted in CSC removal of employeesa
in nonsensitive positions, and 59 percent of those removals -
were based on derogatory information developed by Pederal
Bureau of Investigation (FBI) record checks. GAO found
that the FBI check would have missed about two removals
per 10,000 people investigated, thus supporting the argument
that checking FBI records for nonsensitive positiona would
be adequate. r C ' '
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We believe that the report convincingly outlines - SR
the need for a realistic appraisal and designation of
those positions in the Federal service which are- teally
sensitive--positions requiring great public trust or affect-
ing agency operations, in addition to those positions R
which require access to classified information, - Por 8
positions, there should be established an effective p :
gram of investigation and adJudication undet apptopti»J‘
criteria. : Lo

_ The Department also agrees with' the recommend tiq s'j-ﬁ
directed to the CSC which are designed to (1)- impr
consistency in classifying positions; (2) ensure t
occupants of sensitive positions ‘are.properly: inves
(3) ensure that loyalty investigations protect. the
of the Government without violating the :ights’otgi

9

disseminated is limited to that" which is nece
-make suitability, security, and: loyalty dete

In our opinion, 1mplementati ‘of
contained in the report. would significantly -enh

improve- primarily because categor
will be more precise; the classi
with respect to sensitivity ‘wi
unnecessary investigations wil a
pertinent information will be ob ined in .inve
only information which is. 'needed to make suita
security, or loyalty determination
and disseminated; precise- criter_ : : _
applied will be established fo; making- suitabi

.‘the responsibi

report does not discuss concerns theilength of - -
required to conduct background tigations
the results available to the age De

in personnel administration, res
allowed to enter on duty prior t

tions and the allocation of sufficient resoutces to
them within such limits. o P -

A B
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On pages 45-47 of the repozt, GAO cites examples

taken from a review of summaries of FBI loyalty investi-
gations and concludes that some of the investigations
appesred to have little justification. GAO also cites -
examples taken from a review of PBI loyalty investigative
reports and concluded that some information, often un- _
supported, did not relate to loyalty or other suitability
factors. Under EO 10450, as amended, the FBI conducts
fuil-field ‘investigations of civilians in the Executive _
Branch of the Government where there are disloyalty allega-.
tions. Their reapon.ibility is to determine the complete
facts both as .to loyalty and suitability. The scope
of the FBI full-field investigation encompasses the entire
adult life of the individual. Through these investiga-
tions the FBI strives to protect the national security
as well as individual rights. To prove the innocence
of an individual under investigation is just as 1mportant
to the FBI a3 it is to prove the validity of disloyal

: allegatione. _ .

'All of the examples cited in the report tefet to =
conduct described in Section 8(a)(5) of EO 10450. 1In .
addition, the examples contain information concerning
a close association with a relative, reference, or an
individual who has engaged in conduct described in
Section 8(a) (2) or (5) of EO 10450, or has been investi-
gated for actively supporting the use of force and violence
to overthrow the Goveriment of the United States. There-
fore, we take exception *c GAO's conclusion that the cited
examplee illustrate investigations which appear to have
little justification. , _ _

We consider any information developed during a loyalty
investigation which indicates the individual had an extra~-
marital affair leading to divorce to warrant investigation
to determine the significance of the suitability factor
as possible notoriously disgraceful conduct. When detogatory '
information of this nature is received, every effort is
made to verify or disprove thz information. The FBI is
required to resolve any discrepancies in identificztior,
to interview the original source of the information, ana
to conduct sufficient additional investigation to corroborate
or refute the allegations. They are charged with the
responsibility of conducting full-field investigations :
to collect information concerning lcyalty and security
factors. Once the information is collected, it ias the
adjudicator's role to evaluate the individual's conduct.
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In many instances, the adjudicatoryg after reviewing the
results of the full-field investiy®wtions, will interview
the individual to obtain his or her comments concerning
the alleged derogatory information.

In two of the examples concerning FBI loyalty investi- 7
gations, GAO cited information which was obtained from iy
third-party interviewees. These comment: were furnished i
voluntarily by the third-party interviewevs during the
full-field investigations. FPor the FBI to distort or -
make the decision to omit the personal comments or views
of interviewees concerning the employee would place the
FBI in an untenable position of biased reporting and
adjudicating information at the investigative level.

It is the responsibility of the adjudicator to review

the comments and views expressed by third-party inter~
viewees, evaluate the results of full-field investigations,
and determine if any of the loyalty or suitability factors
may be considered as the basis for disqualification. :

Page 50 of the report states that 'stnce nonsensitive
positions have no sensitive duties, and since no amount
of checking could reduce the risk to zero, we believe
checking FBI records for nonsensitive positions would:
be adequate.® It is not clear as to what FBI records
would provide an adequate check. Currently, the PBI
Central Records System and the Identification Division
Records System are checked in fulfilling the PBI's name
check and fingerprint responsibilities. To clarify this
point for the Congress, you may wish to specify which
records systems you have in mind as representing an ade-'

quate check.

We appreciate the opportunity given us to conlent
on the draft report. Shnuld you have any further questions,

please feel free to contact us.

31ncere1y,

\‘?Ztiizzztn. Rooney

. Assistant Attorney General
~ for Administration
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PRINCIPAL CIVIL SERVICE COMMISSION OFFICIALS

Tenure of office

From

COMMISSIONER:

Alan K. Campbell, Chairman May 1977

Jule M. Sugarman, Vice Chairman June 1977

Ersa H. Poston, Commissioner June 1977

Robert E. Hampton, Chairman Jan. 1969

Georgiana H. Sheldon,

-acting Chairman Dec. 1976

L. J. Andolsek, Commissioner Apr. 1963
EXECUTIVE DIRECT(D]: -

Raymond Jacobson 7 July 1975

Bernard Rosen g S June 1971
GENERAL COUNSEL: '

Patrick Swygert : ~ Oct. 1977

Carl Goodman = = _ Aug. 1975

Anthony Mondello e . Apr. 1968

(961053)
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