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COMPTROLLER GENERAL'S
REPORT TO THE SUBCOMMITTEE
ON CONSTITUTIONAL RIGHTS
COMMITTEE ON THE JUDICIARY
UNITED STATES SENATE

DIGEST

WHY THE REVIEW WAS MADE

In March 1974 the Senate Subcommit-
tee on Constitutional Rights held
hearings on proposed legislation
(S. 2963 and S. 2964) to guaran-
tee the security and privacy of
criminal history information.

Criminal history information is
data developed on any individual
between his arrest and final
release from custody and can in-
clude a person's name, dates of
arrests, nature of charges, dispo-
sition of the charges, and the name
of each arresting agency, court,

or correctional institution in-
volved.

The proposed legislation would
restrict law enforcement agen-
cies' use of this information for
prearrest purposes and would also
prevent dissemination of certain
information.

Information on use is vital in
determining the composition of any
group having a policymaking role
regarding the use of criminal
history data so the group would be
representative of the extent to
which the various criminal justice
groups used the information.

The Subcommittee requested that
GAO determine

--the extent to which criminal
history information was used by
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HOW CRIMINAL JUSTICE AGENCIES USE
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Federal, State, and local crimi-
nal justice agencies for pre
versus postarrest purposes; and

--the extent to which the three
components of the criminal justice
system, law enforcement, judicial,
and corrections agencies, used
the information.

GAQ's findings are based on an
analysis of a random sample of re-
quests made by agencies_in Cali-
fornia, Florida, Massachusetts, and
by Federal agencies to the Federal
Bureau of Investigation (FBI) and
appropriate State agencies. See
Chapter 6 for a detailed discussion
of the review's scope.

FINDINGS AND CONCLUSIONS

Criminal justice agencies can ab-
tain criminal history information
from local files, State identifi-
cation or data bureaus, and from
the FBI. When transmitted from one

“agency to another this information

generally is recorded on a "rap
sheet."

Most rap sheets are requested from
agencies by submitting a finger-
print card on the individual in
question, usually at the time of
arrest. They also may be obtained
by letter, telephone, teletype,
computer terminal, or in person.

Most rap sheets distributed to
criminal justice agencies result



from the submission of fingerprint
cards containing data on the ar-
rested individual.

State and loeal uses
of eriminal history information

State and local agencies primarily
used criminal history information
after a person was arrested. (See
pp. 12 to 18,)

Regardiess of how the information
was requested, the percentage use
of the information for pre versus
postarrest purposes was as follows:

Percent
Prearrest 6.7
Postarrest 83.5
Miscellaneous 9.8

Although use of this data for pre-
arrest purposes was relatively
small, it is significant enough to
indicate that criminal history in-
formation in FBI and State files is
used by State and local agencies

in prearrest situations but not on
a routine basis at the time it is
received.

 State and local law enforcement
agencies were the most frequent
recipients of criminal history in-
formation, as shown below:

Agency Percent
Law enforcement 58.6
Judicial 32.9
Corrections 2.2
Other and
miscellaneous 6.3

The results are influenced by

the fact that the greatest per-
centage of requests for information
(51 percent) were by fingerprint
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cards submitted by law enforcement
agencies, usually as a matter of
routine at the time of arrest be-
cause State law required it.

State and local Taw enforcement
officials said this information
was usually not used by them when
it was received but that it was
placed in the arrested person's
file and could be used for pre-
arrest purposes in subsequent in-
vestigations of the person.

State and local judicial agencies
(prosecutors, courts, probation and
parole) were the major recipients
of criminal history information
requested by nonfingerprint means.
(See p. 19.)

Since requests by this means are
less routine than fingerprint card
requests, it is probably more indic-
ative of how criminal justice
agencies use the information when
they need to know an individual's
criminal background.

Since State and local judicial
agencies were primary users of
information requested by nonfinger-
print means, it seems that they
should have a significant voice
regarding policies and procedures
that govern the use of criminal
history information.

Certain questions arose during
GAO's review regarding the dissemi-
nation practices of Florida and
Massachusetts. Thirteen criminal
justice agencies in Florida were
not complying with the State's dis-
semination practices for criminal
history information in that they
misinterpreted State policy and
either allowed unauthorized access
to the files or furnished criminal
history data to agencies not

.
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authorized to receive it.

In Massachusetts GAO could not
determine who initiated about 10
percent of the sample requests for
criminal history information made
to the Department of Probation's
files, These requests were mostly
made by telephone and indicated the
Department's procedures for dis-
seminating such information as a
result of telephone requests were
inadequate.

GAO advised appropriate officials
in both States of the problems so
they could take corrective action.
(See pp. 21 and 22.)

Various segments of the criminal
justice system requested rap sheets
on the same individual as his case
was processed through the system.
In California, there were instances
where at Teast 10 rap sheets were
requested on a single individual.
In Florida, requests were normally
made at eight different points as
the individual moved through the
system. (See pp. 30 and 31.)

Federal uses of
eriminal history information

Analysis of requests for criminal
history information made by domes-
tic law enforcement agencies in the,
Departments of Justice (not includ-
ing the FBI), Treasury, Interior,
and Defense, and in the Postal
Service and the Administrative 0f-
fice of the U.S. Courts showed
that, as was true for State and
Tocal agencies, most Federal re-
uests were for postarrest purposes.
?See pp. 33 to 38.) However, Fed-
eral agencies were more likely to
request the information for pre-
arrest purposes as follows.

Purpose Peréent
Prearrest 22.9
Postarrest 52.7
Miscellaneous 24.4

Federal postarrest use of criminal
history information was signifi-
cant although less than State and
local postarrest use.

The extent to which Federal agen-
cies received criminal history
information follows.

Agency Percent
Law enforcement 69.8
Judicial 16.6
Corrections 8.4

Other and
miscellaneous 5.2

Since State and local criminal
justice agency representation on
any board governing the policy and

_use of criminal history informa=-
tion should be fairly representa-

tive of both Taw enforcement and
judicial agencies, it seems that
Federal representation on such a
board should be more weighted
towards law enforcement agencies.
(See pp. 39 to 41.)

AGENCY COMMENTS AND UNRESOLVED ISSUES

The Department of Justice and the
three States generally agreed with
GAO's findings and conclusions.
(See apps. I through VI.)

The Department and California said
prearrest use of criminal history
information might be higher than
shown in the report because local
agencies make use of such informa=-
tion maintained in their own files
for prearrest purposes. This - -



information, usually on rap sheets,
is received from State data bureaus
and FBI and placed in the agency's

files for possible future investi-

gative use.

GAO agrees that local criminal
Justice agencies may use this in-
formation in their own files to
assist in prearrest investigations.
Local agencies, however, did not
maintain data showing the extent of
such use and the proposed legisla-
tion would not affect an agency's
use of information contained in its
own files for prearrest purposes.

If local agencies do not have in-
formation in their own files they
would have to go to either State or
FBI identification bureaus. Accord-
ingly, GAO believes its findings as
to how this State and FBI data is
used accurately reflects the way
Tocal agencies use information not
contained in their own files.

i

California said it believes re-
sponse time should be reduced and
that it is attempting to meet a
State statutory requirement that
by 1978 its data bureau respond
to all requests for criminal his-
tory information within 72 hours.
California also indicated that
there was a need to improve ac-
curacy and completeness of data
maintained in criminal history
records, '

GAO agrees, on the basis of its
findings and recommendations in an
earlier report to the Congress on
the need to determine cost and ime
prove reporting in the development
of a nationwide criminal data ex-
change system (B-171019, Jan. 16,
1973).

Florida and Massachusetts said they
have taken action to correct dis-
semination problems GAOQ noted dur-
ing its review.

iv



- CHAPTER 1

INTRODUCTION

The Subcommittee on Constitutional Rights of the Senate
Judiciary Commjttee requested that we determine how the crim-
inal justice system uses criminal history information to
assist it in considering legislation (S. 2963 and S. 2964) to
guarantee the security and privacy of such data. The Subcom-
mittee made the request essentially because certain provi-
sions in the proposed legislation would restrict law enforce-
ment agencies' use of criminal history information for pre-
arrest purposes and would prevent dissemination of certain
information.

Since specific data on how criminal justice agencies
used criminal history information was not available, the
Subcommittee requested that we develop this information.

The Subcommittee was also concerned about how policy and
procedural decisions would be made regarding the use and
dissemination of criminal history information. Historically,
law enforcement agencies have made most of the decisions.

The Subcommittee members and Administration witnesses at

the March 1974 hearings generally agreed that any legisla-
tive decisions regarding the composition of a pollcymaklng
group would be enhanced if data was available showing the
extent to which all segments of the criminal justice community
(police, courts, and corrections) used this information.
Therefore, the Subcommittee requested that we also provide
information on the extent to which the various segments of
the criminal justice community use criminal history informa-
tion.,

The purpose of this report, therefore, is to provide
information. While we have drawn conclusions on the results
of our findings as to how criminal history information is
used and by whom, we are not commenting on the appropriate-
ness of certain provisions of either S. 2963 or S. 2964,

To obtain the needed data we randomly sampled requests
for criminal history information made to the Federal Bureau
of Investigation (FBI) and to the appropriate State agencies
in California, Florida, and Massachusetts during a 1-week
period. Information on each sampled request was than compiled
either by interviewing the requestor or by analyzing completed
questionnaires. Details on the sampling methodology and scope
of the review are in chapter 6.



Without the complete and willing cooperation of the De-
partment of Justice, particularly the FBI, and the appropriate
State and local criminal justice agencies, we would not have
been able to complete the work successfully. We believe this
cooperation indicates the extent to which all interested
parties believed the information we developed would be useful
for providing an objective basis for making certain decisions
regarding the proposed legislation.

Our work with criminal justice agencies in the three
States indicated that their activities were similar to the
way criminal justice agencies operate throughout the Nation.
We also believe that our random sample of requests for crim-
inal history information made to the FBI by Federal domestic
law enforcement agencies provides an accurate picture of these
agencies' use of this data.

-



CHAPTER 2

CRIMINAL HISTORY INFORMATION:

WHAT IT IS AND HOW IT IS KEPT AND DISSEMINATED

Criminal history information can generally be defined as
any information on an individual, collected or disseminated
by criminal justice agencies, as a result of arrest, deten-.
tion, initiation of criminal proceeding, probation, incarcera-
tion, parole, or release from custody.

All segments of the criminal justice system retain crim-
inal history information files., The most widely used, how-
ever, are those maintained by the FBI, State, and large metro-
politan law enforcement agencies.

FBI'S CRIMINAL HISTORY SYSTEM

The FBI's files contain about 21 million records of indi-
viduals for whom fingerprints were submitted to the. FBI by
Federal, State, and local criminal justice agencies. The FBI
disseminates this information when Federal, State, or local
criminal justice agencies request it. Arrests are reported
to the FBI on fingerprint cards which are placed in a file
maintained for each arrested individual. Information from
the fingerprint card is transferred to an individual's '"rap
sheet," making it the master list of the individual's reported
criminal activity. (See app. VII.)

Disposition data is also included on the rap sheet if the
arresting agency or court of jurisdiction forwards this infor-
mation to the FBI, although they are not required to do so.

An FBI official said about 26 States require that disposition
data be reported to their State criminal data bureaus. Some
States require that the data be reported to the FBI. However,
he said that such requirements generally are not enforced by
the States. -

Copies of the rap sheet are forwarded to criminal justice
agencies in response to specific requests which can be made in
several ways. The most common way used to obtain rap sheets
is by sending an individual's fingerprint card to the FBI.
Most of the time in these cases the individual has been
arrested and fingerprinted. The arresting agency, usually as



a matter of course, forwards an individual's fingerprint card
to the FBI, which makes a positive identification and then
sends the individual's rap sheet to the arresting agency.
This positive identification insures that the recipient of
the rap sheet receives the record of the individual whose
fingerprints were submitted.

Requests for rap sheets can also be made by letter, tel-
ephone, or teletype. In these cases the FBI will forward
the rap sheet to the requestor with the qualification that
positive identification was not established, unless the re-
questor had submitted an FBI arrest number with the request.
The FBI assigns this number to an individual when it first
receives a fingerprint card showing he has been arrested.
Usually the FBI does not request to know why a criminal jus-
tice agency wants an individual's rap sheet.

Most of the FBI's criminal history files are maintained
in a manual system. In 1971 the FBI began operating, in con-
junction with the States, a computerized criminal history
(CCH) system. The CCH system can provide requestors either
a detailed record of a person's criminal history, similar to
the information contained on a rap sheet, or a summary record.
The summary record essentially contains only the number of
times a person has been arrested and convicted of certain
offenses, and more detailed information on his last arrest.
(See app. VII.) However, requests for CCH information are
not accompanied by fingerprint cards so there is not positive
‘assurance that the information transmitted to the requestor
is, in fact, on the subject of the request.

As of February 1974, the CCH system had data on only about
2 percent of the approximately 21 million individuals on whom
the FBI has criminal history information.! Two of the States
we reviewed, California and Florida, had contributed about
half of all records entered into the CCH file by participating
States and the District of Columbia.

'Tn July 1974 FBI officials advised us that two of the six
States contributing to the CCH system, New York and Penn-
sylvania, had dropped out, thus decreasing the number of
records in the system. Nevertheless, the Department of
Justice noted that the number of States using CCH file ma-
terials is significant and that CCH transactions have been
increasing. (See app. I.)



On March 1, 1974, we issued a report to the Subcommittee
on the development and use of the CCH system. The report
raised the question as to what the national policy should be
regarding development of computerized criminal history infor-
mation systems and to what extent the various segments of
the criminal justice community and appropriate Federal agen-
cies should participate in such policy development.

CALIFORNIA

The Bureau of Identification, Identification and Infor-
mation Branch, of the State Division of Law Enforcement is
primarily responsible for maintaining and disseminating crim-
inal history information maintained in the State's manual
file, State and local law enforcement agencies are required
by California law to submit fingerprint cards to the Bureau
on all individuals arrested for felonies or other serious
crimes. Fingerprint card data, information from arrest
forms', and disposition data is entered on the rap sheets
maintained by the Bureau.'

At the time of our review, the Bureau had fingerprints
and/or rap sheets on 9.1 million people. The records on
5.3 million people dealt with criminal offenders. The rec-
ords on the remaining 3.8 million people were kept because,
under State law, they had to undergo a criminal history check
to obtain a license or to obtain or retain employment

Information maintained in the Bureau's files is generally
released upon receipt of a fingerprint card or arrest form,
or upon request by telephone, teletype, letter, or personal
visit. The Bureau cannot be sure that information released
in response to requests from-other than fingerprint cards is
in fact for the individual named because there is no way to
insure positive identification. It advises the requestor
that positive 1dent1f1cat10n was not established.

In addition to its manual file, California also has a
computerized criminal history system which became operational

‘1Law enforcement agencies sometimes submit arrest forms in-
stead of fingerprint cards on individuals who already have a
fingerprint card on file at the local and State level and who
already have State identification numbers. '
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in April 1973. It is operated by the Law Enforcement Consol-
idated Data Center. The State is converting certain manual
records into computer format. As of May 1974, about 1.4 mil-
lion records of offenders charged with serious offenses were
planned for conversion., About 488,000 had been converted,
with about 240,000 of these entered into the computer. A
copy of the records is also transmitted to the FBI for inclu-
sion in its CCH system if the record has an FBI number.

These records in the State's computer can be accessed by the
Bureau to enable it to respond to requests for rap sheets.
Also, California law enforcement agencies are linked directly
to the State computer by about 975 terminals so they can re-
quest information directly.

California has not established a list of agencies author-
ized to access the State's criminal history files. California
legislation states that information shall be furnished to all
peace officers; district attorneys; probation officers; State
courts; U.S. officers; officers of other States and countries
authorized by the California Attorney General; and to any
State agency, officer, or official when needed for performance
of official functions. Information can be obtained for crim-
inal justice purposes and for determining individuals' eli-
gibility for licensing or suitability for employment.

FLORIDA

The Division of Criminal Justice Services of the Florida
Department of Law Enforcement manages the State's criminal
history information system, which is entirely computerized.
Two main files are kept--the identification file and the full
history file, All fingerprint cards and duplicates of crim-
inal histories are kept on microfilm. In addition, the State
has entered records on Florida criminals who are multi-State
offenders into the FBI's CCH system.

As of May 1974 the State had records for about 775,000
persons in its identification and full history file. About
70,000 of these were multi-State offenders whose records had
also been entered into the FBI's CCH system.

The identification file contains the name and certain
other identifying characteristics of individuals on whom the
State has rap sheets. The identification file is used as a
quick reference primarily to determine if the individual has



a criminal record. Inquiries can be made to the identifica-
tion file with only the individual's name. Upon making an
inquiry the requestor is furnished with certain information
that indicates whether the State might have criminal history
information on the individual and which file contains the
information,

The requestor can then use this information to request
a rap sheet from the full history file or from the FBI. If
a rap sheet is available, the State mails it to the requestor.

As of June 1974, there were 367 telecommunication term-
inals in operation at various law enforcement agencies through-
out the State. These terminals have direct access to the
identification file, but only off-line access to the full
history file. Requests for either identification or full
history information can-also be made by telephone, letter,
teletype, fingerprint card submission, or by personal visit.

The Department of Law Enforcement's policy is to dissem-
inate criminal history information to criminal justice agen-
cies and any other agencies which have State statutory author-
ity to do checks before licensing or employment. There is
no restriction on what local criminal justice agencies can do
with criminal history information they developed on their own.

MASSACHUSETTS

Whereas the California and Florida criminal history in-
formation systems are relatively similar to the FBI's system,
the Massachusetts system is not.

Massachusetts maintains criminal history information in
three separate departments:

~--The Department of Public Safety keeps identification
(e.g., fingerprint cards and photographs) and arrest
data.

--The Department of Probation keepé court arréignment
through sentencing data.

--The Department of Corrections keeps sentence imposi-
tion through sentence completion data,



The identification and arrest data file contains an in-
dividual's name, description, aliases, birthdate, parents'
and spouse's names, names of other relatives and associates,
arrest data, fingerprints, and photographs., Information re-
garding arrests and their disposition is entered on rap sheets.
Records on about 800,000 individuals are on file.

Generally requests for identification and arrest data
are made to verify the identity of individuals. Requests for
arrest data can be made by letter, telephone, teletype, or by
personal visit. Information disseminated as a result of re-
quests other than fingerprint cards cannot be verified to
insure positive identification because fingerprint comparisons
are not made. '

The file maintained by the Department of Probation on
individuals contains a complete record of all court appear-
ances and dispositions for every person arraigned before the
Massachusetts courts. All information for this file is fur-
nished by the courts. The records contain general identifica-
tion data and note the date and disposition of all court ap-
pearances for each charge from the first appearance to the
date of sentencing or release from custody. There are records
on about 5 million people in this file.

The files maintained by the probation department are the
basic records criminal justice agencies use to secure criminal
history information on people. Requests for such records can
be made by telephone, teletype, letter, or in person. Requests
are usually by name and there is no system for insuring that
the information released is truly the record of the correct
person because verification is not made by checking finger-
prints.,

Files maintained by the Department of Corrections contain
information on criminal offenders' progress from the time a
sentence is imposed until their release from custody. The
files contain various documents submitted by the court, pro-
bation, correction, or parole officers and include presentence
narratives, psychological evaluations, and prison admission
data. The files are wused almost exclusively by corrections
and parole board personnel and access to detailed information
in them is generally restricted to corrections and parole
board personnel. About 15,000 to 20,000 active records and
35,000 to 40,000 inactive records on microfilm are maintained
in the Department of Corrections file,.



Massachusetts is developing a Statewide computerized
criminal history information system that will consolidate
criminal offender records now held in the three departments.
The Department of Probation receives court status slips for
individuals who have committed felonies, major motor vehicle
violations, or 'nonvehicular misdemeanors other than drunken-
ness. These slips are sent to the Department of Public Safety
which searches for the individual's fingerprint card. If one
is located, the fingerprint data, court data, and any existing
correctional data is consolidated into a single record.

It is not clear how the State insures itself that the
fingerprint, court, and correction data is actually on the
same person because the court status slips and probation file
record cards do not contain fingerprints or other identifiers,
such as arrest numbers or FBI numbers. The State said it is
trying to insure, as best it can, positive identification of
such records, and if there is any question about the positive
match of records, the subject's records are not being consol-
idated.

As of May 1974 about 15,000 of the 800,000 Department of
Public Safety, 5 million probation, and 55,000 corrections
records had been converted, with additional conversions taking
place at a rate of about 60 a day. State officials were unable
to estimate when the computerized system would become opera-
tional.

The State Criminal History Systems Board, established in
1972, is responsible for setting policy and regulations gov-
erning the collection, storage, dissemination, and use of
criminal history information. A Security and Privacy Council,
under the Board, has also been established to continually
study and recommend ways to insure individual privacy and sys-
tem security. The Board established a list of 74 types of
agencies having access to the State's criminal history infor-
- mation for criminal justice purposes or for determining an
individual's eligibility for licensing or suitability for
employment,

In addition to criminal history information files main-
tained by the FBI and various State agencies, there were nu-
merous such files also maintained by local criminal justice
agencies in the States where we did our review, primarily law



enforcement agencies, For example, Alameda County, Califor-
nia, keeps a multiagency criminal information system which
serves the sheriff's office, the county police departments
and other local law enforcement agencies. Ten California
law enforcement agencies that we contacted during the review
had local criminal history records on about 3 million people
with the Los Angeles County sheriff's office having the
largest file with records on about 1.2 million people.

Although we did not review the uses of criminal history
information in these files, local criminal justice officials
told us the information is used extensively by judicial agen-
cies for setting of bail, sentencing, and probation decisions.
In addition, law enforcement agencies use this information in
prearrest situations and for postarrest followup investiga-
tions.
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CHAPTER 3

HOW STATE AND LOCAL CRIMINAL JUSTICE AGENCIES

USE CRIMINAL HISTORY INFORMATION

To determine how criminal justice agencies in the three
States used criminal history data, we sampled requests they
made from three sources:

~-The FBI's manual file.
--The State's manual file.
--The State's CCH file in California and Florida.

We did not sample State and local requests to the FBI's CCH
file because they automatically go to the State file first
and would be recorded and included in our sample there,

- We classified the types of requests under three consoli-
dated categories--fingerprint card requests,' nonfingerprint
requests (telephone, teletype, letter, or personal visit), and
CCH requests.,

The agencies requesting information are discussed under
three categories:

--Law enforcement agencies, which include police and
sheriff's departments and other State or local
enforcement-type agencies.

--Judicial agencies, which include prosecutors, courts,
probation and parole offices.,

--Correction agencies.

Briefly, our work showed that:

Fingerprint card submissions are not always made to request
information for a specific use. We considered them requests
because they usually result in a copy of the individual's
rap sheet being forwarded to the submitting agency for its
file and possible future use,

11



--Criminal history information was used primarily after
an individual was arrested.

~--Judicial and correction agencies most often used the
data.

~-Requests for criminal history information submitted
by fingerprint cards were overwhelmingly made by law
enforcement agencies, usually because of a State
requirement to submit a fingerprint card when an
individual is arrested.

--Requests by nonfingerprint means were much more fre-
quently from judicial agencies than were fingerprint
card requests and were more frequently made, not as
matter of routine, but to develop additional informa-
tion on the arrested person.

WHY CRIMINAL HISTORY INFORMATION WAS REQUESTED

One of the basic questions the Subcommittee requested
us to answer was the extent to which criminal history infor-
mation was used for pre versus postarrest activities of
criminal justice agencies. Our findings showed that the
data was used primarily for postarrest purposes, as can be
seen in the following table.

Prearrest Versus Postarrest Use

Type of request

Fingerprint card Nonfingerprint
To FBI To State To FBI To State
Activity file files file files CCH
Prearrest 1.5% % 8.9% 13.3% 32.3%
Postarrest 91.5 100 77.9 70.4 47.0
Miscellaneous
(note a) 7.0 0 13.2 16.3 20.7

aIncludes requests for information used for such purposes as
licensing, certifying, and testing of CCH, It also includes
requestors who did not respond to our questionnaire, were
not sure they made the request, or said they did not make
the request.
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The specific purposes for which the data was to be used
and by which type of criminal justice agency follows,

Specific Purpose for Request (note a)

Purpose by agency

Law enforcement:
Suspicious circumstances
arousing police interest
First police report of a
crime
Followup investigation
before arrest
Arrest (i.e., booking of
suspect)
Followup investigation after
arrest
Completion of case
Prosecuting agency:
Prosecution of suspect
Plea bargaining
Courts:
Recommending or setting bail
Sentencing
Probation/parole:
Presentence report prepara-
tion or recommendation
Supervision requirement
after release of defendant
on parole or probation
Corrections:
Incarceration
Establishing treatment
program
Other (note b)
Miscellaneous (note c)

Type of request

Fingerprint card '~ Nonfingerprint
To FBI To State To FBI To State
file files file files
0.3 0% 3.9 7.0%
0.3 0 0 3.3
0.9 0 2.6 3.7
80.8 86.4 0 19.7
9.0 10.2 6.5 5.4
3.9 0 4.8 1.5
8.3 0 15.7 9.0
1.4 0 2.6 0.4
4.1 ] 1.3 9.5
7.6 0 10.5 12.1
5.5 -0 41.7 23.0
0.7 0.2 10.5 11.0
4.3 0 1.3 0.4
3.1 3.2 1.3 1.1
3.6 0 32.8 15.6
0.9 0 2.6 16.3

CCH

23,6%
2.9
2.9

15.8

a
The data could be requested for more than one purpose. Thus, percentages

total more than 100,

b

Includes responses from such agencies as components of State identification
bureaus, State real estate boards, and Federal agencies, which could not be
classified as State criminal justice agencies.

c .
Includes requestors who said they did not make the request, were not sure
they made the request, did not reply to our questionnaire, or were testing

equipment or training operators.

13



The general reasons why the information was requested
follow.

General Reason For Request (note a)

Type of request
Fingerprint card Nonfingerprint
To FBI To State To FBI To State
Reason file = files file files CCH ~

Routine agency
policy - 96.2% 100.0% 61.6% 52.0% 48.3%
Obtain additional
background data 30.3 17.4 51.3 40.6 48.3
Need to form an '
opinion:
To continue
or termi-
nate case 4.6 0 20,9 10.4 6.0
Regarding
subject's
character
or risk
to society 18.1 3.6 53.1 27.2 22.1
Other
(note b) 4.1 6.4 6.5 24,0 36.6
Miscellaneous
(note c¢) 0,2 0 2.8 10.9 20.6

%The data could be requested for more than one purpose.
Thus, percentages total more than 100.

b . . .
Includes purposes which were not listed on our question-
naire, such as checking records of potential jurors; licens-
ing, certifying, or employment checks; or updating files.

C
Includes requestors who said they did not make the request,
were not sure they made the request, did not reply to the
questionnaire, or were testing equipment or training opera-
tors.
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An analysis of the data by type of request--fingerprint
card, nonfingerprint, or CCH--shows the following.

Fingerprint card requests

Generally requests submitted by fingerprint cards were
done so by law enforcement agencies at the time of arrest,
usually as a matter of routine. There were virtually no in-
stances when State or local law enforcement agencies sub-
mitted fingerprint cards to obtain information for prearrest
purposes. Generally information obtained by fingerprint re-
quest is used by law enforcement agencies to update files on
an arrested person and to provide them a more complete his-
tory of the arrested person's criminal involvement. For
example, most law enforcement fingerprint cards submitted
during followup investigations after arrest were to insure
that the arresting agency had complete criminal histories on
the arrested people.

Relatively few fingerprint card requests were made
specifically for judicial or correctional agencies! use. In
almost no cases did these agencies request the information
from State files partly because judicial agencies usually
obtain rap sheets directly by nonfingerprint requests to the
FBI, State, or local law enforcement agency. Judicial agen-
cies' most frequent use of criminal history data obtained by
' fingerprint requests was in the prosecution and sentencing of
individuals. This might be because generally these are the
two points during the judicial process when it is important
to have a complete and current criminal history of the in-
dividual, and the FBI's files contain the latest comprehen-
sive information on an individual. Nevertheless, most use
of such data obtained by fingerprint cards was by law en-
forcement agencies.

However, the fact that over 80 percent of these requests
occurred at the time of arrest suggests that there was prob-
ably little actual use of the information by State and local
law enforcement agencies in those cases. Local law enforce-
ment officials told us that they believed their agencies
rely almost exclusively on their own files for criminal his-
tory information to aid in prearrest investigations because:
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--Most crime is committed by local people with whom the
investigating agency is familiar and on whom the
agency has a current criminal history file, which
usually contains previously requested FBI or State
rap sheets,

--It takes too long to receive information from State
or FBI files.

Nonfingerprint requests

An analysis of nonfingerprint requests for criminal his-
tory information provides a better indication of the extent
to which criminal history data in FBI and the States' files
was used for prearrest purposes. A relatively significant
number of requests for criminal history information were
used for prearrest purposes--8.9 percent of nonfingerprint
requests made to the FBI and 13.3 percent of such requests
made to the three States' files. This data is more meaning-
ful than fingerprint card requests for determining the extent
to which criminal history information is used for prearrest
purposes because fingerprints generally are not taken before
arrest. .

The time factor might also have an important impact on
the degree to which criminal history data is used in pre
versus postarrest phases. Analysis of the CCH data indicates
a much greater use of it in the States' CCH systems for pre-
arrest purposes than the data requested by fingerprint or
nonfingerprint means. This may be because the response time
is usually quicker for CCH and could indicate that as more
criminal history information is computerized, law enforcement
agencies will use it more for prearrest purposes than they did
during our review.

In summary, although the total weighted percentage State
and local use of criminal history data for prearrest purposes
is relatively small (see table below), it is significant
enough to indicate that criminal history information in the
FBI and State files is used by State and local agencies in
prearrest investigations, but not on a routine basis at the
time it is received.
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State and Local Use of Criminal History
Information for Pre and Postarrest Purposes
Regardless of How Requested

Percent .
Prearrest 6.7
Postarrest 83.5
Miscellaneous 9.8

Nonfingerprint requests for criminal history informa-
tion were overwhelmingly made for postarrest purposes--
primarily by judicial agencies (prosecutors, courts, proba-
tion or parole officers). Use for these purposes was almost
three times the use for law enforcement purposes. This in-
formation was often requested to secure data upon which to
base an opinion regarding the individual's character or risk
to society. Prosecutors wanted complete background data on
individuals to help prepare cases against them. Courts
wanted complete background data on which to base decisions
regarding bail, probation, or sentencing. Probation offi-
cers needed information upon which to base opinions regard-
ing the subjects' character or risk to society. In some
cases these opinions regarded how the probation officer would
handle a person placed on probation by the court; in other
cases the opinions were transmitted to the courts in the form
of preprobation or presentencing reports. Nearly half of .
the nonfingerprint requests submitted to the FBI and nearly
one-fourth of those submitted to the States were for informa-
tion to assist probation or parole agencies preparing pre-
sentence reports or recommendations.

CCH requests

The use of CCH information obtained by computer requests
was almost exclusively for law enforcement functions. Only
about 7 percent of all these requests were for non-law en-
forcement functions. This is primarily because most non-law
enforcement agencies do not have access to CCH terminals.

For example, in California, the 240,000 online criminal his-
tory records were directly accessible primarily through
terminals located at police departments throughout the State,
However, these agencies may have subsequently provided the
information to judicial and corrections agencies.
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The CCH system became operational in late 1971. There
are currently very few criminal history records computerized,.
Very few non-law enforcement agencies have access to a CCH
terminal, and in most States detailed records cannot be
transmitted online to a requestor. Moreover, CCH accounted
for only 773, or 1.3 percent, of the 58,465 requests made by
State and local agencies in the three States during our
l-week sample period. Thus, it is too early in CCH's devel-
opment to be able to draw any definitive conclusions about
the uses made of the CCH system.
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WHO RECEIVED CRIMINAL HISTORY INFORMATION

To obtain a clearer picture of the extent to which all
segments of the criminal justice system used criminal history
information, we determined which type of agency received the
information either directly from the FBI or State files or
subsequently from another agency which had initially received
the data. The following table shows, for each type of
request, the percentage of criminal history information
received by each segment of the criminal justice system,

Recipients of Criminal History Information

Type of request

Fingerprint
card Nonfingerprint
To FBI To State To FBI To State
Agenc file files file files CCH
Law enforcement 77.2% 85.7% 17.3% 32.9% 67.7%
Judicial 16.7 11.3, 77.3 53.5 24.0
Corrections 2.6 2.8 2.1 1.7 0.4
Other (note a) 3.3 .2 1.0 3.2 1.2
Miscellaneous

(note b) 2 0 2.3 8.7 6.7

@Includes responses from such agencies as components of State
identification bureaus, State real estate boards, and Fed-
eral agencies, which could not be classified as State criminal
justice agencies.

bIncludes requestors who said they did not make the request,
were not sure they made the .request, did not reply to our
questionnaire, or were testing equipment or training opera-
tors. :

The percentages follow for receipt of the information by
all criminal justice agencies regardless of the means of
request.

Agency , Percent
Law enforcement 58.6
Judicial ' 32.9
Corrections 2.2
Other and miscellaneous 6.3
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The data indicates that law enforcement agencies were
the most frequent recipients of the information. The results,
however, are influenced by the fact that the greatest percent-
age of requests (51 percent) for information were by finger-
print cards submitted by law enforcement agencies. As shown
in the table on page 14, almost all of such requests were
made routinely, and, as shown on page 13, were made at the
time of arrest.

When law enforcement agencies received criminal history
information in response to fingerprint card submissions, it
was generally not used for specific purposes. It became part
of the arrested person's file at that agency. The file is
available to judicial and correctional officials as the
arrested person moves through the criminal justice system,
The law enforcement agency could also use the file to provide
background data on the person if he were, subsequent to
release, suspected of further criminal activity. However,
law enforcement agencies made little immediate use of the
information they received as a result of fingerprint card
requests. .

Officials of many police departments we contacted said
that information received from routine fingerprint card sub-
missions was filed and that no further immediate use was
made of it. They said, however, that their files were open
to criminal justice agencies and that they knew judicial
agencies used the files but did not know the frequency of that
use.,

A more accurate picture of who actually receives and uses
criminal history information is probably provided by
recipients of the data as a result of nonfingerprint requests.
As shown in the table on page 14, this information is requested
on a much less routine basis than fingerprint card requests.
Thus, it is probably more indicative of how criminal justice
agencies use criminal history information when they need to
know the criminal background of an individual. As shown in
the table on page 19, jucicial agencies were the major
recipients and users of criminal history information requested
by nonfingerprint means.

The information in the table on page 13, that discusses
specific purposes of requests, shows the extent to which
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judicial agencies used the information. It is quite extensive
in relation to law enforcement or correctional use.

In summary, our statistics showed that law enforcement
agencies were the most frequent recipients of criminal
history information. But, if the way the information was
requested and used is taken into account, judicial agencies
are its primary users. Accordingly, it seems that State and
local judicial agencies should have a significant say regard-
ing policies and procedures that govern the uses of criminal
history information.

Questions regarding recipients of
criminal history information

Certain questions arose during our review regarding some
dissemination practices in Florida and Massachusetts. An
analysis of sampled requests in California did not indicate
any dissemination problems. |

At least 13 criminal justice agencies in Florida mis-
interpreted State policy and were not fully complying with
the State's dissemination policies. Our discussions with law
enforcement agencies indicated that seven provided criminal
history information to requestors who were not authorized by
the State to receive it. These included city agencies and
other local employers. One law enforcement official explained
that he thought it was proper to disseminate information to a
local employer who had Department of Defense contracts if it
was for security checks on individuals. One police agency's
criminal history files were open to the public. Additionally,
officials in six local agencies said they had provided
criminal history information.to military recruiters and in-
vestigators. State officials said these practices are con-
trary to the State's dissemination policy. They noted, however,
that the FBI provides criminal history information to the
military services and consequently some law enforcement agen-
cies apparently incorrectly interpreted the State's more
restrictive policy.

In Massachusetts, we were unable to determine who
initiated about 10 percent of the sampled requests for criminal"
history information made to the probation department. Most
of these requests were made by phone. The probation depart-
ment's policies allowed its employees to respond to the phone
requests without calling the requestor back to insure that he
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was an employee of an agency authorized to receive criminal
history information. We contacted the supposed requesting
agencies for these cases., Either the heads of the agencies

or their identification division officials contacted all
persons authorized to request information from the probation
department file. They told us that, to the best of their
knowledge, no one in their agencies had requested the informa-
tion. The probation department's procedures for disseminating
criminal history information as a result of telephone requests
apparently were inadequate.

We have advised appropriate officials in both States of
the problems so they could determine the extent of the prob-
lems and take action to insure that their policies and
procedures are adhered to or are adeqate enough to keep
unauthorized recipients from receiving criminal history in-
formation. The corrective action taken is discussed in
chapter 5.
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ADDITIONAL MATTERS REGARDING STATE AND LOCAL USES
OF CRIMINAL HISTORY INFORMATION

Several other findings from our work might also be
useful to both the Subcommittee and Executive Branch in their
consideration of the proposed legislation. These matters--
the response time to requests for criminal history data, the
extent to which the States use such data for licensing and
employment checks, their purging and sealing provisions for
criminal history data, and the number of times a rap sheet is
requested--are discussed below,

Response time

The elapsed time between a request for criminal history
information to the FBI or State files and the requesting
agency's receipt of information was 1 week or more in most
cases. Most requesting agencies considered that response
time adequate. The following tables show, by percentage,

(1) the response times for the requests and (2) whether the
requestor considered the response times adequate and’ whether
detrimental effects resulted from slow response times.

Elapsed Time Between the Request for
and Receipt of Information

Type of request

Fingerprint Non-
card fingerprint
To FBI To State To FBI To State
Elapsed time file files file files CCH
Less than 1 hour 0% 0%—_ 0% 8.3%iw 34.9%

At least 1 hour,

but less than

1 day 0 6.4 0.9 12,7 1.5
At least 1 day,

but less than

1 week 1.0 0.2 7.3 22.0 23.8
At least 1 week,

but less than

2 weeks 12.1 4.3 32.2 16.7 2.9
Two weeks or more 52.9 61.4 34,8 21.5 0
Could not answer

or did not know 34.0 27.7 24.8 18.8 36.9
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Adequacy of Response Time

Type of request

Fingerprint Non-
card fingerprint
To FBI To State To FBI To State
Adequacy file files file files CCH
Considered
response time L
adequate 63.2% 65.7% 74.1% 76.1% 66.1% -
Considered
response time
inadequate 9,2 16.2 14.4 8.1 0
Could not answer
or did not know 27.6 18.1 11.5 15.8 33.9
100 100 100 100 100
Had detrimental
effects ‘ 2.1 3.2 2.6 1.5 0

Responses to fingerprint card requests took the longest
time to receive. Responses to over 50 percent of these re-
quests made to either the FBI or State files took 2 weeks or
more. Excluding the could not answer or did not know column
in the table on page 23, the percentage of such responses
that took 2 or more weeks to complete goes to over 80 for
both FBI and State file requests.

FBI Identification Division officials told us that their
turnaround time is usually 3 days for fingerprint card
requests. They believed that, in many cases, the information
takes much longer to get back to the individual who initially
requested it because the requesting individual's agency saves
all the fingerprint cards completed over several days or even
several weeks before submitting them to the FBI. In such
cases a card could have been with the agency for a consider-
able time after being completed by the arresting officer or
fingerprint technician before being sent to the FBI. Offi-
cials of some agencies we contacted stated that fingerprint
cards are not always sent to the FBI on the day they are com-
pleted. Some agencies collected the cards for several days
before submitting them.
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The FBI said that the distance between California and
Washington, D.C., requires a longer period of time between
sending and receiving mail than in most States. Also,
because most fingerprints submitted by Florida agencies are
sent to the FBI through the State bureau, the FBI believed
- response time would be adversely affected.

Regardless of the reason for the slow response time, the
time frame makes it difficult for the information to be use-
ful to law enforcement agencies in postarrest followup inves-
tigations or to courts for setting bail.

Nonfingerprint card requests were responded to more
quickly, primarily because fingerprint cards must be reviewed
and verified for identification purposes. Responses to only
about 35 percent of the requests made to the FBI and 20 per-
cent of the requests made to the State files were received as
long as 2 weeks or more after the request was made. Tele-
phone and teletype requests were returned more quickly possi-
bly because the request did not have to go through the mail,
But, in most cases, the response to the request had to be
mailed. The shorter response time also held true for letter
requests even though they have to be submitted by mail, as do
fingerprint cards. '

Response times for CCH requests were less than for other
kinds of requests. About 35 percent of the CCH responses
were received in less than 1 hour, some of them in seconds.
However, responses to about one-fourth of the requests were
in the "at least 1 day but less than 1 week" category. The
major reason is that in California and Florida detailed
records could not be transmitted back to the requestor by
computer but were printed out at the State bureau and mailed
to the requestors.

A majority of requestors considered the response time
for their requests adequate. The percentage of requests for
which the response time was considered inadequate was between
0 and 17 for all of the various types of requests made. The
highest frequency of response times considered inadequate
(16.2 percent) was for fingerprint cards submitted to the
State files, and the lowest was CCH with no requestors con-
sidering the response time inadequate. Very few requestors,
3.2 percent or less in all cases, felt that detrimental

effects resulted from the time it required to receive the
information,
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This does not necessarily mean that the systems were
adequate for meeting criminal justice agency needs. Rather
it could imply that criminal justice agencies have merely
adjusted their operations to the system and do not consider
it necessary to have criminal history information sooner than
they normally receive it. However, as more criminal justice
agencies begin to receive this information by computer they
may begin to realize that their operations can be improved if
they receive the data sooner and would then consider that the
current, relatively long response times would adversely
affect their operations. Computerizing criminal history data
could affect the way that criminal justice agencies view and
use such data.

Licensing and employment checks

The three States require licensing or certifying of indi-
viduals before they can buy firearms or be employed at cer-
tain jobs or professions, The agencies responsible for
licensing or certifying these individuals must find out
whether they have criminal records. The FBI recognizes these
State requirements and therefore sends criminal history
information to these-agencies in the same way it does to
criminal justice agencies. According to the FBI, only about
10 States do not have 'specific legislation authorizing cer-
tain State and local agencies to provide fingerprints to, and
obtain criminal history information from, the FBI for licens-
ing and employment checks.

In additon, the three States we visited allow certain
businesses and agencies access to the criminal history
records of applicants for jobs which are considered sensitive
or which would place the employee in a position where he
could be a menance to the public. Any Massachusetts agency
included in the list of 74 groups of authorized agencies may
have access to State criminal history records for licensing,
certifying, or employment checks. Some of the California
agencies authorized access for licensing, certifying, and
employment checks are county welfare departments, school dis-
tricts, the Board of Accountancy, the Board of Cosmetology,
the Board of Medical Examiners, and the Board of Funeral
Directors and Embalmers. Some of the Florida agencies author-
ized access to criminal history information for such purposes
are the Florida Beverage Department, the Board of Bar Exami-

. ners, the Pari-Mutual Wagering Board, and the Police Stand-
ards Board.
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The largest volume of requests for criminal history
information related to licensing, certifying, and employment
was in California. About 447,000 applicant fingerprint cards
were processed during fiscal year 1973, compared to 880,000
criminal fingerprint cards. In Florida, during the week we
took our sample, about 1,250 of the 5,318 fingerprint cards
submitted, or about 24 percent, were for licensing, certifi-
cation, or employment checks. About 10 percent of the
requests we sampled in Massachusetts were for such purposes.

Thus, a significant amount of work done by identifica-
tion bureaus is related to supplying criminal history
information to allow persons to obtain licenses, certifica-
tion, or employment.
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Purging and sealing of
criminal history information

Purging of criminal history information is generally
defined as the act of deleting or destroying all or part
of the data on a criminal history record. Sealing is usu-
ally defined as removing from an active file all or part of
a criminal history record and placing it in an inactive
file where it is accessible only under certain specified
conditions and/or to certain specified agencies. The FBI
Identification Division generally does not seal records but
purges the manual criminal history records of individuals
over 80 years old. However, if a State has a sealing
requirement, or if a court order requires the sealing or
purging of a record, the FBI will return the record to the
State, removing it from the FBI files. Many of the States
have laws or have established policies regarding the sealing
and purging of records.

When Florida automated its criminal history files,
about 200,000 of 600,000 records were purged. These in-
cluded records for persons with no criminal offenses for the
previous 5 years and those not containing a State or FBI
criminal indentification number. The State's current policy
provides for purging the files of records on minor traffic
violations, public drunkenness, job applicants, and people
over 80 years old. Also, all or part of a record is ex-
punged if a court so orders, or if the contributing agency
requests expungement due to a previous recording error.

The Florida Department of Law Enforcement has proposed
to the legislature implementation of a new system, the
Offender Based Transaction Statistics System, which would
track an arrested person and report at various points his
progress through the criminal justice system. One objective
of the system is to obtain better and more timely disposition
data. In preparation for the system, the Department is sur-
veying its records to determine how many lack disposition
data and is trying to obtain this data from the contributors.

A 1969 Florida Department of Law Enforcement survey
showed that the Department was receiving disposition data for
only about 18 percent of the arrests reported to it. Depart-
ment officials estimate that the percent of disposition data
received increased to about 65 percent by June 30, 1974. At
that time, the Department had a backlog of about 54,000

28



dispositions that were to be entered onto records in its
information system.

Massachusetts has no purging statutes for records
maintained in its files. There is, however, a statute
which permits the sealing of Department of Probation rec-
ords after 10 years for misdemeanors and after 15 years
for felonies, The record can be sealed only if the indi-
vidual of record petitions to have it sealed. No State
statutes require records in the Department of Public Safety
and Department of Corrections files to be sealed.

Requests to the Department of Probation for informa-
tion on an individual with a sealed record will, for cer-
tain agencies, result in a '"sealed record" response rather
than a "no record" response. When the State's computerized
system becomes operational, requests for sealed records
will be answered with a "no record" response.

Effective March 1, 1974, California adopted new policies
relating to the submission and purging of records., -Finger-
print cards are no longer posted to the files for public
drunkenness, violations of local ordinances, minor traffic
violations, and certain minor or nonspecific offenses such
as investigation, suspicion, inquiry or disorderly. However,
the State will search its criminal history records to see
if any individuals arrested on the above-mentioned charges
had previous criminal histories. If so, the State will
send what information it has to the requesting agency.

Except for those relating to peace officer applicants and
applicants wanting to carry concealed weapons, fingerprint
cards are no longer to be retained by the State unless it

has a contract with the contributor to notify him in the
event of a subsequent arrest of the applicant. However, a
copy of any existing record would be returned, with the card,
to the contributor in all cases. The following retention
periods for criminal history records are in effect:

--No retention period for nonserious offenses and
applicant checks.

--5 years for misdemeanor arrests not resulting in
a conviction or arrests later termed "detention only."

--7 years for misdemeanors resulting in conviction.
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--7 years for arrests not resulting in a conviction
for an offense where a prior conviction would consti-
tute a felony, for an offense which would be a felony
depending upon a disposition, and for felonies.,

After these periods the records are purged.

Policy also provides for the purging of records of
felony convictions when the individual becomes 70 years old,
provided he has had no contact with the criminal justice
system since age 60, These policies were expected to
become State regulations by August 1, 1974.

These criteria are not as restrictive as those provided
for in legislation now being considered by the Subcommittee.
However, the trend in the States is currently toward control
of submissions and disseminations to decrease unauthorized
access and to keep the files current and at a managable
size. Officials in all three States told us that lack of
disposition data or the existence of inaccurate disposition
data are serious problems. They believed they are more
serious problems than access of information by unauthorized
agencies. No matter how much dissemination is controlled,
if the records disseminated are inaccurate, injustices can re-
sult for the individuals. The Bureau of Criminal Statistics,
California Division of Law Enforcement, has conducted various
studies comparing the State records with local court records
and has found inaccuracies in dispoesition data in 100 percent
of the sampled records of some of the courts. If this sit-
uation prevails in the majority of the courts, action to in-
sure greater accuracy of records might be the first logical
step in providing for individual rights and in 'improving
criminal history record systems.

Numerous requests for rap sheets

We noted that often various segments of the criminal
justice system request rap sheets on the same individual
as he passes through the criminal justice system. This
situation could be alleviated if there were better coordi-
nation among criminal justice agencies. In Florida, we were
told requests are normally made at eight different points as
the individual moves through the system. In California
there were instances where at least 10 rap sheets were
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requested on a single individual as his case moved through
the criminal justice system. An example follows.

Request for

rap sheet | Incident
Suspect arrested and booked at police depart-
ment
1 Teletype request to State data bureau for
complaint purposes
2 Fingerprint card to State data bureau
3 Fingerprint card to FBI

Felony complaint issued, defendant bound
over to sheriff's office (jailor)

4 ' Fingerprint card to State data bureau
5 Fingerprint card to FBI
District Attorney assigned case
6 Letter request to State data bureau
Probation assigned to prepare presentence report
7 Letter request to State data bureau

Defendant receives sentence of prison/probation -
remanded to prison '

8 Fingerprint card to State data bureau
9 Fingerprint card to FBI

Released to probation or parole
10 Letter request to State data bureau

Police agencies indicated that they usually submit rap
sheets or rap sheet information with their arrest packages
to the district attorney; however, the district attorney
requests rap sheets routinely on all cases assigned to him
for prosecution, The probation agencies also indicated that
they request rap sheets on all individuals assigned to them,
Probation officers we contacted stated that they usually
obtain rap sheets from the arresting agency or the district
attorney because the State data bureau's response to their
requests takes too long.

SUGGESTION

We suggest that Federal, State, and local criminal jus-
tice agencies determine how to improve the way rap sheet in-
formation is provided to the various c¢riminal justice agencies
to minimize the frequency of requests for the information.
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- CHAPTER 4

HOW FEDERAL CRIMINAL JUSTICE

AGENCIES USE CRIMINAL HISTORY INFORMATION

Our review of Federal uses of c¢riminal history data was
based on an analysis of a random sample of requests to the
FBI by fingerprint card, nonfingerprint means, or by CCH made
by the following domestic law enforcement agencies:

Department of Justice:

--Drug Enforcement Administration

--Immigration and Naturalization Service

--Criminal Division

--U.S. Marshals Service

--Bureau of Prisons

--U.S. Attorney's Office

Administrative Office of the U.S. Courts:

--Probation Office

Department of the Treasury:

-=-Alcohol, Tobaééo, and Firearms Division

-~Bureau of Customs

--Internal Revenue Service

--Secret Service

Postal Service:

--Postal Inspection Service

Department of the Interior:

--National Park Service

Department of Defense:

--Al11 nonintelligence or analysis agencies

We did not sample requests made by FBI agents because

FBI officials advised us that they considered criminal history
information provided by one segment of the FBI to another
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segment as an internal operation which would not have a bear-
ing on the legislation being considered by the Subcommittee.
We agreed but encouraged the FBI to do their own study of the
extent to which their field agents used criminal history in-
formation for pre versus postarrest purposes.

WHY CRIMINAL HISTORY INFORMATION
WAS REQUESTED

As was true with State and local requests for criminal
history data, most Federal requests were also for postarrest
purposes. However, Federal agencies were more likely to
request information for prearrest purposes than State or local
agencies.

The following table shows the extent to which the in-
formation was used for pre or postarrest purposes by type of
request.

Prearrest Versus Postarrest Use

Type of request

Fingerprint
card Nonfingerprint CCH
Prearrest 1.9% 30.3% 27.3%
Postarrest . 94,2 53.1 36.2
Miscellaneous (note a) 3.9 16.6 36.5

4Includes requests related to employment checks, identifying
deceased persons, and testing of CCH equipment; as well as
requestors who said they did not make the request, were not
sure they made the request, or did not reply to the question-
naire.,

The specific purposes for which the data was to be used
and by which type of agency follow.
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Specific Purpose for Request (note a)

' Typeuof request

Fingerprint
card Nonfingerprint  CCH
Law enforcement:
Suspicious circum-
stances arousing
police interest 0% 19.2% 19.5%
First police report of
a crime 0 0 0
Followup investigation
before arrest 4.0 0 1.9
Arrest (i.e., booking
of suspect) 66.0 4.0 11.9
Followup investigation
after arrest 10.3 9.6 16.1
Completion of case 0 0 1.9
Prosecuting agency:
Prosecution of suspect 16.2 4.0 1.9
Plea bargaining 0 0 0
Courts:
Recommending or setting
bail 8.3 5.6 0
Sentencing. ‘ 16.2 0 0
Probation/parole:

Presentence report

preparation or

recommendation 14.3 21.7 0
Supervision require- '

ment after release

of defendant on

parole or probation 8.3 5.6 0
Corrections:
Incarceration 38.2 ‘ 0 0
Establishing treat-
ment program > 23.9 0 0
Other (note b) 0 41.4 36.9
Miscellaneous (note c) . 3.9 ‘ 0 13.6

4The data could be requested for more than one purpose. Thus,
percentages total more than 100.

bIncludes purposes not listed on our questionnaire, such as
requests related to employment checks, identifying deceased
individuals, or testing CCH equipment.

C »
Includes requestors who did not reply to the questionnaire,

were not sure they made the request, or said they did not
make the request. -
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The general reasons why the information was requested
follow. '

1 e

General Reason For Request (note a)

Type of request

Fingerprint
Reason “card Nonfingerprint CCH

Routine agency

policy 90.3% 29.7% 43,6%
Obtain additional

background data 23.9 61.3 25.7
Need to form an

opinion:

To continue or

terminate case 10.3 : 9.7 11.6
Regarding subject's . ‘
character or risk

to society 70.6 32,6 12.3
Other (note b) 3.9 19.0 ) 21.1
Miscellaneous (note c) 0 -0 3.9

2The data could be requested for more than one purpose. Thus,
percentages total more than 100.

bIncludes purposes not listed on our questionnaire, such as
requests related to employment checks, identifying deceased
individuals, or testing CCH equipment.

CIncludes requestors who did not reply to the questionnaire,
were not sure they made the request, or said they did not
make the request.

As was the case with State and local agencies, gen-
erally Federal requests submitted by fingerprint cards were
done so at the time of arrest, as a routine agency policy.
Whereas there was relatively little State or local use of
criminal history information received from fingerprint cards
by judicial or corrections agencies, there was considerably
more use of this information by Federal judicial and correc-
tions agencies. This could have occurred for several reasons.

--Rap sheets received by law enforcement agencies are

forwarded about half the time to the judicial agencies
responsible for prosecuting the subject.
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---Federal correctional institutions fingerprint all
prisoners to verify their identity when they enter
the prison,

There was a significant difference between State and
local, and Federal agency uses of criminal history informa-
tion for prearrest purposes. Federal apencies used the data
much more for prearrest purposes, regardless of how the in-
formation was requested. As with the State and local agen-
cies, however, the least used way by Federal agencies to ob-
tain such data was by fingerprint cards. But unlike the
State and local agencies, there was about as much use made
of information received by nonfingerprint means for prearrest
purposes as was received by CCH for the same purposes. This
could suggest that a very quick response time is not vital to
Federal agency uses of FBI information because the cases they
are investigating are of a relatively long term nature or
because their own agency's files are sufficient to provide
most information they would need very quickly.

Regardless of the way criminal history data maintained
by the FBI was requested, Federal agency use of it for pre-
arrest purposes was very significant, as shown below.

Federal Use of Criminal History Information for Pre
and Postarrest Purposes Regardless of How Requested

Percent
Prearrest 22.9
Postarrest 52.7
Miscellaneous 24,4

One reason why Federal use of the data for prearrest
purposes was so much greater than State or local use
(22.9 percent versus 6.7 percent) may be because the FBI
serves as the Federal repository for criminal history data
for all Federal agencies whereas local law enforcement agen-
cies often use their own files for prearrest purposes. Local
law enforcement agency requests to the FBI or State level
for criminal history information for prearrest purposes often
are made only when they believe the suspect may have com-
mitted crimes elsewhere since the last crime was entered on
the suspect's locally maintained record, Another reason for
the difference may be that, by nature, more Federal criminal
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justice agencies are more concerned with investigative matters
than State or local agencies.

Nevertheless, even at the Federal level, most of the
criminal history information was used for postarrest purposes.
Often the data was used to help form opinions regarding the
individual's character or risk to society. For example, law
enforcement agencies may use the data in postarrest followup
investigations to prepare more complete cases for the prose-
cutors. Correctional institutions used the data to help
determine the best type of correctional programs and the
type of security that is necessary for the person.

Although Federal postarrest use was significant it was
less than State and local postarrest use.

State and local nonfingerprint requests to the FBI in-
cluded 15,7 percent for prosecution of a suspect, 10.5 per-
cent for sentencing, 41.7 percent for preparation of a pre-
sentence report, and 10.5 percent for probation or parole
supervisory decisions., State and local nonfingerprint re-
quests to the State files also showed heavy judicial use.
For example, 9 percent were requested for prosecution of a
suspect, 9.5 percent for recommending or setting bail,

12.1 percent for sentencing, 23 percent for presentence
report preparation, and 11 percent for parole or probation
supervision requirements.

Federal nonfingerprint requests for these purposes,
although less frequent than non-Federal requests, also showed
judicial segment need for information because 4 percent was
used for prosecution of a suspect, 5.6 percent for recommend-
ing or setting bail, 21.7 percent for presentence report
preparation, and 5.6 percent for probation and parole super-
vision decisions. Moreover, when combined with Federal use
of fingerprint card requests for judicial purposes, it is
apparent that use of Federal criminal history data for judi-
cial purposes is significant.

Of additional significance in the Federal sample is
the fact that the largest purposes for requesting criminal
history data by both nonfingerprint means (41.4 percent) and
CCH (36.9 percent) was not connected with any normal criminal
justice agency function. Such requests were classified under
"other" and included such things as investigating agency job
applicants, verifying the identity of deceased personms,
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testing the system, and routine updating of files. This
suggests that the FBI staff dealing with the manual finger-
print file may be spending a considerable amount of time
responding to Federal agency requests for criminal history
data that is not as significant in terms of the criminal
justice community's needs as might be other requests, and
probably should not be given the same priority. For CCH the
data suggests that its primary use by Federal agencies has
not been directly related to the primary purposes of criminal
justice agencies. However, because the CCH system is fairly
new, cannot yet be used extensively by Federal judicial or
correctional agencies, and does not yet have records on most
offenders, we believe it is too early to judge the system's
usefulness.,
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WHO RECEIVED CRIMINAL HISTORY INFORMATION

Federal law enforcement agencies received more criminal
history information than either judicial or correction agen-
cies, which was also the case for State and local criminal
justice agencies. The following table shows, for each type
of request, the percentage of criminal history information
received by each segment of the criminal justice system.

Recipients of Criminal History Information

Type of request

Agency Fingerprint card Nonfingerprint CCH
Law enforcement 56.9% 44,5% 87.9%
Judicial ' 28.1 37.1 1.5
Corrections ' 13.9 0 : 10.6
Miscellaneous ' .

(note a) 1.1 18.4 0

?Includes responses from agencies, such as the Army Board for
the Correction of Military Records, which could not be clas-
sified as Federal criminal justice agencies and requests
made by agencies which did not respond to the questionnaire,
were not sure they made the request, or said they did not
make the request.

The percentages for receipt of information by all Federal
criminal justice agencies regardless of the means by which the
information was requested follow.

- Agency Percent
LaW’enforcement 69.8
Judicial 16.6
Corrections 8.4
Miscellaneous 5.2

As was the case with State and local requests, the Fed-
eral results were influenced by the fact that the greatest
percentage of requests for information were by fingerprint
cards submitted by Federal law enforcement agencies, usually
as a routine matter, at the time of arrest. Federal law en-
forcement agencies pass the criminal history information on to
judicial agencies almost 50 percent of the time so judicial
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agencies were also significant users of criminal history in-
formation obtained by fingerprint cards.

Interestingly, only about a third of the Federal agency
nonfingerprint requests were made by the judicial segment,
compared to about 77 percent of State and local requests to
the FBI and about 54 percent of the requests to the States.

This indicates that State and local judicial agencies
are more likely to make requests for criminal history infor-
mation directly to identification agencies than are Federal
judicial agencies.

One primary reason for this situation could be that there
is more routine exchange of information among Federal criminal
justice agencies than among State or local agencies. For ex-
ample, in about 48 percent of the cases where Federal law
enforcement agencies requested criminal history information
by fingerprint card, the information was also received by the
judicial segment. The FBI told us that Federal agencies
usually stamp the fingerprint card with the name of the judi-
cial agency which also should receive a copy of the criminal
history record and the FBI forwards a copy to both in these
cases. '

State and local judicial agencies only received informa-
tion requested by fingerprint card about 21 percent of the
time from State or local law enforcement agencies which made
fingerprint requests to the FBI and only about 13 percent of
the time that these requests were made to State files. Thus,
there would not be as much of a reason for Federal judicial
agencies to directly request criminal history information.

Federal law enforcement agencies received almost 90 per-
cent of all CCH information requested by Federal agencies.
However, we do not believe the CCH system has operated long
enough to make definitive judgments about its use by criminal
justice agencies.

In summary, Federal law enforcement agencies proportion-
ally received and used criminal history information more fre-
quently than did State and local law enforcement agencies.
Accordingly, there was correspondingly less proportional re-
ceipt and use of the data by Federal judicial agencies than
State and local judicial agencies. Federal corrections
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agencies' receipt and use of the data was greater than for
similar State and local agencies, but not by too significant
a margin.

Therefore, whereas State and local criminal justice
agency representation on any board governing the policy and
use of criminal history information should be fairly repre-
sentative of both law enforcement and judicial agencies, it
seems that Federal representation on such a board should be
more weighted towards law enforcement agencies.

RESPONSE TIME

The elapsed time between making a request for criminal
history information to the FBI's files and receiving that
information varied greatly by method of request with finger-
print card requests taking the longest time and CCH requests
taking the shortest time. The response time was considered
adequate for at least 75 percent of all requests. In a
small percentage of the cases, requestors felt that detrimen-
tal effects, such as reporting available but incomplete data
to another criminal justice agency, resulted from slow re-
sponse times. The following tables indicate, by percentages,
(1) the response times for the requests and (2) whether the
Federal requestor considered the response time adequate and
whether detrimental effects resulted from slow response
times,

Elapsed Time Between the Request for

Type of request

Elapsed time Fingerprint card Nonfingerprint CCH
Less than 1 hour 0% 5.6% 47.6%
At least 1 hour, but

less than 1 day: 0 11.1 9.7
At least 1 day, but

less than 1 week 1.9 - 33.2 12.2
At least 1 week, but '

less than 2 weeks 49.9 16.2 1.9
Two weeks or more 36.5 29.8 3.9
Miscellaneous 11.7 4.1 24,7
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Adequacy of Response Time

Type of request

Adequacy Fingerprint card Nonfingerprint CCH
Considered response
time adequate 74.4% 87.4% 73.4%
Considered respomnse
time inadequate 13.9 8.1 1.9
Could not answer or
did not know 11.7 4.5 24.7
100 100 100

Had detrimental
effects 7.8 8.1 0

Only 2 percent of the information requested by finger-
print cards was received in less than 1 week, Fifty percent
took at least 1 week, but less than 2 weeks, and 37 percent
took 2 weeks or more, As with the local agencies, slow sub-
mission of fingerprint cards by requesting agencies or their
practice of retaining all cards completed for a period of
time and then submitting them together, may have been a fac-
tor in some cases.,

Responses to nonfingerprint requests were quicker.
About 17 percent were answered in less than 1 day. Most
responses were received in at least 1 day, but less than
1 week (33 percent) and in 2 weeks or more (30 percent).
The shorter response time for nonfingerprint requests may
result partly because some of these requests (phone, teletype)
did not have to be mailed to the FBI. Also, these requests
do not have fingerprints with them so the FBI does not have
to take time to verify the individual's identity.

Nearly half the CCH requests were answered in less than
1 hour. This seems to suggest that CCH is successful at the
Federal level in supplying information to requestors quickly.
Unlike the State level of the system, the FBI computer can
furnish detailed printouts of records to some requestors
online,

Overall, response time by the FBI to Federal agency re-
quests appeared somewhat quicker than to State and local
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agencies. For example, about 53 percent of all State or
local fingerprint requests to the FBI were received by the
requestor in 2 weeks or more, whereas, only about 37 percent
of such Federal requests took that long. In both cases,
however, the number of requestors who considered the re-
sponse time inadequate was fairly close--9 percent for the
State and local agencies and 14 percent for Federal agencies.

SUGGESTION

We suggest that Federal, State, and local criminal jus-
tice agencies examine their information flow procedures to
determine how quickly information is needed and, where nec-
essary, try to reduce the amount of time between request and
receipt of criminal history information. ’
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CHAPTER 5

AGENCY COMMENTS

The Department of Justice, in a letter dated August 9,
1974, and the three States generally agreed with the report's
findings and conclusions. .

The Department offered specific comments on certain
details contained in a draft of the report. These comments
have been recognized and included in appropriate places in
the report. (See app. I.)

California said because our data showed only how the
information was used when received, the data would tend to
understate the use of rap sheets for prearrest purposes.
(See app. II.) California maintains that although local
law enforcement agencies might not use the rap sheet when
received, it becomes a part of the local agency file and
could play a major role in providing future investigative
data, thereby constituting a prearrest use.

We agree that local law enforcement agencies can sub-
sequently use the rap sheets received from the FBI or States
for prearrest purposes but local agencies did not have data
showing the extent to which this happens. Further, pending
legislation would not prohibit an agency's use of the in-
formation contained in its own file for prearrest purposes.
We believe our data accurately reflects prearrest and post-
arrest use of criminal history information requested from
the FBI and State data bureaus, the spurces most likely to
be querled for information if it is not already in the local
agency's internal files.

California, contrary to what local agencies told us,
did not believe that current response time to requests is
-adequate. It maintains that California criminal justice
agencies are supporting State attempts to improve turnaround
time and to meet legislation requiring that by 1978 the
State data bureau respond to all requests for information
within 72 hours of the receipt of the request.

California also believes there is a need for signifi-

cant improvement in the accuracy and completeness of data
maintained in criminal history records because the records
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must accurately reflect the complete story of factual events
which actually took placzc.! The State data bureau is imple-
menting a major effort to improve the accuracy and complete-
ness of its records,

Florida said it had contacted each of the agencies we
identified as not being in total compliance with State policy
guidelines on dissemination of information and reviewed _
State policies with each. (See app. III.) It believes that
the agencies are now complying with policy guidelines and
said it would continue to closely monitor and audit the use
of criminal history information.

Massachusetts officials indicated they were working
toward improving their methods for insuring the accuracy of
records and were strengthening their dissemination policies
and self-evaluation efforts. (See apps. 1V, V, and VI.)

The Massachusetts Department of Probatlon said they had -
contacted those requestors in our sample who told us they
did not make the request. As a result, the Department has
issued new policy guidelines to all requestors significantly
limiting access to the files by telephone.

Regarding the accuracy of the consolidation of records
from the three State files into one computerized file, the
Massachusetts Committee on Criminal Justice advised us that
only records they are certain are accurately matched are
being consolidated and converted and, if there is any ques-
tion regarding the authenticity of a positive match, the
record is not converted. :

1A previous GAO report to the Congress, "Development of a
Nationwide Criminal Data Exchange System--Need to Determine
Cost and Improve Reporting" (B-171019, Jan. 16, 1973),
also noted a need to improve the accuracy and completeness
of c¢riminal history records.
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CHAPTER 6

SCOPE OF REVIEW

OQur findings and conclusions are based on (1) the re-
sults of random samples we took of criminal justice agency
requests made to the FBI and to California, Florida, and
Massachusetts State criminal record bureaus, and (2) discus-
sions with Federal, State, and local criminal justice offi-
cials. Our samples were taken for a l-week period--the week
of April 8, 1974, for most requests to the FBI and the week
of April 15, 1974, for requests to State agencies.

OQur fieldwork was done during April and May 1974 and
included (1) reviewing the operations of the FBI's and States'
criminal record data bureaus, (2) selecting a random sample
of requests for criminal history information, and (3) secur-
ing answers from requestors about their requests.

All percentages in the report are estimates of total
Federal, State, and local uses of criminal history informa-
tion on the basis of our sample findings, Sampling errors
are at the 90-percent confidence level and did not signifi-
cantly affect the findings in the report.

California, Florida, and Massachusetts were selected
for our review because they were considered by criminal jus-
tice officials to be more advanced than many States in the
collection and dissemination of criminal history information.
Consequently, we believed the activities in those States would
provide a fairly reliable indication of how criminal history
information could be fully used by criminal justice agencies.
Also, as noted on page 4 California and Florida have contrib-
uted about half of all State criminal history records entered
into the CCH system by participating States and the District
of Columbia., In addition, California agencies submit about
12 percent of all fingerprint cards received by the FBI.

We had to make two deviations from our general sampling
plan to insure adequate universes from which to draw samples.

One deviation concerned the timeframe and type of re-
quests made by Federal agencies to the FBI's CCH file. FBI
officials, after discussing our proposal to sample all Federal
agency requests to the CCH system for a l-week period, advised
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us to change our approach for several reasons. They believed
that it would be extremely difficult, or impossible, for many
agencies to know why they had requested a record of an indi-
vidual by computer if they did not receive a copy of the
record. Accordingly, they suggested, and we agreed, to sample
from the universe of positive responses to Federal agency re-
quests made of the FBI's CCH file. FBI officials also be-
lieved that, because CCH was still relatively new, there would
not be a sufficient universe to sample from if we used just

1 week. Accordingly, they suggested, and we agreed, that

we sample the positive CCH responses for the period February 1,
1974, through March 31, 1974. They told us that during "this
period there were 24,132 CCH requests made by other Federal
domestic law enforcement agencies 'and that 791 positive re-
sponses were made.

The second deviation from our general sampling plan in-
volved the sample taken from the nonfingerprint requests made
to the FBI's manual file. We had originally planned to sample
such requests made only by criminal justice agencies in the
three States. However, FBI officials advised us that there
are relatively few nonfingerprint requests received during a
week from any one State. It was agreed that we would sample
from all nonfingerprint requests received by the FBI during
that week. Accordingly, our sample of those requests was
national in scope.

For 1ogistica1'purposes our sample of requests for crim-
inal history information made by Federal agencies by means
of fingerprint cards was taken from the Federal agencies' of-

fices located in the three States we reviewed. On the basis
of discussions with officials of the Federal agencies in-
volved, we do not believe activities of their offices in the
three States were unlike those of their other offices.

The universes and sample sizes follow.
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Requests Made to the FBI

. Total Sample
Federal agency requests requests size
Fingerprint cards 310 50
Nonfingerprint : 411 21
CCH . 791 50
State and local agency requests
Fingerprint cards 18,855 300
Nonfingerprint 1,856 79

Requests Made to States

Total | Sample

State and local agency requests ' requests size
- Fingerprint cards 12,621 50
Nonfingerprint ' 24,360 295

CCH 773 55

After selecting our samples we delivered in person or
mailed to the requestor our questionnaire to determine why
the information was requested. We discussed most of the ques-
tionnaires in person,

‘We obtained replies to our questionnaires from all re-
questors in California and Florida and from about 90 percent
in Massachusetts., All Federal agency requestors replied to
our questionnaire. We received replies from about 99 percent
of the nonfingerprint requests made to the FBI from our nation-
wide sample of the State and local requests,
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APPENDIX I

UNITED STATES DEPARTMENT OF JUSTICE

WASHINGTON, D.C. 20530

Address Reply to the
Division Indicated
and Refer to Initials and Number

aUG 91974

Mr. John D. Heller

Acting Director

General Government Division

United States General Accounting Office
Washington, D.C. 20548

Dear Mr. Heller:

This letter provides our comments on the draft report
titled, "Criminal Justice Agency Uses of Criminal History
Information."

Generally, we are in agreement with the report.
However, because of the limited time available to provide
comments on the draft report we were unable to analyze
in detail the statistics set forth in the report. We feel
the following comments clarify and strengthen the narrative
content of the report.

We believe that the Digest and the Introduction section
of the report should reflect the dramatically increasing use
of National Crime Information Center/Computerized Criminal
History (NCIC/CCH) file contents. In this respect, the
number of CCH transactions for calendar year 1972 was slightly
over 141,000. Calendar year 1973 data reveal that CCH
transactions were 323,000. As of June 1974, 226,000 CCH
transactions have been counted and we estimate approximately
450,000 transactions will be made by the end of this calendar
year.

Presently, 44 states engage in NCIC/CCH inquiries.
The six states which do not use the CCH files are prohibited
from doing so because they do not comply with NCIC security
policies.
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The number of states using the CCH file materials is
extremely significant. We consider it much more significant
than the fact that only four states and the Distriect of
Columbia contribute records to the CCH files. Indeed, the
fact that there are many users of the data after it is
entered into the CCH system, but relatively few contributors,
indicates a need to determine the reasons why states are
not contributing information into the system. Through our
evaluation of these reasons, we may be able to provide
assistance to help overcome the difficulties states are
encountering.

The term fingerprint request is used throughout the
report. The report should emphasize that fingerprint
submissions to the FBI Identification Division are made
for the purpose of updating criminal histories of individuals.
The Digest and Introduction of the report should reflect
that fingerprint cards are submitted for the two-fold purpose
of (1) reporting the new arrests of individuals to the FBI's
central fingerprint repository so that the criminal history
records of such individuals may be complete and (2) enabling
the agency submitting the fingerprint card to obtain an
updated copy of the identification record (rap sheet).

[15 and 16]

Pages 18 and 19 of the report show a limited use of
identification records for prearrest purposes. To help
explain this limited use we believe the report should state
that an individual's fingerprints generally are not available
before he is arrested or completely identified. Another
factor which would affect percent of use is that the GAO
review did not include internal agency use of identification
information in prearrest situations. We believe agency
officers make considerable use of an agency's internal
identification information. For example, during a survey
conducted in April 1974, FBI Headquarters received 241
arrest fingerprint cards and 850 name check requests from
its Field Offices. The large number of name check requests
indicate a larger percent of prearrest identification
information is used within an agency than the GAO report
indicates.
‘ i [pages 23-25]

The statistica&ifindings concerning response time
presented on pages 25-28 of the draft report may have been
affected by selecting Massachusetts, California, and Florida
as the sample states. For example, the distance between
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California and Washington, D.C., requires a longer period
of time between sending and receiving mail. The FBI provided
GAO with 1,279 state and local requests from California and
a combined total of only 980 state and local requests from
Florida and Massachusetts. Another factor which affects the
response time shown is that computerization efforts in Florida
require local agencies to transmit fingerprint cards to the
Florida Department of Law Enforcement who then forwards them
to the FBI in Washington, D.C. This processing time by the
Florida Department of Law Enforcement should be shown as
part of the average response time to an inquiry received
by the FBI from Florida.
. l258) .,

Page 28 of the draft report has a statement that the
FBI made quicker responses to nonfingerprint card requests
than to fingerprint card requests. The report suggests
that the FBI either gives nonfingerprint card requests
priority over fingerprint card requests or that the FBI
has more effective ways of handling and responding to the
nonfingerprint card requests. Some of the reasons why
quicker responses are made to nonfingerprint card requests
may help clarify the report. The F¥FBI gives top priority to
telephone and teletype requests because, by nature, they
represent an urgent request. Letter requests are normally
name checks and are not subject to the technical fingerprint
search and verification process given to fingerprint cards.
By omitting these processes the FBI can respond faster to
name check requests than to fingerprint card requests.
Name check requests as a general rule are not positive
identifications and the FBI states this fact in its
responses.

The above points were discussed orally with members

- of the GAO staff who made this survey. A number of other
observations were also furnished to the GAO staff members.
These observations related generally to factual situations
such as mandatory disposition reporting statutes currently
existing in many states, the FBI criminal files currently

contain over 21 million fingerprint cards, and terminology
used in the draft report.
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We appreciate the opportunity to comment on the draft
report. Please contact us if you have any gquestions.

Sincerel

e

Glen E. Pommeremtfig
Assistant Attorney General
for Administration

GAO note: The numbers in brackets refer to page numbers in this report,
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APPENDIX II

EVELLE J. YOUNGER STATE OF CALIFORNIA
ATTORNEY GENERAL

*

BUREAU OF IDENTIFICATION
mpparimpnt nf auﬁtﬁp MAILING ADDRESS:

P. 0. Box 13417
3301 C STREET SACRAMENTO 08013

July 25, 1974

Mr, Victor L. Lowe, Director

General Government Division

United States Governmental Accounting Office
Washington, D. C., 20548

Dear Mr. Lowe:

We have reviewed the draft report to the Subcommittee on
Constitutional Rights, Committee on the Judiciary, United
States Senate, on criminal justice agency use of criminal
history information. Your staff is to be congratulated on
the quality of this draft report. However, we do take
exception to two areas: One, where we feel the interpreta-
tion of criminal history usage results in a distortion of
the true use of rap sheet data in pre-arrest vs. post-arrest
situations and the second dealing with the adequacy of
turnaround times.

Throughout the report are assertions to the effect that local
agencies use criminal history information almost exclusively
for post-arrest purposes because updated rap sheets are
generally received. only after a new arrest has been made.

The report further states that the rap sheet then goes

into local files to update their records.

It is our contention that the rap sheet becomes a very
important part of the local agency file and plays a major
role in providing future investigative data regarding the
subject, thereby clearly constituting a pre-arrest use of
rap sheet data.

The number of non-fingerprint requests for rap sheet infor-

mation from local agencies is relatively low primarily
because this data already resides in the local agency's files.
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Mr. Victor L. Lowe -2 - July 25, 1974

Further, it would have been helpful had your investigators
attempted to differentiate between requests for criminal
history information on subjects previously arrested and not
previously arrested in a particular jurisdiction. 1In the
latter situations, a prompt reply from a central source is
much more critical. The need is particularly great in both
pre-arrest investigations and in the processes immediately
following the arrest, e.g., booking, bail and arraignment.

We further question the assertion that State-maintained
criminal history information is of little value in pre-arrest
investigations because most crime is committed by local

people with whom the investigating agency is familiar.

A survey of our criminal history file of subjects in the system
for more than five years indicates that on the average they
have a rap sheet 2% pages long with entries from five different
arresting jurisdictions. The only effective way local agencies
will know of these arrests in other jurisdictions is through
the State-provided criminal history record.

The second area where we feel basic disagreement is in the
contention that existing turnaround time-is satisfactory
on the return of rap sheet data to local agencies. We do
agree that local agencies have had to adapt their systems
to existing turnaround times, but this does not imply an
optimum situation.

In California, the concern with improved turnaround time is
so great that the Legislature has required that by 1978

our Bureau respond to requests for information within 72
hours of the receipt of the request. (See Sections 13175
and 13176 of the California Penal Code, Statutes of 1973).
To accomplish this goal will require significant improvements
to our processing methods and procedures. To our knowledge,
improvement in turnaround time has the wholehearted support
of all California law enforcement and other criminal justice
agenc1es. Perhaps your investigators derived the comments
regarding satisfactory turnaround time from interviews w1th
record keepers rather than record users.
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Mr. Victor L. Lowe -3 - July 25, 1974

A third area not adequately covered in your draft report is
the need for significant improvement in the accuracy and
completeness of data maintained in criminal history records.
These records must accurately reflect the complete story of
factual events which actually took place. Our Bureau is in
the process of implementing a major effort to improve the
quality of data reported to us,to ensure that it is recorded
accurately in our files and to ensure that this data is
disseminated only to those persons and agencies authorized
by law to receive it.

Again, we commend your staff for their'performance,of a large
and complex task in a relatively short period.

We hope these observations will be of assistance to you. If
we can be of further help to you, please call on us again.

Very truly yours,

S RASMUSSEN
of Bureau

RJR :smm
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$TATE OF FLORIDA

POST OFFICE BOX 1489

TALLAHASSEE 32302 .

PHONE 904-488-7880 REUBIN O'D, ASKEW, Governor
RICHARD {DICK) STONE, Secretary of State
ROBEAT L, SHEVIN, Attorney General
FRED O. OICKINSON, JR., Compiroiler
THOMAS D, O'MALLEY, Treasurer
DOYLE CONNER, Cammissioner of Agriculture
FLOYD T. CHRISTIAN, Commissioner of Fducation

WILLIAM A, TROELSTRUP
Commissioner

18 July 1974
» In Reply Refer To:

Mr. Victor L. Lowe, Director
" General Government Division

U.S. General Accounting Office

Washington, D.C. 20548

Dear Mr., Lowe:

In regard to the recent General Accounting Office audit of criminal history in~
formation use within the State of Florida, it was pointed out that certain agencies
within the State were not in total compliance with NCIC or FCIC policy guide-
lines. The particular agencies in question were identified to us by GAO repre~
sentatives from the Atlanta Regional Office,

In response to the above matter we have conducted a follow-up inquiry with each
of the agencies in question., Some of the agencies contacted advised that they

had not heen in total compliance with the NCIC or FCIC policies but were now
closely following established guidelines. Other agencies maintained that they
only released that information which was locally derived and denied not being

in eompliance with the NCIC and FCIC policies. To insure a clear understanding
the latest NCIC and FCIC policies were closely reviewed with each of the agencies
in question. \

As a result of contact with each of the agencies there is every reason to believe
that the agencies are currently in full compliance with NCIC Advisory Policy
Board guidelines. The Department does not anticipate taking further action un-
less there is renewed indication of policy non-compliance at which time CCH
service would be discontinued. The Department will continue to closely monitor
and audit the use of CCH information and will continue to periodically publish
NCIC and FCIC policy information in our monthly newsletter to participating
agencies,
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Mr, Victor L. Lowe, Director
Page Two
18 July 1874

Please be assured of our continued cooperation in matters of mutual concern.
St ly yours,

w £

William A. Troelsirup
Commigsioner

WAT:cs

cc: Mr. Jesse Flowers
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The Commonmeaith of Mussarhusetts

COMMITTEE ON CRIMINAL JUSTICE

80 BOYLSTON STREET - OSUITE 725-740 - BOSTON 02116
ExEcUTIVE 1617 727.6301 .
PROGRAM 617 727-8497
FRANCIS W. SARGENT ADMINISTRATION (617) 727-4320 ARNOLD R. ROSENFELD
GOVERNOR EXECUTIVE DIRECTOR
ROBERT H. QUINN
ATTORNEY GENERAL August 1, 1974

CHAIRMAN

Mr. Victor Lowe, Director

General Government Division

United States General Accounting Office
Washington, D.C.

Dear Mr. Lowe:

This letter is in response to the Draft of Report to
the Subcommittee on Constitutional Rights, Committee on
the Judiciary, United States Senate, titled "Criminal
Justice Agency Uses of Criminal History Information (B~171019).

This report has been reviewed by this office and the
other Criminal Justice Agencies in Massachusetts, which
contributed information making this report possible.

This agency has only one requested change which I
feel would better reflect the current Massachusetts Criminal
History Record Conversion project. On page 12'the report
states "It is not clear, however, how the State is assuring
itself that the fingerprint, court, and correction data is
actually on the same person because the court status slips
and probation file record cards do not contain positive
identifiers such as arrest numbers or FBI numbers."

I do not believe this paragraph truly reflects the
effort that is being placed, by the Commonwealth, on insuring
a positive match exists prior to converting and consolidating
these existing active criminal history records. This effort
is of primary importance to this project, and results in
thousands of existing subjects not being converted because
there is conflicting identification, no matter how small,
that reflects a possibility of not all data being on the same
person.

Since so much emphasis is being placed on this effort,
I am requesting that the above paragraph be replaced with
the following: "The State is assuring itself, through data
processing techniques and lengthly manual procedures that
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Mr. Victor Lowe
August 'l, 1974
Page - 2

positive identification exists between the Probation Central
File record, the Correction record, and the fingerprint re~
cord. Any identification criteria, that questions the
authenticity of a positive match, results in a subjects
record not being converted. For existing criminal histories,
this is the only possible method available to the State,
since the existing court slips and probation file record
cards do not contain positive arrest numbers or FBI numbers."

I am sure that the information in this report will be of
value to the Subcommittee on Constitutional Rights, in
answering their questions on the use of criminal history infor-
mation for pre versus postarrest purposes.

el

Arnold R. Rosenfeld
Executive Director

ARR/mj

GAO note: Numbers in brackets refer to pages in this report.
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Diparsmonsof bl Siy
A&WVQggﬂwmoﬂamm25415¥Z%uu%mé%Zué»w T

JOMN F. KEHOE, JR.

CoMMISSIONER OF PUDLIC SAFETY

July 25, 1974

John D. Heller, Acting Director
General Government Division

U. S. General Accounting Office
Washington, D. C. 20548

Attention: Mr. Joseph Viega
Dear Sir:

Reference is made to your letter of July 12, 1974 together
with draft of your proposed report to the Subcommittee on
Constitutional Rights, Committee on the Judiciary, United
States Senate on criminal justice agency use of criminal
history information. '

Before your final report is issued, we would like to offer
several suggestions in a limited area, i.e. the guarantee
of security and privacy of criminal history information,

. for your consideration:

1. The request for information of criminal history infor-~
mation type should be made through teletypewrlter systems
as much as possible.

2. A system for the identification of the actual user of
the information - as opposed to the overall requests being
in the name of an agency chief - should be used. That is,
Trooper John Smith, or Court Officer James Smith, or Deputy
Joseph A. Smith, should be identified in the requesting
message

3. Attached to this letter is a copy of a directive of
this office dated November 16, 1973 which requires in para-
graph two, that next to the authorizing officer of this
department will be inserted, "the official number of the
person requesting such information."

[26]
4. As page 30 of your draft mentioned the distribution list
of Massachusetts, I will assume that paragraphs one and
three are self-explanatory. Paragraph four is an extension
of paragraph two.
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John D. Heller, Acting Director .
General Government Division -2- July 25, 1974

It is respectfully suggested that such steps as you deem
appropriate should be taken so that all agencies that have
need for criminal history information have a teletype capa-
bility.

If the above suggestions were taken, and a method of deter-
mining the ultimate user were adopted, I feel that the un-
authorized use by people would be drastically reduced.

We appreciate your giving us this opportunity to review your
proposed report and allowing us to comment on its contents.

{%ery traly yours;
\W VVL-V v
J§hn F. Kehoe, Jr.
WCdmgissioner
JFK:pam

Enclosure

GAO note: Numbers in brackets refer to pages in this report.
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W COMMONWEALTH OF MASSACHUSETTS

DEPARTMENT OF PUBLIC SAFETY
1010 Commonwealth Avemue, Boston 02215

November 16, 1973

From: Commissioner John F. Kehoe, Jr.

To: All Law Enforcement Personnel, Department of Public Safety
All Division and Buresu Heeds, Department of Public Safety

Sub,jeei: BOP: and MSBI Record Requests

1. | Your attention is directed to Chapter 805 of the Acte of 1972, AN ACT
Providing for the Establishlment and Administration of s Criminal) Offender Record
Information System, and particularly to Section 178 which reads:

“"Any person who willfully requests, obtains or seeks to obtain criminal ofe-
fender record information under false pretenses, or who willfully communi-
cates or seeks to commmicate criminal offender record information to any
agency or person except in accordance with the provisions of sections one
hundred and sixty-eight to one hundred and seventy-five, inclusive, or any
member, officer, employee or agency of the board, the advisory committee,
the council or any participating agency, or any person connected with any
authorized research program, who willfully falsifies criminal offender
record information, or any records relating thereto, shell for each offense
be fined not more than five thousand dollars, or imprisoned in a jail or
house of correction for not more than one year, or both.”

2. In complying with the above law, the authority for all Board of
Probation requests from the State Police installations will be that of the officer
in cherge. Immediately sdjacent tc this name will be the official identification
number of the person requesting such information. The identification mumber used
could be the same as the authority. Following is a sample Board of Probatiocn
message emanating from State Police, Boston:

#A SPH/0000 BOP/1307.

4999 PILE 15 SP BOSTON MASS  NOV 16-T3
70  BOP

REC PLS

JOHN J. JONES

200 SEA STREET

PODUNK, INDIARA

DOB 12-25-40

AUTH SOT J KING 324 JKK 0823 HRS

END

#
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3. Only duly euthorized law enforcement officers will be furnished Board of
Probation or Massachusetts State Board of Identification information. Duly auth-
orized law enforcement officers for this purpose are all sworn members of the
Uniformed Branch, Capteins of Detectives, and Detective Lieutenants. In relation
to requests from outside agencies to this Department, only sworn personnel of duly
constituted law enforcement agencies will be entitled to BOP and MSBI information.
All other requests for BOP and MSBI records will be submitted in writing for
approval by the Commissioner.

k., Records will be maintained on all requests for this information by the
Department of Public Safety for one year. This information should include the name

of the duly constituted law enforcement officer requesting same, the date and the
signature of the person who gives the information to the officer.

/.-\
| Lk, -
(l John F. Kehoe, Jri/
Commissioner i

JFK:pam
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206 N Court Houie, Hnston o208 |
66-2-74

Record Inquiry Memorandum #2 July 26, 1974

T0: Chief Probation Officers
Probation Officers in Charge

FROM Commissioner of Probation

SUBJECT: IMMEDIATE TEMPORARY MEASURES CONCERNING SECURITY
OF COURT RECORD INFORMATION

As the result of a recent investigation by the U.S. General Accounting
0ffice, approved and assisted by this office and participated in by many of you,
which documented a significant amount (more than 10% of a random sample)of
unauthorized access to court record information here by inquirers falsely pur-
porting to be court personnel, the Office of the Commissioner of Probation now
prescribes the following necessary security procedures as to 1nqu1ry of the
central record file by courts, effectiveAugust 1, 1974:

.}.

Each Chief Probation Officer is hereby notified of
his responsibility for the security of court record
information provided to his office by OCP.

Each Chief Probation Officer is to provide OCP with
names of person(s) not more than one for each five
probation officers, authorized by him to obtain court
record information by teiephone.

Each Chief Probation Officer, or an employee specif-
ically designated by him for this purpose will main-
tain a Tist of records by name and date of birth,
requested (telephone and mail) and will provide OCP
with same on a monthly basis. List will be cross~
checked with Tist maintained by OCP.

A11 records mailed by OCP will be directed to the
Chief Probation Officer or person designated by him.

OCP will develop a system of random sampling of
record inquiries.

Record inquiries by the courts must not be made
other than in connection with the work of the court
and the probation offices. It should be called to
the attention of all personnel that the Criminal
Offender Record Information iystem Act, established
by Chapter 805 of the Acts of 1972, (General Laws,
Chapter 6, Sections 167 - 178 1nc1us1ve} provides

in Sect1on 178 severe penalties for the unauthorized
use of criminal offender record information.

(2 bk
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APPENDIX VII

SAMPLES OF CRIMINAL HISTORY DOCUMENTS
fingerprint card (front)
fingerprint card (back)
rap sheet
computerized criminal history--summary record

computerized criminal history-?detailed record
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LEAVE BLANK

LAST NAKME NAM

FIRST NAME

TYPE OR PRINT ALL INFORMATION IN BLACK

MIDDLE RAME

FBi

L.LEAVE BLANK

FOR FBI USE DOE  JOMN  JOSEPH 9%
NAME BSOTAINED FROM SUBJEeCT &\
STATE USAGE AORSES CONTRIGUTOR o%
FOR STATE BUREAU USE ROBERAT SMITH ORI ¢
SIGNATURE OF PERSON FINGEIPR!?#D» ma "Ale mggmhmno ”!b D::':*DF llﬂl;l':'l EQE feur
MAY PROVE T0 BE VALUABLE EVIDENCE | ygop BY SUQJECT PRINTED BY F@! 7 =16 - 49 7

THS DATA MAY BE COMPUTERIZED N LOCAL, STATE AND NATIONAL FILES
SICHATURE OF OFFICIAL TAKING FINGERPRINTS

YOUR SIGNATURE

DATE

DATE ARRESTEQ.OZ RECEIVED DOA

]

—
[132

[T

T | e

Hare

PLAGE OF BIRTH POB

MONTH~0AY- YEAR

™M |W

ey

178 | BRO | BLK

YOUR HO, OCA

NUMBEN 10 ax
QUOTED N FOI AseLy

LEAVE BLANK

CITY & STATE

CHARGE | ROBDERY ~ BUSIHEES — QUN |_QUOTED N FaI aseey %
e3. WCIC CODE: 1201 FoiR. POl gesmnt Pan 0.
~> 2. MGGRAY ASSLT - POL OFF ~ GUN ¥ THIG BROCR,IF (el CLASS.
HCIC CODE: 1210 SO 7o, SID K
2 POSIEID STOLEN PROP . STATE TOMWNY BURSAN NO. %
NCIC CODE: 4904 INBERT (F APPRISAREE || per
FIAL DISPOSITION SOCIAL SECURITY NO. S0C
1 1F FIMAL. DISPOGITION NOT NOW
ANAILATAZ, GUGMIT LATER OX FORM R-34, NCIC CLASS - FPC
2. SHOW INTEVIM OR AAAESTING MLENCY I l ] { E I H
QISPOSITION Ot REVGNSE SDE OF TWE CARD.
A, INCLUDE N.C.I.C. UNIFCRM
OPFENDE COOE WATH CHARGE
WHENOVER POSTIBLE ., 1€ SPICIAL CAUTION| SHOMLD B8 USED Wiy
OZALING WATH SUBJECT, Cueck (v) CAUTION
BLOCK AND SAPLAMN IS FoR CAUTION ON
Ls B, AACE STATZ PEMNAL CoDE Qaveass o2 W ATPROPRIOTE BLOTK.
NUMBERS OR LOCAL CITATION
WUMBERS ON REVIRSE SI08
N STATUTE CITATION BLOSK.
1. RIGHT THUMB . 2, RIGHT INDEX 3. RIGHT MIDDLE 4. RIGHT RING 5, RIGHT LITTLE
C. HOSPITALS MIOED DMLY UTE WOAD A, MUST 83T 19 ORDER,.
YPATIENT.
MiLTany (NGTA TIONS USE 8. F DATE OF WA v
“lnQuUIaY " oMLY, UET APPROXWMATS =,

SP

CIMEN

FINGERP

INT CA

D

2t S———
6. LEFT THUMB

7. LEFT (NDEX

9. LEFT MIDDLE

9. LEFT RING

10, LEFT LITTLE

MAKE CERTAIN

ALL

LEFT FOUR FINGERS TAXEN SIMULTAH EQUSLY

LEFT THUMB

ALL IMPRESSIC
FULLY ROLUED AND CLAS

INFORMATION REQUES?

RICHT THUMB

NS ARE LEGIBLE,
5S |FIABLE.

[ED IS ESSENTIAL.

RIGHT FOUR FINGERS TAKEN SIMULTANEOUSLY

FBI fingerprint card (front)
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FEDERAL BUREAU OF INVESTIGATION, UNITED STATES DEPARTMENT OF JUSTICE
WASHINGTON, D. C. 20537 ,

INSTRUCTIONS

YES NO
PHOTO AVAILABLE? D D

IF AVAILABLE, PASTE PHOTO OVER INSTRUCTIONS

IN OOTTED AREA. o
DO NOT USE STAPLES)

'. UNLESS OTHERWISE PROVIDED BY REGULATION IN YOUR STATE, FINGERPRINTS
ARE 70 BE SUBMITTED OIRECTLY YO FBI IDENTIFICATION DIVISION. FORWARD iM.
MEDIATELY FQR MOST EFFECTIVE SERVICE,

2. FINGERPRINTS SHOULD BE 5UBMITTED BY ARRESTING AGENCY ONLY (MULTIPLE
PRINTS ON SAME CHARGE SNOULD NOT BE SUBMITTED BY OTHER AGENCIES SUCH 48
JAILS, RECEIVING AGENCIES, ETC.). REQUEST COPIES OF FBI IDERTIFICATION REC-
ORD FOR ALL OTHER INTERESTED AGENCIES IN BLOCK BELOW. GIVE COMPLETE
MAILING ADDRESS, INCLUDING ZIP CODE.

SINCE PHOTOGRAPH MAY BECOME DETACHED INDICATE NAME,
DATE TAKEN, FBI NUMBER, CONTRIBUTOR AND ARREST NUMBER
ON RE+ERSE SIDE, WHETHER ATTACHED TO FINGERPRINT CARD OR
SUBMIT™ED LATER.

r
|
|
|
|
i
1
|
I
|
|
|
TRIM PHOTO To FIT IN DOTTED AREA ———» |
|
]
]
[
_;
|
|
i
[}
i
3

'— DATA ON PRION ARAEST ONLY 3. TYPE OR PRINT ALL INFORMATION,

IF ARREST FINGERPRINTS SENT FBI PREVIQUSLY AND FBI NO. UNKNOWN,
FURNISH ARREST NO. DATE

4. NOYE AMPUTATIONS IN PROPER FINGER BLOCKS.

5. LIST FINAL DISPOSITION (H BLOCK ON FRONT SIDE. IF NOY NOW AVAILABLE, sU8-
MIT LATER ON FB! FORM R.84 FOR GOMPLETION OF RECORD, IF FINAL DISPOS)-
TION NOT AVAILAGLE SHOW PRE.TRIAL OR ARRESTING AGENCY DISPOSITION. «. g,
RELEASED, NO FORMAL CHARGE, BAIL, TURNED OVER TO, IN THE ARREST DISPOSI.

STATUTE CITATION s:E insTRUCTION NG, 91 m

et ot e e e o e o e o o o e i e o e e ]

1 SHOW SEPARATE CITATION OR PENAL TION BLOCK PROVIDED ON THIS SIDE.
. COOE NUMBER FOR EACLH CHARGE PLACED
3 ON FRONT SiDE 5. WAKE CERTAIN ALL IMPRESSIONS ARE LEGISLE, FULLY ROLLED AND CLASSIFIABLE.
3 ['_"TEEB,T TCHECK 80X On FRONT 1F CAUTION STATEWENT WOICATED, 8aSiS FOR
CAUTION 4COI MUST GIVE REASON FOR CAUTION, ¢. 5., ARMED AND DANGERQUS,
ARREST DISPOSlTlON SE INSTRUCTION NO. 3 ADN - suICiDAL, ETC.
up FOR GRAND JURY 8, MISCELLANEQUS NUMBER (MNU) - SHOULD INCLUDE SUCH NUMBERS 4S MILITARY
¢ D"PQSITIO“ IS FINAL, GNTER ON EACE OF CARD. SERVICE, PASSPORT AND/OR VETERANS ADMINISTRATION IDENTIFY TYPE OF NUM.
ENTGR PEMDING OR TEMW OISPOSITION HERE, BER). .

9. PROVIDE STATUTE CITATION, IDENTIFYING SPECIFIC STATUTE (example - PL for

EMPLOYER: 1F u. 5. GOVERNMENT, INDICATE SPECIFIC AGENCY,
PENAL LAW! AND CRIMINAL CODE CITATION INCLUDING ARY SU8-SECTIONS.

IF MILITARY, LiST BRANCH OF SERVICE AND SERIAL NO.

USEFUL FOR FOLLOW-UP INVESTIGATION 10. ALL INFORMATION REQUESTED S ESSENTIAL,

OCCUPATION SEND COPY TO: ' -
A GOOD IMVESTIGATIVE LEAD ’

INDICATE ANY ADDITIONAL COPIES ¥Fom

RESIDENCE OF PERSON FINGERPRINTED
: OTHER AGENCIES IN THIS SPACE. QING

MAY @GE VALUABLE (N SUBSEQUENT THEIR COMPLETE MAILING ADDRESE.
FUGITIVE INVESTIGATION INCLUDING ZIP coDoE,
SCARS5. MARKS, TATTQOS, AND AMPUTATIONS  SMT REPLY DESIRED? YES NO
FINGER, HAND, AND ARM AMPUTATIONS
SHOULD ALSO B& NOTED 'N APPROPRIATE IREPLY WILL BE SENT IN ALL CASES IF SUBJECT FOUND TO BE WANTED)

FINGER BLOCKS OM FRONT SIDE.

tF COLLECT WIRE OR COLLECT TELEPHONE REPLY
DESIRED INDICATE NERE (WIRE SENT DN ALL UNKNOWN DECEASED}

BASIS FOR CAUTION  ICO £.G. 00 NECK UNMLESE WILLING TO ACCEPT COLLECT CHAROES.
WIRE REPLV TELEPHONE REPLY TEL EPHONE NO. AND AREA CODE
ARMED AND DANGEROUS ~ $UICIDAL TENDENCIES D
DATE OF OFFENSE  DOO SKIN TONE  SKN LEAVE BLANK
IF KNOwN €4, LIGHT FOR FB St
MISC. NO. MNU 35+99-46-300 SELECTIVE SERVICE by
IDENTIFY TYPE OF NUMBER NO.
ADDITIGNAL INFORMATION LEAVE BLANK
. FOR FBI USE
0 249 (REV 4 2¢ /‘1') PO 1971 O - 4374811

FBI fingerprint card (back)
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GO : 1973 O-309-479 ‘
MAASTER MASTER MASTER
1-4 {Rev. 5.9.72)

NI ST B D s on  TICE
E v
IDENTIFICATION DIVISION SIMULATED
WASHINGTON, D.C. 20537

The foliowing FBI record, NUMBER 1234567 , is furnished FOR OFFICIAL USE ONLY.
Information shown on this identification Record reprasents data furnished FBI by fingerprint contributors.
WHERE DISPOSITION IS NOT SHOWN OR FURTHER EXPLANATION OF CHARGE OR DISPOSITION 1§
DESIRED, COMMUNICATE WITH AGENCY CONTRIBUTING THOSE FINGERPRINTS.

T anrs | NAME AND NUMBER “';:’m'“m"' CHARGE DISPOSITION
USM HarrK Smith 12-26-68| Dyer Act 5 yrs on
Indianapolis #149872 ‘ T18 USC Section | ITSV-
Indiana aa12 Dyer Act
aew. Indet
USP H Smith 5-2-69 | Dyer Act 5 yrs
Terre Haute %%£g20 ‘ Par 4-22-71
Indiana
USM Jim Doe 6-30-71! Bank Robbery 10 yrs on
Louisville #8785 PV Bank Rob
Kentueky ‘ Ret as PV
CC w/
‘Bank Rob
UsPp J fo]:] 11=3=711 PV 10 yrs
Terre Haute %%589 Bank Rob
Indiana

FBI rap sheet
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SIMULATED NATIONAL CRIME INFORMATION CENTER
SUMMARY RECORD

FBTldenﬁ.'ﬁ?ation Number_ Date of Tnquiry
NCIC SUMMARY MULTIPLE STATE FBI/123456Z 07/01/74

TnUy y Type : Race Date of Birth Height  Weight Eye Color.
“EH DOE, JOHN M W EL DOB/092243 _HGT/507 WGT/].GO EYE/BRO
Sex __Statg g of Birth ..Scars,_Marks, Tattoos, Etc.
HAI/BRO FPC/200610C9101205030910 SﬁT/SC R HND, SC CHIN
“Hair Coior. “Fingerprint Classification - {Scars Fight hand,__chm)

HAS BEEN DIABETIC REQUIRING INSULIN

Addltional"'éomment Field

TOTAL ARRESTS - 2

CHARGES CONVICTIONS OFFENSE

1 1 " STOLEN VEHICLE

1 0 WEAPON OFFENSES

1 1 ROBBERY !
1 0 PAROLE VIOLATION

LAST ARREST STATUS (INCLUDED ABOVE) -
Date Last Arrest  Arresting Agency {ys Marshal)

043071 USM LOUISVILLE KY
“Arrest Charge Numbers
‘01 ROBBERY-BANKING-TYPE INST
" Arrest Offerises

02 PAROLE VIOLATION

COURT STATUS (INCLUDED ABOVE) -
Cmm 'C&TrTOernse rrt"ﬁlspom

‘01 ROBBERY-BANKING-TYPE INST-CONVICTED

Confinement- 120 Months. “Other.. Sentence_ Provisions-Returned asparole Violator

CONFINE/120M OTHER/RET PAR VIO CONC W/THIS CHG

Concurrent with this Charge

CUSTODY STATUS-
Custody o or - Supervislon Agency Date_ Recezved Custodj_or SupervisionStatus
IN USP TERRE HAUTE 110371 RECEIVED
(i_Js Penitentiary)

FBI computerized criminal history--summary record
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STMULATED  REDORD

UNITED STATES DEPARIMENT OF JUSTI'HE
FEDERAL BUREAU OF [NVESTIGATION

NATIONAL CRIME INFORMATION CFNTER
CRIMINAL HISTPORY RECORD
FBI /1234562 DATE RECORD PRINTED T/1/74

MKE/FH NAM/DOE, JOHN SER/M VRACA  POB/FL DOB/G o243 HGT/HO7 WOT/160
EYE/BRO  HAI/BRO SMT/SC R HND FPC/20061009101205050940 100/

ADDITIONAL IDENTIFIERS - HAS BEEN DIASETIC RAQUIKWG INSULIN

SMT/SC CHIN

AKA/SMITH, HARRY/DOE,

EST/US DRE/021 372 DLU/1101+72

CYCLE 1-

ARREST- AGCY/US MARSHALL INDIANAPOLIS IN STATE ID/F092243  NAME USED/SMITH, HARRY DATE ARR/122668
CHARGE NO/O% CITATION/T18/U08/2312
OFFENSE/INTERSTATE TRANSP STOLEN VEH.DYER ACT
CEARCGE NO/02
OFFENSE/CARRYING CONCEALED--CCW

COURT- AGCY/
COUNT NO/O1
OFFENSE/INTERSTATE TRANSP STOLEN VEH-DYER ACT DISP/CONVICT-
CONFINED/60M FINE/$2000 OTHER/INDETERM

CUSTODY- AGCY/IN USP TERRE HAUTE
A DATE/050269 SPATUS/RECEIVED

ACGCY/IN USP TERRE HAUTE
B DATE/Q42271 STATUS/PAROLED

CYCLE 2-

ARREST- MSWMSML LOUTSVILLE KY STATE ID/FO92243  NAME USED/DOE, JTM DATR ARR/063071
OFFENSE/RDBBEEY-BANKING-TYPE INST
CHARGE N0/02
OFFE'NSE/PAROLE VIOLATION
COURT~ AGCY/
COUNT NO/O1
OFFENSE/ROBBERY-BANKING-TYPE INST DISP/CONVICTED
CONFINED/120M OTHER/RET PAR VIO CONC W/THIS CHG

CUSTODY- AGCY/IN USP TERRE HAUTE
A DATE/110371 STATUS/RECFIVED

END
OFFICIAL USE ONLY - ARREST DATA BAEED ON
FINGERPRINT IDENTIFICATION BY SUBMITTING AGENCY OR FBI

FBI computerized criminal history--detailed record
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Copies of this report are available at a cost of $1
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