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COikiPTROLLER GENERAL'S 
REPORT TO THE CONGRESS 

IMPROVEMENTS NEEDED IN THE 
PROGRAM FOR THE PROTECTION OF 
SPECIAL NUCLEAR MATERIAL 
Atomic Energy Commission 
B-164105 

DIGEST ------ 

WHY THE REVIEW WAS MADE radioactive material for health and 
safety reasons 

Special nuclear material is 
fissionable plutonium or uranium 
used prlnclpally in nuclear weapons 
and as fuel for nuclear power re- 
actors The Atomic Energy Act 
charges the Atomic Energy Commission 
(AEC) with the responslblllty for 
developing regulations, In the in- 
terest of national defense and secu- 
rity, for protecting such material 
against loss or diversion 

Because of the potentially dangerous 
consequences from a single diversion 
of special nuclear material, an ef- 
fective program for its protection 
is essential. Therefore, GAO re- 
viewed AEC's program for in-plant 
protection of such material held by 
organlzatlons authorized to possess -it 

FIinJDINGS AND CONCLUSIOIK 

About 600 organizations are author- 
ized to possess special nuclear ma- 
terlal Ninety-five are required to 
comply ~7th AEC's requirements for 
protecting the material 

AEC has determlned that the remain- 
ing organlzatlons are exempt from 
these requirements because they hold 
small amounts or because lt does not 
consider the material to be of high 
strategic importance, These exempt 
organizations, however, must provide 
the normal protection afforded 

Tear Sheet Upon removal the report 
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Persons with the requisite technlcal 
expertise and the necessary re- 
sources can make a crude nuclear 
weapon from about 17 kIlograms of 
uranium or 6 kilograms of plutonium. 
A kllogram is approximately 2 2 
pounds 

AEC has stated that It was not aware 
of any diversion of special nuclear 
material from authorized uses How- 
ever, it recognized that the prob- 
ablllty of the material being 
stolen, unexplainably or acclden- 
tally lost, diverted from authorized 
use, or used or disposed of In unau- 
thorized ways increases as the quan- 
tlty and number of organizations au- 
thorized to hold such material In- 
creases According to AEC the an- 
nual domestlc requirement ~111 be 
over 1 mllllon kilograms by 1980 
(See pp. 5 to 7 ) 

AEC's Director of Regulation 1s re- 
sponsible for the adequacy of the 
protectIon of special nuclear mate- 
real held by licensees AEC's Gen- 
eral Manager has a slmllar respon- 
slblllty for such material held by 
AEC and AEC contractors. (See p. 
7 ) A private firm can be both an 
AEC licensee and an AK contractor 
(licensee/contractor) 

Physzcal seems ty sys terns 

GAO reviewed the In-plant protection 
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systems of three licensee/contractors 
holding confldentlal and unclasslfled 
special nuclear material. GAO noted 
several condltlons at two of the 
plants which slgnlflcantly llmlted 
the holders' capablllty for prevent- 
ing, detecting, and effectively re- 
sponding to a possible dlverslon or 
dlverslon attempt. 

GAO noted such condltlons as 

--weak physical security barriers, 

--ineffective guard patrols, 

--ineffective alarm systems, 

--lack of automatic-detectjon de- 
vices, and 

--lack of an actlon plan in the event 
of a dlverslon of mater-ral (See 
P* 10 ) 

The extent to which any one of these 
condltlons violated AEC requirements 
was difficult to assess because 
AEC's requirements did not always 
speclflcally define the type or de- 
gree of protection which should be 
given to special nuclear material 
Nevertheless, the capablllty of the 
protection systems at these two fa- 
cllltles was so 11mlted that the ma- 
terlal was inadequately protected. 

AEC agreed that these systems were 
not adequate and stated that they 
did not meet its requirements AEC 
told GAO that actions had been or 
were being taken to correct these 
protection systems. 

Examples of physical protection con- 
ditions found at one of the facile- 
ties were 

--Guards did not vary times or 
" routes when touring the plant 

(Seep 15) 

--Fencing around the plant had 
broken locks on gates, holes large 
enough for a person to gain access 
to the plant, and several other 
weaknesses (See p 17.) 

--Material was stored in a prefabrl- 
cated steel structure which could 
be breached easily. (See p 16.) 

AEC’s physzeal protectzon progrm 

In September 1971 AEC completed an 
internal study of its physlcal pro- 
tection program for special nuclear 
material, which contalned a number 
of recon-rnendatlons aimed at 
strengthening the program. But AEC 
was slow in lmplementlng them. Dur- 
ing GAO's review the Dlrector of 
Regulation and the General Manager 
had taken or had begun to take ac- 
tions to strengthen the program. 
(See pp 12 and 27.) 

AEC's Director of Regulation 

--developed broad ObJectlves for 
protecting special nuclear ma- 
terial and 

--published in the Federal Register, 
for industry comments, proposed 
amendments to the protection re- 
quirements (See p 27.) 

AEC's General Manager (1) drafted 
revisions to clarify and increase 
the protection requirements for 
classlfled material and (2) in June 
1973 issued new requirements for un- 
classified material held by con- 
tractors (See p 27 ) 

AEC needs to define in greater de- 
tail the expected capabilIty of a 
protection system by providing more 
specifics relating to Its preventlon, 
detection, and response capabll- 
ities 



Such a deflnltlon should 

--place holders In a better position 
to know what their systems must be 
capable of doing and 

--place AEC in a better position to 
assess the adequacy of the 
holders' systems. 

Dzf'erences w, protectzon 
requzrements 

There are differences between the 
proposed requirements to be imposed 
on licensees and the recently re- 
vised requirements Imposed on con- 
tractors for the protection of un- 
classified material. 

For example, a licensee would be 
required to search all lndlvlduals, 
packages, and vehicles entering a 
protected area or leaving an area 
containing special nuclear material 
On the other hand, lndlvlduals, 
packages, and vehicles at contrac- 
tars'-plints are SubJect to search. 
(See p. 30.) 

AEC should Impose the same requlre- 
ments on both types of facilities 
or should Justify the differences 
AEC told GAO that It IS doing so 

Inspectzon practzces 

AEC monitors the adequacy of 
holders' protectlon of special nu- 
clear material pnnclpally through 
onsite inspections GAO noted two 
matters relating to AEC's inspection 
program which needed Improvement 

--The responslblllty for assessing 
the adequacy of the protection at 
licensee/contractor facllitles was 
dlvlded, i.e., the Director of 
Regulation assessed the protection 
of unclassified material held un- 
der the licensee and the General 
Manager assessed the protectlon of 

classified material held under the 
contract. 

--The inspections for the most part 
were compliance Inspections con- 
cerned mainly with determining 
whether AEC's requirements were 
met rather than with the overall 
effectiveness of the physical 
protection systems 

AEC's plans call for a number of lm- 
provements in Its inspection pro- 
gram. (See p 30.) 

AEC has taken a number of actions 
aimed at strengthening its protec- 
tion program for special nuclear 
material However, more needs to be 
done to strengthen the In-plant 
physical protection over unclassl- 
fled and confidential special nu- 
clear material and to provide a 
better basis for assessing the ade- 
quacy of the protection afforded 
such material. 

RECOMMENDATIONS 

AEC should 

--Expedite the formal Issuance of 
the proposed changes to its pro- 
tection requirements. 

--Define in greater detail the ex- 
pected capabIlIty of a protection 
system designed to prevent, de- 
tect, and effectively respond to 
a possible dIversion or diversion 
attempt and strengthen the pro- 
tection requirements to the ex- 
tent necessary 

--Impose the same protection re- 
quirements on licensees and con- 
tractors hold1 ng unclasslfled ma- 
terlal or Justify the differences. 

--Improve its inspection practices, 
as planned, by (1) conducting one 
overall evaluation of the protection 
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measures employed at licensee/con- 
tractor plants covering both clas- 
slfled and unclassified material 
and (2) developing new inspection 
procedures which will place in- 
creased emphasis on evaluating the 
effectiveness of the protection at 
licensed facllltles. (See p. 32.) 

AGENCY ACTIONS AND UNRESOLVED 1SSUES 

AEC generally agreed with GAO's rec- 

ommendations and said that it has 
taken, or IS taking, actlons to lm- 
plement them. (See p. 33.) 

MATTERS FOR CONSIDERATION 
BY THE CONGRESS 

This report informs the Congress of 
AEC actions needed or being taken to 
improve the in-plant physical pro- 
tection of unclasslfled and confl- 
dentlal special nuclear material. 
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CHAPTER 1 

INTRODUCTION 

Special nuclear material (SNM) 1s fissionable plutonium 
or uranium used prlnclpally 1n fabricating nuclear weapons 
and as fuel for nuclear reactors. The quantities of SNM 
being processed and planned to be processed by the Atomic 
Energy Commlsslon (AEC), privately owned, AEC-licensed 
facilities (licensees), and AEC-contractor fac111t1es are 
measured 1n kilograms' of plutonium and uranium. AEC has 
estimated that by 1980 the annual domestic requirement for 
SNM ~111 be over 1 m1111on kilograms. 

The Atomic Energy Act of 1954, as amended (42 U.S.C. 
2011), gives statutory authority to AEC for controlling the 
use and possession of SNM for reasons of national defense 
and security. Section 1611 of the act (42 U.S.C. 220(1)) 
authorizes AEC to 

I?* * * prescribe such regulations or orders as 
1t may deem necessary (1) to protect Restricted 
Data received by any person 1n connection with 
any activity authorized pursuant to this Act, 
(2) to guard against the loss or diversion of 
any special nuclear material acquired by any 
person pursuant to Section 53 [11censees] or 
produced by any person 1n connection with any 
activity authorized pursuant to this Act, and 
to prevent any use or dlsposltlon thereof wh1Lh 
the Commlsslon may determine to be inimical to 
the common defense and security * * *.I' 

As of March 1973 AEC had authorized, by licenses or 
contracts, 592 organlzatlons to possess SNM. There were 504 
licensees, 56 contractors, and 32 llcenseelcontractors, i.e., 
privately owned organlzatlons holding SNM under AEC licenses 
and contracts. 

AEC has determined that 95 of the 592 organlzatlons 
authorized to possess SNM are required to comply with 1ts 

'A kilogram 1s approximately 2.2 pounds. 



requirements for protecting the material. The remaining 
497l organlzatlons are exempt from these requirements because 
they hold less than 5 kllograms of SNM or the lsotoplc com- 
posltlon of the SNM held 1s such that AEC does not consider 
It to be of high strategic Importance. Thes e exempt organ1 za- 
tlons , however, must provide the normal protectIon afforded 
radloactlve materials for health and safety reasons. 

SNM 1s categorized as either classlfled or unclasslfled, 
depending on its physlcal characterlstlcs. Classlfled SNM 
can be held only by an AEC contractor, while a licensee can 
hold only unclasslfled SNM. Contractors and llcensee/con- 
tractors can hold both classlfled and unclasslfled SNM. 

Because lncreaslng quantities of SNM are avallable 
throughout the country and because of the potentially dangerous 
consequences of a single unauthorized dlverslon, an effective 
program for protecting SNM 1s essential. To Illustrate, 
according to AEC, persons with the requlslte technical ex- 
pertlse and the necessary resources can make a crude nuclear 
weapon with about 17 kilograms of uranium or 6 kilograms of 
plutonium. 

AEC stated that It was not aware of any dlverslons of 
SNM from authorized uses. In 1969 one of the AEC Commls- 
sloners mentioned the potential for the development of a 
black market In SNM, stating that 

“Once special nuclear material 1s successfully 
stolen in small and possibly economically ac- 
ceptable quantltles, a supply-s tlmulated market 
for such llllclt materials 1s bound to develop. 
And such a market can surely be expected to grow 
once a source of supply has been ldentlfled. As 
the market grows, the number and size of thefts 
can be expected to grow with It, and I fear such 
growth would be extremely rapld once It beglns. 
Such a theft would quickly lead to serious eco- 
nomic burdens to the Industry and a threat to 
national security.” 

‘Of the 497 organlzatlons, 469 are licensees, 10 are con- 
tractors, and 18 are licensee/contractors. 
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AEC mentloned the probablllty of SNM’s being dlverted 
in an August 1971 study which included an evaluation of AEC’s 
physical protectlon of SNM. The study concluded In part 
that 

“As long as significant quantltles of nuclear 
materials are in active use by the government, 
by government contractors and by licensed com- 
mercial and other lnteres ts, there will be a 
dlstlnct probablllty that some of those materials 
will be stolen, unexplainably or accIdentally 
lost, dlverted from authorized use or used or 
disposed of in unauthorized ways. The probablllty 
of such happenings 1s Increased by the sheer vol- 
ume of materials being processed and transferred, 
the number of licensees and contractors Involved, 
and the technical dI.fflcultles of measuring quan- 
titles and verlfylng inventories .” 

We reviewed AEC’s program for protecting classlfled and 
unclasslfled SNM and the adequacy of three llcensee/contrac- 
tors t sys terns for preventing, Immediately detecting, and 
responding to the SNM dlverslons or dlverslon attempts. We 
reviewed licensee/contractors because they must adhere to 
AEC’s requirements for both classlfled and unclasslfled SNM. 
The scope of our review 1s described in chapter 4. 

We have dlscussed this report with AEC representatives 
and have considered AEC’s comments In flnallzlng the report. 

AEC ORGANIZATIONAL RESPONSIBILITY 

AEC’s Director of Regulation and General Manager share 
responslblllty for assessing the adequacy of the physical 
protectlon of SNM at licensee/contractor facllltles. 

The Dlrector of Regulation 1s responsible for unclassl- 
fled SNM held under AEC licenses. This responslbll lty in- 
cludes 

--Developing protection standards. 

--Approving the licensees’ protection plans. 

--Performing perlodlc lnspectlons to Insure that ll- 
censees are adhering to protection requirements. 
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Licensees are generally inspected annually or blennlally, 
depending on the type and quantities of SNM they are author- 
lzed to possess. AEC personnel at AEC’s five regulatory 
regional offices conduct these lnspectlons. 

Prior to 1966 licensees had no specific requirements to 
follow in protecting SNM because AEC believed that the 
relatively high monetary value of SNMl provided sufflclent 
motlvatlon to adequately protect it. However, following a 
1966 incident in which a licensee was unable to account for 
substantial quantltles of SNM, AEC decided to place more 
positive requirements on licensees. 

Physlcal protection standards for SNM were published 
In the Code of Federal Regulations (10 CFR 73) and became 
effective in July 1970. These regulations apply to licensed 
facllltles if they house more than 5 kilograms of certain 
kinds of uranium or plutonium, or a comblnatlon of both. 
Additional phys lcal protection requirements may be imposed 
on a licensee through license conditions which set forth 
specific protection measures o As of June 1973 five licensees 
had such speclflc requirements in their licenses. 

AEC’s General Manager, through the Dlvlslon of Security, 
1s resDonslble for classlfled and unclasslfled SNM held 
under kEC contracts. The security classlflcatlon assigned 
to the SNM--top secret, secret, confI.dentlal, or unclasslfled-- 
generally determines the degree of protectIon required. 

The Dlvlslon of Security conducts onsite security In- 
spections to determine whether organlzatlons holding SNM 
are complying with the physical security requirements in 
AEC Manual Appendix 2401 (AECM 2401) for classlfled SNM and 
AEC Manual Appendix 240.5 (AECM 2405) for unclasslfled SNM. 

DESCRIPTION OF PHYSICAL SECURITY 

Physical security generally involves the protection of 
material) plant, equipment, and other valuable assets against 
unauthorized access and removal. AEC security offlclals 
advised us of the following common physical protection 
measures which a holder of SNM could use. 

‘A pound of plutonium 1s valued at about $4,550, a pound of 
uranium 1s valued at between $1,080 and $6,000, depending on 
Its isotopic composition. 
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An adequately staffed and trained guard force, with 
effective lnstructlons and procedures to follow, can provide 
considerable deterrence and can materially assist In prevent- 
lng and detecting either forceful or concealed dlverslons 
of SNM and In the recovery of the material. Phys lcal bar- 
rlers, such as fencing , penetration-rests tant bulldIngs, 
and vaults, can aid the guard force In preventing and 
detecting dIversIons. Automatic detection devices, such as 
electromechanical. lntruslon alarms and doorway monitors, 
could lmmedlately detect attempted dlverslons and unauthor- 
ized possession of SNM. 

A preplanned action/response plan detailing speclflc 
actions to be taken in the event of a dlverslon or diversion 
attempt and effective Internal and external communlcatlons 
could provide the necessary means to resist an attempted 
diversion or to assist law enforcement offlclals in recover- 
ing diverted SNM. 
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CHAPTER 2 

NEED FOR AEC TO STRENGTHEN ITS PROGRAM FOR 

INSURING THAT SNM IS ADEQUATELY PROTECTED 

Our review of tne security systems of two of the three 
llcensee/contractorsl showed condltlons which slgnlflcantly 
limited the licensee/contractors' ability to prevent, detect, 
or effectively respond to a possible SNM dlverslon or dlver- 
sion attempt The security system at the third faclllty, 
although needing some improvement, was reasonably adequate 
to detect a dlverslon or diversion attempt 

At the two facllltles we noted 

--weak physical barrlers, 

-- ineffectlve alarm systems, 

-- lneffectlve guard patrols, 

--a lack of automatic-detectlon devices, and 

--a lack of a plan of action in the event of an SNM 
dlverslon (action/response plan) 

The extent to which any one of these condltlons violated 
AEC's requirements was dlfflcult to assess because AEC's re- 
quirements did not always speclflcally define the type or 
degree of protection which should be given to SNM to constl- 
tute adequate protection Nevertheless, in our oplnlon, the 
capability of the systems at these two facllltles was so 
limited that protection was inadequate 

AEC agreed that the systems at these facllltles were not 
adequate and stated that the protection systems for storing 
SNM did not meet Its requirements AEC said 1-t had taken 
or was taking actions to correct the systems at these facll- 
ities 

Previously, as a result o? an Internal study completed 
in September 1971 (see p. 12), AEC had recognized that its 

/ 'These three licensee/contractors stored and used confldentlal 
and unclasslfled SNM 
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program for protecting SNM needed improvement. However, It 
has been slow In lmplementlng the recommendations In its 
study During our review, AEC had taken or had begun to take 
actions aimed at strengthening the protection requirements 
for classlfled and unclasslfled SNM We believe, however, 
that AEC should also define in greater detail the expected 
capability of a system designed to prevent, detect, and ef- 
fectively respond to a possible SNM diversion or diversion 
attempt 

Once AEC provides more specifics on the expected capa- 
blllty, SNM holders will be in a better position to know what 
their systems must be capable of doing and AEC will be in a 
better posltlon to assess the adequacy of the systems 

AEC SECURITY REQUIREMENTS 
NEEDED IMPROVEMEJJT 

At the time of our review, the three licensee/contractor 
facllltles were governed by AEC's security regulations (10 
CFR 73) applicable to licensees holding unclassified SNM and 
by AEC's security requirements (AECM 2401) for contractors 
holding confldentlal SNM ' These regulations and requlre- 
ments established minimum physical security measures and 
were determined by an AEC task force as needing to be made 
more comprehensive and as needing clarlflcatlon 

The regulations for licensees are reproduced In appen- 
dlx I The pertinent speclflcs they contain address the use 
and storage of SNM, as follows 

--SNM shall be used only In a protected area, and an 
authorized lndlvldual shall control access 

--SNM, when not in use or transit, shall be stored In 
a locked security container or in a locked building 
constructed of stone, brick, cinder block, concrete, 
steel, or comparable material capable of preventing 

'These licensee/contractors did not hold any unclassified SNM 
under AEC contracts and therefore were not sub]ect to AECM 
2405 
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or lmpedlng unauthorized entrance A guard or watch- 
man, who shall patrol at intervals not exceeding 4 
hours, or intrusion alarms shall protect the container 
or bul ldlng 

Slmllarly, AEC requirements for protecting confldentlal 
SNM held by a contractor --confldentlal was the highest secu- 
rity classlflcatlon for SNM held at the three facllltles In- 
cluded In our review--deal with SNM In storage or In use, as 
follows 

--SNM In storage shall be placed “In a securely locked 
bulldIng of substantial construction” or “ln open 
storage wlthln a security area,’ provided the classl- 
fled lnformatlon 1s concealed from view and the stor- 
age area 1s subJect to guard or watchman patrol and 
lnspectlon at intervals not to exceed 4 hours ” 

--SNbl shall be used in security areas, unless those 
using it can “protect it against unauthorized access 
outside of the security areas ” SNM In use (1) must 
be constantly attended by, or under the control of, 
cleared personnel and (2) shall be controlled by the 

-personnel attendlng the SNM to prevent unauthorized 
persons from gaining access to it. 

On September 4, 1970, AEC% General Manager established 
a task force to study management practices relating to SNM 
AEC’s task force consisted of SIX subgroups, one of which 
was concerned with the physical protectlon of SNM The pro- 
tection subgroup made a number of recommendations In September 
1971, some of which were 

--The physical protection program should be strengthened 
In recognltlon of the variety of threats to the safe- 
guarding of SNM 

--The language of the manual chapters (AECM 2401 and 
2405) and regulations (10 CFR 73) regarding physical 
protectlon should be clarlfled and made more conpre- 
henslve. 

I4 security area 1s a physically defined space contalnlng 
classlfled SNM and 1s subject to physical protection and 
personnel access controls 
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--The use of guides to supplement the licensee program 
regulations should be consldered. 

--Controls on access to SNM should be tightened. 

--A stronger lnspectlon system should be established. 

--A program of research on protective devices should be 
developed. 

--Closer llalson should be established with law enforce- 
ment authorities on physical protection matters 

AEC has been slow In implementing the above recommenda- 
tions. It had prepared some drafts of revised requirements, 
but during our field review, May through August 1972, It had 
not published any of the clarlflcatlons or more comprehensive 
requirements. 
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OBSERVATIONS PERTAINING TO PROTECTION SYSTEMS 
AT SELECTED FACILITIES 

Our observations of each licensee/contractor’s physical 
protectlon system are presented in four parts 

--guard system, 
--physical barriers, 
-- automatic-detectlon devices, and 
--action/response plans. 

We assessed the total security systems at the faclll- 
ties we vlslted, not Just those security measures required 
by AEC. We belleve that the speclflc needs for strong in- 
dlvldual physical security components, such as guards, fences, 
and alarms, should be measured in terms of the expected ca- 
pability of the system as a whole to prevent, detect, or respond 
to an SNM dlverslon or dIversIon attempt To Illustrate, if 
the system should be capable of detecting unauthorized entrance 
onto the plantsite, then a fence becomes an integral part 
of the total system If the system 1s concerned with pre- 
venting or detecting unauthorized lntruslons into a bulldIng, 
rather than onto the plantslte, then the Importance of the 
fence 1s dlmlnlshed. 

At the three selected licensee/contractors’ plants, 
knowledgeable plant personnel accompanied us during our tours 
and, at our request, took the pictures that appear In this 
report All three licensee/contractors had under their con- 
trol con*ldentlal SNM, therefore our report does not dlsclose 
their Identity or location In commenting on matters dls- 
cussed In this report, the licensees generally concurred that 
the lnformatlon was factual 

Following 1s a dlscusslon of one of the licensee/ 
contractors’ security systems (hereinafter referred to as 
licensee A) A dlscusslon of the two other licensee/ 
contractors’ systems (licensees B and C) 1s included as ap- 
pendix II (See p 36 ) 

14 



Licensee A 

Licensee A stored and used slgnlfrcant quantltres of 
SNM in portable’ containers The faclllty was operated on 
a three-shift basis 7 days a week. Licensee A had implemented 
a badging system for employee ldentlfncatlon 

We believe that licensee A’s security system was signif- 
icantly limited In its capabrllty to prevent, detect, and 
immediately respond to possible SNM dlversrons or diversion 
attempts. 

Guard system 

The security personnel consisted of a part-time security 
officer and four guards, one of whom was on duty at all 
times Their duties consisted prlnclpally of checking em- 
ployee and vlsltor ldentlflcatlon badges, conducting perlodlc 
watchclock tours to check the Integrity of the plant’s physl- 
cal barriers, and lnspectlng the perimeter fence monthly 

Each guard on duty carried a 38-caliber revolver. The 
weapons quallflcatlon scores, however, showed that none of 
the guards had met AEC’s requirements. AEC claimed that 
these guards were “watchmen” and were not required to qualify 
In weapons proflclency, however, the licensee advlsed us 
that these lndlvlduals were guards and qualified in the use 
of weapons 

The watchclock tapes which recorded the guard patrols 
indicated that the guard on duty did not vary the time or 
route of his patrol 

When he was not maklng watchclock checks, the guard was 
located in a small guard post at one corner of the plant’s 
perimeter From this posltlon the guard was able to see 
only two of the four fence sides. Also, since a building 

lltPortablel’ as used in this report represents that amount 
which can be carried by one lndlvldual wrthout mechanical or 
other devices 
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had been constructed between the guard post and the main 
plant area, the guard could not observe about 80 percent of 
the general plant area from his post 

To deter and detect the dlverslon of SNM by employees 
and vlsl tors , the guards conducted scheduled lunchbucket and 
contalnel checks With the exceptlon of top management offl- 
clals, all employees and vlsltors were subJect to such checks. 
We were advised that the guards can make checks at their 
dlscretlon and that they do so when employees and vlsltors 
carry out unusual bundles or bags 

Physlcal barriers 

The plant’s perlmetez was completely enclosed by fencing 
which was about 8 feet high and more than 4,000 feet long 
We noted 13 weaknesses which could allow a potential diverter 
to easily breach the fence. Pictures showing some of the 
weaknesses follow. Ten of the deflclencles could not be 
observed from the guard post The fence could be easily dls- 
assembled because the nuts, bolts, gate hinge pins, and wire 
used to fasten the fence mesh to the fenceposts were not 
secured by welding or peenlng 

Two of the three primary storage areas offered limited 
protection, although they contalned unclasslfled and confl- 
dentlal SNM In portable containers They were vulnerable to 
lntruslon because they were located only about 16 feet from 
the perimeter fence 

One of these storage areas --which housed both SNM scrap 
and SNM of high strategic Importance--was a prefabricated 
steel structure with a watchclock statlon wlthln it The 
sheet-steel panels formlng the walls and most of the roof 
were about 3 feet by 9 feet and about 0.018 inches thick 
Forty translucent plastic panels were spaced In the roof to 
provide light All the panels were attached to steel-framing 
beams by small metal screws with small rivets used to attach 
adJoinIng panel sides Nine metal screws fastened each panel 
to the steel framing, and SIX rivets Jolned the panels 

We tested the lmpedlment value of the panels with an 
adJustable- jawed wrench Within 1 minute we were able to 
remove five metal screws from one of the panels At this 
point the only impediment to entry was a small rivet which, 
in our opinion, could have been forced manually, thus 
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Weaknesses In licensee A’s perimeter fenclngl 

Four foot cement post about 1 foot away from 
fence The cement post could be used as a step 
to cross the fence 

Lock opened when pulled 

Weld on fence gate broke when pulled 

1 At the time these pictures were taken, AEC did not consider 
the fencing to be part of the licensee’s physical protectlon 
sys tern 
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providing sufflclent flexlblllty In the panel to permit 
entry 

We also tested the lmpedlment value of the sheet-steel 
panels by cutting a sample of the panel WIthIn 30 seconds 
we were able to make a 19-Inch cut with an ordinary pair of 
tin cutters See photograph below 

None of the four entrances to this bulldIng were vlslble 
from the guard post A vertically rlslng, garage-type door 
and an employees door, both of which were alarmed, provided 
access at one end of the bullding. Slmllar doors were lo- 
cated at the opposite end of the bulldlng but were not alarmed 
The garage-type door could be opened with little effort be- 
cause its lock had been broken and the door could be opened 
without actlvatlng the alarm. The alarm system 1s dlscussed 
beginning on page 21 

The other storage area, which provided llmlted protectlon, 
was smaller and constructed of cinder block. It had a con- 
crete floor, and the roof was constructed of materials about 
3 inches thick. There was no watchclock station in the build- 
lng, however, a sign-In sheet was available and the watchman 
had to sign It during his patrols 

Our lnspectlon of this warehouse disclosed two avenues 
of easy access to SNM In the bulldIng 
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On the side of the bullding facing the perimeter fence 
were two unalarmed vents leadlng Inside. This side of the 
building, which was about 16 feet from the perlxneter fence, 
was not visible from the guard post and, according to a ll- 
censee official, was inspected only once a month 

One of the vents was located about 2 feet from the 
ground, measured about 18 by 30 Inches, and was secured on 
the outside by louvers and an ordinary window screen bolted 
to an angle iron frame bolted to the concrete block See 
photograph below 

The inside of the vent was secured by a screen with a dlamond- 
shaped mesh as shown on the top of the following page Four 
bolts passing through the mesh fasten the screen to the cinder 
block. The licensee’s manager for safeguards and accountabll- 
lty concurred that with little effort the louvers could be 
pulled out by hand and that the lnslde screen could be manu- 
ally forced, provldlng access to the building interior 

19 



Inside view of vent shown In the previous picture 
(Note the portabrllty of the SNM containers ) 

The other vent was about 18 Inches square, secured on 
the outside by louvers and on the Inside by a piece of thin 
sheet steel fastened to the cinder blocks by four bolts. 
See photograph below. 



Agaln the licensee’s safeguards and accountability manager 
concurred that this vent could easily be pulled out without 
tools and that the sheet steel could be forced manually. 

Portable SNM was readily accessible wlthln the cinder 
block warehouse Addltlonal portable SNM was stored in a 
cage built of metal fencing material which was readily acces- 
sible. To illustrate, a portion of the caging was secured 
only by wedging between two cinder block walls, and one man, 
in about 5 seconds and without tools, was able to remove the 
caging and gain entry into the area. 

The licensee told us that this caging was never intended 
as a security barrier but was simply to segregate the storage 
areas 

The licensee’s accountablllty and safeguards manager 
advised us that, although plant personnel on the day shift 
visited these storage areas lntermlttently they only rarely 
used them during the evening and night shifts. 

Automatic-detection devices 

Three of the SIX doors provldlng access to the two 
storage warehouses were alarmed which gave a visual rather 
than an audio signal. When they were activated, red lights 
on top of the two SNM warehouses gave a visual signal When 
the doors were opened levers were tripped, actlvatlng the 
alarms. 

The alarms did not have redundant clrcultry, were oper- 
ated by commercial power, and did not have any backup power 
supply The wiring for the alarms was accessible from out- 
side the warehouses Because of a gap between the door and 
doorframe, one of the alarm-trip levers was accessible with 
little effort to persons outside the building with the door 
closed. By depressing the lever with a pencil as shown be- 
low, the alarm was disengaged 
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The guards monitored these alarms from a guard shack 
about 500 feet from the bulldIngs. Only one alarmed door on 
the cinder block warehouse and none of the alarmed doors on 
the metal warehouse could be seen from the guard shack LI- 
censee personnel entering the warehouse did not check with 
the guard on duty to obtain access clearance, and people 
entering or leaving these bulldIngs tripped the alarm levers. 

The licensee advlsed us that the purpose of these alarms 
was to detect lntruslons However, AEC told us that, al- 
though they were potentially helpful from a health and safety 
point of view, they did not qualify as security alarms ’ 
Under AEC’s requirements a licensee must have either patrol- 
llng guards (or watchmen) or Intrusion alarms 

Action/response plans 

Licensee A had not formulated a plan detalllng the 
actions to be taken In the event of a dlverslon attempt The 

‘AEC prescribes certain speclflcatlons that required alarms 
must meet 
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licensee’s inadequate communications capability1 limited its 
effectiveness in such a situation 

All external means of communication at this facility 
were handled by a single, above-the-ground cable which 
entered the plant at a point the guard could not see from 
his post. Severing this cable would eliminate all possible 
means of timely communication with outside law enforcement 
agencies. 

Internal communications, exclusive of that provided by 
the commercial cable, consisted of four walkle- talkie radios 
which could not be used for communication with local law en- 
forcement agencies The radios were used primarily ta com- 
municate with maintenance forces in various parts of the 
plant. 

The guard’s only available means of communication was 
a commercial telephone The licensee’s physical security 
officer said that the guard did not routinely communicate 
with anyone. 

AEC’s inspections 

Representatives of the Director of Regulation conducted 
in September 1971 a physical security inspection for compli- 
ance with the provisions of 10 CFR 73, and the Division of 
Security conducted in June 1972 an inspection for compliance 
with AECM 2401 

The report prepared as a result of the September 1971 
inspection stated that “the inspection team determined that 
the licensee is complying with 10 CFR 73 by properly protect- 
ing SNM * * * in use and storage .” The report prepared as 
a result of the June 1972 inspection stated that the “security 
measures employed for protecting the security interests meet 
or exceed AEC requirements ” 

‘At the time of our review, AEC did not require action/ 
response plans, but a requirement to establish liaison with 
local law enforcement authorities and to establish communica- 
tions capability has since been included or proposed (See 
P* 28 1 
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The following schedule shows the ratings given by the 
Dlvlslon of Security to certain characterlstlcs of ll- 
censee A’s physical security program and the applicable com- 
ments included In the report. 

Physical security 
characterlstlcs 

A Physlcal barriers 
1 Adequacy 
2 Protection of openings 
3 Soundproofing 

B Protective personnel 

C Security of materials in use 
1 Classlfled material 
2 Strateglcally important 

materials 

D Security of materials In storage 
1 Storage containers 
2 Open storage 
3 Guarding system 
4 Control of personnel 

access 

Rat lng 

Good 
Good 
Good 

None 

Good 

Good 

Good 
Good 
Good 

Good 

Comments 

“Although the fence contributes 
to the security of AEC Interests, 
property control and access con- 
trol, the plant as a whole 1s 
not designated a security area ‘I 

“The bulldlngs housing security 
interests * * * are securely 
locked when not occupied, controls 
are established to prevent unau- 
thorized access ‘I 

“Watchmen are unlformed and armed 
with a 38 callbre revolver All 
have flred the weapon since the 
last inspectlon Deployment IS 
over three 8-hour shifts, 7 days 
a week provldlng continuous cover- 
age The watchman 1s posted at 
the personnel-vehicle gate during 
the dayshlft During the other 
shifts the gate 1s locked while he 
makes hourly patrols ” 

No comment 

“All storage areas are securely 
locked and physically checked 
by watchmen twice each offshlft 
They are visually checked hourly 
by foot patrols ” 

In June 1972 we advised AEC regulatory offlclals of the 
flndlngs of our review As a result, on July 20 and 21, 1972, 
regulatory inspectors made a special lnspectlon at ll- 
censee A’s faclllty The lnspectlon team found two items of 
noncompliance with 10 CFR 73 The report also stated 
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“* * * there were many noted weaknesses in the 
overall security program. The guard force was 
considered to be ineffectively supervised, the 
primary security barrier, fenceline, 1s weak 
and vulnerable to undetected entry, lllumlna- 
tlon of a segment of the fence line 1s lnade- 
quate, locks and doors on many of the build- 
ings are damaged and inoperative, no secondary 
off-site means of communlcatlon 1s available 
and the SNM shipping and receiving records 
not always accurate or complete.” 

* * * * * 

“With regard to the reported findings of the GAO repre- 
sentatives it was observed that 

“a. A backup communlcatlon capablllty does not exist. 
Total reliance for off-site ConununLcatzon 1s the 
telephone and teletype which also relies on the 
same telephone cable system. 

“b. The guards would be unlikely to detect an intrusion 
of the SNM warehouse because of inadequacy of the 
detection system, considered by licensee to be an 
alarm. 

“c. Fences had been seriously undermined due to sol1 
erosion but were being repaired. 

“d. In regard to the GAO findings that the storm sewers 
could be used as entry points, lt was observed that 
metal gratings have been installed over the pipe 
openings 

“The above deflclencles are not items of noncompll- 
ante pursuant to 10 CFR 73 It 

In commenting on matters discussed in this report, AEC 
told us that, prior to our visit to licensee A, it had not 
considered the perimeter fencing (discussed on p. 16) to be 
part of the licensee’s security system. It said the defl- 
clencles in the fencing had been repaired, and it now con- 
siders the fence to be part of the security system 
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Regarding the apparent lnconslstencles between our ob- 
servations and the conclusions in the AEC lnspectlon reports 
relating to the adequacy of the protectlon being afforded SNM 
at this faclllty, AEC stated 

“Conditions could have been different at the time 
of the GAO review from what they were at the 
time of the AEC lnspectlons However, the sys tern 
In existence for the physical protection of classl- 
fled or unclasslfled SNM in storage at the time 
of the GAO review was not adequate and did not 
meet AEC standards If the condltlons found by 
GAO exlsted at the time the AEC lnspectlons were 
made, inspectors should have cited the licensee 
for not meeting AEC minimum requirements 

Our observations regarding the two other licensee/ 
contractor protection systems are included as appendix II 
(See p 36.) 
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AEC ACTIONS TO STRENGTHEN ITS 
PROTECTION PROGRAM AND 
OUR EVALUATION 

During our review the Director of Regulation and the 
General Manager began taking actlons to strengthen the pro- 
gram for protecting SNM. 

Dlrector of Regulation 

Since our vlslts to the licensee/contractor plants, the 
Director of Regulation has (1) developed broad ObJectives 
for protecting SNM and (2) published In the Federal Register 
in February 1973, for lndus try comments, proposed amendments 
to 10 CFR 73.l 

These broad ObJectlves were prefaced with the following 
statement. 

“The extent to which nuclear materials should be 
protected against loss or dlverslon 1s not clearly 
defined In the Act or the public record. At one 
extreme a system of intense physlcal security and 
accounting may be prescribed to guard against and 
promptly detect small losses of material. At the 
other extreme, a mlnimum level of accounting may 
be prescribed to provide a periodic detection 
mechanism for nuclear material losses or dlvel- 
sions. An effective and credible program of 
material protection sufflclent to discharge the 
Commlsslon’s responslbllltles lies between these 
extremes in a balanced system of physical protec- 
tlon and material accounting I1 

Two of the ObJectives relating to the protection of SNM 
of the highest strategic importance were 

--To protect SNM to the extent that It cannot be stolen 
except by “launching a significant armed attack.” 

‘The Dlrector of Regulation has also imposed more comprehen- 
sive protection requirements on five licensees However, 
these addltlonal requirements were not Imposed on any of the 
licensee/contractor facllltles we vlslted because their 
licenses had not come up for renewal. 
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--To protect SNM against dlverslon through a number of 
thefts of "small quantltles" over a "prolonged period 
of time" from single or multiple sites. 

We believe that further steps are needed to more clearly 
define the expected capabIlIty of a protection system. AX 
should use more specific terminology than "slgnlflcant armed 
attack," "small quantltles," and "prolonged period of time." 
Once AEC defines these terms more speclflcally, SNM holders 
will be in a better posltlon to know what their systems must 
be capable of doing and AEC will be in a better posltlon to 
assess the adequacy of the systems. 

The proposed amendments to 10 CFR 73, published in the 
Federal Register in February 1973, are aimed at strengthening 
licensees' SNM protection. Specifically, for In-plant physl- 
cal security, the proposed amendments call for Improved guard 
systems, physlcal barriers, and automatic-detection devices. 
They also require licensees to (1) establish liaison with 
local law enforcement authorltles capable of providing ade- 
quate assistance when needed and (2) establish adequate lnter- 
nal and external communlcatlons channels, 

Two industrial organlzatlons made the following comments 
in response to AEC's proposed amendments to its regulations. 

"The dlfflculty of ldentlfylng the threat to be 
guarded against greatly complicates the task of 
developing regulations and of evaluating the 
necessity for and efficacy of particular proposals. 
It 1s our oplnlon that a great deal more lnter- 
communlcatlon between the staff, Industry and 
possible concerned members of the public 1s 
necessary to development of truly adequate regula- 
tions." 

* * * * pr, 

"While we recognize the need for protection of 
special nuclear material, we have dlfflculty In 
understanding the goals and obJectives of the 
AEC program, We accept the need to accurately 
account for materials and provide a reasonable 
degree of physlcal protectlon and barriers 
against vandalism and the occasional Intruder. 
However, we find it dlfflcult to accept the need 
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for excessive physical security measures against 
an unnamed and Ill-defined threat which can never 
be met with certainty, since there 1s always the 
question of the manpower and resources Imagined 
to be behind the threat.” 

We believe that the adequacy of the proposed regulations 
could be more properly assessed if AEC defined in greater de- 
tall the expected capablllty of a protection system. Once 
AEC does so, it may have to strengthen its requirements to 
achieve the type or degree of protection it considers neces- 
sary. 

General Manager 

Under the General Manager, the Division of Security 
drafted revisions to AECM 2401 to increase requirements for 
protecting classlfled ShPi and to clarify the existing ambl- 
guities. On June 22, 1973, the dlvlslon publlshed revlslons 
to AECM 2405 to increase and clallfy the requirements for 
protecting unclasslfled SNM held by AEC contractors. 

The Dlvlslon of Nuclear Materials Security (NUPIS) 1s 
responsible for recommending to the Dlvislon of Security ad- 
ditions to, or modlflcatlons of, the protection systems of 
AEC or AEC contractors. NUMS has no responslblllty for 
licensed or licensee/contractor facllltles (facllltles con- 
taining both licensed and contract material). 

In April 1973 NUMS developed specific ObJectlves to meet 
its overall goal of preventing any dlverslon of SNM held by 
AEC or AEC contractors For example, NUMS believes that a 
protection program should be capable of detecting the un- 
authorized removal of 1 gram of plutonium or 100 grams of 
uranium. At the time of our review, NUMS had not submitted 
the specific objectives to the General Manager or the Commls- 
sioners for approval. 

The Director, NUtIS, said that AEC belleves SNM protection 
should be the same at licensed and contractor facllltles for 
unclasslfled material. Therefore, AEC intends that the spe- 
clflc objectives to be developed by the Dlrector of Regulation 
and the General llanager will be applicable to both licensed 
and contractor facllltles. 
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In this regard, our comparison of the requirements 
currently imposed on contractors holding unclasslfled SNM 
(AECbl 2405, as revised In June 1973) and the proposed requlre- 
ments to be imposed on licensees holding unclasslfled SNM 
(proposed amendments to 10 CFR 73) showed a number of dlffer- 
ences. For example 

--Proposed 10 CFR 73 requires a licensee to search all 
lndlvlduals, packages, and vehicles entering protected 
areas or leaving an area containing SNFI, AECM 2405 
states that lndlvlduals, packages, and vehicles are 
subject to search 

--Proposed 10 CFR 73 makes no dlstlnctlon between port- 
able or nonportable SNH. AECM 2405 places different 
requirements on an SNIl holder depending on the port- 
ablllty of the SNM, i.e., If the SNM 1s stored In 
portable containers more restrlctlve requirements are 
imposed on the holder. 

--Proposed 10 CFR 73 requires that a guard or watchman, 
who shall patrol at intervals not exceeding 4 hours, 
or lntruslon alarms shall protect stored SNM. AECH 
2405 requires that, during nonworking hours, protected 
areas shall be patrolled at intervals not exceeding 
2 hours or such areas shall be protected with approved 
lntruslon alarm systems with a guard or watchman re- 
sponse not exceeding 10 minutes. 

If AEC intends that the specific objectives be the same 
at licensed and contractor facllltles for unclasslfled mate- 
rial, the requirements should also be the same or AEC should 
JUStlfy the reasons for any differences. AEC advised us that 
It 1s assessing these differences to achieve uniformity or to 
Justify the differences 

IMPROVEMENTS NEEDED IN INSPECTION PRACTICES 

AEC's prlnclpal method of monltorlng the adequacy of SNM 
protection 1s through on-site lnspectlons. At the tine of our 
review, two matters relating to AEC's inspection program 
needed Improvement. 

--The responslblllty for assessing the adequacy of the 
SNM protection at licensee/contractor facllltles was 
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dlvlded, I.e., the Director of Regulation assessed the 
adequacy of the protectlon of unclasslfled SNM held 
under the license and the General Manager made a slml- 
lar assessment for the classlfled SNM held under the 
contract. 

--The lnspectlons for the most part were compliance In- 
spections concerned mainly with determlnlng whether 
AK's requirements were met rather than the overall 
effectiveness of the physlcal protection systems. 

AEC 1s planning improvements for its inspection program, 
AEC advised us that the Director of Regulation will make 
assessments at licensee/contractor facllltles for both classl- 
fled and unclasslfled SIW. If the facility houses classlfled 
SNM, a representative of the Dlvlslon of Security may assist 
the Director of Regulation in evaluating the protection pro- 
gram, but It 1s Intended that the Director of Regulation will 
prepare one overall inspection report. 

The Director of Regulation 1s restructuring the lnspec- 
tion program. One of the features of the program will be to 
place increased emphasis on SNM protection at licensed faclll- 
ties. The Director of Regulation 1s also completely rewriting 
the lnspectlon procedures. 
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CHAPTER 3 

CONCLUSIONS AND RECOMMENDATIONS 

AEC needs to strengthen its program for protecting un- 
classlfled and confldentlal SNM, This 1s especially true 
when It 1s recognized that 

--persons with the requlslte technical expertise and 
necessary resources can make a crude nuclear weapon 
with 6 kilograms of plutonium or 17 kilograms of 
uranium and 

--AEC has estimated that the annual domestic requirement 
fol SNM will be over 1 mllllon kllograms by 1980. 

AEC has recognized, at least since September 1971, the 
need to strengthen Its protection program but has been slow 
In taking the necessary actlons. During our review AEC 
took actions almed at strengthening the program. We believe 
that the actions taken represent important steps toward the 
development of better SNM protection. However, more needs 
to be done to insure that the physlcal protection systems 
developed to protect unclasslfled and confldentlal SNM are 
adequate. 

RECOMMENDATIONS TO THE CHAIRMAN, 
ATOMIC ENERGY COMMISSION 

To strengthen the In-plant physlcal protection over 
unclasslfled and confldentlal SNM and to provide a better 
basis for assessing the adequacy of the protection, we 
recommend that AEC 

--Expedite the formal Issuance of the proposed changes 
to 10 CFR 73 and AECM 2401. 

--Define in greater detail the expected capablllty of 
a system deslgned to prevent, detect, and effectively 
respond to a possible SNM dlverslon or dlverslon at- 
tempt and strengthen the protection requirements to 
the extent necessary. 

--Impose the same protection requirements on both 
licensees and contractors holding unclasslfed SNM or 
Justify the differences. 
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--Improve its inspection practices, as planned, by (1) 
conducting one overall evaluation of the physical 
protection measures employed at licensee/contractor 
plants covering both classlfled and unclasslfed SNM 
and (2) developing new lnspectI.on procedures which 
will place Increased emphasis on evaluating the 
effectiveness of the physical protection afforded 
SNM at licensed facllltles. 

AEC agreed with our recommendations and said that it 
has taken, or IS taking, actions to implement them. 
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CHAPTER 4 

SCOPE QF REVIEW 

We conducted our review at AEC's headquarters In 
Bethesda and Germantown, Maryland, and at AEC's Operations 
Office and District II Safeguards Office in Oak Ridge, 
Tennessee. 

We revlewed the protection systems at the three 
licensee/contractor facllltles for preventing, Immediately 
detecting, and responding to SNM dlverslons or dlverslon 
attempts. 

We reviewed leglslatlon, regulations, pollcles, and 
practices relating to AEC's protection requirements and In- 
tervlewed AEC offlclals responsible for SNM protectlon. We 
examined AEC inspection reports and files for selected 
licensee/contractors. 
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APPENDIX I ^ 

SECURITY REQUIREMENTS FOR UNCLASSIFIED SNM 

HELD BY AEC LICENSEES 

S 73 3 Defimtlons 

As used m this part 
(a) Terms deflned in Part 70 of this 

chapter have the same meaning when 
used m this part, 

(b) “Authorized mdlvIdua1” means 
any mdivldual, mcludmg an employee, 
a consultant, or an agent of a licensee, 
who has been designated in writmg by 
a licensee to have responsiblhty for sur- 
velllance of special nuclear material 

W “Guard” means an armed and 
uniformed individual whose primary 
duty 1s the protection of materials ana 
wmrty 

(d) “Intrusion alarm” means a secure 
electrical, electromechmcal, electro-op- 
tlcal, electronic or sunilar device capable 
of detecting mtruslon by an n-&vidual 
into a security contamel, bullding, or 
protected area by means of an actuated 
visible or audible slgnal sufficient to sum- 
mon guards or watchmen nnmediately so 
that they arrive at, the security container, 
building, or protected area Involved vnnth- 
in 15 minutes 

(e) “Lock” m the case of security con- 
tamers means a three-position, mampu- 
latlon resistant, &al type, bull&in com- 
bmation lock or combmatlon padlock, 
and m the case of fences, walls and bmld- 
lngs means an Integral door lock or pad- 
lock which provides protection equivalent 
to a six-tumbler cyhnder lock “Locked” 
means protected by an operable lock 

(f 1 “Physical barrier” means 
(1) Fences constructed of No 11 

Amencan wire gauge or heavier wire 
fabric, topped by three strands or more 
of barbed wire on brackets angled out- 
ward, with an overall height of not less 
than eight feet, mcludlng the barbed 
wire 

(2) Exterior walls constructed of 
stone, brick cinder block concrete, steel 
or comparable materials wrlth a height 
of not less than 8 feet 

(g) “Protected area” means an area 
encompassed by physical barners and to 
which access IS controlled 

(h) “Safe” means a burglar-reslstant 
cabinet or chest with a body of steel at 
least one-half Inch thick and a combma- 
tion locked steel door at least, 1 Inch 
thick exclusive of bolt and locking 
device 

(1) “Security cabmet” means a cabi- 
net which is a security container ap- 
moved by the General Services 
Administratlonl and which bears a test 
certticatlon label on the mslde of the 
lockmg drawer or door and 1s marked 
“General Services Admmistration AP- 
proved Security Contamer” on the out- 
side of tne top drawer or door 

(J ) “Security contamer” means a safe, 
vault, vault-type room, or security 
cabinet 

(k) “Vault” means a burglar-reastant 
windowless enclosure wAh walls, fioor 
and roof of (1) steel at least one-half 
mch ttick, or (2) ranforced concrete or 
stone at least 8 mches thick, (3) non- 
reinforced concrete or stone at lea& 12 
inches tuck, or (4) monolithic floor or 
roof construction of eqmvalent resistance 
to entm and with a built-in lock in a 
steel door at least 1 mch thick, t?XClWdVe 
of the locking mechanism 

(1) “Vault-type rOom” means a room 
with mtrusion alarm protection and with 
one or more combination locked doors 

(ml ‘Watchman” means a person, not 
necessarily umformed or armed, who 
provides protection for materials and 
property in the course of performing 
other duties 
[35 FR 6314 Apr 18, 19701 

$i 73 32 Physwal protection of special 
nuclear maternal m use or storage 

Each licensee shall, physically protect 
special nuclear material m accordance 
with the following requirements 

(a) Special nuclear material shall be 
used only in a protected area and access 
to the special nuclear material shall be 
under the control of an authorned 
individual 

(b) Except as authorized m paragraph 
(c) of this section special nuclear mate- 
nal, when not in use or transit, shall be 
stored in a locked security container, or 
within a locked building constructed of 
stone brick, cinder block, concrete steel 
or comparable materials which !s capable 
of preventing or impedmg unauthorized 
entrance Such security container or 
bmldmg shall be protected by a guard or 
watchman who shall patrol at intervals 
not exceeding 4 hours, or by intrusion 
alaims 

Cc) Special nuclear material in the 
form of small pieces, cuttings, chips 
solutions or in other forms which result 
f ram a manufacturing process and which 
ale kept, for reprocessmg or ultimate &s- 
posal cohtamed in 30-gallon or larger 
containers may be stored within a locked 
and separately fenced storage area which 
IS within a larger protected area, pro- 
vided that the storage area is no closer 
than 25 feet to the perimeter of the pro- 
tected area The storage area shall be 
protected by a guard or watchman who 
shall patrol at intervals not exceeding 4 
hours, or by intrusion alarms 
135 FR 6314 Apr 18 19701 
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OBSERVATIONS ON SECURITY SYSTEMS 

OF TWO LICENSEE/CONTRACTORS 

LICENSEE/CONTRACTOR B 

Licensee/contractor B (herelnafter referred to as 
licensee B) stored and processed slgnlflcant quantltles of 
portable SNM In a single, two-story structure of brick and 
cinder block. At the time of our vlslt, about half of the 
faclllty was operated 24 hours a day, 7 days a week, while 
the other half was operated on a cycle of three shifts for 
10 consecutive days followed by 4 consecutive days of com- 
plete shutdown. To restrict access to authorized personnel, 
the licensee employed a badge ldentlflcatlon system. 

We believe licensee B's security system was slgnlfl- 
cantly llmlted In Its capabIlIty to prevent, detect, and 
lmmedlately respond to a possible SNM dlverslon or dlverslon 
attempt. 

Guard system 

Licensee B's guard force consisted of 10 guards, 
1 guard lleutenant, and a part-time security officer for the 
protection of two facilities. At the facility we vlslted, 
the licensee deployed his guard force as follows' during 
the day shift, only the guard lieutenant was on duty, during 
the evening and night shifts, two guards were on duty during 
each shift --one at this facility and the other, a roving 
guard, spent half of his time at the licensee's other 
facility. 

During the day shift the guard lleutenant on duty was 
stationed In an admlnlstratlve office about 50 feet beyond 
the perimeter of the plant. We were advised that he 
patrolled the perimeter about every 2 hours, however, these 
were not watchclock tours During normal business hours a 
receptlonlst monitored the main entrance to the plant. 

During the evening and night shifts at this facility, a 
guard was stationed at the main entrance to the plant Be- 
cause the guard statlon was inside the plant bulldIng and 
because of various obstructions around the outside of the 
bulldIng, the guard had only partial vlslblllty of one side 
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of the plant’s perimeter The other guard on duty--who 
spent half of his time at the other faclllty--made scheduled 
watchclock tours every 2 hours starting at about 6 30 p.m 
and lasting until about 7 00 a.m Our examination of the 
watchclock tapes for 1 month showed that the guard did not 
vary his route and that his timing generally did not vary by 
more than 15 minutes 

As to the weapons proflclency of the guards and the 
guard lieutenant, we found that of the total force of 11, 
three had quallfled, SIX had not quallfled, and two had not 
fired for quallflcatlon for 2 years. AFC required that 
guards fire for quallflcatlon annually. 

We were advlsed that guards did not routinely or 
randomly search lndlvlduals, packages, or lunchbuckets. 

Physical barriers 

Access to the lnterlor of licensee B’s facility was 
restricted almost exclusively by the building walls with the 
exception of a fence which provided supplemental protection 
on almost all of one side of the plant perimeter and a small 
portion of another side 

We found the following weaknesses In the fencing. 

--The nuts, bolts, gate hinge pins, and wire used to 
fasten the fence mesh to the fenceposts were not 
secured by welding or peenlng. 

--ObJects adjacent to the fence could facilitate cllmb- 
lng over the fence. 

--At one gate a seal was used In lieu of a lock--to 
allow employees to exit rapidly In an emergency--and 
it was possible to open the gate without breaking the 
seal. 

At the conclusion of our vlslt, ttle licensee had started to 
weld the nuts, bolts, and hinge pins on the fence. 

The front wall of the building was encompassed by the 
fencing and was the perimeter side where the guard station 
was located The wall had numerous openings, such as 
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windows, doors, and vents, which provided direct access 
InsIde the plant Since the roof at the rear of the facll- 
lty was about 3 5 feet away from the roof of an adjoining 
vacant building not owned by the licensee, all openings were 
accessible from either the roof or the ground 

The Integrity of the front wall was impaired In that 

--none of the windows were laminated, sealed, locked, 
or al armed, 

--windows (frames and glass) were nonexistent at two 
openings, 

--one of the doors was open with a broken seal attached, 
and 

--none of the doors were alarmed 

The rear of the building was windowless, did not have 
protective fencing, was not vlslble from the guard statlon, 
and was not routinely patrolled by the guard Dur lng our 
tour around the building, we observed a screen covered with 
plasterboard which was used to secure an opening See 
picture below and schematic on page 39 
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SCHEMATIC OF SCREENED HOLE AT REAR OF BUILDING PROVIDING 
ACCESS TO A VAULT CONTAINING PORTABLE AND STRATEGIC SNM 
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The screen was held In place by three toggle bolts. WI thin 
15 seconds and using no tools, one person was able to remove 
the bottom toggle and open the screen to about a 45’ angle 
as shown below 

The above picture was taken from Inside the Ilcensee’s vault 
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The opening led directly Into an SNM storage room which was 
locked but not alarmed and which contained slgnlflcant 
quantltles of SNM stored In easily portable half-gallon 
containers, The opening was cemented and sealed within 
1 hour after our tour 

The lnterlor of the storage room was not vlslble from 
any point outslde the room and, according to the vault fore- 
man, was not vlslted by anyone on some work shifts and only 
very infrequently (about three or four times dally) on other 
shifts. 

During our tour of the rear wall, we observed a door 
with a broken seal attached and held open with a brick. This 
door led to a bollerroom which In turn led inside and into 
various areas containing SNM AEC offlclals subsequently 
advised us that this opening had been blocked 

On another side of the building perimeter--not vlslble 
from the guard station or routinely patrolled--we observed a 
very large screened duct which was not secured to its frame 
and which led directly into the plant See photograph below. 

The duct was about 2 feet by 4 feet and was accessible from 
the roof of a small shed adjacent to it 

BEST DOCUMENT AVAILABLE 
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During our tour of the facllltles’ interior, we examined 
the four vaults used to store SNM The physical security 
afforded by three of the vaults, two of which are described 
below, was deflclent In a number of respects. The fourth 
vault contained SNM which was not of high strategic 
Importance 

One of the vaults, located on the second floor, was 
unoccupied for 4 consecutive days every 2 weeks. The storage 
areas were surrounded by wire fencing mesh ranging In height 
from 5 feet to 8 feet There was no coverlng or celling on 
the storage area, and there were numerous objects adjacent 
to the fence which could facllltate cllmblng over it. The 
sr,orage arrz has not alarmed, and the nearest watchclock 
station was about 50 feet away SNM was stored In the area 
In portable plastic bottles, each welghlng about 30 pounds. 

Another storage area, located on the first floor, was 
accessible by an opening over the door as shown below. 
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Beyond this door SNM was readily accessible. Inside this 
particular storage area, another door led to a small room 
used to store SNM. The hinge pins on this door were not 
welded or peened and, wlthout tools, a man was able to re- 
move one of the hinge pins as shown below. 

Neither of the doors discussed above was alarmed or sealed 
Further, the storage rooms did not contain watchclock sta- 
tions and were shut down 4 consecutive days every 2 weeks 

Licensee B employed seals rather than locks on eight 
doors and two gates for safety reasons, In the event of an 
emergency, a seal could be broken quickly to permit rapid 
evacuation Licensee B offlclals believed that, although 
these seals could be easily broken, they provided assurance, 
if properly accounted for, that the Integrity of a door or 
gate had not been violated 
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We tested the accounting controls by comparlng seal 
numbers provided by the guard lieutenant with those on the 
doors and gates and found that only 5 of the 10 were correct. 
On the basis of this test and our observation of two broken 
seals, we concluded, and the licensee’s security officer 
concurred, that seals at this faclllty were not effective 
detection devices for a door or gate 

Automatic-detection devices 

The licensee did not use alarms In any of the SNM 
storage or production areas, The only alarms were on two 
doors leadlng into a room which stored uncontaminated refuse. 
The alarms, when activated, lit a small light locally and 
triggered a visual and audible signal at the guard station. 
We tested the effectiveness of the monltorlng of the doors 
by actlvatlng the alarm Although we waited for about 
30 minutes, no one responded 

Action/response plans 

The licensee did not have an action/response plan in 
the event of an SNM dlverslon or dlverslon attempt. The 
security officer advised us, however, that the licensee was 
developing such a plan The licensee was planning to use the 
services of a commercial emergency organlzatlon which takes 
emergency calls from its clrents and directs the approprzate 
agencies to the aid of the client The security officer 
also advlsed us that the licensee had ordered a radio to 
improve Its capablllty to communicate with the emergency 
organlzatlon 

The licensee’s internal communlcatlons consisted of 
telegraph, commercial telephone, intercom system, and radios. 
The radios in use at the time of our review could be used 
for interplant communlcatlons only, however, the licensee 
planned to acquire another radio which should permit It to 
communicate with the emergency organlzatlon The licensee’s 
security officer said that hourly communlcatlon checks were 
made durlqg the evening and night shifts between this facll- 
lty and another of the licensee’s facllltles 

In commenting on OUT observations, the licensee informed 
us that I 
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--Senior management officers were concerned over the 
physlcal condltlon of the faclllty. 

--Management attempts to acquire adJoinlng property to 
improve production capablllty and insure tighter 
security were unsuccessful. 

--A program was underway to transfer operations on 
strategic material from the present plant to a new 
faclllty under construction. 

--The need to provide Improved security weighed 
heavily In the declslon to relocate the present 
operation. 

AEC’ s Inspect ions 

Because of manpower llmltatlons wlthln the regulatory 
organization, the Dlvlslon of Security was the only AEC 
organlzatlon that had assessed the adequacy of licensee B’s 
protection program before our visit. 

The dlvlslon had assessed the adequacy of licensee B’s 
protection program In March 1971 for unclasslfled SNM and in 
March and May 1972 for classlfled SNM. 

The report prepared as a result of the March 1971 In- 
spection against the provlslons of 10 CFR 73 stated 

“The protection afforded SNM at this faclllty in 
certain respects exceeds the requirements of 
10 CFR Part 73 This 1s true with respect to the 
frequency of guard patrols and also in that all 
authorized lndlvlduals are either ‘Q’ or ‘L’ 
[deslgnatlons for security clearances] access au- 
thorized However, the procedures are not de- 
signed or geared to prevent an employee from re- 
moving the quantities of SNM from the faclllty. 
TO strengthen the physical protection at the 
facility, It 1s suggested that the use of some 
electronic detection equipment be considered for 
screening lndlvlduals as they depart from bulld- 
lngs where SNM 1s worked on and/or stored.” 
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The report coverlng the March and May 1972 lnspectlons 
stated that “the security program In effect at the faclllty 
1s considered to be satisfactory.” 

The following schedule shows the ratings given by the 
General Manager’s representat Ives to certain characterlstlcs 
of the licensee’s security system and excerpts from the 
comments included In the re-oort. 

Physical security characterlstlcs 

A Physlcal barriers 
1 Adequacv 
2 Protectlon of openings 
3 Scundproof lng 

B Protect 1ve pcrsonre’ 
1 Strt- P+h and deployment 
2 Quall+lcatlons 
3 Tralnlrg 
4 Weapons aqd other equipment 
5 Orders 
6 Protective communications 
7 Supervision 
8 Emergency plans 
9 Efflclenc) 

C Protective alarms 

Rating 

Good 
Good 
Does not apply 

Good 
Good 
Good 
Good 
Good 
Does not apply 
Good 
Good 
Good 

None given 

II Security of materials in use 
1 Classlfled materials Good 
2 Strategically important Good 

materials 

E Security of material m storage 
1 Storage containers Good 
2 Open storage Does not apply 
7 Guarding system Good 
4 Control of personnel access Good 

Comments 

“The description of the * * * 
building * * * remains essen- 
tially unchanged from that 
described in previous surveys I1 

* * * * * 

“The only other entrance [other 
than the main entrance] IS In 
the * * * end of the bullding 
and this door has no exterior 
hardware ‘I 

“The guard force had not quail- 
fled with their sidearms since 
August 1970, however, at the 
time of the survey, the guards 
were attempting to qualify in 
accordance with AEC Manual 
Appendix 2401 I’ 

“The facility does nat have an 
alarm system meeting AEC stand- 
ards, however, alarms are lo- 
cated as follows * * * A con- 
tact alarm on the door In the 
* * * end of the bulldzng rings 
into the reception area which 
1s constantly attended by either 
a receptionist or a guard ” 

No comment 

Highly enriched ShW “1s stored 
in the fuel vault which 1s 
under the control of ‘pt 
cleared nuclear material pcr- 
sonnel When the vault 15 un- 
attended I lt 1s secured with An 
SEC, comblnatlon luck ,rd sub- 
Ject to blhourl) guard patIoI> ’ 
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On June 22, 1972, we advised AEC regulatory officials 
of our findings. As a result, on July 24, 25, and 26, 1972, 
a special inspection was made by regulatory inspectors at 
licensee B’s facility. The inspection team found one item 
of noncompliance with the in-plant security requirements 
contained in 10 CFR 73. The report also stated that I’* * * 
there were several weaknesses noted in [licensee B’s] Physi- 
cal ProtectIon Program in regard to key and lock control, 
inadequate barriers, poor exterior lighting and guard 
patrols.” 

AEC’ s comments, regarding the apparent inconsistencies 
between our observations of licensee B’s security systems 
and the conclusions of the AEC inspection reports, were the 
same as for licensee A. (See p. 26.) 
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LICENSEE/CONTRACTOR C 

Licensee/contr>ctor C stored and processed slgnlflcant 
quantltles of SNM. SNM In process was for the most part 
extremely heavy and bulky while SNM In storage was easily 
portable. Operations were conducted in a multlbulldlng 
complex on day and evening shifts, 5 days per week. To re- 
strict access to authorized lndlvlduals, the licensee used 
a badge ldentlflcatlon system. 

We believe that licensee C’s physical security measures 
would be more likely to detect SNM diversions or diversion 
attempts than those of licensee A or B. However, we believe 
that the effectiveness of licensee C’s measures could be 
enhanced. 

Guard sys tern 

Licensee C employed 16 guards and a full-time security 
officer, all of whom met AEC’s quallflcatlon standards for 
using a .38-caliber revolver, During the day shift two 
guards were on duty, and during the evening and night shifts 
three guards were on duty. A guard was also stationed 
24 hours a day at another of the licensee’s facilities ap- 
proximately a half mile away and was available If needed. 
Tne security staffing for weekends and holidays was the same 
as for the night shifts. 

During the day shift the two guards’ duties consisted 
principally of clearing vlsltors to enter and leave the 
plant. From these checkpoints, approximately 40 percent of 
the plant’s perimeter was visible. 

The guards did not check personnel, packages, or lunch- 
buckets routinely or randomly for possession of SNM. Ll- 
censee C offlclals advised that employees were not checked 
because of the potential adverse impact on their morale. 

The guards ’ duties during the evening and night shifts 
were essentially the same as for the day shift, however, 
the additional guard on duty was instructed to make random 
watchclock tours inside and outside the plant perimeter. 

Physical barriers 

Perimeter protection of the plant was provided for the 
most part by chain-link fencing topped with barbed wire 
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totaling 8 feet, the remainder of the perimeter protectlon 
was provided by a building wall. A hole, caused by erosion, 
under the perimeter fencing was large enough to admit an 
average-sized person. The licensee told us that this de- 
flclency would be corrected. Also, the fence could be 
easily disassembled because the nuts, bolts, gate hinge pins, 
and wire used to fasten the fence mesh to the fenceposts 
were not secured by welding or peenlng. 

The windows In the wall were not alarmed but consisted 
of two-plate, heavy-gauge laminated glass and could not be 
opened. The doors along the wall were alarmed with a con- 
tact switch which actlvlted an audible alarm locally and 
in the guard shack. 

Licensee C malntalned two primary storage vaults for 
the protection of portable SNM which had several safety 
features (1) the vault walls were made of concrete 1 foot 
thick, (2) the vault floor conslsted of concrete 9 inches 
thick, (3) the roof consisted of l-1/2 inches of metal deck- 
ing topped with 5-l/2 inches of concrete and various ma- 
terials required for weather protection, and (4) the door 
to the vault was made of steel 4 inches thick. The vaults 
were also monltored by ultrasonic alarms. 

Automatic-detectlon devices 

Licensee C had eight doors used by employees and two 
roll-up garage doors, all of which were equipped with con- 
tact switches that activated audible alarms locally and In 
the guard shack. Licensee C’s three SNM storage vaults 
were also equipped with ultrasonlc alarms that detected 
movement and were so sensltlve they could be activated by 
a slight air current. The alarms had redundant clrcultry 
and auxlllary power, and, If the clrcultry were cut, the 
alarms would activate. 

When the alarms in the material storage areas were set 
off, an audloalarm was activated In the main guard shack 
which was manned 24 hours a day. Further, before anyone 
entered the vault, the guard was notlfled by phone. If 
someone entered wlthout calling, the guard was required to 
lnvestlgate. 

The licensee did not employ any devices which would 
have detected the unauthorized possession of SNM on 
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employees leaving the faclllty. The licensee said it 
would consider the use of detection monitors 

Action/response plan 

Licensee C had not formulated a formal action/response 
plan concerned with responding to a dlverslon or diversion 
attempt of SNM Licensee C had established llalson with 
local law enforcement authorltles and had developed an In- 
formal plan intended to provide assistance in the event of 
an emergency 

The licensee’s arrangements called for hourly communl- 
cation checks to the local police If the police failed to 
receive the call at the designated time, they were to con- 
tact the licensee by radio or telephone and, If contact 
could not be made, were to respond by dispatching a squad 
car. 

In a test of the effectiveness of this arrangement, we 
found that the local police attempted to call the licensee 
within 15 minutes after the licensee failed to call at the 
appointed time, the squad car which was dispatched, however, 
went to the wrong faclllty 14 miles away. The guard ser- 
geant on duty said that, on some occasions, hourly calls 
were not made to the local police and the police did not 
respond. He said, however, that the police had always 
called if two successive calls were not made. 

Licensee C had commercial telecommunlcatlons conslstlng 
of telephones, teletype, and a telecopier. A constantly 
monitored base-station radio was also available and capable 
of communlcatlng with the local security force and outside 
law enforcement authorities. Portable communlcatlons con- 
sisted of 11 walkie-talkie radios and a vehicular-mounted 
radio which was capable of communlcatlng with outside law 
enforcement authorltles 

The vehicular-mounted radio was battery operated, the 
base-station unit was run by commercial power, and diesel 
auxiliary power was available in the event of a commercial 
power outage The functioning of the auxiliary unit was 
tested monthly. 
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AEC’s lnspectlons 

Representatives of AEC’s General Manager made a security 
lnspectlon at this licensee’s plant on February 14 to 16, 
1972. Security lnspectlons were made only by these repre- 
sentatives because most of the SNM at the faclllty was 
classified, and It was AEC’s policy to treat all SNM at the 
faclllty as classlfled. Accordingly, the Director of Regu- 
lation made no physical security inspections at the facility. 

The report prepared as a result of AEC’s Inspection 
stated that “the security program 1s administered by a 
competent and consclentlous security officer. A rating of 
satisfactory 1s continued.” 

Inspectors ’ ratings of the various characterlstlcs of 
the security program were all “good.” 
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PRINCIPAL OFFICIALS 

OF THE ATOMIC ENERGY COMMISSION 

RESPONSIBLE FOR ADMINISTRATION OF ACTIVITIES 

DISCUSSED IN THIS REPOR 

Tenure of office 
From To - 

CHAIRMAN 
Dlxy Lee Ray 
James R. Schlesinger 
Glenn T. Seaborg 

GENERAL MANAGER 
Robert E. Holllngsworth 

DIRECTOR OF REGULATION 
L. Manning Muntzlng 
Harold L. Price 

Feb. 1973 Present 
Aug 1971 Feb. 1973 
Mar. 1961 Aug. 1971 

Aug. 1964 Present 

Oct. 1971 Present 
Sept. 1967 Oct. 1971 
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