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Here is an exposure draft of GAO's "Control and Risk 
Evaluation (CARE) -Based Methodology For Reviewing and 
Evaluating the Operations of Agency Accounting and Financial 
Management Systems." 

The guidance in the manual is for GAO auditors who review 
agency accounting and financial management systems. We believe, 
however, that the methodology is readily adaptable to agencies' 
own required internal control reviews as well as agencies' 
reviews of their accounting systems. For this reason, the 
manual will be available to the federal community. 

we are developing additional methodology for reviewing the 
development of accounting and financial management systems. 
When finished, we will incorporate this guidance too, in the 
manual. 

We are releasing the methodology for a 3-month comment 
period to selected GAO professional staff, financial management, 
and audit officials in the major federal agencies, and private 
professional firms that assist federal agencies in developing 
accounting and financial management systems. 

I am looking forward to receiving your comments. Please 
forward them to me at Room 6015, GAO Building, 441 G Street NW, 
Washington, D.C. 20548. Be assured all your comments will 
receive our prompt and careful attention. 

Sincerely yours, 

Associate Director, 
Accounting Systems Policy 
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CARE-BASED AUDIT METHODOL- 

OGY TO REVIEW AND EVALU- 

ATE AGENCY ACCOUNTING 

AND FINANCIAL MANAGEMENT 

SYSTEMS 

EXECUTIVE SUMMARY --------- --e---- 

Public policy of our country, expressed in law, 

requires the internal control and accounting 

systems of the executive branch agencies to be 

effective and of high quality. The General 

Accounting Office (GAO) has developed an audit 

methodology for determining conformance with this 

policy. The methodology is intended for the use of 

GAO auditors and, as suggested guidance, for 

inspector general staffs and others engaged in 

similar audits. 

LEGAL REQUIREMENTS 

Public policy on internal control and accounting 

systems is embodied in the provisions of the 

Accounting and Auditing Act of 1950 and the Federal 

Managers' Financial Integrity Act of 1982. 
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The 1950 act requires the head of each executive 

agency to establish and maintain accounting and 

internal control systems which meet the following 

objectives to provide 

--full disclosure of financial activities, 

--adequate financial information for agency 

management, 

--effective internal controls over all funds, 

property, and other assets, and 

--reliable financial information for develop- 

ment and support of budget requests, for 

budget execution, and for Treasury central 

accounting. 

The 1950 act requires further that the accounting 

systems conform to the accounting principles and 

standards prescribed by the Comptroller General, 

and directs GAO to periodically review the systems. 

The Federal Managers' Financial Integrity Act of 

1982 added significant provisions to the 1950 act. 

The provisions strengthen the requirement for 

effective internal controls. The act requires that 
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the Comptroller General develop standards for 

agency internal controls, and agency controls must 

conform to the standards. The act requires further 

that controls must meet the following objectives: 

--obligations and costs comply with applicable 

law; 

--all assets are safeguarded against waste, 

loss, unauthorized use, and misappropriation: 

and 

--revenues and expenditures are recorded and 

accounted for properly so that accounts and 

reliable financial and statistical reports may 

be prepared land accountability of the assets 

may be maintained. 

The act requires agencies to perform reviews to 

determine compliance with these requirements and 

directs the Office of Manmagement and Budget (OMB), 

in consultation with the Comptroller General, to 

develop guidelines for the reviews. Further, agen- 

cy heads are to report to the President annually as 

to whether or not their internal control systems 

comply with the requirements, and whether or not 
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their accounting systems conform to the Comptroller 

General's principles and standards. 

GAO AND OMB REQUIREMENTS 

The Comptroller General's standards for internal 

control are contained in GAO's accounting series 

publication Standards for Internal Controls in the 

Federal Government. The Comptroller General's 

principles and standards for accounting systems are 

in title 2 of the GAO Manual for Guidance of 

Federal Agencies. Additional requirements are 

in titles 4 through 8 of the manual. The Comptrol- 

ler General's standards are consistent with and 

support the objectives of internal control and 

accounting set forth in the law. 

OMB guidance for agency reviews of their internal 

control systems is in OMB Circular A-123, Internal 

Control Systems, and OMB's Guidelines for the 

Evaluation and Improvement of and Reporting on 

Internal Control Systems in the Federal Govern- 

ment. The guidelines, developed in consultation 

with GAO, support and are consistent with the 

Comptroller General's standards and the objectives 

of the law. 
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GAO AND AGENCY AUDITS 

GAO, under its general mandate to review the opera- 

tions of the executive branch, as well as its 

specific mandate to review and approve accounting 

systems, plans to audit the internal control and 

accounting systems of the executive agencies. The 

objectives of the audits are to determine 

--whether internal controls conform to the 

Comptroller General's standards and OMB 

policy and guidelines for internal controls 

and meet the objectives of the law, 

--whether accounting systems conform to the 

Comptroller General's principles and standards 

for accounting systems and meet the objectives 

of the-law, and 

--whether accounting systems effectively and 

efficiently provide management--both internal 

and external (the Congress, OMB, and Treas- 

ury 1 --useful, timely, reliable, comparable, 

and complete financial information needed for 

effective and efficient management of public 

financial resources and public programs. 

4 
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The GAO audit methodology is designed to meet these 

audit objectives. Further, GAO believes the metho- 

dology is readily adaptable to the agencies' own 

required internal control and accounting systems 

reviews. Therefore, the methodology is available 

to the federal community. 

GAO'S AUDIT METHODOLOGY--CARE 

GAO calls its audit methodology "Controls and Risk 

Evaluation (CARE)." It is adaptable to any organi- 

zational level--an entire agencyf a major component 

of the organization, an operational unit, or an in- 

dividual system. A key feature of the methodology 

is its emphasis on risk assessment, which greatly 

optimizes audit staff effectiveness: The methodol- 

ogy is organized into four segments: (1) general 

risk analysis, (2) transaction flow review, (3) 

compliance testing, and (4) substantive testing. 

The work performed in each succeeding segment is 

based on the results of the preceding one. 

GAO emphasizes that effective use of the method- 

ology requires a large measure of knowledge, train- 

ing and professional judgment. The methodology is 

not to be viewed as a rigid or arbitrary checklist 

approach. 
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GENERAL RISK ANALYSIS 

In the general risk analysis segment of CARE, the 

auditor acquires an overview of the activity to 

include such items as its mission and operations, 

its organization, and its funding. Also, the audi- 

tor will gain an understanding of the general con- 

trol environment, including general controls over 

computer operations. Further, the auditor acquires 

a general understanding of the overall financial 

management structure, including the budgeting and 

accounting system. The auditor, for each system in 

the structure, makes a preliminary determination of 

the internal control objectives and the relevant 

principles and standards. 

Finally, the auditor applies a number of risk rank- 

ing factors to each system in.order to identify the 

systems of greatest risk-- that is, vulnerability to 

fraud, abuse, and mismanagement. This ensures 

that scarce audit resources are focused on areas 

where they can make the greatest contribution. 

Factors considered include magnitude of funds 

involved, potential impact of ineffective operat- 

ion, sources of input, degree of automation, known 

problems, and recency of prior audits. The systems 

with the highest risk rankings will be subjected to 
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further review in the second CARE segment, transac- 

tion flow review. 

TRANSACTION FLOW REVIEW 

In the second segment of CARE, transaction flow 

review and analysis, the auditor indentifies each 

selected system's major types of transactions and 

refines a determination of the internal control 

objectives. The auditor then determines and docu- 

ments, for each major type of transaction, the flow 

of information through the system. This involves 

flowcharting information through the procedures, 

records, files and reports. By analyzing the flow, 

the auditor identifies the control techniques used 

and determines whether they meet the system's con- 

trol objectives. The auditor also determines 

whether all accounting standards relevant to the 

system are being met. Further, the auditor is 

alert for any inefficiencies in the automated data 

processing system. 

This study provides the auditor an understanding of 

the internal control strengths and weaknesses of 

the systems. This, in turn, gives the auditor a 

basis for further ranking the systems in terms of 

the reliance that can be placed on them. Based on 

ES-8 e 



this ranking, the auditor selects systems for com- 

pliance testing, the third segment of CARE. 

COMPLIANCE TESTING 

In the third segment of CARE, compliance tests and 

analysis, the auditor determines whether the pro- 

cesses and controls identified in transaction flow - 

review actually operate and function as understood 

and intended. 

For each automated system to be tested, the auditor 

designs a set of test transactions. The test 

transactions are of two broad types--valid and 

invalid. The valid transactions contain no er- 

rors. They are entered into the system to deter- 

mine whether valid transactions will process 

through to completion of the cycle. Invalid trans- 

actions are designed to contain errors. The audi- 

tor enters these transactions to determine whether 

the system actually identifies and rejects them. 

For a manual system or for any manual part of an 

automated system, the auditor "walks" actual trans- 

actions through the manual processes. This invol- 

ves interviewing the individuals whoehandle 

transactions, observing the procedures followed, 
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and examining applicable records. Through this 

exercise, the auditor systematically verifies that 

the control techniques, identified in the transac- 

tion flow review segment, actually operate and 

function as understood and intended. 

Based on the results of compliance testing, in com- 

bination with the results of transaction flow re- 

view, the auditor will form an overall opinion of 

+ 

the system and its internal controls. In addition, 

after considering the potential impact of any devi- 

ations from these requirements, as well as the 

agency's planned corrective actions, the auditor 

may decide to perform substantive testing, the 

fourth segment of CARE. 

SUBSTANTIVE TESTING 

In the fourth segment of CARE, substantive tests 

and analysis, the auditor determines the impact of 

deviations from standards and other requirements. 

For this segment, audit steps must be tailored to 

the specific situation. As a generalization, how- 

ever, this segment tests actual agency transactions 

and examines related records, files, and reports. 

Also, computer assisted audit techniques are an 
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invaluable tool for this segment. As a result of 

this segment, GAO will, as a general rule, report 

the deviations and their impact to the head of the 

agency, together with GAO's recommendations for 

correction. 

ORGANIZATION OF THE MANUAL 

GAO's CARE manual consists of a main body, contain- 

ing eight sections, and a set of nine appendixes. 

The main body is organized as follows: 

--Section 1 - Introduction. 

--Section 2 - Definition of a federal account- 

ing system and scope of GAO audits. 

--Section 3 - Interrelationship of control 

objectives, accounting principles and 

standards, and internal controls. 

--Section 4 - General risk analysis segment-- 

objectives, scope, work steps, and work 

products. 

--Section 5 - Risk ranking of systems. 
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--Sections 6, 7, and 8 - Transaction flow 

review, compliance testing, and substantive 

testing segments, respectively. 

The appendixes are organized as follows: 

--Appendixes I through IV - Key policy issuan- 

ces--0MB's Circular A-123 and guidelines, 

the Comptroller General's internal control 

standards, and the Financial Integrity Act. 

--Appendix V - Quick reference guide to the 

work steps. 

--Appendix VI - Examples of documentation 

produced in a CARE audit. 

--Appendix VII - Control objectives. 

--Appendix VIII - Examples of control objec- 

tives related to control techniques. 

--Appendix IX - Bibliography. 

Presenting the work steps, documentation, and con- 

trol objectives materials as appendixes facilitates 
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the auditor's extracting and reproducing them for 

inclusion in individual audit workpapers. 

GAO maintains a continuing interest in the useful- 

ness and effectiveness of CARE. Accordingly, GAO 

welcomes reports of experience with the method- 

ology, including practical problems encountered, as 

well as suggestions for improvement. These should 

be submitted to Mrs. Virginia Robinson, Associate 

Director, Accounting and Financial Management 

Division. 
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GAO has developed an audit approach entitled "Controls and 

Risk Evaluation-Based (CARE-Based) Audit Methodology for Review- 

ing and Evaluating the Operations of Agency Accounting and 

Financial Management Systems” to 

--identify an agency's accounting and financial management 

systems, 

--identify and evaluate the adequacy of controls in these 

systems, and 

--determine the degree of compliance of an agency's ac- 

counting system with the Comptroller General's account- 

ing principles, standards, and other requirements. 

It is important to note that the work steps and procedures ' 

in the document should not be applied rigidly or arbitrarily. 

As with any audit, the auditor must not only exercise profes- 

sional judgment and assess the relevance and appropriateness of 

program steps to the specific situation but also add, modify, or 

delete steps as necessary. 

The audit methodology is comprised of an executive sum- 

mary, a work program, and a series of nine appendixes. The 

executive summary is for top financial management and audit 

executives who want a top level overview of the methodology. 

The work program is for operational financial management and 

audit staffs who manage the reviews and evaluations of systems. 
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The appendixes provide detailed guidance to financial management 

and audit staff who review and evaluate systems. 

Most accounting and financial management systems are auto- 

mated. To assist in evaluating the general and application con- 

trols in these systems, evaluation questionnaires and checklists 

are included in the appendixes. They are drawn from the 1981 

, GAO audit guide "Evaluating Internal Controls in Computer-Based 

Systems." When users of the CARE methodology have questions 

about how to use these appendixes they should consult the 1981 

guide. 

Currently, GAO is testing and refining a methodology for 

auditing computer-based systems that will revise and update the 

1981 guide. When this work is completed, GAO will seek the com- 

ments of the audit community. This work will complement the CARE 

approach and may be incorporated in the CARE manual. 

GAO's methodology is acknowledgedly complex. This 

reflects the increasing complexity of contemporary federal 

accounting and financial management systems. Because of its 

complexity, GAO believes auditors should be trained in the 

methodology in order to effectively apply it; they should not 

try to apply this guidance before such training. 

We are releasing this draft for a 3-month period of test- 

ing and commenting to all GAO professional staff, financial 

management and audit officials in the major federal agencies, as 

well as selected private professional firms that assist federal 

agencies in designing, developing, and implementing accounting 
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and financial management systems. Please direct your comments 

to Mrs. Virginia Robinson, Associate Director, Accounting and 

Financial Management Division, Room 6015, General Accounting 

Office, 441 G Street NW, Washington DC, 2Q548. 

Director 
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SECTION 1 

INTRODUCTION 

The requirements for effective agency internal controls and 

accounting systems are promulgated in both law and government- 

wide policy statements, Key laws and policy statements are the 

Budget and Accounting Procedures Act of 1950 (31 U.S.C. 3500), 

the Federal Managers ' Financial Integrity Act of 1982 (Public Law 

97-255)(see Appendix II), GAO's Policy and Procedures Manual for 

Guidance of Federal Agencies (titles 2 through 8), and Office of 

Management and Budget (OMB) Circular A-123, Internal Control 

Systems. (See Appendix I.) 

The Budget and Accounting Procedures Act of 1950 makes each 

agency head responsible for establishing and maintaining adequate 

systems of accounting and internal control. The systems are re- 

quired to conform to the accounting principles, standards, and 

other requirements prescribed by the Comptroller General. The 

principles and standards are set forth in title 2 of the GAO 

manual. Titles 4 through 8 of the manual contain additional 

requirements. 

Also, OMB issued Circular A-123 in October 1981, which 

requires each executive agency to develop and maintain adequate 

systems of internal control. It prescribes several actions 

agencies must take to evaluate and strengthen internal controls. 

The Federal Managers' Financial Integrity Act of 1982 amended the 

1950 act. It requires each agency to make periodic evaluations 

of its internal control systems and report annually to the 

l-l 



President and the Congress. The report is to state: 

--whether or not its internal accounting and administrative 

controls meet the Comptroller General's standards and the . 
objectives set forth in the act, and 

--whether or not its accounting system conforms to the 

Comptroller General's principles, standards, and related 

requirements. 

In addition, where the internal controls or the accounting 

system do not meet these criteria, the statement is to describe 

planned corrective actions. 

The Comptroller General's internal control standards are set 

forth in GAO's April 1983 pulication, Standards for Internal 

Controls in the Federal Government. (See appendix III.) Subse- 

quently, OMB, in consultation with the Comptroller General, 

developed guidelines for agencies to use in evaluating their 

systems of internal accounting and administrative control. Those 

are set forth in OMB's December 1982 Guidelines for the Evalua- 

tion and Improvement of and Reporting on Internal Control Systems 

in the Federal Government. (See appendix IV.) 

CONTROL STRUCTURE OF THE 
FEDERAL GOVERNMENT 

Control over the federal government and its program, admin- 

istrative, and financial operations is carried out on both a 

governmentwide level and an individual agency level. In order to 
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l effectively control federal operations, the control techniques 

implemented at both levels must complement each other. 

EFFECTIVE SYSTEMS--KEY TO GOVERNMENTWIDE 
AND AGENCY LEVEL CONTROL 

l 

Governmentwide controls are based on the separation of 

powers between the legislative and executive branches of the 

federal government. As shown in figure 1 on the next page, the 

legislative and executive branches establish goals and objectives 

to control governmentwide planning and programming. 

Congress sets federal program and administrative goals and 

provides the resources to the executive branch agencies needed to 

achieve these goals through (1) laws authorizing specific pro- 

grams and administrative responsibilities for theagencies, and 

(2) appropriation acts to provide them with needed resources. 

Congress obtains information on the results of operations 

and the use of resources through information supplied by the 

agencies, other organizations, and individuals at oversight and 

appropriation hearings. Based on this information, Congress can 

judge whether the agencies stayed within authorized goals and 

resource constraints. 

The executive branch can only conduct operations Congress 

authorizes and must stay within resource limits Congress sets 

in appropriation acts. The executive branch central control 

agencies ensure that all agencies stay within these limits. 

These control agencies are the Office of Management and Budget, 
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the Office of Personnel Management, Treasury, and the Executive 

Office of the President. 

The central control agencies promulgate policy, procedures 

and regulations, and allocate resources to guide and control 

executive agency operations. This guidance is based on laws, 

including appropriation acts , passed by the Congress and signed 

by the President. The central control agencies also receive 

routine reports from the agencies on the results of operations 

which they use to ensure that the agencies comply with central 

direction and stay within resource allocations. The central 

control agencies report to the President and the Congress. 

The governmentwide controls will work effectively only if 

the Congress and the central control agencies receive current, 

complete, and accurate information on prior program and adminis- 

trative accomplishments. Congress also needs to know the finan- 

cial results of operations to support the appropriation process 

and to carry out its oversight responsibilities. Similarly, the 

central control agencies must also receive reliable information 

to carry out effectively their central control functions. 

The primary source of the information needed by the Congress 

and the central control agencies is from the agencies that carry 

out authorized programs. Consequently, controls at the indivi- 

dual agency level should focus on ensuring that reliable, timely, 

and accurate information be recorded and reported. This includes 

information on program accomplishments as well as financial 

results of operations. 
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Additional governmentwide controls are provided through 

federal audit agencies. Specifically, GAO in the legislative 

branch .and the inspectors general in the executive branch help 

provide assurance that federal operations and related use of re- 

sources conform to national goals and objectives. However, their 

audits are no substitute for reliable, timely, and accurate 

information, which is needed as well for effective control over 

operations and resources by agency level management. 

Thus, reliable and timely information is the key to effec- 

tive control at both the governmentwide and agency level. The 

sources of this information are the agencies' budget, accounting, 

and other financial management information systems. To be 

successful, these systems must include effective manual and/or 

automated procedures--control techniques--over the capturing, 

recording, summarizing, and reporting of information. Thus, the 

controls of these systems are the focus of our efforts to improve 

control over government operations. 

OVERVIEW OF GAO's 
AUDIT METHODOLOGY--CARE 

GAO has developed an audit methodology entitled Controls and 

Risk Evaluation (CARE-Based) audit methodology to Review and 

Evaluate Agency Accounting and Financial Management Systems" to 

(1) evaluate the effectiveness of controls in agency level finan- 

cial and other management information systems and the reliability 

of the information they produce, as well as, (2) determine con- 

formance with the Comptroller General's accounting principles, 
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standards and related requirements. The CARE-Based audit method- 

ology is designed to guide the auditor in evaluating the effec- 

tiveness of the control environment of an individual agency, a 

major organizational component, an operational unit, or a system. 

Once the scope of audit has been decided--an entire agency, 

component operational unit, or individual system--CARE guides the 

auditor in viewing all aspects of the selected .entity's opera- 

tions as part of the control environment and management control 

system, This is in accord with OMB's Circular A-123 and the 

requirements of the Federal Managers' Financial Integrity Act. 

For example, both CARE and OMB require vulnerability (risk) 

assessments and internal control reviews, as well as considera- 

tion of all aspects of program and administrative operations. 

l 
STRUCTURE OF GAO's CARE 
AUDIT METHODOLOGY . 

The CARE-based audit methodology provides a four segment 

approach to the review and evaluation of an agency's accounting 

and financial management systems and related control environ- 

ment. The CARE audit segments are 

(1) general risk analysis, 

(2) transaction flow review and analysis, 

(3) compliance tests and analysis, and 

(4) substantive tests and analysis. 

Figure 2, on the next three pages, graphically portrays the 

overall structure and.interrelationships of the four segments. 

The results of the work done in each succeeding segment 
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CARE AUDIT APPROACH 

(1) GENERAL RISK ANALYSIS 

Obtain and Review 
Background Material 
On Entity 
--Mis8ion 
--Budget Authority 
--Organization 
--Programs 

Obtain and Review 
Results of Prior 
Reviews of Entity 
--IG Reviews 
--GAO Reviews 
--Internal Audit 

Reviews 
--FIA Results 
--OMB A-123 Results 

Obtain Background 
Financial Management 

Systems 
--System Inventory 
--ADP Environment 
--Relationships 

Between Systems 

Validate Financial 
Management Systems 
Inventory With Pro- 
grams Administrative 
Functions and Budget 
Authority 

I 1 
Financial Management Sys. 
--Accounting Standards 
--Control Objectives 
--Other Requirements 

I 1 
Budget Systems. Identify: 
--Process and Timefremw 
--Control Objectives 
--Tie To Accounting Sys. 

Describe: 
-- Fin. Mgmt. 

Structure 
of Entity 

--Ben. Mgmt. 
Control 
Strengths/ 
Weaknesses 
to Include 
ADP 

I -- Risk Rank I 

-- Select Sys- 



CARE AUDIT APPROACH 

(2) TRANSACTION FLOW REVIEW AND ANALYSIS 

I Finan. Mgmt. Systems 
Rev. Svs. Documentation I 

I Budget Systems: Review 
System Documentation I 
and: 
--Develop Data Flows 

Identify: 
-- Internal Control 

Strengths and 
Weaknesses By Svs. 

-- Use of ADP and Svs. 
Manaual Resource Summarize For Each 

System Reviewed: 
-_ Internal Control 

and Manual 
Resources 

nesses V 
1 Yes 

I Weaknesses of ADP 
Resources AS 

Separate Review 
(IMTEC Division) 

Prepare and Issue 
Report To Agency 
And/Or Congress 



CARE AUDIT APPROACH 

(3) COMPLIANCE TESTS AND ANALYSIS 

(4) SUBSTANTIVE TEST AND ANALYSES 

Substantive 

And/Or ~ongrmsa 

I Prepare and Issue 
Report to Agency 

And/Or Congress 
I 



builds on the results of the work done in the preceding one. 

Upon completion of all four work segments, CARE will result in 

(1) a permanent file on the agency (or part of an agency selected 

for review) that describes its financial management structure and 

its internal control strengths and weaknesses, (2) a risk ranking 

of the systems in the structure, (3) a determination as to whe- 

ther the accounting systems comply with GAO principles and stand- 

ards, and/or (4) a report to theeagency or the Congress on major 

weaknesses in the financial management systems. 

General Risk Analysis 

The overall objectives of the general risk analysis (GRA) 

segment are to (1) identify the strengths and weaknesses in the 

agency's general control environment and assess its overall ade- 

quacy, (2) identify the individual systems that comprise the 

financial management structure, and (3) select systems for fur- 

ther review. 

The general risk analysis segment of CARE focuses on several 

steps. 

-Understanding and documenting the overall mission; speci- 

fic program, administrative, and financial responsibili- 

ties; authorized resources; and organizational structure 

of the agency. 

--Understanding and documenting the general control environ- 

ment of the agency to include general controls over sup- 

porting computer operations. 

--Identifying and documenting the financial management 

structure of the agency to include both accounting and 
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budgeting systems. 

--Identifying the accounting standards, internal control 

objectives, and other requirements that the individual 

systems in the structure must satisfy. 

--Initial risk ranking of the systems to aid in selecting 

those to be reviewed in the next segment. 

Upon completion of the general risk analysis segment, an 

initial financial management systems profile of the agency is 

developed and a validated inventory of systems for the transac- 

tion flow review and analysis segment are determined. 

Transaction Flow Review 
and Analysis 

The overall objectives of the transaction flow review and 

analysis (TFRA) segment are to (1) identify the internal control 

strengths and weaknesses in the systems selected for review, .(2) 

identify major inefficiencies in their use of ADP resources, and 

(3) complete a final risk ranking of selected systems based on 

the internal control strengths and weaknesses identified. 

The transaction flow review and analysis segment focuses on 

--identifying and documenting--by wsing flowcharting 

techniques-- the flow of transaction information through 

the systems, 

--identifying and documenting the internal control tech- 

niques included in the system(s), 

--evaluating the effectiveness of the internal control 

techniques in satisfying the accounting principles and 

standards, internal control objectives, and other 
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requirements established for the systems in the general 

risk analysis segment, 

--identifying and documenting the system's internal control 

strengths and weaknesses, and 

--identifying and documenting major inefficiencies in the 

use of ADP and other resources used by the systems. 

Upon completion of the transaction flow review and analysis 

segment, the auditor should have a 

--summary for each system reviewed describing its purpose 

inputs, files and outputs, ADP equipment used, costs, 

internal control strengths and weaknesses, and flow of 

information through the system; 

--final risk ranking of the systems based on assessment of 

the strengths and weaknesses; 

--recommendations, if appropriate, for separate jobs to 

review any major control weaknesses in use of ADP 

resources; and 

--selecton of systems for compliance tests and analysis. 

COMPLIANCE TESTS 
AND ANALYSIS 

The overall objective of the compliance tests and analysis 

segment is to determine whether each selected system captures, 

records, processes, and reports financial transactions in confor- 

mance with the Comptroller General's accounting principles, 

standards, and other requirements, and whether it meets its 

internal control objectives. This analysis will provide the 
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basis for GAO to plan further systems work at the various execu- 

tive agencies. 

Compliance tests involve processing through a system, limi- 

ted tests that cover the full range of manual and automated 

transactions that the system is designed to process. This 

involves processing test transactions containing both valid and 

erroneous information. The objective is to determine whether the 

system complies with accounting principles, standards, and rela- 

ted requirements. 

The compliance tests and analysis segment focuses on 

--verifying that the internal control techniques, identified 

in the Transaction Flow Review and Analysis segment, actu- 

ally are present and function as designed, and 

e-determining the extent to which the systems will process 

erroneous information, based on the internal control weak- 

nesses identified for each system during the transaction 

flow review and analysis segment. 

Upon completion of the segment, an overall assessment of the 

systems is made, resulting in either 

--a determination as to whether the compliance tests indi- 

cate the system conforms in all material respects to 

GAO's principles, standards other requirements, and meet 

internal control objectives; 

--a report with recommendations for improvements to the 

agency and/or the Congress if the results of the compli- 

ance tests indicate the system deviates from these requi- 

rements; or, 
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--if a system deviates in material respects from these re- 

quirements, a determination to perform substantive tests 

of actual transactions and account balances to demonstrate 

the effect may be made. 

Substantive Tests and Analysis 

The overall objectives of the substantive tests and analysis 

(STA) segment are to (1) develop the evidence on adverse impact 

of material deviations from requirements in order to convince 

management of the need for correction, and (2) develop recommen- 

dations for correction. 

Upon completion of the segment, we will report to the agency 

head and/or the Congress (1) the material deviations from requi- 

rements, (2) their adverse affect on financial operations, and 

(3) our recommendations for correction. 

. 
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SECTION 2 

DEFINITION OF A FEDERAL ACCOUNTING SYSTEM 
AND SCOPE OF GAO AUDITS 

The Budget and Accounting Procedures Act of 1950 (1) 

defines federal agency financial management as including the 

functions of budgeting, accounting, financial reporting, and 

auditing and (2) makes the Comptroller General responsible for 

promulgating federal accounting and financial reporting prin- 

ciples and standards and for reviewing agency accounting 

systems. The 1956 amendment to the 1950 act also requires that 

agency budgets be based on the 

that agency accounting systems 

e systems. Consequently, agency 

considered an integral part of 

management control systems and 

actual cost of operations and 

support agency management control 

accounting systems should be 

agency financial management and 

should support the budgeting, 

auditing, accounting, and financial reporting functions. 

GAO's Policy and Procedures Manual for Guidance of Federal 

Agencies sets forth federal accounting and financial reporting 

principles, policies, standards, and other requirements. On 

April 18, 1983, the Comptroller General issued a definition of a 

complete agency accounting system. This definition stated: 

"A complete accounting system . ..is one estab- 
lished to assist in the financial management 
functions of budget formulation and execution, 
proprietary accounting, and financial report- 
ing. It is the total structure of methods and 
procedures used to record, classify, and report 
information on the financial position and oper- 
ations of a governmental unit of any of its 
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funds, balanced account groups, and organiza- 
tional components, Accounting systems shall be 
comprised of the various operations involving 
the authorizing, recording, classifying, and 
reporting of financial data related to revenues, 
expenses, assets, liabilities, and equity." 

In most agencies, the accounting system is comprised of a 

set of subsystems. When taken together, these systems autho- 

rize, record, classify, and report financial data related to 

revenues, expenses, assets, liabilities and equity; and support 

the agency's financial management and management control pro- 

cesses. Figure 3 shows the component parts of the financial 

management and management control processes. 

FIGURE 3 

The Financial Management Process 

PLANNING & 
PROGRAMMING 

BUDGET 
4 EXECUTION & 4 

ACCOUNTING 
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GAO's CARE-based audit methodology is designed to include 

in its scope of work the agency's accounting and financial 

management systems that capture, record, summarize, and report 

financial transaction information related to the financial man- 

agement processes of budget formulation and budget execution and 

accounting. Consequently, the audit methodology includes in its 

work.scope agency systems for 

--development of budget requests, 

--authorization of the use of resources, 

--management of liabilities, 

--receipt of revenue, 

--disbursement of funds, 

--control of assets, 

--control of appropriated funds, and 

--development and issuance of reports on the financial 

status of assets, liabilities, appropriated funds, and 

agency financial operations. 

In order for an agency's accounting system to be effec- 

tive, it should control appropriated funds; protect funds and 

other resources from loss and mismanagement; and fairly report 

on the financial results of operations, status of funds, and 

other resources. To accomplish this, the accounting system must 

exchange reliable information between the component systems. 

Similarly, in order for an agency's budget request to be based 

on the past results of operations, the budget formulation system 

must receive timely, reliable cost information from the account- 

ing system. 
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Finally, for governmentwide financial controls (discussed 

i .n section 1) to be effective, the executive branch central 

control agencies must receive reliable information from 

agencies' accounting and budget systems. Figure 4, on the next 

page, shows the relationships between governmentwide and agency 

level financial management requirements and controls. 

The CARE-based audit methodology is an audit approach 

designed to encompass the agency's manual and/or automated 

systems that capture, record, summarize, and report information, 

and comprise the overall accounting system. It focuses on 

--identifying the flow of information between the 

component systems that constitute an agency's accounting 

system and the flow of information between the 

accounting and budget systems, 

--evaluating the reliability of the systems' information; 

and 

--identifying, testing, and evaluating the controls 

provided in the individual systems that constitute the 

overall accounting system. 

KEY POINTS: 

--A complete accounting system encompasses the total 
financial management system structure to record, 
classify, and report an agency's financial information. 

--The financial management process, to be reliable, must 
use the accounting system information for budget 
formulation, execution, and accounting. 

--Agency level financial controls must be effective for 
governmentwide financial controls to work. 

--CARE is a systems audit approach to determine the 
adequacy of an agency's overall accounting system, in 
both its manual and automated aspects. 
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SECTION 3 

INTERRELATIONSHIP OF CONTROL OBJECTIVES, 
ACCOUNTING PRINCIPLES AND STANDARDS, 

AND INTERNAL CONTROLS 

The CARE-Based audit methodology is structured to: (11 

identify the financial transactions initiated and processed by 

an agency based on its budget authority and by its program and 

administrative functions, (2) group similar transactions into 

transaction cycles, (3) identify the agency accounting systems 

that process transactions in the identified cycles, and (4) 

identify the internal control objectives for agency systems and 

evaluate the control techniques included in the systems in terms 

of their ability to achieve control objectives. 

An agency's financial transactions are determined by its 

authorized program and administrative functions and by its 

budget authority. The identified financial transactions can be 

grouped into transaction cycles to facilitate further analysis. 

An individual agency's accounting system should be designed to 

process, control, and report on the financial transaction cycles 

determined by its program and administrative functions. 

An agency, for example, that administers grant programs 

will generate many transactions related to authorizing the 

funding of grants. These transactions could be grouped into a 

grant cycle. Another agency resonsible for enforcing federal . 

regulations may primarily generate procurement and salary 

transactions. These transactions could be grouped into an 

a expenditure cycle. 
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TYPICAL PAYROLL TRANSACTIONS 
TO BE INCLUDED IN A TEST DECK 

Nature of test Purpose or explanation 
transactions of test transaction 

5. Change an To determine whether the 
employee's system will reject invalid 
annual leave updates. The annual leave 
category before 
it is due to be 
changed. 

category is based on the 
amount of creditable service 
an employee has, computed from 
the employee's service 
computation data. Employees 
with less than 3 years of 
service are in category 4; 
employees with 3 to 15 years 
of service are in category 6; 
employees with more than 15 
years of service are in 
category 8. The program 
should reject any attempt to 
change a leave category before 
it is due to be changed. 

CTA-1 

How a system with effective controls will handle the transactions 

Automat- Automat- 
Reject in Cut back ically ically 

Print certain to Process compute ad just 
error circum- allowable without correct leave 

Reject message stances maximum cut back amount records 

X X 
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TRANSACTION CYCLES 

Administrative 
control of funds 

EXAMPLES OF TRANSACTIONS 

Commitment and obligation of funds 

Budget Formulation 

Reporting 

Preparation of the budget request 

Preparation, distribution,and use of 
reports for agency financial management 

Since agency accounting systems are either partially or 

fully automated, the CARE-based audit methodology includes an 

agency-wide Automatic Data Prcessing (ADP) cycle. For ADP opera- 

tions, general control features are needed and are implemented 

to control overall computer operations. These controls affect 

all the agency's automated accounting systems. Therefore, the 

CARE-based audit methodology includes guidance to help the 

auditor identify and evaluate general control objectives and 

techniques for the ADP cycle. 

IDENTIFY TRANSACTIONS, TRANSACTION CYCLES, 
ACCOUNTING SYSTEM(S) 
AND RELATED BUDGET AUTHORITY 

An agency's detailed budget request is included in the 

President's annual budget request sent to the Congress andinclu- 

des the amount of funding requested for each of the agency's 

authorized programs and administrative functions. The specific 

transactions, transaction cycles, and accounting systems identi- 

fied for a particular agency must be related to the line items 

in its detailed budget request. The reconciliation of transac- 

tions, cycles, and systems to budget line items should ensure 

that all types of agency transactions are identified. 
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Relating agency transactions, cycles, and systems to 

budget authority is done by: 

--Listing all the actions--economic events--an agency 

should take to execute its budget authority, 

--Relating the economic events to the specific accounting 

transactions that should be recorded to reflect the 

occurrence of all economic events, 

--Grouping of similar transactions into cycles, and 

--Relating the cycles to the systems comprising an 

agency's overall accounting system that should capture, 

record, process, and report the transactions. 

The following table presents an example of this analysis. 

CYCLE 

Personnel/ 
payroll 

Personnel/ 
payroll 

Expendi- 
ture 

After all 

ECONOMIC 
EVENT 

Hiring an 
employee 

Recording 
biweekly 
time and 
attendance 

Advance of 
funds to 
grantees 

TRANSACTION 

SF/50 action 

Time and 
attendance 
record 

Notifica- 
tion of 
grant award 

ACCOUNTING 
SYSTEM/ 

CYCLE 

Personnel/ 
payroll 
system 

Payroll/ 
personnel 
system 

Grant Man- 
agement/ 
administra- 
tive con- 
trol 

economic events, transactions, transaction 

cycles, and agency accounting systems have been related to the 

agency's detailed budget authority, the audit staff develops 

the list of components of the agency's complete accounting 

system. The next step in the CARE-based audit methodology is 
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to identify control objectives for the agency's complete 

accounting system and the control techniques included 

in the system that are designed to ensure that the control 

objectives are met. 

IDENTIFY CONTROL OBJECTIVES FOR 
THE AGENCY'S ACCOUNTING SYSTEM 

To help ensure the production of reliable information by 

an agency accounting system(s), the Comptroller General has 

issued federal accounting and financial reporting standards in 

GAO's Policy and Procedures Manual for Guidance of Federal Agen- 

cies. This manual also sets other requirements that federal 

agency accounting systems should meet. Appendix VII sets forth 

the detailed accounting, financial reporting, and other require- 

ments for agency accounting systems. 

Control objectives are also set forth in laws that estab- 

lish specific programs--primarily entitlement, benefit payments, 

and grant programs. The audit staff must, based on the programs 

assigned a particular agency, identify the specific laws that 

created the programs run by the agency in order to identify con- 

trol objectives included in these laws. Appendix VIII, for 

example, presents the required control objectives for the 

Veterans Administration's Compensation and Pension Programs. 

Once the control objectives for an agency's accounting 

system have been identified and documented, they become the 

criteria against which the operations of the accounting sys- 

tem(s) and the reliability of the information produced will be 

evaluated. 
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IDENTIFY AND EVALUATE CONTROL 
TECHNIQUES IN AN AGENCY'S 
ACCOUNTING SYSTEM 

The control objectives provide the criteria under which an 

agency's accounting system should operate to produce accurate 

and reliable information. An agency's accounting system(s) 

should include processing and internal control procedures-- 

control techniques --which should operate to ensure that control 

objectives be met. 

Procedures are the manual and/or automated steps included 

in an accounting system to capture, record, process, and report 

financial transactions for a specific administrative cycle or 

program. Internal control procedures are independent from 

processing steps and are those procedures in an accounting 

system used to provide reasonable assurance that: 

--all economic events and related transactions are 

completely and timely recorded, summarized, and 

reported; 

--established procedures are followed, 

--obligations and expenditures do not breach congres- 

sionally granted spending authority; 

--revenues and expenditures are accurately and com- 

pletely accounted for and properly safeguarded; 

--funds, assets, and liabilities are safeguarded from mis- 

management, loss, or theft; and 

--financial reports (1) support managerial decision 

making (2) fairly present the financial results of 
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program and administrative operations, and (3) 

reasonably present the status of funds, assets, and 

liabilities. 

The primary objective at the completion of work using the 

CARE-Based audit methodology is to evaluate the adequacy of 

internal control procedures in agency accounting systems and 

determine if these procedures are adequate to ensure that system 

control objectives are being met. Upon completion of the audit, 

the auditor should be able to conclude whether or not an 

agency's accounting system(s) satisfy GAO's accounting princi- 

pals and standards in all material respects. 

I Key points 

--The CARE audit approach is heavily dependent on analyses 
of types of transactions and related controls to evalu- 
ate the adequacy of the operating system(s) to meet the 
system control objectives. 

--Each agency's accounting system is unique and includes a 
different combination of subsystems and cycles to 
accomplish the overall system control objectives, 
including the GAO's accounting principles, standards, 
and other requirements. 
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SECTION 4 

GENERAL RISK ANALYSIS SEGMENT-- 
OBJECTIVES, SCOPE, WORK STEPS, 

AND WORK PRODUCTS 

The objectives of the general risk analysis segment are to 

(1) identify the strengths and weaknesses in the agency's general 

control environment and assess the overall adequacy of the agen- 

cy's general controls over financial operations, (2) identify the 

individual systems and financial control objectives that make up 

the agency's financial management cycles, and (3) risk-rank the 

inventory of systems for further review. 

The specific task objectives to be met in the general risk 

analysis segment are: 

Task I --Understand and document the overall mission; specific 

program, administrative, and financial responsibili- 

ties; authorized resources; and organizational struc- 

ture of the agency. 

Task II --Understand and document the general control environment 

of the agency including general controls over opera- 

tions. 

Task III --Identify and document the-financial management struc- 

ture of the agency to include both accounting and 

budgeting systems. 

Task IV --Identify and document agency financial management 

control cycles and objectives for accounting and 

budgeting system(s) used by the agency. 

4-l 



Task V --Risk-rank the validated inventory of agency financial 

management systems based on general controls and infor- 

mation obtained in this segment. 

WORK PRODUCTS FOR THE GENERAL 
RISK ANALYSIS SEGMENT 

At the completion of work called for in the general risk 

analysis segment of the CARE audit approach, the audit staff 

should have completed two products: 

--a financial management profile of the agency selected for 

review, and 

--a validated inventory with risk ratings of the agency 

accounting system(s) and cycles. 

TASK I - MISSIONI SPECIFIC 
RESPONSIBILITIES, AUTHORIZED 
RESOURCES, AND ORGANIZATIONAL 
STRUCTURE OF THE AGENCY 

In documenting the mission, specific program, administrative, 

and financial responsibilities, authorized resources (budget 

authority); and organizational structure of the agency selected 

for review, the audit staff should develop a thorough body of 

knowledge on 

--the specific program, administrative, and financial func- 

tions assigned the agency and the specific organizational 

components and key management officials in the agency that 

are responsible for carrying out each assigned function: 

--the budget resources allocated to each specific program, 

administrative, and financial function and the key manage- 

ment officials responsible for ensuring that the agency 
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budget authority be properly executed; 

--the organizational components and key management officials 

in the agency that should receive information on (1) the 

financial results of program, administrative, and financial 
a 

operations and (2) the financial status of appropriated 

funds and other resources; and 

--the organizational components and key management officials 

in the agency that are responsible for providing required 

reports to the Congress and the executive branch central 

control agencies. 

The end product of this part of the general risk analysis 

segment is a workpaper summary of agency financial management 

systems. 

Detailed Work Steps 

1. Obtain the organization chart and mission statements for the 

agency and for each of the agency's major organizational 

components. 

2. For each organizational component, determine all of the pro- 

grams, administrative, and financial functions it performs. 

3. Obtain the current budget authority for the agency and relate 

the budget authority to each of the agency's organizational 

components and to each of the agency's program, administra- 

tive, and financial functions. 

4. Identify and document the key management officials and their 

specific responsibilities for each of the agency's specific 

program, administrative, and financial functions. 
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5. Prepare a workpaper summary (see appendix VI-GRA 1 for an 

example) (1) relating the agency's specific program, adminis- 

trative, and financial functions to the agency's current 

budget authority, (2) listing the agency's organizational ) 

components and key management officials responsible for each 

of the agency's program, administrative, and financial func- 

tions, and (3) indicating the number and type of financial 

management cycles and systems the agency operates and whether 

they appear to be reaSonable. 

TASK II - GENERAL CONTROL ENVIRONMENT 
OF THE AGENCY 

In documenting the general control environment of the agency, 

including supporting computer operations, the audit staff should 

develop a thorough body of knowledge on 

--how the agency is organized to respond to the requirements 

of the Federal Managers' Financial Integrity Act of 1982 

and Office of Management and Budget (OMB) Circular A-123, 

--how the agency's office of the inspector general (IG) is 

organized, 1 

--the number and type of reviews of the agency's financial 

operations and financial management systems done by the IG 

--and known internal control weaknesses based on issued IG, 

internal audit, GAO, special system study group reports and 

the agency's self-evaluation of internal controls under the 

Federal Managers' Financial Integrity Act and OMB Circular 

A-123. 
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The end product of this part of the general risk analysis 

segment is a work paper summary on the agency's general approach 

to internal control and the key unresolved internal control issues 

and weaknesses. 

OMB Circular A-123 and 
Financial Integrity Act 

The requirements of OMB Circular A-123 and the Financial 

Integrity Act are important parts of an agency's systems of 

accounting and internal control. The following work steps are 

designed to guide the auditor in looking at an agency's compliance 

with the A-123 circular and the Integrity act's requirements. At 

the present time, compliance is being monitored by GAO staff 

specifically assigned this responsibility. The work steps are 

intended for use at such time as the function might need to be 

incorporated into systems audits. At the present time the audi- 

tor's review should be limited to examining the statements and 

reports to identify known weaknesses (in effect, work step 1 

below). 

Detailed Work Steps 

1. Obtain agency statements and reports submitted to satisfy re- 

quirements of the Federal Managers' Financial Integrity Act 

of 1982 and documentation of agency actions to satisfy OMB 

Circular A-123. 

2. Determine how the agency identified those areas for which 

internal control reviews were or will be performed. 

3. Determine whether internal control reviews will be performed 

for all high-risk critical areas on a timely basis. Also, 
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ascertain if internal control reviews will be performed for 

other areas. 

4. Determine what actions the agency has planned or has taken to 

assure that the degree of internal control testing and analy- 

sis will consider the risks and potential benefits (such as 

how much it will cost to test a control versus how critical 

the control is or how much risk we are taking by not testing 

the control). 

5. Determine who will perform internal control reviews (man- 

agers, internal review staffs, inspector general, management 

analysts, or outside contractors) and consider whether their 

level of knowledge and expertise are adequate. 

6. Determine to what extent the inspector general or internal 

audit staffs are involved in the internal control review 

process, and evaluate whether they have provided adequate 

guidance and assistance. 

7. Determine if the agency has established adequate formal fol- 

low-up systems to (1) log and track corrective actions and 

target dates, (2) develop plans to implement corrective 

actions, and (3) monitor whether actions are implemented in 

an effective and timely manner. 

8. Determine how the agency's follow-up system is notified of 

weaknesses and related corrective actions identified by 

--vulnerability assessments, and 

--internal control reviews. 

9. Determine how the follow-up system ensures that: 
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--vulnerability assessments be scheduled and completed 

in a timely manner, 

--internal control reviews be scheduled and completed in 

a timely manner, and 

--corrective actions resulting from vulnerability assess- 

ments and internal control reviews be implemened in an 

effective and timely manner. 

10. Determine inspector general and/or internal audit involvement 

in assuring corrective actions are implemented effectively 

and prommptly and what, if any, plans exist for subsequent 

audits. In addition, determine how the follow-up system will 

be used to support the agency's annual reports to the Presi- 

dent and the Congress. 

Audit Reports 

Reports issued by inspectors general, internal auditors, 

special system study groups, and GAO can provide (1) assessments 

of an agency's internal controls and accounting systems that an 

agency may or may not address in its self-assessment, and (2) 

information on unresolved internal control and accounting system 

deficiencies. The following work steps should guide the audit 

staff in reviewing issued audit and special system study reports. 

Coordinate with the Accounting and Financial Management Division's 

Fraud Prevention and Audit Oversight Group before initiating any 

work in an inspector general or internal audit organization. This 

is to avoid duplication of any work the group has completed or has 

underway. Also, the group maintains a library of information on 

audit organizations including report listings, information on 
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budget 

report 

and staffing, and the inspector general's semiannual 

.s. Further, work step 18 below requires coordination with l 
the group for any relevant information in the hotline files. The 

group maintains these files on an automated data base with a 

variety of data sorting methods. 

Detailed Work Steps 

11. 

12. 

13. 

14. 

15. 

Determine and document agency internal audit and inspector 

general coverage of agency’s financial operations. In doing 

this work, obtain: 

--Internal audit and IG reports that deal with financial 

--and ADP operations for the past 3 years, and 

--Internal audit and IG plans for review of financial and 

--ADP operations for the next 2 years. 

Prepare summary schedules (see appendix VI-GRA 2 for an 

example) of internal audit and inspector general findings 

related to (1) financial operations and (2) ADP operations 

for the past 3 years. Indicate actions taken by the agency 

in response to these findings. 

Obtain the annual inspector general's report to the Congress 

for the past 3 years. 

Obtain any reports issued by external study groups pertaining 

to a system under review that were issued during the past 3 

years. 

Prepare schedules (see appendix VI-GRA 6 for an example) for 

the systems under review to summarize findings in internal 

audit, inspector general and/or special system study group 

reports. 
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16. Obtain any GAO reports pertaining to a system under review 

issued during the past 3 years. 

17. Prepare schedules (see appendix VI-GRA 7 for an example) for 

the systems under review to summarize findings in GAO 

reports. 

18. Obtain any information GAO's Fraud Prevention and Audit Over- 

sight Group has on the agency, its major organizational com- 

ponents, or any of its systems and summarize this information 

on a schedule (see appendix VI-GRA 8 for an example). 

19. Obtain any written plans for the development and upgrading of 

financial systems and summarize these plans on the summary 

schedule (see appendix VI-GRA 4 for an example). 

20. Obtain any written plans for the development of new ADP capa- 

bility and the upgrade of existing ADP capability to include 

the approximate cost of the enhancement. Summarize these 

plans on a summary schedule (see appendix VI-GM 5 for an 

example). 

21. Determine and document, through discussions with key person- 

nel, the existing mechanisms/systems used to ensure that: 

--appropriations (spending limits) not be breached, 

--resources be controlled and safeguarded fom inadvertent 

loss, waste, or outright theft, and 

--program, administrative, and other operations be carried 

out according to management's plans. 
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TASK III - FINANCIAL MANAGEMENT 
STRUCTURE OF THE AGENCY 

Identifying and documenting the agency's accounting and 

budget system(s) is the most important part of the survey. If 

this work is not done carefully, the review will not include all 

systems that account for, control, and report on all financial 

transactions of the agency. Usually, an agency's accounting and 

budget system(s) are a small part of the agency's total inventory 

of information processing systems. 

Under the Federal Managers' Financial Integrity Act of 1982, 

all executive branch agencies should have developed an inventory 

of their accounting and budget development systems. Consequently, 

if this inventory has been completed by the agency, the audit 

staff should use it as a starting point. 

Most automated systems interface with manual processes that 

(1) prepare transaction information for processing, (2) utilize 

reports produced by the computer, and (3) check the completeness 

and accuracy of computer processing. By starting with the automa- 

ted systems, the audit staff will be led to the manual processes 

that interface with each automated system. 

Work Steps 

1. Obtain, if available, the inventory of accounting system(s) 

and budget formulation systems developed by the agency pursu- 

ant to the requirements of the Federal Managers' Financial 

Integrity Act. 
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2. 

3. 

4. 

5. 

6. 

7. 

Obtain or develop an inventory of the automated systems oper- 

ated and used by the agency. Include a brief description of 

each system. 

Based on the system descriptions included in the agency's 

inventory of automated systems, develop an initial list of 

the agency's accounting system(s), and budget formulation 

systems. 

Compare the inventory obtained in work step 1 with the inven- 

tory obtained in work step 3 and reconcile any 

differences between the two inventories through discussions 

with appropriate agency officials. 

Compare the reconciled inventory developed as a result of 

work step 4 with the workpaper summary developed in task II 

in this segment. Note any organizational components; speci- 

fic program, administrative, or financial functions; or 

specific line items of budget authority not covered by 

accounting and budget formulation systems in the inventory. 

Identify and document, through discussions with cognizant 

agency officials, the accounting and budget formulation 

systems that cover the agency's organizational components: 

specific program, administrative, and financial functions; 

and line items of budget authority disclosed as a result of 

completing the comparison called for in task II of this 

segment. 

Develop a validated inventory (see appendix VI-GRA 9 for an 

example) of the agency's accounting system(s) and budget 

formulation systems based on the results of completing work 
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steps 5 and 6. This inventory should include the following: 

--system name, 

--brief description of processing done by system, 

--system analyst responsible for the system, 

--telephone number for cognizant system analyst, 

--agency computer center at which system is run, 

--annual system operating costs, 

--organizational component supported by system, 

--program, administrative, or financial function sup- 

ported by system, 

--amount of budget autho'rity or amount of assets, liabi- 

lities, receipts or disbursements accounted for and 

controlled by the system, 

--main outputs of the system, 

--main users of the system's output, and 

--known internal control and accounting system 

weaknesses. 

For the agency computer centers that support the agency's 

accounting and budget development systems, complete the following 

work steps. 

a. At each of the agency's computer centers, identified in step 

7 above, complete checklist 2 in appendix VI and complete the 

following questionnaires and profiles in appendix VI: 

Questionnaire 1 - Executive ADP Management Committee 

(see appendix VI-GRA 11) 

Questionnaire 2 - Internal Audit (see appendix 

VI-GRA 12), 
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Questionnaire 3 - External Audit and Studies 

(see appendix VI-GRA 13) 

Profile 1 (Top Management Control Profile) 

(see appendix VI-GPA 14), 

Questionnaire 4 - ADP Organizational Controls 

(see appendix VI-GRA 15), 

Questionnaire 5 - System Design, Development, and 

Modification Controls 

(see appendix VI-GRA 16), 

Questionnaire 6 - Data Center Management Controls 

(see appendix VI-GFA 17), 

Questionnaire 7 - Data Center Protection Controls 

(see appendix VI-GRA 18), 

Questionnaire 8 - System Software Controls 

(see appendix VI-GFW 19), 

Questionnaire 9 - Hardware Controls 

(see appendix VI-GPA 20), and 

Profile 2 (General Controls Profile) 

(see appendix VI-GRA 21). 

For large departments or agencies with numerous and widely 

dispersed offices, time and audit resource limitations, may as a 

practical matter , preclude performing this work step for each 

center. In such cases, it may be necessary to limit this step to 

selected locations (such as regional offices, field offices, and 

installations) believed to be representative. 
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TASK IV--ACCOUNTING STANDARDS, TASK IV--ACCOUNTING STANDARDS, 
OTHER SYSTEM REQUIREMENTS, OTHER SYSTEM REQUIREMENTS, 
INTERNAL CONTROL REQUIREMENTS, INTERNAL CONTROL REQUIREMENTS, 
AND OBJECTIVES FOR THE AGENCY'S AND OBJECTIVES FOR THE AGENCY'S 
SYSTEMS SYSTEMS 

The focus of this part of the work in the general risk The focus of this part of the work in the general risk 

Analysis segment of the CARE audit approach is to identify the Analysis segment of the CARE audit approach is to identify the 

appropriate cycle and the related control objectives that the appropriate cycle and the related control objectives that the 

agency's accounting and budget systems should be designed and agency's accounting and budget systems should be designed and 

operated to meet. operated to meet. GAO's Policy and Procedures Manual for Guidance GAO's Policy and Procedures Manual for Guidance 

of Federal Agencies presents the accounting and other requirements of Federal Agencies presents the accounting and other requirements 

for federal agency systems. These must be identified to the 

appropriate cycle, control objectives, and control techniques. 

Appendix VIII presents general guidance on acceptable control 

objectives and techniques for different cycles applicable to 

accounting and budget systems. 

In addition to accounting and other system requirements 

presented in GAO's Policy and Procedures Manual for Guidance of 

Federal Agencies, control objectives are also set forth in laws 

that establish specific programs such as entitlement, benefit, and 

grant payment programs. Thus, the audit staff must review the 

laws that created the programs run by the agency to determine 

control objectives required for each program. 

Accounting Systems 

1. Based on the validated inventory of agency accounting sys- 

tem(s) developed in task III, identify the applicable titles 

of GAO's Policy and Procedures Manual for Guidance of Federal 

Agencies and related cycles that apply to the accounting 

system(s) selected for review. 
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2. 

3. 

4. 

5. 

6. 

7. 

Obtain, if available, control objectives developed by the 

agency pursuant to its efforts to comply with section 4 of 

the Federal Managers' Financial Integrity Act and validate 

the agency developed control objectives against GAO's 

accounting system requirements identified in work step 1 and 

amend the agency list as appropriate. 

If the agency has already done so, develop control objec- 

tives for the accounting system(s) using appendix VII, which 

provides guidance on control objectives and techniques in 

GAO's manual,, 

Based on the validated inventory of agency accounting sys- 

tem(s) developed after completing task III above, identify 

systems that authorize, account for, control, summarize, and 

report transactions that pertain to specific programs. 

Obtain, if available, control objectives for the programs, 

cycles and related agency accounting systems identified in 

work step 4 that were developed by the agency pursuant to 

section 4 of the Federal Managers' Financial Integrity Act. 

Validate the agency-developed control objectives against the 

provisions of the laws authorizing the programs. 

If the agency has not already done so, develop control objec- 

tives for the subsystems identified in work step 4 based on 

the authorizing legislation for the agency's programs and the 

guidance in appendix VIII. 

Prepare a summary schedule (see appendix VI-GM 22 for an 

example) of control objectives for the agency accounting 

system(s) selected for review. This schedule should include: 
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--accounting system, 

--brief system description, 

--source of control objectives: GAO's Policy and 

Procedures Manual for Guidance of Federal Agencies, 

specific legislation (public law), or agency manage- 

ment, and 

--List of control objectives for each system. 

a. Determine the agency's organizational component responsible 

for developing and/or compiling the annual budget request 

submitted to the Office of Management and Budget, to the 

President, and ultimately to the Congress. Document the pro- 

cess used for budget formulation. Obtain, for a selected 

fiscal year's budget, a sampling of inputs received by the 

responsible component. 

9. Determine the budget systems used by each major organiza- . 

tional component of the agency. Develop a flowchart on how 

information flows into and is reported out of the organiza- 

tional component. The flowcharts should be prepared for: 

--each budget system showing the interrelationship among 

the subsystems which comprise the system, 

--the budget systems showing the interrelationship among 

the budget systems and any other financial systems, and 

--the budget systems showing the interrelationship with 

the agency's accounting system(s). 

10. Obtain a sampling of the budget inputs received by the 

agency headquarters from its organizational components for 

a selected fiscal year. 
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11. Obtain the selected fiscal year's budget submission sent to 

the President, Office of Management and Budget, and the 

Congress. 

12. For each of the agency's major organizational components: 

--obtain a sampling of the selected fiscal year's budget 

submissions sent to the agency's headquarters, 

--flowchart the process to develop annual budget submis- 

sions to be sent to the agency's headquarters, 

including all inputs to the budget formulation process, 

all files maintained, and all outputs produced; and 

--determine whether or not annual budget submissions are 

based on the financial results of prior years' program 

and administrative operations. 

13. Determine whether or not the agency's budget submission was 

based on aggregations of the budget submissions prepared by 

the agency organizational components, and, for the sample 

submissions, if differences exist, determine their amount 

and why they occurred. 

TASK V--RISK RATING AND 
RANKING OF SYSTEMS 

The agency's systems should be rated and ranked according to 

the general system controls identified in this segment. Each 

system should be evaluated as high, medium, or low risk for each 

factor. Each system should be given a composite reliability 

* score. Section 5 discusses this methodology in detail. 

1. Based on the guidance in section 5 of this work program, 

risk-ranking of systems, evaluate the assigned risk-rating 
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of low, medium, and high for each of the risk-ranking fac- 

tors for each system reviewed. 

2. Compute a composite reliability score for each system based 

on the risk ratings assigned and the weighting system dis- 

cussed in section 5 of this work program. 

3. Prepare a summary workpaper schedule (see appendix VI-TFRA 

14 for an example) of the risk rankings and composite reli- 

ability score assigned each system. 

4. Prepare a schedule (see appendix VI-TFRA 15 for an example) 

of systems according to their assigned composite 

reliability scores. These systems should be grouped into 

three categories: overall high, medium, and low risk. See 

section 5, risk ranking of systems, for guidance in 

preparing this schedule. 
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r ~~ KEY POINTS 

--General risk analysis should result in a financial 
management profile of the agency, a validated inventory of 
accounting system(s), and a general controls risk rating. 

--The financial profile should include an overview of: 
(1) the agency structure, 
(2) the mission and financial functions performed, 
(3) the budget organization and process, 

~ 
(4) agency implementation of A-123 and the Integrity 

act, 
I (5) accounting system(s) and known problems, 

(6) accounting system(s) and related subsystems, 
/ (7) General controls including ADP and manual 

operations, 
(8) list of accounting system(s) with related 

cycles and control objectives, and 
(9) assessment of the budget process and the degree 

that actual financial information is used. 

--The validated inventory of accounting systems includes 
both financial management systems and budget systems. 
This inventory will serve as the basic for the next 
phase of CARE. 
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SECTION 5 

RISK RANKING OF SYSTEMS 

Once the general risk assessment (GRA) segment is complete 

and the inventory of an agency's financial management systems 

has been established, the auditor will make an initial decision 

on the order in which the systems will be reviewed. In small 

agencies with only a few systems, that decision should not be 

difficult. In large agencies with numerous systems, however, a 

technique is needed to rank the systems in terms of their rela- 

tive vulnerability to fraud, abuse, mismanagement, and failure 

to meet GAO's internal control standards and accounting princi- 

ples and standards -- relative risk. A ranking process is 

especially useful for optimizing the use of audit resources in 

large agencies where it would be impractical to review all sys- 

tems concurrently . 

A ranking procedure cannot be absolutely precise because 

of the dependence that is necessarily placed on the auditor's 

judgment in both developing the ranking and in ultimately 

selecting systems for review. Nonetheless, the procedure pres- 

cribed below provides a systematic three-step approach to risk 

ranking. 

--Evaluate each system in terms of certain risk factors 
(characteristics) and assign a numeric risk value for 
each of the factors: 3-high, 2-medium, l-low. 

--Assign an importance weight to each factor and compute a 
composite numerical score for each system. 

Q 

5-l 



--Rank the systems in order of vulnerability based on the 
composite scores. l 

Details on each of these steps follows. 

EVALUATING SYSTEMS 
IN TERMS OF 
RISK FACTORS 

Numerous factors could be considered in determining a 

given system's vulnerability. Based on past audit experience, 

however, the 12 factors listed in the following pages should be 

considered in developing the ranking. The list is not meant to 

be all-inclusive but rather provides a reasonable means for 

accomplishing the ranking objective while expediting the review 

work. 

It is not practical to develop exact criteria for assign- 

ing numeric risk values for each risk factor for every agency 

system and situation. However, broad guidelines can be pro- 

vided. The guidelines discussed below require the use of pro- 

fessional judgment in assessing the risk associated with each 

factor and should be considered in relation to the information 

gathered in the general risk assessment. 

The reasons for assigning high, medium, or low risk should 

be documented (see exhibit 5-1) to permit verification and 

allow another auditor to reach basically the same conclusions. 

The guidelines as well as the risk factors may be periodically 

revised as opportunities for improvement of the ranking proce- 

dure develop. The risk factors are not listed in order of 

importance. 

d 
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A. Purpose of system. This risk factor considers the 

potential 2ffect of a system not operating properly 

and failing to perform its intended function. Systems 

crucial to controlling the use of funds and other 

resources or operating the organization will generally 

be considered high risk because of the exposure to 

loss or disruption of operations. Systems accounting 

for other assets and liabilities may be ranked 

medium. Systems that only record and report summary 

financial data and are not crucial to operations may 

be ranked low. 

B. System documentation. Complete and current system 

documentation, including a general system description, 

functional requirements, and data requirements, is 

needed to ensure proper system maintenance and oper- 

ation. If little or no documenation is available, or 

evidence indicates that system changes have not been 

documented, the system should normally be ranked 

high. A system may be ranked low if it appears that 

appropriate emphasis has been given to fully documen- 

ting the system during its development and subsequent 

changes. A system may be ranked medium if the docu- 

mentation is complete except for recent changes.How- 

ever, if the recent undocumented changes were major 

system changes, a high-risk ranking would generally be 

warranted. 
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C . Dollar volume controlled by the system. The greater 

the dollar volume of assets or transactions controlled 

by a system, the greater the risk. However, the 

dollar value thresholds for determining high, medium, 

or low risk for a given system must be determined on a 

system-by-system basis considering each agency's total 

authority. For example, at one agency with $280 bil- 

lion in budget authority, systems controlling $5 bil- 

lion or more were ranked high, those controlling less 

than $150 million were ranked low. 

D. Amount of system maintenance. Systems that have 

become outmoded or fail to consistently meet require- 

ments frequently require a high degree of maintenance 

(such as system changes and modification) simply to 

keep them operational. Through discussion with agency 

systems personnel and examination of system mainte- 

nance logs, some assessment can be made to determine 

if the system should be ranked high due to a relati- 

vely large amount of maintenance in relation to the 

system's age. A system may be ranked low if the main- 

tenance efforts expended ,appear minor or routine. As 

with dollar volume, exact risk thresholds cannot be 

specified and should be assessed for each system con- 

sidering the total maintenance effort expended by the 

organization. 

E. Verification of input. The risk associated with this 

factor decreases as the ability of a system to verify 
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resources may be ranked low. This is another factor 

that is not easily quantified and must be judged in 

relation to each organization's total computer 

resources. 

I. Known system problems. By considering unresolved 

audit findings and the results of consultant studies 

and internal management reports reviewed in the gen- 

eral risk assessment, the auditor can determine the 

existence of any previously identified significant 

system problems-- those that preclude the system from 

meeting its stated goals-- that warrant a high-rank- 

ing. The system may be ranked medium if the known 

problems would not prevent the system from meeting its 

goals or low if no problems have been previously 

identified. 

J. Recency of audit. Systems that have never been audi- 

ted should be ranked high, while those that have had 

comprehensive or full-scope audits within the past 2 

years generally may be ranked low. Systems with limi- 

ted scope audits or audits that were performed between 

2 and 5 years ago should be ranked medium. An addi- 

tional consideration in assessing vulnerability under 

this factor is whether the system is known to have 

been changed significantly since the most recent audit 

was completed. If so, the system may be ranked high. 

K. Statutory requirements met. Some systems may be 

depended on to allow an organization to meet certain 

5-7 



statutory requirements, such as provisions of the 

Prompt Payment Act or the Anti-Deficiency Act. If the 

system does not operate properly, the organization may 

be in violation of law. Only two levels of risk are 

associated with this factor: high, if the system is 

relied on for compliance with statutes, or low, if 

no connection to statutory requirements exists. 

L. Involvement of users and auditors in systems design. 

Assurance is generally greater that a system is pro- 

perly designed and adequate internal controls are 

incorporated if the system users and independent audi- 

tors actively participated in the system's design and 

implementation. A system for which such participation 

took place would be ranked low. If only the users or - 

the auditors participated, the system would be ranked 

medium. A high-risk ranking would be given for this 

factor if neither the users nor the auditors 

participated. 

ASSIGNING WEIGHTS TO RISK 
FACTORS AND COMPUTING 
COMPOSITE SCORES 

Weights are assigned to each ranking factor based on their 

relative importance in assessing risk. The weights shown below 

were developed by rating each factor in order of importance on 

a scale of 1 to 5 based on prior experience in reviewing 

accounting systems and internal controls. 
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A. Purpose of system 
B. System documentation 
c. Dollar volume controlled by the system 
D. Amount of system maintenance 
E. Verificatin of input 
F. Degree of automation 
G. Number of other dependent systems 
H. Amount of computer resources used 
I. Known system problems 
J. Recency of audit 
K. Statutory requirements met 
L. Involvement of users and auditors 

in system design 4.0 

Factor YF . 
4.3 
4.4 
3.9 
4.4 
3.8 
4.5 
3.2 
3.7 
3.8 
4.5 

Different weights could be developed for a specific 

organization provided the weights are used consistently in. 

ranking the systems. 
a 

To develop a composite score for each system, the weights 

are multiplied by the risk ranking values and the products 

totaled, as shown in the following example. 

Risk 
Factor 

A 
B 
C 
D 
E 
F 
G 
H 
I 
J 
K 
L 

Numeric 
Risk 
Value 

3 
2 4.3 
2 4.4 
1 3.9 
3 4.4 
3 3.8 
2 4.5 
1 3.2 
3 3.7 
2 3.8 
1 4.5 
2 4.0 

w . 

TOTAL: 102.5 

Composite 
Score 

13.2 
8.6 
8.8 
3.9 

13.2 
11.4 

9.0 
3.2 

11.1 
7.6 
4.5 
8.0 

, 
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RANKING SYSTEMS 
IN ORDER OF RISK 

Using the composite scores, the systems are listed in des- 

cending order so that they may be categorized according to 

their relative vulnerability to fraud, abuse, and mismanage- 

ment. The ranking factors are primarily geared to automated 

systems. For completely or partially manual systems, some of 

the factors may not be applicable. To make the composite 

scores for those systems comparable to the scores for which all 

factors are applicable, the following procedure may be used: 

--Divide the system's composite score by the number of 

factors on which the system was assesssed to develop an 

average for each factor. For example, if the composite 

score is 110 and only 10 of the 12 factors were appli- 

cable to the system, the average for each factor would 

be 11. 

--Multiply the average for each factor computed above by 

12 (the total number of factors prescribed for the 

ranking system). The resulting revised composite score 

could then be used for that system in ranking it with 

the other systems. 
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KEY POINTS 

The ranking technique provides a systematic 
approach to estimating the relative vulnerability of an 
organization's financial management systems. Once the 
ranking process is complete, two products can be 
developed: a report advising management of the systems 
considered high risk, and an audit plan for 
reviewing the systems in order of priority. The final 
audit plan should consider any special circumstances that 
would justify not reviewing a high-risk system, 
such as if the system will be replaced or otherwise 
discontinued in the near future. The rationale for not 
reviewing any high-risk system should be fully 
documented in the audit plan. A more conclusive 
statement on each system's vulnerability can be made 
after performing the transaction flow review and analysis 
described in the following section 
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EXHIBIT 5-l 

Factor 

A. 

B. 

C 

D. 

E. 

u-l F. 
I 
z G. 

H. 

I. 

J. 

K. 

L. 

Purpose of system 

System docunentation 

Ilollar volume antrolled by 
the system 

Amount of system maintenance 

Verification of input 

Degree of automation 

Number of dependent systems 

Anmunt of canputer resources 
used 

Known system problems 

Recency of audit 

Statutory requirements met 

Involvement of users and 
auditors in system design 

!lsYrAL 

WORKSHEEZFORPREE'ARINGSYSTEMS 
RISKRANKINGSCORES 

Risk X Weight = Canpsite score Explanation for risk assigned: (use suffi- 
3-high 2-med l-low cient space to fully describe) 

4.4 

4.3 

4.4 

3.9 

4.4 

3.8 

4.5 

3.2 

3.7 

3.8 

4.5 

4.0 

==c= 



SECTION 6 

TRANSACTION FLOW REVIEW AND ANALYSIS 
SEGMENT--OBJECTIVES, SCOPE, WORK STEPS, 

AND WORK PRODUCT 

The objectives of the transaction flow review and analysis 

segment are to review selected accounting financial and budget 

systems to (1) document how the system(s) process transactions, 

(2) document control techniques included in the system(s), (3) 

evaluate the effectiveness of the internal control techniques of 

each system in meeting cohtrol objectives, and (4) complete a 

final risk ranking of the selected systems based on the internal 

control strengths and weaknesses in the system(s). 

Achieving the objectives for this segment will require the 

audit staff to: 

TASK I Determine and document how information flows 

through each selected system from initial input 

of transaction information through final output 

of reports. 

TASK II Determine whether the outputs produced by each 

selected system meet users' information needs 

and achieve the system(s) control objectives. 

TASK III Identify and document the control techniques 

included in each selected system. 

TASK IV Evaluate the adequacy of control techniques to 

implement the system's control objectives. 

Document any material internal control 

weaknesses. 
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TASK V Complete a final risk ranking of the systems 

selected for review based on material internal 

control strengths and weaknesses disclosed 

during the transaction flow review and analysis 

segment, and select system(s) for compliance 

testing based on the revised risk ranking. 

SELECTION OF SYSTEM(S) 
OR SUBSYSTEM(S) FOR REVIEW 

At the start of this phase the auditor needs to decide 

what system(s) will be included in the analysis. The CARE-based 

audit approach allows the auditor to select the entire agency's 

accounting and related budget system(s), one or more systems, 

or a single system or even part of a system for review. The 

selection depends on a combination of the objective(s) of the 

audit, the risk ranking developed in the previous segment, and 

the judgment of the auditor. 

TASK I - SYSTEM INFORMATION FLOWS 

The purpose of determining and documenting how transac- 

tion information flows through a system is to develop a thorough 

understanding how a system captures, records, processes, and 

reports transaction information. The documentation of data 

flows through a system is the starting point for identifying 

control techniques included in the system. 

For each of its systems, the agency should routinely main- 

tain current documentation that describes in detail system oper- 

ations and data flows. This kind of documentation is needed to 

facilitate and support: 
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--designing, implementing, and testing needed system modi- 

fications and upgrades. 

--training new staff in system operations, and 

--performing internal control evaluations required by the' 

Federal Managers' Financial Integrity Act. 

The audit staff should expect the agency to have available 

much of the documentation needed to support the GAO system data 

flow analysis. Many federal agencies, however, do not emphasize 

the need for maintaining current, complete, and comprehensive 

system documentation. Still, some documentation should be 

available to support the Financial Integrity Act requirements. 

The audit staff should consider the following sources of infor- 

mation available in the agency. 

--Working papers generated in completing the vulnerabil- 

ity assessments and internal control reviews required 

under the Federal Managers' Financial Integrity Act and 

OMB Circular A-123. 

--System users manuals. 

--System documentation maintained by the computer system 

analysts. 

--Computer center system instructions for computer 

operators. 

--Discussions with system users and cognizant computer 

system analysts. 

Work Steps 

1. Obtain or prepare for each system a detailed written 

description of-what the system is supposed to do and 
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how it is designed to operate. This written description 

sho uld include a detailed discussion of all manual or 

automated edit and validation checks of the input data. 

2. Obtain data record layouts for all inputs, machine media 

records, and outputs-- both hard-copy reports and machine 

media files. 

3. Identify all recipients of system outputs including hard- 

copy reports and machine media files. Recipients of 

system outputs include agency personnel for hardcopy 

reports and other agency systems for machine media files. 

4. For each of the agency's systems selected for review, 

complete the following checklist, questionnaires, and 

profile, if applicable, in appendix VI. 

Checklist 3 - Background Information 

on Computer Application 

(appendix VI-TFRA 1) 

Questionnaire 10 - Data Origination Controls 

(appendix VI-TFRA 2) 

Questionnaire 11 - Data Input Controls (appendix 

VI-TFRA 3) 

Questionnaire 12 - Data Processing Controls 

(appendix VI-TFRA 4) 

Questionnaire 13 - Data Output Controls (appendix 

VI-TFRA 5) 

Profile 3 - Application Controls Profile 

(appendix VI-TFRA 6) 
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5. Flowchart how information is processed and reported into 

and out of the selected systems to include both hard copy 

reports and machine media files. 

Three levels of flowcharts are to be prepared. 

--Top level flowchart depicting the accounting system(s) 

used by an agency with its control objectives. (See 

appendix VI-TFRA 7 for an example. 

--Intermediate level flowchart depicting information 

flows between system(s). (See appendix VI-TFPA 8 for 

an example. 

--Detailed flowcharts identifying control techniques and 

data flows. (See appendix VI-TFRA 9 for an example.) 

6. Obtain or prepare a detailed written description of how 

each system uses the ADP resources--computer terminals, 

magnetic tape drives, magnetic disk packs, card reader/ 

punches, printers, and computer central processing units- 

--in the computer centers. 

7. Prepare a written summary (see appendix VI-TFRA 10) for 

each system that includes the following sections: 

--purpose of the system (control objectives); 

--discussion of how the system uses available computer 

resources: 

--description of system control techniques, inputs, 

files, processing steps, outputs, computer equipment 

used and identification of the computer center; 

--edits and validation checks of input data; 
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--system flowchart to include the relationship with other 

systems: and 

--complete list of users of system hardcopy reports. 

TASK II - USERS' PERCEPTION OF USEFULNESS OF SYSTEM OUTPUTS 

This part of the transaction flow review and analysis seg- 

ment focuses on determining whether or not a selected system 

produces reliable and useful information from the users' per- 

spective. It is important to note that determination of relia- 

bility and usefulness of reports is a major overall goal of the 

audit; this specific task, however, is limited to determining 

users' perceptions. To assess users' beliefs as to the reliabi- 

lity and usefulness of the information produced by an accounting 

system or any of its related subsystems, GAO has developed a 

"User Satisfaction Questionnaire." (See appendix VI-TFRA 11.) 

Work Steps 

1. Obtain a completed "User Satisfaction Questionnaire " 

from users of reports generated by the systems selected 

for review. This work step should be coordinated with 

AFMD's Design, Methodology and Technical Assistance 

Group. 

2. For each system selected for review, summarize the re- 

sponses to the questionnaire and develop an overall 

conclusion, based on this summarization, as to users' 

perceptions of the reliability and usefulness of the 

reports and information. 
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TASK III - CONTROL TECHNIQUES IN EACH SYSTEM 

Part of the work called for in the general risk analysis 

segment involved developing control objectives for the agency's 

accounting system(s) based on the applicable laws covering 

specific program and administrative fuctions and the provisions 

in GAO's Policy and Procedures Manual for Guidance of Federal 

Agencies. In completing TASK I work steps 1 through 7 (SYS- 

tern(s) information flows), the audit staff documented the sys- 

tem(s) operations in detail. The work called for in this part 

of transaction flow review and analysis segment require the 

audit staff to match identified control objectives control tech- 

niques. For example: 

Control Objective Control Technique * 

Paychecks should be 

issued to entitled 

persons. 

Comparison of personnel 

and payroll files prior 

to computing and issuing 

a paycheck. 

Grants should only be Management panel review 

awarded for purposes of proposed grant awards 

authorized by statute. before they are issued 

to grantees. 

Work Steps 

1. For each system selected for review, prepare a work 

paper schedule (appendix VI-TFRA 13) showing: 
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--control objectives based on the information in the 

work paper summary prepared in accordance with the 

work completed in the general risk analysis seg- 

ment, and 

--control techniques based on the information in each 

system summary prepared in acordance with work in 

TASK I in this segment of the work program. 

2. Validate the internal control objectives and techniques 

included in the schedules prepared in work step 1 with 

available control objectives and techniques identified 

by the agency in the work it did to meet the require- 

ments of the Federal Managers' Financial Integrity 

Act. 

3. Annotate the schedule prepared pursuant to work step 1 

with any 'agency-developed specialized internal control 

techniques for each system. 

TASK IV - EVALUATE EFFECTIVENESS OF CONTROL TECHNIQUES 
IN MEETING CONTROL OBJECTIVES 

Based on the information developed and scheduled, the 

audit staff must (1) evaluate the adequacy of the stated control 

techniques included in each system selected for review and their 

success in meeting established control objectives and (2) iden- 

tify internal control strengths and weaknesses for each system. 

To accomplish this, the audit staff should consider: 

--known accounting and internal control weaknesses identi- 

fied in the general risk analysis segment, 

--the general controls over the agency computer operations 

in the general risk analysis segment, 

6-8 



--the results of the "User Satisfaction Questionnaire" 

sent to users of reports from the systems reviewed, and 

--the specific control techniques identified in each sys- 

tem after documenting the data flows. 

This will be a very time consuming task, and the auditor 

must use judgment in identifying material internal control 

strengths and weaknesses. Internal control systems should pro- 

vide reasonable assurance that the control objectives of the 

system(s) will be achieved; The costs of some benefits are 

often subjective and likely to require cost estimates of factors 

such as additional personnel and ADP measures. The auditor 

should also consider whether a savings could be achieved by 

eliminating an existing ineffective control. 

Work Step 

Annotate the work paper schedule prepared for each system 

reviewed in TASK III - work step 1-3 with material inter- 

nal controls strengths and weaknesses. 

TASK V - FINAL RISK RANKING AND SELECTION OF THE 
SYSTEMS FOR COMPLIANCE TESTS 

The initial risk ranking of the agency's system(s) comple- 

ted at the end of the general risk analysis segment to reflect 

its ability to protect agency funds and other resources from 

fraud, waste, and mismanagement, should be revised based on the 

internal control strengths and weaknesses identified in this 

segment. Each system should be evaluated in terms of the 12 

risk factors and rated as having high, medium, or low risk for 

each factor. Each system reviewed should be given a revised 

composite reliability (risk) score based on the individual 
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scores 

ofthe 

for the risk factors. This revised rating will be one 

key factors in selecting system( 8) for the compliance 

tests and analysis segment. 

Work Steps 

1. Based on the guidance in section 5 of this work program, 

risk ranking of systems, reeva1uat.e the assigned risk 

rating of low, medium, and high for each of the risk 

ranking factors for each selected system reviewed. 

2. Compute a revised composite reliability score for each 

selected system reviewed based on the risk ratings as- 

signed for each system and the weighting system dis- 

cussed in section V of this work program, risk ranking 

of systems. 

3. Prepare a summary work paper schedule of the revised 

risk rankings and composite reliability score assigned 

each system reviewed. (See appendix VI-TFRA 14 for an 

example of this workpaper schedule.) 

4. Prepare a schedule of systems selected for review ac- 

cording to their revised composite reliability scores. 

These systems should be grouped in three categories: 

overall high, medium, and low risk. See section 5, 

risk ranking of systems and appendix VI-TFFLA 15. 

5. Update the financial management profile of the agency or 

major organizational component of the agency selected 

for review. (See appendix VI-TFRA 16 for the format of 

the financial management profile.) 

6. Based on the specific audit objectives for a particular 
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review and on the risk ranking of agency system(s) 

included in the transaction flow review and analysis 

segment of the work program, the audit staff should 

select system(s) for the compliance phase. 

KEY POINTS: 

--The selection of system(s) for review is 
dependent on the auditor's judgment and 
objectives of the review. 

--The transaction flow review should document 
the information flows, evaluate the system 
controls, and risk rank the systems selected 
for review. 

--Evaluation of system controls is highly sub- 
jective and time-consuming. The auditor 
should only spend a reasonable amount of time 
to evaluate controls identified in the general 
risk analysis phase in combination with con- 
trols noted in the transaction flow phase. 

--Risk ranking of the selected systems is a 
method to quantify the degree of risk based 
on specific factors. 

--Selection of system(s) for compliance testing 
should be based on both audit objectives and 
the revised risk ranking. 

6-11 





SECTION 7 

COMPLIANCE TESTS AND ANALYSIS 

Compliance tests are used to determine whether valid 

transactions are processed in accordance with the system design 

and whether the system reacts appropriately to invalid trans- 

actions. These determinations, along with those made during 

the transaction flow and analysis work, will be the basis for 

the auditors' conclusions as to whether the operating system 

complies with accounting principles and standards and related 

requirements. 

A basic concept of this methodology is that the compliance 

testing covers the full life cycle of the transaction. This 

would include, for example, a transaction's initial authoriza- 

tion, its processing through the system, and its ultimate post- 

ing to the accounts or listing in output reports. This life 

cycle will often involve both manual and automated procedures 

and controls. 

The effectiveness of procedures and controls that are com- 

mon to different types of transactions should be evaluated 

prior to the compliance testing. The compliance tests, which 

focus on procedures and controls in specific applications, will 

build upon the assessments that are made by the auditor during 

the transaction flow review and analysis. By including each 

type of transaction and by testing for both valid and invalid 

transactions, the auditor insures that the scope of the work 

covers all applicable procedures and controls. 



The auditor, however, will need to exercise judgment in 

either manual or automated applications to assure that reason- 

able balance is obtained between the need for coverage of all 

types of transactions and the increased audit cost of more 

inclusive testing. To the extent that compliance testing 

involves fully automated processing of transactions, only one 

transaction of each type needs testing because all such trans? 

actions will be processed identically by the system. Where 

manual procedures are involved, a risk occurs that even identi- 

cal transactions may be processed differently, requiring tes- 

ting of more than one transaction of each type. 

TESTING TRANSACTIONS 
IN MANUAL PROCESSES 

For a manual system or for any manual part of an automated 

system, the auditor should first "walk actual transactions 

through" the manual processes. This involves interviewing the 

individuals who handle the transactions, observing the proce- 

dures followed, and examining applicable records. Through this 

exercise, the auditor should systematically verify that the 

required manual control techniques, as determined in the TFRA 

segment, are actually being utilized on a consistent basis. In 

certain high risk situations, such as in payroll or other dis- 

bursement operations, the auditor should also consider prepar- 

ing "dummy" transactions and submitting them through normal 

channels without prior knowledge of the personnel who process 

the transactions. Such transactions could be devised to 

include improper authorizing signatures and other improper or 

0 
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incomplete data. If such testing is deemed advisable, the 

Office of General Counsel and top-level management of the 

agency under review should be consulted, particularly in tests 

which may result in erroneous payments being generated. 

DESIGN OF TEST 
TRANSACTIONS FOR 
AUTOMATED SYSTEMS 

Testing of transactions in an automated system will nor- 

mally require use of specially devised test transactions based 

on information obtained during the previous segments. Specifi- 

cally, the audit staff should have become familiar (1) in the 

GRA segment with relevant laws and regulations for which comp- 

liance should be tested and (2) in the TFRA segment with data 

processing system procedures and input and output formats for 

all types of transactions to be processed. 

Also, the audit staff should already have a thorough know- 

ledge of system objectives and operating procedures. This 

knowledge should have been obtained in the TFRA segment by re- 

viewing and analyzing system flowcharts, operating instruc- 

tions, and other documentation. The auditor should now use 

this knowledge and the analysis made in these previous segments 

to develop transactions that will test the system's ability to 

accurately process valid data and consistently reject invalid 

data. 

The auditor should not overlook using test data developed 

by operating personnel. These test transactions, often used 

for "debugging" programs during the development of computer 

systems, may fulfill the auditor's requirements with only minor 
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alteration. Before using the agency's test data, however, the 

auditor should determine whether it includes samples for all 

conditions which should be tested, including those involving 

invalid data. If it does not, the auditor should add transac- 

tions designed to test for those conditions. 

An auditor may devise test causing invalid data to be 

rejected or "flagged" in several ways. 

--Entering alphabetic characters when numeric characters 

are expected and vice versa. 

--Using invalid account or identification numbers. 

--Using incomplete or extraneous data in a specific data 

field or omitting the field entirely. 

--Entering illogical conditions in data fields which 

logically should be related. 

--Entering a transaction code or amount that does not 

match the code or amount established by operating 

procedures or controlling tables. For example, if the 

valid codes for employee status in a payroll system are 

a, b, and c, the code to be entered would be something 

other than a, b, or c. Another example is entering a 

salary amount which is incompatible with a controlling 

salary table. 

--Entering transactions or conditions that will violate 

limits established by law or by standard operating 

procedures.' An example, in a payroll system, is the 

entry of x+2 dollars as an employee's gross pay when x 
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dollars is the maximum gross pay allowed by law for the 

highest grade. 

' Before processing test data transactions through the com- 

puter, the auditor must predetermine the correct results for 

subsequent comparison with actual results. 

PROCESSING TEST TRANSACTIONS 
THROUGH AN AUTOMATED SYSTEM 

Several approaches are available to test computer programs 

to update records. Some approaches will be suitable for batch 

processing, while others will be more practical for on-line or 

interactive processing. In any case, cooperation of the 

agency's system users and ADP personnel is essential to the 

expedient and successful completion of this segment of the 

review. Arrangements should be made for access to user data. 

Computer time will have to be scheduled for the creation of the 

test files and the processing of the test transactions. 

--In a batch processing system, files against which test 

transactions will be processed can be set up with copies 

of actual records, with fictitious records created by 

the auditor, or with a combination of both actual and 

fictitious records. 

--Using another approach, special audit records, kept in 

the agency's current file, are used. This method would 

be appropriate in either batch or on-line environments. 

--A possible third approach for using agency records is to 

process test transactions against actual records in the 

agency's current file. In this approach, the auditor 
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merges test data with the “live" transactions and pro- 

cesses it against actual records during a regular pro- 

cessing run. 

Although there may be situations where the third approach is 

the only test method available, the auditor must be aware that 

its use presents complications. Test transactions processed 

against actual records must be carefully controlled to prevent 

undesired changes or results, and test data used to update 

actual records must later be reversed. This method entails 

substantial risk of inadvertent changes and distortions in 

agency records and reports. 

--Another approach, which should not be overlooked, 

is the possibility of working around the computer to 

achieve a!1 or part of the test objectives. Using this 

technique, the auditor compares the actual data entered 

into the system during normal operations with actual 

results as shown by edit listings and output reports. 

Using copies and/or fictitious 
records to set up 
a separate test file 

To use the first of the above described approaches the 

auditor must have a part of the agency's file copied to create 

a test file. From a printout of this file, the auditor selects 

records suitable for the test. The auditor then updates the 

test file with both valid and invalid data, using the agency's 

programs to process the test transactions. 

In some situations, it may be desirable to create fictiti- 

.ous records by preparing source documents and processing them 
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with the computer program(s) the agency uses to add new records 

to its file. Procedures for testing these records are the same 

as those for copied records. 

An advantage of using fictitious records is that they can 

be tailored for particular conditions and they eliminate the 

need to locate and copy suitable agency records. This advan- 

tage is usually offset, however, when many records are needed 

because their creation can be complex and time-consuming when 

compared to the relatively simple procedure of copying a part 

of the agency's file. 

Often, the most practical approach is to use a test file 

which is a combination of actual and fictitious records. In 

this approach, copied records are used whenever possible and 

fictitious records are used when necessary to test conditions 

not found in the copied records. 

By using either copied or fictitious records or a combina- 

tion of both in a separate test run, the auditor avoids the 

complications and dangers of running test data in a regular 

processing run against an agency's current file. Disadvantages 

of making a separate test run are that computer programs must 

be loaded and equipment set up and operated for audit purposes 

only, thus involving additional cost. 

Using special audit records 
maintained in the current 
Agency File 

Special test records are often kept by the agency in their 

current file for their own testing purposes. Using this 

approach, the auditor includes test data with "live" transac- 
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t ion s. The test data then update the files' special records 

d uri ng a regular processing cycle. The special test records 

are easy to identify because they are given references which 

show they are fictitious. For example, the records may contain 

references to nonexistent cost centers. During normal process- 

ing, these records remain inactive because "live" activity does 

not affect fictitious cost centers. 

This approach makes it unnecessary to load programs and 

perform other setup work solely to process test data. Since a 

system can be tested under normal operating conditions, test 

transaction's can be processed faster and at less cost than when 

the auditor uses copied or fictitious records in a separate 

test run. 

The auditor should recognize, however, that processing 

test transactions concurrently with "live" transactions may 

inadvertently change or distort the agency's records. Also, 

data processing personnel conceivably could activate these 

records (for example, by changing fictitious cost centers or 

employees to real ones). This approach may also necessitate 

clerical adjustments to correct the reports for the presence of 

test data. Finally, data owners may object to having these 

audit records 'clutter" their file. The auditor must weigh (1) 

the risk of using actual records or special audit records in 

the current file against (2) the cost of having additional runs 

of computer programs being tested. Processing test data con- 

currently with "live" data to update current records must be 

approached'with great care. When test transactions are to be 
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processed, the use of copied and/or fictitious records in a 

separate test file is preferred whenever possible. 

ANALYZING COMPLIANCE TEST 

The results of the compliance test are compared against 

the predetermined results. A difference between actual and 

predetermined results should be thoroughly analyzed to deter- 

mine the cause and the corrective action needed. The differ- 

ence may indicate a weakness in the system's automated con- 

trols. If there is a control weakness, the auditor should then 

consider recommending a control to compensate for the weak- 

ness. Controls should be cost-effective and automated whenever 

practical. 

COST BENEFIT CONSIDERATIONS 

Internal controls are expected to provide reasonable assu- 

rance that the control objectives for a given system will be 

achieved. The standard of reasonable assurance recognizes that 

the cost of a control technique should not exceed the benefit 

to be derived. Placing a dollar value on some benefits, such 

as more accurate reporting, will often be highly subjective, 

Where sufficient testing has been done, however, the auditors 

may have convincing evidence that additional controls would 

reduce losses or otherwise provide measurable benefits. cost 

determinations are likely to require estimates of such factors 

as additional personnel and ADP costs. In evaluating costs, 

consideration should also be given to whether a savings could 

be achieved by eliminating an existing ineffective control. 
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cost 

Persuasive evidence proposing new cost-beneficial controls 

beneficial will improve the chances for accepting the 

auditor's recommendations will and reduce the need for substan- 

tive testing. 

Work Steps 

In order to carry out some of the following ADP-related 

work steps, it will be necessary for the auditor to obtain 

appropriate cooperation and assistance from agency ADP staff 

and system users. In a batch processing environment, arrange- 

ments will need to be made for obtaining copies of master 

files, creating the desired job streams, scheduling needed 

computer time, and listing output products. In an on-line en- 

vironment, the auditor will need to become familiar with ter- 

minal access and data entry conventions or obtain assistance 

from'ADP specialists. 

The audit staff should complete the following work steps 

for each system selected for testing: 

1. Based on the analysis of the system's procedures and 

controls made in earlier segments of the review, 

determine the types of transactions and conditions 

to be tested. 

2. For any manual aspects of transaction processing, 

determine compliance with the applicable procedures 

and control techniques that were previously identi- 

fied in TFRA Task III work step 1. Walk actual 

transactions through the manual portions of the 

system. 
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3. Determine the types of records to be included in the 

testing based on the data flows for each system 

identified in TFRA Task I work steps 1 through 7. 

4. Obtain copies of master records and/or prepare fic- 

titious records for processing with the test trans- 

actions. 

5. Using a printout of the records, predetermine the 

end result for each test transaction for comparison 

with actual processing results. Appendix VI-CTA-1 

presents an example of tests and predetermined test 

results for a federal civilian payroll system. 

6. In batch processing systems, verify that the pro- 

grams used for processing the test transactions are 

the same as those used for normal system processing. 

7. Ascertain that any changes to programs during the 

review have been documented and that the changes 

have been tested and approved by the agency. 

8. Print the after-test contents of all agency records 

and compare with the predetermined results (see step 

5) to see whether the programs performed as 

expected. 

9. Summarize and evaluate the impact of any instances 

of noncompliance with prescribed procedures and con- 

trols; develop recommendations for needed corrective 

actions, with due regard to cost benefit considera- 

tions. 
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10. 

11. 

Discuss results of compliance tests with appropriate 

agency officials and ascertain their willingness to 

take corrective actions. 

Based on results of step 10, determine the nature of 

formal reporting and decide whether substantive 

testing is warranted. 

KEY POINTS: 
--Compliance testing consistss of limited tests that cover 

the full range of manual and automated transactions, 
including both valid and invalid conditions, to evaluate 
whether the system complies with accounting principles, 
standards, and related requirements. 

--Several methods are available for processing test 
transactions through an automated system. Consideration 
of the environment-batch, on-line, and potential 
risks such as the destruction of agency files-will 
influence which method to use. 

--During compliance testing, results are predetermined for 
comparison to actual results. The results are 
thoroughly analyzed and cost-effective recommendations 
are made whenever applicable. 
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SECTION 8 

SUBSTANTIVE TESTS AND ANALYSIS SEGMENT 

The objectives of substantive tests are to (1) determine 

the extent to which the potential erroneous transactions dis- 

closed through compliance testing may have occurred and (2) 

estimate the effect of the erroneous transactions, which can 

normally be measured in dollar amounts. 

As discussed in the previous section, if the audit staff 

believes the agency will take corrective action based on the 

results of the compliance tests, substantive testing may not be 

necessary even though compliance tests disclose that agency 

system(s) fail to meet established control objectives in mate- 

rial respects. On the other hand, substantive tests should be 

performed if the audit staff believes that the agency will not 

take corrective actions based on the results of the compliance 

tests, or possibly if fraud or abuse is suspected. In the 

latter case, a determination must be made whether sufficient 

evidence exists for referral to the agency inspector general 

and other appropriate authorities. 

The auditor should examine the guidance in chapter 2 of 

GAO's General Policy Manual in determining whether substantive 

tests are necessary before a referral is made. In any event, 

substantive tests will focus on the specific weaknesses previ- 

ously identified and will measure the extent of the problem 

caused by the failure of the system(s) to meet established 

control objectives. 
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Substantive testing involves selecting and testing actual 

t r ansactions and records. Prior work should enable the auditor 

to develop a plan that is well tailored to documenting the 

adverse effect. 

In a payroll system, for example, the results of the 

transaction flow review and analysis segment could show that 

the system (1) retains payroll records for separated employees 

on the active payroll file until annual W-2 Forms are prepared, 

(2) accepts payroll transactions to be posted to separated 

employees' payroll records after separation, and (3) issues 

paychecks to all employees with active records on the payroll 

file unless time and attendance records are processed showing 

that employees were on leave without pay. In this case, the 

results of the compliance tests and analysis segment could show 

that payroll transactions might be routinely processed to acti- 

vate separated employees' payroll records, issue paychecks to 

the separated employees, and deactivate the separated employ- 

ees' payroll records. Substantive tests, in this case, could 

be designed to compare the amount of pay that these employees 

should have received up to their separation date with the total 

paid according to the current payroll record. 

In cases where the agency uses automated systems, the sub- 

stantive tests of transactions and records can be efficiently 

done through the use of computer assisted audit techniques 

(CAATS). GAO uses DYLACOR Corporation's DYL 260 and 280 

software packages which are computerized data retrieval and 

analysis systems. In-house specialists can assist the auditor 
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in using the DYL systems as well as with the proper utilization 

of sampling techniques. 

DETAILED WORK STEPS 

Before the following work steps can be executed, the audi- 

tor may need to make arrangements with agency ADP personnel and 

system users to obtain necessary computer resources and back-up 

files. 

The audit staff should perform the following work steps 

for each agency system selected for substantive testing: 

1. Design and carry out substantive tests to document and 

measure the extent of adverse impact on agency opera- 

tions that occurs because of the previously identified 

weaknesses in system procedures and controls. The 

selection of transactions for testing should be sta- 

tistically sound to permit valid estimates of the 

actual impact. 

2. Summarize and evaluate test results. 

3. Develop findings and recommendations for discussion 

with agency management and for formal reporting. 

KEY POINTS: 
--During substantive testing, actual transactions and 

records are selected and tested to document and measure 
the extent of adverse impact on agency operations due 
to previously identified weaknesses. 

--In testing automated systems, GAO uses computerized 
data retrieval packages, such as DYL280, to assist the 
auditor, 
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APPENDIX I 

Office of Management and Budget (OMB) Circular A-123 (Revised) 





EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF MANAGEMENT AND BiJDGl3 

WASHINGTON, D.C. 2EO3 
4 

4US j,6 lo83 CIRCULAR No. A-123 
Revised 

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS 

SUBJECT: Internal Control Systems 

1. 

2. 

3. 

Purpose. This Circular prescribes policies and standards 
to be followed by executive departments and agencies in 
establishing, maintaining, evaluating, improving, and 
reporting on internal controls in their program and ad- 
ministrative activities. 

Rescission. This revision replaces Circular No. A-123, 
TInternal Control Systems," dated October 28, 1981. 

Background. The Accounting and Auditing Act of 1950 re- 
quires the head of each department and agency to estab- 
1 ish and maintain adequate ‘systems of internal control. 
Office of Management and Budget (OMB) Circular A-123, 
issued in October 1981, promulgated internal control 
standards and a system of agency responsibilities and re- 
quirements to address the numerous instances of fraud, 
waste, and abuse of Government resources and mismanage- 
ment of Government programs resulting from weaknesses in 
internal controls or breakdowns in compliance with inter- 
nal controls. 

The Federal Managers* Financial Integrity Act, P. L. 
97-255, (hereafter referred to as the-Act), amended the 
Accounting and Auditing Act of 1950. The Act’s require- 
ments and objectives are basically the same as the orig,i- 
nal. Circular’s, except that the internal accounting and 
administrative control standards .are to be prescribed by 
the Comptroller General; annual evaluations are to be 
conducted by each executive agency .of its system of in- 
ternal accounting and administrative control, in accord- 
ance with guidelines established for such evaluations by 
the Director of the Office of Management and Budget; and 
an annual statement is to be submitted by the head of 
each executive agency to the President and the Congress 
on the status of the agency’s system of internal control. 
The guidelines, entitled "Guidelines for the Evaluation 
and Improvement of and Reporting on Internal Control 
Systems in the Federal Government" were issued in 
December 1982. 

In addition to the requirements of the Act, 31 U.S.C. 
1.514 requires that agency systems for the control of 
funds be approved by the Director of OMB. These re- 
quirements are prescribed by Circular A-34, “Budget 
Execution." 



4. go1 icy. Agencies shall maintain effective systems of 
accounting and administrative control. All levels of 
management shall involve themselves in assuring the ade- 
quacy of controls. New programs shall incorporate effec- 
tive systems of internal control. All systems shall be 
evaluated on an ongoing basis, and weaknesses, when 
detected, shall be promptly corrected. Reports shall be 
issued, as required, on internal control activities and 
the results of evaluations. 

5. Definitions. For the purpose of this Circular, the fol- 
iowing terms are defined: 

a. Agency -- any department or independent establishment 
in the executive branch. 

b. Aqency Component -- a major organization, program or 
functional subdivision of an agency having one or more 
separate systems of internal control. 

C. Control Objective -- a desired goal or condition for 
a specific event cycle that reflects the application of 
the overall objectives of internal control to that speci- 
fic cycle. /A 

d. Internal Control -- the plan of organization and 
methods and procedures adopted by management to provide 
reasonable assurance that obligations and costs are in 
compliance with applicable law; funds, property, and 
other assets are safeguarded against waste, loss, un- 
authorized use, or misappropriation; and revenues and 
expenditures applicable to agency operations are proper- 
ly recorded and accounted for to permit the preparation 
of accounts and reliable financial and statistical re- 
ports and to maintain accountability over the assets. 

3 Control objectives are not absolutes. Since the 
achievement of control objectives can be and is affected 
by such factors as budget constraints, statutory and reg- 
ulatory restrictions, staff limitations, and cost-benefit 
considerations, the lack of achievement of control objec- 
tives does not necessarily represent a defect or defi- 
ciency in internal control requiring correction. Such 
limiting factors need to be considered in determining 
whether there is reasonable assurance the control objec- 
tives are being achieved. 
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e. Internal Control Documentation -- written policies, 
organization charts, procedural write-ups, manuals, memo- 
randa, flow charts, decision tables, completed question- 
naires, software, and related written materials used to 
describe the internal control methods and measures, to 
communicate responsibilities and authorities for opera- 
ting such methods and measures, and to serve as a refer- 
ence for persons reviewing the internal controls and 
their functioning. 

f. Internal Control Guidelines -- the guidelines issued 
by OMB in December 1982, entitled “Guidelines for the 
Evaluation and Improvement of and Reporting on Internal 
Control Systems in the Federal Government”. 

9* Internal Control Review -- a detailed examination of 
a system of internal control to determine whether ade- 
quate control measures exist and are implemented to pre- 
vent or detect the occurrence of potential risks in a 
cost effective manner. 

h. Internal Control Standards -- the standards issued by 
the -Comptroller General on June 1, 1983, for use in 
establishing and maintaining systems of internal control. 
These are applicable to all operations and administrative 
functions but are not intended to limit or interfere with 
duly granted authority related to development of legisla- 
tion, rulemaking, or other discretionary policymaking in 
an agency. 

i. Internal Control System -- the sum of the organiza- 
tion’s methods and measures used to achieve the objec- 
tives of internal control. 

j. Internal Control Technique -- processes and documents 
that are being relied on to efficiently and effectively 
accomplish an internal control objective and thus help 
safeguard an activity from waste, loss, unauthorized use, 
or misappropriation. 

k. Material Weakness -- a,situation in which the design- 
ed procedures or degree of operational compliance there- 
with does not provide reasonable assurance that the ob- 
jectives of internal control specified in th,e Act are 
being accomplished. 
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1.' Vulnerability Assessment -- -- a review of the suscepti- 
bility of a program or function to waste, loss, unauthor- 
ized use, or misappropriation. 

6. Responsibility. The head of each agency is responsible 
for ensuring that the design, installation, evaluation, 
and improvement of internal controls, and issuance of re- 
ports on the agency's internal control systems are in ac- 
cordance with the requirements of the Act and the guid- 
ance contained in the Internal Control Guidelines. Des- 
ignated internal control officials and heads of organiza- 
tional units within agencies have responsibilities for 
ensuring the performance of necessary internal control 
evaluations and providing assurances to the agency head. 
These responsibilities are described in paragraphs 6b and 
C. The Inspector General, or equivalent in agencies 
without an Inspector General, has a limited responsibil- 
ity in regard to internal controls, as explained in 
paragraph 6d. 

a. Agency heads are responsible for establishing and 
maintaining the system of internal control within their 
agencies. This includes determining that the system is 
established in accordance with the standards prescribed 
by the Comptroller General and that it provides reason- 
able assurance that the objectives of internal control, 
as described in paragraph 7, are met. It also includes 
determining that the system is functioning as prescribed 
and is modified, as appropriate, for changes in condi- 
tions. 

b. A designated senior official shall be responsible for 
coordinating the overall agency-wide effort of evaluat- 
ing, improving and reporting on internal control systems 
in accordance with the Internal Control Guidelines. This 
responsibility includes providing assurance to the agency 
head that those processes were conducted in a thorough 
and conscientious manner. 

C. Heads of organizational units are responsible for the 
system of internal control in their units. This respon- 
sibility includes providing to the agency head assurance 
that he or she is cognizant of the importance of internal 
controls; has performed ttle evaluation process in accord- 
ance with the Internal Control Guidelines and in a con- 
scientious manner; and believes the objectives of inter- 
nal control are being complied with in his or her area of 
responsibility within prescribed limits. 
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d. The Inspector General (IG), or the senior audit 
official where there is no Inspector General, is 
encouraged to provide technical assistance in the agency 
effort to evaluate and improve internal controls. This 
would be in addition to the reviews of internal control 
documentation and systems, undertaken at the IG's 
initiative or at the request of 'the agency head, and the 
reports issued as a result of these reviews. 

e. In addition, the IG may advise the agency head 
whether the agency's internal control evaluation process 
has been conducted in accordance with the Internal Con- 
trol Guidelines. Performing the limited review required 
to provide such advice should not be interpreted to pre- 
clude the IG from providing technical assistance in the' 
agency effort to evaluate and improve internal controls, 
or otherwise limit the authority of the IG. The extent 
of TG involvement in the agency’s internal control evalu- 
ation, improvement and reporting process should be 
coordinated among the agency head, IG, and the designated 
internal control official. 

Objectives of Internal Control. 
nal control , 

The objectives of inter- 
as specified in the Act, are to provide man- 

agement with reasonable assurance that: 

a. Obligations and costs comply with applicable law. 

b. Assets are safeguarded against waste, loss, unauthor- 
ized use, and misappropriation, 

C. Revenues and expenditures applicable to agency opera- 
tions are recorded and accounted for properly so that 
accounts and reliable financial and statistical reports 
may be prepared and accountability of the assets may be 
maintained. 

The objectives.of internal control apply to all program 
and administrative activities. 

Internal Control Standards. -- An agency's or agency compo- 
nent's system of internal control shall be established 
and maintained in accordance with the standards pre- 
scribed by the Comptroller General as presented below. 
OMR commentary on selected standards is contained in the 
bracketed paragraphs. 
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a. General Standards 

1. seasonable Assurance. --- Internal control systems 
are to provide reasonable assurance that the objec- 
tives of the systems will be accomplished. 

[This standard recognizes that the cost of internal 
control should not exceed the benefits derived there- 
from and that the benefits consist of reductions in 
the risks of failing to achieve the stated control 
objectives.] 

2. Supportive Attitude. Managers and employees are 
to m;intain and demonstrate a positive and supportive 
attitude toward internal controls at all times. 

3. Competent Personnel. Managers and employees are 
to have personal and professional integrity and are 
to maintain a level of competence that allows them to 
accomplish their assigned duties, as well as under- 
stand the importance of developing and implementing 
good internal controls. 

4. Control OQctivez, Internal control objectives 
are to be identified or developed for each agency 
activity and are to be logical, applicable, and 
reasonably complete. 

5. Control Techniques. Internal control techniques 
are To be effective and efficient in accomplishing 
their internal control objectives. 

[Internal control techniques are to be designed for 
and operated in all agency programs and administra- 
tive activities in order to accomplish the control 
objectives consistently.] 

b. Specific Standards 

1. Documentation. Internal control systems and all 
transactions and other significant events are to be 
clearly documented, and the documentation is to be 
readily available for examination. 

2. Recording-of Transactions and Ev6nts. Transac- 
tion% and othersignificant events are to be promptly 
recorded and properly classified. 
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3. Execution of Transactions and Events. Transac- 
tions and other significant events are to be author- 
ized and executed only by persons acting within the 
scope of their authority. 

[Independent evidence is to be maintained that 
authorizations are issued by persons acting within 
the scope of their authority and that the transac- 
tions conform with the terms of the authorizations.] 

4. Separation of Duties. Key duties and responsi- 
bilities, in authorizing, processing, recording, and 
reviewing transactions should be separated among 
individuals. 

[Key duties such as authorizing, approving, and re- 
cording transactions, issuing or receiving assets, 
making payments, and reviewing or auditing are to be 
assigned to separate individuals to minimize the risk 
of loss to the government. Internal control depends 
largely on the reduced opportunities to make and con- 
ceal errors or to engage in or conceal irregulari- 
ties. This, in turn depends on the assignment of 
work so that no one individual controls all phases of 
an activity or transaction, thereby creating a situa- 
tion that permits errors or irregularities to go un- 
detected.] 

5. Supervision. Qualified and continuous supervi- 
sion is to beprovided to ensure that internal con- 
trol objectives are achieved. 

[Qualified and continuous supervision also is to en- 
sure that approved procedures are followed. Lines of 
personal responsibility and accountability are to be 
clearly established.] 

6. Access to and Accountability for Resources. 
Access to resources and records is to be limited to 
authorized individuals, and accountability for the 
custody and use of resources is to be assigned and 
maintained. Periodic comparison shall be made of the 
resources with the recorded accountability to deter- 
mine whether the two agree. The frequency of the 
comparison shall be a function of the vulnerability 
of the asset. 



C. Audit Resolution Standard 

1. Prompt Resolution of Audit Findine. --- ---- 
are to (1) promptly evaluate findings and 
tions reported by auditors, (2) determine 
actions in response to audit findings and 

Managers 
recommenda- 
proper 
recommenda- 

tions, and (3) complete, within established time 
frames, all actions that cdrrect or otherwise resolve 
the matters brought to management's attention. 

9. Requirements for Aqency Internal Control Directive. Each 
agency shall update its internal control directive which 
will, at a minimum: 

a. Establish specific responsibilities for seeing that 
agency internal control systems are developed (where they 
do not exist), maintained, evaluated, improved as neces- 
sary, and reported upon in accordance with the Internal 
Control Guidelines. 

b. Provide for coordination among the designated inter- 
nal control official, heads of organizational units, pro- 
gram managers, and technical staffs, including the Office 
of Inspector General or its equivalent in agencies with- 
out an Inspector General, in matters concerning, internal 
control. 

c. Assign respondibility for internal control to appro- 
priate levels of management in each agency component and 
establish administrative procedures to enforce the in- 
tended functioning of internal controls. These procedures 
should require performance agreements for eac'h Senior 
Executive Service and Merit Pay or equivalent employee 
with significant management responsibility to include 
Eulfillment of assigned internal (i.e., management) con- 
trol responsibilities; notations in performance apprais- 
als for positive accomplishments related to internal 
coratrols; appropriate disciplinary action for violations 
of internal controls; and timely correction of internal 
control weaknesses, however identified. 

d. Require each internal control system to meet the 
standards of internal control described in paragraph 8. 
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e. Provide for an ongoing program of vulnerability as- 
sessments covering all agency components and assessable 
units. Assessments shall be accompl ishcd as frequen- 
tly as circumstances warrant. Agencies shall assure the 
evaluation of each assessable unit at least once every 
two years. 

f. Provide for internal control reviews, audits, in- 
creased or improved monitor.ing procedures or other 
processes on an ongoing basis to determine whether the 
controls are operating as intended and are effective. 
These reviews or other actions should identify internal 
controls that need to be strengthened or streamlined. 
The timing of the reviews or other actions shall be de- 
termined based upon the results of the vulnerability 
assessments, management priorities, resource availabil- 
ity, and other management initiatives planned or under- 
way. 

JO. Follow-up Actions. The recommendations resulting from 
vulnerability assessments and internal control rev'iews 
should be considered by management on a timely basis and 
appropriate corrective actions should be taken as prompt- 
ly as possible. A formal follow-up system should be 
established that records and tracks recommendations and 
projected action dates, and monitors whether the changes 
are made as scheduled. The existing audit follow-up 
system maintained by the designated agency follow-up 
official could be used for this purpose. 

11. Specific Internal Control Guides. Models and other 
guidelines for internal controls for specialized aspects 
of agency operations will be developed from time to-time 
and issued separately to aid agencies in designing 
specific internal control systems. 

12. Reportinq. By December 31, 1983, and by each succeeding 
December 31, the head of each executive agency subject to 
P.L. 97-255 (31 U.S.C. 3512) shall submit a statement to 
the President and to the Congress stating whether the 
evaluation of internal controls was conducted in accord- 
ance with the Internal Control Guidelines, stating 
whether the agency's system of internal accounting and 
administrative control complies with the Comptroller 
General's standards and provides reasonable assurance 



that obligatibns and costs are in accordance with applic- 
able law; funds, property, and other assets are safe- 
guarded; and revenues and expenditures are properly re- 
corded and permit the preparation of reliable financial 
and statistical reports; reporting the material weak- 
nesses, if any, in the agency’s system of internal con- 
trol, however identified; and containing a plan for cor- 
recting any weaknesses. Procedures to be followed in 
preparing this report are contained in the Internal 
Control Guidelines. 

Agencies are also required tb submit information to OMB 
on the progress made in evaluating and improving inter- 
nal controls as part-of the Reform ‘88 Tracking System. 

13. Effective Date. This Circular is effective on publica- 
tion. 

14. Inquiries. All questions or inquiries should be ad- 
dressed to the Finance and Accounting Division, Office of 
Management and Budget, telephone number 202/395-3122. 

15. Sunset Review Date. This Circular shall have an inde- 
pendent policy review to ascertain its effectiveness 
three years from the date of issuance. 

&s/k:e 
David A. Stockman 
Director 
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96 STAT. 814 PUBLIC LAW 97-2%~SEPT. 8,1982 

Public Law 9i-255 
97th Congress 

An Act 

s?pt 6. 1982 
7H.R 1526; 

To amend the Accounting and Auditing Act of= ta require ongo’ Inj l?v?vz; 
and repons on the adequacy of the sgwns of mlornal scco*untq an 
twc contra! of each executive agency. and for other purposes. 

hianrrperr’ 
Financial 
lnwmy Act of 

31 LSC 65 note. 

Internal 
Accounting and 
administrative 
contds. 
Enablishment. 

ModSation. 

Compliance. 
statement. 

Repon. 

Be it enacted b the Senate and Hause of Representatives of the 
United States of America in C~npress assembled, 

SECIIOX 1. This Act may be cited as the “Federal ?@na.zera’ 
Financial Integrity Act of 1982”. -,,.I--- 

SEC. 2. Section 113 of the Accounting and Auditing Act of 1950 (31 
U.S.C. 66a) is amended by adding at the end thereof the following 
new subsection: 

‘YdKfXA) To ensure compliance with the requirements of subsec- 
tion (aX3) of this section, internal accounting and admini&atiw 
controls of each executive agency shall be established in accord8nce 
with standards prescribed hy the Comptroller General, and shall 
provide reasonable assurances that- 

“(i) obligations and costs are in compliance with spplicable 
law, - 

“(ii) funds, property, and other assets are safeguarded against 
waste. loss, unauthorized use, or misappropriation; and 

“(iii) revenues and expenditures applicable to agency oper- 
ations are properly recorded and accounted for to permit the 
preparation of accounts and reliable financial and statistical 
reports and to maintain accountability over the assets. 

“(B) The standards prescribed by the Comptroller General under 
this paragraph shall include standards to ensure the prompt resolu- 
tion of all audit findinga. 

“(2! By December 31, 1932, the Director of the OfSce of hags 
ment and Budget, in consultation with the Comptroller General, 
shall establish guidelines for the evaluation by agencies of their 
systems of internal accounting and administrative control to deter- 
mine such systems’ compliance with the requirementa of p ph 
(1) of this subsection. The Director, in consultation with the T mp 
troller General, may modify such guidelines from time to time as 
deemed necessary. 

?3) By December 31,1933, and by December 31 of each succeeding 
year, the head of each executive agency shall, on the basis of an 
evaluation- condu,ti in accordance with guidelines prescribed 
under paragraph (2) of this subsection, prepare a statement- 

“(A) that the agency‘s systems of internal account&g and 
adminktrative control fully comply with the requirements of 
paragraph (lk or 

“(B) that such systems do not fully comply with such 
requirements. 

“(4) In the event that the head of an agency prepares a statement 
descrkci in paragraph (3)(B), the head of such agency shall include 
with such statement a report in which any material W&M in 
the agency’s systems of internal accountirig- and adkniatrative 
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control are identified and the plans and schedule for correcting any 
such weakness are described. 

“(5) The statements and reports required by this subsection shall 
be signed by the head of each executive agency and transmitted to 
the President and the Congress. Such statements and reports shall 
also be made available to the public, except that, in the case of any 
such statement or report containing information which is- 

“(Al specificaIly prohibited from disclosure by any provision 
of law; or 

‘CB) speciGca.lly required by Executive order to be kept secret 
in the interest of national defense or the conduct of foreign 
&ail% 

such information shall be deleted prior to the report or statement 
being made available to the public.‘. 

SEC. 3. Section 201 of the Budget and Accounting Aot, 1921 (31 
USC. 111, is amended by adding at the end thereof the following 
new subsection: 

“&Xl ) The President shall include in the supporting detail accom- 
panying each Budget submitted on or after January 1, 1983, a 
separate statement, with respect to each department and establish- 
ment, of the amounta of appropriations requested by the President 
for the Office of Inspeotor General, if any, of each such estabhsh- 
ment or department 

“(2! At the request of a committee of the Congress, additional 
information concerning the amount of appropriations originally 
requested by anv ofice of Inspector General, shall be submitted to 
such committee.“. 

SEC. 4. Section 113(b) of the Accounting and Auditing Aot of 1950 
(31 U.S.C. 66a(bN, is amended by adding at the end thereof the 
following new sentence: “Each annual statement prepared pursuant 
to subsection (d) of this section shall include a separate report on 
whether the agency’s &counting system conforms to the principles, 
standards,‘and related requirements prescribed by the Comptroller 
General under section 112 of this Act.“. 

Approved September 8, 1982. 
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FOREWORD 
In 1950, the Accounting and 

Auditing Act was passed requir- 
ing, among other things, that 
agency heads establish and main- 
tain effective systems of internal 
control. Since then, the General 
Accounting Office (GAO) has is- 
sued numerous publications to 
guide agencies in establishing 
and maintaining effective inter- 
nal control systems. While the 
need for improved internal con- 
trols has continued, development 
of effective systems has been 
slow. 

In the past decade, numer- 
ous situations came to light that 
dramaticallydemonstrated the 

ed for controls as the Govern- 

a 
nt experienced a rash of il- 

gal, unauthorized, and ques- 
tionable acts which were 
characterized as fraud, waste, 
and abuse. it is generally recog- 

nized that good internal controls 
would have made the com- 
mission of such wrongful acts 
more difficult. Consequently, in- 
creased attention is being 
directed toward strengthening 
internal controls to help restore 
confidence in Government and to 
improve its operations. 

The Federal Managers’ 
Financial Integrity Act of 1982 
requires renewed focus on the 
need to strengthen internal con- 
trols. The act requires that 
agency internal control systems 
be periodically evaluated and 
that the heads of executive 
agencies report annually on their 
systems’ status. These evalua- 
tions are to be made pursuant to 
the “Guidelines for the Evalua- 
tion and Improvement of and 
Reporting on Internal Control 
Systems in the Federal Govern- 

ment,” issued by the Office of 
Management and Budget 
in December 1982, and the 
reports are to state whether sys- 
tems meet the objectives of 
internal control and conform to 
standards established by GAO. 

This document presents the 
internal control standards to be 
followed, and covers both the pro- 
gram management as well as the 
traditional financial manage- 
ment areas. From time to time, 
as may become necessary, GAO 
will issue interpretations and 
revisions to these standards. 

We are grateful to the Gov- 
ernment officials, professional 
organizations, public accounting 
officials, and other members of 
the academic and financial com- 
munities who provtded us valu- 
able assistance through their 
comments on our draft 
proposals. 

Comptroller General 
of the United States 





INTRODUCTION 

This document contains the 
Comptroller General’s internal 
control standards to be followed 
by executive agencies in estab- 
lishing and maintaining systems 
of internal control as required by 
the Federal Managers’ Financial 
Integrity Act of 1982 (31 U.S.C. 
3512(b)). Internal control 
systems are to reasonably 
ensure that the following 
objectives are achieved: 

B Obligations and costs 
comply with applicable law. 

aAll assets are safeguarded 
against waste, loss, unauthor- 
ized use, and misappropriation. 

n Revenues and expenditures 
applicable to agency operations 
are recorded and accounted for 
properly so that accounts and 
reliable financial and statistical 
reports may be prepared and ac- 
countability of the assets may be 
maintained. 

The act directs the heads of 
executive agencies to: 

mMake an annual evaluation 
of their internal controls using 
guidelines established by the 
Office of Management and 
Budget (OMB). 

m Provide annual reports to the 
President and Congress that 
state whether agency systems of 
internal control comply with the 
objectives of internal controls set 
forth in the act and with the 
standards prescribed by the 
Comptroller General. Where sys- 
tems do not comply, agency 

reports must identify the weak- 
nesses involved and describe the 
plans for corrective action. 
The following concept of internal 
controls is useful in understand- 
ing and applying the internal 
control standards set forth and 
discussed on succeeding pages. 

The plan of organization 
and methods and procedures 
adopted by management to 
ensure that resource use is con- 
sistent with laws, regulations, 
and policies; that resources are 
safeguarded against waste, 
loss, and misuse; and that reli- 
able data are obtained, main- j 
tained, and fairly disdosed in 
reports. 

The ultimate responsibility 
for good internal controls rests 
with management. Internal con- 
trols should not be looked upon 
as separate, specialized systems 
within an agency. Rather, they 
should be recognized as an inte- 
gral part of each system that 
management uses to regulate 
and guide its operations. In this 
sense, internal controls are 
management controls. Good 
internal controls are essential to 
achieving the proper conduct of 
Government business with full 
accountability for the resources 
made available. They also facili- 
tate the achievement of man- 
agement objectives by serving as 
checks and balances against 
undesired actions. In preventing 
negative consequences from 
occurring, internal controls help 
achieve the positive aims of pro- 
gram managers. 
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INTERNAL 
CONTROL 
STANDARDS 

The internal control stand- and administrative functions but 
ards define the minimum level of are not intended to limit or inter- 
quality acceptable for internal fere with duly granted authority 
control systems in operation and related to development of legisla- 
constitute the criteria against tion, rulemaking, or other discre- 
which systems are to be evalu- tionary policymaking in an 
ated. These internal control agency. 
standards apply to all operations 

General 
Standards 

1. Reasonable Assurance. assigned duties, as well as 
Internal control systems are to understand the importance of 
provide reasonable assurance developing and implementing 
that the objectives of the sys- good internal controls. 
terns will be accomplished, 4. Control Objectives. Inter- 

2. Supportive Attitude. Man- nal control objectives are to be 
agers and employees are to main- identified or developed for each 
tain and demonstrate a positive agency activity and are to be logi- 
and supportive attitude toward in- cal, applicable, and reasonably 
ternal controls at all times. complete. 

3. Competent Personnel. 5. Control Techniques. Inter- 
Managers and employees are to nal control techniques are to be 
have personal and professional 
integrity and are to maintain a 
level of competence that allows 
them to accomplish their 

effective and efficient in accom- 
plishing their internal control 
objectives. 

2 
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Specific Standards 1. Documentation. Internal 
control systems and all transac- 
tions and other significant events 
are to be clearly documented, 
and the documentation is to be 
readily available for examination. 

2. Recording of Transactions 
and Events. Transactions and 
other significant events are to be 
promptly recorded and properly 
classified. 

3. Execution of Transactions 
and Events. Transactions and 
other significant events are to be 
authorized and executed only by 
persons acting within the scope 
of their authority. 

4. Separation of Duties. Key 
duties and responsibilities in au- 
thorizing, processing, recording, 
and reviewing transactions 

should be separated among 
individuals. 

5. Supervision. Qualified 
and continuous supervision is to 
be provided to ensure that inter- 
nal control objectives are 
achieved. 

6. Access to and Account- 
ability for Resources.. Access to 
resources and records is to be 
limited to authorized individuals, 
and accountability for the cus- 
tody and use of resources is to 
be assigned and maintained. 
Periodic comparison shall be 
made of the resources with the 
recorded accountability to 
determine whether the two 
agree. The frequency of the 
comparison shall be a function of 
the vulnerability of the asset. 

Audit Resolution 
Standard 

Prompt Resolution of Audit ings and recommendations, and 
Findings. Managers are to (1) (3) complete, within established 
promptly evaluate findings and time frames, all actions that cor- 
recommendations reported by rect or otherwise resolve the 
auditors, (2) determine proper matters brought to manage- 
actions in response to audit find- ment’s attention. 



EXPLANATION 
OF GENERAL 
STANDARDS General internal control standards apply to all aspects of internal controls. 

Reasonable Assurance 
Internal control systems are The standard of reasonable 

to provide reasonable assur- assurance recognizes that the 
ence that the objectives of the cost of internal control should 
systems will be accomplished. not exceed the benefit derived. 

Reasonable assurance equates 
to a satisfactory level of confi- 
dence under given considera- 
tions of costs, benefits, and risks. 
The required determinations call 
for judgment to be exercised. 

In exercising that judgment, 
agencies should: 

H Identify (1) risks inherent in 
agency operations, (2) criteria for 
determining low, medium, and 
high risks, and (3) acceptable 
levels of risk under varying 
circumstances. 

m Assess risks both quantita- 
tively and qualitatively. 

Cost refers to the financial 
measure of resources consumed 
in accomplishing a specified pur- 
pose. Cost can also represent a 
lost opportunity, such as a delay 
in operations, a decline in serv- 
ice levels or productivity, or low 
employee morale. A benefit is 
measured by the degree to which 
the risk of failing to achieve a 
stated objective is reduced. 
Examples include increasing the 
probability of detecting fraud, 
waste, abuse;or error; prevent- 
ing an improper activity; or 
enhancing regulatory 
compliance. 

Supportive Attitude 

Managers and employees This standard requires 
are to maintain and demon- agency managers and employees 
strate a positive and supportive to be attentive to internal control 
attitude toward internal con- matters and to take steps to pro- 
trols at all times. mote the effectiveness of the . 

controls. Attitude affects the 
quality of performance and, as a 
result, the quality of internal con- 
trols. A positive and supportive 
attitude is initiated and 
fostered by management and is 
ensured when internal controls 
are a consistently high man- 
agement priority. 
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Attitude is not reflected in 
any one particular aspect of 
managers’ actions but rather is 
fostered by managers’ commit- 
ment to achieving strong con- 
trols through actions concerning 
agency organization, personnel 
practices, commumcdtlon, pro- 
tection and use of resources 
through systematic account- 
ability, monitoring and systems 
of reporting, and general leader- 
ship. However, one important 



way for management to demon- The organization of an 
strate its support for good inter- agency provides its management 
nal controls is its emphasis on with the overall framework for 
the value of internal auditing and planning, directing, and control- 
its responsiveness to information ling its operations. Good internal 
developed through internal control requires clear lines of 
audits. authority and responsibility; 

appropriate reporting relation- 
ships; and appropriate separation 
of authority. 

In the final analysis, general 
leadership is critical to maintain- 
ing a positive and supportive atti- 
tude toward internal controls. 
Adequate supervision, training, 
and motivation of employees in 
the area of internal controls is 
important. 

Competent 
Personnel 

Managers and employees 
are to have personaland pro- 
fessional integrity and are to 
maintain a level of competence 
that allows them to accomplish 
their assigned duties, as well as 
understand the importance of 
developing and implementing 
good internal controls. 

This standard requires man- 
agers and their staffs to maintain 
and demonstrate (1) personal 
and professional integrity, (2) a 
level of skill necessary to help 
ensure effective performance, 
and (3) an understanding of 
internal controls sufficient to 
effectively discharge their 
responsibilities. 

Many eiements influence 
the integrity of managers and 
their staffs. For example, person- 
nel should periodically be 
reminded of their obligations 
under an operative code of 
conduct. 

In addition, hiring and staff - 
ing decisions should include per- 
tinent verification of education 
and experience and, once on the 
job, the individual should be 
given the necessary formal and 
on-the-job training. Managers 
who possess a good understand- 
ing of internal controls are vital 
to effective control systems. 

Counseling and performance 
appraisals are also important. 
Overall performance appraisals 
should be based on an assess- 
ment of many critical factors, 
one of which should be the 
implementation and mainte- 
nance of effective internal 
controls. 



Cdntrol Objectives 

Internal control objectives 
are to be identified or devel- 
oped for each agency activity 
and are to be logical, applica- 
ble, and reasonably complete. 

This standard requires that 
objectives be tailored to an agen- 
cy’s operations. All operations of 
an agency can generally be 
grouped into one or more catego- 
ries called cycles. Cycles com- 
prise all specific activities (such 
as identifying, classifying, re- 
cording, and reporting informa- 
tion) required to process a par- 
ticular transaction or event. 
Cycles should be compatible with 
an agency’s organization and 
division of responsibilities. 

Cycles can be categorized in 
various ways. For example: 

UAgency management. 

a Financial. 

I Program (operational). 

mAdministrative. 

Agency management cycles 
cover the overall policy and 
planning, organization, data 
processing, and audit functions. 
Financial cycles cover the tradi- 
tional control areas concerned 
with the flow of funds (revenues 
and expenditures), related 
assets, and financial information. 
Program (operational) cycles are 
those agency activities that 
relate to the mission(s) of the 
agency and which are peculiar to 
a specific agency. Administrative 
cycles are those agency activities 
providing support to the agency’s 
primary mission, such as library 

services, mail processing and 
delivery, and printing. The four 
types of cycles obviously interact, 
and controls over this interaction 
must be established. For exam- 
ple, a typical grant cycle would 
be concerned with eligibility and, 
if awarded, administration of the 
grant. At the time of award, the 
grant (program) and disburse- 
ment (financial) cycles would 
interface to control and record 
the payment authorization. 

Complying with this stand- 
ard calls for identifying the cycle 

* of agency operations and analyz- 
ing each in detail to develop the 
cycle control objectives. These 
are the internal control goals or 
targets to be achieved in each 
cycle. The objectives should be 
tailored to fit the specific opera- 
tions in each agency and be con- 
sistent with the overall objecttves 
of internal controls as set forth in 
the Federal Managers’ Financial 
Integrity Act. 

In appendix 6 of its “Guide- 
lines for the Evaluation and Im- 
provement of and Reporting on 
Internal Control Systems in the 
Federal Government,” OMB has 
provided a list of suggested 
agency cycles and cycle control 
objectives. Agencies should con- 
sider this and other sources 
when identifying their cycles and 
cycle control objectives. 
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Control 
Techniques 

Internal control techniques Internal control techniques 
are to be effective and efficient are the mechanisms by which 
in accomplishing their internal control objectives are achieved. 
control objectives. Techniques include, but are not 

limited to, such things as specific 
policies, procedures, plans of 
organization (including separa- 
tion of duties), and physical 
arrangements (such as locks and 
fire alarms). This standard 
requires that internal control 
techniques continually provide a 
high degree of assurance that 
the internal control objectives 
are being achieved. To do so they 
must be effective and efficient. 

To be effective, techniques 
should fulfill their intended pur- 
pose in actual application. They 
should provide the coverage they 
are supposed to and operate 
when intended. As for efficiency. 
techniques should be designed 
to derive maximum benefit with 
minimum effort. Techniques 
tested for effectiveness and effi- 
ciency should be those in actual 
operation and should be evalu- 
ated over a period of time. 



EXPLANATION 
OF SPECIFIC 
STANDARDS 

A number of techniques are achieved. These critical tech- 
essential to providing the great- niques are the specific standards 
est assurance that the internal discussed below. 
control objectives will be 

Documentation 

Internal control systhms 
and all transactions and other 
significant events are to be 
clearly documented, and the 
documentation is to be readily 
available for examination. 

This standard requires writ- 
ten evidence of (1) an agency’s 
internal control objectives and 
techniques and accountability 
systems and (2) all pertinent 
aspects of transactions and other 
significant events of an agency. 
Also, the documentation must be 

accessible for examination. 
available as well as easily 

Documentation of internal 
control systems should include 
identification of the cycles and 
related objectives and tech- 
niques, and should appear in 
management .directives, adminis- 

trative policy, and accounting 
manuals. Documentation of 
transactions or other significant 
events should be complete and 
accurate and should facilitate 

Complying with this stand- 
ard requires that the documenta- 
tion of internal control systems 

tracing the transaction or event 

and transactions and other sig- 

and related information from 

nificant events be purposeful and 
useful to managers in controlling 

before it occurs, while it is in 

their operations, and to auditors 
or others involved in analyzing 

process, to after it is completed. 

operations. 



Recording of 
Transactiohs 
and Events 

Transactions and other sig- Transactions must be 
nificant events are to be promptly recorded if pertinent 
promptly recorded and properly information is to maintain its 
classif ied. relevance and value to manage- 

ment in controlling operations 
and making decisions. This 
standard applies to (1) the entire 
process or life cycle of a transac- 
tion or event and includes the 
initiation and authorization, 

(2) all aspects of the transaction 
while in process, and (3) its final 
classification in summary 
records. Proper classification of 
transactions and events is the 
organization and format of 
information on summary records 
from wQich reports and 
statements are prepared. 

Execution of 
Transactions 
and Events 

Transactions and other sig- 
nificant events are to be author- 
ized and executed only by per- 
sons acting within the scope of 
their authority. 

This standard deals with 
management’s decisions to 
exchange, transfer, use, or 
commit resources for specified 
purposes under specific condi- 
tions. It is the principal means of 
assuring that only valid transac- 
tions and other events are 
entered into. Authorization 
should be clearly communicated 

to managers and employees and 
should include the specific condi- 
tions and terms under which 
authorizations are to be made. 
Conforming to the terms of an 
authorization means that em- 
ployees are carrying out their as- 
signed duties in accordance with 
directives and within the limita- 
tions established by 
management. 
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Separation 
of Duties 

Key duties and responsibili- 
ties in authorizing, processing, 
recording, and reviewing trans- 
actions should be separated 
among individuals. 

To reduce the risk of error, 
waste, or wrongful acts or to 
reduce the risk of their going 
undetected, no one individual 
should control all key aspects of 
a transaction or event. Rather, 
duties and responsibilities should 
be assigned systematically to a 
number of individuals to ensure 
that effective checks and balan- 

ces exist. Key duties include 
authorizing, approving, and 
recording transactions; issuing 
and receiving assets; making 
payments; and reviewing or au- 
diting transactions. Collusion, 
however, can reduce or destroy 
the effectiveness of this internal 
control standard. 

Supervision 

Qualified and continuous This standard requires 
supervision is to be provided to supervisors to continuously 
ensure that internal control ob- review and approve the assigned 
jectives are achieved. work of their staffs. It also 

requires that they provide. their 
staffs with the necessary guid- 
ance and training to help 
ensure that errors, waste, and 
wrongful acts are minimized and 
that specific management direc- 
tives are achieved. 

Assignment, review, and ap- 
proval of a staff’s work requires: 

Wlearly communicating the 
duties, responsibilities, and ac- 
countabilities assigned each staff 
member. 

n ystem&ically reviewing 
each member’s work to the 
extent necessary. 

mApproving work at critical 
points to ensure that work flows 
as intended. 

Assignment, review, and ap- 
proval of a staff’s work should 
result in the proper processing of 
transactions and events includ- 
ing (1) following approved proce- 
dures and requirements, (2) 
detecting and eliminating errors, 
misunderstandings, and 
improper practices, and (3) dis- 
couraging wrongful acts from 
occurring or from recurring. 
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Access to and 
Accountability 
for Resources 

Access to resources and 
records is to be limited to auth- 
orized individuals, and account- 
ability for the custody and use 
of resources is to be assigned 
and maintained. Periodic 
comparison shall be made of 
the resources with the recorded 
accountability to determine 
whether the two agree. The 
frequency of the comparison 
shall be a function of the 
vulnerability of the asset. 

The basic concept behind re- 
stricting access to resources is to 
help reduce the risk of unauthor- 
ized use or loss to the Govern- 
ment, and to help achieve the 
directives of management. How- 
ever, restricting access to 
resources depends upon the 
vulnerability of the resource and 
the perceived risk of loss, both of 
which should be periodically 
assessed. For example, access to 
and accountability for highly 
vulnerable documents, such as 
check stocks, can be achieved by: 

n Keeping them locked in a 
safe . 

n Assigning or having each doc- 
ument assigned a sequential 
number . 

WAssigning custodial account- 
ability to responsible indivrduals. 

Other factors affecting ac- 
cess include the cost, portability, 
exchangeability, and the per- 
ceived risk of loss or improper 
use of the resource. In addition, 
assigning and maintaining 
accountability for resources 
involves directing and communi- 
cating responsibility to specific 
individuals within an agency for 
the custody and use of resources 
in achieving the specifically iden- 
tified management directives. 
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EXPLANATION 
OF THE AUDIT 
RESOLUTION 
STANDARD 

Prompt Resolution 
of Audit Findings 

Managers are to (.I ) 
promptly evaluate findings and 
recommendations reported by 
auditors, (2) determine proper 
actions in response to audit 
findings and recommendations, 

I and (3) complete, within estab- 
lished time frames, all actions 
that correct or otherwise 
resolve the matters brought to 
management’s attention. 

. 

The audit resolution stand- 
ard requires managers to take 
prompt, responsive action on all 
findings and recommendations 
made by auditors. Responsive 
action is that which corrects 
identified deficiencies. Where 
audit findings identify opportuni- 
ties for improvement rather than 
cite deficiencies, responsive 
action is that which produces 
improvements. 

The audit resolution process 
begins when the results of an 
audit are reported to manage- 
ment, and is completed only after 
action has been taken that (1) 
corrects identified deficiencies, 

(2) produces improvements, or 
(3) demonstrates the audit find- 
ings and recommendations are 
either invalid or do not warrant 
management action. 

Auditors are responsible for 
following up on audit findings 
and recommendations to ascer- 
tain that resolution has been 
achieved. Auditors’ findings and 
recommendations should be 
monitored through the 
resolution and followup 
processes. Top management 
should be kept informed through 
periodic reports so it can assure 
the quality and timeliness of 
individual resolution decisions. 
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AND REPORTINS ON INTERNAL CONTROL ?WTE?4S 
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The Sudoet and Accountinq Procedures Act of lq50 required that each aaen'cv 

head establish and maintain systems of accountinq and internal control. 

The expectation was that such systems would help to prevent fraud, waste, 

abuse, and mismanaqement in Federal Government operations. 

The Act notwithstandinq, instances of fraud, waste, and abuse continued to 

occur at an unacceptable level; Indeed, a GAO report, issuei in Auqust, 

1990, found widespread, siml Iar, and prevalent control weaknesses in the 

Federal Government. 

The Reaqan Administration, as part of Reform 88, is committed to stream- 

linino the manaqement and administration of the Federal Government. This 

includes reducina fraud, imorovinq manaqement controlsi and eliminatina 

errors in the administration of qovernment programs. In October, 1981, 

the Office of Manaoement and Budaet issued Circular A-123 as an early 

effort to imorove controls. Like the 1950 Act, the Circular required the 

head oi each deoartment and aqency to develop and maintain adeauate 

systems of internal control. Unlike the Act, however, it defined reauire- 

merits and responsibilities in order to transform the 19SO Act exoectations 

into reality. 

The Conqress has likewise expressed its support for qood internal manaae- 

ment in the Federal Government. In September, 1982, the Congress passed 

the Federal Manaqers' Financial Intearity Act (P.L. 97455). This Act 

reauires that each Executive aaency's internal accountinq and 

administrative controls be established in accordance with standards 

prescribed by the Comotroller General, and orovide reasonable assurance 

that: 

l nhliaations and costs are in compliance with aoolicable law; 

l Funds, orouerty, and other assets are safequarded; and 

a Revenues and expenditures applicable to aaensy operations are 

properly recorded anrf accounted for. 



The Act also requires OMB to establish, in consultation with the 

Comptroller General, quidelines with which the agencies can evaluate their 

system of internal accounting and administrative control. In addition, it 

requires an annual statement from the head of each Executive agency to the 

President and the Congress statinq whether or not the agency's system of 

internal accounting and administrative control complies with the 

requirements of the Act, and identifying the- agency's material control 

weaknesses, if any, and its plans for correcting the weaknesses. 

This document contains the quidalines required by the Act to be developed 

by OMB. It is to be used by each agency's management as guidance in the 

development of its own specific plans for performing a self-evaluation of, 

improvinq, and reporting on the agency's internal control system in the 

most efficient and effective manner consistent with the agency's unique 

missions and organizational structures. 

The Act also requires the head of each Executive Agency to report on 

whether the agency's accounting system conforms to principles, standards, 

and related requirements prescribed by the Comptroller General. Guidelines 

for mectinq this requirement are being issued under separate cover. 

DAVID A. STOCKMAM 
OUIECTOR 
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CHAPTER I 

INTROOUCTTON 

Internal Control, for the purpose of these guidelines, is defined as the 

steps a Federal auency takes to provide reasonable assurance that: 

' Obligations and costs are in compliance with applicable law; 

' Funds, property, and other assets are safequarded aoainst waste, loss, 

unauthorized use, or misappropriation; and 

' Revenues and expenditures applicable to aqency operations are properly 

recorded and accounted for to permit the preparation of accounts and 

reliable financial and statistical reports and to maintain account- 

ability over the assets. 

An internal control system is the organizational structure and the sum of 

the nethods and measures used to achieve the objectives of rnternal 

control. 

An internal control system should not be a separate system in an auency. 

It should be an integral part of the systems used to operate the programs 

and functions performed by the agency. Thus, internal control- would be the 

resoonsibility of the same individuals who are responsible for operating 

the programs and functions. This enables the objectlves of internal 

control to be accomplished in the most efficient and effective manner. 



HISTORY AND SCOPE OF INTERNAL CONTROLS WITHIN THE FEDERAL GOVERNMENT 

The Budpet and Accounting Procedures Act of 1950 required that each aqency 

establish and maintain systems of accounting and internal control. It is 

widely recognized that these systems are necessary not only for financial 

aod administrative activities, but for proqram and ooerational altivities 

involving funds, property, and other assets for which the agency is 

responsible. Indeed, the 1950 Act, by definition, encompassed not only 

systems of internal control that provide full disclosure of an agency's 

financial results, adequate financial information for agency management 

purposes, reliable accountinq results, and suitable inteoration of aqency 

accounting and Treasury neuartment accountina. It also encompassed systems 

of internal control that provide "effective control over the 

accountabllllty for ail funds, prooerty, and other assets for which the 

agency is responsible, including appropriate internal audit." 

At the same time, It was, and still is, clear that internal control is 

concerned with only the operational aspects of a proqram or function. It 

does not encomoass such matters as statutory development or interpretation, 

determination of program need, resource allocation, rulemakinq, or other 

discretionary policymaking processes in an agency. 

An increasing awareness, however, of a need to strengthen internal control 

systems in the Federal Csvernment led to the issuance of OMB Circular 

A-123, "Internal Control Systems," in October, 1982. Included in the 

requirements of Circular A-123 were: 

I-2 



' the assianment of internal control responsibilities to Specific 

officials throuphout each aqency. 

l The completion of vulnerability assessments coverina all agency 

components by December 31, 1982, and not less frequently than 

biennially thereafter. 

l The performance of internal control reviews on an ongoinq basis. 

G 

l Ihe establishment of administrative procedures to enforce the intended 

functioning of internal controls, rncludinq provisions that perform- 

ance aoptaisals reflect execution of internal control resconsibilities 

and procedures to take necessary actions to correct internal control 

weaknesses on a timely basis. 

accounting and administrative controls for these systems, b 

1 statement 

specrflca? 

Finally, in 1q82 the Conpress enacted the Federa? Managers' Financial 

Inteqrlty Act, requiring each Executive aaency not only to have internal 

ut also to 

on the control 

ly, the Act 

perform onqoinq evaluations and provide an annua 

systems to the President and the Conaress. More 

requires: 

l The establishment of Internal accounting and administrative controls 

(typically characterized as simpiy "internal controls") in each 

Executtve agency in accordance with standards prescribed by the U.S. 

Comptroller General. 

' The conduct of evaluations by aqencies of their systems of internal 

accounttnq and administrative control in accordance with guide? ines 
issued by the Director of the Offlce of Hanaqement and Eludqet. 
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. Transmittal of an annual statement by the head of each Executive 

aqency to the President and Conatess indicatina whether the aaency's 

systems of internal accountina and administrative control comply with 

the Comptroller General's standards and provide reasonable assurance 

that obliqations and costs are in accordance with applicable law; 

funds, property, and other assets are safeguarded; and revenues and 

expenditures are properly recorded and permit the preparation of 

reliable financial and statistlcal reports. 

b 

The purpose of thrs publication is to provide quidance for the evahatton 

and improvement of and reportinq on internal control systems in Executive 

aqencies in conformance wrth the Act. Each Executive agency is exuected to 

use this guidance to assist in the development of its own specific plans in 

order that manaaement can perform a self-evaluation of, improve, and report 

on its internal control system in the most efficient and effective manner 

consistent with its own uniaue missions and orqanizational structure. 

THE BASIC APPPOACW TO EVALUATING, IMPQ0VING AND REPORTING ON 

INTEDNAL UNTROLS 

An evaluation of and reportinp on internal control can be approached tn 

several ways. The approach presented in this publication provides an 

efficient and effective way, based on techniques used to evaluate and 

report on the internal controls associated with financial statements, but 

expanded to encompass the controls necessary for administrative and proqram 

activities with systems subject to these guidelines. 

The recommended approach for evaluatino, improving, and reporting on 

internal controls is comprised of seven phases: 
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l Otqanirina the orocess. This includes a determination as to the 

information and assurances to be provided to the agency head to enable 

the annual statement to be made to the President and the Conaress; the 

assiqnment of responsibilities for planning, directina, and 

controllinq the evaluation process throughout the agency; and the 

development of an information system that provides a tracking of the 

status of the evaluations and corrective actions as well as other 

pertinent information necessary to manaae the overall process and 

facilitate preoaration of the annual report. 

l Ssomentinq the aaencv into oraanizationa? componen&, and then 

identifying the proarams and administrative functions conducted in 

each comuonent. For example, the Department of Health and Yuman 

Services can be seqmented into the Social Security Administration, the 

Health Care Financinq Administration, etc. The Social Security 

Administration, in turn, could be seomented into the S;polemental 

Security Income program, the Old-Aqe Survivors Insurance proqram, 

etc.; or into administrative functions such as eliqibillty determina- 

tion system, benefit payment systems, quality control, etc. 

l Assessina the vulnerability to waste, loss, unauthorized use, or 

misappropriation of the funds, prooerty or other assets within each 

component and decidlnq which are the most vulnerable. This is done by 

identifying the factors that create an inherent riskiness in the 

function,. considerinq the operatinq environment in which the function 

is oerformed, and oreliminarily evaluatina whether safeauards exist to 
prevent waste, loss, unauthorized use, or misappropriation from 

occurrina. 
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l Develooina plans and schedules for the aerfamance of internal 

control reviews and other actions, based on an evaluation of the 

results of the vulnerability assessments and other considerations 

(management priorities, resource constraints, etc.), and in such a 

manner as to provide that internal controls in those programs and 

administration functions deemed to be the most vulnerable, as well as 

those deemed to be less vulnerable, are evaluated and improved as 

necessary to ensure a stronq system of internal control. 

l Reviewinq the interna? controls for the selected programs and admin- 

istrative functions, determinina whether adeouate control ob.iectives 

have been established and control techniques exist and are function- 

ina as intended, and then developina recommendations to correct 

weaknesses in either the design or functionins of the internal 

control system. 

l neterminina, schedulina, and takina the necessary corrective actions 

for improvinq internal controls on a timely basis. Included in the 

determination should be an analysis to assure that the expected 

benefits to be obtained will outweiqh the costs of any improvements 

made. 

l Preparinq the annual statement to the President and the Congress on 

the status of the agency's system of internal control, as required hy 

the Act. 

This recommended approach is depicted in a flow chart (Exhibit 1) and 

exolained in detail in Chaoters II to VT. 
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The above process is not an attempt to evaluate discretionary policy 

decisions. Rather, the evaluation process begins at the point at wrhich a 

pto~tam or function has been authorized by the policy-level official having 

authority to do so, and focuses on the steps involved in the operation of 

the pronram. For example, the review of a welfare assistance program 

should not include an evaluation of whether the eliqibility criteria are 

consistent with the statute and its leqislative history. Instead, the 

review should evaluate whether the operation of the program is consistent 

with the criteria and thus there is reasonable assurance that oblioations 

and costs are in compliance wi th the appl icable law; funds, property and 
other assets are safeguarded; and revenues and expenditures are properly 

recorded. 
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OVERVIEW OF THE INTERNAL CONTROL EVALLIATION, 

IMPROVWENT, AND REPORTING PROCESS 

nRGANIZE TYE 
PROCESS 

SEGMENT THE 
AGENCY 

CONIXXT VrlLNERABILITv 
ASSESSMEYTS 

----------1-11-------~----- 

?. Analyze General Control 
Environment 

2. Analyze Inherent Risk 

3. Evaluate Fafeauards 
(Preliminarv Evaluation! 

4. Summarize Results 

1 
REVFLOP PLANS FOR 

SlJRSEOlJENf ACTIONS 

r I 

CONTMCT INTERNAL 
CONTROL REVIEWS 

-----oIIIIIIll-----l-------- 

J.. Identify Event Cycles 

2. Analyze General Control 
Environment 

3. Document the Event Cycle 

4. Evaluate Internal 
Controls 

5. Test Internal Controls 

6. Summarize Results 

, 

7 

TAKE CORRECTIVE 
ACTIONS 

PREPARE REPORT ON 
INTERNAL CONTROLS 
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INTERNAL CONTROL STANOAROS 

As stat4 in the Act, each Executlvo agency is to establish a system of 

internal accoilnting and administrative controls in accordance with 

standards prescribed by the Comptroller General. The following is 

consistent with our understanding of those st'andards, as they are to appear 

in the General Accountina Office document: Standards for Internal Control 

in the Federal Government. 

' Reasonable Assurance -- Internal control system shall provide 

reasonable, but not absolute, assurance that the objectrves of the 

system will be accomplished. his standard recoanizes that the cost 

of internal control should not exceed the benefits derrved therefrom, 

and that the benefits consist of reductions in the risks of falling to 

achieve the stated objectives. 

' Attitude -- Manaaers and employees are to maintain and demonstrate a 

positive and supportive attitude toward internal control at a11 times. 

' Comce.tent Personnel -- Yanaaers and emp?oyees are to have hiqh 

standards of inteqrity, are to be competent by education, experience, 

and/or trainina to accomolish their assiuned duties, and are to 

possess adequate knowledge of internal control. 

l Internal Control Objectives -- Specific internal control objectives 

are to be developed for each agency activity. The control objectives 

must be complete, logical, and applicable to the specific activity and 

are to be consistent with the accomplishment of the overall objectives 

of Internal control specified in the Act*. 

tithe overall internal control objectives specified in the Act are: 
(1) Obligations and costs are in compliance with applicable law. 
(2) Funds, property, and other assets are safeguarded against waste, 

loss, unauthorized use, or misappropriation. 
(3) Revenues and expenditures applicable to agency operations are 

properly recorded and accounted for to permit the preparation of 
accounts and reliable financial and statistical reports and to 
maintain accountabiTity over the assets. 



l Internal Control Techniques -- Internal control techniques, i.e., 

processes and documents that accomplish the internal control 

objectives, are to be designed for and operated in all aoency 

aetivities, in order to comprehensively accomplish the control 

objectives on a consistent basis, and in an efficient and effective 

manner. 

l Documentation -- Internal control systems, i.e., control objectives 

and internal control techniques, the accountability for resources, and 

all transactions and other events shall be clearly documented. 

Documentation shall be readily available. 

' Recordina of Transactions -- Transactions shall be recorded as 

executed, when executed, and be properly classified. 

l Execution of Transactions -- Independent evidence shall be maintained 

that authorizations are Issued byopersons acting within the scope of 

their authority and that transactions conform with the terms of the 

authorizations. 

' Separation of Duties -- Key duties such as authorizinq, approvinq, and 

recording transactions, issuing or receiving assets, making payments, 

and reviewing or auditing shall be assianed to separate individuals to 

minimize the risk of loss to the government. Internal control depends 

largely on the elimination of opportunities to conceal errors or 

irregularities. This in turn depends on the assianment of work ln 

such a fashion that no one individual controls all phases of an 

activity or transaction, thereby creating a situation that permits 

errors or irreoularities to qo undetected. 
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l Supervision -- Oualified and continuous supervision shall be provided 

to assure that approved procedures are followed. Lines of personal 

responsibility and accountability shall be clear. 

’ Access to Resources -- Access to resources shall be limited to author- 

ized personnel. Access includes both direct physical access and 

indirect access through the preparation or processing of documents 

that authorize the use or disposition of resources. Periodic compari- 

son shall be made of the resources with the recorded accountability to 

determine whether the two aqree. The freauency of the comparison 

shall be a function of the vulnerability of the asset. 

The Federal Managers Financial Integrity Act also requires a standard 

Comptroller Generai is concerning audit resolution and follow-up. The 

defining that standard as follows: 

l Vanaaers should promptly evaluate findings 

reported by auditors; determine proper act 

and tecornnendations 

ion in response to audit 

findinqs and recotmnendations; and complete, within established time 

frames, all actions that correct or otherwise resolve the matters 

brought to management's attention. 
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CHAPTER II 

ORGANIZING THE EVALUATION 

It is critical that an Fxecutive aaency, wfiether laroe or small, carefully 

oraanize and assign responsibilities in a manner that ensures that the 

evaluation, improvement, and teportinq on internal controls is conducted 

in an efficient and effective manner. This includes providing for oualitv 

control over the entire process. The key orqanizinq considerations 

rnclude: 

l Assioninq responsibilities. 

l Internal reportitw. 

- l Oocumentation. 

' Personnel and supervision. 

l Schedulina the evaluation processes. 

KXIGNING RESPONSIRILITIES 

As noted earlier, an internal control system is not a separate system 

within an aqency, but rather an inteqral part of the systems used by an 

asency to operate its proqrams and other activities. The Act recoonites 

this relationship and thus requires the head of the agency to be 

responsible for submittina a statement to the President and the Congress 

on the status of the agency's internal controls. 



Because it is unrealistic to expect an aqency head to have first-hand 

knowledge of the status of the agency's internal control system, the 

anorooriate responsibilities should be carefully assigned to selected 

senior officials throuahout the agency in order to ensure that the process 

of evaluating, improvina, and reportino on internal controls is carried out 

in conformance with these auidelines, and in an efficient and effective 

manner. These senior aqency officials should be expected to provide the 

apency head with written assurances that the responsibilities have been 

carried out. 

The assignment of responsibilities should include the followinq: 

l Direction of the aqencywide effort -- 

One senior official should he responsible for coordinatinq the overall 

aqencywide effort of evaluatinq, improvinq, and reporting on internal 

control in conformance with these quidelines. This official should be 

asked to Drovide assurance that these processes have been conducted, 

in accordance with the auidelines, in a thorough and conscientious 

manner. ISee Appendix C) 

Veads of oraanitational units -- 

Just as the aqency head is ultimately resoonsihle for internal control 

in the aaency, the head of each orqanrtational unit in an agency is 

responsible for internal control in that unit. Accordinaly, the head 

of each orqanitational unit (and other components identified in the 

seomenting process described in Chaoter III) should provide assurance 

that he or she is coqnitant of the importance of internal control; has 

performed the evaluative processes in his or her areas of responsi- 

bility in accordance with the OMR guidelines and in a conscientious 

manner; and believes that the objectives of internal control are 

complied with in his or her area of responsibility within the 

described limits. (See Aooendix D) 
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l Insoectot General or equivafent -- The Inspector General, or equi- 

valent in agencies without an Inspector Genera?, nornlally reviews 

internal control documentation and systems and reports the results of 

these reviews to appropriate levels of management. These reviews, 

which the IG undertakes either on his own initiative or at the request 

of the aqency head, are either separate reviews of internal controls 

or performed in conjunction with internal audits. 

In addition, however, the IG may be asked to provide cofrtnents as to 

whether the evaluation process has been conducted in accordance with 

these guidelines. IG comments in response to such a reauest may be 

based on a limited review to determine whether the first six phases 

described in Chapter I are carried out in a reasonable and prudent 

manner. (See Appendix E) 

Performance of this limited review by the Inspector General should not 

be interpreted to preclude the Inspector General from provtding 

technical as'sistance in khe agency effort to evaluate internal 

controls, or as otherwise limiting the authority of the Inspector 

Gznerat. In fact, the Inspector General or eouivalent is encouraqed 

to provide technical assistance to further the overall goal of 

strenatheninq internal control systems. However, it is imperative 

that nanaqement throuahout the agency be heavily involved in the 

evaluative process, since it is manaqement that has primary responsi- 

bility for the maintenance of a stronq system of internal control. 

However, care should be taken to avoid duplication of work. To the 

extent that the Inspector General has conducted or is planning to 

conduct internal control reviews of certain aqency activities, a 

determination should be made as to how these reviews can help accom- 

plish the evaluations required by these guidelines. In those 

instances where the Inspector General aqrees to conduct certain 

internal control reviews, the senior official desiqnated by the agency 

head to direct the aqencywide effort may rely on the internal control 
reviews performed by the Inspector General. However, the senior 

official is still primarily responsible for the overall judgments 

reaardins compliance with the auidelines. 



INTERNAL REPORTING 

An internal reportina and follow-UP system should be established to monitor 

the accomplishment of the various tasks that make up the evaluation and 

improvement process. ?his system should be used to ensure that: 

' Vulnerability assessments are scheduled and comoleted on a timely 

basis. 

l Scheduled internal control reviews are completed on a timely basts. 

l Corrective actions are taken on a timely basis. 

The system also should be able to: 

' Summarize information reqardinq the results of the vulnerability 

assessments, internal control reviews, and necessary corrective 

actions in order to supoort the annual statement to the President and 

the Conaress. 

l Gather other data necessary to evaiuate other actions to improve 

internal control, e.q., status of training, impact on performance 

appraisals, other personnel actions. 

Consideration should be qiven to coordinatino or inteqratina this 

information system with the aoency's audit follow-up information system. 
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OflCUMEWATlbN 

Adeauate llnitten documentation should he maintaiped. In oarticular, 

documentation should be maintained for activities conducted in connection 

with vulnerahilitv assessments, internal control reviews, and follow-up 

actions to provide a permanent record of the methods used, the personnel 

involved and their roles, the key factors considered, and the conclusions 

reached. This information will be useful for reviewina the validity of 

conclusions reached, evaluatina the performance of individuals involved in 

the assessments and reviews, and performina subsequent assessments and 

reviews. 

PERSOWJEL AFlD SUPERVISlON 

It is essential that a sufficient level of staff resources be comnitted to 

the internal control evaluation process. As such, it is likely that the 

vulnerability assessments and internal control reviews will be performed by 

persons from' various parts of the aqency. Cxamples are the individuals who 

operate the systems beina reviewed and persons from the central staffs. 

These individuals need to have a good understanding of the orocess in order 

that they can make appropriate judgments. 

Some specific measures that should be considered in order to provide this 

understandinq, as well as assure the necessary qua? ity, are as follows: 

l Orientation and training -- Orientation and/or trainina sessions 

should be provided to explain the objectives of and procedures for 

conducting vulnerability assessments and internal control reviews. 
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Assianment of personnel -- Use of the *team' approach should be 

considered in order that small proups of individuals can perform 

assessments and/or reviews jointly. This provides some assurance that 

the limitations of one individual can be offset by the strengths of 

another. It also stimulates individual team members' thinkinq. 

Supervision -- Adequate supervision of personnel involved in the 

assessment and review processes should be provided for. 

Performance aopraisal -- ,Administratrve procedures should be initiated 

to evaluate performance in assessment and review activities. 

Personnel should be advised that this will be a factor in their 

overall performance evaluation. 

Technical assistance -- Technical assistance should be developed and 

provided to employees assigned to the process. A procedures manual 

to quide the performance of vulnerability assessments and internal 

control reviews, and containing appropriate standard forms, may be 

useful. Agency "experts" who can answer questions and provide other 

assistance in this area should be designated and their names provided 

to the reviewers. Informal quidance should be circulated periodically 

and periodic meetinqs of key personnel involved in the process held as 

still another mans of information sharinq. 

Monitorina -- A monitoring system should be developed to assure that 

assessments and reviews are performed adequately. One way would be to 

use an individual or small qroup to test assessments and reviews as 

deemed necessary. Another way would be to coordinate with the 

Inspector General's 1 imited reviews of the process. 
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SCHEDULING TM EVALUATION PROCESS 

Scheduling the vulnerability assessments and internal control reviews 

should be done carefully with consideration given to resource availability, 

the performance of risk analysis and similar evaluations in accordance with 

other statutory or regulatory requirements, the cyclical nature of certain 

operations, and other relevant factors. It is necessary, however, to 

ensure that sufficient evaluative work is scheduled and completed in time 

to provide a basis for the annual statement to the President and the 

Congress. 

Furthermore, as required by Circular A-123, vulnerability assessments 

should be completed for all agency activities by December 31, 1982, and not 

less frequently than biennially thereafter. It is suqgested, therefore, 

that a schedule be prepared for each biennial cycle, which specifies the 

individual(s) responsible for performing each assessment and the date by 

which each is to be completed. Vulnerability assessments should be 

conducted as soon as possible for activities that are new or underqoinq 

major changes rather than waiting for the next biennial cycle. 

Internal control reviews are to be conducted on a continuous basis 

throughout the year. The schedule of internal control reviews should be 

developed based on an evaluation of the results of the vulnerability 

assessments and other considerations (management priorities, resource 

constraints, etc.} in order to ensure that agency activities determined to 

be hiqhly vulnerable, as well as those which are less vulnerable, are 

evaluated and improved as necessary to provide a strong system of internal 

control. Preparation of a schedule similar to that discussed for the 

vulnerability assessments is recommended. 

Since no exemption has been provided for classified or secure activities, 

they must be included in the evaluation process. Care should be taken, 

however, to assure that persons participating in the evaluations for such 

activities have the necessary security clearances and that the documenta- 

tion is appropriately classified and handled. 
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CHAPTER III 

IDEHTIFYTNG PROGRAMS AND ADMINWRATTVE FlJNCTlONS 

Federal aqencies are larue, complex organizations. The most effective way 

to systematically perform an evaluation of the systems upon which an aghncy 

head can submit a statement is to segment the aqency first into 

orqanizational or other components and then into the proqrams and 

administrative functions within each component. This approach also 

facilitates the allocation of resources to the assessment process and the 

determination of who should be responsible for providing assurances. 

SELECTING THE ClYlPONENfS, PRDGRAYS AffD FJJNCTIONS 

There is no single method to divide an agency into components, programs, 

and administrative functions for purposes of evaluating the system of 

internal control, particularly since agencies vary so widely in 

oroanizational structure and the nature of activities conducted. The basic 

uoal of the division is to develop. an agency-wide inventory of "assessable 

units," each of which can be the subject of a vulnerability assessment. 

This inventory should provide complete coverage of all proaram and 

administrative functions, consistent with the discussion in Chapter 1. The 
individual assessable units should be of an approoriate nature and size to 

facilitate the conduct of a meaninqful vulnerability assessment. 

In developina the inventory of assessable unrts, reference should be made 

to such sources of information as the aqency's budqet and related 

materials, orqanizatton charts, aqency manuals, and proaram and ftnancial 

management information systems. The following specific factors should be 

considered: 



l Existina organizational structure. 

' Yature and size of the agency's programs and adm 

functions. 

inistrat 

l Numbers of sub-proqrams or sub-functions in a program or function 

' Number of separate organizations operating the program 

' Degree of independence of the propram or function 

l Differences in operatinq systems 

l Pearce of centralization or decentralization 

l Budset levels 

l Numbers of personnel 

ive 

The deorees of indeoendence and central irationldecentral ization are very 

siqntficant. A proqram or administrative function could operate In several 

locations. Since the proqram or administrative function and internal 

control system may vary among locations--in design and/& operation--it may 

be necessary to perform separate vulnerability assessments and/or internal 

control reviews for each location. Thus a consideration when classifying 

programs and functions operating at several locations is whether to 

identtfy the locations first and then list the programs and functions 

ooeratins within each location, or to Identify the programs and functions . 
first, and then for each multi-location proqram and function, identify and 

list the locations at which it operates. Either approach is acceptable, as 

long as coveraqe is complete. 
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Alsa, it should be remembered that the purpose of the review is to 

evaluate and improve the internal controls for operating ptoarams and 

administrative functions. Policymakina activities and other activities not 

subject to the quidelines should not be included in the inventory. 

Appendix A shows a sample of a partial inventory of components, programs 

and administrative functions for a Cabinet-level department. 

Once the agency-inventory of assessable units has been developed, the 

information should be documented. (One possible format for such 

documentation is provided in Exhibit 2.) These lists provide the means 

for oraanitinq and managing the evaluation process. 
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Aqency Component: 

List of Proqrams and Administrative Functions 

Within the Comqonent 

Programs/Administrative Functions Coments 

Prepared by Date 

Reviewed by nate 

EXHIBIT 2 
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CHAPTERIV 

VULNERA8lLITY ASSESS?dENTS 

A vulnerability assessment is a review of the sus'ceptibilitv of a program 

or function, subject to the guidelines, to the occurrence of waste, loss, 

unauthorized use, or misaporopriation. More specifically, a vulnerability 

assessment is intended to determine the likelihood that situations exist in 

which: 

XI obligations and costs are not in compliance with applicable law; 

(2) funds, oroperty, and other assets are not adeouately safeguarded 

aaainst waste, loss, unauthorized use, or misaoprooriation; and 

(3) revenues and expenditures applicable to agency operations are not 

prooetly recorded and accounted for and therefore do not oermit 

the preparation of accounts and reliable financial and statistical 

reports or the maintenance of accountability over assets. 

4s indicated, however, the internal control evaluation process does not 

stop with vulnerability assessments since, by themseives, vulnerability 

assessments do not necessarily identify weaknesses or result in 

improvements. Rather, vulnerability assessments are the mechanism with 

whictr an auency can determine the relative potential for loss in these 

Droarams and functions, and then, after qivinq consideration to such 

relevant factors as manaqement prioritfes, resource constraints, etc., 

schedule internal control reviews and related actions. 



A vulnerability assessment consists of the following three steps: 

1. Analysis of the general control environment. 

3 . . Analysis of inherent risk. 

3. Preliminary evaluation of safeouards. 
. 

ANALYSIS OF GENERAL CONTROL EWIRWWNT 

The environment in which activities are conducted has a ma,ior impact on 

the effectiveness of Internal control within an aaency. Several factors 

determine ,the oeneral control environment, includina the followino drawn 

from the General Accountinq Office document, Executive Reportina on 

Internal Controls in Qvernment and the American Institute of Certified 

Public Accountants document, Report on the Soecial Advisory Committee on 

Internal Accountina Control: 

l Manaaement Attitude -- Yanaqement rekoqn ition of the importance of 

and commitment to the establishment and maintenance of a stronq 

system of internal control as communicated to emplovees throuqh 

actions and words. 

' nraanizational Structure -- The identification of oroanizational 

units to perform the necessary functions and the estab 

aoorooriate reoortino relationships. 

l Personnel -- the comoetence and inteqrity of the orqan 

oersonnel. 

ishment of 

zation's 

. lleleoation and Communication of Authoritv and Pesponsibility -- 

Appropriate deleoation or limitation of authority in a manner that 

provides assurance that resnonsibilities are effectively discharqed. 
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l Policies and Procedures -- The definition, documentation and dissem- 

ination of information to all employees as to how the organization is 

intended to Perform in various situations,. 

l Rudqet ina and Repottinq Practices -- The specification and comnunica- 

tion of otqanitational coals and the extent of their accomplishment. 

l Craanizational Checks and Ralances -- The establishment of an 

aootopriate level of financial and other manaaement controls and 

internal auditinq. 

l ADP Consideration -- When utilized, an awareness of the strengths 

and exposures inherent in a system that uses ADP and the existence of 

aooropriate controls. 

C\n evaluation of the qeneral control environment is the first step in the 

vulnerability assessment process. It should be performed by detemininq 

whether the characteristics of a strong general control environment, as 

described above, exist by [a) revienlng documented policies and procedures; 

(b) ta?king with management and other personnel; (c) observinq practices; 

and (d) drawing upon a familiarity with the operation. 

this evaluation may be performed for the component as a whole, or individ- 

ually for each proaram and administrative function subject to the 

quidelines that is carried out within the component. The determining 

factors would be the size, nature, and decree of centralization of the 

proqrams and.functians conducted within the aqency component. 

Exhibit 3 presents a form which may be useful in makina the analysis. 
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Agency Component: 

Analysis of General Control Environment 

Proqtam/Administrativc Function -- 

Factor 

Yanaqement Attitude 

Oroanizational 
Structure 

Personnel 

Delegation and 
Communication of 
Authority and 
Responsibility 

Policies and 
Procedures 

Burlaet ina and 
Report inq 

Oraanizational 
Checks and 
Bal antes 

AtV Considerations 

Other Factors 

nverall Evaluation: 

r Evaluz 

atisfactory Other 

ion Comments 

Prepared by Date 

Reviewed by 

EXHIRIT 3 
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ANALYSES OF INHERW RISK 

The second step in the vulnerability assessment process is the performance 

of an analysis, for each identified program and administrative function 

subjecteto ttrese quidelines, of the inherent potential for waste, loss, 

unauthorized use, or misappropriation due to the nature of the activity 

itself. Matters to be considered in the analysis should include, but need 

not be limited to, the followina: 

' Purpose and characteristics 

l Rudaet level 

' Impact outside the agency 

' Age and life expectancy 

l Degree of centralization 

l Special concerns 

l Prior reviews 
. Vanaaefnent responsiveness 

Purpose and Characteristics 

The purpose and characteristics of these arcwam or administrative 

functions should be considered, and any aspects that nake the activity 

susceptible to waste, loss, unauthorized use, or misapprooriation noted. 

Knowledge of the puroose and characteristics can be obtained, if not 

already available, by revirwina such backqround material as the relevant 

enabling legislation and leqislative history, regulations, statements of 

missions, qoals and objectives, ooeratinq procedures and oolicies, and 

budaet materials. The followinq matters shou Id be noted, part 

since they often tend to contribute to fraud, waste and abuse: 

icularly 

l 8road or vaque leqislative authority 

l Cumbersome legislative or regulatory 

or requlationr. 

requirements. 

l Broad or vaque missions, qoals or objectives. 
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' High deqree of complexity. 

l Existence of third party beneficiaries. 

l Activities involvina the oa,yment of entitlement monies. 

l Activities operatinq under severe time constraints. 

' Activities involvina the handling of cash receipts. 

l Activities involvina approval of applications, qrantina of 

authority, certifications, issuance of licenses or permits, 

inspections, or enforcement. 

Sudaet Level 

Proqrams or activities involving larqe amounts of money are susceptible to 

qreater amounts of waste, loss, unauthorized use, or'misaooropriation 

than proqrams or activities involvinq small amounts. Accordinaly, the. 

level of fundina, includinq Personnel time allocated to the orouram or 

function, should be determined by reviewing the aqency budqet and support- 

ina materials. Fur certain activities, the budget may not reveal the 

total money involved so estimates should he made' and/or other financial 

measures cons tdered. For examole, for a function such as property 

manaqement, a separate budaet often does not exist. In order to measure 

the full financial sianificance of this function, the value of controlled 

woperty must he determined. 

Impact Outside the Aaency 

Government proqrams and functions often have considerable financial and 

nonfinancial impact on persons and organizations outside the agency. For 

example, activities such as the issuance of registrations or permits, 

standard-setting, rate-making, and licensing can affect siqnificantlv 

economic status, health, safety, etc. When a proqram has such impacts, it 

may be susceptible to external pressures that miqht circumvent internal 

controls. Hence, impact outside the aqency should be considered. 

Information concernino potential impact can usually be obtained from such 

sources as budoet documents, oroqram descriptions, and media and public 

interest proup reoorts. 
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Aae and Life &IeCtanCY 

Consideration should be given to the aae and life exoectancy of the 

program or administrative function. New (in existence less than two 

years), chanqing (undergoing substantial modification or reorgdnizatiOn), 

or phasinq out (to be eliminated within 1 or 2 years) proqrams should be 

considered mOre susceptible to waste, loss, unauthorized use, or misappro- 

priation than stable proprams (in existence for more than trm years and 

not expected to phase out within two years). The reasons are: 

' New or changing proqrams may lack written policies or procedures, 

lack adeauate resources, have inexperienced manaoers, lack devices 

to measure ptoqram performance, and in qeneral have considerable 

confusion associated with them. 

l Proqrams that are phasing out may lack adequate resources or may 

involve close-out actlvlties for which controls have not been 

developed and/or 1 arge amounts of money or other resources which 

must be accounted for. Also, personnel often lose interest and 

motiva+,ion when a propram is phasing out. 

Dearee of Centralization 

The extent to which the program or administrative functi6n is conducted in 

a central ited or decentralized mode shoufd be considered. Spec i 

determination should be made as to whether the activity is: 

l Federal Centralized -- Managed and controlled on a day-to 

in a centra-lized federal agency system. 

IV-7 

fically, a 

day basis 



' Federal Decentralized -- Yanaqed and controlled on a day-to-day 

basis by Federal aaency field installations or staffs. 

l Participant Administered -- vanaged and controlled on a day-today 

basis by a non-Federal organization. Programs supported by urants, 

contracts or loans would fall into this cateooty. 

l Other -- Yanaqed and contro?led on a day-to-day basis by some 

combination of the above or by -other means. 

Different deorees of centralization are appropriate for different types of 

activities. The evaluation should consider whether the degree of 

centralization is aopropriate for the activity beino conducted. 

. Special Concerns 

Often, the existence of special concern for an acttvity may be indicative 

that for some reason it is highly susceptible to waste, loss, unauthorized 

use, or misaopropriation, and should be treated as such. Consideration, 

therefore, should be aiven as to whether the proaram or administrative 

function has been the focus of the followina types of special attention: 

' Special irrterest exhibited by the President, Congress, OMR, or the 

Secretary. 

' Deadlines set by legislation. 

l Media attention. 

l Litigation. 
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If special attention has been focused on the program or function, special 

problems related to its exposure to waste, loss, unauthorized use, or 

qisaooropriation may exist, and an attempt should be aade to identify such 

oroblms. Also, consideration should be oiven as to whether the Special 

attention given the proqram is, in and of itself, a source of oressure that 

might create a vulnerability. 

Prior Reviews 

Prior audit reports submitted by the Inspector General, the %neral 

Accouneinq Office, and others;, internal evaluations; Congressional reports; 

and consultina reports should be reviewed for any indications that the - 

proaram or administrative function has previously been subject to losses 

due to waste, loss, unauthorized use, or misappropriation. The amounts of 

estimated fesses, if any, and the period covered by the prior review should 

be considered. 

Proqrams or functions with minimal audit coveraae or with sionificant and 

reoeated findinas should be considered more susceptible to waste, loss, 

unauthorized use, or misappropriation. 

Manaaement Resoonsiveness 

Manaqement's responsiveness to recotmendatians from its OIG, GAO, and 

other evaluation groups should be considered. This would include actions 

taken to correct problems brought to management's attention as a result of 

prior reviews. A lack of responsiveness supqests a higher deqree.of 

susceptibility to waste, loss, unauthorized use, or misappropriation. 

& 
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The list of control objectives contained in Aopendices B and R-1 may be 

useful in identifyina certain risks that should be considered for each of 

the proarams and functions heina assessed. 

PRELIMINAPY EVALllATIDN OF SAFEGUARDS 

The third step in the vulnerability asessment process is the making of a 

preliminary judoment regarding the existence and adequacy of internal 

control over the specific programs and administrative functions subject to 

the guidelines. The key consideration should be whether aopropriate 

controls are in place to prevent or at least minimize waste, loss, 

unauthorized use, or misappropriation. 

As stated, an in-death review of the existina controls is not approoriate 

at this staqc. Rather, the evaluator's judqment should be based larqely 

on his or her knowledae of the existence and functioning of safeauards 

that protect the activity's resources from waste, loss, unauthorized use, 

or mi management. However, the evaluation must be thouohtful and based on 

a workinq knowledge of the prooram or administrative function. Judaments 
made without knowledqe of the situation are usually not sufficiently 

reliable. 

StlMMARIZING THE RESULTS OF TFIE WJLNERABILITY ASSESSMNTS 

The completion of the three steps permits the assessor to make an overal 1 
assessllrent of (1) the adherence of the prowam or administrative function's 
internal control system to at least some of the prescribed internal 

standards, and (?) the vulnerability of tfre proqram or administrative 

function itself. The assessment should be documented (see Exhibits 4 and S 
for suggested forms) and a conclusion reached as to overall vulnerability. 

Care should be taken to ensure that the ratings, which can be a subjective 

judqment or a numerical score, are done consistently throuqhout the entire 

orpanitation. 



kency Component: 

Pssessment of Comalia~ce with Standards of Internal Control 
Based on Completion of a Vulnerability Assessment 

ProqramlAdministrative function - 

St andatd 

Reasonable assurance 

Attitude 

Competent personnel 

Internal control objectives* 

Internal control techniques* 

Documentation 

Recording of transactions* 

Execution of transactions* 

Separation of duties 

Suoetvision 

Access to Resources 

Compliance 
Yes, MO, N/A) 

Comments 

OVERALL CMENTS: 

Prepared by Date 

Reviewed by Date 

*NOrt: 5 tflcient analysis will probably not have been done at this pornt 
to" support an assessment of compliance with those standards marked 
wtth an asterisk. If that is true, mark M/A {not agolicable) in 
the second column. 



Aaency Component: 

Overall Vulnerab31it.y Assessment 

Proaram/Administrative Function -- 

WEQALL EVALlJATION OF GENERAL CONTROL ENVIRONMENT: 

ANALYSIS DF INHERENT RISK: 

Factor Ratina 
I 

Comments 

Purpose and Characteristics 

Budqet Level 

Imt~act Outrlde the Aqency 

Aae and Life Expectancy 

Deqree of Centralization 

Special Concerns 

Prior Reviews 

Yanaqement Responsiveness 

Other Factors 

OVEPALL EVALIJATION OF INHERENT RISK: 

PRELIMINARY EVALUATION flF SAFEGLJAROS: 

OVERALL VULNERABILITY: 

OTHER COMMENTS (PROSLEMS REWIRING IMWDIATE ACTION, nEFICIEKIES NOTED, 
ETC.) 

Internal Control Review Scheduled For 

To be Performed Ry: 

Prepared by 

Reviewed by 

. EXHIBIT 5 
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Date 

Date 



Prob’lems or weaknesses recruiting imnediate corrective action may be 

observed durinq the performance of the vulnerability assessments. For 

instance, a proqram may be assessed in which the controls are percetved to 

be grossly inadequate and there is a stronq possibility of loss if 

corrective action is not taken imediately. Such situations should be 

brouaht to the attention of the appropriate aqency official as soon as 

possible in order that appropriate corrective actions can be taken 

promptly. 

DEVELOP PLAN FOR SLJRSEOUEYT ACTIONS 

The next step in the process is to use the summarized vulnerability 

assessments to determine appropriate subsequent actions. Tt is important 

at this point to remember the overall objective of the i 

evaluation process, namely, to bring about a strenqtheni 

control systems in a cost-effective manner. 

nternal control 

nq of internal 

fine approach may be to classify the vulnerabi Jity of each of the oroqrams 

and adminIstratIve functions subject to these guIdelines in such a way as 

to facilitate the establishment of a prioritized schedule for internal 

control reviews, e.q., hiahfy vulnerable, requiring a detailed review of 

internal controls; moderate?y vulnerable, penittinq less intensive and 

J ess frequent internal control reviews; low vulnerability, etc. 

Another approach would be to consider a series of options for each of the 

program and administrative functions. This could,be done by first 

evaluatinq the deqree and causes of the vulnerabilities; then considerino 

manaqement Priorities, resource availability, and other.mdnaqement 

initiatives underway; and finally determinina the appropriate courses of 

action. These miqht consist of: 
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' Scheduling and conducting an internal control review, 

l Requesting an audit. 

l Establishinq increased or improved monitorinq procedures. 

l Developin? and conductina ttaininq proatams for the staff, 

l Issuina clarifyina instructions. 

' Modifyins procedures or documents,. 

An aDorOach such as the latter can helo to ensure that resources devoted 

to the internal control evaluation and improvement process are used in an 

effective and efficient manner. 
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CHAPERV 

INTERNAL CONTROL REVIEWS 

An internal control review is .a detailed examination of a system of 

internal control to determine whether adequate control measures exist and 

are implemented to prevent or detect the occurrence of Potential risks in 

a cost effective manner. 

Six recomnended steps for an internal control review are: 

l Identlficat ion of the event cyc les. 

' Analyses of the genera1 control environment. 

l Documentation of the event cycle. 

l Evaluation of the internal controls within the event cycle. 

' Testinn of the internal controls. 

l Reportinq the results. 

This Chapter describes how to perform these six steps. 



IDENTIFICATION OF THE EVENT CYCLES 

Event cycles are the Processes used to initiate and perform related 

activities, create the necessary documentation, and qather and report 

related data. In other words, an event cycle is a series of steps taken 

to get somethina done. Each proarm and administrative function p&formed 

within an aqency or aqency component contains orle or more event cycles. 

for example, an entitlement proaram could contain the followina event 

cvcles: information aatherinc and verification, eliaibility determination, 

information processina and record keepina, payment, and monitorinq. The 

event cycles for an administrative function could include payroll, 

procurement of supplies and materials, correspondence handlina? etc. 

(Appendices 9 and 9-l present event cycles comonly found tn Federal 

Government aqencies. The General Accountino Office, orofessional 

associattons, and private organizations also publish lists of comnon event 

cycles). 

Event cycles orovide the focal potnts for the conduct of internal control 

reviews. Accordinalv, the first step in the internal control review phase 

ts to identify the event cycles in the proaram or administrative function 

which are subject to the auidelines and which are selected for an internal 

control review. The sources of information for develooinq such a list 

would be Appendix R or similar lists, the vulnerability assessment for the 

nroqram/function, leqislation, reaulations, pal icy statements, orocedures 

manuals, manaoement interviews, etc. Exhibit 6 provides a foTm on which 

the cycles can be listed. 

A determination must then be made as to which event cycles are to be 

reviewed. The results of the vulnerability assessment should be helpful 

in makina this determination, with areas identified as the cause of a 

hiahly vulnerable classification beina aiven the hiahest oriority. 

Documentation should be maintained. 
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Agency Component: 

List of Event Cycles blithin Ptoqtams 

and Administrative functions 

Proqram/Administrative Function - 

Event Cycles Comments 

Prepared by Date 

Reviewed by Date 

EXHIt3IT 6 
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ANALYSIS OF THE GENERAL CONTROL ENVIRON!'!ENT 

The environment in kich the cycle ooerates has a major impact on the 

effectiveness of internal control. Therefore, an important part of an 

internal control review is an evaluation of the qeneral control . 

environment, i.e., the manaqement attitude, organization structure, 

personnel, delegation and communication of authority and responsibility, 

policies and procedures, budoetinq and reoortinq practices, orqanizational 

checks and balances, etc. Analysis of the qeneral control environment 

performed for the vulnerab?lity assessment can be referred to and updated. 

DOCIIYENTATTON OF THE WENT CYCLE 

The next step is to document the event cycle in order to obtain a thorouqh 

understanding of how it operates. This is accomplished by interviewing 

the persons involved in the cycle, revlewinq existing documentation, 

observinq the activjty, and then preparing either a narrative explanation 

or a flow chart, accompanied by oertinent narrative Information in 

sufficient detail to permit an in-depth analysis of the existence and 

adequacy of internal controls. The documentation should identifv such 

thinas as the procedures, the personnel performinq the procedures, and the 

forms and records develooed and maintalned. 
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Reaardless of the method used, it is advisable to review the completed 

documentation with the oersons providino the information, and, if 

necessarv, track one or two transactions throuoh the process. Poth 

orocedures will assure that the documentation and the understanding of the 

cycle are accurate. 

EVALIJATIOIJ OF THE INTERNAL CONfAI)LS WITHIN THE EVENT CYCLES 

The fourth step in the process is to evaluate the event cycle by reviewinq 

the documentation and deciding whether the system, at least as defined, is 

sufficient to provide reasonable assurance that obligations and costs are 

in compliance with apolicable law; the aqency's funds, property, and other 

assets are oruperly saf eouatded; and the revenues and expenditures are 

proper1.y recorded to permit the preparation of reliable financial and 

statistical information. The manner in which this is done is to: 

' ascertain the control ohiectives for the event cycle. Control 

obJectives are desired aoals or conditions for a specific event cycle 

that reflect the application of the overall objectives of internal 

control to that specific cycle. If control objectives are achieved, 

the potential for the occurrence of waste, loss, unauthorized use, or 

misappropriation is sianificantly decreased. 

The control objectives for an event cycle should be written. This 

documentation should be reviewed to determine whether the list of 

objectives for each event cycle is complete, logical, and relevant to 

the event cycle. If the control objectives are not adequately 

documented, such documentation should be developed and maintained as 

part of the overall documentation of internal controls. 
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' Examine the documentation and ascertain whether appropriate internal 

control techniques are in place to enable the control objectives to be 

met in an efficient and effective manner. Internal control techniaues 

are the orocesses or documents that enable the control objectives to 

be achieved. 

Control techniaues should be defined in writinq. This documentation 

should be reviewed to determIne whether it provides reasonable 

assurance that the control objectives can be met in a consistent, 

efficient, and effective manner. If the control techniques are not 

adequately documented, such documentation should be developed and 

maintained as part of the overall documentation of the internal 

controls. 

The relationship between this and the prior task and the inherent 

risks in an event cycle cannot be overemphasized. Control objectives 

are established because a risk exists; internal control technlaues are 

implemented to prevent the specific risk from occurrlnq. For example, 

a oayroll system contains the risk of people qettinq paid for t?me not 

worked. An appropriate control objective would be that payments are 

made only in return for services. An internal control technique could 

be that time sheets include approval by a supervisor that the payment 

made is only for services actually performed. 

It is important to remember that there are inherent limitations that 

can constrain an agency's efforts to maintain effective internal 

control, Examples include budqet constraints, statutory or requlatory 

restrictions, staffing limitations, and other priorities. These 

constraints should be considered when evaluating the appropriateness 

of the control objectives and internal control techniques. 

' Identify whether there are any internal control techniques that are 

excessive, thereby treat lna inefficiencies and unnecessary costs. 
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A form that ma.y be useful in documentinq this information is presented In \ 
Exhibit 7. Appendices !? and 3-l presents appropriate control objectives 

for corn1011 event cycles. timilar lists can be obtained from the Genera? 

Accountinq Office, professional associations, and private organlrations' 

publications. 

The results of this process are an identification of (a) necessary internal 

control techniques (whose functionina has to be tested, as discussed in the 

next section); (b) control objectives for which the control techniques are 

not adequate and system corrections must be made; and/or (c) control 

techniques that are unnecessary and can be eliminated. 

TFFflNG OF THE INTERNAL CONTROLS 

The final step in an internal control review is the testino of the neces- 

sary control techniques to determine whether such controls are functioning 

as intended. This may be done by selectinq a samle of transactions and 

reviewina the documentation for those transactions, as well as making other 

observations and inauiries, and ascertainins whether the specified 

techniques are satisfactorily emoloyed. Various samolinp procedures may be 

useful for enhancinq the effectiveness of this orocess. The testing of the 

ADD systems lnay often require the use of advanced review procedures. 

Sometimes a specified control technique will appear to be inadequate for a 

given condition or will not be functioning properly. In those instances, 

the reviewer should evaTuate whether personnel are compensating for the 

shortcoming with other safequards, or whether compensating controls exist 

in interrelated systems not subject to review. 

The reviewer should complete this testing step by notino any necessary 

control techniaues not functionina as intended or not compensated for. Ue 

should also consider how such shortcominas should be addressed, i.e., by 

instituting new controls, improvina existina contruls, or acceptinq the 

risk associated with the shortcomina. A form for such notations is 

presented in Exhibit 3. 
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Aoency Comoonent: 

List of Internal Controls 

Proqram/Administrative Function - 

Event Cycle 

Control Oblectives Control Technique 
Strenqth (S) 
Weakness (W) 
Excessive (E) 

Comments 

Prepared by Ilate: 

Reviewed by Irate: 

EXYIRIT 7 
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Aaency Component: 

Tests of Internal Controls 

Proaram/Administrative Function - Event Cycle 

Necessary Control 
Techniaues 

Functioning 
(Yes or No) 

Adequate 
(Yes or NO) 

Comments 
and 

ecomnendations 

Prepared by 

Reviewed by 

Date 

Date 



REPORTING THE RESULTS OF THE INTERNAL CnNTROL REVIEWS 

l In what areas are control techniques excessive, thereby fostering a 

lack of economy or treat inq ineff iciencies? 

V-IO 

Two types of reports should result from the internal control reviews. The 

first are the reports for inttiatinq corrective action, prepared for the 

managers of the programs and administrative functions and other line 

managers. These reports, which may be written or oral, are discussed in 

the remainder of this chapter. The second type of report, discussed in the 

next chapter, is necessary to support the agency head's statement to the 

President and the Congress. 

Reports intended to obtain corrective action should contain an identl- 

f icatton of weaknesses within the system and tecomnendations as to how the 

vreaknesses can be corrected. Recommendations for possible tmprovements in 

the economy and efficiency of the internal controls should also be made, if 

appropriate. 

More specifleally, attention should be siven to the following: 

l In what ways is the aeneral control environment inadequate to 

provide the necessary atmosphere for the appropriate functioning of 

specific controls? I 

l In what areas are necessary control techniques nonexistent or 

inadequate? 

l In what areas are necessary control techniques not functioning as 

intended? 



l In what ways are execut ive, leuislative, or other manaqement 

requirements excessive, thereby creating inefficiencies? 

These reports should include recomrtendations for how such situations could 

be corrected or improved. In evaluating possible alternatives, considera- 

tion should be given to the costs and expected benefits of changes in 

order that control objectives can be achieved in a cost-effective manner. 

'vlhile it is sometimes difficult to determine the exact costs and benefits 

of suqgested improvements, it is desirable at least to estimate these 

amounts so that controls are not instituted that cost more than they 

save. 

Vulnerability assessments and internal control reviews and reports should 

not be an end in themselves. The recommendations should be considered by 

management on a timely basis and the appropriate corrective actions taken 

as promptly as possible. A formal follow-up system should be established 

that logs and tracks recorqnendations and target dates, provides assistance 

for the development of plans for implementation of the corrections, and 

monitors whether the changes are made as scheduled. The existing audit 

follow-up system could be used for this purpose. 
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CHAPTER VI 

REPORTING UNDER THE FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT 

The Federal tianagers' Frnancial Inteurity Act of 1982 requires a stateTent 

from each aqency head to the President and to the Conaress as to whether 

the aoency has established a svstem of internal accountina and 

administrative contra? in accordance with standards prescribed by the 

Comptroller General; and whether this system provides reasonable assurance 

that: 

l r)b liaations and costs are in accordance with ape licable law; 

' Funds, property and other assets are safeauarded aqainst waste, loss, 

unauthorized use, or misappropriation; and 

' Qevenues and expenditures are properly recorded and permit the 

preoaration of reliable financial and statistical reoorts. 

An aoency that follows these quidelines wtll be able to comply with the 

Act. 

RASIC STATEFAFMT 

Specificallv, an aaency followinq these auidelines will have the followinq 

in place: 

' Responsibility for directing a proaram to comely with the Act 

assigned to a high level official. 



l Agency internal control directives, tequlations and other 

materials published and disseminated throughout the organization. 

l documentation of the conduct and results of onaoinq vulnerability 

assessments and internal control reviews. 

' Documentation of corrective actions taken to strenqthen the internal 

control systems. 

l Inclusion of internal control elements in performance appraisa Is. 

. 'rlritten assurances from the desianated senior official respons ibis 

for coordinatinq the aqencywide effort and the heads of the aqency’s 
various otoanizational units, and comments from the Inspector General 
or eouivalent. (See Appendices C, 0, and E for examples) 

The existence of these elements, collectively, provides strong evidence 

that management, and other personnel, throughout the orqan ization, are 

coanizant of the imoortance of internal control and that the necessary 

evaluation and improvement processes are takino place. These are the two 

major conditions that support transmittal of the reauired statement. 

YATERIAL WEAKNESSES 

The Act also requires an agency to include within the statement to the 

President and the Congress a report listinq identified material weaknesses 

in internal accountinq and administrative control and a schedule for their 

correction. A material weakness is a situation in which the desioned 

procedures or the degree of operational compliance therewith does not 

provide reasonable assurance that the objectives of internal control 

specified in the Act are beina accomplished. The size of the aqencies and 

the complexities of their activities are such that even thouqh the elements 

listed in the Previous section are present, material weaknesses, as 

defined, could exist. 
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Another step, therefore, in Preparing the statement to the President and 

the Congress is for the senior official responsible for coordinating the 

agencywlde effort to use the internal reporting system described in 

Chapter II to determine whether any material weaknesses in internal 

accountinq and admInistrative control of siqniflcance to the President and 

the Congress were uncovered by the evaluation process. If there were, a 

brief description should be obtained along with the plans and schedule for 

correcting the weakness. This information would be incorporated into the 

report. 

Finally, the report can and should be used to demonstrate that the planned 

corrective actions have been taken. This can be done by includinq in the 

statment the status of actions taken to correct weaknesses in internal 

accountins and administratlve control identified in prior years' 

statements. 

CLASSIFIED MATTERS 

The statement must also be made available to the wblic. However, relevant 

InformatIon that is (1) soeclfically prohibited from disclosure by any 

provision of law; or (2) specif lcally required by Executive order to he 

kept secret in the interest of national defense or the conduct of foreign 

affairs, should not be included in the statement made avallable to the 

public. 

* * * * * 

A recommended statement format is provided in Appendix F. 
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GLOSSARY 

Aaency -- Any executive department or independent establishment in the 

Executive branch of the Government but not incl'udinq any Government 

corporation or agency subject to the Government Corporation Control 

Act, nor the United States Postal Service. 

Aaencv Comoonent -- A major organization, program, or functional 

subdivision of an agency having one or more separate systems of 

internal control. 

Assessable Unit -- A proaram or administrative function or subdlvision 

thereof which is to be the subject of a vulnerability assessment. 

Control Objective -- A desired goal or condition for a specific event 

cycle that reflects the application of the overall objectives of 

internal control to that specific cyc?e.l( 

Event Cycle -- I%%e processes used to initiate and perform related 

activities, create the necessary documentation, and qather and report 

related data. 

I/ Control objectives are not absolutes. Since the achievement of 
- control objectives can be and is affected by such factors as budget 

constraints, statutory and requlatory restrlctions, staff limitations, 
and cost-benefit considerations, the lack of achievement of control 
objectives does not necessarily represent a defect or deficiency in 
internal control. 



General Control Environment -- Various environmental factors that can . 

influence the effectiveness of internal controls over oroorm and 

admnlstrative functions. 

Inherent Risk -- The inherent potential for waste, loss, unauthorized use, 

or misaporopriation due to the nature of an activity itself. 

Internal Control -- The steps that an asency takes to provide reasonable 

assurance that obliaations and costs are in comoliance with 

aoplicable law; funds, property, and other assets are safeauarded 

aaainst waste, loss, unauthorized use, or misappropriation; and 

revenues and expenditures applicable to agency operations are 

oroperly recorded and accounted for to permit the preparation of 

accounts and reliable financial and statistical reports and to 

maintain accountability over the assets, 

Internal Control Review -- A detailed examination of a system of internal 

control to determine whether adequate control measures exist and are 

imolemented to prevent or detect the occurrence of ootential risks in 

a cost effective manner. 

Internal Control System -- The sum of the oroanization's methods and 

measures used to achieve the objectives of internal control. 

Internal Control fechnioue -- A process or document that is heina relied 

on to efficiently and effectively accomplish a control objective and 

thus help safeguard an activity from waste, loss, unauthorized use, 

or misaopropriation. 

-2. 



FJateriat Weakness -0 A situation In w)rich the designed procedures or decree 

of ooerational compliance therewith does not provide reasonable 
assurance that the objectives of internal control specified in the Dct 
are being accomplished. 

Vulnerability Assessment -- A review of the susceptibility of a proaram or 

function to the occurrence of waste, loss, unauthorized use, or 

misappropriation. 





APPEWI? A 

SAMPLE PARTIAL INVENTflRY OF CnYpCINENTS, 

PRG2AMS, AND AOMINIST'RATIVE FUNCTIONS 

This appendix illustrates an aporoach that a department/auency miqht use to ** 
inventor.v its components and proorams and administrative functions for 
purooses of conductino vulnetabiiity assessments. he example is based an 
operations of the Department of Commerce. 

Component (1) 

Patent and Trademark flffice 

Proaram and Administrative 
Function (21 

Patent process 
Trademark process 
Infurmation dissemination 
Administration 

National Bureau of Standards Measurement, research, and 
standards 

Enaineerina measurements and 
standards 

Comoutar sciences and technoloay 
Central technical su~poti 
Administration 

National Technica? Information 
Serv i cc 

Bureau of the Census 

Office of AdministratIon 

6 

6 

Program planning and personnel 
Information and resource 

management 
Operations/genera7 services 
Cantrollerls office activities 

Office of the Insmctor General Audit 
Investiaative 
?ollcy and planning 

Office of General Counsel 6 

Mfice of Public Affairs 6 

Office of Conoressional Relations 6 

11) This Is a oartlal listina. Other bureaus *old also he included as 
individual comoonents. 

(21 Proorams and administrative functions have only heen included for a few 
comonents. In actual use wourms and administrative functions for 
the other components would also be listed. 
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APPEYOix P 

CIlMMOM EVENT CYCLES AN0 StJtXt‘StE~ CONTRN OBJECTIVES 

IN FEDERAL AGEWfES 

This appendix presents a list of event cycles comonly found in Federal 

aaencies and agency components. Also included are certain types of assets 

that are hiuhly susceptible to loss and for which controls are vital, e.q., 

cash, materials and supplies. Finally, the list provides suqgested control 

cbiectives for each event cycle/type of asset. 

The purpose of the list is to help agencies and agency components identify 

the event cycles 'and types of assets and control objectives that need to be 

considered when performino internal control reviews. the list is neither 

all-inclusive nor mandatory. Aaencies will orobably operate event cycles 

not included on the list and certainly will not operate all cycles included 

in the list. Also, internal control objectives listed may not be appto- 

priate for a particular situation. Accordinoly, each aoency should use this 

list as a guide to identify event cycles and develop 3nternal control 

objectives for its programs and administrative functions that are covered by 

these auidelinos. (Similar lists are available from the Genera1 Accounting 

Office, professional associations, and private organizations.) 



Finally, in establishinq control ob.iectives and control techniques, as well 

as in performina internal control reviews, aqencies should be mindful of the 

inherent limitations (budaet constraints, statutory and requlatory restric- 

tions, staffinq limitations, etc.) which constrain aaency action. The lack 

af achievement of control ob.iect ives due to these systemic limitations or 

cost-effectiveness considerations cannot and should not be considered 

defects or deficiencies in internal controls. 

1. OPERATInMS CYCLES 

The operations cycles are intended to encompass the aqency's proqram 

activities that are sub.iect to these auidelines. the differences in 

aqency missions make it impossible to develop a representative list of 

operations cycles and corresoondinq control objectives. Hence, each 

aqencylagency component should examine its own oroarams and define the 

appropriate event c-ycles and control objectives. 

the,foUowina are the operations cycles for some tyoical qovrlmment 
uroqrams and the internal control objectives for these cycles. 

Production Activities 

The primary internal control ob.iectives normally associated with 

production activities include the following: 

(I) A production plan is authorized defining the products to be 

manufactured, the timina and quantities of production, and the 

needed inventory levels. 

(2) Lead time schedules are timely and accurate, and permit realistic 

due dates. 

(3) Product quality and enaineerinq standards exist and are monitored 

to ensure that quality products are produced as efficiently as 

possible. 
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Production controls exist to ensure that the plant is operatinq 

nitb the optima mix of resources including labor, equipment, and 

materials. 

Production controls exist to prevent the manufacture of 

unauthorized products or quantities of products. 

Resources used and products completed are timely and accurately 

reported. 

Production costs are computed accurately and recorded timely. 

Recorded balances of inventory, property, and related activity 

are periodically substantiated and evaluated. 

Loans and Loan Guaranties 

the primary internal control objectives mmal1.v associated with loans 

and loan guaranties include the followina: 

Applications for loans and loan auaranties are evaluated for 

aopropriateness of eliqibility, collateral, if reauired, and 

other qualifyinq criteria prior to approval. 

Security interest in property used as collateral is properly 

recorded, filed, and documents secured by a resoonsible 

custodian. 

Accurate receivables aqinqs are prepared systematically and 

timely. 

Loan and ?aan quaranty repayments are collected, controlled and 

reoorted in a manner that is consistent with applicable 

aopropriations, other law, and policy. 

Periodic estimates are made of uncollectible loan balances with 

such estimates timely reported to management. 

Proper write-off, conversion, and settlement or foroiveness of 

delinquent loans is assured. 



Grants 

The primary internal control objectives normally associated with qrants 

include the followino: 

(1) 

(3) 

(4) 

(5) 

(6) 

(7) 

(8) 

(91 q 

Accurate maintenance of the factors used in distribution formulas 

for entitlement grants. 

Grantees' program eligibility requirements are sufficiently 

detailed to ensure that the proqram beneficiaries and other 

interested partles understand the qualifications to receive 

prescribed benefits. 

Grantees maintain sound orqanitational, budqetary and accounting 

systems that are osrlodically reviewed and evaluated. 

Grantees' procurement procedures comply with reuulations. . 

Grantees properly maintain, safeguard, and account for 

qovetnment-financed property and equipment. 

Grantees maintain current cost allocation plans and overhead 
rates. 

Grantees are paid only for allowable costs and amounts. 

Financial and compliance audits of grantee activity performed at 

least once every two years. 

Prompt and appropriate qrant close-out act ions are taken. 

II. 11LJTERbJAt MANAGEMENT AND ADMINISTRATlON CYCLES 

Orqaniration 

The primary internal control objective normally associated with 

orqanitation includes the following: 

(1) Responsibility for the performance of all duties is speciflcaliy 

assigned and appropriately separated alonq with necessary 

deleqations of authority to sufficient numbers of aualified 

emloyees. 
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Personnel Polricies and Practices 

l 
The primary internal control objectives normally associated with personnel 

policies and practices include the followinq: 

Personnel ceilinqs are strictly enforced. 

Recruitment, training, evaluation, and‘termlnation practices are 

operating in accordance with applicable laws and reaulations and 

in a manner that promotes economy and efficiency of operations. 

Appropriate standards of conduct are corrrnunicated and enforced. 

ly and accurately . Employment records are promptly, coma lete 

estalished with proper safequards ana lnst 

the preoaration of fictitious records. 

unauthorized access or 

Administrative Support Services 

The primary internal control objectlves normally associated with 

administrative services include the followina: 

U! Services provided meet the oruanization's Teoitimate needs. 
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(2) Services are conducted in a manner that promotes economy and 

efficiency in ooerations. 

(3) Safeauards exist to Prevent unauthorized or 'wasteful use of such 

services. 

(See Apoendix S-11 

Advisory and Technical Services 

The primary internal control ob!ectives normally associated with 

advtsory and technical services include the following: 

!I) <ervices orovirted meet the oraanization's leaitimate needs. 

(2) Services are conducted in a manner that promote economy and 

efficiency in operations. 

(3) Safeouards exist to prevent unauthorized or wasteful use of such 

services. 

Security and Safeauardinp of Classified Material 

The primary internal control objectives normally associated with 

security and safeauardina classified material are the following: 

(1) Documents are apwopriate1.y classified. 

(2) Aopropriate safeuuarrls exist to Prevent unauthorized access to 

classified materials. 
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Audit Followuo 

The primary internal control object 

followuq include the followinp: 

(2) 

(31 

PI 

0) 

(7) 

(8) 

(9) 

ives normally assoc iated with aud 

Audit resolution and corrective actions pertaining to audit 

recommendations are made on a timely basis. 

Audits resolved and corrective action on audit reconendations are 

scheduled in accordance with specific criteria. 

Accurate records of the 'status of audit reports and recommendations 

are maintained throuqh the entlre process of resolution and 

corrective action. 

Major disaqreements between the audit organization and aqency 

management or contracting officials are resolved on a timely basis. 

istent with law, reau lation, and Resolution actions are cons 

Administration policy. 

it 

Reso 1 ution and correction action on recommendations involvinp more 

than one program, aqency, or level of government are coardinated. 

Reau i red reports are reliab e, accurate, and submitted on a timely 

basis. 

Claims arisinq from audit d sallowances are promptly recorded as 

receivables and collected in accordance with the Federal Claims 

Collection Act. 

Interest on audit-related debt is charqed promptly, with-out repard 

to whether the disallowance is or Hill be appealed. 



III. INF@WlTIflN PROCESSING AND REPORTING CYCLES 

Information Collection 

The primary internal control objectives normally associated with 

information collection are the following: 

(1) Information collected is meaningful and useful. 

(21 Information collected is reliable. 

(31 Information is arranaed in an orderly fashion. 

(41 Information is maintained on a current basis. 

Corresoondence Handlina 

The orimary internal control objectives normally associated with 

correspondence handlinq are the following: 

(I) Correspondence is channeled to the appropriate parties. 

(21 Replies are made promotl‘y, accurately and resoonsively. 

Records Maintenance 

The primary internal control objectives normally associated with 

records maintenance are the followina: 

(1) Records are readily available. 

(2) Records are adequately protected. 

(3) only necessary records are retained. 

Automatic Oata Processinq 

The primary internal control ob,iectives normally associated with 

automatic data processing are as follows: 



(1) Prooer authorization of transaction inputs, adeauate edit checks, 

and necessary safeauards of sensitive input forms to insure 

accurate, proper, complete and timely entry of information. 

(2) Data is safeauarded to prevent unauthorized access, improper 

chanaes, or loss. 

(3) Appropriate controls exist to detect unauthorized use of the 

system. 

(4) Outputs produced accurately, comp'letely and timely. 

IV. ASSET AM@ LIA81l.Il-Y CYCLES 

Cash 

The orimary internal control objectives normally associated with cash 

include the followina: 

Physical security safauards maintained where cash is stored and 

processed. 

Cash, check sinning machines, siunature dies, and blank, 

partially prepared, mutilated, and voided checks are protected 

from unauthorized use. 

Receipts are recorded properly and timely and deposited promptly. 

Disbursements are recorded properly and timely. 

Effective cash manactement system is maintained. 

Negotiable Instruments and Other Investments 

The primary internal control objectives normally associated with 

necrotiable instruments and other investments include the following: 

(1) Physical security' safeguards are maintained where negotiable 

instruments and other investments are stored and processed. 

(2) Rends, drafts, and other securities are orotected from 

unauthorized use. 
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(3) Timely and accurate accountinq is maintained. 

(4) Investments comply with leaal raauirements, 

(6) Interest and other investment income is collected promptly when 

due. 

Letters of Credit 

The brimaty internal control objectives normally associated with 

letters of credit include the followinq: 

(1) Letters of credit are issued on1.y to larqe dollar recipients who 

have a continuing relationshio with the Federal Government and an 

adequate cash manaaemcnt system. 

(2) Mounts available under letters of credit do not exceed available 

award authority or imediate cash needs. 

(3) Assurance exists that funds are used only for intended purpose, 

(4) Cash balances in recipients' hands do not exceed recipients' 

needs. 

Receivables 

The primary internal control objectives normally associated with 

receivables include the followina: 

Prompt and accurate recordina of al 1 receivables. 

Ability to determine and report sources and aqe of receivables. 

Continuous and timely attempts are made to collect receivables 

due. 

Identification of the portion of the receivables that may not be 

collectible. 

Validity of write-offs, conversions, and settlement or 

foraiveness of receivables, 

Reoayments collected, controlled and reoorted in a manner 

consistent with applicable law and requlations. 

Title to prooerty used as collateral is properly recorded, filed, 
and secured. 



Capital Assets and Material Tnventories 

The primary internal control objectives normally associated with 

capita? assets and material inventories include the following: 

0nTy authorized and needed property is Procured. I 

Peceipts of property are recorded timely and accurately in source 

documents and accountinq records. 

netailed subsidiary records are maintained for individual capita? 

assets and significant categories of material inventories and #are 

periodically reconciled to control accounts. 

Periodic ohysical verification is made of the existence and 

conditicn of property and inventories. 

Physical security measures are commensurate with the size, type, 

and value of property. 

Issues, transfers, retirements, and losses are reported and 

accounted for timely. 

Assets are Properly reauisitioned and used exclusively for' 

aovernment activities. 

Records of asset use are accurately maintained. 

Payables, Debt, and Other Liabilities 

The primary internal control ob,jectives normally associated with 

payables, debt, and other liabilities include the followino: 

(1) All payables and other claims aoainst the Government are recorded 

promptly and accurately. 

(2) Prepapent examinations and certiftcations of performance are 

made to ensure validity and clerical accuracy of claims prior to 

payment. 

(3) Debt and th o er long-ten liabilities are properly authorized, 

recorded and serviced in accordance with aoplicable laws and 

teaulations. 
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Fiduciary and Trust Funds 

The primary internal control ob.iectives normaliy associated with 

fiduciary and trust funds include the followina: 

!I! Liabilities to others are recorded properly. 

(2) Oetail d e subsidiary records are maintained and are periodically 

reconciled to control accounts. 

(3) Funds are handled in accordance with applicable law and 

requlations. 

(6) Effective control is maintained by responsible officials. 

(5) Renefits and other disbursements are subject to comparable 

controls to other pavments. 

v . RECEIPTS CYCLES 

Taxes and Duties 

The primary internal control ob.iectives normally associated with taxes 

irat ions 

and duties include the followinq: 

(11 Taxlnq proorams are aoplied to all individuals and orqan 

subject to taxes. 

(2) Tax returns and assessments are reasonably correct. 

(3) All receipts are recorded accurately and timely. 

(4) Receiots are safeauarded while in the custody of the aaency and 

promptly transferred to the Treasury. 

(5) Settlements, allowances, and refunds are properly authorized. 

(6) Taxing proqrams are administered in accordance with applicable 
laws and reaulations. 

Services Rendered 

The orimary internal control objectives normally associated with 

services rendered include the follawinq: 



(2) Receiots 

(3) Receipts 
l3romDtly 

(4) Services 

with app 

are recorded accurately and timely. 

are safequarded while in the custody of the agency and 

transferred to the Treasury. 

rendered and related charges are conducted in accordance 

licable laws and regulations. 

(3.) Pevenues are recorded Mediately as services are rendered with 

accounts receivable promotly set up and billed on a timely basis 

if not paid in full. 

nther Sales 

lly associated with other The primary internal control objectives norma 

sales include the followinq: 

Sales are recorded imnediately as items are sold with accounts 

receivable promptly set up and billed on a timely basis for 

non-cash sales. 

Receipts are recorded accurately and timely, 

Receipts are safequarded while in the custody of the aoency and 

are promptly transferred to the Treasury. 

Sales of aoods, prooerty, equipment, bonds, notes, and other 

items are conducted In accordance with aoplicable laws and 

requlations. 

Fines, Penalties, and Judoments 

The primary internal control objectives normally assocrated with fines, 

penalties, and judqments include the follouing: 

(1) Fines, oenalties, and judqments are levied on or souuht from 

individuals and organizations as required by laws or regulations. 

(2) Fines and penalties are charoed at the proper statutory rate. 
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(31 All receiots are recorded accurately and timely. 

(6) Receipts are safequarded while in the custody of the aqency and 

are promptly transferred to the Treasury. 

(5) Rescissions and forqivenesses are properly authorized. 

Other Receivable Collections 

The primary internal control objectives normally associated with other 

receivable collections include the followinq: 

(1) All recelots are recorded accurately and timely. 

(2) Receipts are safequarded while in the custody of the aoency and 

are uromotly transferred to the Treasury. 

(3) ?rocedures for effectinq collection, includinq offset and 

installment pa-merits, are utilized on a timely basis. 

fkher Receiots 

The primarv internal control objectlves normally associated witfi other 
I 
receipts Include the following: 

(1) All receipts are recorded accurately and timely. 

(2) Receipts are safeouarded while in the custody of the aqency and 

are oromptly transferred to the Treasury, 

(31 Honies are requested and received in sit&ions where warranted in 

accordance with apolicable law and reaulations. 

VI. EXPENDITURE CYCLES 

Payroll, Pensions and Other Fringe Renefits 

The primary internal control objectives normally associated with 

payroll, pensions and other frlnqe henefits include the followina: 
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(1) 

(2) 

(3) 

(4) 
(5) 

(61 

Appropriate authority exists for the appointment, change, and 

termination of all personnel. 
. 

Compensation and benefit payments are in accord with current 

statutory or requlatory 1 imitations. 

Paments are made only in return for services rendered. 

Gross and net payroll amounts and payroll deductions are correct, 

Payroll charqes, includina fringe benefits, are recorded and 

distributed promptly. 

Timely, accurate and complete subsidiary records are maintained 

of vacation, sick leave and other balances. 

Federal Assistance Payments to Other Governmental Units and 

Individuals 

The primary internal control objectives normally associated with 

Federal assistance payments to other aovenmental units and individuals 

include the followina: 

w disbursements are valid and properly approved. 

(2) Disbur sements are recorded promptly and accurately to the 

aporopriate accounts. 

(3) Payments are within budget limits and in accordance with 

applicable laws, regulations, and aareements. 

(41 Payments are made only to eligible recipients for eligible costs. 

(5) Payments are made oromotly and in full. 

Procurement and Acauisition 

The primary internal control objectives normally associated with 

procurement and acquisition include the following:. 

(I) Ali purchases are authorized within budget limits and made in 

accordance with applicable laws, reaulations, and agreements. 
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. (2) Government has oaid lowest orices commensurate with quality, 

service, dellvery and reliability. 

(3) Purchases and acauisitions are received and examined for 

acceatabllity. 

(4) Disbursements are valid and properly aporoved. 

(5) Disbursements are made on a timely basis. 

(6) Disbursements are recorded promptly and accurately to the 

aooropriate account. 

Travel Advances and Relmhutsements 

The primary internal control obiectives normally associated with travel 

advances and reimbursements include the followinn: 

(11 Travel reimbursements and advances Provided only for proper1.y 

authorized travel . 

(3) haunts paid are in accordance with applicable qovarnment travel 

regulations. 

0) Reimbursements are timely, orooerly aDprOved, and properly 

recorded to the appropriate account. 

(4) Advances are liquidated within reasonable time periods. 

Other Experuiitures 

The primary internal control ob.iectives normally associated with other 

expenditures include the followinq: 

(1) Expenditures are valid and properly approved. 

(2) Expenditures are recorded promptly and accurately in the 

aopropriate accounts. 

(3) Debt service requirements, refunds, valid claims and other 

appropriate oa-yments are made timely in full accordance with 

aiolicable laws, renulations, and aqreements. 
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WGGESTED CQFlTROL ORJECTIVES FOR SEtECTEp AOMINISTRATIVE 

SUPPORT SERVICES 

Included in Appendix 53 are sugaested control objectives for the generic 

category administrative support services. The Office of Management and 

Rudget has developed a series of model 

administrative supffort services. This 

objectives for selected administrative 

models. 

control systems for specific 

Appendix presents suggested control 

services drawn from those control 

Periodicals, Pamphlets, and Audiovisual Products 

l Periodicals, pamohlets, and audiovisual products are related to aaency 

mission, contribute to solution of an identifiable need, and are 

appropriate in format and scope for the intended audience. 

l Periodicals, samohlets, and audiovisual products are not duplicative of 

other materials that convey t!!e same message. 

' Periodicals, pamphlets, and audiovisual products are produced or 

acquired in a cost-effective manner, 

' Completed periodicals, pamphlets and audiovisual products are 

consistent with planned product and distributed in conformance with 

approved distribution plan. 
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Consultina and Related Services 

' Services are secured for an aoprooriate purpose, i.e., to obtain 

specialized opinions or professional or technical advise which does 

not exist or is not available within the agency or another agency, 

outside points of view to avoid excessively limited judgments on 

critical issues, advice regardina developments in industry, 

university, or foundation research, opinion of noted experts whose 

national or international prestiqe can contribute to the success of 

important projects, or assistance to complete a necessary pro.ject 

within a specified period of time. 

l Services are not used to perform work of a policy/decision-makinq or 

manaqerial nature that is the direct responsibility of aqency 

officials; or to b-ypass or undermine Personnel cei.linos, pay 

limitations, or comoetitive employmt wocedures; or to aid in 
influencing or enacting leqislation. 

l Services are secured throuqh maximum competition, without preference 

to former aovernment employees. 

l Payments for services bear a relation to work completed. 

l Services provided meet the orqanitation's specific needs and advice 

and reconanendations are implemented, unless there are valid reasons to 

the contrary. 

tons-Term Trainina 

' Lono-term training is orovided only-when the necessary set of 

knowledqes or skills requires a cowrehensive study proqram which 

cannot be accomolished by a series of unconnected short-term courses; 

the time span for the acquisition of the knowledoe or skill is such 

that a concentrated or lonq-ten program is most feasible; and the set 

of knowledqes or skills is so complex, new, or unique that it cannot 

be readily obtained on a short-term basis or throuah other means. 



' nominees continue in aqency service for an appropriate period 

following completion of long-term training. 

l Lonq-term trainina is relevant to selected employees' current and/or 
projected assignments, required skills and knowledge, individual 

development plan, and career potential; and is appropriate for his or 

her comitment to the orqanitation and Federal service. 

Soace Acauisitian and Utilization 

' Heed for and intended use of space is adeauately justified. 

' Reauestinq unit conforms with space allowance standards. 

l Request cannot be met by realiqnment of existing space assiqnments or 

use of vacant or under-utilized space. 

' Space is leased on the most favorable basis to the Government, with 

due consideration to maintenance and operational efficiency. 

. Lease charqes are consistent with orevailinq scales in the community 

for comparable facilities. 

l Legal requirements, e.q., facilities for the handicapped, fire safety 

features, are satisfied. 

l Lease contains provisions necessary to administer the aqreement, s&h 

as duration of lease, including clearly stated renewal riqhts; base 

for future escalations; liquidated damaqes provision; stated costs for 

overtime usage; and termination rights. 

l Lease conforms with agency and Administration qoals and priorities and 

leqal rewirements. 
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APPENDIX C 

SAMPLE LETKR FOR WRITTEN ASSURANCE TO THE 

MENCY HEAO FROM DESIGNATED SEI(IOR OFFICIAL 

Dear (agency head): 

In accordance with your delegation of responsibilities to me, I have 

directed an evaluation of the system of internal accounting and 

administrative control of (name of agency) in effect'durtnq the year ended 

. As required by the Federal Managers Financial In$ggrity Act, this 

evaluation has been conducted in accordance with Guidelines for the 

Evaluation and Improvement of and Reoortina on Internal Control Systems in 

the Federal Government, issued by the Director of the Office of Management 

and kdaet, in consultation with the Comptroller General, and accordingly 

included an evaluation of whether the system of internal accounting and 

administrative control of (name of aaency) was in compliance with the 

standards orescribed by the Comptroller General. 
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' The objectives of the system of internal accountino and administrative 

control of the (name of aqency) are to Provide reasonable assurance that: 

-- Oblioat ions and costs are in compliance with aDplicable law; 

-0 Funds, property, and other assets are safequarded aqainst waste, 

loss, unauthorized use, or misappropriation; and 

-- Revenues and expenditures apolicable to aqency ooerations are 

properly recorded and accounted for to permit the preparation of 

cal reports and to accounts and reliable financial and statist i 

maintain accountability over the assets. 

The concept of rqtsonable assurance recognizes that the cost of internal 

control should not exceed the benefits expected to ti derived therefrom, 

and that the benefits consist of reductions in the risks of failinq to 

achieve the stated obiectives. Estimates and Sudqments are required to 

assess the emected benefits and related costs of control procedures. 

Furthermore, errors or irrectularities may occur and not be detected because 

of inherent limitations in any system of internal accountina and 

administrative control, includinq those limitations resultinq from resource 

constraints, Conqressional restrictions, and other factors. Finally, 

proiection of any evaluation of the system to future periods is subject to 

the risk that procedures may be inadequate because of changes in conditions 

or that the degree of compliance with the procedures may deteriorate. 

Nonetheless, I have taken the necessary measures to assure that the 

evaluation, identified in the first paraqraph, has been conducted in a 

thorouah and conscientious manner. 
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The results of the evaluation, assurances oiven by heads of oraaniza- 
tional units, and other information provided indicate that the system of 
internal accountinq and administrative control of (name of aqency) in 
effect during the year ended (date), taken as a whole, complies with the 
requirement to provide reasonable assurance that the above-mentioned 
ob,fectives vre achieved within the Timits described in the precedina 
paraqraoh; 
weakness e&l 

The evaluation, however, did disclose the following material 

: 

(LIST OF MATERIAL WEAKNESSES+ 

Attachment A to this report contains the won-mended plans and schedules 
for cotrectina such weaknesses,L' and the status of actions taken to 

2/ correct weaknesses identified in prior years' reports: 

( SIGNATURE) 

L/ If there are no material weaknesses, this sentence should be deleted, 
and there would be no list or portion of Attachment A containing plans 
and schedules for correctina such weaknesses. 

z/ ff there uere no actions taken durina the past year to correct 
* weaknesses, or no identified weaknesses for which corrective actions 

remain to be taken, this phrase would be deleted. 





SAMPLE LETTER FOR WRITTEN ASSURANCE TO THE 

AMNCY HEAD FROM THE HEAD OF AN ORGAtiIZATIOYAL ltNlT 

near (aqency head): 

As (title) of the (name of organizational unit) of the (name of aqency), I 

am counirant of the importance of internal controls. I have taken the 

necessary measures to assure that the evaluation of the system of internal 

control of [name of orqanitational unit) has been conducted in a 

conscientious and thorough manner in accordance with Guidelines for the 

Evaluation and Imcwovement of and Regertinq on Internal Control Systems in 

the Federal Government, issued by the Director of the Office of Manaqement 

and Rudqet, in consultation with the Comptroller General, and accordingly 

included an evaluation of whether the system of internal accountinq and 

administrative control of (name of agency) was in compliance with standards 

prescribed by the Comptroller General. 

The objectives of the system of internal accounting and admjnistrative 

control of tie {name of agency) are to provide reasonable assurance that: 

-- Obliaations and costs are in compliance with applicable law; 

-- Funds, property, and other assets are safeauarded aaainst waste, 

loss, unauthorized use, or misappronriation; and 
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-- Revenues and exoenditures apblicable to aqency ooerations are 

prooetly recorded and accounted for to permit the preparation of 

accounts and reliable financial and statistical reoorts and to 

maintain accountability over the assets. 

The concept of reasonable assurance recoonizes that the cost of internal 

control should not exceed the benefits expected to be derived therefrom, and 

that the benefits consist of reductions in the risks of failinq to achieve 

the stated objectives. Estimates and judgments are required to assess the 

expected benefits and related costs of control procedures. Furthermore, 

errors or irreqularities may occur and not be detected because of inherent 

limitations in any system of internal accountinq and administrative control, 

includinq those ltmitations resulting from resource constraints, 

Conoressional restrictions, and other factors. Finally, projection of any 

evaluation of the system to future periods is subject to the risk that 

orocedures may be inadequate because of chanaes in conditions or that the 

deqree of compliance with the procedures may deteriorate. 

The results of the evaluation, performed in accordance with the quidelines 

identrfied in the first paraqraph, and other information provided indicate 

that the system of internal accountinq and administrative control of 

(orqanirational unit) in effect durinq the yew ended (date), taken as a 

whole, complies with the reauirement to provide reasonable assurance that 

the above-mentioned objectives were achieved within the limits described in 



the preceding paragraph. The evaluation, however, did disclose the 

followins material weaknessesl/: 

(LIST OF MATERIAL EAKNESSE& 

Attachment A to this report contains the (name of organizational unit's) 
l/ plans and schedules for correcting such weaknesses,. and the status' 

of actions taken to correct weaknesses identified in prior years' 
2/ reports .- 

Lr If there are no material weaknesses, this sentence should be #eleted, 
and there would be no list or portion of Attachment A containina plans 
and schedules for correcting such ueaknesses. 

z/ If there were no actions taken during the past year to correct 
weaknesses, or no identified weaknesses for which corrective actions 
remain to be taken, this phrase would be deleted. 





WENO?X E 

W'PLE LETTER FOR CO~JW~T'S TO THE AGENCY HEAD 

FRIIM TVE INSPECTOR GENERAL QR EQUIVALFNT 

neat (agency head): 
. 

I have conducted a limited review to determine whether the evaluation of the 

system of internal accounting and administrative contra?, as described in 

Guidelines for the Evaluation and Irnorovement of and Reoortinq on Internal 

Control Systems in the Cedera? Government, issued-by the Director of the 

Office of Management and Budqet, in consultation with the Comptroller 

General, has been carried out in a reasonable and prudent manner in the 

(agency) for the year ended (date). Ouring this limited review, nothinq 

came to my attention that would indicate that the (agency) did not comply 

with the above-mentioned guidelines. 

(SIGNATURE) 
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APPENDIX F 

SAMPLE WERNAL CONTROL STATEMENT 

(AN~ wdRT, If APPLICA~LE~~ 

bear Mr. President: 

An evaluation of the system of internal accounting and administrative 

control of (name of agency) in effect during the year ended (date) was 

petfomred in accordance with Guidelines for the Evaluation and Improvement 

of and Reoortina on Internal Contra? Systems in the Fedetal Government, 

issued by the Director of the Office of Management and Budget, in consulta- 

tion with the Comptroller General, as required by tie Federal Managers' 

Financial Integrity Act of 1982, and accotdinqly included an evaluation of 

whether the system of intkrnal accountina and administrative control (name 

of agency) was in compliance with the standards prescribed by the 

Camptroller General. 

The objectives of the system of internaT accountina and administrative 

control of the (name of agency) are to provide reasonable assurance that: 

- Obligations and costs are in compliance with aoplicable law; 

-- Funds, propetty, and other assets are safeguarded against waste, 

loss, unauthorized use, or misappruptiation; and 

- Revenues and expenditures applicable to agency operations are 

properly recorded and accaunted for to pennit the preparation of 

accounts and reliable financial and statistical reports and to 

maintain accountability over the assets. 



The concept of reasonable assurance recopnires that the cost of internal 

control should not exceed the benefits expected to be derived therefrom, 

and that the benefits consist of reductions in the risks of failing to 

achieve the stated objectives. Estimates and judgments are required to 

assess the expected benefits and related costs of control procedures. 

Furthermore, errors or irreqularities may occur and not be detected because 

of inherent limitations in any system of internal accounting and admin- 

istrative control, including those limitations resulting from resource 

constraints, Conqressional restrictions, and other factors. Finally, 

projection of any evaluation of the system to future periods is subject to 

the risk #at procedures may be inadequate because of chanqes in conditions 

or that the dearee of compliance with the procedures may deteriorate. 

The results of the evaluation described in the first paragraph, assurances 

given by appropriate (name of agency) officials, and other information 

provided indicate that the system of internal accounting and administrative 

control of (name of agency) in effect during the year ended (date), taken as 

a whole, complies with the requirement to provide reasonable 8sswance that 

the above-mentioned objectives were achieved within the limits described in 

the precedinq paraqraoh. The evaluation,. however, did disclose the 
fol lowinq material weaknesseg: 

(LIST OF MATERIAL WEAKNESSES~ 

Attachment A to this statement contains th$ (name of aqency) plans and 

schedutes for correcting such weaknesses,- and the status of actions 

taken to correct weaknesses identif led in prior years’ reports.3! 

( S IGNANRE) 

A/ If material weaknesses in systems subject to these quidelines are found, 
this sample constitutes the statement and report required by the-Act. 
ff material weaknesses are not found, this sample, as adjusted, 
constitutes the statement required by the Act. 

z/ If there are no material weaknesses, this sentence should be deleted, 
and there would be no list or portion of Attachment A containing plans 
and schedules for correctinq such weaknesses. 

i/ If there were no actions taken during the past year to correct 
weaknesses, or no identified weaknesses for which corrective actions 
remain to be taken, this phrase would be deleted. 
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APPENDIX V 

Quick Reference To Work Steps 
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APPENDIX 'V 

PREFACE 

Appendix V sequentially schedules the work steps for each 

task under the four major audit segments. Each work step is 

referenced to the page where it is listed in the Audit Method- 

ology portion of the Manual. The schedule identifies, for each 

work step, the type of audit(s) (i.e., entire agency, a compo- 

nent thereof, or specific system) for which the step is normally 

applicable. Also, the schedule identifies the main source(s) of 

the information needed to perform the work step. Finally, the 

schedule lists the main output (i.e., workpapers or other docu- 

menation) developed in carrying out each work step, and refer- 

ences the work step to Appendix VI, which fully describes the 

documentation and contains sample formats. The illustrative 

schedule on page V-3 further describes the structure and content 

of the work step schedules. 
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This quick reference to the work steps in the CARE-based audit methodology 
to review and evaluate the operations of agency accounting and financial 
management systems is designed to provide audit staff trained and familiar 
with the audit methodology a quick reference to the work steps. This appendix 
comsists of the following five segments: 

--Guidance on how to use this appendix. 

--General Risk Analysis Segment. 

--Transaction Flow Review and Analysis Segment. 

--Compliance Tests and Analysis Segment. 

--Substantive Tests and Analysis Segment. 
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PERFORM 
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3 OBJECTIVES: Th Is section presents 
the work objective to 
be achieved. 

WORK STEPS: Thls section sets forth 
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to be done. 
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GENERAL RISK ANALYSIS 

SEGMENT 



The General Risk Anelysls Segment Includes the following Tasks: 

Task I - identify and Document Speclflc Responslbllltles, Authorized Resources, 
and Organizational Structure of the Agency or Major Orgsnlzstlonal Component 
ot the Agency. 

Task II - ldentlty and Docoument the General Control Environment of the Agency or Major 
Drganlrstional Component of the agency. 

Task III - ldentlfy and Document the Finsnclal Management Structure of the Agency or 
UsJor Drganlzatlonal Component of the Agency. 

Task IV - Identify and Document Accounting Standards. Other System Requirements, and 
Internal Control Requirements --Control ObJectIves--For the Agency’s Systems. 

Task V - Complete on Inltlal Risk Ranklng of the hgency’s Accounting and Flnsnclsl 
Management Systems. 
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EGMENT: GENERAL RISK ANALYSIS 

ASK I : ldentlfy and Document Specific Respon- 
sibllltles, Authorized Resources, and 
Orgsnlrstlonal Structure of the Agency 
or HaJor Organizational Component of 
the Agency 

4-3 

4-3 

4-3 

OBJECTIVE: 
Understand and document the over- 
all mlssion; Speclflc progran, 
sdmlnlstrstlve, and flnanclsl 
responsiblllties; authorized re- 
*o”t-ce*; and organIzational 
structure of the agency selected 
for review. 

WORK STEPS: 
1. Obtain the organlzatlon charts 

and mlsslon statements for the 
agency’s orgsnizatlonsl compo- 
nents. 

2. For each organlzatlonal component 
determlne all of the program, 
admlnlstratlve, and flnanclal 
functions It performs. 

3. Obtaln the current budget author- 
Ity for the agency and relate the 
budget suthorlty to each of the 
agency’* organlratlonal compo- 

nents and to each of the agency’s 
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LEGWENT: GENERAL RISK ANALYSIS 

iASK I : ldentlty and Document Specltlc Respon- 
slbllltles, Authorized Resources, and 
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the Agency 

WORK STEPS: 
3. Continued. 
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Component of 
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rlnsnclal functions. 

4. Identify and document the key 
management oftlclals and their 
spaclflc responslbllltles for 
each ot the agency’s specific 
program, admlnistrstlve, and 
~Inanclol fu”ctio”s. 

5. Prepare e. workpaper summary (1) 
relating the agency’s specltlc 
program, adminlstrotlve, and 
tlnancial functions to the 
agency’s current budget author- 
IV. (2) Ilstlng the agency’s 
organlzatlonal components and 
key management officials respon- 
ble for each ot the agency’s 
program, admlnlstrative, and II- 
nsnclal runctlons, and (3) Indl- 
eating the kind and number of 
flnenclal management cycles sys- 
tems the agency should operate 
and whether they appear rs0so”- 
able. 
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EGMENT: GENERAL RISK ANALYSIS 

‘ASK I I: ldentlfy and Document the General Con- 
trol Environment of the Agency or Najol 
Orgenlzatlonsl Component of the Agency 
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OBJECTIVE: 
Understand and document the gen- 
eral control environment of the 
entity Selected for review to 
Include general controls over 
supportlng ADP operations. 

WORK STEPS: 
1. Obtain agency statements and re- 

ports submitted to satisfy re- 
qulrerents of the Federal Nsn- 
agers’ Flnanclol lntegrlty Act 
of 1982 and agency actlons to 
satisfy OMB Circular A-123. 

2. Determlne how the agency Identl- 
ftod those araas for which Inter. 
nal control reviews were or Will 
be performed. 
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IEGMENT: GENERAL RISK ANALYSIS 

‘ASK I I: ldentlfy and Documen+ the General Con- PERFORM 
trol Environment of the Agency or MsJor STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN- 

Organ lzat lonal Component of the Agency OUT- DIX VI 
Pr lor PUT REFER- 

Budget Aud It ADP Agency ENCE 
Consider lng Cons lder lng Cons lder lng Requests Reports HanUalS Flies 

Entire Components Speclf IC Pr lor Appro- Such As and and 

Agency of Agency FIA Agency pr la- GAO DOCU- Docu- 
as Enttty Agency System(s) Work Manual 5 t Ions and IG merits merits 

rage WORK STEPS: 
ictwenca 3. Determlne whether Internal con- X X X X 

trol revlsws rll I be performed 
4-5 for sll hlgh risk crltlcal areas 

on a timely bssls. Al so, ascer- 
taln If Internal control revlers 
~111 be performed for other 
areas. 

4-6 4. Determlne what actlons the agency X X X X x 
has planned or has taken to as- 
sure that the degree of Internal 
control testing and analysis will 
consider the risks and potential 
benaflts (such as how much will 
It cost to test a control versus 

how crltlcal the control Is or 
how much rlsk are we taklng by a 

not testlng the control). 

4-6 5. Determlne rho ~111 perform the x - X X X 
lnternsl control review (managers 
Internal revleNs staffs, 
Inspector general, management 

analysts. or outslde contractqrs) 
and consider whether their 
level Of knowledge and expertise 

are adequate. 
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‘ASK II: ldentlfy and Document the General Con- 
trol Environment of the Agency or MaJor 
Organ lzat lonsl Component of the Agency 
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WORK STEPS: 
6. Dstermlne to what extent the fn- 

specter general or internal audit 
staffs ~111 be Involved In the 
Internal control review proce*s, 

and evaluate whether they have 
prov lded adequate gu ldance and 
ass Istance. 

7. Deternlne If the agency has 
establ lshed adequate formal fol- 
low-up systems to (1) log and 
track correct Ive act tons and 
target dates. (21 develop 
plans to implement carrectlve 
act Ions, and (3) monitor whether 
ectlons are Implemented In an 
affective and timely manner. 
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‘ASK II: ldentlfy and Document the General Con- 
trol Envfrcwment of the Agency or MaJor 
Organtratlonsl Component of the Agency 
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WORK STEPS: 
6. Determine how the followup system 

vtll be notlfled of weaknesses 
and related corrective sctlons 
ldent If led by 

--vulnerablllty assessments, 
and 

--Internal control revlers. 

9. Determlne how the followup system 
ensures that 

--vulnerabll Ity assessments 
be scheduled and completed 
In a timely manner, 

--Internal control reviews 
are scheduled and completed 
In a timely mbnner. 

--corrective actfoils result- 
Ing from vulnerabll Ity 

assessments and internal 
control reviews are Imple- 
mented In an effective and 
tlnely manner. 
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‘ASK I I: ldentlty and Document the General Con- 
trol Environment ot the Agency or MaJor 
Organ lzat lonal Component of the Agency 
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WORK STEPS: 
10. Oetermfne Inspector general and1 

or internal audit Involvement ir 
assuring corrective actIons 
are Implemented ettectlvely and 
promptly and what. If any. planr 
exist tor subsequent 
audits. In addltlon, determlne 
how the followup system will be 
used to support the agency’s 
annual reports to the President 
and the Congress. 

11. DetermIne and document agency 
Internal audit and Inspector 

general coverage of agency’s 
t lnanclal operat Ions. I” doing 
thls work, obtain: 

--Internal audit and IG re- 
ports that deal wlth f I- 
nanclal and ADP operations 
for the past 3 years. and 

onslder Ing 
Ent Ire 
Agency 

as Entlty 

X 

X 

PERFORM 
STEPS 

0”s lder 1”~ 
ompo”ents 

of 
Agency 

0”s lder I”: 
Speclf IC 

Agency 
System(s) 

X 

Pr 1or 
FIA 

Work 

MAIN SOURCE FOR INFORMATION 

Agent 
lanua I 

Budget 
equests 
Appro- 

pr fa- 
ttons 

Pr lor 
Aud It 

aeports 
iuch as 

GAO 
Ind IG 

X 

ADP 
Manuals 

and 
DOCU- 

ments 

ge*v 
FI les 

and 
IOC”- 

mentc 

MAIN 
OUT- 

PUT 

APPEN. 

qlx v 
REFER. 

EWE 

v-12 



IEGWENT: GENERAL RISK ANALYSIS 

:ASK I I: ldentlty and Document the General Con- 
trol Environment of the Agency or HaJor 
Orgsnlzatlonal Component of the Agency 

Page 
Leferencl 

4-0 

4-8 

4-S 

WORK STEPS: 
Il. Continued: 

--Internal audit and IO 
plans for reviews of fl- 
nanclal and ADP operations 
for the newt 2 years. 

12. Prepare summary schedules of 
Internal audit and Inspector 
general flndlngs related to 
(1) flnanclal operstlons and 
(2) ADP operations for the past 
3 yesrs. Indicate actions 
taken by the agency In response 
to these flndlngs. 

13. Obtaln the annual Inspector 
general’s report to the Con- 
gress for the past 3 years. 

14. Obtaln any reports Issued by 
external study groups pertaln- 
In9 to a system under review 
that were Issued during the 
past 3 years. 
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LEGHENT: GENERAL RISK ANALYSIS 

rA5K I I: ldentlfy and Document the General Con- 
trol Environment of the Agency or Major 
Orgsnlzstlonsl Component of the Agency 
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YORK STEPS: 
15. Prepare schedules for the sys- 

terns under rsvler to summarize 
findings In special system study 
group reports. 

16. Obtain any GAO reports pertsln- 
Ing to a system under revler 
Issued during the past 3 years. 

17. Prepare schedules for the sys- 
tems under review to summarize 
findings In GAO reports. 

16. Obtain any information GAO’s 
Fraud Prevention end Oversight 
Group has on the agency. Its 
msJor organlzstlonal components, 
or any of Its systems and sum- 
marlze thls informatlon on 0 
schedule. 

19. Obtain any written plans for the 
development and upgrading of 
financial systems and summarize 
these plans on summary schedule. 
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;EGIIENT: GENERAL RISK ANALYSIS 

lASK I I: ldentlfy and Document the General Con- 
trol Environment of the Agency or HoJor 
OrganIzational Component of the Agency 
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WORK STEPS: 

-- 

20. Obtain any written plans for 
the development of new ADP 
cspablllty and the upgrade of 
existing ADP capablllty to in- 
clude the approximate cost of 
the enhancement and summarlre 
these plans on a summary 
schedule. 

21. DetermIne and document, through 
discussions with key personnel. 
the exlstlng mechanisms/systems 
used to ensure that: 

--spproprlatlons (spending 
limits) not be breached, 

--resources be controlled 
and safeguarded from Inad- 
vertent lois, waste, and 

. 

--program, sdmlnlstrstlve and 
other operations be car- 
ried out according to man- 
agement’s plans. 
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‘ASK III: Identify and Document The Flnanclal 
Management Structure Of The Agency 
Or MaJor Orgsnlzetlonel Component Of 
The Agency 
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OBJECTIVE: 
Identify and document the flnan- 

clsl management structure of the 
entity selected for review to 
Include both accounting and 
budget development systems. 

WORK STEPS: 
1. Obtain, If available, the Inven- 

tory of accounting system(s), 
Including related subsystems, 

and budget development systems 
developed by the agency pursuant 
to the requirements of the 
Federal Managers’ Flnanclal 
lntegrlty Act. 

2. Obtaln or develop an Inventory 0’ 
the automated systems operated 
end used by the agency. Include 
a brief descrlptlon of each 
system. 
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l4ansgement Structure Of The Agency 
Or MaJor OrganIzatIonsI Component Of 
The Agency 
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WORK STEPS: 
3. Based on the system descrlptlons 

Included In the agency’s Inven- 
tory of automated systems, 
develop an lnltlal Ilst of the 
agencyfs aecountlng system(s) 
and budget development systems. 

4. Compare the Inventory obtalned 
In work step 1 rlth the Inventor) 

obtatned In work step 3 and 
rsconclle any differences between 
the two inventories through dls- 
cusslons with spproprtate agency 
ottlclals. 
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WORK STEPS: 
5. Compare the reconciled inventory 

developed a* a result of work 
step 4 with the workpaper summary 
developed In work steps for 
TASK II In this work segment. 
Note any orgsnlzatlonal compo- 
nents; specific program, admlnl- 
strative, or flnaclal functions; 
or speclflc line items of budget 
authority not covered by account- 
ing and budget formulation sys- 
tens In the Inventory. 

6. ldentlfy and document thr?ugh 
discussions with cognizant sgen- 
cy’s offlclals, the accounting 
and budget development systems 
that coyer the sgency’s organl- 
ratlonal component*; specific 
program, admlnlstrstive, and 
financial functions; and line 
Items of budget authority dls- 

closed ** * result of completing 
the comparisons called for In 
work Steps for TASK II of this 
segment. 
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Management Structure Of The Agency 
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The Agency 
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- 
7. Continued 

- --_-- ---- _ ___ 

--main outputs of system, 
--main USBTS of this system*s 

outputs, 
--known Internal control and 

accounting system weaknesses, 

8. At each of the agency15 computer 
centers, Identified In work 
step 7 above, complete checkllst 
2 In appendix VI and complete th 
followlng questionnaires and 
profiles In appendix VI: 

--Questionnaire 1 - Executive 
ADP f4anagement Commlttee, 

--Questlonnalre 2 - Internal 
Audit, 

--Questionnaire 3 - External 
Audit and Studies, 
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iEGHENT: GENERAL RISK ANALYSIS 

rASK 1 I I: identify and Document The Flnanclal 
Mansgenent Structure Of The Agency 
Or HaJor Organlzatlonal Component Of 
The Agency 

WORK STEPS: 
8. Continued. 

--Questionnaire 9 - Hardware 
Controls, and 

--ProfIle 2 (General Controls 
Profile). 
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;EGUENT: GENERAL RISK ANALYSIS 

‘ASK IV: Identify and Document Accounting Stan, 
dards. Other System Requirements, And 
Internal Control Requirements--Contra 

ObJectives-- For the Agency’s Systems -I I 
Page 

.efePenCI 

4-15 

4-15 

4-15 

WORK STEPS: 
2. Continued. 

Managersl Financisi Integrity 
Act and validate the agency de- 
veloped control ObJectives 
against GAO’s sccountlng system 
requirements identified in work 
steps 1 above and amend the 
agency’s list as appropriate. 

3. if the agency has not done so 
develop control obJectives for 
the accounting System(s) using 
appendix VII, which provides 
guidance on control obJectives 
and techniques In GAO’s manual. 

4. Based on the validated inventory 
of agency accounting system(s) 
developed after completing 
TASK iii above, identify systems 
that authorize, account for, 
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;EGWENT: GENERAL RISK ANALYSIS 

lASK IV: Identify and Document Accounting Stan- 
dards, Other System Requirements, And 
Internal Control Requirements--Control 
Objectives--For the Agency’s Systems 

Page 
I.farencl 

4-15 

WORK STEPS: 
4. Continued. 

control, summarize, and report 
tronssctlons that pertain to 
speelflc progrers. 

5. Obtain, If avallsble, control ob- 
Jectlves for the programs, cyCl%a 
and related accounting systems 
ldentlfled In work step 4 
developed by the agency pursu- 
ant to Sectlon 4 of the Federal 
nanagers Flnanclal lntegrlty 
Act. Vslldate the agency devel- 
oped control ObJectIves against 
the provlslons of the laws 
ldentlfled In work step 4. 
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;EGMENT: GENERAL RISK ANALYSIS 

.ASK IV: ldentlfy and Document Accounttng Stan- PERFORU 
dsrds. Other System Requirements, And STEPS NAIN SOURCE FOR INFORMATION MAIN APPEN. 
Internal Control Requirements--Control OUT- DIX V 

Objsctlves --For the Agency’s Systems Prior PUT REFER. 
Budget Audit ADP Agency ENCE 

Considering Considering Conslderlng Requests Reports MSIIUSIS FI les 
Entlre Components speci flC Pr lor Appro- Such As and and 
Agency Of Agency FIA Agency pria- GAD Docu- Docu- 

as Entity Agency Systemts) Work Manuals t Ions and IG merits merits 

Page WORK STEPS: 
I*terenCe 6. It the entity hssnotalreody X X X 

done so, develop control obJec- 
4-15 tlves for the systems identltled 

In work step 4 based on the 
authorlzlng leglslatlon for the 
agency run programs ldentltled 
In appendix VIII. 

4-15 1. Prepare a Summsry schedule of 
control objectives for the agency 
accounting system(s) 
selected for review. This 
schedule should Include: 

--sccountlng system, 

--brief system description. 
X X X 

--source of Control ObJectives: 
GAOls Policy and Procedures 
Uenusl for Guidance ot Federal 
Agsncles Specitlc legl$latlon 
(publlc law) or agency 
management, and 
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'EGWENT: GENE&L RISK ANALYSIS 

ASK IV: Identify and Document Accounting Stan- PERFORM 
dsrds. Other System Requirements, And STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN- 
Internal Control Requirements--Control OUT- DIX VI 

ObJectlves-- For the Agency's Systems PI-l0r PUT REFER- 
Budget Audit ADP Agency ENCE 

Conslderlng Conslderlng Considering Requests Reports ManUalS Files 
Ent Ire Components Speclflc Prior Appro- Such As and and 
Agency of Agency FIA Agency pris- GAO Docu- Docu- 

as Entity Agency System(s) Work ManIlaIS tlons and IG merits merits 

Page WORK STEPS: 
eference 1. Continued. 

--list of control obJectives for 
each system. 

4- 16 8. Oetermlne the agency's orgsnizs- X X X X X X X 
tlonal component responsible for 
developing and/or comptllng the 
annual budget request submitted 
to the Offlce of Management and 
Budget. the President. and ultl- 
mately to the Congress. Document 
the process used for budget for- 
mulatlon. Obtain. for a selected 
fiscal yearts budget, a sampling 

of Inputs received by the respon- 
slble component. 

4-16 9. Determine the budget systems used X X X X X X X 
by each maJor orgsnlzatlonal com- 
ponent of the entity. Develop a 
flowchart on how lnformatlon 
flows Into and IS reported out of 
the organlratlonsl component. The 
flowcharts should be prepared 
for: 

v-27 



- 
s 

T 

SEGMENT: GENERAL RISK ANALYSIS 

‘ASK IV: ldentlfy and Document Accounting Stan- 
dards, Other System Requirements. And 
Internal Control Requirements--Control 
ObJectives--For the Agency’s Systems 

Page 
:*f.re”ce 

4-16 

4-17 

WORK STEPS: 
9. Continued. 

--each budget system showing the 
InterrelatIonshIp among the 
subsystems which comprlse the 
system, 

--the budget systems showlng the 
lnterrelstlonshlp among the 
budget systems and any other 
flnanclal systems, and 

--the budget systems showing the 
InterrelatIonshIp with the 
agency’s occountlng system(s). 

IO. Obtain a sampling of the budget 
Inputs received by the agency 

headquarters from Its organlza- 
tlonal components for a selected 
fiscal year. 

11. Dbtal” the selected fiscal year’s 
budget submisslo” sent to the 
President, Dfflce of Msnagement 
and Budget, and the Congress. 
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;EGHENT: GENERAL RISK ANALYSIS 

‘ASK IV: Identify and Document Accountlng Stan 
dards, Other System Requirements, And 
Internal Control Requirements--Contra 
ObJectIves--For the Agency’s Systems 

Page 
l ference 

4-17 

WORK STEPS: 
12. For each of the agency’s major 

organlzatlonal components: 

--obtain 0 sampling of the se- 
lected fiscal yearls budget 
submlsslons sent to the agen- 
cy’s headquarters; 

--flowchart the process to de- 
velop annual budget submls- 
slons to be sent to the 
agency’s headquarters, Inclu- 
dlng all Inputs to the budget 
formulation process, all file! 
mslntalned, and all outputs 
produced; and 

--determine whether or not 
annual budget submlsslons are 
based on the flnanclal result! 
of prior years’ program and 
admlnlstratlve operations. 
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SEGMENT: GENERAL RISK ANALYSIS 

TASK IV: ldentl ty and Document Accounting Stan- 
dards. Other System Requirements, And 
Internal Control Requirements--Control 

Objectives-- For the Agency’s Systems 

4-17 

WORK STEPS: 
13. DetermIne whether oc not the 

agency’s budget submisslo” was 
based on aggregations of the 
submlsslons prepared by the en- 
tity’s orga”lzstional compo- 
nents; and, for the sample sub- 
mlsslons, it dltferences exist, 
determlne their amount and why 
they occurred. 
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iEGMENT: GENERAL RISK ANALYSIS 

‘ASK ” : Initial Risk Rating and Ranking of PERFORH 
systems STEPS 

Page 
Leference 

4-11 

4-18 

4-18 

OBJECTIVE: Risk rate and rank the 
validated inventory of agency 
flnanclal management systems 
based on general controls. 

WORK STEPS: 

Based on the guidance In SeCtIon 
5 of this work program. Risk Ran- 
king of Systems, evaluate the 
assigned risk rating of low, 
medium. or hlgh for each of the 
risk ranklng factors for each 
system ravlewed. 

Compute a conposlte rellablllty 
score for each system based on 
the risk rating asslgned and the 
relghting system discussed In 
seetlon 5 of this work program. 

Prepare a summary workpaper 
schedule of the risk ranklngs ant 
composite reliablllty scores 
asslgned each system. 
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iEGHENT: GENERAL RISK ANALYSIS 

1ASK V : lnltlsl Risk Rating and Ranking of 
Systems 

Page 
teterenca 

4-18 

OBJECTIVE: Risk rate and rsnk the 
validated Inventory of agency 
flnsnclal management systems 
based on general controls. 

WORK STEPS: 

4. Prepare a schedule of systems 
according to their assigned corn- 
poslte relieblllty scores. These 
systems should be grouped into 

‘three categories: overall hlgh, 
medium, end low risk. see set- 
tion 5, Risk Ranking of Systems 
for guidance In preparing this 
schedule. 
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The Transaction Flow Review and Analysis Segment 
includes the foilowlng tasks: 

Task I 

Task II 

Task III 

Task IV 

Task V 

- ldentlfy and Oocument system lnfornatlon Flows 

- ldentlfy and Documant the Usefulness of System 
outputs 

- ldentlfy and Document the Control Techniques In 
Each System 

- Evaluate the Effectiveness of Control Technlquss 
In meeting Control ObJectIves 

- Flesllze Risk Rank of the Systems and Select Systras 
For Compliance Tests and Anelysls 
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EGWENT: TRANSACTION FLOW REVIEW AND ANALYSIS 

ASK : ldsntlty and Document System Informa- 
tion Flows 

Pag* 
l ference 

6-3 

6-4 

OBJECTIVE: 
DetermIne and document how Inforna- 
tlon tlows through each system 
selected for revlaw from Inltlal 
Input ot transactton ln~ormatlon 

through flnsl output of reports. 

WORK STEPS: 
1. Obtain or prepare for each system 

a detailed rrttten description of 
whet It 1s supposed to do and how 
It Is designed to operate. This 

written descrlptlon should Include 
a dbtalled dlscusslon of all manual 
or automated edit and valldatlon 
checks of Input data. 

2. Obtain data record layouts for all 
Inputs, machine media records. and 

outputs--both hardcopy reports 
and machlne media files. 
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EGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS 

‘ASK : Identify an4 Document System Informa- 
tlon Flows 

WORK STEPS: 
--Questlonrslre IO - Data Orl- 

glnatlon Controls. 

--Questlonnalre II - Data Input 
Controls. 

--Questlonnalre I2 - Data Pro- 
cessing Controls. 

--Questlonnalre I3 - Data Out- 
put Controls. 

--ProfIle 3 - Appllcatlon Con- 
trols ProfIle. 

onslderlng 
Entire 
Agancy 

as Entity 

PERFORM 
STEPS 

:onrlderlng 
:omponents 

Of 
Agency 

:onslderln< 
Speclflc 

Agency 
System(s) 

Pr lor 
FIA 

Work 

MAIN SOURCE FOR INFORMATION 

Agency 
lanuals 

Gudget 
:f,QUeStS 
Appro- 

pria- 
tions 

Pr lor 
Audit 

Leportl 
iuch A! 

GAO 
1114 IO 

ADP 
UllllU(IIf 

an4 
oocu- 

merits 

,gency 
Flies 

an4 
IOCU- 

merits 

MAIN 
OUT- 

PUT 

Quest 

Quest 

Quest 

Quest 

Pro- 
file 

APPEN 
DIX v 
REFER 

ENCE 

TFRA- 

TFRA- 

TFRA- 

TFRA- 

TFRA- 

v-37 



EWENT: TRANSACTION FLOW REVIEW AND ANtLYSIS 

LSK I : ldentlty and Dxummt System lntorm.tlon Flows 

f-9 
aeter- 
ence 

6-5 

OBJECTIVE: 

YORK STEPS: 

5. Flowchart how Information Is processed and reported 
into and out Ot the selected systems to include both 
hardcopy ot reports end machine media and tiles. 
Three levels ot flowcharts are to be prepared: 

-Top level flowcharts deplclng the accounting 
System(s) used by an agency with Its control 
obJectIves. 

--IntermedIate level flowcharts deplctlng Intormatlon 
tlows between sVstem&.). 
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EGUENT: TRANSACTION FLOW REVIEW AW ANALYSIS 
I I I I 

ASK I : IdW~tlfy and Ibcunent System lnforlpatlca Flows PERFCM I 
STEPS I NAIN SOURCE FOR INFOWIATION 

I 

I I I I Ipd I 
- MAIN 

OUTPUT 

OBJECTIVE: 

WM STEPS: 

-0etslled flowcharts ldentlfylng control tachnlquer 
and data flows. 

6. Obtain or prepare a detalled wrltten descr1ptic.n of 
how each system uses th. ALP resources--Cmputer 
twmlnsla mgnetlc tape drives, mngnetlc disk pscks, 
card rsadw/punches, printers, and computer central 
processing units--In the computer centars. 

7. Prepare a rrltten swm!wy for each system that 
Includes the follwlng se&Ions: 

-purpose of the system; 
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EOIENT: TRANSAOTION FLOW REVIEW AND ANALYSIS 

nsu II: Identify and bclment The Usefulness Of System Outputs PERFCM 
STEPS WIN SOURCE FOR INF~TION AF’PEH)IX 

NAIN VI 
WIW OUTPUT REFERENCE 

Budget Audit AOP Agencr 
Conslderlng Conslderlng Gmslderlng Requests Reports flsnusls Flies 

Ent I re Conrponents Speclfle Wlor Appro- Such as and and 

Agency of Agency FIA Agency pr la- GAO oncu- oocu- 
a5 Entity Agency SystemIs) Work C(allU~lS tions and IO mnts mmts 

Page OBJECTIVE: ~tvmlns whether the outputs produced by each 
Lfor- rystr I*88t users lnforantlon needs and 
once achlwe th. obJectives set for oath systti 

during Its dmslgn. 

WXIK STEPS 

6.6 1. Obta1i-l a caplsted “User htisfactlon Questlonnalre’ X X X Quest lon- 

frca “5ere of reports generated by the systems 

TFRA- I I 
i-tall-s 

wlaetead for the rwlw. This work stap should be 
coordinated with AFMO Technical AssIstancB Group. 

6-6 2. For each system selected for review. surmarlre the X X X Yorkpaper TFRA-I2 

responsss to the questlonnalre and develop an overall Sunnary 

c~nclu~l~n, based MI this sunnsrlzetlon, as to the 
rollabIlIty and usefulness of the reports and 
Infwnatlon. 



EGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS 

'ASK III: ldentlfy And Dxunmnt Control Techniques In Each SYStW. 

he 
Refer- 

ence 

6-7 

6-6 

OBJECTIVE: 
Identify and document the control techniques Included 
in esch system and subsystem. 

WORK STEPS 

1. For each system selected for review. prepare a 
rwk paper schedule showing: 

--control objectives based on the InformatIon In work 
paper s-ry prepared In accordance with the work 
ampleted In the general risk analysis segment, and 

--control techniques based on the informatlon In each 
systm sunmary prepared In accordance with work Task 
I In this segnent of the work program. 

2. Validate the Internal control obJectIves and tech- 
nlques Included In the schedules prepared pursuant to 
work step I with available control objectIves 
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EOIENT: TRANSACTION FLOW REVIEW AND ANALYSIS 

nsx III: Identify And Docummt Control Techniques I” Each System. 

t 

OBJECTIVE: 
ldentlfy and document the control techniques included 
In each system and subsystem 

WK STEPS 

2. Continued 

and techniques IdentItled bV the agency In the work It 
dld to meet the requlraments of the Federal Umsgerts 
Flnanclal lntegrlty Act. 

3. A”otate the schedule prepared pursusnt to work Step I 
with any agency developed speclallzed Internal control 
techniques for each system or subsystem. 

Dnslderlng 
Ed Ire 
Agency 

as Entity 

X 

PERFowl 
STEPS 

Mslderl”! 
Mqaone”ts 

Of 

&W-Y 

X 

““slderl”! 
Speclf lc 

kP”W 
system(s) 

X 

Rla- 
FIA 
Work 

MAIN SOlRCE FOR INFWMTICN 

ngeno! 
mua I ! 

Budget 
squests 
Appro- 

prla- 
t1o”s 

RIW 
Audit 
aport! 
uch a! 
GAO 

Rd IG 

ADP 
nsnua I ! 
and 

mcu- 
rants 

Q*“=v 
FI 10s 

and 

MAIN 
ouTPuT 

AF’PENOIX 
VI 

REFERENCE 
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EMENT: TRANSACTION FLOW REVIEW AN0 ANALYSIS 

#SK IV: EvaIuc,te The Effectiveness Of Control Techniques In 
Meeting Control Objecilves 

Page 
wter- 

ence 

6-9 

t 

OBJECTIVE: 

Evaluate the control techniques Included In each 
system In terms of the control obJectIves establlshed 
for each system during the General Risk Anslysls 
segment and ldentlfy material internal Control 

strengths for each system. 

wMu( STEPS 

Annotate the work paper schedule prepared for each 
system revlewd In Task III rlth material Internal 
control strengths and weaknesses. 

anslderlng 
Entire 
Agency 

as Entity 

X 

PERFOFM 
STEPS 

onslderln! 
Speclflc 

Agency 
System(s) 

X 

MAIN SOURCE FOR INFCMATION 

Prior 
FIA 
Work 

kgency 

anuals 

Budget 
equests 
Appro- 

prla- 
tions 

=rior 
Judlt 
aportr 
xh a! 

GAO 
nd 10 

ADP 
4YnlJala 

and 
Docu- 

llmnts 

P”CY 
‘I les 
and 

lcu- 
menta 
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OUTPUT 

brkpaper 
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TFRA-I3 

v-44 



UMENT: TRANSACTION FL&l REVIEW AND ANALYSIS 

Am v : RAM THE SYSTENS AccoRDIt&? TO RISK 

OBJECTIVE: 

lbevaluste the risk ranklngs based on lntarnsl control 
*trbngths and weaknesses and select systems tar 
cmpllsnce tests. 

YORK STEPS 

1. Bsfed on the guidance In Se&Ion V of thls work 
PI-ogran, risk ranklng of systans, reevaluate the 
ssslgeed risk rstlng ot low. m@Bdlum, and hlgh Yor each 
of tan risk ranklng factors for each sealacted system 
r.VlWed. 

2. CQput* (1 revised camposIt@ rellablllty *core for each 
wlected systsrn revlwed based on the risk rstlngs 
ssflgned for each system and the xelghtlng system 
dISCuSsed In sectlen V of thls work program, 
rlrk rankleg of systems. 

Dnsldarlng 
Entlre 

AgMCY 
as Glt1ty 

PERFoAn 
STEPS 

Rlor 
FIA 
*ark 

WIN SOURCE FOR INFORNATION 

Budget 
*quest* 
mm- 

prla- 
tlons 

%-IW 
*IdIt 
apart: 
uch a! 
GAO 

nd IO 

WCY 
Fllss 

and 
SC"- 
nent! 

MAIN 
ouTPuT 

WPMIX 
VI 
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EGHENT: TRANSACTION FLOW REVIEW AND ANALYSIS 

ASK v : RAW THE SYSTEMS ACCORDING TO RISK 

Pag* 
F&far- 

ales 

6-10 

6-10 

6-10 

OBJECTIVE: 

HCM STEPS 

3. Prepare a sumnary work paper schedule of the revised 
risk rankings and composite rellsblllty score assigned 
each system reviewed. 

4. Prepare a schedule of systems selected for review 
acmrdlng to their revised canposlte rellablllty 
SCOTes. These systems should be grouped In three 
categories: overall hlgh. medlun, and low risk. See 
section V, risk ranking of systems, for guidance I” 
preparing this schedule. 

5. Update the flnanclal management proflle of the agency 
or wjor organlzstional component of the agency 
selected for review. 

onslderlng 
Ent I re 
Agency 

as Entity 

PERFOFM 
STEPS 

onslderlng 

of 
Agency 

onslderln~ 
Specific 

Agency 
SystemIs) 

Prior 
FIA 
Work 

HAIN SOIBCE FOR lNFOWATlON 

nggencs 
anual! 

Budget 
equssts 
Appro- 

pria- 
t IO”5 

Prior 
Audlt 
Spot-t! 
uch a! 

GAO 
nd IG 

Aw 
Ma”“al! 

and 
DDCU- 

mnts 

P”CY 
FI les 
and 

ocu- 
msnts 

MIN 
OUTPUT 

Workpaper 
Sunmary 

Workpaper 
Schedule 

Flnanclal 
Nanage- 
lmnt 
Profile 
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IEWENT: UMPLIAIUX TESTS At@ ANALYSIS 

‘ASK I : Develop, Apply, And Analyze Compliance Tests Of The 
Agency Systems Selected For Testing 

7-10 

7-10 

7-10 

7-11 

WIN SOURCE FOR INFWTION 

OBJECTIVE: 

WORK STEPS 

I. Based on the analysis of the system procedures and 
controls made In earlier segments of te revler, 
datermlne the types of transactlons and conditions to 
be tested. 

2. For any manual aspects of transactlon processing, 
determine conpllance with the applicable procedures 
and Control technlquas that WBI-a prevlwsly ldentlfled 
In TFRA Task Ill, step 1. Walk actual transactIons 
through the manual portions of the system. 

3. Determine the types of waster records to be Included 
In the testing based on the data flow for each system 
ldentlfled In work TFffA Task III steps 1 thrcugh 7. 

4. Obtain coples of i%%ter records and/or prepare 
flCtlclous master records for pracesslng rlth the test 
transactIons. 

t 
&IS I der I ng anslderln onslderln 

Entlre mponents Speclf IC 
Agency of Agency 

as Entity Agency System(s) 

PERFORM 
STEPS 

Prior 
FIA 
Work 

ngenq 
anual! 

Budget 
equests 
APP~O- 

prla- 
*INS 

‘rior 
Ludlt 
sport! 
rch a! 

GAO 
nd IG 

ADP W”CY 
C(anua I I FI les 

and and 
Ikcu- ecu- 

mnts sent! 
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OUTPUT 
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EQlEflT: CORIAJCE TEST AND ANALYSIS 

ASK I : Oavelop, Apply, And Analyze Cowllance Tests Of Th. 
Agasnq Systars Selected For Testlng 

7-11 

1-11 

7-11 

7-11 

OGJECiIVE: 

!!KW STEPS 

5. Using a prlntwt of the mcster records, predetermine 
the end result for each test transaction for conpar+ 
son rlth the actual prowsslng results. Appendix VI 
CM-l. 

6. In batch processing systems, verify that the programs 
used for processing the test transactlons are the same 
as those used for normal system processing. 

7. Ascertain that any changes to programs during the 
revlar have been documented and that the changes have 
heen tested and approved by the agency. 

6. Print the after-test contents of all master records 
and coware with the predetermined results (see step 
5) to ses whether the programs performed as expeded. 

bnslderlng bnsldsrln! >nsldsrl"! 
Entlre loaponants 5peclflc 

AW=V Of Agency 
as Entity Agency System(s) 

PERFOIW 
STEPS 

Prior 
FIA 
Work 

MAIN SOWCE FOR INFCIWATION 

hgenc! 
anual! 

Budget 
Bquests 
APPW- 

pr ia- 
tlons 

Prior 
Audit 
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uch a 
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,nd IG 

Mp gen‘=v 
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Docll- ecu- 
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EGHENT: 

‘ASK I : Owelop, Apply, And Analyze Compliance Tests Of The PERFORM 
Agency Systems Selected For Testing STEPS 

7-11 

7-11 

7-12 

t 

OBJECTIVE: 

WCRX STEPS 

9. Sumrlre and evaluate the Impact of any instances of 
noncompllance rlth prescribed procedures and controls; 
develop re-ndatlons for needed corrective actlons, 
with due regard to cost benefit cnnslderatlons. 

10. DISCUSS results of canpllance tests with appropriate 
agency offlclals and ascertoln their willingness to 
take corrective action. 

II. Based on results of step 10, determine the nature Of 
formal reporting and daclde whether substantive 
testing Is warranted. 

onslderlng onslderln( 
Ent ire omponents 
Agency Of 

as Entity Agency 

onslderln! 
Speclflc 

4w”CY 
Sysknl(s) 

Pr10r 
FIA 
Work 

MAIN SOURCE FOR INFCWATION 

Age*-=r 
anus I B 

X 

X 

X 

ludget 
3quests 
\ppro- 
prla- 
tlons 

*IOr 
Ludlt 
aport! 
uch a! 
GAO 

nd IG 
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SUBSTANTIVE TESTS AND ANALYSIS 
SEGMENT 
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EWENT: SUBSTANTIVE TESTS AND ANALYSIS 

4S.K I : Conduct Substantive Tests and Analysis PERFOM 
STEPS MAIN SOURCE FCi? INFCRMATION APPENDIX 

WIN VI 
PI-lC+- OUTPUT REFERENCE 

Budget Audit ADP Agency 
Considering Considering Considering Requests Reports Manuals Flies 

Ent I t-e campo”e”ts Spec1t IC PI- ior APP~O- Such ds and and 
Agency Of AW”n/ FIA Agency pr1a- GAO Docu- Docu- 

as Entity Agency System(s) Work udnua Is t1ons and IG mnts mnts 

Page OBJECTIVE: 
*fer- 
anca W!BK STEPS 

8-3 1. Design and carry out substantive tests to document and X X X X X X X 
-sure the extent of adverse Inpact on agency 
operations that occurs because of the previously 
ldentifled weaknesses in system procedures and 
ca”trols. The selection of transactions for testing 
should be statistlcally sound to permit valid 
estimates of the actual Impact. 

8-3 2. Summrize and evaluate test results. X X X X X X X 

8-3 3. Develop findlngs and re-ndatlons for discusslons X X X X X X X 
with agency managwnt a-nd formal repprtlng. 

v-n 
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INDEX TO ITEMS OF DOCUMENTATION 
TO BE PRODUCED 

VI-5 



INDEX TO ITEMS OF DOCUMENTATION 
TO GE PRODUCED 

APPENDIX DOCUMENTAT ION WORK SOURCE OF INFORMATION 
WORK PROGRAM REFERENCE DESCRIPTION OF ITEM OF DOCUMENTATION REFERENCE PROGRAM FOR DOCUMENTATION 
SEGMENT TASK WORK STEP PG. REF. I TEH 

GRA I . 5 Workpaper Summary - Agency or Organlrational GRA- I 4-4 GRA II, work steps 
Component, Speclflc Responslbillties, Authorized l-4 
Resources, and Organizational Structure. 

GRA I I 12 Workpaper Summary on Inspector General or GRA - 2 4-8 GRA I I, work step 11 
internal Audit Reports Dealing with Financial 

Operations. 

GRA I I 12 Workpaper Summary on Inspector General or 
internal Audit Reports Dealing with ADP 

Operations. 

GRA - 3 4-0 GRA II, work step 11 

GRA I I 19 Workpaper Summary on Development and Upgrading 
Plans for Financial Systems. 

GRA - 4 4-9 GRA I I, work step 19 

GRA I I 20 Workpaper Summary on Development and Upgradlng 
Plans for New and Existing ADP Capabiiities. 

GRA - 5 4-9 GRA Ii, work step 20 

GRA ii 15 Workpaper Schedule on Special System Study Group GRA - 6 4-B GRA ii, work step 14 
Reports that Pertain to Systems Under Review. 

GRA I I 17 Schedule of GAO Reports Pertaining to Agency 
Systems Under Review. 

GRA - 7 4-9 GRA Ii, work step 16 

GRA I I 18 Workpaper Schedule of GAO Fraud Prevention and GRA - 0 4-9 GRA Ii. work step 18 
s Audit Oversight Group Cases that Pertain to 

Systems and/or Program and Adminlstrative 
Functions Under Review. 

VI-6 



APPENDIX 
WORK PRO 
SEGMENT 

GRA 

GRA 

IAM F 
lASK 

III 

I I I 

DESCRIPTION OF ITEM OF DOCUMENTATION 

Workpaper Summary on Valldated Inventory of 
Agency’s Accounting and Budget Development 
Systems. 

GAO’s Evaluating Internal Controls In Computer- 
Based Systems - Audit Guide (appendix X). 
a. Check1 1st 2 - Background Information on ADP 

Department. 
b. Questlonnalre 1 - Executive ADP Management 

Commlttee. 

C. Questionnaire 2 - Internal Audit. 

d. Quest ionna I re 3 - External Audit and Studles. 

e. Proflle I-Top Management Controls Proflle. 

DOCUHENTAT I ON 
REFERENCE 

GRA - 9 

GRA - IO 

GRA - 11 

GRA - 12 
GRA - 13 
GRA - 14 

WORK 
PROGRAM 
PG. REF. 

4-l I 

4-12 

SOURCE OF I NFORMAT I01 
FOR DOCUMENTATION 
I TEW 

GRA III, work steps 
l-6 and Information 
on Documentation. 
Items GRA-I, GRA-2, 

GRA-3, GRA-4, GRA-5, 
GRA-6, GRA-7, and 
GRA-8. 

GAD’s Evaluating 
Internal Controls In 

Computer-Based 
Systems - Audlt 
Guide (appendix X). 

VI-7 



APPENDIX 
WORK PRO 
SEGMENT 

GRA 

GRA 

GRA 

'Gf 3AM R 
TASK 

IV 

V 

V 

‘ERENCE 
IORK STEP 

DESCRIPTION OF ITEM OF DOCUMENTATION 

f. Questlonnalre 4- Organization Controls 
g. Questionnaire 5- System Deslgn, Development, 

and Modification Controls. 

h. Questionnaire 6- Data Center Management 
Controls. 

I. Questlonnalre 7- Data Center Project Ion 
Control 5. 

.I. Questlonnalre 8- System Software Controls. 
k. Questionnaire 9- Hardware Controls. 

I. Prot I le 2 (General Controls Prof I la). 

Schedule of Control Objective for Each Agency 
System Selected for Review. 

Initial Summary Workpaper Schedule of the 12 
Risk Ranklngs and Composite Reliability Scores 
for Each System Reviewed. 

Inltial~ Overall Rlsk Ranking of the Agency’s 
Systems. 

DOCUMENTAT ION 
REFERENCE 

GRA - 15 

GRA - 16 

GRA - 17 

GRA - 16 

GRA - 19 
GRA - 20 
GRA - 21 

GRA - 22 

TFRA-14 

TFRA-15 

WORK SOURCE OF INFORMATION 
PROGRAM FOR DOCUMENTAT I ON 
PG. REF. ITEM 

. 

4-15 

4-18 

4-18 

GRA-IV. work steps 
I-6 ; appendix V 

and appendix VII. 

VI-8 



APPENDIX 
WORK PRO 
SEGMENT 

TFRA 

TFRA 

TFRA 

TFRA 

TFRA 

AM R :ERENCE 
ASK lORK STEP 

5 Flowchart of Data Flows Through an Agency’s 

DESCRIPTION OF ITEM OF DOCUMENTATION 

;AO’s E’valuatlng Internal Controls in 
Computer-Based Systems-Audit Guide” (appendix XI, 

1. ChecklIst 3 - 

b. Quest 
3. Quest 
j. Quest 

B. Quest 

+. PI-of1 

onna ire 
onnalre 
onnalre 
onna Ire 
e 3 

IO- Data 
ll- Data 
12- Data 
13- Oata 

(APP 
PI-Of 

Background lnformatlon on 
Computer Appl lcatlon. 

Orlglnatton Controls 
Input Controls 

Processing Controls 
Output Controls 

llcatlons Control 
Ilej 

bcountlng Systems. 

Detalled Flowchart of the Relationships Between 
an Agency’s Accounting Systems. 

rap-Level Flowchart Deplctlng the Relatlonshlps 
Between-Accounting Systems. 

lrltten Summary for Each Agency System Revlewed. 

User Satlsfactlon Questionnaire. 

Summary of Responses to User Satlsfactlon 
>uastlonnalre. 

DOCUMENTATION 
REFERENCE 

TFRA - 1 

TFRA - 2 
TFRA - 3 
TFRA - 4 
TFRA - 5 
TFRA - 6 

TFRA - 7 

TFRA - 0 

TFRA - 9 

TFRA - 10 

TFRA - 11 

TFRA - 12 

WORK 
PROGRAM 
PG. REF, 

6-4 

6-5 

6-5 

6-6 

6-6 

SOURCE OF I NFORMAT IOb 
FOR DOCUMENTAT ION 
ITEM 

“GAO’s Eva-l uat I ng 
Contra Is In Computer 
Based Systems - 
Aud 1 t Gu Ide” 
(appendix XI 

TFRA 
l-4 

TFRA 
1-4 

, work steps 

, work steps 

TFRA I, work steps 
1-4 

TFRA I, work steps 
l-6 

TFRA I I, work step 

VI-9 
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APPENDIX 
WORK PR( 
SEGMENT 

TFRA 

TFRA 

TFRA 

TFRA 

CTA 

3AM R 

rASK 

IV 

V 

V 

V 

V 

‘ERENCE 
llORK STEP 

1 

3 

5 

DESCRIPTION OF ITEM OF DOCUMENTATION 

Summary of Control Objectives. Techniques, and 
Control Strengths and Weaknesses for an Agency’s 

Accounting System. 

Reevaluate summary workpaper schedule of the 12 
Rlsk Ranklngs and Composite Reliability Scores 
for Each System RevIewed. 

Update Overall Risk Ranklng of the Agency’s 
System Selected for Review. 

Update Flnanclal Management Proflle of the 
Agency 4r MaJor OrganIzational Component of the 
Agency Selected for Review. 

Schedule of Predetermined Compliance Test 
Results. 

VI-10 

DOCUMENTAT ION 
REFERENCE 

TFRA - 13 

‘TFRA - 14 

TFRA - 15 

TFRA - I6 

CTA - 1 

- 

WORK 
PROGRAM 
PG. REF. 

6-9 

6-10 

6-10 

6-10 

7-11 

SOURCE OF INFORMATION 
FOR DOCUMENTATION 
ITEM 

TFRA I I I, work steps 
l-3 and TFRA 13, 

GRA-9, GRA-22, 
TFRA-1, TFRA-2, 
TFRA-3, TFRA-4. 
TFRA-5, TFRA-6, 
TFRA- 10, AND 
TFRA-12. 

TFRA V, Work Steps 
1-2, sect. VI of the 

work program, and 
TFRA - 13 

TFRA - 14 

GRA- 1, GRA-9, 
GRA-14, GRA-21, 
TFRA-6, TFRA-9, 
TFRA-10, TFRA-13, 
and TFRA-15 

a a a 



EXAMPLES OF ITEMS OF DOCUMENTATION 
TO BE PRODUCED 
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NUKPAPER SINMARY ON 
INSPECTOR GENERAL OR INTERNAL AUDIT 

REPORTS DEALING WITH FINANCIAL OPERATIONS 

GRA-2 

EWRT REFiXIT REWRT IG OR INTERNAL AGENCY PROGRAM SPENDING FINANCIAL AGENCY DESCRIPTION RECWMENDATIONS ACTION TAKEN ON EACH ADEQUACY OF UWESOLVED AUDIT 

LWER DATE TITLE AUDIT POINT OF OR AWIN. AUTHDR I TY SYSTEM(S) ORGANI- OF EACH MADE FOR EACH RECCM.tENDATlON ACTION TAKEN FINDINGS 6 OPEN 

CONTACT FUNCTION(S) COVERED BY COVERED BY ZATIONAL FINDING IN FINDING IN AUDIT ON EACH AUDIT 

COVERED AUDIT AUDIT CXWONENTS AUDIT REPORT RECCMEND RECCWENDATIONS 
COVERED BY REPWT 
AUDIT 

VI-13 



WORKPAPER SUMMARY ON 
INSPECTOR GENERAL CR INTERNAL AUDIT 

REPORTS DEALIKG WITH APD OPERATIONS 

GEtA- 

EPCRT REPORT REPORT 
UMBER DATE TITLE 

IG CR INTERNAL AGENCY PROGRAM SPENDING ADP AGENCY DESCRlPTldk RECOP*IENDATIONS ACTION TAKEN ON ADEQUACY OF UFRESOLVED AUDIT 
AUDIT POINT OF OR ADMIN. AUTHOR I TY SYSTEM(S) (ICIGANI- OF EACH MADE FOR EACU EACH RECOHHENDATICfd ACTION TAKEN FINDINGS L OPEN 
CONTACT FUNCTION(S) COVERED BY COVERED BY ZAT I ONAL FINDING IN FINDIffi IN AUDIT ON EACH AUDIT 

COVERED AUDIT AUDIT CCMPONENTS AUDIT REPORT REMEND REMmENDAT IONS 
UPS-1 COVERED BY REPORT 

AUDIT 

VI-14 



INTERNAL POINT 
OF CONTACT FOR 
OEVELOPYENT/UP- 
GRADING PLANS 

BUDGET AUTHORITY 
AFFECTED BY PLANS 

AGENCY PROGRAMS 
OR ADMlNlSTRATlVE 
FUNCTIONS AFFECTED 

BY PLANS 

WORKPAPER SUMMARY ON 
OEVELOPMENT AND UPGRADING PLANS 

FOR FINANCIAL SYSTEMS 

AGENCY ORGANI- 
ZATIONAL COHPON- 
ENT(S) ASSOCIATED 
WITH PLANS 

PRIVATE CONTRACT- 
ORS ASSOCIATED 
WITH DEVELOPMENT/ 
UPGRADING EFFORTS 

STARTING 
DATE FOR 
EFFORTS 

FINANCIAL 
SYSTEMS 
AFFECTED 
BY ENHANCE- 
MENT EFFORTS 

GRA-4 

OESCRIPTION 
OF OEVELOP- 
MENT/UPGRAO- 
ING PLANS 

COMPLETION 
DATE OF 

PLANS 

VI-15 



GRA-5 

NTEIML WlNr 
FCUiTXTFCR 
EEUFWNVW 
MDIffi PUNS 

wxETmIM KEN.xFlcxmts MxtcrawN- FRIVATE coy- STMTIN; ACPS~ RXRIPTIU4 
NTETED BY a7 APllNlSlRtTlVE IUTICML OCH lTlKrmsNSOO MTE AFFEcTEo BY LF DEVEUP- 

!aM FUCTIOFLS AFFECTED M(S) ASXX- IATED WITHDEV- FCR m KtdTPLAN 
wPw6 lATEI WITH PUNS ELmm4TAFcmD- EFFCRTS EFFcfm FcRpMA[p 

lffi EFFCRT!? w@BILITY 

ARRDXIHE 
UXT FCR 
CEVELCHEI; 
NDJMP 
CLPCBILITIES 

wmwxl- 
Dm3wTIu4 OF WTECOST CIJRETICH 
mItJ?iFlAN FoRumAD mm 
FU? EXISTIN IN3 EXIST- RR 
M’CA=~ILITIES IH; KP Puns 

ABILITIES 

VI-16 



a 

GEtCY 
wm?ANm 
QMlNlSTRATlVE 
UNCTION 

SYSTEM 
CODE 
USED BY 
AGENCY 

SYSTEM 
NAME 

SYSTEN 
STUDY 

REPORT 
DATE 

SYSTEM 
STUDY 
REPORT 

NumEf? 

WORKPAPER SCHEDULE ON 
SPECIAL SYSTEU STUDY GROUP REPORTS 

THAT PERTAIN TO SYSTEMS UNDER REVIEW 

TITLE OF 
SYSTEM 
STUDY 
REPORT 

POINT OF 
CONTACT 
FOR SYSTEM 
STUDY REPORT 

GRIEF DESCRIP- 
TION OF SYSTEM 
STUDY 

SYSTEM 
STUDY 
GROUPS 
FINDINGS 

SYSTEM 
STUDY 
GROW’S 
RECOWHENDATIONS 

ADEQUACY 
OF AGENCY 
ACT IONS 

GFb?b-6 

UNRESOLVED 
SYSTEM 
STUDY GROIN= 
RECOHHENDATIONS 

VI-17 



YSTEM 
ODE 
SED BY 
A0 

SYSTEM BRIEF DESCRIPTION 
NAME OF SYSTEM GAO 

OPERATIONS REPORT 
DATE 

SCHEDULE OF GAO REPORTS PERTAINING 
TO AGENCY SYSTEMS UNDER REVIEW 

FINDINGS 
IN GAO 

REPORT 
(SYSTEM 

PROBLEMS) 

RECOYHENDATIONS 
IN GAO REPORT 

AGENCY 
ACTIONS 
TAKEN ON 
GAO REC- 
OUHENDATIONS 

ADEQUACY OF 
AGENCY 
ACT IONS 

GRA-7 

UNRESOLVED GAO 
FINDINGS AND 
RECOMMENDATIONS 

VI-18 



AGENCY PROGRAM 
OR AOMlNISTRATIVE 

FUNCTION 

SYSTEM CODE 
USED BY 
AGENCY 

SYSTEM NAUE 

WORKPAPER SCHEDULE OF GAO FRAUD PREVENTION 
AND OVERSIGHT (FPAO) GROUP CASES THAT PERTAIN TO 

SYSTEM AND/OR AGENCY PROGRAM AND ADMINISTRATIVE 
FUNCTIONS UNDER REVIEW 

GAO FPAO 
GROUP 
CASE 
NUMBER 

GAO FPAO 
POINT OF 
CONTACT 

DESCRIPTION OF 
ALLEGATION IN 
FPAO CASE 

DOLLAR VALUE 
INVOLVED W ITH’ 

FPAO CASE 

DISPOSITION OF 
FPAO CASE 

GRA-8 

ASSESSMENT OF FPEO 
CASE’S IMPACT ON 
INTERNAL CONTROLS 
AND/OR SYSTENS 
MEET I NO CG’S 
ACCOUNTING PRINCI- 
PLES AND STANDARDS 

VI-19 



SYSTEM 
CODE 
USED BY 
ffiEHCY 

SYSTEM 
t&ME 

BRIEF DESCRIP- 
TIDN OF SYSTEM 
OPERATIDNS 

RESPDNS IBLE 
SYSTEM 
ANALYST 

SYSTEM 
ANALYST 
PHONE 
NWBER 

WORKPAPER SUtM4RY ON VALIDATD INVENTORY 
OF AGENCY’S ACCOUNTING AND BUDGET DEVELOPWENT SYSTEMS 

AGEICY ccu- 
PUTER CENTER 
AT WHICH SYS- 
TEM IS RUN 

ANNUAL 
SYSTEM 
CPERAT- 
Iffi 

COSTS 

AGENCY 
OWANIZ- 
ATIDNAL 
CCMPONENT 
SUPPORTED 
BY SYSTEM 

PROGRAMOR 
ACMINISTRATIVE 
FUNCTION SUP- 
PDRTEO BY 
SYSTEM 

BUDGET AUTHOR- 
ITY 134 VALUE 
OF ASSETS 
OR LIABILITIE: 
ACCOUNTED 
FOR BY SYSTEM 

RAIN 
lN=UTS 
TO 
SYSTEM 

NAIN 
OUTPUTS 
OF 
SYSTEM 

MAIN 
USERS 
OF 
SYSTEM 
OUTPUTS 

GM-9 

KK)WN INTERNAL CONTROL 
h/OR KNOWN FAILURES 
TO MEET COWPTRDLLER 
GENERAL’S ACCXXJNTING 
PRINCIPLES 6 STANDARDS 

. 
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CHECKLIST 2 CHECKLIST 2 
GRA - 10 

BACKGROUND INFORMATION ON ADF DEPARTMENT 

Workpaper 
index ' 

ITEMS TO BE OBTAINED 

Organization and staffing 

1. ADF department organization chart. 

2. Functional descriptions of ADF 
department organization. 

3. List of key officials in the ADF 
department, 

Section and 
supervisor 

Location and 
telephone number 

Major 
responsibilities 
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CHECKLIST 2 CHECKLIST 2 
GM-10 

4. Staffing level of the ADP department by 
division or office. 

ADP general 
management 

Security personnel 
System programmers 
Systems analysts 
Application 

programmers 
Other technical 

support 
Computer operators 
Peripheral equipment 

handlers 
Data entry operators 
Control clerks 
Schedulers 
Librarian(s) 
Data base 

administrator(s) 
Secretaries and 

clerks 
Other 

Total 

Number 
Authorized Assigned 

Anticipated staffing additions and 
deletions during the next 2 years: 

Workpaper 
index 

Names of 
supervisors 

5. Major position descriptions. 
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l 
CHECKLIST 2 

GRA - 10 

System design, development, and modification 

6. System documentation standards. 

7. System documentation procedures. 

8. System development procedures. 

9. Computer program change procedures. 

Data center management 

10. Data center operations procedures 
manual. 

11. File library procedures manual. 

12. User billing procedures, including 
the billing algorithm. 

13. Statistics on system utilization. 

Number of scheduled a-hour shifts 
per day 

Number of scheduled days per week 
Average number of jobs per day 
Total hours scheduled for past 

3 months 
Actual hours used for past 

3 months: 
Production 
Testing 
Rerun 
Maintenance 
Idle 
Other 

Explain how the numbers of actual hours used were derived. 

CHECKLIST 2 

Workpaper 
index 

Specific 
Total computer-based 
system system being 

processing evaluated 

Multiprogramming factor (average 
number of programs running 
concurrently) 
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CHECKLIST 2 CHECKLIST 2 
GRA- 10 

14. Budgeted, actual, and projected costs 
for current and next fiscal year. 

Costs of rented equipment: 
Central processing units 
Data COmnWIiCatiOnS 

All other - 
Costs of purchased equipment: 

Central processing units 
Data communications 
All other 

Hardware maintenance costs 
Personnel costs: 

ADP general management 
Security personnel 
System programmers 
Systems analysts 
Application programmers 
Other technical support 
Computer operators 
Peripheral equipment 

handlers 
Data entry operators 
Control clerks 
Schedulers 
Librarian(s) 
Data base administrator(s) 
Secretaries and clerks 
Other 

Supplies (cards, paper, etc.) 
Contracts: 

Data conversion 
Other services 

Facility costs: 
Space 
Utilities 

Other costs (specify) 

Budgeted 
costs 

Actual 
costs 

Workpaper 
index 

Projected 
costs 

Total costs 
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CHECKLIST 2 CHECKLIST 2 
GRA - 10 

Data center protection 

15. Data center security procedures. 

16. Emergency plan. 

17. Backup and recovery procedures. 

System software 

18. 

19. 

20. 

21. 

22. 

23. 

24. 

25. 

Operating system description. 

System utilities description. 

Program library system description. 

File maintenance system description. 

Security software description. 

Data communications system description. 

Data base management system 
description. 

System software change procedures. 

Workpaper 
index 
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CHECKLIST 2 CHECKLIST 2 

Workpaper 
index 

Hardware 

26. Complete inventory and description of 
the computer system. 

CPU manufacturer 
CPU model number 
Date CPU installed 
CPU physical location 
Internal storage capacity 
Dir'ect access storage capacity 
Console model number 

Peripheral devices Number of devices 

Magnetic tape drives: 
track, density 

-track; 
track. 

densit; 
densitv 

Magnetic disk drives: * 
series or model number 

-series or model number 
series or model number -- 

Magnetic drum units 
Other mass storage units 

(specify type) 
Card readers 
Card punches 
Card reader/punches 
Line printers: 

lines per minute 
lines per minute 

OnXne terminals 
Remote batch terminals 
Communications controllers 
Optical scanners 
MICR readers 
Mark sense readers 
Key-to-tape units 
Key-to-disk units 
Keypunch/verification units 
Card sorters 
Card collators 
Card accounting machines 
Other (specify) 

27. Schematic of telecommunications network. 
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QUESTIONNAIRE 1 QUESTIONNAIRE 1 
GF!A- 11 

EXECUTIVE ADP MANAGEMENT COMMITTEE 

An executive ADP management committee, normally chaired 
by a top management representative, is usually responsible for 

--establishing agencywide policies for data processing 
systems, 

--approving short- and long-range plans to develop and 
implement new systems, 

--evaluating the need for new computer equipment, and 

--insuring that new equipment is acquired in the most 
economical and expeditious manner. 

User departments and internal audit should be represented on 
this committee. 

The auditor should determine whether the agency has an 
executive ADP management committee, its makeup, and the extent 
of its responsibilities. 

YES NO - 

REPRESENTATION 

1. 

2. 

3. 

4. 

5. 

Does the agency have an executive 
ADP management committee? (Attach 
a copy of the committee's organi- 
zation chart.) 

Does a top management representa- 
tive chair the committee? 

Are major users of computer- 
processed information represented 
on it? 

Is the internal audit department 
represented? 

Does the committee have prescribed, 
documented responsibilities? (Attach 
a copy of the committee's charter.) 

RESPONSIBILITIES 

6. Does the committee: 

--Establish agencywide policies for 
ADP? 
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PROFILE 1 
GM-14 

TOP MANAGEMENT CONTROLS PROFILE 

In some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk 

INTERNAL AUDIT 

ADP 
involvement 

General controls 
review 
capability 

Application 
controls 
review 
capability 

Systems design, 
development, and 
modification 
review capability 

Reporting 
requirements 

EXTERNAL AUDITS AND STUDIES 

GAO ADP 
reviews 

GAO system 
approvals 

Private 
accounting 
firms and 
consultants 
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e QUESTIONNAIRE 2 
GRA-12 

INTERNAL AUDIT 

QUESTIONNAIRE 2 

Generally accepted Government auditing standards concerning 
computer-based systems state that the auditor shall 

--review the general controls in data processing systems, 
and 

--review application controls of installed data processing 
applications. 

An additional objective should be to review the design and devel- 
opment of new data processing systems and significant modifications 
to them. The internal audit function should be independent and 
should report to the agency head or deputy head. 

The auditor should determine the extent of internal audit 
coverage of agency ADP activities, and the level of internal 
audit reporting. 

YES NO - 
ADP INVOLVEMENT 

1. Is the agency's ADP-related internal 
audit function documented? (If so, 
obtain a copy.) 

2. Has internal audit periodically 
reviewed the ADP function? 

3. Has internal audit developed an 
overall audit plan which includes 
ADP reviews? 

4. Does internal audit have an ADP 
teain within its staff? 

5. Are members of the ADP audit team 
qualified in the ADP audit area? 

GENERAL CONTROLS REVIEW CAPABILITY 

6. Does internal audit review general 
controls in computer-based.systems 
to determine whether controls have 
been designed according to management 
direction and legal requirements? 

7. Does internal audit review general 
controls in computer-based systems 
to assure that the controls are 
operating effectively to provide 
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QUESTIONNAIRE 2 
GRA - 12 

reliability of, and security over, 
the data being processed? 

8. As part of its general controls 
reviews, does internal audit make 
sure that each of the following are 
adequate: 

--Organizational controls? 

--Physical facilities controls? 

--Personnel controls? 

--Security controls? 

--Operating system controls? 

--Hardware controls? 

APPLICATION CONTROLS REVIEW CAPABILITY 

9. 

10. 

11. 

12. 

13. 

14. 

Does internal audit review the 
application controls in computer- 
based systems upon which they are 
relying to assess their reliability in 
processing data in a timely, accurate, 
and complete manner? 

Do these control reviews 
determine whether the computer- 
based systems conform to agency 
and Federal standards? 

Do these control reviews deter- 
mine whether the systems conform 
to the latest approved design 
specifications? 

Are periodic audits designed to 
test internal controls and 
reliability of data processed? 

Does Internal audit verify the. 
information on ADP output reports 
against related source documents? 

Does internal audit use test data 
to insure the reliability of 
computer programs? 

QUE8TIONNAIRE 2 

YES NO - 
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l QUESTIONNAIRE 2 

GRA - 12 

15. 

16. 

17. 

18. 

19. 

Are automated data retrieval and 
analysis packages or specially 
written computer programs used 
for evaluating data records? 

Are audit test data stored under 
internal audit control? 

Does internal audit supervise 
the running of test data? 

Are audit retrieval programs stored 
under internal audit control? 

Does internal audit supervise the 
running of audit retrieval programs? 

SYSTEMS DESIGN, DEVELOPMENT, AND 
MODIFICATION REVIEW CAPABILITY 

20. Does internal audit review the 
design and development of new data 
processing systems or applications? 

21. Does internal audit review signif- 
icant modifications to systems or 
applications? 

22. As part of its design, development, 
and modification review function, 
does internal audit make sure that 
all systems: 

QUESTIONNAIRE 2 

YES No 

--Carry out the policies management 
has prescribed for the system? 

--Provide the controls and audit 
trails needed for management, 
auditor, and operational review? 

--Will be efficient and economical 
in operation? 

--Conform with applicable legal 
requirements? 

--Are documented in a manner that 
will provide the understanding 
of the system required for 
appropriate maintenance and 
auditing? 
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QUESTIONNAIRE 2 
GRA - 12 

REPORTING REQUIREMENTS . 
23. Is internal audit located outside 

the staff or line management 
function of units under audit? 

24. Does internal audit report to the 
agency head or deputy head? 

QUESTIONNAIRE 2 

YES NO - 

25. Does internal audit maintain copies 
of memorandums and reports of all 
(both internal and external) ADP 
review efforts? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 3 QUESTIONNAIRE 3 
GRA-13 

EXTERNAL AUDITS AND STUDIES 

External reviews and studies conducted by GAO, private 
accounting firms , or consultants provide a third party appraisal 
of agency ADP operations. 

The auditor should determine the extent of external review 
coverage for the past 1 to 3 years and whether the agency has 
implemented recommendations. 

GAO ADP REVIEWS 

1. 

2. 

3. 

4. 

e 5. 

6. 

7. 

a. 

9. 

Has the agency been included in a 
Government-wide ADP review? 

Were agency ADP operations free of 
deficiencies? 

If not, has the agency taken 
corrective measures? 

Has the agency's ADP planning 
process ever been reviewed? 

Were agency ADP planning processes 
free of deficiencies? 

If not, has the agency taken 
corrective measures? 

Have the agancy's ADP procurement 
activities ever been reviewed? 

Were agency ADP procurement 
activities free of deficiencies? 

If not, has the agency taken 
corrective measures? 

GAO SYSTEM APPROVALS 

10. Has the application system under 
review ever been subjected to a 
GAO system approval review? 

11. Was the agency system free of 
deficiencies? 

12. If not, has the agency taken 
corrective measures? 

13. Was the system approved? 
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QUESTIONNAIRE 3 
GM - 13 

PRIVATE ACCOUNTING FIRMS 
AND CONSULTANTS 

QUESTIONNAIRE 3 

YFS NO - 

14. 

15. 

16. 

17. 

18. 

19. 

20. 

Has the agency contracted with 
private firms to evaluate its 
ADP activities? 

were agency ADP activities free 
of deficiencies? 

If not, has the agency taken 
corrective measures? 

If a financial computer-based system 
is involved, was the system reviewed 
by a private accounting firm? 

Were both general and application 
controls reviewed? 

Was the financial computer-based 
system free of deficiencies3 

If not, has the agency taken 
corrective measures? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no.'! All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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l 
PROFILE 1 

GRA-14 

TOP MANAGEMENT CONTROLS PROFILE 

PROFILE'1 

On the basis of questionnaire responses and other information 
obtained relating to the following control characteristics, how 
much risk (low, medium, or high) do you believe is involved in 
relying on the agency's top management controls to assure effec- 
tive ADP operations? Refer to appendix II for more information on 
assessing risk. 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk 

EXECUTIVE ADP 
MANAGEMENT 
COMMITTEE 

Committee 
representation 

Committee 
responsi- 

reporting 
requirements 
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PROFILE 1 
GM-14 

TOP MANAGEMENT CONTROLS PROFILE 

In some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk 

INTERNAL AUDIT 

ADP 
involvement 

General controls 
review 
capability 

Application 
controls 
review 
capability 

Systems design, 
development, and 
modification 
review capability 

Reporting 
requirements 

EXTERNAL AUDITS AND STUDIES 

GAO ADP 
reviews 

GAO system 
approvals 

Private 
accounting 
firms and 
consultants 
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MATRIX 1 MATRIX 1 

GRA - 14 
TOP MANAGEMENT CONTROLS MATRIX 

If the degree of risk determined on the previous profile 
warrants additional audit work (i.e., medium to high risk), 
the following matrix should help the auditor select appropriate 
audit steps to complete the review. 

Committee Representation 

Committee Responsibilities 

Committee Report Requirements 

Internal Audit 

ADP Involvement 

Swtem Design. Development 
and Modification Review 0 0 l 

Reporting Requirements 

External Audits and Studier 

GAO ADP Reviews 

GAO Syrtsm Approvals 
I I I I I 

Private Accounting Firms 
and Consultantr 



QUESTIONNAIRE 4 QUESTIONNAIRE 4 
GRA - 15 

ORGANIZATIONAL CONTROLS 

A key organizational control is an adequate separation of 
duties, which includes 

--separating the data processing functions from other 
agency functions, 

--separating different data processing functions within 
the data processing department, and 

--providing for separation of duties within user 
departments. 

Clear-cut lines of supervision, job rotation, and mandatory 
vacations can also improve internal control. 

The auditor should determine the extent of separation of 
duties. 

YES NO - 

SEPARATION OF DUTIES 

1. Is the ADP function independent from 
other agency operations? 

2. Are all ADP employees prohibited 
from having authority, or duties in 
any other department? 

3. Are the following functions performed 
by a different individual or group: 

--Systems analysis? 

--Application programming? 

--Acceptance testing? 

--Program change control? 

--Data control? 

--Production control and 
scheduling? 

--Computer equipment operation? 

--Data base management? 

--System software maintenance? 

VI-38 



QUESTIONNAIRE 4 

GFa - 15 

--Computer files maintenance? 

--source document origination? 

--Source document conversion 
to machine-readable format? 

PERSONNEL POLICIES 

QUESTIONNAIRE 4 

4. 

5. 

6. 

7. 

8. 

Is there a direct line of responsibility 
between every subordinate and supervisor? 

Is a personnel rotation plan in effect 
within the different functional areas 
in the ADP department? 

Are ADP department personnel required to 
take regularly scheduled vacations? 

Does the ADP department have a low 
turnover rate? 

Does the ADP department have a low 
absentee rate? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 

P 
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QUESTIONNAIRE 5 QUESTIONNAIRE 5 

GRA - 16 
SYSTEM DESIGN, DEVELOPMENT, AND 

MODIFICATION CONTROLS 

The adequacy and effectiveness of controls in computer- 
based systems begin with the methods and procedures used during 
the system development process. The agency should have a struc- 
tured design, development, and modification process which pro- 
vides adequate separation of duties and assures user, manage- 
ment, and internal auditor participation. Additional key 
elements are adequate documentation, effective computer program 
testing, effective system acceptance testing, and effective 
computer program change control procedures. 

The auditor should evaluate the total system development 
process used by the agency, paying strict attention to the key 
elements outlined above. 

YES NO - 

SYSTEM DEVELOPMENT LIFE CYCLE 

1. Does the agency have a formal, manage- 
ment controlled approach for system 
development? 

2. Does the system development process 
include the following steps: 

--User needs definition? 

--Conceptual system design3 

--Feasibility study? 

--Cost-benefit analysis? 

--Detailed system analysis 
and design? 

--Programming? 

--Testing? 

--Procedure preparation7 

--Conversion? 

--System acceptance? 

--Operations? 

--Postimplementation audit? 
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QUESTIONNAIRE 5 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 

14. 

GRA-16 

Are formal requests for new or 
revised systems prepared by users and 
submitted with proper authorization 
signatures? 

Are these users' needs used to 
develop the conceptual system design? 

Is this conceptual design used 
to determine the technical and 
operational feasibility of the system? 

Is a cost-benefit analysis performed 
to make sure that the conceptual system 
will produce desired results 
economically? 

Were additional hardware and/or system 
software needs considered in the cost- 
benefit analysis? 

QUESTIONNAIRE 5 

YES NO - 

If so, is the additional hardware and/or 
system software requirement consistent 
with the agency's short- and long-range 
plans? 

Was the detailed system design consistent 
with the conceptual design and was it 
based on the feasibility study and cost- 
benefit analysis? 

Was the detailed system design used 
to prepare computer programs? 

Upon completion of all programming, is 
each program, interrelated subsystem, and 
the entire system thoroughly tested? 

Are program and system test results 
reviewed and signed by the systems 
analyst? 

Were all processing procedures-- 
both manual and automated--prepared 
before implementation and reviewed 
to make sure that the detailed design 
specifications were followed? 

Are there effective procedures to insure 
that no data is lost or erroneously 
changed during conversion to the newly 
designed system? 

VI-41 



QUESTIONNAIRE 5 
GRA - 16 

QUESTIONNAIRE 5 

YES NO - 

15. Was sufficient computer time allocated 
for the conversion process? 

16. Was the newly designed system tested 
in parallel with the old system? 

17. Was sufficient time allocated for 
parallel processing to allow for 
adequate comparison of results from 
both processes? 

18. Was the system "acceptance tested" to 
insure that it performed in accordance 
with functional and detailed performance 
specifications, including desired controls, 
and meets user needs and objectives? 

19. Was this system acceptance performed 
by a group independent of the 
programmers and analysts who designed 
the system? 

20. Does the system acceptance process 
evaluate both manual and automated 

~procedures? 

21. Does the system acceptance group 
certify in writing that the computer- 
based system performs in accordance 
with all functional and performance 
specifications? 

22. Are all scheduled and emergency computer 
program modifications evaluated by the 
independent system acceptance group? 

23. Does the system acceptance group control 
all changes to the computer-based 
system in order to maintain its integrity 
on a continuing basis? 

24. When the system is ready for initial 
operation, is its implementation co- 
ordinated with all personnel involved 
and other systems affected? 

25. After the system is in operation for 
several months, is a postimplementation 
audit of the entire system--both manual 
and automated --performed by the internal 
audit staff? 

VI-42 



0 
QUESTIONNAIRE 5 

GRA - 16 

26. Are at least the following personnel 
(or their equivalents) involved in the 
system development process: 

--Project manager? 

--Users? 

--Systems analysts? 

--Programmers? 

--Acceptance testers? 

--Internal auditors? 

27. Are duties of the different personnel 
assigned to the development project 
clearly separated? 

28. Is each person assigned to the develop- 
ment project aware of his/her respon- 
sibility? 

29. Have specific tasks and time frames 
for completing tasks been established 
for each member of the development 
project7 

30. Is the project manager authorized to 
make decisions on personnel resources, 
scheduling, costs, budgets, and most 
technical project matters? 

31. Is the project manager sufficiently 
supported by top management to 
accomplish the system development 
project7 

32. Have adequate resources been provided 
to successfully complete the system 
development project? 

33. Does top management track system 
development projects to make sure 
that objectives and time schedules 
are being met? 

34. Do users actively participate in 
system development projects? 

QUESTIONNAIRE 5 

YES NO - 
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QUESTIONNAIRE 5 
GRA - 16 

35. Is the user the final authority on 
whether the system meets its intended 
purpose (i.e., does the user have the 
final "go/no go" decision to place 
the system in operation)? 

36. Are all interested parties represented 
on the development team? 

37. If not, has a mechanism been established 
so they can provide input to the team? 

38. Are documentation and programming 
standards adhered to during the system 
development project? 

DOCUMENTATION 

39. Do agency standards exist for documenting 
different data processing functions? 

40. Has a project request document been 
prepared to provide the means for a 
user to request the development, 
procurement, or modification of soft- 
ware or other ADP-related services? 

QUESTIONNAIRE 5 

YES NO - 

41. Does the project request document 
include the following: 

--A statement of objectives to be 
accomplished by the proposed 
project? 

--A description of the service to 
be performed? 

--The reason for the request? 

--A description of how the requested 
project relates to other systems? 

--A statement on privacy and security 
considerations? 

--A list of those organizations that 
will be affected by the proposed 
project? 

--A list of pertinent reference 
documents on the project? 
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e QUESTIONNAIRE 5 

GRA-16 

QUESTIONNAIRE 5 

YES NO - 

42. Has the project request document been 
annotated by the receiving organization 
with the following: 

--The date the request was received? 

--The individual assigned to 
investigate the request? 

--The disposition of the request? 

--An estimated cost for completing 
a feasibility study or other 
analysis, and the project as 
a whole? 

--Any additional information such as 
problems encountered or references 
to other pertinent information? 

43. Has a feasibility study document been 
prepared to provide the following: 

--An analysis of the objectives, 
requirements, and system concepts? 

--An evaluation of alternative 
approaches? 

--An identification of a proposed 
approach? 

44. Does the document include the following: 

--A description of the requirements 
of the proposed system? 

--A statement of the major per- 
formance objectives of the 
proposed system? 

--An analysis of existing systems 
which currently address the 
proposed system's requirements 
and objectives? 

--A detailed description of the 
proposed system? 

--A discussion of alternative 
systems or approaches? 
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QUESTIONNAIRE 5 
GRA - 16 

--The rationale for recommending 
the proposed system? 

--A proposed schedule for system 
development? 

45. Has a cost-benefit analysis document 
been prepared to give managers, users, 
designers, and auditors adequate cost 
and benefit information to analyze and 
evaluate alternative approaches? 

46. Does the document include the following: 

--A description of alternative 
systems or approaches? 

--The cost of development and 
operation of each alternative? 

--The benefits which could be 
attained through the development 
of each alternative? 

QUESTIONNAI'RE 5 

YES NO 

--A comparative cost-benefit 
summary? 

--A sensitivity analysis assessing 
the extent to which costs or 
benefits would be affected by 
changes in key factors? 

47. Has a functional requirements document 
been prepared to provide the basic 
understanding between users and 
designers of the system? 

48. Does the document include: 

--A statement of objectives to be 
met by the new computer-based 
system? 

--A description of existing methods 
and procedures? 

--A description of proposed methods 
and procedures? 

--A summary of expected improvements? 

--A summary of impacts? 

VI-46 



a QUESTIONNAIRE 5 
GRA - 16 

--Cost considerations of the proposed 
computer-based system? 

--A description of alternative 
proposals? 

--The performance requirements 
of the new system? 

--A description of inputs and 
outputs? 

--A description of data elements, 
dictionaries, tables, and 
reference files? 

--A description of contingency 
steps to be taken in the event 
of hardware/software failures? 

--A description of the equipment 
needed to process the system? 

--A description of system software 
needed to support the system? 

--A description of interfaces with, 
other systems? 

--The security and privacy require- 
ments of the system? 

--A description of controls over 
and within the system? 

--A plan for developing and imple- 
menting the proposed system,? 

UUESTIONNAIRE 5 

49. Has a data requirements document been 
prepared to provide a data description 
and technical information about data 
collection requirements? 

50. Does it describe: 

--All required data? 

--Data collection requirements, 
responsibilities, procedures and 
impacts? 
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QUESTIONNAIRE 5 
GRA - 16 

51. Have detailed system/subsystem 
specifications been developed for the 
computer-based system? 

52. Do they include: 

--An overall narrative description 
of the system? 

--Its performance requirements? 

--The equipment configuration 
needed to process the system? 

--The system software needed to 
support the system? 

--The interfaces with other systems? 

QUESTIONNAIRE 5 

YES NO - 

--The security and privacy require- 
ments of the system? 

--The operational controls over 
the system7 

--The design characteristics of the 
system, including a system flowchart? 

53. Have detailed program specifications 
been developed for all programs of the 
system? 

54. Do these specifications include the following: 

--A general narrative description 
of the program and its functions? 

--The program's performance 
requirements? 

--The equipment required to 
operate the program? 

--The system software needed 
to support the program? 

--A description of all interactions 
by computer operators? 

--The storage requirements of the 
program, including the amount of 
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QUESTIONNAIRE 5 

l 
QUESTIONNAIRE 5 

P GRA - 16 

internal storage, and the amount 
and type of off-line storage? 

--The security and privacy 
requirements of the program? 

--The controls over and within the 
program? 

--Lists of constants, codes, and 
tables used? 

--The operating procedures of 
the program?- 

--The input record 
descriptions? 

formats and 

--A description of the program's 
logier including flowcharts and 
decision tables, supplemented 
by narrative explanations? 

--The output record formats and 
descriptions? 

--The logical and physical 
characteristics of all data bases 
used by the program including 
file layouts and data element 
definitions? 

--Source program listing? 

--Object program listing? 

55. Have detailed specifications been 
developed for data bases used by the 
computer-based system? 

56. Do these specifications include the following: 

--The data base identifications? 

--The system(s) using the data base? 

--The labeling and tagging conven- 
tions used when accessing the 
data base? 

--Any special instructions for using 
it? 

YES NO - 
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GRA-16 

--The system software needed to 
support it? 

--Its logical characteristics? 

--Its physical characteristics? 

57. Has a users manual been developed 
which documents the functions of the 
computer-based system? 

58. Does ‘this manual include: 

--A narrative description of the 
computer-based system? 

--A description or diagram of the 
computer-based operation? 

QUESTIONNAIRE 5 

YES NO a l - 

--A description of the equipment 
needed to process the system? 

--The structure and role of each 
system component? 

--The performance capabilities of 
the system? 

--A description of all data files 
used by the system? 

--A description of the inputs, the 
flow of data through the processing 
cycle, and the outputs? 

--The step-by-step procedures 
required to initiate processing? 

--The requirements for preparing and 
entering input data? 

--The requirements relevant to each out- 
put, such as format, frequency, etc.? 

--A list of error codes or conditions 
generated by the system and the cor- 
rective actions to be taken by the 
user? 

--The detailed instructions necessary 
to intiate, prepare, process, and 
receive a query applicable to the 
data base? 
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QUESTIONNAIRE 5 QUESTIONNAIRE 5 

GRA-16 YES NO - 

59. Has an operations manual been developed \ 
which describes the computer-based system 
and its operational environment for computer 
operations personnel? 

60. Does this manual include: 

--A diagram showing the inputs, 
outputs, data files, and sequence 
of operations of the computer- 
based system7 

--An inventory of all programs 
included in the system? 

--An inventory of each permanent 
file that is referenced, created, 
or updated by the system? 

--A list of the various runs 
possible and a summary of each 
run's purpose7 

--A description of the manner in 
which progressive advances from 
one run to another is made to 
complete the entire run cycle? 

--The job control statements 
needed for each run? 

--Operator instructions for 
each run? 

--The input and output files 
for each run? 

--The output reports produced 
for each run? 

--The output reports that need to be 
reproduced by other means? 

--The restart/recovery procedures 
for each run? 

--Any emergency procedures? 

--A description of procedures for 
running the computer-based 
system through remote devices? 
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61. 

62. 

63. 

64. 

65. 

66. 

GRA - 16 

Does the operations manual exclude: 

--Program logic charts or decision 
tables? 

--Copies of program listings? 

Are program listings inaccessible to 
computer operations personnel? 

Are computer operations personnel 
denied access to other program and 
system documentation? 

Has a program maintenance manual been 
developed which gives the maintenance 
programmer sufficient information 
to understand the programs, their 
operating environment, and their main- 
tenance procedures? 

Does this manual include: 

--A detailed description of each 
program in the computer-based 
system? 

--The equipment needed to process it? 

--The system software needed to 
support the application 
programs? 

--A description of the data base 
being used by the application 
programs? 

--A description of the programming 
conventions used to develop the 
application programs? 

--A description of all error 
conditions, their sources, and 
procedures for their correction? 

--Program listings and flowcharts 
of decision tables? 

Has a plan been documented to test the 
computer-based system? 

QUESTIONNAIRE 5 

YES NO - 

‘- 
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a 
GRA - 16 

67. 

68. 

69. 

70. 

71. 

72. 

73. 

74. 

75. 

76. 

If so, does it include the detailed 
specifications, descriptions, and 
procedures for all tests? 

Does it include test data reduction 
and evaluation criteria? 

Has a test analysis report been 
developed which documents the test 
analysis results and findings? 

If so, does it present the demonstrated 
capabilities and deficiencies of the 
computer-based system? 

Is the report used to prepare a state- 
ment of the system's readiness for 
implementation? 

Is all documentation periodically 
reviewed to insure that it is current 
and complete and adheres to established 
standards? 

Are copies of all documentation stored 
off the premises? 

If so, is the stored documentation 
periodically compared and updated 
with that being used? 

Is there written evidence of who 
performed the systems and programming 
work? 

Do documented procedures exist for 
controlling all system documentation? 

PROGRAM TESTING AND SYSTEM ACCEPTANCE 

77. Are all computer programs desk 
checked by the programmer and his/her 
supervisor before program assembly 
or compilation? 

78. Are all computer programs reviewed 
after assembly or compilation to 
insure that errors disclosed by these 
translator routines are corrected? 

QUESTIONNAIRE 5 

YES NO - 
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GFtA - 16 

79. 

80. 

81. 

82. 

83. 

84. 

85. 

86. 

Is test data, as opposed to live data, 
used to test computer programs? 

IS each program, subsystem, and then the 
entire system, tested? 

IS test data treated just like live data, 
as opposed to having special codes entered 
in the test data to indicate it is not 
normal production data? 

Are sufficient volumes of test 
transactions entered which have a wide 
range of valid and invalid conditions? 

Is sufficient time allocated for 
thorough testing? 

Have sufficient staff members been 
allocated for testing purposes? 

Are there test cases which evaluate the 
following: 

--Mainline and end-of-job logic? 

--Each routine? 

--Each exception? 

--Abnormal end-of-job conditions? 

--Combinations of parameter cards 
and switch settings? 

QUESTIONNAIRE 5 

YES NO - 

--Unusual mixtures and sequences of data? 

Does the test data include cases which test 
for the following types of valid conditions: 

--Codes? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 

VI-54 



QUESTIONNAIRE 5 

l 
--Missing data? 

GRA - 16 

QUESTIONNAIRE 5 

YES NO - 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonable checks? 

--Sign? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Check digit? 

--Crossfooting of quantitative 
data? 

--Control totals? 

87. Are programming aid software packages 
used to improve computer programs' 
efficiency and effectiveness? 

88. Are new programs run parallel to old 
ones to help assure their accuracy? 

89. Are all computer-based systems subjected 
to a system acceptance process? 

90. Does this system acceptance evaluate 
whether the entire system, both manual 
and automated processes, is performing 
in accordance with system specifications 
and processing standards? 

91. Is system acceptance performed by 
individuals independent of the analysis, 
design, and development of the system? 

92. Once system acceptance has been completed, 
is a written certification that the 
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GIG-16 

entire system performs in accordance with 
all functional and performance specifi- 
cations required before the system can 
be placed in operation? 

93. IS system acceptance performed using test 
data similar to, but independent of, program 
testing data? 

QUESTIONNAIRE 5 

YES NO - 

94. Are system acceptance transactions 
tested just like live transactions, as 
opposed to having special codes entered 
in the transaction to indicate that it 
is not normal production data? 

95. Are sufficient volumes of system 
acceptance transactions entered and 
processed which have a wide range of 
valid and invalid conditions? 

96. Is sufficient time allowed for 
system acceptance purposes? 

97. Have sufficient staff members been al- 
located for system acceptance purposes? 

90. Are there system acceptance test trans- 
actions which evaluate the following: 

--Mainline and end-of-job logic? 

--Each routine? 

--Each exception? 

--Abnormal end-pf-job conditions? 

--Combinations of parameter cards 
and switch settings? 

--Unusual mixtures and sequences of data? 

99. Does system acceptance data include cases 
which test for the following types of 
valid conditions: 

--Codes? 

--Characters? 

--Fields? 
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l GRA - 16 YES 

--Combinations of fields? 

--Transactions? 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Sign? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Check digit? 

--Crossfooting of quantitative data? 

--Control totals? 

PROGRAM CHANGES 

100. 

101. 

102. 

103. 

104. 

QUESTIONNAIRE 5 

NO - 

Are computer programs revised only after 
written request by users and approval by 
user department management? 

Do these written requests describe 
the proposed changes and reasons for them? 

Do these requests include security/ 
privacy specifications? 

Is a change request form or other means 
of documentation used to originate 
program modifications? 

If so, are all change request forms 
sequentially numbered and accounted for? 
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GRA - 16 

105. Are program modifications thoroughly 
tested to make sure that the modification 
functions properly? 

106. Are program modifications subjected 
to system acceptance before being placed 
in operation? 

107. Is there a limit on the number of 
times programs can be changed? 

108. Are departments that initiate changes 
in master files or program instructions 
furnished with a notice or other documen- 
tation showing changes actually made? 

109. Do users make the final decision on 
whether the modification meets their 
needs? 

110. Is program documentation changed to 
reflect program modifications? 

111. Is system documentation changed to 
reflect program modifications? 

112. IS operations documentation changed 
to reflect program modifications? 

113. Is user documentation changed to 
reflect program modifications? 

114. Are procedures in place to determine 
if any other system is affected by 
the program modifications? 

115. Does the volume of regularly scheduled 
program modifications indicate a 
problem with programs, procedures, or 
the computer-based system? 

116. Do computer operations personnel have 
a list of individuals to notify if a 
computer-based system requires an 
emergency or immediate modification? 

117. Are individuals on the above list 
the only application programmers allowed 
in the computer room? 

QUESTIONNAIRE 5 

YES NO - 
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QUESTIONNAIRE 5 

GRA-16 

QUESTIONNAIRE 5 

YES NO - 

118. IS access to other data files and 
programs denied to the programmer 
making an emergency modification? 

l 

119. Is the programmer making the emergency 
modification denied access to the data 
files that the program was using when 
the problem occurred? 

120. Do computer operations personnel document 
the problems and give that documentation 
to the ADP department manager? 

121. Is the responsible user always notified 
that an emergency modification has 
been made? 

122. Is the system's project manager always 
notified that an emergency modification 
has been made? 

123. Are all emergency modifications made 
to both the source module and the 
executable load module? 

124. Does the programmer making the emergency 
modification complete a statement and 
leave it with the computer operator as 
to the problem encountered, and the fix 
made? 

125. Is the individual making the emergency 
modification required to perform suf- 
ficient testing to assure that the 
emergency modification will function 
properly? 

126. Are procedures established to insure 
that the emergency modification is 
immediately subjected to a system 
acceptance test? 

127. Are procedures established so that 
the system-accepted emergency modifi- 
cation will be incorporated into the 
next production version of the system? 

128. Does the volume of emergency modifi- 
cations indicate a problem with programs, 
procedures, or the computer-based system? 
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GF?A - 16 

129. Are outdated source programs deleted 
from the production source program library? 

130. Are outdated load modules deleted 
from the executable load module 
library? 

131. Are job control statements relating to 
outdated programs discarded? 

132. Is documentation relating to outdated 
programs discarded? 

133. Is there a procedure to prevent 
suspended programs from being used 
by mistake? 

134. Is a special library used for source 
programs or executable load modules 
during the testing and system 
acceptance phases? 

135. Is an executable load module library 
used for production processing? 

136. Does the executable load module 
library keep track of the day, date, 
sequence, who made the change, and 
the change, etc.? 

137. Are computer programs protected from 
unauthorized access? 

138. Does the agency use automated methods 
(such as a program library system 
software package) to restrict access 
to comput?er programs? 

. 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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GRA-17 

DATA CENTER MANAGEMENT CONTROLS 

QUESTIONNAIRE 6 

The accuracy and completeness of information processed 
by an agency's data processing function depends, in part, on 
the controls over the operations of the data center. The 
main areas of control include 

--input/output control and scheduling, 

--malfunction reporting and preventive maintenance, and 

--user billing/chargeout procedures. 

The auditor should determine the adequacy of the controls 
over the center and the level of management exercised. 

YES NO - 

INPUT/OUTPUT CONTROL AND SCHEDULING 

1. 

2. 

3. 

4. 

5. 

Has a formal control group been 
established within the data center? 

Have formal input/output control 
procedures been established? (If so, 
attach a copy.) 

Is the control group responsible for 
recording and controlling all production 
data processed by the data processing 
department? 

Does the control group keep logs of all 
computer-based systems? 

Do these logs include the following: 

--Name of application? 

--Record counts and predetermined 
control totals of input 
transactions? 

--Run-to-run totals? 

--Record counts and predetermined 
control totals of error trans- 
actions? 

--Record counts and predetermined 
control totals of updated 
master files? 
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6. 

7. 

8. 

91 

10. 

11. 

12. 

13. 

14. 

15. 

16. 

17. 

18. 

QUESTIONNAIRE 6 

YES NO - 
GRA - 17 

--Record counts and predetermined 
control totals of output trans- 
actions? 

Are all totals balanced during and 
after the application processing? 

Are all errors disclosed during processing 
controlled by the control group to insure 
that they are corrected promptly? 

Does a supervisor initial each log to 
indicate that a review has been performed? 

Does the control group require an 
authorization document or a transmittal 
sheet to accompany all input transactions? 

Does the group visually scan all output 
reports for general accuracy and 
completeness? 

Does the group distribute output reports 
according to a formal schedule? 

Is the group responsible for scheduling 
production runs and other workloads? 

Is it responsible for rescheduling of 
aborted or erroneous processing? 

Have formal scheduling procedures been 
established? (If so, attach a copy.) 

Is a priority scheme used for 
scheduling work? 

Is there a schedule of all computer- 
based systems which includes: 

--A brief description of the function 
of each? 

--The date of approval? 

--The identification number? 

Is the mix of jobs aimed at getting 
the proper performance out of the data 
center's resources? 

If an RJE is used, has a control group 
been established to govern its operation? 
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19. 

20. 

21. 

22. 

23. 

24. 

25. 

GRA-17 

Does the computer system schedule the 
work submitted through the RJE? 

Is the group responsible for all 
negotiable instruments? 

Have formal procedures been established 
governing the requisition and accounting 
for all blank stock of negotiable instru- 
ments? (If so, attach a copy.) 

Is the receipt of negotiable instruments 
inventoried by two people at the time of 
delivery? 

Are negotiable instruments, damaged or 
voided during processing, destroyed in 
the presence of two or more people? 

When negotiable instruments are being 
processed by the computer, are two or 
more people present? 

Are all negotiable instruments 
periodically inventoried by the control 
group? 

MALFUNCTION REPORTING AND PREVENTIVE MAINTENANCE 

26. Has a formal malfunction reporting 
procedure been established for the 
data processing department? (If so, 
attach a copy.) 

27. Are computer operators required to 
keep logs of all computer processing 
actions? 

28. Do these logs record: 

--Startup? 

--Errors? 

--Reruns? 

--Recoveries? 

--Shutdowns? 

--Shift changes? 

UUESTIONNAIRE 6 

YES NO - 
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29. 

30. 

31. 

32. 

33. 

34. 

35. 

36. 

37. 

GRA - 17 

--Maintenance? 

--Other? 

Are all processes and operator 
decisions recorded on the operations 
log? 

Does a supervisor initial each log 
to indicate that a review has been 
performed? 

Does the computer system automatically 
produce a log of all system operations? 

Does the console log list: 

--Date? 

--Job name and/or number? , 

--Program name *and/or number? 

--Start/stop times? 

--Files used? 

--Record counts? 

--Halts (programmed and 
unscheduled)? 

If the system does not have a console 
typewriter, does some other method 
afford adequate control and record the 
activities performed by both the 
computer and operator? 

Is all computer time accounted for 
from the time the computer is turned on, 
until it is shut down? 

Are disposition notes entered on 
the console log showing corrective 
actions taken when unscheduled 
program halts occur? 

Are job reruns recorded on the 
console log? 

Is the reason for each rerun recorded? 

QUESTIONNAIRE 6 

YES NO - 
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GRA-17 

38. Are log pages sequentially numbered? 

QUESTIONNAIRE 6 

YES NO - 

39. Is the log reviewed and signed at the 
end of each shift by a supervisor and 
filed as a permanent record? 

40. Are logs independently examined to detect 
operator problems and unauthorized 
intervention7 

41. Have formal preventive maintenance 
procedures been established for the data 
Ez;;e;sing department? (If so, attach a 

. 

42. Is there documented evidence of the 
type and time of maintenance performed? 

43. Is a schedule for machine maintenance 
published and followed? 

44. Is sensitive data removed from all on- 
line storage devices before equipment is 
turned over to maintenance personnel? 

USER BILLING/CHARGEOUT PROCEDURES 

45. Are there documented procedures for 
user billing/chargeout? 

46. Are there user/data processing 
department billing/chargeout agree- 
ments? (If so, attach copies.) 

47. Are the user billing/chargeout 
procedures effectively tied into a 
job accounting system for the data 
processing department's resources? 

48. Are the user billing/chargeout 
procedures based on the number of 
transactions processed? 

49. Are they-based on an artificial 
"computer accounting unit"? 

50. Axe there adequate procedures for 
determining the share of overhead 
costs for billing users? 

51. Are additions to the equipment, software, 
etc., justified on the basis of resource 
utilization and user needs? 
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GRA - 17 

52. 

53. 

54. 

55. 

56. 

Are there adequate procedures for 
determining why costs are not charged 
to users? 

IS there an equitable procedure for 
charging reruns of production jobs so 
that user errors are charged to users 
and data processing department errors 
are not charged to users? 

Are present data processing department 
costs in line with budgeted costs? 

Is,the method of charging the data 
processing department's costs equitable7 

Is the method of charging the data 
processing department's costs in the 
interest of minimizing the use of 
agency resources? 

QUESTIONNAIRE 6 

YES NO - 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 

J 

l 
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GRA - 18 

QUESTIONNAIRE 7 

DATA CENTER PROTECTION CONTROLS 

Computer resources and data should be protected against 
unauthorized access to reduce erroneous or fraudulent activi- 
ties. Formal documented procedures should be established 
describing actions to be taken in the event of fire or other 
natural disasters. 

The auditor should evaluate protection controls over 
the data center and the adequacy of emergency procedures and 
backup arrangements. 

YES NO - 

SECURITY AND ACCESS 

1. 

2. 

3. 

4. 

5. 

6. 

Has overall agencywide responsibility 
for conducting periodic risk analyses 
been formally assigned? (If so, to whom?) 

Does the risk analysis measure 
vulnerability related to the potential 
for the following: 

--Fraud or theft? 

--Inadvertent error or improper 
disclosure of information? 

--Financial loss? 

--Harm to individuals or infringe- 
ment on privacy rights? 

--Loss of proprietary data and 
harm to agency activities? 

Has a specific timetable for conducting 
risk analyses been established? 

Is the interval between risk analyses 
commensurate with the sensitivity of 
the information processed? 

Ie the interval between risk analyses 
at most every 5 years? 

Do agency procedures require that a 
risk analysis be performed before the 
approval of design specifications for 
computer installations? 
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7. 

a. 

9. 

10. 

11. 

12 

13. 

14. 

15. 

16. 

17. 

QUESTIONNAIRE 7 

YES NO - 
GRA-18 

DO agency procedures require that a 
risk analysis be performed whenever there 
is a "significant change" to the physical 
facility, hardware, or operating system 
software? 

Has the agency defined "significant 
change"? 

Is the definition of "significant 
change" commensurate with the sensitivity 
of the information processed by the 
installation? 

Are requirements established for 
conducting risk analyses for Government- 
owned contractor-operated facilities 
as well as Government operated facilities? 

Do agency plans provide for assessing 
risks related to computer services pro- 
vided by other agencies and those provided 
through commercial services? 

Has overall agencywide responsibility 
for computer security been formally 
assigned? (If so, to whom?) 

Has the agency assigned responsibility 
for computer security at each head- 
quarters and field organization? 

Do the individuals assigned responsibility 
for computer security have both computer 
and security experience? 

Are all employees required to sign an 
agreement regarding their role and 
responsibility in the department and 
the ownership and use of data processing 
equipment and information within the 
data center? 

Have personnel security policies for 
screening employees been established 
and implemented? 

Do these policies provide for levels 
of screening commensurate with the 
sensitivity of the position or function? 
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GRA - 18 

18. 

19. 

20. 

21. 

22. 

23. 

24. 

25. 

26. 

27. 

28. 

Have screening requirements for contractor/ 
service personnel been established and 
implemented? 

Are the personnel policies consistent with 
FPM letter 732-71 

When an employee is terminated, are the 
following precautions taken immediately: 

--The employee is denied access to 
the data processing department? 

--The employee is denied access 
to any data, program listings, 
etc.? 

--All other employees are informed 
of the employee's termination? 

Is there a procedure to be followed if 
an employee becomes a suspected security 
risk? 

Is access to the computer area limited 
to only authorized personnel? 

Do combination locks, security badges, 
or other means restrict access to the 
computer room? 

Are combinations on locks or similar 
devices periodically changed? 

Are account codes, authorization codes, 
passwords, etc. controlled to prevent 
unauthorized use? 

Are restricted entrances and emergency 
exits equipped with tamperproof 
automatic alarm systems that signal 
when doors are opened? 

Are exterior walls, tape library walls, 
storage room walls, etc., of solid 
construction from floor to ceiling? 

Are data processing personnel trained 
to challenge improperly identified 
visitors? 

QUESTIONNAIRE 7 

YES NO - 
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29. 

30. 

31. 

32. 

'33. 

34. 

35. 

36. 

37. 

38. 

39. 

40. 

YES NO - 
GRA- 18 

Are data processing personnel counseled 
to report all cases of security intrusions 
(either intentional or inadvertent) of which 
they become aware? 

IS access to the computer area by 
custodial, electrical, and other in-house 
maintenance personnel controlled? 

Must vendor and support personnel provide 
positive identification before they can 
be admitted to the computer area? 

Must data processing personnel be 
present when service personnel are in 
the area? 

Are at least two individuals always 
present in the computer room at all times? 

Is there a method or procedure to re- 
strict access to source documents and 
blank input forms to authorized employees 
only? 

Are all critical forms (i.e., negotiable 
instruments, identification cards, etc.) 
stored in a secure location and are 
they accounted for periodically? 

Are source documents, blank input forms, 
and other critical forms prenumbered 
for accountability? 

Are procedures in place to limit access to 
critical forms during their intermediate 
storage and transportation such as dual 
custody and mail and message carrier 
controls? 

Is there a procedure for joint 
authorization releases from the storage 
area? 

Is the receipt of critical forms 
inventoried by two people at the time 
of delivery? 

Have controls been established over the 
issuance of critical forms for jobs 
being scheduled for processing? 

- 
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GRA-18 

41. When critical forms are processed by 
the computer, are two or more people 
always present? 

42. .Are copies of critical outputs that need 
to be destroyed kept in a secure location 
until they can be destroyed? 

43. When critical outputs are destroyed, are 
at least two people present? 

FILES 

44. 

45. 

46. 

47. 

48. 

49. 

50. 

51. 

52. 

53. 

54. 

55. 

Is the responsibility for issuing and 
storing magnetic tapes, disk packs, 
or other data storage media assigned 
to a librarian? 

Is this duty the librarian's chief 
responsibility? 

Are library procedures documented? 

Is access to the library always 
limited to the responsible librarian(s)? 

Is there a librarian on duty at all 
times when the data center is being used? 

Does the agency use automated methods 
(such as a file management system software 
package) to restrict access to computerized 
files? 

Are sensitive files (such as security 
classification or privacy act restrictions) 
properly identified as such, and appro- 
priately secured? 

Are all data files logged in and out to 
prevent release to unauthorized personnel? 

Are all files expeditiously returned to 
the library after use? 

Are tape and disk inventory records 
kept? 

Are tape and disk status records kept? 

Have external labeling procedures 
been documented? 

QUESTIONNAIRE 7 

YES NO - 
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QUESTIONNAIRE 7 

YES NO - 

56. Are external labels affixed to active 
tapes and/or disks? 

57. Do labels tie in with inventory records? 

58. Are work or scratch tapes or disk packs 
kept in a separate area of the library? 

DISASTER RECOVERY 

59. 

60. 

61. 

62. 

63. 

64. 

65. 

66. 

67. 

68. 

Have emergency procedures been documented? 

Do they include steps to take in the 
event of a natural disaster by fire, water 
damage, etc., and intentional damage by 
sabotage, mob action, bomb threats, etc.? 

Are employees familar with the emergency 
procedures? 

Is the computer center separated from 
adjacent areas by fire resistant partitions, 
walls, etc.? 

Have noncombustible flooring, ceilings, 
and/or draperies been used in the data 
center? 

Are any activities conducted adjacent to 
the center that might endanger it by 
flood, fire, or explosion? 

Is smoking prohibited in the center? 

Are center personnel trained periodically 
in fire-fighting techniques and assigned 
individual responsibilities in case of 
a fire? 

Are emergency procedures for handling 
minor and major fires prominently posted 
throughout the data center? 

Are heat and smoke detectors installed 
in the following areas: 

--In the ceiling? 

--Under raised floors? 

--In the air return ducts? 
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69. 

70. 

71. 

72. 

73. 

74. 

75. 

76. 

77. 

78. 

79. 

80. 

81. 

82. Are air intakes protected against 
introduction of noxious substances? 

83. Is backup air-conditioning available? 

84. Is the source of electric power 
sufficiently reliable to assure continued 
operations? 

Do these devices alert the local fire 
department as well as internal personnel? 

Are portable fire extinguishers located 
in strategic and accessible areas? 

Are they vividly marked? 

Are they periodically tested? 

Are emergency exits and evacuation 
routes clearly labeled? 

Are battery-powered emergency lights 
placed in strategic locations to assist 
in evacuation should power be inter- 
rupted? 

Is the computer center protected by an 
automatic fire suppressing system? 

Are emergency switches for cutting off 
power easily accessible at the exits 
of the center? 

Does emergency power shutdown include the 
air-conditioning system? 

Is the center equipped with temperature 
and humidity gauges which automatically 
activate signals if either goes outside 
the normal range? 

Is the center air-conditioned by a 
separate system? 

Is the air-conditioning system suffi- 
ciently protected from unauthorized 
access? 

Is the air-conditioning system (duct 
linings, filters, etc.) made from 
noncombustible materials? 

QUESTIONNAIRE 7 

YES NO - 

. 
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YES NO - 

85. 

86. 

87. 

88. 

89. 

90. 

91. 

92. 

93. 

94. 

95. 

96. 

97. 

98. 

IS the source of electric power suffi- 
ciently protected from unauthorized access? 

Is an alternate power source available? 

Is the computer center backed up by an 
uninterruptible power source system? 

Are there provisions for retaining 
and/or copying master files and a 
practical means of reconstructing a 
damaged or destroyed file? 

Are sufficient generations of files 
maintained to facilitate reconstruction 
of records (grandfather-father-son 
routine)? 

Is at least one file generation kept at 
a location other than the file storage 
area? 

Are copies of critical files stored at 
a remote location and restricted from 
unauthorized access? 

Are duplicate application programs kept 
at a remote location and restricted 
from unauthorized access? 

Are duplicate system software programs 
kept at a remote location and restricted 
from unauthorized access? 

Are duplicate copies of critical docu- 
mentation kept at a remote location 
and restricted from unauthorized access? 

Is there backup computer capacity 
within the computer center? 

Is this backup capacity in the same 
building but in a different computer 
center? 

Is there backup capacity at an offsite 
location? 

Have critical locations been provided 
with the following backup devices: 

--Terminals? _ 
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--Modems? 

--Communication lines? 

99. Have these backup arrangements been 
documented? 

100. Have they been formally agreed to by 
all parties concerned? 

101. Has a priority scheme been established 
in the event that backup arrangements 
must be used? 

102. Are backup procedures periodically 
tested at the backup data center? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 

VI-75 



QUESTIONNAIRE 8 GRA - 19 

SYSTEM SOFTWARE CONTROLS 

QUESTIONNAIRE 8 

a 

Many control operations previously performed manually have 
been automated in "system software," which is defined as any pro- 
gram or system that helps interconnect and/or control the elements 
of input, output, processing, data, and application programs. 
System software normally falls into one of the following cate- 
gories: (1) operating systems, (2) system utilities, (3) program 
library systems, (4) file maintenance systems, (5) security soft- 
ware, (6) data communications systems, and (7) data base manage- 
ment systems. 

The auditor should determine 

--types and uses of system software, 

--reliance on system software to perform critical control 
or critical processes, 

--who has access to interworkings of system software, and 

--how well the changes to system software are being 
controlled. 

OPERATING SYSTEMS 

1. 

2. 

3. 

4. 

5. 

Is an operating system used to control the 
inner workings of the computer hardware? 
(If " no , " skip to question 17.) 

Has the vendor or developer provided a 
complete, documented description of the 
operating system's design and operation? 

Does the operating system prohibit one 
application program from accessing memory 
or data of another application program 
that is processing simultaneously? 

Is the operating system "read protected"? 
(This prohibits an application program 
from accessing operating system instruc- 
tions, password tables, and/or other 
authorization algorithms.) 

Does the operating system prohibit 
operators from entering data or changing 
memory values at the computer console? 

NO - l 

. 
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6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 

14. 

15. 

16. 

Is the use of privileged instruction of 
the operating system strictly controlled? 

Does the operating system control all 
input/output functions of data files? 

Are operating system instructions, 
password tables, and/or other authorization 
algorithms protected from unauthorized 
access when the computer system fails? 

Has the integrity of the operating system 
been tested after initial installation? 

Does the operating system prohibit appli- 
cation programs from overriding or bypassing 
errors which are detected during processing? 

Must all application programs or other 
system software be run only when the 
operating system is operational7 

Is an audit trail of all operating system 
actions maintained either on the automatic 
console log or the computer system's job 
accounting data? 

Is each use of the computer system's 
"load" button recorded? 

Is the button physically protected? 

Is the computer system's internal clock 
adequately protected from unauthorized 
access? 

Does the operating system adequately 
and accurately schedule all jobs run on 
the computer system? 

SYSTEM UTILITIES 

17. Are utility programs used to perform 
frequently repeated functions? 
(If IIno," skip to question 25.) 

18. Has the vendor or developer of the 
system utilities provided a complete, 
documented description of their design 
and operation? 

NO - 
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19. Must the operating system be operational 
when-utility programs are used? 

20. Is there a complete directory of all 
available utilities? 

21. Is access to system utility documentation 
denied to computer operators? 

22. Is a supervisory authorization required 
before installation and use of new 
versions of utility programs7 

23. Can controls that detect processing errors 
in system utilities be overridden or 
bypassed? 

24. Can system utilities be used to override 
or bypass controls within other system 
software or application programs? 

PROGRAM LIBRARY SYSTEMS 

25. 

26. 

27. 

28. 

29. 

YES NO - 

QUEST.IONNAIRE 8 

Is a program library system used to control 
application programs? 
(If no, skip to question 35.) 

Has the vendor or developer of the program 
library system provided a complete, docu- 
mented description of the system's design 
and operation? 

Does the program library system: 

--Restrict access to application 
programs? 

--Control movement of programs 
from test to production modes? 

--Control movement of programs 
from source code to object code? 

--Control changes to application 
programs? 

Are program library system functions adequately 
supported by proper manual procedures? 

Are control functions performed by the 
program library system protected so they 
cannot be bypassed? 
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30. 

31. 

32. 

33. 

34. 

GRA-19 

Does the program library system provide an 
audit trail of all changes made to appli- 
cation programs? 

Does the program library system prevent the 
existence of more than one version of a 
source code program? 

Does the program library system prevent the 
existence of more than one version of an 
object code program? 

Are obsolete programs removed regularly 
from the: 

--Source code library? 

--Object code library? 

Are computer operators denied access to 
all libraries maintained by the program 
library system? . 

FILE MAINTENANCE SYSTEMS 

35. Is a file maintenance system used to 
control all tape and disk data sets? 
(If no, skip to question 43.) 

36. Has the vendor or developer of the file 
maintenance system provided a complete 
documented description of its design 
and operation? 

37. Does the file maintenance system: 

--Restrict access to automated 
data files? 

--Control the establishment, use 
and retention of automated data 
files? 

38. Are file maintenance system functions 
adequately supported by proper manual 
procedures? 

39. Are control functions performed by the 
file maintenance system protected so that 
they cannot be overridden or bypassed? 

QUESTIONNAIRE 8 

YES NO - 
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40. 

41. 

42. 

GFtA - 19 QUESTIONNAIRE 8 

YES NO l - 
Does the file maintenance system provide 
an audit trail of all uses and accesses 
of all automated data files? 

Does the file maintenance system prohibit 
more than one data file from having the 
same volume serial number? 

Have external labels been removed from 
all tape data files since the file 
maintenance system became operational? 

SECURITY SOFTWARE 

43. 

44. 

45. 

46. 

47. 

48. 

Is separate security software used to 
provide additional control over the 
agency's computer resources? 
(If no, skip to question 53.) 

Has the vendor or developer of the 
security software provided a complete 
documented, description of its design 
and operation? 

Is the security software used to control 
access to: 

--Terminals? 

--Remote job entry stations? 

--Individual automated data files? 

--Individual application programs? 

--Other system software? 

Are security software functions 
adequately supported by proper manual 
procedures? 

Can the control functions performed by 
security software be overridden or 
bypassed? 

Does the security software provide an 
audit trail of: 

--All authorized uses of computer 
resources under control? 

--All unauthorized attempted access? 
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49. 

50. 

51. 

52. 

GI-?A - 19 

Does security software control access 
to data separately from access to other 
computer resources? 

Is security software transparent to 
the following: 

--All application programs? 

--All other system software? 

Is there a list of all individuals 
detailing what computer resources they 
have access to? 

Do supervisors review it periodically? 

QUESTIONNAIRE 8 

YES NO - 

DATA COMMUNICATIONS SYSTEMS 

53. Is a data communications system used to 
provide the interface between terminals 
and the computer-based system? 
(If no, skip to question 78.) 

54. Has the vendor or developer of the data 
communications system provided a complete, 
documented description of its design and 
operation? 

55. Does the data communications system: 

--Control access to and use of 
terminals? 

--Poll and receive messages from 
computer terminals or other 
computers? 

--Address and send messages back to 
computer terminals or other 
computers? 

--Edit and format input and output 
messages? 

--Handle error situations? 

--Reroute traffic when terminals or 
lines are inoperative? 

--Perform on-line formatting on visual 
display terminals? 
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56. 

57. 

58. 

59. 

60. 

61. 

62. 

63. 

64. 

65. 

66. 

GRA-19 

Are data communications system functions 
adequately supported by proper manual 
procedures? 

Are functions of the data communications 
system protected so that they cannot be 
overridden or bypassed? 

Is a built-in hardware identification 
code checked by the data communications 
system to insure that no unauthorized 
terminals are being used? 

Does the data communications system use 
a table of authorized terminal addresses 
to allow polling with the communications 
network? 

Are user authorization codes or pass- 
words required by the data communications 
system to: 

--Access the computer system? 

--Access application programs? 

--Access other system software? 

--Enter transactions? 

Are different authorization codes required 
to enter different transactions? 

Does the authorization code identify 
the individual using the terminal? 

Are user authorization codes controlled 
to restrict unauthorized use? 

Are user authorization codes periodically 
changed? 

Is a nonprinting/nondisplaying or oblit- 
eration facility used when keying in and 
acknowledging user authorization codes? 

Is a terminal identification check 
performed by the data communications 
system so that various transaction 
types can be limited to authorized 
data entry stations? 

QUESTIONNAIRE 8 

YES NO - 
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67. If a security matrix or table is used 
to control access to the application 
system, is it properly protected to 
prevent unauthorized access? 

QUESTIONNAIRE 8 

YES NO - 

68. IS a message header used by the data 
communications system to identify: 

--Source of the message, including 
proper terminal and user authori- 
zation code? 

--Message sequence number, including 
the total number of message segments? 

--Transaction type code? 

--Transaction authorization code? 

69. Is this message header validated by the data 
communications system for: 

--Proper sequence number from the 
identified terminal? 

--Proper transaction code and/or 
user authorization code for the 
terminal or user? 

--Number of message segments received 
equal to the count indicated in the 
message header? 

--Proper acknowledgment from the 
terminal at the end of a transmission? 

--Balancing of debit/credit totals 
derived from adding all message 
segments and comparing with cor- 
responding totals in the message 
header? 

70. Does the data communications system use 
an end-of-transmission trailer which 
includes: 

--Message and segment counts? 

--Value totals, including debits 
and credits? 

--An ending symbol? 
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71. Are trailer counts and totals reconciled 
with header counts and totals by the 
data communications system? 

QUESTIONNAIRE 8 

YES NO - 

72. Does the data communications system: 

--Send acknowledgments to the terminal 
indicating receipt of messages? 

--Periodically test line and 
terminal operating status with 
standardized test messages and 
responses? . 

73. Does the data communications system use 
buffering to queue messages when a device, 
such as a terminal, is busy? 

74. IS a transaction log of sequence-numbered 
and/or time-of-day-noted transactions 
maintained by the data communications 
system? 

75. Does the transaction log record the: 

--Orginating terminal? 

--User authorization code? 

--Message identification? 

--Transaction type code? 

--Time of day that the transaction 
was logged? 

--Transaction data? 

76. Is the transaction log used to: 

--Provide part of the audit trail? 

--Account for all error messages? 

--Record, with control totals, all 
retrievals made by a particular 
terminal? 

77. Are all messages awaiting transmission 
logged by the data communications system 
before being put into the transmission 
queue, and then purged after transmission? 
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YES NO - 

DATA BASE MANAGEMENT SYSTEMS 

78. 

79. 

80. 

81. 

82. 

83. 

84. 

85. 

86. 

87. 

IS a data base management system used 
to control and maintain the agency's 
data base? (If IIno," skip to question 93.) 

Has the vendor or developer of the data 
base management system prov-ided a 
complete documented description of its 
design and operation? 

Does the data base management system: 

--Provide security over data base 
accesses? 

--Control the addition, modification, 
and deletion of data? 

--Provide the interface between 
individual application programs 
and specific data items in the 
data base? 

Are data base management system functions 
adequately supported by proper manual 
procedures? 

Are functions of the data base management 
system protected so that they cannot be 
overridden or bypassed? 

Is the use of restricted instructions 
logged and checked periodically? 

Does the data base management system 
use authorization codes or passwords 
to control access to data items? 

Does the data base management system 
record unsuccessful attempts to access 
the data base? 

Does the data base management system 
record which application programs have 
accessed each data item within the 
data base? 

Does this log indicate whether the 
application program: 

--Read a data item? 
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--Updated a data item? 

--Created a new data item? 

--Deleted a data item? 

88. Are all errors discovered by the data 
base management system logged for followup? 

89. Are failures in the data base management 
system documented for supervisory review? 

90. Can the data base management system fairly 
and reliably identify and charge individual 
users of the data base for their actual 
usage? 

91. Has a data dictionary been developed and 
maintained documenting the following: 

--Attributes of each data item? 

--Security over each data item? 

92. Does the data dictionary document the 
following for each data item: 

--Its name? 

--Any synonyms? 

--Its source? 

--Frequency of change? 

--Person responsible for its accuracy? 

--Person responsible for updating it? 

--Person responsible for deleting it? 

--People eligible to read it? 

--Any special authorizations required 
to update, read, or delete it? 

--Its relationship with all other 
data items? 

--Tests for correctness to be 
applied? 

NO - 

. 
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--Application programs which 
can update, read, or delete it? 

--Which output reports it appears 
on and the application programs 
that produce those reports? 

--Its data format? 

--Its position in the logical 
data structure(s)? 

SYSTEM PROGRAMMERS 

93. Has the responsibility for controlling 
and maintaining system software (system 
programming) been separated from 
application programming? 

94. Do system programmer responsibilities 
include: 

--Maintaining all system software? 

--Advising on selection of new 
system software? 

--Writing internal or specialized 
system software? 

--Modifying vendor-supplied 
system software? 

95. Do system programmers possess high 
level technical skills needed to 
adequately perform their functions? 

96. Are application programmers prohibited 
from performing system programmer 
functions? 

97. Are system programmers adequately 
supervised? 

QUESTIONNAIRE 8 

YES NO - 

98. Do supervisors have sufficient technical 
skills to adequately monitor system 
programmer actions? 

99. Are periodic security background 
investigations performed on system 
programmers? 
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100. Are system programmers prohibited 
from operating the computer system? 

DATA BASE ADMINISTRATOR 

101. With the advent of the data base 
management system, has a data base 
administrator position been established? 

102. Do data base administrator respon- 
sibilities include: 

--Designing a logical structure for 
the data base and deciding on a 
physical data storage strategy? 

--Advising on selection of the 
data base management system? 

--Developing the data dictionary? 

--Selecting data search strategies? 

--Directing conversion of appli- 
cation system data files to 
the data base? 

--Establishing security, privacy, 
and accuracy controls? 

--Organizing archival data storage? 

--Resolving errors of data base 
management system failures? 

--Evaluating performance of the data 
base management system? 

--Reorganizing the data base when 
necessary? 

QUESTIONNAIRE 8 

YES NO - 

103. Does the data base administrator possess 
high-level technical skills needed to 
adequately perform the function? 

104. Is the administrator authorized to 
resolve conflicting requirements from 
different user departments? 

105. Does the administrator insure that user 
requirements are met? 
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YES NO - 

106. Does the administrator insure that 
agency requirements are met? 

107. Does the administrator advise agency 
officials on organizational structure 
changes that are necessary because of 
the data base? 

108. Does the administrator make sure that 
adequate testing is performed before 
changes to the data base management 
system are implemented? 

109. Are controls established to determine 
when it is necessary to reorganize 
either the physical or logical structure 
within the data base in order to maintain 
an acceptable level of performance? 

110. After the data base is reorganized, does 
the data base administrator ascertain that 
control totals for the reorganized 
data base are reconciled with control 
totals existing before the reorganization? 

111. Does the administrator make sure that 
it is technically impossible to access the 
data base without using the data base 
management system? 

112. Is separation of duties clearly defined 
between the data base administrator and 
the following: 

--System programmers? 

--Application programmers? 

--System analysts? 

--Others? 

113. Is the data base administrator 
function properly documented? 

SYSTEM SOFTWARE CHANGES 

114. Have formal documented system software 
change procedures been established? 

. 
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115. 

116. 

117. 

118. 

119. 

120. 

121. 

122. 

123. 

124. 

125. 

126. 

GRA - 19 

Are change request forms or other 
documentation used to originate system 
software modifications? 

If so, are all change request forms 
sequentially numbered and accounted for? 

Are system software modifications 
thoroughly tested to make sure that 
modifications function properly? 

Are system software modifications 
subjected to a system acceptance 
before being placed in operation? 

Is all relevant documentation changed 
to reflect system software modifications? 

Does the volume of regularly scheduled 
system software modifications indicate 
a problem with the software, procedures, 
or application? 

Do computer operatiks personnel have 
a list of system programmers to notify 
if system software requires an emergency 
or immediate modification? 

Are individuals on the above list the 
only system programmers allowed in the 
computer room? 

Is access to data files and application 
programs denied to the system program- 
mer making a system software modification? 

QUESTIONNAIRE 8 

YES NO - 

a 

Is the system programmer, when making 
an emergency modification, denied 
access to data files and application 
programs that were operating when the 
problem occurred? 

Does the system programmer making an 
emergency system software modification 
complete a statement and leave it with 
the computer operator as to the problem 
encountered and fix made? 

Are procedures established to ensure that 
emergency system software modifications 
are immediately subjected to a system 
acceptance? 
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a 

GRA - 19 

127. Are procedures established so that the 
accepted emergency modification will 
be incorporated into the next operational 
version of system software? 

QUESTIONNAIRE 8 

YES NO - 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 9 

HARDWARE CONTROLS 

Even though most computer equipment has a high degree of 
reliability, malfunctions can still occur which affect the 
accuracy and reliability of computer data. Therefore, controls 
need to be established within the hardware which can detect 
equipment errors. This is important because improved performance 
and faster speed of new computers have recently been achieved 
by eliminating some previously used hardware controls. 

The auditor should determine that proper hardware controls 
exist and if not, determine if alternate controls have been 
established. 

YES NO - 

CENTRAL PROCESSING UNIT 

1. 

2. 

3. 

4. 

5. 

Are built-in parity bits used by the CPU 
to insure that all data elements trahs- 
mitted through the internal circuitry are 
transmitted correctly? 

Is redundant character checking used by 
the CPU to insure the correctness of 
data processing? 

Are validity checks used by the CPU to 
insure that only valid operation codes 
are used? 

Does the CPU perform validity checks' 
on the numbers used to access memory to 
insure that only valid numbers are used? 

Does the CPU have automatic interlock 
controls to prevent the equipment from 
performing certain operations at the 
wrong time? 

CARD READER 

6. Are dual read controls (reading and 
comparing at two separate read stations) 
used to detect errors in reading cards? 

7. Are hole count controls (counting 
punched holes and comparing counts 
at two separate read stations) used to 
detect errors in reading cards? 

8. Are validity checks used to compare card 
punches read against valid combinations? 
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GRA-20 

CARD PUNCH 

9. Are read compare controls used to 
compare card contents with data 
which was to be punched? 

10. Are hole count controls used to 
compare hole counts of the card 
which was punched with the hole 
count which was to be punched? 

11. Are echo check controls used to 
verify that punch dies were activated 
to punch the required holes? 

PRINTER 

12. Are echo check controls used just before 
printing to verify that the proper 
print position will be activated? 

13. Are validity check controls used 
to verify the signals transmitted to 
the printer against the set of valid 
signals? 

14. Are print synchronization controls used 
to check timing of the printer to 
determine that print hammers of impact 
printers are activated at the moment when 
appropriate characters are in the 
correct position? 

MAGNETIC TAPE DRIVE 

15. 

16. 

17. 

18. 

Are parity checks (both individual and 
blocks of characters) made to insure 
that all data elements on magnetic tape 
are transmitted correctly? 

Does the magnetic tape drive perform 
read after write comparisons to insure 
that data was recorded correctly? 

Are tape trailer label totals used by 
the computer to verify the number of 
characters, records, and/or blocks read 
with totals maintained on the label? 

Are read errors handled by backspacing 
the tape one record or block and 
repeating the operation? 

. 

QUESTIONNAIRE 9 

YES NO - 
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19. If backspacing does not successfully 
read the record or block after repeated 
attempts, does the computer discontinue 
processing? 

20. Are programmers prevented from bypassing 
unprocessable records or blocks? 

QUESTIONNAIRE 9 

YES NO l - 

21. If processing is allowed to continue, 
have alternate manual controls been 
established to control bypassed records 
or blocks? 

DIRECT ACCESS STORAGE DEVICE 

22. 

23. 

24. 

25. 

Are parity checks (both individual and 
blocks of characters) made to insure that 
all data elements on the direct access 
storage device are transmitted correctly? 

Are read-after-write checks performed 
to insure that the record just written 
was correctly recorded? 

Are validity check controls used to 
verify the address locations against 
the set of valid addresses? 

Are address comparisons made to verify 
the address of the location at which data 
is to be written with the address called 
for by the instructions? 

DATA COMMUNICATIONS 

26. Is a unique hardwired identification 
code, requiring no human intervention 
for its use, incorporated into each 
terminal device? 

27. Is this identification code checked 
and validated by the computer to insure 
that no unauthorized terminals are 
being used? 

28. Does the communications system avoid 
using the public switchboard (PBX) 
as a means of reducing the error rate 
and the chance of wiretapping data 
transmissions? 
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29. Are voice grade lines used to reduce 
data transmission errors and maintain 
integrity of data transmitted? 

30. Are data communications lines 
conditioned for improved accuracy 
and physical security? 

QUESTIONNAIRE 9 

YES NO - 

31. Are scrambling or encryption 
techniques used in transmitting 
sensitive data? 

32. Is an automatic store and forward 
capability used to maintain control 
over messages queued for an inoperative 
or a busy communications device? 

33. If leased lines are used, is an 
automatic backup capability used to 
ensure that when the lines fail, an 
automatic switchover is accomplished for 
the length of the outage? 

34. Is a message intercept function used 
to receive messages directed to 
inoperable or unauthorized terminals? 

35. Are parity checks used to detect errors 
in transmission of data? 

36. Are validity checks used to compare 
character signals transmitted with 
the set of valid characters? 

37. Is echo checking used to verify each 
character so that erroneous data is 
detected? 

38. Are forward error correcting techniques 
used for the detection and reporting 
of data communications errors using 
sophisticated redundancy codes? 

39. Are techniques available for 
detecting erroneous retransmissions 
of data? 

40. Are modems equipped with loop-back 
switches for fault isolation? 
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41. Are modems which handle both voice 
and data communications used to 
enable computer operators and terminal 
operators to communicate in case of 
problems? 

QUESTIONNAIRE 9 

YES NO - 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers, 
and identify alternate control procedures. 
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0 
PROFILE 2 

GRA - 21 
GENERAL CONTROLS PROFILE 

PROFILE 2 

Based on questionnaire responses and other information 
obtained relating to the following control characteristics, 
how much risk (low, medium or high) do you believe is involved 
in relying on the agency's general controls to assure effective 
ADP operation and accurate, reliable data processing? Refer 
to appendix II for more information on assessing risk. 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk? 

ORGANIZATIONAL 
CONTROLS 

Separation of 
duties 

Personnel 
policies 

SYSTEM DESIGN, 
DEVELOPMENT, AND 
MODIFICATION 
CONTROLS 

System 
development 
life cycle 

Documentation 

Program testing 
and system 
acceptance 

Program changes 

DATA CENTER 
MANAGEMENT 
CONTROLS 

Input/output 
control and 
scheduling 
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PROFILE 2 PROFILE 2 

GRA - 21 

GENERAL CONTROLS PROFILE 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk? 

Malfunction 
reporting and 
preventive 
maintenance 

User billing/ 
chargeout 
procedures 

DATA CENTER 
PROTECTION 
CONTROLS 

Security and 
access 

Files 

Disaster 
recovery 

SYSTEM SOFTWARE 
CONTROLS 

Operating 
systems 

System utilities 

Program 
library systems 

File maintenance 
systems 

Security software 

Data 
communications 
systems 

Data base 
management 
systems 
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PROFILE 2 PROFILE 2 

GRA-21 

GENERAL CONTROLS PROFILE 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristic in place? effective? in place? effective? risk? 

System 
programmers 

Data base 
administrator 

System 
software 
changes 

HARDWARE 
CONTROLS 

Central 
processing unit 

Card reader 

Card punch 

Printer 

Magnetic tape 
drive 

Direct access 
storage device 

Data 
communications 
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MATRIX 2 

GRA-21 
GE'NERAL CONTROLS MATRIX 

MATRIX 2 

If the degree of risk determined on the previous profile 
warrants additional audit work (medium to high risk), the fol- 
lowing matrix should help the auditor select appropriate audit 
steps to complete the review. 

Separation of Duties l 0 l 

Personnel Policies a 0 l 

System Design, Development, 
and Modification Controls 

System Development Life Cycle l l l 

Documentation l l l l l 

Program Testing and 
System Acceptance a l a l 

Program Change Controls l l l a l 

Data Center Management Controls 

Input/Output Scheduling 
and Control e l l 0 

Malfunction Reporting and 
Preventive Mamtenance l l l l a 

User BillmgKharges Out Procedures l l l l l 

Data Canter Protection Controls 

Security and Access Controls l l l 

File Controls l 0 l 0 

&aster Recovery Controls l l 
I 
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TFRA-11 

12. Have you participated in any of the 
following activities.? (CBECX ALL 
THAT APPLY.) 

(43-48) 

Helped identify the type of 
information that would be 
included in the report 

Helped design the 
format of the report 

Offered suggestions for 
changes to the report 

Have been contacted 
about future changes to 
the report 

Have not participated in 
any of these activities 

Other (SPECIPY) 

II. Opluloua About This Report 

13. When your office receives this 
report, how up-to-date do you 
consider the lnformatlon? (CEECX 
ONE BOX.) 

(49) 
All or almost all of the 
inforuatlon is up-to-date 

Most of the information 
is up-to-date 

About half of the 
information is up-to-date 

Most of the information 
is out-of-date 

All or almost all of the 
information is out-of-date 

Don't know 

Other (SPECIFY) 

14. How complete do you consider the 
information in this report that 
your office uses? (That is, is any 
additional information needed?) 
(CHECK ONE BOX.) 

2. [=I 

3. (11 

6. txl 

(50) 

Never or almost never 
complete 

Generally not complete 

As much complete as not 
complete 

Generally complete 

Always or almost always 
complete 

Don't know 

Other (SPECIFY) 

15. Bow much do you Iike or dislike the 
format used to display the 
information in this report? (CHECK 
ONE BOX.) 

(51) 

1. [I] Greatly like the format 

2. [I] Like the format 

3. [I] Nefther like nor dislike 
the format 

4. [z] Dislike the format l 
5. [I] Greatly dislike the format 
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SYSTEM CODE 
USED BY 
AGENCY 

SYSTEM 
NAME 

SCHEDULE OF CONTROL OBJECTIVES 
FOR EACH AGENCY SYSTEM SELECTEO 

FOR REVIEW 

GRA-22 

BRIEF DESCRIPTION 
OF SYSTEM 

SOURCE OF 
CONTROL 

OBJECTIVES l 

-  

*GAO’s po I I f and procedures manual for 
Guidance of Federal Agencies -- Title 2 
Through 8. 

I 

CONTROL OBJECTIVES FOR SYSTEM 

Spec1f Ic Liglslatlon supporting Speclflc 
Programs and AdmInIstratIve Functions. 



CHECKLIST 3 CHECKLIST 3 

TFRA - 1 
BACKGROUND INFORMATION ON COMPUTER APPLICATION 

ITEMS TO BE OBTAINED Workpaper 
index 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 

14. 

Project request document. 

Feasibility study document. 

Cost/benefit analysis document. 

Functional requirements document. 

Data requirements document. 

System/subsystem specifications. 

Program specifications. 

Data base specifications. 

Users manuals. 

Operations manuals. 

Program maintenance manuals. 

Test plan. 

Test analysis report. 

Overview of computerized application 
system. 

System name and agency 
identification number 

Date of initial implementation 

Date of latest modification 

Number of modifications in 
the last 2 years 

e 

Type of system (administrative, 
scientific, other (specify)) 

Type of processing (batch or 
on-line) 

Overview system flowchart and 
narrative description 

Number of computer programs 
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CHECKLIST 3 
TFRA - 1 

Size of largest computer 
program (bytes of storage) 

Programming language(s) used 

Processing frequency 

Total monthly processing hours 

Design of system (vendor 
supplied or agency programmed) 

Testing methodology 
(test data, live data, or not 
at all) 

a. Initial system 
b. Latest modification 

Availability of test results 
a. Initial system 
b. Latest modlflcatlon 

Date of last audit or evaluation 
(obtain copy) 

CHECKLIST 3 

Output product dlstrlbutlon list 
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QUESTIONNAIRE 10 QUESTIONNAIRE 10 

TJ?RA-2 

DATA ORIGINATION CONTROLS 

Data origination controls are used to insure the accuracy, 
completeness, and timeliness of data before it is converted into 
machine-readable format and entered into the computer application. 
Controls over the data must be established as close to the point 
of origination as possible. Additionally, controls must be main- 
tained throughout this manual process to make sure that the data 
reaches the computer application without loss, unauthorized ad- 
dition or modification, or other error. The main areas of control 
are 

--source document origination, 

--source document authorization, 

--source document data collection and input preparation, 

--source document error handling, and 

--source document retention. 

The auditor should determine the adequacy of controls over 
the manual preparation, collection, and processing of source 
documents to make sure that no data is added, lost, or altered 
before it is entered into the computer system. 

YES NO - 

SOURCE DOCUMENT ORIGINATION 

1. Do documented procedures exist that explain 
the methods for proper source document 
origination, authorization, data col- 
lection, input preparation, error handling, 
and retention? 

2. Are duties separated to make sure 
that no one individual performs more 
than one of the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 
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QUESTIONNAIRE lo 

TFRA- 2 

3. Are source documents designed to 
minimize errors and omissions such that: 

--Special purpose forms are used to guide 
the initial recording of data in a 
uniform format?' 

--Preprinted sequential numbers are used 
to establish controls? 

--Each type of transaction has a unique 
identifier? 

--Each transaction has a cross-reference 
number which can be used to trace infor- 
mation to and from the source document? 

4. Is access to source documents and blank 
input forms restricted to authorized 
personnel only? 

5. Are source documents and blank input 
forms stored in a secure location? 

6. Is authorization from two or more 
accountable individuals required before 
the release of source documents and blank 
input forms from storage? 

SOURCE DOCUMENT AUTHORIZATION 

7. 

8. 

9. 

10. 

Are authorizing signatures used for all 
types of transactions? 

Is evidence of approval required for 
specific types of critical transactions 
(control bypassing, system overrides, 
manual adjustments)? 

Are duties separated within the user 
department to make sure that one individual 
does not prepare more than one type of 
transaction (establishing new master 
records plus changing or updating 
master records)? 

Are duties separated within the user 
department to make sure that no one 
individual performs more than 
one of the following phases of data 
preparation: 

--Originating the source document? 

QUESTIONNAIRE 10 

YES NO - 
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QUESTIONNIARE lo QUESTIONNAIRE 10 
TFRA-2 YES NO 

--Authorizing the source document? 

--Controlling the source document? 

SOURCE DOCUMENT DATA COLLECTION AND INPUT PREPARATION 

11. 

12. 

13. 

e 

14. 

15. 

Does the user department have a 
control group responsible for collecting 
and completing source documents? 

Does this control group verify the 
following for source documents: 

--They are accounted for? 

--They are complete and accurate? 

--They have been appropriately authorized? 

--They are transmitted in a timely manner? 

Does this control group independently 
control data submitted for transmittal 
to the data processing department for 
conversion or entry by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe.) 

When the user department is responsible 
for its own data entry, is there a 
separate group which performs this 
input function? 

Are source documents, transmitted for 
conversion, transported in accordance 
with their security classifications? 

SOURCE DOCUMENT ERROR HANDLING 

l 
16. Do documented procedures exist that 

explain the methods for source document 
error detection, correction, and reentry? 
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QUESTIONNAIRE 10 
TmzA-2 

17. Do they include: 

--Types of error conditions'that can occur? 

QUESTIONNAIRE 10 

YES NO - l 

--Correction procedures to be followed? 

--Methods to be used for the reentry of 
source documents which have been corrected7 

18. Does the control group identify errors 
to facilitate the correction of erroneous 
information? 

19. Does the control group follow the same 
verification and control procedures 
described in questions 12 and 13 when 
receiving corrected source documents? 

20. Are error logs used to insure timely 
followup and correction of unresolved 
errors? 

21. Are source document originators immediately 
notified by the control group of all errors? 

SOURCE DOCUMENT RETENTION 

22. Are source documents retained so that data 
lost or destroyed during subsequent proc- 
cessing can be recreated? 

23. Does each type of source document have a 
specific retention period which is 
preprinted on the document? 

e 

24. Are source documents stored in a logical 
manner to facilitate retrieval? 

25. Is a copy of the source document kept 
in the originating department whenever 
the document leaves the department? 

26. Is access to records kept in the 
originating department restricted 
to authorized personnel only? 
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QUESTIONNAIRE 10 

TFRA-2 

QUESTIONNAIRE 10 

YES NO - 

27. Are source documents, on reaching their 
expiration dates, removed from storage 
and destroyed in accordance with security 
classifications? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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QUESTIONNAIRE 11 QUESTIONNAIRE 11 

TPRA-3 
DATA INPUT CONTROLS 

Data Input controls insure the accuracy, completeness, an:3 
timeliness of data during Its conversion into machine-readable 
format and entry into the application. Data input can be accom- 
plished in two different ways: batch and on-line. The main 
areas of control include 

--data conversion and entry, 

--data valldatlon and editing, and 

--data input error handling. 

Also of particular Importance 1s the critical interface between 
the user department and the data processing department. 

The auditor should determlne the adequacy of both manual 
and automated controls over data input to make sure that data is 
input accurately with optimum use of computerized validation 
and edltlng, and that error handling procedure3 facilitqte the 
timely and accurate resubmission of all corrected data. 

YES NO - 

BATCH--DATA CONVERSION AND ENTRY 

1. Do documented procedures exist that explain 
the methods for data conversion and entry? 

2. Are duties separated to make sure that 
no one individual performs more than 
one of the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 

3. Does the data processing department have 
a control group responsible for data con- 
version and entry of all source documents 
received from user departments? 

4. Does the data processing control group 
return all turnaround transmittal documents 
to the user department to make sure that 
no documents were added or lost? 
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QUESTIONNAIRE 11 QUESTIONNAIRE 11 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

TEm-3 
YES 

Does the data processing Control group account 

for all batches of source documents received 
from the user department to make sure that no 
batches were added or lost? 

Does the data processing control group 
independently develop record counts which are 
balanced with those of the control group in the 
user department, and are all discrepancies 
reconciled? 

Does the data processing control group 
independently develop predetermined control 
totals which are balanced with those of the 
control group in the user department, and 
are all discrepancies reconciled? 

Does the data processing control group keep 
a log or record showing the receipt of user 
department source documents, and their actual 
disposition, and are there provisions to make 
sure that all documents are accounted for? 

Does the data processing control group 
independently control data submitted for 
conversion by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

Are conversion operations established 
as close to the origination of the 
source documents as possible? 

Do conversion operations record 
document information directly onto 
machine-readable media (keypunch 
cards, key to tape, key to disk, or 
key to terminal) as opposed to inter- 
mediate media, such as coding documents? 

NO - 
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QUESTIONNAIRE 11 

m-3 

QUESTIONNAIRE 11 

YES NO - l 
12. 

13. 

14. 

15. 

16. 

17. 

18. 

19. 

20. 

Does the data processing department have 
a schedule by application that shows when 
data requiring conversion will be 
received and needs to be completed? 

Are turnaround transmittal documents 
returned to the data processing control group 
accounted for to make sure that no documents 
were added or lost during conversion? 

Are all batches of documents returned 
to the data processing control group accounted 
for to make sure that no batches were added or 
lost during conversion? 

Are all record counts, developed during 
conversion, balanced with those of the data 
processing control group, and are all 
discrepancies reconciled? 

Are all predetermined control totals developed 
during conversion, balanced with those of the 
data processing control group and are all 
discrepancies reconciled? 

Are all converted documents returned to t3e 
data processing control group logged in and 
accounted for? 

Does the data processing corltroi group 
independently control data submitted for data 
entry by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

Are data entry operations established 
as close to the origination of the source 
data as possible? 

Does the data processing department have 
a schedule by application that shows 
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QUESTIONNAIRE 11 

21. 

22. 

23. 

24. 

25. 

26. 

27. 

BATCH--DATA VALIDATION AND EDITING 

28. Is key verification used to check the 
accuracy of all keying operations? 

29. Are keying and verifying functions performed 
on a document done by different individuals? 

30. Are preprogrammed keying formats used to 
insure that data is recorded in the proper 
field, format, etc.? 

31. Is data validation and editing performed 
as early as possible in the data flow to 

QUESTIONNAIRE 11 

YES NO - TEPA-3 

when data requiring entry will be 
received and needs to be completed? 

Must all documents entered into the 
application be signed or marked in 
some way to indicate that they were 
entered into the system thereby pre- 
venting accidental duplication or 
reuse of the data? 

Are turnaround transmittal documents returned 
to the data processing control group accounted 
for to make sure that no documents were added 
or lost during data entry? 

Are all batches of documents returned to the 
data processing control group accounted for to 
make sure that no batches were added or lost 
during data entry? 

Are all record counts, developed during data 
entry, balanced with those of the data process- 
ing control group, and are all discrepancies 
reconciled? 

Are all predetermined control totals, developed 
during data entry, balanced with those of the 
data processing control group, and are all 
discrepancies reconciled? 

Are all input documents returned to the data 
processing control group logged in and 
accounted for? 

Are all input documents retained in a manner 
which enables tracing them to related 
originating documents and output records? 
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QUESTIONNAIRE 11 

TFRA-3 

QUESTIONNAIRE 11 

YES NO - 

insure that the application rejects any 
incorrect transaction before its entry 
into the system? 

32. Is data validation and editing performed for 
all input data fields even though an error 
may be detected in an earlier field of the 
same transaction? 

33. Are the following checked for validity on all 
input transactions: 

-1ndlvidual and supervisor authorization 
or approval codes? 

--Check drgits on all identification 
keys? 

--Check digits at the end of a string 
of numeric data that is not subjected 
to balancing? 

--Codes? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 
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QUESTIONNAIRE 11 QUESTIONNAIRE 11 

34. 

35. 

36. 

37. 

38. 

39. 

TFF?A-3 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

YES NO - 

Are special routines used which 
automatically validate and edit input 
transaction dates against a table of 
cutoff dates? 

Are all persons prevented from overriding 
or bypassing data validation and editing 
problems? 

If not, are the following true: 

--This override capability is restricted 
to supervisors in only a limited number 
of acceptable circumstances? 

--Every system override is automatically 
logged by the application so that these 
actions can be analyzed for appropriate- 
ness and correctness? 

Are batch control totals submitted by the data 
processing control group used by the compu- 
ter-based system to validate the complete- 
ness of batches received as input into the 
application? 

Are record counts submitted by the data 
processing control group used by the compu- 
ter-based system to validate the complete- 
ness of data input into the application? 

Are predetemined control totals submitted 
by the data processing control group used 
by the computer-based system to validate the 
completeness of data input into the 
application? 

BATCH --DATA INPUT ERROR HANDLING 

40. Do documented procedures exist that explain 
the process of identifying, correcting, 
and reprocessing data rejected by the 
application? 
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QUESTIONNAIRE 11 QUESTIONNAIRE 11 

41. Are error messages displayed with clearly 
understood corrective actions for each type 
of error? 

42. Are error messages produced for each trans- 
action which contains data that does not 
meet edit requirements? 

43. Are error messages produced for each data 
field which does not meet edit require- 
ments? 

44. Is all data that does not meet edit re- 
quirements rejected from further processing 
by the application? 

45. Is all data rejected by the application 
automatically written on an automated 
suspense file? 

46. Does the automated suspense file also include: 

--Codes indicating error type? 

--Date and time the transaction was entered? 

--Identity of the user who originated the 
transaction? 

47. Are record counts automatically created 
by suspense file processing to control 
these rejected transactions? 

48. Are predetermined control totals automati- 
cally created by suspense file processing to 
control these rejected transactions? 

49. 

50. 

Are rejected transactions caused by data 
conversion or entry errors corrected by the 
data processing department control group? 

Does the data processing department control 
group independently control data rejected by 
the application by using: 

TF'RA-3 YES NO 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

a 

a 
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QUESTIONNAIRE 11 QUESTIONNAIRE 11 

51. 

52. 

53. 

54. 

55. 

56. 

57. 

58. 

59. 

TE’RA-3 

--Other? (Describe) 

Are rejected transactions not caused by 
data conversion or entry errors, corrected 
by the user originating the transaction? 

Does the user department's control group 
independently control data rejected by 
the application by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

Is the automated suspense file used to control 
followup, correction, and reentry of trans- 
actions rejected by the application? 

Is the automated suspense file used to 
produce, for management review, analysis of: 

--Level of transaction errors? 

--Status of uncorrected transactions? 

Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management to 
make sure that corrective action is taken 
when uncorrected transactions remain on 
the suspense file too long? 

Are progressively higher levels of manage- 
ment reported to as these conditions worsen? 

Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions 
on the automated suspense file? 

Is the application designed so that it 
cannot accept a delete- or an erase-type 
command? 

YES NO - 
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QUESTIONNAIRE 11 

60. 

61. 

62. 

63. 

64. 

65. 

66. 

Do valid correction transactions purge the 

TJ?M-3 

automated suspense file of corresponding 
rejected transactions? 

Are invalid correction transactions added 
to the automated suspense file, along with 
the corresponding rejected transactions? 

Are record counts appropriately adjusted 
by correction transactions? 

Are predetermined control totals appropriately 
adjusted by correction transactions? 

Are all corrections reviewed and approved 
by supervisors before reentry? 

Are procedures for processing corrected 
transactions the same as those for processing 
original transactions with the addition of 
supervisory review and approval before 
reentry? 

Does ultimate responsibility for the 
completeness and accuracy of all application 
processing remain with the user? 

QUESTIONNAIRE 11 

YES NO - 

ON-LINE--DATA CONVERSION AND ENTRY 

67. Do documented procedures exist that explain 
the methods for data conversion and entry? 

68. Are duties separated to make sure that no 
one individual performs more than one 
of the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing data? 

69. Is a separate group within the user depart- 
ment responsible for performing data entry 
operations? 

70. Does the user department's control group 
independently control data to be entered into 
the application by using: 
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QUESTIONNAIRE 11 

TFRA-3 

QUESTIONNAIRE 11 

YES NO - 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

71. If the user department's control group 
does not control data entry, is at least 
simultaneous entry and recording of source 
data performed at the point of origination? 

72. Must all documents entered into the 
computer application be signed or marked 
in some way to indicate that they were 
in fact entered into the system to protect 
against accidental duplication or reuse 
of the data? 

73. Are data entry terminal devices locked 
in a physically secure,room, allowing 
only query terminal devices to be located 
outside the secure room? 

74. Must supervisors sign on each terminal 
device to initialize terminals before 
any operators can sign on to begin work? 

75. Is the work that may be entered on a 
terminal restricted by the authority level 
assigned to each terminal device (data 
entry vs. query)? 

76. Is password control in existence to prevent 
unauthorized use of the terminal devices? 

77. Are nonprinting, nondisplaying, or obliteration 
facilities used when keying and acknowledging 
passwords and authorization codes? 

78. Is an immediate report produced of unauthorized 
attempts to access the system via terminal 
devices? 

79. Does this report include: 

--Location of the terminal device? 
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QUESTIONNAIRE 11 

TFRA-3 

--Date and time of the violation? 

--Numer of attempts? 

--Identification of the operator at the 
time of the violation? 

80. IS a terminal lockup used to prevent 
unauthorized access to the terminal 
device after a certain predetermined 
number of incorrect attempts to access 
the system? 

81. Does the system automatically shut down 
the terminal in question and allow 
intervention only by specially assigned 
data processing department supervisors? 

82. Is a data access matrix used to restrict 
use or access levels by checking user 
identifications (passwords)? 

83. Is each individual user of the on-line 
system limited to certain types of 
application transactions? 

84. Are master commands that control the 
operation of the application restricted 
to a limited number of supervisory 
data processing personnel and master 
command terminals only? 

85. Does top management periodically review 
the propriety of the terminal authority 
levels? 

QUESTIONNAIRE 11 

YES NO - 

86. Is top management required to review the 
propriety of terminal authority levels in the 
event of a purported or real security 
violation? 

87. Are individual's passwords changed 
periodically? 

88. Are individual's passwords changed 
in the event of a purported or real 
security violation? 

89. Are passwords deleted once an individual 
changes his job function, separates, no 
longer needs the same level of access, or 
no longer needs access at all? 
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QUESTIONNAIRE 11 

TFRA-3 

QUESTIONNAIRE 11 

YES NO - 

90. 

91. 

92. 

93. 

94. 

95. 

96. 

97. 

Is a usage log, or the data access matrix, 
showing purpose of user accesses reviewed 
by top management to identify unauthorized 
usage? 

Has the security officer initiated an 
aggressive review program to determine 
that controls are fully operational? 

Do terminal hardware features include 
the following: 

--Built-in terminal identifications which 
automatically validate proper terminal 
authorization? 

--Terminal logs which record all trans- 
actions processed? 

--Messages which are automatically date and 
time stamped for logging purposes? 

--Record counts which are automatically 
accumulated for logging purposes? 

Does each message contain an identifying 
message header that includes: 

--Message number? 

--Terminal and user identification? 

--Date and time? 

--Transaction code? 

Does each message contain indicators for: 

--End of message? 

--End of transmission? 

Is parity checking used to check each 
character? 

Is parity checking used to check each 
message or message block? 

Is the message content checked for valid 
characters? 
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ON-LINE--DATA VALIDATION AND EDITING 

YES NO - 

98. 

99. 

100. 

101. 

102. 

103. 

104. 

Are preprogrammed keying formats used 
to make sure that data is recorded in the 
proper field, format, etc.? 

Is interactive display used to allow 
the terminal operator to interact with 
the system during data entry? 

Are computer-aided instructionso such as 
prompting, used with on-line dialog 
to reduce the number of operator errors? 

Are intelligent terminals used to allow 
front-end validation, editing, and 
control? 

Is data validation and editing performed 
as early as possible in the data flow to 
insure that the application rejects any 
incorrect transaction before its entry 
into the system? 

Is data validation and editing performed 
for all input data fields even though an 
error may be detected in an earlier field of 
the same transaction? 

Are the following checked for validity on 
all input transactions: 

--Individual and supervisor authorization 
or approval codes? 

--Check digits on all identification keys? 

--Check digits at the end of a string of 
numeric data that is not subjected to 
balancing? 

--Codes? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 
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--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

YES NO - 

105. Are special routines used which automatically 
validate and edit input transaction dates 
against a table of cutoff dates? 

106. Are all persons prevented from overriding 
or bypassing data validation and editing 
errors? 

107. If not, are the following true:- 

--This overrride capability is restricted to 
supervisors in a limited number of 
acceptable circumstances? 

--All system overrides are automatically 
logged by the application so that 
these actions can be analyzed for 
appropriateness and correctness? 

108. Are batch control totals generated by 
the terminal, concentrator, or application 
used by the user department control group 
to validate the completeness of batches 
received as input data? 
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YES NO 

109. Are record counts generated by the terminal, 
concentrator, or application used by the 
user department control group to vali- 
date the completeness of data input? 

110. Are predetermined control totals generated 
by the terminal, concentrator, or application 
used by the user department's control group 
to validate the completeness of data input? 

ON-LINE--DATA INPUT ERROR HANDLING 

111. 

112. 

113. 

114. 

115. 

116. 

117. 

118. 

119. 

Do documented procedures exist that explain 
the process of identifying, correcting, and 
reprocessing data rejected by the application? 

Are errors displayed or printed immediately 
upon detection for immediate terminal 
operator correction? 

Are error messages displayed with clearly 
understood cross-referenced corrective 
actions for each type of error? 

Are error messages produced for each 
transaction which contains data that does 
not meet edit requirements? 

Are error messages produced for each input 
data field which does not meet edit re- 
quirements? 

Is all data rejected by the application 
automatically written on an automated 
suspense file? 

Does the automated suspense file include: 

--Codes indicating error type? 

--Date and time the transaction was entered? 

--Identity of the user who originated the 
transaction? 

Are record counts automatically created 
by suspense file processing to control 
these rejected transactions? 

Are predetermined control totals automati- 
cally created by suspense file processing 
to control these rejected transactions? 

l 

l 
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120. 

121. 

122. 

123. 

124. 

125. 

126. 

127. 

128. 

Are rejected 
entry errors 
operator? 

transactions caused by data 
corrected by the terminal 

Are rejected transactions not caused by 

TFRA- 3 

QUESTIONNAIRE 11 

YES NO 

data entry errors corrected by the user 
originating the transaction? 

Does the user department control group 
independently control data rejected by 
the application by using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetemined control totals? 

--Logging techniques? 

--Other? (Describe) 

Is the automated suspense file used to control 
followup, correction, and reentry of trans- 
actions rejected by the application? 

Is the automated suspense file used to 
produce, for management review, analysis 
of the following: 

--Level of transaction errors? 

--Status of uncorrected transactions? 

Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management 
to make sure that corrective action is 
taken when uncorrected transactions 
remain on the suspense file too long? 

Are progressively higher levels of management 
reported to as these conditions worsen? 

Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions on 
the suspense file? 
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YES NO - 

129. 

130. 

131. 

132. 

133. 

134. 

135. 

136. 

TFRA-3 

1s the application designed so that it 
cannot accept a delete- or an erase-type 
command? 

Do valid correction transactions purge 
the automated suspense file of corre- 
sponding rejected transactions? 

Are invalid correction transactions 
added to the atitomated suspense file 
along with the corresponding rejected 
transactions? 

Are record counts appropriately 
adjusted by correction transactions? 

Are predetermined control totals 
appropriately adjusted by correction 
transactions? 

Are all corrections reviewed and approved 
by supervisors before reentry? 

Are the procedures for processing cor- 
rected transactions the same as those 
for processing original transactions, 
with the addition of supervisory review 
and approval before reentry? 

Does ultimate responsibility for the 
completeness and accuracy of all application 
processing remain with the user? 

l 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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DATA PROCESSING CONTROLS 

Data processing controls are used to insure the accuracy, 
completeness, and timeliness of data during processing by the 
computer. These controls apply to application programs and 
computer operations related to the application. Data processing 
is usually accomplished in batch or real time. The main areas 
of control include 

--data processing integrity, 

--data processing validation and editing, and 

--data processing error handling. 

Of particular importance are those controls over files and other 
systems which interface with the application being reviewed. 

The auditor should determine the adequacy of controls .over 
data processing, to make sure that data is accurately processed 
through the application and that no data is added, lost, or 
altered during processing. 

BATCH--DATA PROCESSING INTEGRITY 

YES NO - 

1. Do documented procedures exist to explain 
the methods for proper data processing 
of each application program? 

2. Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 

3. Do operator instructions include: 

--System startup procedures? 

--Backup assignments? 

--Emergency procedures? 

--System shutdown procedures? 



QUESTIONNAIRE 12 QUESTIONNAIRE 12 

TF'RA-4 

--Error message debugging instructions? 

--System and job status reporting 
instructions? 

4. Do computer program run books include: 

--Definitions of input sources, input 
data, and data formats? 

--Descriptions of setup procedures? 

--Descriptions of all halt conditions? 

--Descriptions of restart procedures 
and checkpoints? 

--Descriptions of data storage requirements? 

--Printer carriage control 

--Descriptions of expected 
and formats? 

tapes? 

output data 

--Descriptions of output and file 
dispositions upon completion? 

--Copies of normal console run sheets? 

--Types of console message instructions? 

--System flowcharts? 

5. Do computer program run books exclude: 

--Program logic charts or block diagrams? 

--Copies of program listings? 

6. Are application programs prevented from 
accepting data from computer consoles? 

7. Does the system have a history log which 
is printed on both a line printer and the ' 
console? 

YES NO - 

8. Does this log include: 

--Hardware failure messages? 

--Software failure messages? 

--Processing halts? 
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9. 

10. 

11. 

12. 

13. 

14. 

TFRA-4 

--Abnormal terminations of jobs? 

YES 

--Operator interventions? 

--Error messages? 

--Unusual occurrences? 

Is the log routinely reviewed by supervisors 
to determine the causes of problems and 
the correctness of actions taken? 

Does the data processing department have 
a schedule, by application, that shows when 
each application program is to be run and 
needs to be completed? 

Does the data processing department have 
a control group responsible for controlling 
all data processing operations? 

Does the data processing control group limit 
access to and use of job control cards so that 
unauthorized programs will not be executed? 

Does the data processing control group 
independently control data processing by: 

--Assuring that application schedules are 
met? - 

--Balancing batch counts of data 
submitted for processing? 

--Balancing record counts of data 
submitted for processing? 

--Balancing predetermined control totals of 
data submitted for processing? 

--Maintaining accurate logs of input/work/ 
output files used in computer processing? 

--Assuring that input/work/output files 
used in computer processing are correct? 

--Assuring that restarts are performed 
properly? 

--Other? (Describe) 

Is there some means of verifying master file 
contents (samples being periodically drawn from 
data files and reviewed for accuracy)? 

NO - 
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TFRA-4 

15. 

16. 

17. 

18. 

19. 

20. 

21. 

22. 

23. 

24. 

25. 

Does each input transaction have a 
unique identifier (transaction code) which 
directs the transaction to the proper 
application program for processing? 

Do programs positively identify input data 
as to type (transaction code)? 

QUESTIONNAIRE 12 

YES NO - 

Are standardized default options built into 
computer program logic? 

Are computer-generated control totals 
(run-to-run totals) automatically reconciled 
between jobs to check for completeness of 
processing? 

Where computerized data 1s entered into 
the computer application are there 
controls to verify that proper data 
is used? 

Where computer files are entered into the 
computer application, are there controls 
to verify that the proper version (cycle) 
of the file is used? 

Do all programs include routines for checking 
internal file header labels before processing? 

Are controls in place to prevent operators 
from circumventing file checking routines? 

Are internal trailer labels containing 
control totals (record counts, predetermined 
control totals, etc.) generated for all com- 
puter files and tested by the application 
programs to determine that all records have 
been processed? 

Are file completion checks performed to 
make sure that application files have been 
completely processed, including both trans- 
action and master files? 

Do data processing controls make sure that: 

--Output counts from the system equal input 
counts to the system? 

--Program interfaces require that the 
sending program output counts equal the 
receivinu orouram innut counts? 
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--System interfaces require that: 

--The sending system's output counts 
equal the receiving system's input 
counts? 

--Shared files meet the control 
requirements of both the sending 
and receiving systems? 

BATCH--DATA PROCESSING VALIDATION AND EDITING 

26. 

27. 

0 
28. 

Is data validation and editing performed 
as early as possible in the data flow to 
insure that the application rejects any 
incorrect transaction before master 
file updating? 

Is data validation and editing performed 
for all data fields even through an error 
may be detected in an earlier field of the 
transaction? 

Are the following checked for validity 
on all input transactions: 

--Individual and supervisor authorization 
or approval codes? 

--Check digits on all identification 
keys? 

--Check digits at the end of a string 
of numeric data that is not subjected 
to balancing? 

--Codes? 

--Characters? 

--Fields? 

--Combinations of fields? 

--Transactions? 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

QUESTIONNAIRE 12 

YES NO - 

L 

‘- 
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--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

QUESTIONNAIRE 12 

YES NO - l 

--Crossfooting of quantitative data? 

29. Is relationship editing performed between 
input transactions and master files to check 
for appropriateness and correctness before 
updating? 

30. Are special routines used which automatically 
validate and edit input transdcti:)rl dates 
against a table of cutoff dates? 

31. Is full data validation and editing (questions 
28-30) performed on all files interfacing with 
the application? 

32. Do the programs that include a table of 
values have an associated control mechanism 
to assure accuracy of the table values? 

33. Are all persons prevented from overriding 
or bypassing data validation and editing 
problems? 

34. If not are the following true: 

--This override capability is restricted 
to supervisory personnel In a limited 
number of acceptable circumstances? 

--All system overrides are automatically logged 
by the application so that these actions 
can be analyzed for appropriateness 
and correctness? 
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YES NO - 

35. 

36. 

37. 

Are record counts generated by the application 
used by the data processing control group to 
validate the completeness of data processed 
by the system? 

Are predetermined control totals generated 
by the application used by the data proces- 
sing control group to validate the complete- 
ness of data processed by the system? 

Does a direct update to files cause: 

--A record to be created and added to a 
backup file, containing a before and after 
picture of the record being altered? 

--The transaction to be recorded on the 
transaction history file together with 
date and time of entry and the originator's 
identification? 

BATCH--DATA PROCESSING ERROR HANDLING 

38. Do documented procedures exist that explain 
the process of identifying, correcting, 
and reprocessing data rejected by the 
application? 

39. Are error messages displayed with clearly 
understood corrective actions for each 
type of error? 

40. Are error messages produced for each 
transaction which contain data that does 
not meet edit requirements? 

41. Are error messages produced for each data 
field which does not meet edit require- 
ments? 

42. Is all data that does not meet edit re- 
quirements rejected from further processing 
by the application? 

43. Is all data rejected by the application 
automatically written on an automated 
suspense file? 

44. Does the automated suspense file include: 

--Codes indicating error type? 
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45. 

46. 

47. 

40. 

49. 

50. 

51. 

52. 

YES NO - 

--Date and time transaction was entered? 

--Identity of the user who originated the 
transaction? _ 

Are record counts automatically created 
by suspense file processing to control 
these rejected transactions? 

Are predetermined control totals automati- 
cally created by suspense file processing 
to control these rejected transactions? 

Are rejected transactions transmitted to 
the users originating them so that 
corrective action can be taken? 

Does the user department control group 
independently control data rejected by the 
application system using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

Is the automated suspense file used to control 
followup, correction, and reentry of trans- 
actions rejected by the application? 

IS the automated suspense file used to 
produce, for management review, analysis of: 

--Level of transaction errors? 

--Status of uncorrected transactions? 

Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management to make 
sure that corrective action is taken when un- 
corrected transactions remain on the suspense 
file too long? 
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YES NO - 

53. Are progressively higher levels of management 
reported to as these conditions worsen? 

54. Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions on 
the automated suspense file? 

55. Is the application designed so that it cannot 
accept a delete- or erase-type command? 

56. Do valid correction transactions purge the 
automated suspense file of corresponding 
rejected transactions? 

57. Are invalid correction transactions added 
to the automated suspense file, ayong with 
the corresponding rejected transa,.tion? 

58. Are record counts appropriately adjusted 
by correction transations? 

59. Are predetermined control totals appro- 
priately adjusted by correction trans- 
actions? 

60. Are all corrections subject to supervisory 
review and approval before reentry? 

61. Are the procedures for processing corrected 
transactions the same as for processing 
original transactions, with the addition 
of supervisory review and approval before 
reentry? 

62. Does the ultimate responsibility for 
completeness and accuracy of all application 
processing remain with the user? 

REAL-TIME-- DATA PROCESSING INTEGRITY 

63. Do documented procedures exist that explain 
the methods for proper data processing of 
every application program? 

64. Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

--Originating data? 

--Inputting data? 
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65. 

66. 

67. 

68. 

69. 

70. 

71. 

QUESTIONNAIRE 12 

TFRA-4 YES NO - 

--Processing data? 

--Distributing output? 

Is there a logging type facility (audit trail) 
in the application to assist in reconstruct- 
ing data files? 

Can messages and data be traced back to 
the user or point of origin? 

Does the application protect against con- 
current file updates (i.e., does initial 
access of a record lock out that record so 
that additional access attempts cannot be 
made until the initial processing has been 
completed)? 

Are transactions date and time stamped 
for logging purposes? 

Are application programs prevented from 
accepting data from computer consoles? 

Does the system have a history log which 
is printed on both a line printer and the 
console? 

Does this log include: 

--Hardware failure messages? 

--Software failure messages? 

--Processing halts? 

--Abnormal terminations of jobs? 

--Operator interventions? 

--Error messages? 

--Unusual occurrences? 

--Terminal failure messages? 

--Terminal startup? 

--Terminal shutdown? 

--All input communications messages? 

- 9 

--All output communications messages? 
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YES NO - 

72. Is the log routinely reviewed by supervisors 
to determine the causes of problems and the 
correctness of actions taken? 

73. Does the data processing department have a 
control group which is responsible for / 
controlling all data processing operations? 

74. Does the data processing control group 
independently control data processing by: 

--Monitoring terminal activity? 

--Investigating and correcting any terminal 
problems that cannot be resolved at the 
sources? 

--Investigating and correcting any terminal 
imbalances or failures? 

--Investigating any operator intervention 
actions? 

--Investigating any operator deviations 
from the rules? 

--Assuring that restarts are performed 
properly? 

--Balancing batch counts of data processed 
(as developed during off-line operations)? 

--Balancing record counts of data processed 
(as developed during off-line operations)? 

--Balancing predetermined control totals of 
data processed (as developed during off- 
line operations)? 

--Other? (Describe) 

75. Are periodic balances taken at fairly short 
intervals to make sure that data is being 
processed accurately? 

76. Is off-line file balancing performed on: 

--Batch counts? 

--Record counts? 

--Predetermined control totals? 
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77. 

78. 

79. 

80. 

81. 

82. 

83. 

84. 

85. 

86. 

87. 

--Other? (Describe) 

QUESTIONNAIRE 12 

YES NO - 

Is there some means of verifying master 
file contents (e.g., samples being periodically 
drawn from data files and reviewed for 
accuracy)? 

Does each input transaction have a unique 
identifier (transaction code) which directs 
the transaction to the proper application 
program for processing? 

Do programs positively identify input data 
as to type (transaction code)? 

Are standardized default options built into 
computer program logic? 

Are computer-generated control totals 
(run-to-run totals) automatically reconciled 
between jobs to check for completeness 
of processing? 

Where computerized data is entered into the 
computer application, are there controls 
to verify that proper data is used? 

l 
Where computerized files are entered into the 
computer application, are there controls to 
verify that the proper version (cycle) of 
the file is used? 

Do all programs include routines for 
checking'internal file header labels 
before processing? 

Are controls in place to prevent operators 
from circumventing file checking routines? 

Are internal trailer labels containing control 
totals (record counts, predetermined control 
totals, etc.) generated for all computer files 
and tested by the application programs to 
determine that all records have been processed? 

Are file completion checks performed to make 
sure that application files have been com- 
pletely processed, including both transaction 
and master files? 
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88. Do data processing controls make sure that: 

YES NO - 

--Output counts from the system equal 
input counts to the system? 

--Program interfaces require that the 
sending program output counts equal the 
receiving program input counts? 

--System interfaces require that: 

--The sending system's output counts 
equal the receiving system's input 
counts? 

--Shared fileti meet the control 
requirements of both the sending 
and receiving systems? 

REAL-TIME-- DATA PROCESSING VALIDATION AND EDITING 

89. 

90. 

91. 

Is data validation and editing performed 
as early as possible in the data flow to 
insure that the application rejects any 
incorrect transaction before master 
file updating? 

Is data validation and editing performed 
for all data fields even through an error 
may be detected in an earlier field of the 
transaction? 

Are the following checked for validity on 
all input transactions: 

--Individual and supervisor authorization 
or approval codes? 

--Check digits on all identification keys? 

--Check digits at the end of a string of 
numeric data that is not subjected to 
balancing? 

--Codes? 

--Characters? 

--Fields? 
--Combinations of fields? 

--Transactions? 
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YES NO - 
TEPA-4 

--Calculations? 

--Missing data? 

--Extraneous data? 

--Amounts? 

--Units? 

--Composition? 

--Logic decisions? 

--Limit or reasonableness checks? 

--Signs? 

--Record matches? 

--Record mismatches? 

--Sequence? 

--Balancing of quantitative data? 

--Crossfooting of quantitative data? 

92. Is relationship editing performed between 
input transactions and master files to 
check for appropriateness and correctness 
prior to updating? 

93. Are special routines used which automatically 
validate and edit input transaction dates 
against a table of cutoff dates? 

94. Is full data validation and editing (questions 
91-93) performed on all files interfacing with 
the application? 

95. Do the programs that include a table of 
values have a control mechanism to 
assure accuracy of the table values? 

96. Are all persons prevented from overriding 
or bypassing data validation and editing 
problems? 

97. If not, are the following true: 
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YES NO - 
TFRA- 4 

--This override capability is restricted 
to supervisory personnel in a limited 
number of acceptable circumstances? 

--All system overrides are automatically 
logged by the application so that 
these actions can be analyzed for 
appropriateness and correctness? 

98. Are record counts generated by the application 
used by the data processing control group 
to validate the completeness of data 
processed by the system? 

99. Are predetermined control totals generated 
by the application used by the data processing 
control group to validate the complete- 
ness of data processed by the system? 

100. Does a direct update to files cause: 

--A record to be created and added to a 
backup file, containing a before and after 
picture of the record being altered? 

--The transaction to be recorded on the 
transaction history file together with 
the date and time of entry and the 
originator's identification? 

REAL-TIME--DATA PROCESSING ERROR HANDLING 

101. 

102. 

103. 

104. 

e 105. 

Do documented procedures exist that explain 
the process of identifying, correcting, 
and reprocessing data rejected by the 
application? 

Are error messages displayed with clearly 
understood corrective actions for each 
type of error? 

Are error messages produced for each 
transaction which contains data that does 
not meet edit requirements? 

Are error messages produced for each data 
field which does not meet edit require- 
ments? 

Is all data that does not meet edit 
requirements rejected from further 
processing by the application? 
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YES NO - 

106. IS all data rejected by the application 
automatically written on an automated 
suspense file? 

107. Does the automated suspense file include: 

--Codes indicating error type? 

--Date and time transaction was entered? 

--Identity of the user who originated the 
transaction? 

108. Are record counts automatically created by 
suspense file processing to control these 
rejected transactions? 

109. 

110. 

111. 

Are predetermined control totals 
automatically created by suspense file 
processing to control these rejected 
transactions? 

Are rejected transactions transmitted to 
the users originating them so that 
corrective action can be taken? 

Does the user department control group 
independently control data rejected by the 
application system using: 

--Turnaround transmittal documents? 

--Batching techniques? 

--Record counts? 

--Predetermined control totals? 

--Logging techniques? 

--Other? (Describe) 

112. 

113. 

Is the automated suspense file used to 
control followup, correction, and reentry 
of transactions rejected by the application? 

Is the automated suspense file used to 
produce, for management review, analysis of: 

--Level of transaction errors? 

TFRA-4 

--Status of uncorrected transactions? 
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114. 

115. 

116. 

117. 

118. 

119. 

120. 

121. 

122. 

123. 

124. 

125. 

TFXA-4 YES NO - 

Are these analyses used by management to 
make sure that corrective action is taken 
when error levels become too high? 

Are these analyses used by management to 
make sure that corrective action is taken 
when uncorrected transactions remain on 
the suspense file too long? 

Are progressively higher levels of manage- 
ment reported to as these conditions worsen? 

Are debit- and credit-type entries (as 
opposed to delete- or erase-type commands) 
used to correct rejected transactions 
on the automated suspense file? 

Is the application designed so that it 
cannot accept a delete- or an erase-type 
command? 

Do valid correction transactions purge the 
automated suspense file of corresponding 
rejected transactions? 

Are invalid correction transactions added to 
the automated suspense file along with the 
corresponding rejected transactions? 

Are record counts appropriately adjusted by 
correction transactions? 

Are predetermined control totals appro- 
priately adjusted by correction transactions? 

Are all corrections subject to supervisory 
review and approval before reentry? 

Are the procedures for processing cor- 
rected transactions the same as for proc- 
essing original transactions, with the 
addition of supervisory review and approval 
before reentry? 

Does the ultimate responsibility for 
completeness and accuracy of all application 
processing remain with the user? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any !'no" answers and 
identify alternate control procedures. 
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a 

DATA OUTPUT CONTROLS 

Data output controls are used to insure the integrity of 
output and the correct and timely distribution of outputs pro- 
duced. Not only must outputs be accurate, but they must also 
be received by users in a timely and consistent manner. outputs 
can be produced in two different ways: batch and on-line. The 
main areas of control include 

--output balancing and reconciliation, 

--output distribution, 

--output error handling, and 

--handling and retention of output records and 
accountable documents. 

Of critical importance is the interface between the data process- 
ing department and the user department. 

The auditor should evaluate the adequacy of controls over 
outputs to make sure that data processing results are reliable, 
output control totals are accurate, and reports are distributed 
in a timely manner to users. 

YES NO - 

BATCH--OUTPUT BALANCING AND RECONCILIATION 

1. 

2. 

3. 

4. 

5. 

Do documented procedures exist that explain 
the methods for proper balancing and recon- 
ciliation of output products? 

Does the data processing department have a 
control group which is responsible for 
reviewing all outputs produced by the 
application? 

Does the data processing control group 
monitor the processing flow to make sure 
that application programs are being 
processed according to schedule? 

Does the data processing department control 
group review output products for general 
acceptability and completeness? 
Does the data processin group reconcile each ou 2 

department control 
put batch total with 
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QUESTIONNAIRE 13 

YES NO - 

input batch totals, before the release 
of any reports, to ensure that no data was 
added or lost during data processing? 

6. Does the data processing department control 
group reconcile each output record count with 
input record counts, before the release of 
any reports, to insure that no data was added 
or lost during data processing? 

7. Does the data processing department control 
group reconcile each output predetermined 
control total with input predetermined 
control totals, before the release of any 
reports, to insure that no data was added or 
lost during data processing? 

8. Does the data processing department control 
group keep a log which summarizes the: 

--Number of application reports generated? 

--Number of pages per report? 

--Number of lines per report? 

--Number of copies of each report? 

--Recipient(s) of each report? 

9. Are system cutput logs kept to provide an 
audit trail for the outputs? 

10. Are output logs reviewed by supervisors 
to determine the correctness of output 
production? 

11. Is a transaction log kept by the 
application to provide an audit trail 
for the transactions being processed? 

12. Is a transaction log kept at each output 
device to provide an audit trail for the 
transactions being processed? 

13. Is the transaction log kept by the 
application compared regularly with the 
transaction log kept at each output device 
to make sure that all transactions have 
been 5: 
steps. 

roperly processed to the final output 

VI-145 



QUESTIONNAIRE 13 QUESTIONNAIRE 13 

YES NO - 
TFRA-5 

14. Can transactions be traced forward to the 
final outputs? 

15. Can transactions be traced backward to the 
original source documents? 

16. On each output product, does the application 
identify the: 

--Title or name of product? 

--Processing program name or number? 

--Date and time prepared? 

--Processing period covered? 

--User name and location? 

--Counts developed during processing? 

--End-of-job/file/report indication? 

--Security classification, if any? 

17. Does the user department have a control 
group which is responsible for reviewing 
all output received from the data 
processing department? 

18. Is the user department control group given 
lists of all changes to the application 
master file data or programmed data? 

19. Is the user department control group given 
lists of all internally generated trans- 
actions produced by the application? 

20. Is the user department control group given 
lists of all interface transactions proc- 
essed by the application? 

21. Is the user department control group given 
a list of all transactions entered into 
the application? 

22. Are all listings (questions 18-21) reviewed 
by the user department control group to in- 
sure completeness of data processed by the 
application? 
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23. 

24. 

25. 

26. 

27. 

28. 

TF'RA-5 
Is the user department control group 
furnished reports produced by the application 
which shows the: 

QUESTIONNAIRE 13 

YES NO - 

--Batch totals? 

--Record counts? 

--Predetermined control totals? 

Does the user department control group 
verify all computer-generated batch totals 
with its manually developed batch totals? 

Does the user department control group 
verify all computer generated record counts 
to their manually developed record 
counts? 

Does the user department control group 
verify all computer-generated predetermined 
control totals with its manually developed 
predetermined control totals? 

Does the user department control group 
verify the accuracy and completeness of 
all outputs? 

Does the user department retain ultimate 
responsibility for the accuracy of all 
outputs? 

BATCH--OUTPUT DISTRIBUTION 

29. Do documented procedures exist that explain 
the methods for proper handling and 
distribution of output products? 

30. Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 

31. Are users questioned periodically to deter- 
mine their continued need for the product and 
the number of copies received? 
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32. 

33. 

34. 

35. 

36. 

37. 

38. 

39. 

QUESTIONNAIRE 13 

YES NO TE'RA-5 

Does the cover sheet of every report 
clearly identify the recipient's name and 
location? 

Does the data processing department have a 
control group which is responsible for dis- 
tributing all output produced by the 
computer application? 

Does the data processing department control 
group have a schedule, by application, that 
shows when output processing will be completed 
and when output products need to be distrib- 
uted? 

Has a priority system been established 
so that critical outputs can be produced on 
time? 

Does the data processing department 
control group keep a log, by.application, 
of all output products produced by the 
system? 

Does this log identify the following for 
each output product: 

--Job name? 

--Time and date of production? 

--Product name? 

--Time and date of distribution? 

--Name(s) of recipient(s)? 

--Quantity distributed to each recipient? 

--Security status, 'if any? 

Is each entry in the data processing 
department control group's log signed 
by supervisors to indicate that the 
reports .were in fact produced and trans- 
mitted to recipients? 

Does this log include notes on problems 
that arose with processing (reruns, 
data checks, etc.)? 
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40. Does the data processing department control 
group maintain a formalized output dis- 
tribution checklist to show the disposition 
of each output product? 

NO - 

41. Are turnaround transmittal documents used by 
the data processing department control group 
to verify that the output product has been 
received by the authorized recipient? 

42. Is the output distribution checklist used 
to verify the acknowledgment of all turn- 
around transmittal documents from recipients 
of output? 

- 

43. Does the data processing department control 
group verify that only authorized numbers 
of copies of outputs are produced? 

BATCH--OUTPUT ERROR HANDLING 

44. Do documented procedures exist that explain 
data processing department methods for 
reporting, correcting, and reprocessing 
output products with errors? 

45. Is the user department control group 
notified immediately by the data processing 
control group of problems in output products? 

46. Does the data processing department control 
group keep a control log of output product 
errors? 

47. Is this log used to: 

--Identify the problem? 

--Note corrective action taken? 

--Record date and time of resubmission? 

--Record date and time of transmission 
to users? 

48. Do supervisors use this log to make 
sure that timely resubmissions of jobs 
are accomplished and corrected reports are 
expeditiously transmitted to the users? 

49. Does the data processing department control 
group develop an independent history file of 
output products with errors? 
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QUESTIONNAIRE 13 

YES NO - 

50. Is this file reviewed periodically by 
supervisors to identify causes of 
and trends in output product errors? 

51. Are users kept apprised of progress being 
made to correct problems that cause output 
product errors? 

52. Are the outputs from rerun jobs subjected 
to the same quality review as the original 
output products that were found to be 
in error? 

53. Do documented procedures exist that explain 
the methods for user department reporting 
and control of output product errors? 

54. Is the user notified immediately by the 
user department control group of problems 
in output products? 

55. Does the user department control group 
keep a control log of output product 
errors? 

56. Is this log used to: 

--Identify the problem? 

--Identify data processing department 
personnel contacted? 

--Record date and time of data processing 
department contact? 

--Record data processing department 
corrective action taken? 

--Record date and time of receipt of 
corrected output product? 

--Identify causes and trends of output 
product errors? 

--Make sure that output product errors are 
corrected in a timely manner? 
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m-5 
BATCH--HANDLING AND RETENTION OF OUTPUT 
RECORDS AND ACCOUNTABLE DOCUMENTS 

57. 

58. 

59. 

60. 

61. 

62. 

63. 

l 

QUESTIONNAIRE 13 

YES NO - 

Have record and document retention periods 
been established? 

Are the periods reasonable for backup 
and audit purposes? 

Are appropriate methods (i.e., degaussing, 
shredding, etc.) used to dispose of un- 
needed records and documents? 

Is access to records and documents restricted 
to authorized individuals? 

Are periodic reviews made to determine 
if output products are still needed by 
the user? 

Is the dual custody technique used to 
control accountable documents (check stock, 
bond stock, identification card stock, etc.) 
during the following: 

--In storage? 

--In transit? 

--Waiting to be used by the application? 

--Being used by the application? 

--Waiting for distribution? 

--Waiting for destruction? 

--Waiting for transit back to storage? 

Is access to accountable documents restricted 
to authorized personnel? 

ON-LINE--OUTPUT BALANCING AND RECONCILIATION 

64. Do documented procedures exist that explain 
the methods for proper balancing and recon- 
ciliation of output products? 

-  

65. Does the data processing department have 
a control group responsible for making sure 
that output products are accurately processed 
by data processing and correctly transmitted 
to user terminal devices? 
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QUESTIONNAIRE 13 

YES NO - 

66. Does the data processing department control 
group have a schedule by application that 
shows when pre-output processing ends and 
when output processing begins? 

67. Does the data processing department control 
group monitor the processing flow to make 
sure that application programs are being 
processed according to schedule? 

68. Does the data processing department control 
group reconcile each output batch total 
with input batch totals, before the trans- 
mission of outputs, to insure that no data 
was added or lost during data processing? 

69. Does the data processing department control 
group reconcile each output record count 
with input record counts, before the trans- 
mission of outputs, to insure that no data 
was added or lost during data processing? 

70 . Does the data processing department control 
group reconcile output predetermined control 
totals with input predetermined control 
totals, before the transmission of outputs, 
to insure that no data was added or lost 
during data processing? 

71. Is a log kept by the application to 
provide an audit trail for transactions 
being processed? 

72. Is a log kept at each output trans- 
mission device to provide an audit 
trail for outputs being transmitted 
to user terminal devices? 

73. Is the transaction log kept by the 
application compared regularly with the 
transmission log kept at each output 
transmission device to make sure that 
all outputs have been properly trans- 
mitted to the final users? 

74. On each output product, does the application 
system identify: 

--Title or name of product? 

--Processing program name or number? 
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l TF'RA-5 

75. 

76. 

77. 

78. 

79. 

80. 

81. 

82. 

83. 

84. 

--Date and time prepared? 

--Processing period covered? 

--User name and location? 

--Counts developed during processing? 

--End-of-job/file/report indication? 

--Security classification, if any? 

QUESTIONNAIRE 13 

YES 

Do terminal devices automatically disconnect 
from the computer-based system if they are 
unused for a certain amount of time? 

Do terminal devices need to be logged off 
at the end of the day so that they will be 
disconnected from the computer-based system? 

Even though teminals are disconnected 
from the system, can output reports still be 
transmitted to terminal output devices? 

NO - 

Are output devices located in secure 
facilities at all times to protect against 
unauthorized access? 

Has a priority system been established 
so that critical outputs can be trans- 
mitted on time3 

Are all outputs waiting for transmission 
placed on a backup log before being 
put into the transmission queue? 

As outputs are transmitted and received, 
does the terminal output device send a reply 
that they have been correctly received? 

Is the backup log purged when the terminal 
output device reply has been received? 

Does the computer-based system automatically 
check an output message before displaying, 
writing, or printing it to make sure that it 
;~;~;z; reached the wrong terminal output 

. 

Is message content validated before 
displaying, writing, or printing on the 
terminal output device? 
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85. 

86. 

87. 

88. 

89. 

90. 

91. 

92. 

93. 

94. 

95. 

96. 

QUESTIONNAIRE 13 

!rFRA-5 YES NO - 

Can transactions be traced forward to the 
final output products? 

Can transactions be traced backward to the 
original source documents? 

Are all the day's activities summarized and 
printed for each terminal device? 

Are these activity reports used to provide 
an audit trail for the output products? 

Are these reports reviewed by supervisors 
to determine the correctness of output 
production? 

Does the user department have a control 
group responsible for reviewing all 
outputs produced by the computer 
application? 

Does the user department control group 
reconcile each output batch total with input 
batch totals, before the release of any 
reports, to insure that no data was added 
or lost during data processing? 

Does the user department control group 
reconcile each output record count with 
input record counts, before release of any 
reports, to insure that no data was added or 
lost during data processing? 

Does the user department control group 
reconcile output predetermined control 
totals with input predetermined control 
totals, before release of any reports, to 
insure that no data was added or lost 
during data processing? 

Is the user department control group given 
lists of all changes to application system 
master file data or programmed data? 

Is the user department control group given 
lists of all internally generated trans- 
actions produced by the application? 

Is the user department control group 
given lists of all interface trans- 
actions processed by the application? 
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l 
97. 

98. 

99. 

100. 

Is this user department control group 
given a list of all transactions entered 
into the system? 

Are all listings (questions 94-97) reviewed 
by the user department control group to in- 
sure completeness of data processed by 
the system? 

Does the user department control group 
verify the accuracy and completeness of all 
outputs? 

Is the user department ultimately 
responsibile for the accuracy of all 
outputs? 

ON-LINE--OUTPUT DISTRIBUTION 

101. 

e 
102. 

103. 

104. 

105. 

106. 

TFRA- 5 

QUESTIONNAIRE 13 

YES NO - 

Do documented procedures exist that explain 
the methods for proper handling and distri- 
bution of output products? 

Are duties separated to make sure that no 
one individual performs more than one of 
the following operations: 

--Originating data? 

--Inputting data? 

--Processing data? 

--Distributing output? 

Are users questioned periodically to 
determine their continued need for the 
products and the number of copies received? 

Does the user department have a control 
group responsible for distributing all 
output products produced by the application? 

Does the user department control group have 
a schedule, by application, that shows when 
output processing will be completed and when 
output products need to be distributed? 

Does the user department control group monitor 
system outputs to make sure that application 
programs are being processed according to 
schedule? 
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YES NO - l 
107. 

108. 

109. 

!rFRA-5 

Does the user department control group 
maintain a formalized output distribution 
checklist to show the disposition of each 
output product? 

Are turnaround transmittal documents 
used by the data processing department 
control group to verify that the output 
product has been received by the authorized 
recipient? 

Is the checklist used to verify the 
acknowledgment of all turnaround 
transmittal documents from recipients 
of outputs? 

ON-LINE--OUTPUT ERROR HANDLING 

110. Do documented procedures exist that explain 
the methods for user department reporting 
and control of output errors? 

111. Is the user notified immediately by 
the user department control group 
of problems in outputs? 

112. Does the user department control group 
keep a control log of output product 
errors? 

113. Is this log used to: 

--Identify the problem? 

--Identify data processing department 
personnel contacted? 

--Record date and time of data 
processing department contact? 

--Record data processing department 
corrective action taken? 

--Record date and time of receipt of 
corrected output product? 

--Identify causes and trends of 
output product errors? 

--Make sure that output product 
errors are corrected in a timely 
manner? 
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YES NO - 
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114. Are the outputs from rerun jobs subject 
to the same quality review as the original 
output products that were found to be in 
error? 

ON-LINE--HANDLING AND RETENTION OF OUTPUT 
RECORDS AND ACCOUNTABLE DOCUMENTS 

115. 

116. 

117. 

118. 

119. 

120. 

121. 

Have record and document retention periods 
been established? 

Are the periods reasonable for backup 
and audit purposes? 

Are appropriate methods (i.e., degaussing, 
shredding, etc.) used to dispose of un- 
needed records and documents? 

Is access to records and documents restricted 
to authorized individuals? 

Are periodic reviews made to determine 
if output products are still needed by 
the user? 

Is the dual custody technique used to con- 
trol accountable documents (check stock, 
bond stock, identification card stock, etc.) 
during the following: 

--In storage? 

--In transit? 

--Waiting to be used by the application? 

--Being used by the application? 

--Waiting for distribution? 

--Waiting for destruction? 

--Waiting for transit back to storage? 

Is access to accountable documents 
restricted to authorized personnel only? 

NOTES: Questions should be self-explanatory. Responses will 
frequently be a simple "yes" or "no." All responses 
should be indexed to appropriate supporting documents 
or records of interviews. Explain any "no" answers and 
identify alternate control procedures. 
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On the b&is of questionnaire responses and other informa- 

TE’RA-6 
APPLICATION CONTROLS PROFILE 

PROFILE 3 

a 

tion obtained relating to the following control characteristics, 
how much risk (low, medium or high) do you believe is involved 
in relying on the agency's application controls to assure 
accurate and reliable data processing? Refer to appendix II 
for more information on assessing risk. 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristics in place? effective? in place? effective? risk? 

DATA ORIGINATION 
CONTROLS 

Source document 
origination 

Source document 
authorization 

Source document 
data collection 

-and input 
preparation 

Source document 
error handling 

Source document 
retention 

DATA INPUT 
CONTROLS 

Batch--data 
conversion and 
entry 

Batch--data 
validation 
and editing 

Batch--data 
input error 
handling 

On-line--data 
conversion and 
entry 
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.3 

PROFILE 3 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristics in place? effective? in place? effective? risk? 

On-line--data 
validation 
and editing 

On-line--data 
input error 
handling 

DATA PROCESSING 
CONTROLS 

Batch--data 
processing 
integrity 

Batch--data 
processing 
validation 
editing 

and 

Batch--data 
processing 
error handling 

Real-time--data 
processing 
integrity 

Real-time--data 
processing 
validation and 
editing 

Real-time--data 
processing error 
handling 

DATA OUTPUT 
CONTROLS 

Batch--output 
balancing and 
reconciliation 
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APPLICATION CONTROLS PROFILE 6. 

Is some Is the 
Is the Is the alternate alternate Level of 

Control control control control control potential 
characteristics in place? effective? in place? effective? risk? 

Batch--output 
distribution 

Batch--output 
error handling 

Batch--handling 
and retention 
of output records 
and accountable 
documents 

On-line--output 
balancing and 
reconciliation 

On-line--output 
distribution 

On-line--output 
error handling 

On-line--handling 
and retention of 
output records 
and accountable 
documents 

. 
1  
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TE'RA-6 

APPLICATION CONTROLS MATRIX 

If the degree of risk determined on the previous profile 
warrants additional audit work (medium or high risk), the 
following matrix should help the auidtor select appropriate 
audit steps to complete the review. 

Sourca Document Organization l e 

!Sourca Document Authorization l l 

Data Input Controls 

Batch-Data Conversion 
and Entry @ e 0 0 l l * 

Batch--Data Validation 
and Editing 0 a 0 l l l 

Batch--Data Input Error Handling l l l l a 0 a 

On-Lmr-Data Conversion 
and Entry e @ l l 0 l l 

On-Line--Data Validation 
and Editing * a a l . l 

On-Line--Data Input 
Error Handling eeeeee l 
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APPLICATION CONTROLS MATRIX 

Data Processing Controls 

Batch--Data Processing Integrity @ l l l l a 

Batch--Data Processing 
Validation and Editing l e e l e 0 

Batch--Data Processing 
Error Handling l eeeee l 

Real Time--Data 
Processinq lntegrltv 9 e l e 0 l l 

Real Time--Data Procerrmq 
Validation and Editing e e e-e 0 0 

Real Time--Data Processing 
Error Handhng eeee*@ 8 

Data Output Controls 

Batch--Output Balancing 
and Reconcihation e a 0 

Batch--Output Dirtrlbutlon e l a 

Batch-Output Error Handhng e a l l 

Batch--Handling and Retention 
of Output Records and l e l 
Accountable Documents 

On-Lme--Output Balancmg 
and Reconclhatlon e a a 

On-Lme-Output Dlrtribution 0 l a 

On-Line--Output Error Handling 0 l l l 

On-Line--Handling and Retention 
of Output Records and e 0 l 
Accountable Documents 
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Financial Management Structure 
FLOWCHART OF RELATIONSHIPS 

AN AGENCY’S ACCOUNTING SYSTEM 

Federal Assis- 
tance Financing 

Central 
Payroll 

System 

Departmental 

0 B 

Ion 
Transac- k 

0 16 Ellllng Systems are 
- Shops stores billing system 
- Supply operatmns branch blllmg 

SVSWll 
- Postal serwces bdlmg system 
- Bmmedlcal engmeermg and in- 

strwnontatmn branch billing 
SvStem 

- Dwtsion of computer research and 
technology IDCRT) project ac- 
counting system 

- Personal property bllbng system 
- Design blllmg system 
- Glassware billmg system 
- Graphics billing system 
- Large research animals billing 

system 
- Phot6graphy billmg system 
- Punting and reproducwn blllmg 

svstem 
- Sclentlfe equpment rents1 blllmg 

system 

TFRA--8 

Treasury 

- Small ammal bdling system 0 3 Documents containmg these tramsac- 
- Tissue culture and bacteriologtcal twns are received m the NIH Diwsmn 

medla bdling svstetn of Finanwal Management for review 
- Procurement branch billing system and Input mto the system. 

0 NIH’s fleld office m Research Triangle 
Park, North Carohna transmits trans- 
actnon mformation ws computer ter- 
mlnsl to NIH’s Bethesda Maryland 
computer center. 
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Dear Report Recipient: 

The U.S. General Accounting'Office is reviewing the effcc- 
tiveness and need for various accounting and administrative re- 
ports used by your agency in carrying out it's work. Since you 
are a recipient of one or more of the reports, we are requesting 
you complete and return a questionnaire for each report you re- 
ceive. Your frank and honest answers on the usefulness, accuracy 
and timeliness of each report you receive will aid us greatly in 
our evaluation. 

Attached to each questionnaire is a label which indicates 
the specific report we are examining, The label also displays a 
GAO-identification number and the name of the person on the di:;- 
tribution list who receives the report. If you are the recipient 
of more than one report, you will find a questionnaire 
for each report. 

If you or your office receives only one copy of the report 
and it is used by several different people in your office, it 
should be completed by the person who is the primary user of the 
report or the person who is the most familiar with the report. 

questionnaire should be filled out for each report used. 

Although each questionnaire should*bnly take about 10 min- 
utes to complete, your answers are vital to this study. So 
please bear with us and cooperate in our follow-up efforts if we 
do not receive your completed questionnaire(s). 

Please return the completed questionnaire(s) in the self- 
addressed envelope within 5 days after receipt, if possible. If 
you have any questions, please call 

Thank you for your cooperation. 

Sincerely yours, 

Enclosure 
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U.S. GENEML ACCQDNTING OFFICE 

Burvey of Users of Accounting Reports 

The purpose of this questionnaire is 
to obtain your opinion9 on the 
usefulaesa, accuracy and timeliness 
of this report. Your respousea will 
help us to evaluate the effectiveness 
and need for this report. 

Yhe following label has a GAO 
identification number, the name of 
the person on the distribution list 
who receives a copy of the reports 
and the name of the report. Please 
complete this questionnaire for the 
report designated on this label. 

Each questionnaire can be completed 
in about 10 minutes. Most of the 
questions can be completed either by 
checking boxes or filling in blanks. 

If your office receives only one copy 
of the report and. it ie used by 
several diffetent -'people in YOU= 
office, it should be completed by the 
person who is the primary user of the 
report or the person who is the most 
fauiliar vith the report. Only one 
questionnaire should be filled out 
for each report used. 

Please returu the completed 
questiounaire in the self-addressed 
envelope within 5 days after receipt, 
if possible. If you have any 
questions, please call Darby Smith at 
(202) 275-1581. Thank you for your 
cooperation. 

If the self-addressed envelope 
is misplaced, please mail the 
coupleted ques tioaaaire to: 

Hr. Sam Oliver 
U.S. Genera& Accounting Office 
411 G Street, N.W., Room 6007 
Washington, D.C. 205b8 

I. Use of the Report 

1. Does anyoae in your office use this 
report? (CHECK ONE BOX.) 

(9) 

1. [x] Yes...SKIP To Q. 3 

2. [--] No.... CONTINUE Tu Q. 2 

2. Which of the following reasons best 
describes why ao one in your office 
uses this report? (CEIECR UL YFiAT 
APPLY.) 

(N-16) 

1. (I] Information is out-of-date 

2. [I] Information is received 
too late 

3. [I] Infonaation is inaccurate 

4. [I] Information is incomplete 

5. [I] Information available from 
a manual system 

: 
6. [I] Information available from 

an automated system 

7. [,] Other (SPECIFY) 

I I 
t STOP HERE! PLEASE RETURN TIG 
i QUESTIONNAIRE IN THE ENCLOSED I 
1 SELF-ADDRESSED STAMPED ENVELOPE. 1 
I 1 
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3. How frequently does your office 
receive this report? (CHEXK ONE 
BOX. ) 

(17) 
Dally 

Weekly 

Monthly 

Once every six months 

Annually 

Don't know 

Other (SPECIFY) 

4. EIow is the information in this 
report generally used in your 

(CHECK ALL THM APPLY.) 

(M-26) 

Begin actions such as 
issuing orders for plans, 
purchases, or projects 

Modify existing information 
in the system 

Enter new or retrieve 
existing lnformatlon 
from the system 

Maintain security of 
information in the system 

Analyze information from 
the system to make program 
decisions or evaluations 

Report is for referencing 
purposes 

Report is for making 
accuracy checks 

~ 

Don't know 

Other uses (SPECIFY) 

5. Regardless of its form (that is, 
printed copies, microfiche copies, 
etc.), how long does your office 
keep this report? (CHECK ONE BOX.) 

(27) 

At least one day 

At least one week 

At least one mnth 

At least one year 

Don't know 

Other (SPECIFY) 

6. What type of distribution (if any) 
does your office make of this 
report? (CHECK ALL THAT APPLY.) 

(28-32) 

1. [z] Report is only used in 
our office 

2. [x] Report sent to other 
offices upon request 

3. [I] Report sent to other 
offices on a regular basis 

4. [x] Don't know 

5. [I] Other distribution 

(SPECIFY) 

7. Including yourself, about how many 
people in your office use this 
report? 

(33-34) 

Number of people 
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3. How frequently does your office 
receive-this report? (CEECK ONE 
BOX. ) 

(17) 
1. [I] Daily 

2. (z] Weekly 

3. [z] Monthly 

4. [I] Once every six moaths 

5. [Z] Ax!maally 

6. [I] Don't know 

7. [=] Other (SPECIFY) 

4. How is the information in this 
report generally used in your 
office? (CHECK-&L TWAT APPLY.) 

(18-26) 

Begin actions such as 
issuing orders for plans, 
purchases, or projects 

Modify existing information 
in the system 

Enter new or retrieve 
existing information 
from the systm 

Maintain security of 
information in the system 

Analyze information from 
the system to wake program 
decisions or evaluations 

Report is for referencing 
purposes 

Report is for waking 
accuracy checks 

Don't know 

Other uses (SPECIPY) 

5. Regardless of its form (that is, 
printed copies, microfiche copies, 
etc.), how long does your office 
keep this report? (CHECK ONE BOX.1 

(271 

1. [I] At least one day 

2. [z] At least oue week 

3. [x] At least one mnth 

4. [=] At least oue year 

5. [=I Don't know 

6. [x] Other (SPECIFY) 

6. What type of distribution (if any) 
does y&r office make of 
report? .(amX ALL TBAT 

this 
APPLY.) 

(28-32) 

Report is only used in 
our office 

Report sent to other 
offices upon request 

Report sent to other 
offices on a regular basis 

Don't know 

Other distribution 

(SPECIFY) 

7. Including yourself, about how many 
people in your office use this 
report? 

(33-34) 

?Tumber of people 
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8. To what extent, if at all, could 
the work conducted in your office 
be completed successfully (as 
quickly and accurately) if this 
;eport-was not available? (CRECK 
ONE 80X.) - 

All or almost 
work could be 
successfully 

(35) 

all of the 
completed 

Most of the work could be 
completed successfully 

Some of the work could be 
completed successfully, 
some of the work could not 
be completed successfuli 

Most of the work could not 
be completed succesafulF 

All or almost all of the 
work could not be 
completed sZessfully 

Don't know 

9. Bow easy or difficult would it be 
to derive the Information in this 
report from manual records 
maintained in your office? (CHECK 
ONE BOX.) 

(361 

1. [I] No manual records are kept 

2. [I] Very difficult 

3. [--I Difficult 

4. [I] Neither difficult nor easy 

5. [I] Easy 

6. [z] Very easy 

7. [I] Don't know 

10. abw easy or difficult iS it to 
obtain the information in this 
report from other reports your 
office receives? (CEECK ONE BOX.) 

(37) 

1. [I] Very difficult 

2. [z] Difficult 

3. [I] Neither easy nor 
difficult 

4. f-1 Easy - 

5. [I] Very easy 

6. [-I Don't know - 

11. Which of the following methods (if 
any) does your office use to check 
the accuracy of at least some of 
the information contained in this 
report? (CEECX ALL TEAT APPLY.) 

(38-42) 

1. [z] No accuracy checks are 
regularly made 

2. [I] Check information against 
automated systems 

3. [] Check information against 
manual systems 

4. I=] Don't know 

5. [I] Other (SPECIFY) 
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12. 

II. 

13. 

Elave you participated in any of the 
following activities? (CRECX ALL 
TEAT APPLY.) 

14. Row complete do you consider the 
information in this report that 
your office uses? (That is, is any 

(43-48) additional information needed?) 
(CHECK ONE BOX. ) 

Eelped identify the type of 
information that would be 
included fn the report 

Relped design the 
format of the report 

Offered suggest ions for 
changes to the report 

Have been contacted 
about future changes to 
the report 

Have not participated in 
any of these activities 

Other (SPECIFY) 

Opinions About This Report 

When your office receives this 
report, how up-to-date do you 
consider the information? (CEECX 
ONE BOX.) 

(49) 

All or slmost all of the 
information is up-to-date 

Most of the information 
is up-to-date 

About half of the 
information is up-to-date 

Moat of the information 
is out-of-date 

All or almost alI of the 
information is out-of-date 

1. [I] Greatly like the format 

2. [I] Like the format 

3. [z] Neither like nor dislike 
Don’t know the format 

Other (SPECIFY) 

Never or almost never 
complete 

Generally not couplet e 

As uuoh complete as not 
complete 

Generally complete 

Always or almost always 
complete 

Don’t know 

Other (SPECIFY) 

15. How much do you like or dislike the 
format used to display the 
information in this report? (CHECK 
ONE BOX.) 

(51) 

4. [IJ Dislike the format 

5. [z] Greatly dislike the format 
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12. Have you participated in any of the 
following activities.? (CBECX ALL 
THAT APPLY.) 

(43-48) 

Helped identify the type of 
information that would be 
included in the report 

Helped design the 
format of the report 

Offered suggestions for 
changes to the report 

Have been contacted 
about future changes to 
the report 

Have not participated in 
any of these activities 

Other (SPECIPY) 

II. Opluloua About This Report 

13. When your office receives this 
report, how up-to-date do you 
consider the lnformatlon? (CEECX 
ONE BOX.) 

(49) 
All or almost all of the 
inforuatlon is up-to-date 

Most of the information 
is up-to-date 

About half of the 
information is up-to-date 

Most of the information 
is out-of-date 

All or almost all of the 
information is out-of-date 

Don't know 

Other (SPECIFY) 

14. How complete do you consider the 
information in this report that 
your office uses? (That is, is any 
additional information needed?) 
(CHECK ONE BOX.) 

2. [=I 

3. (11 

6. txl 

(50) 

Never or almost never 
complete 

Generally not complete 

As much complete as not 
complete 

Generally complete 

Always or almost always 
complete 

Don't know 

Other (SPECIFY) 

15. Bow much do you Iike or dislike the 
format used to display the 
information in this report? (CHECK 
ONE BOX.) 

(51) 

1. [I] Greatly like the format 

2. [I] Like the format 

3. [I] Nefther like nor dislike 
the format 

4. [z] Dislike the format l 
5. [I] Greatly dislike the format 
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16. Ovarall, how auy or difficult is 
it to undarstaad the information 
contained in this report? (CEIECX 
ONE BOX.) 

(52) 

1. [z] Very easy to understand 

2. [I] Generally easy to 
understand, only a feu 
difficult partr 

3. [x] Neither easy nor difficult 
to understand 

4. [I] Generally difficult to 
understand, only a few 
easy parts 

5. [x] Very difficult to 
understand 

17. How timely is the infonnetioa 
contained in this report? cmt 
is, is the report available when it 
is needed?) (CEXCX ONX BOX.) 

(53) 

1. [I] Always or almost always 
on tiw 

2. [I] Generelly on time 

3. [=I Sometimas on tims and 
sometimes late 

4. [=I Generally late 

5. [-J Always or almort always 
late 

18. In your opinion, how frequently 
should this report be issued? 
(CNECE ONE BOX.) 

(54) 

1. [z] Daily 

2. [I] Weekly 

3. (z] Monthly 

4. [z] Once every six months 

5. [I] Annually 

6. [I] Don't know 

19. Ia the last year, has your offioe 
combdared not receiving this 
report (thaTTs, remving your name 
from the distribution list)? 
(c8EcK ONE BOX.) 

(55) - . 
1. [I] Yes 

2. (z] No 

3. [z] Don-t know 

6. [z] Don't know Thank you for your cooperation. 

IN TBE EVENT TEAT WB NEED m 'QARTFY ANY OF YOUR RESPONSES, WE 'WOULD 
APPRECIATE IT IF YOU WOULD PROVIDE TEIP: FOLLOWING INFOSMMION. 

NAM OP PEPSON COMPLETING TEIS OOESTIONNAIRE 

TITLE OF PERSON UXPLETING TEIS QUESTIONIUIRE 

TXLEPEONE NUMBER 

If you have any comments or suggestions regarding this report, please urite 
your response on the back of this pegs. 
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SUMMARY OF CONTROL OBJECTIVES, 
TECHNIQUES, AND CONTROL STRENGTHS AND 
WEAKNESSES IN AN AGENCY’S ACCOUNTING 

SYSTEM 

Cycle Control ObJectIves 

Authorltatlon 

1. Sources of assets and 
Ilabllltles should be 
authorized In accordance with 
laws, regulations, and 

management policy. 

2. The amounts, tlmlng, and 
conditions of trsnsactlons. 
should be suthorlzed In 
accordance wlth laws, 
regulations. and management 
POI ICV. 

3. The amounts, tlml’ng, and 
condltlons of ewpendltures of 
funds should be authorized I” 
accordance with laws, 
regulstlons. and management 
PO1 ICY. 

NATIONAL INSTITUTES OF HEALTH--ASSET AND LIABILITY MANAGEMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

controts In Place 

Supplies (Including drugs) 

Obligated transactlons ore created during the lnltlal entry of 
purchase orders. The accounting sectlon Is responsible for 
certifying the avallablllty of funds for obllgatlon transactIons. 

Property 

When purchase orders are received from the Procurement off Ice, 
the Property Accountabll Ity Unit screens each purchase order to 
determlne which contains nonexpendable property. 

Advances 

Grant appllcatlons are revlewed by an advisory council and 
lnltlal revlew group for relevancy before they are approved. 

See cycle control obJectlve 1. 

SuppI les 

When received and entered Into the data base, an accounts payable Is 
generated. A clerk In the Accounts Payable Section matches the pur- 
chase order data In the system with the Invoice. If payable, a pay- 
ment transaction Is generated as input into the accounting system. 

property 

When property Is received, an accountabl I Ity section employee statlon- 
ed In the supply operations branch recelvlng area affixes a numerlcal 
decal and cite5 other ldentlfylng lnformatlon on the purchase order. 
These documents are forwarded to Property AccountabIlIty Section where 
they are entered Into the system creailng a property record. Each 
month copies of all property transactlons affectlng the general I edger 
are forwarded to the Dlvlslon of Flnanclal Management. 

TFRA-13 

Control Weaknesses 

Natlanal lnstltutes of Health (NIH) 
does not hove one system to control 
cash advances to contractors and 
grantees. The NIH Information 
Management For Planning and 
Coordlnatlon (IMPAC) system 
authorizes grant awards and offlce of 
Secretary’s Departmental Federal 
Assistance Flnanclng System (DFAFS) 
make award payments. NIH has no 
asurance that all erpendltures are 
reported. 
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Cycle Control ObJectIves 

4. Adjustments to asset and Ila- 
blllty accounts and account 
dlstrlhutlons should be 
authorized In accordance with 
management pal Icy. 

5. Asset and Ilalbllty management 
procedures should be establish- 
ed and malntalned In accordance 
wlth management policy. 

Economy, Ettlclency, and Eftectlveness 

6. Cycle results should be in 
accordance with laws, regula- 
tlons, and mangement policy and 
plans. 

7. Cycle results should be achlev- 
ed In an economlcal and ettl- 
clent manner. 

8. Processing procedures used to 
create. recogn I LB, and report 
events and related transactlons 
should be economlcal and etfl- 
clent. 

9. Only those requests to buy or 
sell assets that meet laws, 
regulstlons and management policy 
should be approved. 

IO. Ass*ts and Ilabllltles acquired 
should be accurately and 
promptly reported. 

Il. Retirements or dlsposltlons of 
assets to outsiders should be 
accurately and promptly reported. 

NATIONAL INSTITUTE OF HEALTH--ASSET AND LIABILITY MANAGEMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Cont*ols In Place 

See cycle control objective 3. 

See cycle control obJectlues 1, 2, and 3. 

The NIH Haterlal Management System, Property System, and IMPAC system 
all eutomatlcally generate a series of hardcopy reports for management 
“SB. Also, a standard chart of accounts Is malntalned for the Central 
Accounting System. 

See control obJectIves 1, 2, 3, and 6. 

See obJectIves 1, 2, 3, and 6. An admlnlstratlve data base Is used to 
process transactlons relating to the acqulsltlon of goods and ServlCeS 
(Including drugs). 

The buying, selling. transterrlng, and disposal of assets are 
documented In the Unexpendable Personal Property System documentation 
and the Materials Management User’s Guide. 

See control obJectIves I, 3, and 6. Perlodlc physlcal lnventorles are 
taken of personal property and drugs. 

See control obJectlve 9. Perlodlc physical Inventories are taken of 
personal property. 

TFRA-13 

Control Weaknesses 

The Perpetual Drug Inventory System 
at NIH accounts for about 1800 items 
amountlng to $3 mllllon annually. 
Thls Is a manual system; however, 
sutomatlon plans are underway. Also, 
2 of the 15 NIH bllllng systems are 
manual. 

See cycle control obJective 3. 
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NATIONAL 1NSTlTUTES OF HEALTH--ASSET AND LIABILITY MANAGEMENT CYCLE 
INTERNAL CONTROLS STRENGTHS AND WEAKNESSES 

Cycle Control ObJectfves Controls In Place Control Weaknesses 

12. Amounts due from or to pur- See control obJectlves 3 and 6. Admlnlstratlve data base system Is 
chasers and creditors, and the “sad to process transactfons. 
account fng d Istr lbut Ion of 
those amounts, should be com- 
puted accurately and proaptly 
recognized as assets or 
I labfl ltlas. 

13. Changes In values, where See control obJectIves 3 and 6. 
required by generally accepted 
governmental account trig pr Inc I - 

pies. should be computed 
accurately and recognfzed 
promptly. 

Classff IcatIon 

14. 
See control obJectIves 3 and 6. 

Amounts due to creditors. and 
related adJustments, should be 
accuratley and promptly classl- 
fled, summer lzed, end reported. 

See control obJect!vas I. 3, and 6. 
15. 

16. 

17. 

Purchases and sales of assets, 
changes In I lab1 I ltles, and 
related adJus+ments should be 
accurately appllad to the 
propar subsldlary accounts. 

Journal entrles for assets and 
I labf I It Iss acq” lred and 

retlred, and related adJust- 
merits, should be prepared and 
posted each accounting perfod. 

See control ObJectIves 3 and 6. 

Journal entlres should sum- 
marlze and classify economic 
actlvltles In accordance rfth 
management’s plan. 

See control obJectIves 3 and 6. 

TFRA-13 
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NATIONAL INSTITUTES OF HEALTH--ASSET AN0 LIABILITY 
MANAGEMENT CYCLE INTERNAL CONTROL STRENGTH AND IIEAKNESSES 

Cycle Control ObJect Ives COntr01s In Place Control Weaknesses 

Substsnt la+ ion and Eval uat loi Property 

10. Recorded balances of asset and Property records are perlodlcally reconciled wtth accounting records. 
I labltlty accounts. and related 
transsctlon sctlvlty, should be Advances 
per lad fcal ly substsnt lated and 
evaluated. Weekly, all calculations of lndlrect costs to new awards Or 

sdJustments of lndlrect costs to pr lor awards wlthfn the CA5 are 
mechanically transferred to IMPAC and recorded on a grant-by-grant 
basis. Thfs weekly transfer process permits the reconcll latlon of 
current f lscal year obl Igatlons In each system. 

Physlcsl Safeguards 

1 9. Physlcal safeguards 
should by malntslned where 
assets are stored and 
transact ions are processed. 

Not surveyed. 

TFRA-13 
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Cycle Control Objectives 

Authorlretlon 

1. Vendors should be authorized In 
accordance with laws. regulations 
and management pollcy. 

2. The types. estimated quantities, and 
prices and terms of goods and 
In accordance with laws, 
regulations, and management pal Icy. 

5. AdJustments should be authorized In 
accordance with laws, regulations. 
end management policy. 

4. Procurement cycle processing 
procedures should be established and 
malntslned In accordance with laws, 
regulations, and management 
PO1 ICY. 

Economy. Efflclency, and Effectiveness 

5. Procurement cycle operations should 
be In accordance with laws, 
regulstlons, and management policy 
and plans. 

NAT IONAL I NST I TUTES OF HEALTH--PROCUREHENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Controls in Place 

The Reports and Accounts Control Branch mslntslns an on-line 
charscterlstlcs (vendor) file with the name and address of all 
vendors and persons that NIH does business with. Each day the 
Accounts Payable section receives an alphabetical listing of this 
file. It 1s the duty of this Section to record the correct number 
to each payment by the branch. 

The requestor for goods and services prepares a tequlsltlon which Is 
submitted to the purchasing agent. The procurement clerk enters 
thls data Into the data base, and a purchase order 1s generated. 

AdJustments are supported by documents. Unexpla lned losses are 
fully documented and reported to the Board of Survey for 
conslderatlon and dtsposltlon. 

The Materials Management Users Guide documents the procurement cycle 
processing procedures.Data base management system used to process 
trsnssct10n. 

Data base management system used to PrOCBSS transactlon. 

TFRA-13 

Control Weaknessss 
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NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Cycle Control Objectives 

6. Procurements should be achieved In 
en economical and efflclent manner. 

Controls In Place 

7. Procurement procedures used should Data base management system used to process transactlons. 
be economlcsl and efflclent. 

Trsnsactlon Processing 

8. Only those requests of vendors for See obJect1v.a 1. 
goods or services that meet 
management’s criteria should be 
apprpved. 

9. Only requested goods and services 
should be sccepted. 

When goods are received, the recelvlng clerk In the recelvlng 
locstlon will reconcile the Purchase order with the recelvlng 
report. The delegated recelvlng officer keys receipt of goods Into 
the data base. 

10. Goods and services accepted should When goods and services are received, the receipt is keyed Into the 
be accurately and promptly reported. data base at the recelvlng locatlon. 

Il. Amounts due to vendors for goods and When goods are purchased, the procurement clerk types data Into the 
services accepted, and the data base which generates an obllgatlon and a purchase order. When 
accounting dlstrlbutlons of such received and entered Into the data base. an accounts payable Is 
amounts, should be computed and generated. 
recognized as Ilabllltles promptly. 

TFRA-13 

Control Weaknesses 
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NATIONAL INSTITUTES OF HEALTH--PROCUREMENT CYCLE 
INTERNAL CONTROL STRENGTHS AND WEAKNESSES 

Cycle Control Objectives Controls in Place 

12. 

13. 

14. 

15. 

16. 

Amounts due to vendors Should be 
accurately and promptly classlfled, 
summarized, and reported. 

Purcheslng adJustments should be 
accurately and promptly clssslfled, 
summarized, and reported 

Llabllitles Incurred. and related 
adJustments, should be accurately 
spplled to the proper vendors’ 
accounts. 

Journal estrles for amounts due to 
vendors and related adJustments 
should be prepared each accounting 
period. 

Purchasing Journal estrles should 
summarize end clesslfy economic 
actlvitles In accordance rlth 
management’s plan. 

Substantiation and Evaluation 

17. Recorded balances of accounts 
payable, and related transaction 
ectlvity, should be perlodlcally 
substsntlated and evaluated. 

The Operations Accounting Branch provides the Procurement Sectlon 
with a deflnltlon or descrlptlon of each obJect class. Procurement 
determlnes which obJect class an order should have before ordering 
Items. The Accounting Clssslflcstion Section valldates the object 
class and has authority to change If necessary. This section 
receives a l istlng of each obl lgatlon In the data base. 

See ObJectlve I2 

See ObJectlve I 

Wrltten chart of accounts containing a descrlptlon of each account. 

TFRA-13 

Control Weaknesses 
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