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The Senate Report on the Treasury, Postal Service, and General Govern-
ment Appropriation Bill for 1988' asked us to conduct a detailed review
of the U.S. Customs Service's Automated Commercial System (ACS). In a
February 8, 1988, letter, the Chairman of the Subcommittee on Over-
sight, House Committee on Ways and Means, also asked us to examine
ACS. We briefed staff members of your Subcommittees, offering our
interim observations on three principal Acs modules that support the
processing, inspection, and release of merchandise being imported into
the United States. This report documents these briefings and provides
additional information pertaining to further observations obtained while
preparing the report. We will be reporting later on other aspects of ACs,
including those modules that support Customs’ collection of revenues.

ACS is being developed to automate all of Customs’ commercial opera-
tions into one integrated system. These operations include reviewing
documents that importers must submit prior to importing goods, inspect-
ing shipments, and collecting duties owed to the United States. The sys-
tem is intended to facilitate the paperless entry of imported
merchandise and improve Customs’ effectiveness in enforcing trade and
tariff laws.

As agreed with your respective offices, we focused our work on three
major ACS modules involved in processing the hundreds of billions of dol-
lars in cargo each year—the automated broker interface, the automated
manifest system, and cargo selectivity. Our objective was to identify any
concerns or problems Customs or the international trade community was
having developing and operating these modules.

IS. Rep. No. 160, 100th Cong., 1st Sess., p. 31 (1987).
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To address this objective, we analyzed documentation pertaining to Acs
development and operation; discussed ACs with Customs headquarters
and field personnel, as well as system users and potential users in the
private sector; and observed the system working at five international
airports, five seaports, and two land border crossings.

The information provided at the briefings is contained in appendix I and
is highlighted below.

Background

When goods valued at over $1,000 are imported into the United States,
the importer or a broker acting on the importer’s behalf must file certain
documents with Customs at the port of entry. The documents needed for
this filing, called a formal entry, include an application for a permit to
immediately deliver cargo, a commercial invoice, and evidence that a
bond exists, guaranteeing that duties will be paid. Additionally, when a
ship, airplane, train, or truck carrying cargo reaches the United States,
its arrival must be reported to Customs, and a manifest, which includes
bills of lading providing information on the cargo aboard, must be pro-
vided. Customs personnel review the formal entry documentation and
cargo manifest, and may physically inspect the cargo. Depending on the
results of Customs’ review and inspection, the imports may then be
released into the commerce of the United States, seized by Customs, or
denied entry.

If the goods are released, the importer must submit a set of documents,
called an entry summary, and pay the required duties to Customs within
10 working days. Customs personnel review entry summaries for accu-
racy. The import process is finalized with a liquidation of the import
transaction. An entry liquidation is a final review and settlement of the
transaction. At this time, the importer may be billed for additional
duties or sent a refund if duties were overpaid.

Automated Broker
Interface

The automated broker interface module permits brokers to electroni-
cally file entry data with Customs before cargo arrives, and electroni-
cally file entry summary data after the cargo has been released. The
entry information is processed by the ACs cargo selectivity module
before the cargo arrives, and a preliminary decision is made by the com-
puter on whether or not to inspect it before release. Brokers can access
the automated broker interface module to find out what the decision is.
Customs has made a number of technical improvements to resolve
response time problems. Last year, about 40 percent of the brokers’
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entries were being filed electronically. Acknowledging receipt of these
electronic entries had been taking as long as 5 hours, although Custors
had agreed to provide brokers with a response within 15 minutes. At the
time of our review these improvements were already in place, and bro-
kers generally told us that response times were no longer a problem. We
therefore did not make specific measurements to determine actual
response times. As of August 1988, about 62 percent of formal entries
were being submitted through this module, and Customs officials expect
this percentage to increase to about 85 percent in the next 2 or 3 years,
with no recurrence of the response time problems.

Although an increasing percentage of formal entries and entry summa-
ries have been filed electronically through the automated broker inter-
face since it became operational in 1984, Customs has continued to
require that paper copies of these and other supporting documents also
be submitted. According to Customs officials, under new procedures
that began August 15, 1988, about 7 percent of all formal entries are
being processed through Acs without the usual paper documents being
submitted to Customs. Customs also plans to institute paperless process-
ing of entry summaries.

Automated Manifest
System

The automated manifest system is intended to allow the exchange of
information concerning cargo shipments between Customs and carriers.
Because of the differences between types of transportation, Customs is
considering separate automated manifest modules for each type. The
automated manifest system module became operational for some sea
carriers in 1985. Customs began pilot testing an air manifest module in
October 1988. However, developing modules for rail and truck manifests
has been deferred because of higher priority acs projects.

The automated manifest system module for sea carriers is being
improved to resolve three issues that we believe are or have been ham-
pering its full utilization. First, sea carriers do not currently identify
each bill of lading with a unique identifier. According to Customs, each
bill of lading must have a unique number for the module to work cor-
rectly. Sea carrier representatives agreed that a unique number is
needed and, in June 1988, agreed with Customs on how to implement
this requirement. Customs officials expect that a unique number for
each bill of lading will be required as of April 1, 1989. The second prob-
lem concerns in-bond cargo, cargo that enters the country, but is not
inspected at its original port of entry. Instead, it is transported to
another port where it is inspected and released. During our review, the
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automated manifest system module did not allow the electronic release
of cargo that is shipped in-bond. However, in discussing a draft of this
report with Customs officials, they stated that the capability to elec-
tronically release this cargo recently became operational. Finally, some
planned security features needed to limit the access of other federal per-
sonnel have yet to be incorporated into the operational sea manifest
module. Customs officials told us that enhancements to incorporate
these features have been completed and are awaiting testing.

Cargo Selectivity

The cargo selectivity module indicates what type of examination Cus-
toms inspectors should perform on imports. On the basis of the entry
data brokers submit, the module will display one of three messages to
Customs inspectors: general examination, document review, or intensive
examination. A general examination means that no further action is
needed, and that the cargo can be released. A document review consists
of a review of the entry paperwork for completeness and consideration
of whether the information included warrants further examination of
the cargo. The intensive examination identifies high-risk shipments that
require physical inspection unless a supervisory inspector approves an
override. Examination results are entered into an automated history file,
which is maintained in this module’s data base for 5 years.

During our review, we noted two instances where the cargo selectivity
module’s history files were incomplete or inaccurate as well as apparent
weaknesses in Customs’ efforts to train personnel to use cargo selectiv-
ity and other Acs modules. Customs has reemphasized to ACS users the
importance of entering timely and accurate data into the system. Cus-
toms also has plans to upgrade its training of the system’s users.

We discussed this report with Customs officials and have included their
comments where appropriate. We are sending copies to the Secretary of
the Treasury, the Commissioner of Customs, and other interested
parties.

This briefing report was prepared under the direction of James R. Watts,
Associate Director. Other major contributors are listed in appendix II.

J (Hottoe-

Ralph V/Carlone
Assistant Comptroller
General

Page 4 GAO/IMTEC-894BR Customs Commercial System Modules



Contents

Letter 1
Appendix I 7
Bneflng on Selected Customs Service Missions 8
Aut ted Purpose of the Automated Commercial System (ACS) 10
utoma e Major ACS Processes 12
Commercial System Annual Costs for Development and Operation of ACS 16
Objective, Scope, and Methodology 18
Modules Automated Broker Interface (ABI) 22
ABI Participation 24
ABI Observations 26
Automated Manifest System (AMS) 28
AMS Participation 30
Sea Manifest Observations 32
Cargo Selectivity 36
Cargo Selectivity Participation 40
Cargo Selectivity Observations 42
Appendix II 45
Major Contributors to
This Report

Abbreviations

ABI automated broker interface
ACS automated commercial system
AMS automated manifest system
GAO General Accounting Office

IMTEC Information Management and Technology Division

Page 6 GAO/IMTEC-89-4BR Customs Commercial System Modules



GAO  Appendix |

Briefing on Selected Automated
Commercial System Modules

Page 7 GAO/IMTEC-894BR Customs Commercial System Modules



Appendix I: Briefing on Selected Automated Commercial System Modules

GAO Customs Service Missions

* Assess and collect duties,
excise taxes, fees, and
penalties on imported
merchandise

« Combat the entry of narcotics
and other contraband into the
country

* Process people, cargo, and
mail in and out of the country
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The U.S. Customs Service, an agency within the Department of the Trea-
sury, was created in 1789 to regulate the collection of duties. The
agency’s mission has since expanded to include enforcing some 400 pro-
visions of law on behalf of more than 40 federal agencies. Customs’
responsibilities include:

The assessment and collection of duties, excise taxes, fees, and penalties
on imports. In fiscal year 1987, Customs collected over $16 billion in
revenues on over $400 billion worth of imports.

The prevention of the entry of narcotics and other contraband into the
country. In fiscal year 1987, Customs seized illegal narcotics and danger-
ous drugs valued at $8.7 billion. Customs also seized over $700 million
worth of other merchandise for violations of laws enforced by Customs.
These include textile quotas, voluntary restraint agreements, and copy-
right and trademark laws. Customs cooperates with other federal agen-
cies in suppressing pornography traffic and enforcing safety and
emission control standards applicable to automobile imports, restrictions
on flammable fabrics, and requirements for animal and plant
quarantine.

The processing of people, cargo, and mail entering and leaving the
United States. In fiscal year 1987, over 300 million persons entered the
country, and Customs processed over 120 million parcels and letters.
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GAO Purpose of the Automated
Commercial System (ACS)

ACS is intended to
comprehensively automate
Customs’ commercial
operations

ACS objectives include:

* Using automation to target
iInspection resources

* Eliminating need for Customs
personnel to rekey data that is
already computerized

* Providing more timely and
accurate management
information
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In a June 1983 feasibility study, which was used to support the develop-
ment and use of the Automated Commercial System (Acs), Customs
stated that it was faced with the need to maintain or reduce staff
resources while its work load increased because of ever-expanding for-
eign imports. Customs has a duty to expedite the processing of cargo,
while still enforcing all applicable regulations. However, as the study
pointed out, under its procedures, it was not able to maximize resource
use and expedite cargo processing. At that time, seven nonintegrated,
independent automated systems processed cargo and collected the
related revenue, which created redundant and inconsistent data and
impaired Customs’ productivity. The agency determined that the solu-
tion to these problems was more automation.

ACs is intended to automate all of Customs commercial operations into
one integrated system. These operations include reviewing documents
that importers submit before importing goods, inspecting shipments, and
collecting duties owed to the United States. ACS is also intended to facili-
tate the paperless entry of imported merchandise and to improve Cus-
toms’ effectiveness in enforcing laws and protecting revenues by (1)
emphasizing automated selectivity to determine which imports should
be intensively examined by Customs inspectors and which transactions
should be reviewed by other Customs personnel, (2) eliminating the need
for Customs employees to manually enter into Customs’ computer infor-
mation that already exists in the computer systems of private sector
firms involved in trade, and (3) providing more timely and accurate
management information as a result of an integrated data base.

Page 11 GAO/IMTEC-894BR Customs Commercial System Modules



Appendix I: Briefing on Selected Automated Commercial System Modules

GAO Major ACS Processes

Carrier Broker Broker

Cargo Entry Summary .
Selectivity Release Summary Selectivity [ BYPass—|Liquidate

: :

o Team
Reconciliation Inspector | Review
Exam $ $ s d
. uspen
Collections Extend

Source: U.S. Customs Service
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System Modules

ACS encompasses the entire range of Customs’ involvement in commer-
cial merchandise processing. When goods valued at over $1,000 are
imported into the United States, the importer or its authorized broker!
must go through a process, called making a formal entry, which involves
filing certain documents with Customs officials at the port of entry.
These documents include an application for a permit to make immediate
delivery, a commercial invoice, and proof that there is a bond guarantee-

t duties will be naid Additionally. when a shin airnlane train, or
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truck carrying cargo reaches the United States, the person in charge of
it must report its arrival to Customns and submit a manifest, which
includes bills of lading providing information on the cargo aboard. Cus-
toms personnel review the documentation, and may physically inspect
the cargo. Depending on the examination results, the merchandise being
imported may then be released into the United States, seized by Cus-
toms, or denied entry.

If the o-ds are releaved the importer or broker actin gon behalf of the
r mu
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ker or importer must pay the required duties within 10 days after the
goods are released. The import process is finalized with liquidation of
the transaction. An entry liquidation is a final review and settlement of
the transaction. At this time, the importer may be billed for additional
duties or sent a refund if duties were overpaid.

The import process varies somewhat, depending on what type of goods
are being imported. For instance, in-bond shipments are sent from their
initial port of entry to another port where the goods are either formally
entered, inspected, and released or re-exported to another country. Fur-

thar antriag falling 1i1imdor enacial trada nrac oh ac gnanda far
LEY, ENLIEs fauing unaer specia: traGe prograis, sucn as gooas ior

which a quota has been established, need additional document reviews

and physical inspections by Customs personnel.

ACS is being designed and implemented using a modular concept. Mod-
ules have been or are being developed to support each phase of the
import process, including submitting formal entries and entry summa-
ries electronically, filing manifest data, identifying the level of inspec-
tion Customs will perform, notifying importers or brokers and carriers

lThn r\nlu persons authorized I“ the United States tariff laws to act as agents o vtore in tho
tariil 1aws 1o act as agents ior uuy\u ters in tne

transactlon of their Customs busmess are customhouse brokers, private individuals or firms licensed
by Customs (19 U.S.C. 1641 (Supp. IV, 1986)). According to Customs officials, brokers file about 95
percent of all forrnal entries.
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that cargo has been released, tracking in-bond shipments, and account-
ing for revenues collected by or owed to Customs.

Even though ACS permits entry and manifest information to be sent elec-
tronically, Customs has continued to require that paper copies of these
and other supporting documents also be submitted. According to Cus-
toms officials, under new procedures that began August 15, 1988, about
7 percent of all formal entries are being processed through Acs without
the usual paper documents being submitted to Customs. Customs also
plans to institute paperless processing of entry summaries.
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GAO  Annual Costs for ACS Development and
Operation

50 Doliars in Millions

45

1983 1984 1985 1986 1987 1988
Fiscal Years

:‘ Commercial Services

Equipment

- Personnel
- Capital Investments

Table does not include offsetting receipts for interagency services.
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From fiscal year 1983 to the end of fiscal year 1988, Customs spent
about $170 million on AcS development and operations. About one-half
has been for commercial services, including systems analysis and pro-
gramming, system design and engineering, and leased telecommunica-
tions services. The rest has been spent for personnel costs, equipment
rental, capital investments such as buying hardware and software, and
other operating costs. Customs currently estimates that continued devel-
opment and operation of the system will cost about $45 million per year
for the next 5 years.

Customs is also planning a major ACS procurement over the next 5 years.
According to a request that the Commissioner of Customs approved in
August 1988 for submission to the Department of the Treasury, this pro-
curement would total nearly $150 million and provide funding to buy a
new computer, including acquisition of other enhanced hardware items
(e.g., hard disk storage devices and front-end processors), as well as
communications support and other system initiatives, such as auto-
mating the export process.
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GAO Obijective, Scope, and
Methodology

Objective

* [dentify ACS issues concerning
the automated broker
interface, automated manifest
system, and cargo selectivity
modules

Scope

* Focused on import process
through cargo release

Methodology

* Analyzed system
documentation and discussed
system operation with Customs
personnel and private sector
users

« Observed system operation in
major ports of entry
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The Senate Report on the Treasury, Postal Service, and General Govern-
ment Appropriations Bill for 1988 (S. Rep. No. 160, 100th Cong., 1st
Sess.) asked us to review Customs’ ACS. In a February 8, 1988, letter, the
Chairman of the Subcommittee on Oversight, House Committee on Ways
and Means, also asked us to examine issues concerning the Acs. During a
meeting with the Senate Appropriations Subcommittee on Treasury,
Postal Service, and General Government on February 10, 1988, and a
meeting with the House Ways and Means Subcommittee on Oversight on
February 23, 1988, we agreed to focus initially on the automated broker
interface, automated manifest system, and cargo selectivity modules.
Our objective was to identify problems Customs or the international
trade community had related to the development and operation of these
modules. We provided our interim observations in oral briefings to the
Subcommittees on May 17 and 18, 1988. This report documents those
briefings and provides additional information pertaining to observations
we noted during the report’s preparation. We did not examine ACS mod-
ules that support collecting revenues and liquidating entries during this
assignment, but plan to report on them in the future.

To accomplish our objective, we analyzed documents relating to the
development and current status of AcS. We discussed system operations
with managers and staff at Customs headquarters in Washington, D.C;
Customs Data Center in Franconia, Virginia; and at Customs field offices
in Los Angeles, San Francisco, and Oakland, California; New Orleans,
Louisiana; Memphis, Tennessee; Newark, New Jersey; Buffalo and New
York City, New York; and El Paso, Texas.

To obtain the views of ACS users, we discussed system operations with
customhouse brokers, including past and present officers of the National
Customs Brokers and Forwarders Association of America, Inc.; officials
of ocean carrier companies who are automated manifest system users;
and representatives of the American Association of Port Authorities,
Air Transport Association, Association of American Railroads, Ameri-
can Trucking Association, and National Treasury Employees Union. We
observed the system work at Dulles International Airport, Virginia; John
F. Kennedy International Airport, New York; Los Angeles International
Airport, California; Memphis International Airport, Tennessee; and San
Francisco International Airport, California; at the Baltimore, Maryland;
Newark, New Jersey; Los Angeles, California; Oakland, California; and
New Orleans, Louisiana seaports; and at land border crossings in El
Paso, Texas; and Buffalo, New York.
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We conducted our review from November 1987 through September
1988. As part of our review, we discussed the information in the report
with Customs headquarters officials and have included their comments
where appropriate. Our work was performed in accordance with gener-
ally accepted government auditing standards.
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GAO  Automated Broker Interface (ABI)

Carrier

3 Cargo
| Selectivity

Release

. Summary o

: Selectivity —Bypass— Liquidate
$ 8

Collections

* Brokers electronically
transmit entry data for
arriving shipments

» Customs compares entry data
with cargo selectivity files

» Customs electronically
transmits tentative release/
hold messages to brokers

* Brokers electronically transmit
entry summary within 10 days
after cargo is released

Reconciliation

Suspend
Extend

Source: U.S. Customs Service
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ABI was created to eliminate, or significantly reduce, rekeying data that
are already in electronic form on the computers of brokers and import-
ers. Brokers who want to participate in ABI are required to develop com-
puter programs that ensure that their entry and entry summary data
are accurate and complete. Entry data are extracted by the brokers from
their automated systems, formatted according to Customs specifications,
and transmitted electronically to the Customs Data Center in Franconia,
Virginia, up to 60 days before the imports arrive. Consequently, Cus-
toms personnel are relieved of the tedious task of manually inputting
the entry data. Prior to qualifying as operational ABI participants, bro-
kers must demonstrate through testing for 10 days that their systems
can accurately record and transmit entry summary data.

According to Customs officials, the primary benefit Customs receives
from ABI is the resource savings that result from the electronic trans-
mission of entry summary data by the broker after the cargo is released.
The major benefit brokers receive from ABl is the availability of prelimi-
nary inspection decisions after electronically filing the initial entry. By
transmitting entry data directly to Customs’ computers, ABI entry infor-
mation can be processed by the cargo selectivity module up to 5 days
before the cargo arrives, and a preliminary decision can be made to
either release the cargo when it arrives or hold it for further examina-
tion. Brokers can then use ABI to obtain the results of this decision,
which enables them to arrange for pickup or transportation of the goods
in advance. To obtain these benefits, brokers must become certified,
through further testing, to receive the preliminary cargo selectivity deci-
sions electronically.
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GAO  ABI Participation

Proportion of Entries Submitted
Through ABI Submitted by Development and Testing
Brokers

10%

Submitted by Non-participants

62%
///4
.
Submitted by Operational ABI Brokers
Proportion of Brokers Participating in ] _
ABI I Brokers Developing or Testing ABI
Software
15.4%
50.4% Non-participants in ABI
34.2%
. —

Operational ABI Brokers
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As of August 1988, 34.2 percent of all brokers were electronically trans-
mitting 62 percent of all formal entries to Customs through the ABI mod-
ule. Another 15.4 percent of the brokers, contributing about 10 percent
of all entries, are developing or testing their computer capabilities prior
to being accepted by Customs as fully operational. Customs officials
expect the percent of entries sent electronically to increase to about 85
percent of all entries received in the next 2 or 3 years.

Currently, the remaining 50.4 percent of the brokers, who submit hard-
copy forms that Customs personnel manually enter into AcS, have not
asked Customs to clear them to electronically send data.

Until recently, the high automation costs deterred some brokers from
adopting ABI. For example, 2 years ago, according to one broker, it would
have cost approximately $60,000 to buy the needed data processing
hardware and software to participate in ABI. Since then, however, the
cost of automation has dropped markedly. Another broker who began
participating in ABI last year bought a system for about $22,000, which
automates all broker office functions, including ABI. According to a Cus-
toms ACs specialist, the hardware and software necessary to connect to
ABI is now available for as little as $2,000.

Customs officials and brokers differ on why more brokers have not
adopted ABI. Some brokers believe many brokers who are not using ABI
are waiting until the new harmonized tariff codes? are operational
before they buy the computer packages required to submit data through
ABL. Customs officials, however, believe brokers are not making greater
use of ABI because some brokers are unwilling to change their traditional
methods of operation.

20n January 1, 1989, the United States government is planning to adopt the internationally devel-
oped classification scheme known as the harmonized system (Omnibus Trade and Competitiveness
Act of 1988, P. L. 100-418, Subtitle B, 1201 et seq., 102 Stat. 1107, 1147 (1988)). This system pro-
vides standardized commodity classifications among countries. All ACS processes involving Tariff
System of the United States of America (TSUSA) numbers must be changed to accommodate the new
classification scheme.
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GAO  ABI Observations

Steps taken to remedy
response time problems

 Hardware enhanced
» Data base software enhanced
* Application software improved

Plans made to accommodate
work load increases

» Customs projects 85 percent
of all entries through ABI
» Customs plans to increase

storage and processing
capacity
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In 1987, the ABI system took too long to acknowledge receipt of auto-
mated broker entries. According to brokers and Customs, responses took
up to 5 hours, whereas Customs had agreed to provide brokers with a
response within 15 minutes. In 1987, about 40 percent of formal entries
were being sent electronically.

In order to shorten response times, Customs improved ABI. First, Cus-
toms enhanced AcS by installing solid-state storage devices to speed
processing. In addition, at Customs’ request, the data base vendor
reviewed and revised the data base software package. Further, Customs
revised ABI programming to allow faster access to ABI records. Currently,
brokers generally agree that turnaround times are no longer a problem.

According to Customs officials, with these improvements, ABI should be
able to accommodate expected increases in the ABI work load. These offi-
cials project that within 2 to 3 years, ABI will receive about 85 percent of
all formal entries electronically. In addition to the technical improve-
ments identified above, Customs recently upgraded a mainframe com-
puter and plans to keep pace with work load increases by continuing to
enhance the ACS computer and telecommunications resources. The Com-
missioner of Customs approved submission of a request for almost $150
million to the Department of the Treasury on August 17, 1988, to
enhance the system over the next 5 years. About $130 million of this
funding will be used to upgrade the system’s processing, storage, and
telecommunications capacity.
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GAO Automated Manifest System (AMS)

Broker

Cargo

Entry Summary o
Selectivity Release Summary Selectivity [~ BYPass—| Liquidate

: ;

Team
Inspector Review
Exam $ S s 4
. uspen
Collections Extend

Source: U.S. Customns Service

» Allows electronic exchange of
manifest/bill of lading
information between Customs
and carriers

e Used for enforcement
screening of cargo

« Facilitates entry process by
electronic cargo release
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The manifest submitted to Customs by a carrier transporting goods to
this country includes separate bills of lading, which describe each indi-
vidual shipment on a ship, plane, train, or truck. The AMS module is
intended to allow electronic exchange of bill of lading information
between Customs and carriers. Currently, the ship module of AMS cre-
ates an inventory of cargo being transported to this country from data
transmitted to Customs by participating carriers. Through AMS, Customs
can instruct carriers to hold shipments considered to be enforcement
risks. Once Customs personnel release cargo and the release information
is entered into ACS, the inventory is automatically adjusted. AMS pro-
duces a discrepancy report for reconciliation if the manifest and release
data do not agree.

In addition to these cargo processing functions, AMS is used to support
Customs’ drug enforcement. Using some of AMS’ automated features, as
well as other information, Customs enforcement personnel review mani-
fest data to identify cargo that may contain narcotics.
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GAO  AMS Participation

Sea Manifest--operational

* 15 seaports

* 16 carriers electronically
submit 45 percent of ocean
bills of lading

Air Manifest--set for testing
in late October 1988

Rail Manifest--deferred

Truck Manifest--deferred
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The type of carrier used to transport imports to this country will deter-
mine shipment size and travel time, as well as the timeliness of that car-
rier's manifest data transmission. Customs is tailoring its AMS software
to accommodate different carriers by developing separate modules for
ships, airplanes, trains, and trucks.

Thesge auttomated manifest modules a
tomated es oa

LTS Qs

development, or planning, as follows:

®
[
=

2

The automated sea manifest module for ocean carriers has been opera-
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1988, this module was working in 15 seaports. In July 1988, 16 carriers
electronically sent approximately 45 percent of all ocean bilis of lading
submitted to Customs.

Development and pilot testing of the air manifest module was originally
scheduled to be completed in June 1986, but has been delayed. Accord-
ing to Customs, negotiations with the airline industry over which com-
munications protocol® should be used to transfer data between airline
computers and ACS have delayed implementing the system as originally
scheduled. In October 1987, Customs and the airlines agreed on a proto-
col, and Customs began developing the air manifest module. Customs
began pilot testing the module in October 1988.

Customs has met Wlth railroad representatives to define data elements

and technical interfaces needed for rail carriers to electronically submit
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manifest data to ACS. According to Customs and a railroad representa-
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tive, they believe a rail manifest module will be easy to implement since

the rail industry is already highly automated. Customs officials told us,
however, that they have deferred developing this module because of
higher priority ACS requirements.

Plans to develop an automated truck manifest module have, according
to Customs, not been made, but Customs is considering the issue. In
addition, a trucking industry representative said the industry is inter-
ested in discussing an automated manifest system, because of the
growth of the trucking industry; however, Customs had not contacted
the industry about it. Customs is delaying development of a truck mani-
fest module because of higher priority Acs requirements. Customs offi-
cials added that there is some question whether further automation will
be better than the current process of screening invoices and manifests
for trucks crossing U.S. borders.

3 A protocol is a formal set of conventions governing the format and control of data sent between two
communicating processes. The protocol defines the sequence of operations required to transmit and
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GAO Sea Manifest Observations

» Carriers do not uniquely
identify bills of lading

* Until recently, in-bond
shipments could not be
electronically released
through AMS

 Security access controls are
not fully implemented
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We identified three issues that are hampering or have hampered the full
utilization of AMS for sea carriers.

Customs has had problems getting sea carriers to use unique numbers to
identify bills of lading. AMS was designed to use a unique number for
processing manifest data. In December 1987, Customs proposed a regu-
lation in the Federal Register requiring each bill of lading to be identi-
fied by a unique, 12-character number. According to Customs, this
unique number would greatly improve automated tracking of merchan-
dise covered by a bill of lading and eventually allow Customs to auto-
mate all phases of cargo processing. To ensure that the number remains
unique, the proposed regulation stated that each number would not be
reused for a period of 10 years after being issued.

Although sea carrier representatives agreed that a unique bill of lading
number is necessary, they disagreed with the format of the number and
the length of time the number must remain unique. The Commissioner of
Customs announced in June 1988 that a consensus had been reached,
and that the unique number would be 16 characters in length and its
issuer would not reuse it for 3 years. Customs officiais told us that a
final rule had been submitted for publication in the Federal Register. As
of April 1, 1989, all sea carriers are required to use unique bill of lading
identifiers.

At the time of our review, the sea manifest module did not allow for
electronic notification of the release of cargo transported in-bond. In-
bond cargo arrives in a port in this country, but is not inspected or
released at that port. In-bond shipments are transported to a port of
final destination where the merchandise is either re-exported or
inspected and released into the commerce of the United States. A Cus-
toms headquarters official responsible for in-bond operations estimates
that about 40 percent of all imported cargo is shipped in-bond. Until
recently, releasing this cargo at its final destination port required the
brokers to prepare and Customs to manually process release forms. Cus-
toms officials told us that the capability to electronically release in-bond
shipments became operational September 1, 1988.

Some planned security access controls have not been incorporated into
the sea manifest module. Access to the module will soon be granted to
other agencies, such as the Department of Agriculture, to enable their
personnel to enter and update aAMS data, such as the need to hold ship-
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ments for Agriculture inspection. To ensure that other agencies’ employ-
ees cannot access information or perform operations beyond the scope
of their authority, more security controls must be incorporated into the
module. According to Customs officials, these security controls have
been added, but are awaiting testing.
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GAO  Cargo Selectivity

Carrier

Cargo
Selectivity

Release

Summary o
Selectivity —Bypass

A

iliati : Team
Reconciliation Review
: $ s
3 . Suspend
Collections Extend

Source: U.S. Customs Service

Cargo Selectivity module
targets cargo for inspection
 High-risk shipments
» First-time importers
« Random shipments
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The Acs cargo selectivity module became operational in July 1985. The
data base for this module contains selectivity criteria that are designed
to identify high-risk shipments. The criteria consist of up to five pieces
of information (type of commodity, manufacturer, person or organiza-
tion filing the entry, importer, and country of origin) that the module
uses to help determine which cargo may need close inspection. These
criteria can be used in various combinations to target shipments enter-
ing all ports or only shipments entering a specific port. In addition, the
module’s history file includes records of previous importer transactions,
including prior inspection results. This file is used to develop new crite-
ria combinations and to identify shipments to first-time importers for
inspection.

When information pertaining to a shipment is entered into Acs, the mod-
ule tests data consistency and compares the shipment data with the
module’s criteria and history files. The system displays, on the basis of
these comparisons, one of three messages for action: general examina-
tion, document review, or intensive examination.

The general examination message does not require inspectors to take
any specific action, and selectivity automatically provides a release date
for the cargo. The document review message calls for inspectors or other
Customs personnel to review entry documents to identify whether the
forms might contain other data that would warrant examination of the
shipment. The intensive examination message identifies cargo that
requires physical inspection unless a supervisory inspector approves
overriding of the computer.

The system generates the intensive examination message under one of
three conditions. First, when an entry contains data that match criteria
in the cargo selectivity data base, the module instructs inspectors to
physically examine the shipment. If ACS targets cargo for an intensive
examination, a supervisor must approve overriding the message. Sec-
ond, if the cargo selectivity module identifies the shipment as going to a
first-time importer, inspectors must examine the shipment. A Customs
directive generally prohibits inspectors from overriding the requirement
to inspect such shipments. In June 1988, Acs was modified to enable Cus-
toms inspectors to override this requirement for up to five shipments to
an importer. Finally, the module randomly selects entries for intensive
inspection. About seven-tenths of one percent of formal entries are des-
ignated for inspection in this manner. Customs’ cargo examination direc-
tive requires inspections of these shipments.
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The cargo selectivity module also alerts inspectors to a first-time rela-
tionship in a transaction. For example, the first time an importer
imports a new commodity, this fact is provided for the inspector’s use in
deciding whether further examination is needed.

According to Customs, the ACs cargo selectivity module is a valuable tool
in decision making; however, a great deal of reliance is placed on inspec-
tors. For example, inspectors can override a general examination deter-
mination, and instead make an intensive examination.

When AcS designates a shipment for intensive examination or the inspec-
tor overrides a general examination designation and conducts an inten-
sive examination, ACS does not generate release data until examination
results are entered into the system. These examination results are
entered into the module’s history files, which are maintained on-line for
5 years.
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GAO  Cargo Selectivity Participation

25% Entries Not Screened Through Cargo
Selectivity
75% Entries Screened Through Cargo
Selectivity
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As of September 1, 1988, Customs personnel were using ACS cargo selec-
tivity at 131 U.S. ports of entry to screen about 75 percent of all formal
entries. According to Customs officials, with the exception of northern
border ports, the busiest commercial ports use cargo selectivity. At ports
without ACS, inspectors select shipments to examine based on review of
entry and manifest documents.

Customs hopes next to expand cargo selectivity to five major northern
border ports. In fiscal year 1987, these five ports accounted for about 22
percent of all formal entries received. While Customs officials expect
this expansion to take place in 1989, they were not able to provide a
formal schedule for this or any other future expansion of the cargo
selectivity module. Customs officials doubt that it will be cost-effective
to incorporate cargo selectivity at the approximately 150 remaining
ports of entry where the number of entries are low.
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GAO Cargo Selectivity Observations

* History files are incomplete
and contain inaccurate data

» Some users are not fully
trained concerning cargo
selectivity capabilities
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apparent weaknesses in Cust
tivity and other Acs modules.

LUring our review, we noted two instances wWinere the CargG sele\':blvxu
module’s history fi le ere incomplete or lnaccurat We also noted

History Files

One instance involving incomplete history files relates to how
unresolved entries were being closed. When the cargo selectivity module
designates a shipment for intensive examination and the inspection
results are not entered within 7 days, an unresolved entry report is gen-
erated. A February 1988 Customs headquarters memorandum revealed
that at 18 ports, personnel had not posted about 15,000 inspection
results. The memorandum urged these ports to resolve these open
entries. At one of the ports, Customs inspectors said that cargo examina-

tions were conducted in many cases, but documentation of the resuits of
these examinations was lost and insnectors could not recall examination
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results. They therefore resolved these open entries by overriding the
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examinations.

In the instance involving inaccurate history files, Customs officials said
that, because of heavy work loads, inspectors have not always per-
formed the required intensive examination of shipments to first-time
importers. Since the system would not allow override of these inspec-
tions, inspectors falsely reported that they had conducted an intensive
examination and no discrepancies had been found. In June 1988, ACS was
modified to permit inspectors to override up to five cargo selectivity
commands requiring an intensive examination for first-time importers.
However, this will not correct prior inaccurate entries.

Because of the preliminary nature of our work, we did not determine the

magnitude of these problems or their impact on the overall reliability of
the ‘_mqtm'v files. Customs officials have reemphasized to ACS users the

importance of closmg entry reports in a tlmely and accurate manner. We
1la

e our work examining the effectiveness of this modt
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Training

In April 1988, Customs conducted a user satisfaction survey. In the sur-
vey, 70 percent of the agency’s inspections and control personnel sur-
veyed said that they did not have enough training to make full use of
ACS. Further, field personnel responsible for training said that they had
to develop their own training materials. Customs is aware that more
training is needed. A June 1988 report stated that Customs plans to

Page 43 GAO/IMTEC894BR Customs Commercial System Modules



Appendix I

Briefing on Selected
Automated Commercial
System Modules

establish regional training centers to provide ACs training to those who
use ACS now and to those who have not yet used Acs, and to update field
personnel as the ACS system changes. In addition, Customs will provide
training support with curricula, lesson plans, printed and on-line manu-
als, instructional tapes, and on-line computer-aided instruction.
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