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Preface

The federal government of the United States—the largest and most complex
organization in the world—expended approximately $15 billion through
federal organizations’ purchase card programs’ in fiscal year 2002. As the
steward of taxpayer dollars, federal agencies are accountable for how
purchase cards are used and how the funds are spent. To that end, federal
agencies are responsible for establishing and maintaining internal control to
provide reasonable assurance that (1) the goals and objectives of the
purchase card program are met and (2) safeguards against fraudulent,
improper, and abusive purchases are adequate.

Recent congressional testimony and inspector general and GAO reports
show that some federal agencies do not have adequate internal control over
their purchase card programs. Without effective internal control,
management has little assurance that fraudulent, improper, and abusive
purchases are being prevented or, if occurring, are being promptly detected
with appropriate corrective actions taken. A key element of internal control
is monitoring that assesses the quality of performance over time and ensures
that the findings of audits and other reviews are promptly resolved.
Monitoring provides for regular management and supervisory activities as
well as evaluations by inspector generals or external auditors.

This guide focuses on audits of internal control activities—designed
primarily to prevent or detect significant fraudulent, improper, and abusive
purchases—in government purchase card programs. It is intended to
provide practical guidance for consideration by internal and external
auditors, investigators, and program management oversight personnel in
assessing the adequacy and performance of those control activities and
identifying areas of internal control for potential improvement. This guide is
based primarily on GAO’s experiences in auditing and investigating internal
control over federal government purchase card programs at the
Departments of Defense, Education, and Housing and Urban Development
and other federal agencies.

This guide was prepared at the request of former Chairman Stephen Horn,
Subcommittee on Government Efficiency, Financial Management and
Intergovernmental Relations, House Committee on Government Reform.
This is one in a series of projects we have undertaken for the Subcommittee
concerning weaknesses in internal control over government purchase and
travel card programs. This guide was prepared under the direction of
Gregory Kutz, Director, Financial Management and Assurance. Other GAO

' The term “organization,” as used throughout this guide, refers to a government, its divisions,
or subdivisions (e.g., department, agency, activity, unit).

® The term “program,” as used throughout this guide, refers to a government purchase card
program at the organization level.
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contacts and key contributors are listed in appendix VII. Questions can be
directed to Mr. Kutz at (202) 512-9505 or kutzg@gao.gov, or Stephen W.
Lipscomb at (303) 572-7328, lipscombs@gao.gov, or

Stephen W. Lipscomb

U.S. General Accounting Office
1244 Speer Blvd., Suite 800
Denver, CO 80204

Jeffrey C. Steinhoff
Managing Director
Financial Management and Assurance
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Section 1: Introduction

Federal government purchase card programs, which have been in existence
governmentwide since 1989, were established to streamline federal agency
acquisition processes by providing a low-cost, efficient vehicle for obtaining
goods and services directly from vendors. As shown by the chart, purchase
card programs have experienced dramatic growth and accounted for $15.2
billion in government expenditures in fiscal year 2002.

Growth in federal government purchase card programs

Dollars in billions
20 -
15.2
15 - —
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10 - 8.0
5- 2.9
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1990 1992 1994 1996 1998 2000 2002
Fiscal years ended September 30

Source: General Services Administration.

With the establishment in 1998 of the General Services Administration’s
(GSA) SmartPay® program, federal agencies had a new way to pay for
commercial goods and services. GSA negotiated charge card service
provider contracts with five commercial banks: Citibank, First National
Bank of Chicago, Mellon Bank, NationsBank, and U.S. Bank. Federal
government departments and agencies were to choose the service provider
with capabilities meeting agency requirements.

Purchase card programs are widespread throughout the federal government
and range in size from the Department of Defense (DOD) with 214,000
cardholders and $6.8 billion of fiscal year 2002 purchases, to the U.S. Tax
Court with 1 cardholder and $102,000 of fiscal year 2002 purchases.
However, the design and implementation of internal control did not keep up
with the growth in the programs audited by GAO (see app. I — Selected
Relevant GAO Reports and Testimonies). With the increase in purchase
card use came increases in risk; revelations of significant weaknesses in
internal control; and resulting fraudulent, improper, and abusive purchases.
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OBJECTIVE OF THE GUIDE,
SCOPE AND METHODOLOGY

The primary objective of this guide is to provide practical guidance for
consideration in performance audits and investigations of government
purchase card programs. The guide provides auditors and fraud
investigators with a basis for understanding the operations, risks, and
internal control of a government purchase card program, which in turn
provides a basis for conducting investigations of fraud in a government
purchase card program. Although this guide is primarily an audit and
investigative guide, it can also be applied by program management oversight
personnel in assessing the adequacy of policies, procedures, and internal
controls and conducting ongoing monitoring of adherence to internal
control activities. In that context, the use of the term “auditor” throughout
this guide is intended to include program management oversight personnel
as well as internal and external auditors. While this guide is based on
approaches and methodologies developed in audits of federal purchase card
programs, the basic concepts and criteria may also be applicable to state
and local government purchase card programs. This guide

. focuses on auditing the internal control policies, procedures, and
activities designed primarily to prevent or detect fraudulent, improper,
and abusive purchase card transactions in government purchase card
programs;

. seeks to foster critical, creative thinking by auditors, investigators, and
management personnel responsible for identifying risks and
opportunities open to those who would misuse purchase cards;

. provides practical guidance in identifying potentially fraudulent,
improper, and abusive purchase card transactions and in conducting
the appropriate follow-up and investigation; and

. illustrates the benefits of involving fraud investigators in the planning
and execution of audit procedures.

The guide is intended to supplement existing guidance’ for review and
oversight of federal government purchase card programs. Different parties
may accomplish audits of purchase card programs for different purposes.
Law, regulation, or third party request may direct external and internal
auditors to accomplish a performance or other audit in accordance with
generally accepted government auditing standards (GAGAS)."

The guide is not intended to and does not provide guidance sufficient to
address all potential purchase card program performance audit objectives
(e.g., economy and efficiency, compliance with legal or other requirements).
The guide is also not intended to comprehensively address all five of the
standards of internal control’ (e.g., management’s risk assessment,
information and communication). In addition, the guide is not intended to
and does not provide guidance sufficient to develop investigative cases that
establish evidence to prove specific allegations of criminal wrongdoing.

’ President’s Council on Integrity and Efficiency, A Practical Guide for Reviewing
Government Purchase Card Programs (Washington, D.C.: June 2002), and U.S. General
Services Administration, GSA Smart Pay®, Blueprint for Success: Purchase Card Oversight
(Arlington, Va.: April 2002).

" U.S. General Accounting Office, Government Auditing Standards — 2003 Revision, GAO-
03-673G (Washington, D.C.: June 2003).

®U.S. General Accounting Office, Standards for Internal Control in the Federal Government,
GAO/AIMD-00-21.3.1 (Washington, D.C.: November 1999), 7.
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GOVERNMENT PURCHASE CARD
PROGRAMS

The operations and controls of government purchase card programs can
vary among organizations. However, the Department of the Treasury’s
Financial Manual’ prescribes procedures (illustrated in fig. 1), including
program controls and invoice payment, that apply to all departments and
agencies that use government purchase cards. Additionally, the Federal
Acquisition Regulation (FAR), which prescribes acquisition policies and
procedures for all executive agencies, provides that agencies are to establish
procedures for use and control of the card that comply with the Treasury
Financial Manual.”

Figure 1: Basic procedures of a government purchase card program

Organizations delegate authority, establish spending limits,
and issue purchase cards.

\

Cardholders make purchases and reconcile their statements.

Approving officials review cardholders' statements and
authorize purchases.

Source: U.S. Department of the Treasury, Financial Management Service.

The manual further states that, with some exceptions, small purchases of up
to $25,000° should be made using the government purchase card and
establishes key control activities, personnel, and their roles, including the
following.

e A written delegation of authority is to be issued by responsible agency
personnel that establishes authorized cardholder(s)’ and specifies
spending and usage limitations unique to the cardholders.

°U.S, Department of Treasury, Treasury Financial Manual, Vol. 1 - Part 4 - Chapter 4500,
Government Purchase Cards, (Washington D.C.: May 2003)
http://www.fms.treas.gov/tfm/voll/vlp4c450.txt (viewed May 2003).

"48 C.FR. § 13.301(b) (2002).

® See the Relevant Laws and Regulations section of this guide for further information on FAR
provisions applicable to specific purchase amounts.

’ FAR allows personnel other than warranted contracting officers to use the purchase card.
48 C.F.R. §§ 1.603-3(b) and 13.301(a) (2002).
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e The cardholder is the government employee to whom a government
purchase card, bearing the employee's name, is issued. The card can
be used only by that employee for official purchases, in adherence with
agency regulations.

e The cardholder statement listing all transactions during the billing
period is sent to each cardholder.

e The approving official (AO) reviews cardholder statements, is
responsible for authorizing cardholder purchases (for official use only),
and ensures that statements are reconciled and submitted to the
designated billing office in a timely manner.

e A designated billing office receives the official invoice—a designated
billing office report listing all cardholder charges for the area the office
serves—and ensures its payment in accordance with Prompt Payment
Act deadlines.

The manual requires each agency to develop its own internal procedures for
using the purchase card and establishes processing and internal controls
that must be in place prior to using the government purchase card, including
the following.

e Designate an office (usually the procurement office) to manage the
program and ensure that (1) training required for all cardholders, AOs,
and other employees involved in the program is provided, (2) a current
list of cardholders and AOs is maintained, and (3) an annual oversight
review of the program is conducted. (The position is generally referred
to as the agency program coordinator (APC) in DOD purchase card
programs.)

e [Establish procedures for (1) the timely submission of cardholder
statements to the agency designated billing office, (2) maintaining
security of the cards, (3) handling disputes and returned, refused,
damaged, or unacceptable items and partial deliveries, and (4)
renewing purchase cards.

The manual also provides that invoices, payments, access and review of
account and master file data, and reports may be accomplished
electronically, and that electronic funds transfer should be adopted as the
standard method of payment for all federal program payments originated by
agencies or their agents.

The Treasury Financial Manual and FAR requirements would apply to all
purchase card transactions, including convenience check transactions—
courtesy checks provided by the purchase card-issuing bank—that are
charged to a related purchase card account.
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GAOQO’S APPROACH TO AUDITING
PURCHASE CARD PROGRAMS

The approach presented in this guide is based GAO's Audit Approach
on GAO’s experience in auditing internal ) )
Gain understandings

control over government purchase card Risk of fraud
programs at the Departments of Defense, Laws and regulations
Education, Housing and Urban Development, Operations and programs
and other federal agencies (see app. I - Internal control/environment
Selected Relevant GAO Reports and Preliminary assessment
Testimonies). In general, GAO’s approach is Control activities
to (1) gain a thorough understanding of the Use the assessment
organization’s operations and purchase card Test control activities
program, and relevant system of internal Sebtam transaction data
control, (2) based on that understanding, and lecting ttansactions

.. . . Obtain performance evidence
any needed additional review and analysis, Test control activities
make a preliminary gssessment of the e fraud and abuse
adequacy of the design of the system of Data mine
internal control, (3) test the effectiveness of Follow-up/investigate

internal control using statistical sampling, and

(4) use data mining to detect instances of potentially fraudulent, improper,
and abusive transactions to illustrate the effects of breakdowns in internal

control.

GAO’s approach includes involving fraud investigators throughout the audit.
An experienced fraud investigator will bring valuable perspectives and
insight to the process of identifying opportunities for fraud in the program’s
operations and in evaluating the effectiveness of control activities. They can
also bring new and creative thinking to identifying the opportunities for
circumventing the existing controls. Fraud investigators should be involved
in the preliminary assessment process, designing tests of controls,
identifying criteria and relationships for data mining, and in follow-up of
potentially fraudulent transactions. Program policy and procedure
documents obtained and understandings gained of the purchase card
program and related internal controls should be made available to the fraud
investigator.
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THE APPLICABILITY OF Auditors performing an audit in accordance with GAGAS for performance

AUDITING STANDARDS audits are required to adhere to the general and fieldwork standards. These
standards can be found on GAO’s web site.”’ The following three general
standards are key to providing assurance that integrity, objectivity, and
independence are adequate in planning, conducting, and reporting results of
audits.

»  Independence. Audit organizations and individual auditors, whether
government or public, are required to be free both in fact and
appearance from personal, external, and organizational impairments to
independence, in all matters relating to the audit work.

= Professional judgment. Auditors complying with GAGAS are required
to use professional judgment in planning and performing audits and in
reporting the results.

=  Competence. Audit staff are required to collectively possess adequate
professional competence for the tasks required.

We encourage all users of this guide, including internal auditors and
program management oversight personnel, to (1) become familiar with these
standards and the basic concepts embodied in them, (2) consider their
relative applicability to the circumstances, and (3) apply them as
appropriate when using this guide.

Ysee <http://www.gao.gov/govaud/ybk01.htm>.
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Section 2: Understanding the Purchase Card Program

Evaluating the adequacy of internal control designed to mitigate the risk of
fraudulent, improper, and abusive transactions, requires the auditor to gain
an in-depth understanding of (1) the risk of fraud, (2) the relevant laws and
regulations, and (3) the specific organization’s mission activity operations
and its purchase card program operations (from purchase request to
payment). This in-depth understanding is necessary so that an auditor can
make a preliminary judgment about the adequacy of design of an
organization’s control activities.

THE RISK OF FRAUDULENT,
IMPROPER, AND ABUSIVE
PURCHASES

One organization’s
actions included
recommending remedial
training and suspension
of repeat offenders’
purchase card accounts
Jor lack of adherence to
internal control policies
and procedures.

The potential for fraudulent, improper, and

abusive purchases in a purchase card program bt N A PPTOacl

should be viewed by management as a risk of Gain understandings

significant financial loss, possibly resulting in Risk of fraud

operational inefficiency and impairment of Laws aﬁd regulations
Operations and programs

mission readiness. This is particularly true in

the government environment where taxpayer
dollars are at risk. Fraudulent, improper, and
abusive purchases often result directly from a
lack of adherence to policies, procedures, and | Pursue fraud and abuse

Internal control/environment
Preliminary assessment

Test control activities

control activities. This lack of adherence can

result in misuse of the card. As program personnel predisposed to misuse
the card become aware of such weaknesses, the door opens wider for
fraudulent, improper, and abusive purchases.

Repeated nonadherence to established internal control policies and
procedures, such as inadequate documentation of purchase card
transactions or supervisory reviews, may not constitute a violation of law or
regulation. However, if allowed to continue, they will contribute to an
erosion and weakening of the control system. Prompt administrative and
disciplinary actions (e.g., informal admonishment, formal reprimand,
additional required training, suspension of card privileges, cancellation of
the cardholder’s account, termination of employment) can be effective in
reducing persistent lack of adherence to policies and procedures by
cardholders and other program personnel. When administrative corrective
actions are taken and documented, program management, oversight
personnel, and auditors will be able to identify repeat offenders and
determine that appropriate steps are being taken to address potentially
significant problems before they escalate.
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Case Illustration:
Exploitation of
known weakness
in internal control

In a recent audit of the internal control over a purchase card program,
GAO reported that a cardholder defrauded the government of $30,000
from April 25 to June 20, 2001. The cardholder took advantage of a
situation in which the cardholder's approving official was on
temporary duty for several months. The cardholder believed that the
alternate approving official would certify the statement for payment
without reviewing the transactions or their documentation. With this
belief, the cardholder purchased items for personal gain, including a
computer, purses, rings, and clothing. These fraudulent transactions
were not discovered until the resource manager who monitored the
unit's budget noticed a large increase in spending by the cardholder.
The cardholder had destroyed all documentation for the 3-month
period during which these transactions took place. However,
investigators found merchandise and invoices that showed that the
cardholder had fraudulently used the government credit card. The
cardholder was court-martialed in April 2002 and sentenced to 18
months incarceration. These fraudulent transactions might not have
occurred if the cardholder had known that the approving official
would review the transactions. At a minimum, prompt approving
official review would have detected the fraudulent transactions.

Potentially Fraudulent,
Improper, or Abusive Purchases

A cardholder made 62
unauthorized
transactions totaling
$12,832 to pay for repairs
to a car and buy
groceries, clothing, and
various other items for
personal use.

Our audits of purchase card programs detected transactions that were not in
accordance with laws and regulations or were not appropriate or legitimate
uses of government funds. The terms we used to characterize such
purchases included potentially fraudulent, improper, and abusive purchases.
The following are explanations of these terms as used in this guide.

» Fraudulent purchases. Use of the government purchase card to
acquire goods or services that are unauthorized and intended for
personal use or gain constitute a fraud against the government. A
cardholder’s unauthorized purchase of power tools for his home, a
vendor’s intentional charges for services not provided, and the
unauthorized use by a third party of a cardholder’s compromised or
stolen account for personal gain are examples of fraudulent purchase
card transactions. In GAO reports, these and similar purchase card
transactions are generally referred to as “potentially fraudulent” unless
there has already been a fraud conviction in a court of law.
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Day planners costing a
total of $3,100 were
purchased from Franklin
Covey. One item cost
$199 and another $250.

In contrast, cardholders
could have purchased day
planners from JWOD for
about $40.

A cardholder purchased
Bose bedside clock radios
costing $349 each, when
other models costing
about $15 were available.

= Improper purchases. Government purchase card transactions that are
intended for government use but are not permitted by law, regulation, or
organization policy generally are considered improper. Examples
include certain types of purchases of meals or refreshments for
government employees within their normal duty stations," purchases
split to circumvent micropurchase or other single purchase limits, and
purchases from other than statutorily designated sources, such as the
Javits-Wagner-O’Day program (JWOD)."

= Abusive purchases. Purchases of authorized goods or services, at
terms (e.g., price, quantity) that are excessive, are for a questionable
government need, or both are considered abusive. Examples of such
transactions include purchases of items such as $300 day planners, $350
bedside radios, and allowable refreshments at excessive cost; purchases
of designer leather goods; and year-end and other bulk purchases of
computer and electronic equipment for a questionable government need.

Indications and Categories of

Fraud

An inmate at a local
county jail made three
purchase card
transactions at local
florist shops on a
government purchase
card that had either been
lost or stolen.

Figure 2 shows key signs, signals, and patterns that indicate the potential for
fraud in a government purchase card program.

Figure 2: Signs, signals, and patterns indicating the potential for
fraud

e Weak management e Weak internal controls e History of impropriety
o Failure to follow legal e Promise of gain with e Unexplained
or technical advice little likelihood of decisions,
being caught transactions, or both
¢ Unethical leadership e Missing or altered
documents

Source: International Journal of Government Auditing.

GAO audits of government purchase card programs have reported
fraudulent and potentially fraudulent purchases by cardholders, vendors,
and third parties using compromised accounts falling into the following
broad categories of fraud.

= Theft involves property, facilities, and services. An authorized or
unauthorized cardholder purchase of goods or services intended for
personal use or gain is theft. Theft can also occur when an unauthorized
user compromises a cardholder’s account by gaining knowledge of and
using the purchase card account number.

72 Comp. Gen. 178, 179 (1993); 65 Comp. Gen. 508, 509 (1986).

' JWOD establishes mandatory sources of supply for all federal entities. It requires federal
agencies to purchase supplies and services that are furnished by nonprofit agencies—such as
the National Industries for the Blind and NISH (serving people with a range of disabilities).
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A maintenance
supervisor allegedly
made $52,000 in
Jraudulent transactions
to a suspect contractor
Jor work that was not
performed.

Two purchase
cardholders conspiring
with at least seven
vendors received
kickbacks on purchases
with inflated prices,
quantities, or both.
Criminal investigation
resulted in confinement
or restriction, a bad

conduct discharge, and a

reduction in rank.

A cardholder and his
supervisor conspired to
make nearly $400,000 in
Jraudulent purchases

Jrom companies owned by
the supervisor, his sister,

Jriends, and
acquaintances.

» Fictitious transactions can involve a single party (e.g., a cardholder
supports the acquisition of goods or services for personal use with false
documentation, or a vendor bills the government for goods or services
never delivered). In addition, fictitious transactions can include
collusion (e.g., a cardholder knowingly approves documentation
supporting a vendor’s invoice for goods or services never provided, and
the two share in the amount paid by the government). Although
collusion can circumvent what otherwise might be effective internal
control activities, a robust system of guidance, internal control activities,
and oversight can provide reasonable assurance of preventing or quickly
detecting fraud.

* Kickbacks may be offered by a vendor or solicited by a contractor or
government buyer. Kickbacks in a government purchase card program
can include collusion between a cardholder and a vendor. The
cardholder makes authorized purchases from the vendor, who charges
the government an excessive price and “kicks back” a percentage of the
amounts received to the cardholder.

=  Conflict of interest is present when a government official participates
in approving or deciding a matter in which the official or a relative has a
financial interest. The potential for a conflict of interest in a purchase
card transaction exists whenever a cardholder or a relative has a
significant financial interest in a vendor or contractor. Purchases of
goods or services from that vendor or contractor would be suspect and,
if not prohibited by the organization, should require special review and
approval prior to and subsequent to the purchase.

The auditor should be aware of the potential for the previous categories of
fraud in the day-to-day operational risk of the organization. Fraudulent,
improper, and abusive purchases generally involve individual cardholders,
supervisors, approving officials, and vendors, and occasionally collusion
between them. Another source of fraudulent purchases of significant
concern occurs when an account is compromised (e.g., someone other than
authorized program personnel gains knowledge of account numbers). In
any event, a strong system of controls should guard against significant loss
to the government for all such potentially fraudulent, improper, and abusive
purchases. Any potentially fraudulent transaction detected should be
considered for follow-up, as discussed in the Follow-up and Investigation
section of this guide.

To better understand the risk of fraud within a specific organization’s
purchase card program, auditors and investigators should identify and study
known cases of such fraud. Summary memorandums prepared by fraud
investigators detailing the nature and extent of the suspected fraud, the
investigative process, the conclusions reached, and the actions taken can
provide valuable additional insight.
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RELEVANT LAWS AND
REGULATIONS

A federal organization’s purchase card GAO's Audit Approach

program must comply with the laws,

regulations, contracts, and governmentwide Gﬁg&f;ﬁgandmgs

and organizational policies and procedures Laws and regulations
that (1) govern the establishment and Operations and programs
operation of the purchase card program, (2) Internal control/environment
prescribe procurement methods and Preliminary assessment

standards, and (3) pertain to the purposes for | pest control activities
which an organization’s appropriations and
other sources of funds may be used. When
evaluating the merits of individual purchases, all three areas should be
considered. (See app. II — Selected Relevant Laws and Regulations)

Pursue fraud and abuse

Establishment and Operation of
the Purchase Card Program

Federal organization purchase card programs operate under a
governmentwide GSA contract, the GSA SmartPay® Master Contract.
Organization purchase card programs must comply with the terms of the
contract and the task order under which the organization placed its order
for purchase card services. Organization purchase card programs must also
comply with Department of the Treasury regulations found in the Treasury
Financial Manual, Volume I, Part 4-4500, “Government Purchase Cards.”
FAR, 48 C.F.R. § 13.301(b) (2002), provides that agencies are to establish
procedures for use and control of the card that comply with the Treasury
Financial Manual and that are consistent with the terms and conditions of
the current GSA credit card contract. Individual organizations may be
subject to specific statutory criteria for the management of purchase cards
(e.g., 10 U.S.C. § 2784, directing the Secretary of Defense to prescribe
regulations governing the use of purchase cards). As such, each
organization should have guidance concerning the implementation,
establishment, and operation of its purchase card program.

Procurement Methods and
Standards

One cardholder split
about $17,000 of
purchases of boots on 1
day into 8 transactions.
Another cardholder split
over $30,000 of
purchases from an
electronic supply store
on 1 day into 14
transactions.

Purchases made with the purchase card should be made in accordance with
generally applicable procurement laws, regulations, and organization
procurement policies and procedures. FAR provides governmentwide
policies and procedures for acquisition by all executive agencies. Agencies
frequently issue supplemental acquisition regulations as well.

Contracting activities carried out by the federal government generally must
be conducted by warranted contracting officers; however, the purchase card
may also be used by other government personnel for purchases at or below
the micropurchase threshold. FAR provides that such individuals must be
delegated the authority to do so in writing in accordance with organization
procedures. Regardless of the value of a purchase, FAR prohibits
cardholders from splitting organization needs into smaller purchases in
order to circumvent applicable acquisition laws, regulations, and policies.
Organization policies can also prohibit cardholders from splitting purchases
into smaller purchases in order to avoid individual cardholder purchase
limits.

Authorized personnel may use the purchase card for purchases at or below
the micropurchase threshold (currently $2,500, except that the limit is $2,000
for certain construction costs).” Micropurchases are subject to the

Y48 C.F.R. §§ 2.101 and 13.201(g).
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Despite representations
that hotels were
authorized to bill only
Jor audiovisual
equipment and
conference room rental,
detailed bills acquired
by GAO auditors showed
that about $7,000 was
inappropriately
expended for prohibited
breakfasts, lunches, and
snacks.

requirements of FAR Subpart 8, which provides that certain products be
acquired from designated sources, including statutorily preferred vendors.
Micropurchases must also be made in accordance with various laws and
regulations concerning environmentally preferable products and services.
Cardholders may make micropurchases without soliciting competitive
quotations from vendors if they consider the price to be reasonable.
However, cardholders are required to distribute micropurchases equally
among qualified suppliers to the extent practicable.

For purchases above the micropurchase threshold, warranted contracting
officers may use the purchase card to place and pay for orders against
already existing contracts. For these larger transactions, the card is
frequently referred to as a “payment card” because it pays for acquisitions
made under a legally executed contract.

Purposes for which an
Organization’s Appropriations
May Be Used

Individual purchases must be for a purpose allowable under an
organization’s appropriations or other sources of funds (e.g.,
nonappropriated funds) and must not otherwise be prohibited by law.
Organizations may use appropriated funds only for legitimate or bona fide
needs that arise in or continue to exist in the fiscal year(s) for which those
funds are appropriated. Agencies are restricted to purchasing only those
items that will be used during such fiscal year(s) except when they qualify
under certain categories, such as to maintain inventories of necessary items
at reasonable levels. However, agencies generally may not purchase items
in excessive amounts at the end of a fiscal year solely to avoid the
expiration of funds.

THE ORGANIZATION’S
OPERATIONS AND PROGRAMS

To appropriately plan an audit and

investigation of the internal control over an bt NG PPTOnCH
organization’s purchase card program Gain understandings
requires a thorough understanding of Riskoffraud
Laws and regulations
Operations and programs

e the organization’s mission activities and
operations,

e its purchase card program operations and
the end-to-end flow of transactions
through it from request to payment,
the system of internal control over the purchase card program, and

e the environment in which the control activities operate.

Internal control/environment
Preliminary assessment
Test control activities

Pursue fraud and abuse

Understanding the organization’s operations and its specific purchase card
program is critical in developing audit objectives and the scope and
methodology for the work needed to achieve them. In addition, issues such
as program significance, visibility, age, sensitivity, and the potential use of
audit results should be considered in the audit planning process.” Gaining
and documenting an understanding of the operations of a government
purchase card program can be accomplished in several ways, all of which
will require access to the appropriate personnel and relevant documents.
The first step should be to establish contact and coordinate that effort with
both the organization and the bank service provider.

" GAO-03-673G, 7.8 - 7.10.
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One manner of obtaining access to operations and program personnel is to
coordinate audit arrangements with the organization’s management. Access
to the appropriate personnel and to written policies and procedures is
essential to understanding the organization’s operations, the purchase card
program, and internal controls. In addition, documentation evidencing
adherence to internal control policies and procedures will be necessary
when testing for performance of control activities. Further, access to
program personnel will be necessary to clarify information received and to
follow up on potentially fraudulent, improper, and abusive purchases.

Understanding the
Organization’s Operations

Understanding the organization’s mission and objectives, and how those
missions and objectives are accomplished, provides the auditor with critical
insight used in (1) developing audit objectives, (2) identifying opportunities
for purchase card fraud, (3) making preliminary assessments of the
adequacy of program controls, (4) designing tests of internal control, and (5)
identifying criteria for data mining. Understanding gained of the
organization’s operation(s) might include

e the nature and size of overall operations;

¢ what the individual activities involved in the purchase card program do,
and how they do it;

e the general job descriptions, level of education, and number of personnel
in those activities; and

e the volume and appropriate type(s) of purchase activity to expect.

An understanding of the organization’s operations and activities can be
gained by interviews with operations personnel and by reviewing existing
documents such as program descriptions, policies and procedures, and
operations manuals.

Understanding the
Organization’s Purchase Card
Program

The initial understanding of the organizational level purchase card program
(from request to payment) and the internal control at work throughout that
process, ideally would be obtained from existing documents such as
purchase card program descriptions, policies and procedures, operational
manuals, or instructions. Interviews with program personnel can
supplement existing documented evidence of program operations and
controls, or establish a starting point if such documentation is insufficient or
nonexistent. In either circumstance, correctly structured interviews can be
a valuable source of inquiry to understand and clarify (1) the extent to
which control activities are in place and operating, (2) the environment in
which those controls operate, (3) the overall managerial organization and
operations of the program, and (4) the flow of purchase card transactions. A
Practical Guide for Reviewing Government Purchase Card Programs —
June 2002, by the President’s Council on Integrity and Efficiency, contains
interview guides, which will be helpful when conducting interviews for this
purpose. In addition, conducting walk-throughs of selected purchase card
transactions is a key process in (1) gaining a thorough understanding of the
program’s operations from purchase request to payment of the bill, (2)
identifying control points through that process, and (3) observing the
operation of control activities and transaction flows.

GAGAS require auditors to prepare documentation supporting significant
judgments and conclusions. Auditors should obtain or prepare narratives,
flowcharts, or both that summarize and document their understanding of the
organization’s purchase card program and the flow of typical purchase card
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transactions. Understanding how the purchase card program operates, the
flow of transactions from request to payment, and the key controls over the
entire end-to-end process form the basis for making preliminary judgments
about the adequacy of the design of control activities and for designing tests
of those controls. Narrative and flowchart documentation also provides
effective communication of the processes and control points to other
interested parties (e.g., audit staff, program management, oversight
personnel). Appendixes III and IV of this guide provide example flowcharts
of an organizational level structure for a federal government purchase card
program and the end-to-end flow, and related narrative, of typical purchase
card transactions through it.

Case Illustration:
Understanding the
organization's
program and
related controls

To obtain an understanding of the payment processes, identify related
controls, and assess the effectiveness of their design, GAO auditors:

v’ reviewed policies and procedures,

v’ interviewed staff members and officials in Office of the Chief
Financial Officer (OCFO),

v’ interviewed staff members and officials in the program offices,

v’ performed walk-throughs of the payment processes,

v’ reviewed previous GAO reports,

v’ reviewed reports issued by the organization's OIG, and

v’ reviewed reports issued by organization's independent auditors.

Understanding the Bank Service
Provider’s Program

Coordinating the audit effort with the bank service provider might provide
the opportunity to gain an understanding of (1) the operation of the
provider’s program, (2) the processes for purchase card authorization,
issuance, and credit limits, (3) the transaction processing, review,
authorization, and manual override (e.g., single transactions limits) system,
(4) the merchant category code (MCC) blocking features and any manual
override, and (5) the internal controls over these processes. Additionally, as
shown in figure 3, the GSA SmartPay® master contract requires bank
service providers to provide federal organizations with various ad hoc,
standard commercial, and other reports specific to the purchase card
program.
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Figure 3: Agency/organization reports required by GSA’s
SmartPay® master contract to be provided by the bank service

provider

General reporting requirements

v Ad-hoc report generation
capability

v' Standard commercial reports

Additional essential reports

The official invoice

Invoice status report

Transaction dispute report

Pre-suspension/pre-cancellation

report

Suspension/cancellation report

Renewal report

Delinquency report

Detailed electronic transaction

file

Reporting specific to the Purchase

Card Program

v' Account activity report

v Statistical summary report

v' Summary quarterly purchase
report
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Other agency reports

Account activity report

Master file report

Statistical summary report

Account change report

Exception report

Current accounts report

1099 report information

1057 report

Payment performance and

refund report

Write-off report

Summary quarterly merchant

report

v' Summary quarterly vendor
analysis report

v" Summary quarterly vendor
ranking report
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Source: GSA’s SmartPay® Master Contract, Section C.38 — Agency Reporting Requirements, and Section CC.12 — Agency Reporting

Requirements for the Purchase Card Program.

Conducting interviews with bank service provider personnel may provide
the necessary understanding of the provider’s purchase card operations,
processes, and controls, as well as valuable insights and understanding in
using the various reports being produced.

INTERNAL CONTROL AND THE
CONTROL ENVIRONMENT

Internal control is an integral component of
an organization’s purchase card program that
provides reasonable assurance that the

objectives of effective and efficient

operations and compliance with applicable
laws and regulations are being achieved. The
minimum level of quality acceptable for
internal control in a government purchase
card program is defined by the five standards
for internal control included in Standards for

GAO's Audit Approach

Gain understandings
Risk of fraud

Laws and regulations
Operations and programs
Internal control/environment

Preliminary assessment
Test control activities

Pursue fraud and abuse

Internal Control in the Federal Government.” Those standards, and
elements of the control environment standard that are significant in a
government purchase card program, are discussed in this section of the

guide.

" GAO/AIMD-00-21.3.1.
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The Standards of Internal
Control

All of the following internal control standards are applicable to achieving
reasonable assurance that fraudulent, improper, and abusive purchases do
not have a significant adverse effect on the effectiveness or efficiency of a
government purchase card program.

e The control environment. A positive control environment—the
foundation for all other internal control standards—is established by
management and employees creating and maintaining an environment
throughout the organization that sets a positive and supportive attitude
toward internal control and conscientious management. Specific key
elements affecting the control environment of a purchase card program
are discussed in more detail later in this section.

e Management’s risk assessment. Internal control should provide for
an assessment of the risks the organization faces, from both external and
internal sources, and identify and deal with any special risks prompted
by changes in economic, industry, regulatory, and operating conditions.

e Control activities. Control activities are the policies, procedures,
techniques, and mechanisms that enforce management’s directives and
help ensure that actions are taken to address risks. Control activities in
a government purchase card program include a wide range of diverse
activities, such as approvals, authorizations, verifications,
reconciliations, reviews, and creation and maintenance of related
records that provide evidence of execution of these activities. Specific
transaction-level control activities significant to a purchase card
program are discussed in more detail in the Transaction Control
Activities section of this guide.

e Information and communications. Information should be recorded
and communicated to government purchase card program managers and
others within the program who need it in a form and within a time frame
that enables them to carry out their internal control and other
responsibilities.

e Monitoring. Ongoing monitoring—regular management and
supervisory activities, comparisons, reconciliations, and other actions
people take in performing their duties—should be performed continually
and be ingrained in the normal operations of a government purchase
card program (e.g., review and analysis of bank service provider reports,
periodic reviews for adherence to program policies and procedures,
review and follow-up of audit findings).

Testing Key Elements of the
Control Environment

Recent GAO purchase card audit reports have identified the following six
elements as significantly affecting the control environment surrounding a
purchase card program:

e management’s philosophy (tone at the top),
e span of control,

e financial exposure,

e training,
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In a recent GAO audit,
management’s proactive
attitude in implementing
change was credited for
establishing a positive
control environment at
one unit, in contrast to
another unit where
management supported
the status quo of weak
control, effectively
diminishing the
likelihood of substantive
change.

In response to a GAO
report criticizing an
unreasonable 1,153:1
ratio of cardholders to
approving official the
department issued
guidance limiting this
span of control ratio to
7:1 for all its agencies.

e discipline, and
¢ purchasing and reviewing authorities.

This guide discusses each of these elements, the relevant documentation,
and tests that the auditor can perform. Testing of some of these elements of
the control environment can be accomplished either before the preliminary
assessment is completed or later as part of testing the effectiveness of
control activities.

Testing of these elements of the control environment is accomplished
through analytical, sampling, and nonsampling methods as discussed in each
element. Analytical testing is accomplished by utilizing electronic reports,
data files, and other data obtained from the bank service provider and the
organization. The discussion of some of these elements identifies them as
lending themselves to efficient testing in conjunction with transaction-level
control activity tests, discussed in the Transaction Control Activities section
of this guide. Therefore, the data needed to conduct tests of these elements
should be obtained for each cardholder and approving official for purchase
card transactions selected for transaction-level control activity testing.

Management’s philosophy and operating

style, sometimes referred to as tone at the

[ Span of control top, determines the degree of risk the

O Financial exposure organization is willing to take in

O Training operations and programs. The attitude

O Discipline and philosophy of management toward

U Purchasing/reviewing authority information systems, accounting,
personnel functions, monitoring, and

audits and evaluations can have a profound effect on internal control.

™ Tone at the top

Insights gained by the auditor through interviews conducted with program
personnel and review of prior audit findings and management’s responses
will assist in assessing this element of internal control. Professional
judgment is necessary when attempting to assess the effect of tone at the
top, positive or negative, on internal control and on the design of control
activities. Tests of transaction-level control activities and follow-up of
potentially fraudulent, improper, and abusive purchases may provide the
auditor with additional insight into the tone at the top.

Span of control, in a government purchase
card program, refers to the extent of

™ Span of control review responsibilities placed on a single
O Financial exposure AO for the purchase card transactions of
O Training one or more cardholders.

O Discipline

O Purchasing/reviewing authority

U] Tone at the top

In establishing the reasonableness of this
responsibility, the auditor should consider
(1) the number of cardholders assigned, (2) the number and complexity of
purchase card transactions being reviewed each billing period, and (3)
perhaps the most potentially detrimental, demands of other responsibilities
assigned to the approving official. Additional insight into the
reasonableness of these relationships can be obtained during interviews
with cardholders and AOs and during control tests of selected transactions.
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Two related
organizations provided
purchase cards with
credit limits of $20,000 or
more to over 1,700
employees, resulting in
an excessive monthly
Jinancial exposure of
over $34 million, while
actual monthly
purchases amounted to
only about $6 million.

The auditor should consider independently evaluating the reasonableness of
existing span of control relationships by obtaining bank service provider
reports containing the information necessary to determine the number of
cardholders assigned to individual AOs.

The total number of authorized
cardholders in the organization, their single
[ Span of control transaction and monthly credit limits, and
™ Financial exposure the AO credit limits directly affect the
O Training financial responsibility of the individuals
U Discipline involved and the extent of potential loss to
O Purchasing/reviewing authority the organization from fraudulent,
improper, and abusive purchases.
Financial exposure in a government purchase card program can become
excessive when management does not exercise judgment and restraint in
issuing purchase cards and in determining single purchase and monthly
credit limits. We have found that by limiting the number of purchase cards
and related credit limits to the levels necessary to meet operational
requirements, an agency can better manage and control its purchase card
program.

U] Tone at the top

Purchase cards should be issued in controlled, limited quantities (e.g.,
special justification and authorization for more than one card per
cardholder) and only to government employees with legitimate needs to
have the cards. Single purchase and monthly credit limits should be
established based on the expected monthly purchases of the cardholder.
Both of these determinations require an objective effort by operational
supervisors and management, with assistance from purchase card program
management, to evaluate the existing and continuing needs of operations
and cardholders.

The auditor should evaluate management’s process for establishing the
number of cardholders and their credit limits reasonably necessary to
operational requirements. Documentation of management’s decision-
making process should be obtained and reviewed for propriety. Examples
of management’s consideration of objective, analytical data include the
following.

e Supervisory review of cardholder purchase history, both number of
transactions and dollars purchased (very few purchase transactions in
the previous year might indicate the lack of a need for the card, while
lower than expected dollar volume of purchases might indicate a lower
reasonable cardholder credit limit).

e Annual positive assertions by supervisors, managers, or both of
continuing cardholder needs, both for the card and for the related credit
limits.

The auditor should consider independently evaluating the reasonableness of
the organization’s existing financial exposure by obtaining bank service
provider reports—which provide information necessary to determine the
total cardholder monthly credit limits—and comparing that total to the
organization’s average monthly and highest monthly purchase card
expenditures.
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Case Illustration:
Review and
adjustment of span
of control and
financial exposure

In response to a GAO report (GAO-02-32) criticizing the span of
control and financial exposure in its purchase card program, the
organization developed a documented objective approach to
controlling the number of its cardholders and their credit limits.

Specifically, the agency program coordinator distributed spreadsheet
analyses to business line managers, which included for each of the
cardholders under the business line manager's supervision:

« monthly purchase card transactions,

« monthly dollar volume,

« average monthly charges, and

« suggested new monthly cardholder limits.

The business line managers were instructed to analyze cardholder
monthly transaction volume and (1) reduce the number of cardholders
by eliminating those cardholders they believed no longer needed
purchase cards, and (2) establishing new credit limits for remaining
cardholders. The business line managers responded to the agency
program coordinator with:

« reduced selected cardholder credit limits and

« areduction in the overall number of its cardholders from 292
to 185.

The organization's reduction in cardholder credit limits and overall
number of cardholders lowered its financial exposure to loss from
fraudulent, improper, and abusive purchases by 59 percent, or

$7.9 million from the prior year.

This reduction in the overall number of cardholders, when coupled
with an increase in the number of approving officials from 7 to 43,
improved the organization's span of control ratio--the number of
cardholders assigned to an approving official--from 42:1 to 4:1.

The organization plans to review and analyze the number of
cardholders and credit limits annually.
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Of approximately $68
million in fiscal year
2000 purchase card
transactions at two
related organizations,
approximately $17.7
million (26 percent) were
made by cardholders for
whom there was no
documented evidence of
required initial or
refresher purchase card
training.

Management should identify the
appropriate knowledge and skills needed
[ Span of control in the purchase card program, require the
O Financial exposure needed training, and maintain

™ Training documentation evidencing that required

O Discipline training is current for all program

U Purchasing/reviewing authority personnel. The extent and type of training
provided should vary in relation to
authority and responsibility in the program and to the amount of transaction
authorization given to the cardholder. At a minimum, a cardholder should
receive the standard purchase cardholder training provided by the
organization or GSA before receiving a purchase card.” Periodic (biannual)
refresher training provided to cardholders can be beneficial in maintaining
their knowledge and awareness of control activities.

U] Tone at the top

The auditor should obtain and evaluate documentation evidencing
adherence with this element of the control environment for the cardholders
and AOs related to and in conjunction with transactions selected for tests of
transaction-level control activities. Both the appropriateness of training
received as well as the attributes discussed below can be reviewed when
evaluating this element of the control environment. Training documentation
and relevant attributes to consider include the following.

o C(Certificates/record of training, for both initial and refresher courses,
should clearly show (1) the type of training received (e.g., instructor led,
computer based, internet based), (2) that the training was relevant to the
purchase card program, (3) that the training was appropriate to the level
of authorized spending and program authority of the individual, (4) the
signature of the cardholder and the instructor (if applicable), (5) that the
date of initial training is prior to purchase card account activation, and
(6) that the date of refresher training is within the required period.

e Centralized training records, or a database of cardholder, AO, and APC
training should (1) provide detailed information similar to that
contemplated above for certificates of training and (2) be available to
the appropriate levels of program management to facilitate monitoring
of adherence to program training requirements. The auditor should
consider assessing the adequacy of centralized training records by
tracing cardholders and AOs associated with the purchase card
transactions selected for control tests to such records. Testing in
association with transaction control tests is desirable because selecting
and testing a representative sample from the centralized records would
not identify cardholders and others who have not received training and
are therefore not in the centralized records. Inquiries and other
corroborating evidence could provide confirmation that centralized
training records or databases are current, and are being used to monitor
adherence to training requirements.

' The GSA web site
(http:/www.fss.gsa.gov/webtraining/trainingdocs/smartpaytraining/index.cfm) provides
access to relevant purchase card training materials.
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A GAO audit found that
despite agency operating
instructions providing
Jor restitution and
revocation of card
privileges, repeat
violators of regulations
and internal controls did
not lose their purchase
cards and did not repay
the government for
unauthorized purchases.

U] Tone at the top

0] Span of control

0] Financial exposure

O Train

™ Discipline

O Purchasing/reviewing authority

discipline, or both.

Candid and constructive counseling,
performance appraisals, and discipline
can provide reinforcement of the system
of internal control. Internal control
policies and procedures should identify
the specific actions or lack of adherence
to internal control within the purchase
card program that warrants counseling,

The auditor should obtain and evaluate documentation evidencing this
element of the control environment for the cardholders and AOs related to
and in conjunction with transactions selected for tests of transaction-level
control activities. The documentation and relevant attributes of discipline to
consider evaluating fall into two general categories:

e Constructive counseling might be provided to cardholders and AOs in
response to isolated instances of lack of adherence to internal control
policies, procedures, and activities. The auditor should obtain and
review for propriety documentation of counseling provided for isolated
instances of lack of adherence to controls detected in the transactions

selected for control testing.

e Disciplinary actions to be taken in response to recurring or persistent
lack of adherence to internal controls and specific consequences for
improper and abusive purchases should be adopted by the organization
as part of the system of internal control. Such consequences can vary
with the severity and persistence of the policy violation, and might
include formal and informal reprimands, suspension or cancellation of
the purchase card account, termination of employment, and referral to
investigative authorities in cases of suspected fraud. Instances
warranting discipline should be documented and included in personnel
files and, if applicable, performance appraisals. The auditor should
obtain and review documentation of disciplinary actions taken for
instances of significant lack of adherence to controls and for improper
and abusive purchases detected during the control activities testing.
Documentation should also be obtained of all cases of detected potential
fraud occurring during the period under audit and included in
considerations for follow-up, as discussed in the Follow-up and
Investigation section of this guide. Disciplinary actions alone may be an
insufficient response to detected fraud. For that reason, instances of
fraud that are declined for prosecution and referred to management for
disciplinary action should be followed up to ensure that, in the
professional judgment of the auditor, appropriate actions were taken by

organization management.

U] Tone at the top

0] Span of control

0] Financial exposure

O Training

O Discipline

™ Purchasing/reviewing authority
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In a government purchase card program,
purchasing authority establishes a
cardholder’s authority to possess and use a
government purchase card. It also
establishes the cardholder’s single-
transaction and credit limits. Some
organizations will assign different spending
limit authorities to the same cardholder,
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which apply to different uses of the card. For example, a cardholder who is
a warranted contracting officer is assigned two purchasing authorities, on
either a single or on two different purchase card accounts: (1) a $2,500
single-transaction limit with a $40,000 monthly purchase limit for purchases
of goods or services and (2) a $100,000 single-transaction limit with a
$500,000 credit limit for use of the purchase card as a method of payment on
a preexisting contract. Authority is also established for AOs to review and
authorize payment of cardholder accounts. AO authority should also
identify the specific cardholder(s) for which review and certification
responsibilities have been assigned. GAO has suggested that AO’s credit
limits relate to the total cumulative monthly purchasing limits of the
cardholders assigned to them.

The auditor should obtain and evaluate documentation evidencing this
element of the control environment for the cardholders and AOs related to
and in conjunction with transactions selected for tests of transaction-level
control activities. For evaluation and testing purposes, each level of
purchasing authority given to a cardholder (e.g., $2,500 single-transaction
limit for local vendor purchases, $100,000 limit for purchases on an existing
contract) should be deemed a separate cardholder.

Documentation evidencing purchasing authority for cardholders, and review
and certification authority for AOs, should be obtained and evaluated for
instances of significant lack of adherence to controls, including (1)
documentation of the cardholder’s purchasing authorization (e.g.,
organizational standard form) dated prior to the transaction date and (2)
documentation of the AO’s authorization (e.g., organizational standard form)
dated prior to the transaction date. Attributes that the auditor should
consider reviewing when evaluating the effectiveness of this control include
the following: (1) the date of the purchase transaction, compared to the date
of the cardholder’s purchasing authority, compared to the date of the AO’s
authorization, (2) the amount of the transaction, compared to the amount of
the cardholder’s single transaction authority, (3) the total amount of the
cardholder’s billing statement, compared to the cardholder’s and AO’s
authorized credit limits, (4) the cardholder account single-transaction and
credit limit carried in the bank’s system, compared to those authorized in
the cardholder’s purchasing authority, and (5) that the AO’s assignment of
responsibility includes the specific cardholder’s account.
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Section 3: Making, Documenting, and Using the Preliminary

Assessment

The preliminary assessment is a critical analysis of whether, in the
professional judgment of the auditor, the existing internal control policies,
procedures, and activities as designed, if in place and operating, will provide
management with reasonable assurance that significant fraudulent,
improper, and abusive purchases will be prevented or promptly detected. A
preliminary assessment of the organization’s plan of internal control will
assist the auditor in (1) identifying significant weaknesses in designed
control activities, (2) planning and designing control tests, and (3)
identifying data-mining criteria.

The auditor, considering the overall control environment, should make a
critical comparison of the risk/opportunities for fraudulent, improper, and
abusive purchases and the internal control policies, procedures, and
activities designed to guard against them. The knowledge gained in the
Understanding Operations and Programs section of this guide will provide
information useful in the preliminary assessment of internal control. In
some circumstances, this information may need to be supplemented with
additional inquiries, observations, and nonsampling tests of controls. When
reaching conclusions in the preliminary assessment, the auditor should also
consider the bank service provider’s systems and controls, the audit
objectives, prior audit findings and recommendations, and management's
responses and corrective actions taken.

ASSESSING THE ADEQUACY OF
THE DESIGN OF CONTROL
ACTIVITIES

Our audits of purchase card programs have

identified (1) the determination of a BRE LA PPTOnCHY
legitimate government need, (2) screening Gain Understandings

for required sources of supply, (3) Preliminary assessment
independent receipt and acceptance, (4) L Control activities
establishing accountability over certain Use the assessment
property, (5) cardholder reconciliation, and Test control activities

(6) AO review as key transaction-level Pursue fraud and abuse

control activities in mitigating the risk of
fraudulent, improper, and abusive purchases. These key control activities
should be included in the auditor’s preliminary assessment of the adequacy
of the design of control activities. It will also be helpful to the auditor’s
critical comparison process to prepare a list of the identified
risk/opportunities for potentially fraudulent, improper, and abusive
purchases to occur and a list of the existing relevant control activities. An
individual control activity will probably address multiple risks of potentially
fraudulent, improper, and abusive purchases, and an individual risk may be
addressed by more than one control activity. Therefore, a simple one-to-one
comparison will probably not be effective. For example, the control activity
of independent receipt and acceptance can be instrumental in mitigating the
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risk of paying for services not performed, as well as mitigating the risk of
purchased accountable property not being recorded in the organization’s
property record system.

One way to proceed is to prepare a simple schedule, as illustrated in figure
4, which lists the identified risk/opportunities for potentially fraudulent,
improper, and abusive purchases and provides space for identifying (1) the

related control activities, (2) the auditor’s preliminary assessment

conclusions, (3) the effects on the design of audit control tests, and (4)
potential criteria for audit data mining.

Figure 4: Illustration of the process of assessing and concluding on the
adequacy of designed control activities

Identified Control Auditor’s
risk/opportunity for activities (in conclusion on Identified
potentially fraudulent, order of adequacy of potential
improper, and abusive significance to design of control | Effect on design of criteria for
purchase risk) activities audit control tests data mining
Unintentional purchase e Training Adequate Test for current None
of goods or services training and AO
prohibited by law or * AOreview review
organizational policy
Purchased service not e Cardholder Adequate Test attributes of None
received by the reconciliation receipt control and
government AO review
e Independent
receipt and
acceptance
e AOreview
Purchased item of ¢ Independent Inadequate — No | Consider Include
accountable property receipt and designed control stratifying sample accountable
not in possession of the acceptance provides to key on property
government reasonable accountable purchases in
® Cal‘dh().ldel.‘ assurance of property, and test potential
reconciliation | yecording in all sample criteria for
. accountable transactions data mining
e AO review .
property records: | acquiring
however, accountable
interviews and property to
walk-throughs determine the

GAO process illustration

disclose that
some units are
making efforts to
control this risk

extent of physical
control and
accountability
being achieved

The above (figure 4) is provided as an illustration only of the process of
making, documenting, and using the preliminary assessment of the design of
internal control activities. The illustrated risks, controls, conclusions,

effects, and identifications are highly dependent on the facts and

circumstances of specific organization operations and purchase card
programs. Auditors will need to exercise professional judgment when
making these determinations.
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USING THE PRELIMINARY
ASSESSMENT

Auditors should find the observations and

conclusions made in the preliminary GAO's Audit Approach
assessment useful in determining the nature Gain Understandings
and extent of further audit work on an Preliminary assessment

organization’s purchase card program. These |_ Control activities
observations and conclusions can be useful Use the assessment
in determining a strategy for internal control Test control activities
testing, including designing sample Pursue fraud and abuse
selections. For example, a preliminary
assessment conclusion might be that the design of an internal control policy
and one or more related control activities is strong and can provide
management with reasonable assurance of preventing or promptly detecting
fraudulent, improper, and abusive purchases. If the policy and control
activities are considered to be strong, tests designed to determine the extent
to which the control activities are being performed would likely be an
efficient and cost-effective audit procedure. However, if the auditor
considers the policy or the control activity to be ineffective or nonexistent,
tests for performance of control activities would generally not be
appropriate or cost effective. Whether to design and conduct tests of
performance for controls considered to be weak will require professional
judgment and consideration of the facts and circumstances of individual
cases.

The results of the preliminary assessment can also be useful to the auditor’s
consideration of other procedures (such as data mining, which is discussed
later in this guide) designed to detect fraudulent, improper, and abusive
transactions resulting from identified weakness in the design of controls.
For example, if the preliminary assessment is that the design of internal
control does not provide reasonable assurance of compliance with
requirements to purchase from statutory sources of supply, then purchase
card transactions with other vendors who sell similar goods and services
may provide examples of the result of that control weakness.
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Section 4: Testing the Effectiveness of Key Control Activities

A well-designed system of internal control for a purchase card program is
needed to provide reasonable assurance that the program is operating as
intended and is not vulnerable to significant fraudulent, improper, and
abusive purchases. However, a system of internal control, no matter how
well designed, cannot be relied on if control activities are not in place and
operating effectively on an ongoing basis. Control activities, identified
during the preliminary assessment process as likely to be effective at
preventing or detecting fraudulent, improper, and abusive purchases, should
be tested to determine if they are being adequately adhered to. This section
discusses (1) obtaining and verifying the completeness of the purchase card
transactions database, (2) designing a statistical sample of purchase card
transactions, (3) obtaining the documentary evidence of performance of
control activities, and (4) designing and conducting tests to determine if key
control activities are in place and operating as intended.

In our audits of purchase card programs, we used two basic types of control
testing to evaluate the effectiveness of internal control activities:

e statistical sampling"’ (selections expected to be representative of and are
projectable, with quantifiable accuracy, to that population), which is
discussed in this section of the guide, and

e nonrepresentative selections (selections not expected to be
representative of or projectable to 