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What GAO Found 
The Department of Homeland Security’s (DHS) TRIO project represents a key 
effort to address long-standing financial management system deficiencies. 
During 2012 and 2013, the TRIO components—U.S. Coast Guard (Coast 
Guard), Transportation Security Administration (TSA), and Domestic Nuclear 
Detection Office (DNDO)—each completed an alternatives analysis (AA) to 
determine a preferred alternative for modernizing its financial management 
system. GAO found that DNDO’s AA substantially met the four characteristics—
well-documented, comprehensive, unbiased, and credible—that GAO previously 
identified for a reliable, high-quality analysis of alternatives (AOA) process. 
However, Coast Guard’s and TSA’s AAs did not fully or substantially meet three 
of these characteristics, and DHS guidance for conducting AAs did not 
substantially incorporate certain best practices, such as identifying significant 
risks and mitigation strategies and performing an independent review to help 
validate the AOA process. Based on these analyses and other factors, the TRIO 
components determined that migrating to a federal shared service provider 
(SSP) represented the best alternative, and in 2014, DHS selected the 
Department of the Interior’s Interior Business Center (IBC) as the federal SSP for 
the project. However, because Coast Guard’s and TSA’s AAs did not fully or 
substantially reflect all of the characteristics noted above, they are at increased 
risk that the alternative selected may not achieve mission needs. 
DHS also did not fully follow best practices for managing project risks related to 
its use of IBC on the TRIO project. Specifically, DHS followed three of seven risk 
management best practices, such as determining risk sources and categories 
and establishing a risk management strategy. However, it did not fully follow four 
best practices for defining risk parameters, identifying risks, developing risk 
mitigation plans, and implementing these plans largely because its guidance did 
not sufficiently address these best practices. For example, although DHS created 
joint teams with IBC and provided additional resources to IBC to help address 
risk mitigation concerns, it did not always develop sufficiently detailed risk 
mitigation plans that also included contingency plans for selected critical risks. 
As a result, although IBC’s capacity and experience for migrating large agencies 
the size of Coast Guard and TSA was identified as a risk in July 2014, a 
contingency plan working group to address this concern was not established until 
January 2017. By not fully following risk management best practices, DHS is at 
increased risk that potential problems may not be identified or properly mitigated. 
DHS, IBC, Office of Management and Budget (OMB), and other federal oversight 
agencies identified various challenges that have impacted the TRIO project and 
contributed to a 2-year delay in the implementation of Coast Guard’s and TSA’s 
modernized solutions. These challenges include the lack of sufficient resources, 
aggressive schedule, complex requirements, increased costs, and project 
management and communication concerns. To help address these challenges, 
DHS and IBC established review teams and have taken other steps to assess 
potential mitigating steps. In May 2017, DHS determined that migrating the 
solution from IBC to a DHS data center represented the best option and initiated 
discovery efforts to further assess this as its path forward for the TRIO project.View GAO-17-799. For more information, 

contact Asif A. Khan at (202) 512-9869 or 
khana@gao.gov. 

Why GAO Did This Study 
To help address long-standing financial 
management system deficiencies, 
DHS initiated its TRIO project, which 
has focused on migrating three of its 
components to a modernized financial 
management system provided by IBC, 
an OMB-designated, federal SSP. 
House Report Number 3128 included a 
provision for GAO to assess the risks 
of DHS using IBC in connection with its 
modernization efforts.  

This report examines (1) the extent to 
which DHS and the TRIO components 
followed best practices in analyzing 
alternatives, and the key factors, 
metrics, and processes used in their 
choice of a modernized financial 
management system; (2) the extent to 
which DHS managed the risks of using 
IBC for its TRIO project consistent with 
risk management best practices; and 
(3) the key factors and challenges that 
have impacted the TRIO project and 
DHS’s plans for completing remaining 
key priorities. GAO interviewed key 
officials, reviewed relevant documents, 
and determined whether DHS followed 
best practices identified by GAO as 
necessary characteristics of a reliable, 
high-quality AOA process and other 
risk management best practices. 

What GAO Recommends 
GAO recommends that DHS more fully 
follow best practices for conducting an 
AOA process and managing risks. 
DHS concurred with GAO’s 
recommendations and described 
actions it will take, or has taken, in 
response. 
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441 G St. N.W. 
Washington, DC 20548 

Letter 
September 26, 2017 

Congressional Addressees 

Since the Department of Homeland Security’s (DHS) creation in 2003, 
significant internal control and financial management system deficiencies 
have hampered its ability to manage operations and to reasonably assure 
effective financial management.1 DHS received a clean audit opinion on 
its financial statements for 4 consecutive years—fiscal years 2013, 2014, 
2015 and 2016—in which it reported assets totaling $98 billion as of 
September 30, 2016. However, according to DHS’s financial statement 
auditors, these financial management deficiencies have persisted, and 
accordingly, DHS faces long-term challenges in sustaining a clean audit 
opinion on its financial statements and providing reliable, timely, and 
useful financial data to support operational decision making. These 
deficiencies contributed to our decision to designate DHS’s management 
functions, including financial management, as high risk.2 As noted in our 
2017 high-risk report, until remediated, these deficiencies will continue to 
hamper DHS’s ability to establish effective internal controls over financial 
reporting and comply with financial management system requirements. 

                                                                                                                     
1The Federal Financial Management Improvement Act of 1996 defines “financial 
management systems” as the financial systems and the financial portions of mixed 
systems necessary to support financial management, including automated and manual 
processes, procedures, controls, data, hardware, software, and support personnel 
dedicated to the operation and maintenance of system functions. This act defines a 
“financial system” as an information system, comprising one or more applications, that is 
used for (1) collecting, processing, maintaining, transmitting, or reporting data about 
financial events; (2) supporting financial planning or budgeting activities; (3) accumulating 
and reporting cost information; or (4) supporting the preparation of financial statements. 
The act defines a “mixed system” as an information system that supports both financial 
and nonfinancial functions of the federal government or its components. Pub. L. No. 104-
208, div. A., § 101(f), title VIII, 110 Stat. 3009, 3009-389 (Sept. 30, 1996). 
2GAO, High-Risk Series: Progress on Many High-Risk Areas, While Substantial Efforts 
Needed on Others, GAO-17-317 (Washington, D.C.: Feb. 15, 2017), and High-Risk 
Series: An Update, GAO-03-119 (Washington, D.C.: January 2003). In 2013, GAO 
changed the name of this high-risk area from “Implementing and Transforming DHS” to 
“Strengthening DHS Management Functions” to recognize DHS’s progress in its 
implementation and transformation since its creation, as well as to focus on its remaining 
challenges in strengthening its management functions and integrating those functions 
across the department. The “Strengthening DHS Management Functions” high-risk area 
includes challenges in acquisition, information technology, human capital, and financial 
management.   

http://www.gao.gov/products/GAO-17-317
http://www.gao.gov/products/GAO-03-119


 
Letter 
 
 
 
 

In 2013, we reported on challenges related to DHS’s previous attempts to 
implement a department-wide integrated financial management system.
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DHS subsequently adopted a decentralized approach to upgrade or 
replace legacy financial management systems. DHS has been evaluating 
various options for modernizing its systems, including the use of shared 
service providers (SSP). As part of this effort, DHS initiated three projects 
for modernizing the systems of selected DHS components, including its 
TRIO modernization project. The TRIO project has focused on migrating 
the Domestic Nuclear Detection Office (DNDO), Transportation Security 
Administration (TSA), and U.S. Coast Guard (Coast Guard), the TRIO 
components, to a modernized financial management system solution 
provided by the Department of the Interior’s Interior Business Center 
(IBC).4 As of May 2017, significant challenges have also impacted the 
TRIO project, including a 2-year delay in Coast Guard’s and TSA’s 
expected migrations to a modernized financial management system. 

In May 2014, the Office of Management and Budget (OMB) and the 
Department of the Treasury (Treasury) designated IBC as one of four 
federal SSPs for financial management to provide core accounting and 
other services to federal agencies.5 In addition, Treasury’s Office of 
Financial Innovation and Transformation’s (FIT) responsibilities related to 
the governance and oversight of federal SSPs were subsequently 
transferred to the Unified Shared Services Management office (USSM) 
after USSM was established in October 2015 as an entity within the 
General Services Administration. 

                                                                                                                     
3GAO, DHS Financial Management: Additional Efforts Needed to Resolve Deficiencies in 
Internal Controls and Financial Management Systems, GAO-13-561 (Washington, D.C.: 
Sept. 30, 2013). 
4The Department of the Interior’s National Business Center was created in 2000 and 
organized by various lines of business, including financial management, human 
resources, and payroll. The Office of Management and Budget (OMB) designated the 
National Business Center as one of four government-wide application service providers 
based on OMB’s evaluation of agencies’ business cases submitted as part of the fiscal 
year 2006 budget process. The National Business Center’s name was changed to IBC in 
2012. 

5Office of Management and Budget and Department of the Treasury, Reducing Costs and 
Improving Efficiencies Through Federal Shared Service Providers for Financial 
Management (May 2, 2014), accessed August 3, 2017,  
https://www.treasury.gov/connect/blog/Pages/Shared-Service-Providers-for-Financial-Man
agement.aspx. 

http://www.gao.gov/products/GAO-13-561
https://www.treasury.gov/connect/blog/Pages/Shared-Service-Providers-for-Financial-Management.aspx
https://www.treasury.gov/connect/blog/Pages/Shared-Service-Providers-for-Financial-Management.aspx


 
Letter 
 
 
 
 

Recognizing the cost and performance risks associated with DHS’s 
efforts to transition to a SSP, the House report accompanying H.R. 3128, 
a bill for DHS appropriations for fiscal year 2016, included a provision for 
GAO to assess the risks of DHS using IBC in connection with DHS’s 
financial management system modernization efforts.
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6 Our objectives were 
to determine (1) the extent to which DHS and the TRIO components 
followed best practices in analyzing alternatives, and the key factors, 
metrics, and processes used in their choice of a modernized financial 
management system; (2) the extent to which DHS managed the risks of 
using IBC for its TRIO project consistent with risk management best 
practices; and (3) the key factors and challenges that have impacted the 
TRIO project according to DHS, IBC, OMB, FIT, and USSM and DHS’s 
plans for completing the remaining key priorities. 

To determine the extent to which DHS and TRIO components followed 
best practices in analyzing alternatives, we reviewed documentation 
developed by the TRIO components and evaluated the TRIO 
components’ alternatives analyses (AA) processes against GAO’s 
identified 22 best practices for conducting an analysis of alternatives 
(AOA) process.7 Based on this assessment, we determined an overall 
score for the TRIO components’ AA process as compared to the AOA 
best practices in four summary characteristics—(1) well-documented,  
(2) comprehensive, (3) unbiased, and (4) credible—for a reliable, high-
quality AOA process. We provided our preliminary assessment to DHS 
and the TRIO components for review and revised our assessment, as 
needed, based on any additional information they provided. In addition, 

                                                                                                                     
6H.R. Rep. No. 114-215, at 18 (July 21, 2015). 
7GAO, Amphibious Combat Vehicle: Some Acquisition Activities Demonstrate Best 
Practices; Attainment of Amphibious Capability to be Determined, GAO-16-22, 
(Washington, D.C.: Oct. 28, 2015). That report updated the AOA best practices initially 
published in GAO, DOE and NNSA Project Management: Analysis of Alternatives Could 
Be Improved by Incorporating Best Practices, GAO-15-37 (Washington, D.C.: Dec. 11, 
2014). These AOA best practices are based on long-standing, fundamental tenets of 
sound decision making and economic analysis and were identified by compiling and 
reviewing commonly mentioned AOA policies and guidance that are known to and have 
been used by government and private sector entities. 

http://www.gao.gov/products/GAO-16-22
http://www.gao.gov/products/GAO-15-37
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we reviewed DHS’s guidance for conducting AOAs and AAs against 
GAO’s identified AOA best practices.

Page 4 GAO-17-799  DHS Financial Management 

8 

To determine the key factors, metrics, and processes used by DHS’s 
TRIO components in developing and evaluating DHS’s alternative 
solutions and final choice for financial system modernization, we reviewed 
each component’s AA, including a description of (1) the alternatives 
considered, (2) the market research conducted, (3) the alternatives 
evaluated, (4) the selection criteria used and how the criteria were 
weighted, (5) how each alternative scored against the selection criteria, 
and (6) the alternative that scored the best according to the components’ 
evaluations. 

To determine the extent to which DHS managed the risks of using IBC 
consistent with risk management best practices, we reviewed DHS’s and 
the TRIO components’ risk management guidance and other 
documentation supporting their risk management efforts, including risk 
registers, mitigation plans, status reports, and risk management meeting 
minutes. We also met with officials to gain an understanding of the key 
processes and documents used for managing and reporting on TRIO 
project risks. We compared the documentation and information we 
obtained to best practices published by the Software Engineering Institute 
(SEI) for preparing for risk management, identifying and analyzing risks, 
and mitigating identified risks.9 

To identify the key factors and challenges that have impacted the TRIO 
project and DHS’s plans for completing its remaining key priorities, we 
met with the parties involved in the TRIO project consisting of DHS, IBC, 
FIT, and USSM officials, as well as OMB staff to obtain their perspectives. 
In addition, we reviewed documentation related to the TRIO project, 
including status reports and memorandums, leadership briefings, and 
other presentations. 

                                                                                                                     
8According to DHS guidance, an AOA evaluates the cost, effectiveness, and risk of 
potential approaches to meet a mission need, and an AA is a streamlined version of the 
AOA. DHS guidance states that the steps for creating an AOA and AA are the same. We 
reviewed each TRIO component’s AA body of work and assessed this information against 
GAO-identified best practices. 
9Software Engineering Institute, Capability Maturity Model® Integration (CMMI®) for 
Acquisition, Version 1.3, CMU/SEI-2010-TR-032 (Hanscom Air Force Base, Mass.: 
November 2010). 
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We conducted this performance audit from March 2016 to September 
2017 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. Appendix I provides 
additional details on our scope and methodology. 

Background 
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Since DHS’s creation in 2003, significant internal control and financial 
management system deficiencies have hampered its ability to reasonably 
assure effective financial management and to manage operations. These 
deficiencies contributed to our decision to designate DHS’s management 
functions, including financial management, as high risk. To help address 
these deficiencies, DHS initiated a decentralized approach to upgrade or 
replace legacy financial management systems and has been evaluating 
various options for modernizing them, including the use of SSPs. DHS 
initiated three projects for modernizing the systems of selected DHS 
components, including its TRIO modernization project. The TRIO project 
has focused on migrating the financial management systems of Coast 
Guard, DNDO, and TSA to a modernized solution provided by IBC. DHS’s 
efforts to effectively assess and manage risks associated with this project 
are essential to DHS’s realizing its modernization goals. 

In 2013, OMB issued a memorandum directing agencies to consider 
federal SSPs as part of their AAs.10 Also, in May 2014, Treasury and 
OMB designated IBC as one of four federal SSPs for financial 
management to provide core accounting and other services to federal 
agencies. This designation was based on Treasury and OMB’s evaluation 
of the four service providers’ ability to assist federal agencies in meeting 
their accounting and financial management needs, including experience 
with implementing financial management systems and providing other 
financial management services to customers, cost of services provided, 
                                                                                                                     
10Office of Management and Budget, Improving Financial Systems through Shared 
Services, OMB Memorandum M-13-08 (Washington, D.C.: Mar. 25, 2013). According to 
this memorandum, agencies must consider, as part of their alternatives analysis, the use 
of a federal SSP, and OMB will consider funding the use of commercial SSPs as an 
appropriate solution if the agency’s business case demonstrates that a commercial SSP 
can provide a better value to the federal government than a federal solution. 
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compliance with financial management and internal control requirements, 
commitment to shared services, capacity, and long-term growth strategy. 
FIT’s responsibilities related to the governance and oversight of federal 
SSPs were subsequently transferred to USSM after USSM was 
established in October 2015. 

TRIO Modernization Project 
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Because of concerns that its Core Accounting System (CAS) Suite was 
outdated, inefficient, and did not reliably meet requirements, Coast Guard 
completed an AA in January 2012 to assist in developing a path forward 
for modernizing its financial management system. In August 2012, Coast 
Guard established its CAS Replacement project team to further evaluate 
two of the alternatives considered in its AA and develop a recommended 
course of action. In addition, Coast Guard determined that hosting, 
owning, operating, and managing a financial management system were 
not among its core competencies. Because TSA and DNDO also relied 
on CAS as their primary accounting system, they also conducted AAs to 
identify the best alternative for transitioning to a modernized financial 
management system solution. 

The AAs conducted by the TRIO components during 2012 and 2013 
considered the use of federal and commercial SSPs and other options. In 
addition, Coast Guard completed additional market research including 
further analysis of commercial SSPs in June 2013. In July 2013, the TRIO 
components determined that migrating to a federal SSP was the best 
course of action and subsequently conducted discovery phase efforts with 
IBC from November 2013 through May 2014 to further explore the 
functional requirements for procurement, asset, and financial 
management services. Based on these efforts, in July 2014, the TRIO 
components recommended that they proceed with implementation of the 
IBC shared services solution. In August 2014, FIT and OMB concurred 
with this recommendation, and DHS entered into an interagency 
agreement (IAA) with IBC for implementation. Figure 1 shows a timeline 
of these key events. 
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Figure 1: Timeline of DHS’s TRIO Project Preimplementation Key Events 
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The IAA for implementation and related performance work statement 
included a description of the services that IBC is to provide and the roles 
and responsibilities of DHS, the TRIO components, and IBC. The IAA 
also required IBC to prepare a detailed project management plan 
describing how the requirements would be managed and updated and an 
integrated master schedule (IMS) for identifying tasks to be completed, 
duration, percentage completed, dependencies, critical path, and 
milestones. 

According to the February 2015 project management plan, DNDO, TSA, 
and Coast Guard were expected to go-live on the IBC solution in the first 
quarter of fiscal years 2016, 2017, and 2018, respectively. However, in 
May 2016, DHS and IBC determined that TSA’s and Coast Guard’s 
planned implementation dates were not viable because of various 
challenges impacting the TRIO project and recommended a 1-year delay 
for their respective implementation dates. Figure 2 summarizes planned 
and completed key implementation events for the TRIO project as of May 
2016. 
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Figure 2: Timeline of DHS’s TRIO Project Key Implementation Events through 
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October 2018, as of May 2016 

 

Best Practices for Conducting Analysis of Alternatives and 
Managing Risks 

GAO, SEI, and other entities have developed and identified best practices 
to help guide organizations in effectively planning and managing various 
activities, including acquisitions of major information technology systems. 
These include GAO’s identified best practices for the AOA process and 
best practices identified by SEI for risk management. 

· GAO-identified best practices for AOA process. GAO identified 22 
best practices for a reliable, high-quality AOA process that can be 
applied to a wide range of activities in which an alternative must be 
selected from a set of possible options, as well as to a broad range of 
capability areas, projects, and programs. These practices can provide 
a framework to help ensure that entities consistently and reliably 
select the project alternative that best meets mission needs. Not 
conforming to these best practices may lead to an unreliable process, 
and the entity will lack assurance that the preferred alternative best 
meets the mission needs. Appendix II provides additional details on 
GAO’s identified AOA process best practices and how they can be 
applied to a wide range of activities in which an alternative must be 
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selected from a set of possible options, as well as to a broad range of 
capability areas, projects, and programs. 

· SEI’s risk management practices. SEI’s practices for the risk 
management process area call for the identification of potential 
problems before they occur so that risk-handling activities can be 
planned throughout the life of a project to mitigate adverse impacts on 
achieving objectives.
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11 These practices are 

· determining risk sources and categories, 

· defining parameters used to analyze and categorize risks and to 
control the risk management effort, 

· establishing and maintaining the strategy to be used for risk 
management, 

· identifying and documenting risks, 

· evaluating and categorizing each identified risk using defined risk 
categories and parameters and determining its relative priority, 

· developing a risk mitigation plan in accordance with the risk 
management strategy, and 

· monitoring the status of each risk periodically and implementing the 
risk mitigation plan as appropriate. 

DHS Did Not Always Follow Best Practices for 
Analyzing Alternatives for TRIO Components’ 
Choice of Modernized Financial Management 
System 
Although the TRIO components conducted AAs to identify the preferred 
alternative for modernizing their financial management systems, their 
efforts did not always follow best practices. For example, Coast Guard’s 
and TSA’s AAs supporting their selection of migrating to a federal SSP for 
modernizing their financial management systems did not fully or 
                                                                                                                     
11In addition to risk management, SEI’s Capability Maturity Model® Integration also 
recognizes the importance of adopting practices for other processes to increase the 
probability of success, including configuration management, measurement and analysis, 
project monitoring and control, project planning, process and product quality assurance, 
requirements management, and agreement management. Assessing DHS’s adherence to 
these other practices was not included in the scope of this audit. 
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substantially meet all four characteristics of a reliable, high-quality AOA 
process. In addition, we found that DHS guidance did not fully or 
substantially incorporate five of GAO’s identified best practices for 
conducting an AOA process. The TRIO components’ AAs included 
descriptions of the key factors, such as scores for each alternative 
against the selection criteria used to assess it. Based on these AAs, DHS 
and the TRIO components selected the federal SSP alternative as their 
preferred choice and subsequently selected IBC as their federal SSP. 
However, because Coast Guard’s and TSA’s AAs did not fully or 
substantially meet all four characteristics of a reliable, high-quality AOA 
process, they are at increased risk regarding their decision on the solution 
that represents the best alternative for meeting their mission needs. 

DNDO Substantially, and Coast Guard and TSA Partially, 
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Met Best Practices for Conducting AOAs 

Based on the extent to which the DHS TRIO components followed the 
GAO-identified 22 best practices for conducting an AOA process, we 
found that DNDO’s AA process substantially met the four characteristics 
of a reliable, high-quality AOA process while the Coast Guard and TSA 
AA processes both substantially met one and partially met three of these 
four characteristics.12 For example, we found that TSA’s AA partially met 
the “well-documented” characteristic, in part, because risk mitigation 
strategies, assumptions, and constraints associated with each alternative 
were not discussed in its AA. In addition, we found that Coast Guard’s AA 
partially met the “credible” characteristic, in part, because there was no 
indication that it contained sensitivity analyses, an evaluation of the 
impact of changing assumptions on its overall costs or benefits analyses. 
Our overall assessment is summarized in table 1. Appendix III provides 
additional details on our assessment of the TRIO components’ AAs for 
each of the GAO-identified 22 AOA best practices. 

 

                                                                                                                     
12GAO-16-22 and GAO-15-37. These AOA best practices are based on long-standing, 
fundamental tenets of sound decision making and economic analysis and were identified 
by compiling and reviewing commonly mentioned AOA policies and guidance known to 
and that have been used by government and private sector entities. App. II provides 
additional details on the GAO-identified AOA best practices and their relationship to the 
four characteristics of a reliable, high-quality AOA process. 

http://www.gao.gov/products/GAO-16-22
http://www.gao.gov/products/GAO-15-37
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Table 1: DHS TRIO Components’ Adherence to Characteristics of a Reliable, High-Quality Analysis of Alternatives Process 
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AOA characteristic 
Overall GAO assessmenta 

Coast Guard TSA DNDO 
Well-documented: The analysis of alternatives (AOA) 
process is thoroughly described, including all source 
data, clearly detailed methodologies, calculations, and 
results, and selection criteria are explained. 

Average score: 3.25 
Partially met 

Average score: 3.25 
Partially met 

Average score: 3.5 
Substantially met 

Comprehensive: The level of detail for the AOA 
process ensures that no alternatives are omitted and 
that each alternative is examined thoroughly for the 
project’s entire life cycle. 

Average score: 3.6 
Substantially met 

Average score: 3.4 
Partially met 

Average score: 3.8 
Substantially met 

Unbiased: The AOA process does not have a 
predisposition toward one alternative over another but 
is based on traceable and verified information. 

Average score: 3.0 
Partially met 

Average score: 3.43 
Partially met 

Average score: 4.0 
Substantially met 

Overall GAO assessmenta 

AOA characteristic Coast Guard TSA DNDO 
Credible: The AOA process discusses any limitations 
of the analysis resulting from the uncertainty 
surrounding the data to assumptions made for each 
alternative. 

Average score: 3.33 
Partially met 

Average score: 3.5 
Substantially met 

Average score: 3.83 
Substantially met 

Legend: 
Coast Guard = U.S. Coast Guard 
DHS = Department of Homeland Security 
DNDO = Domestic Nuclear Detection Office 
TSA = Transportation Security Administration 
Source: GAO assessment of TRIO component information.  |  GAO-17-799 

aIn this report, we use a five-point scale to describe our assessment of TRIO components’ 
alternatives analysis processes. On this scale, each of the 22 best practices and four characteristics 
is scored as not met, minimally met, partially met, substantially met, or fully met. We set the following 
numerical scores for each step on the scale: not met = 1.0 to 1.4; minimally met = 1.5 to 2.4; partially 
met = 2.5 to 3.4; substantially met = 3.5 to 4.4; and fully met = 4.5 to 5.0. 

Further, in comparing DHS AOA and AA guidance to the GAO-identified 
22 AOA process best practices, we found that although DHS’s guidance 
for conducting both AOAs and AAs fully or substantially incorporated 17 
of the identified best practices, the guidance did not fully or substantially 
incorporate 5 of these practices. For example, although the guidance 
addressed risk management in general terms, it did not detail the need to 
document risk mitigation strategies for each alternative. Not documenting 
the risks and related mitigation strategies for each alternative prevents 
decision makers from performing a meaningful trade-off analysis 
necessary to choose a recommended alternative. In addition, while DHS 
guidance describes the need for an AA or AOA review, it describes 
reviews conducted within the organizational chain of command and does 
not address the need for an independent review—one of the most reliable 
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means to validate an AOA process. Further, although the guidance noted 
that weights for selection criteria may become more subjective when they 
cannot be derived analytically, additional guidance on weighting selection 
criteria was limited. Our overall assessment is summarized in table 2. 
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Table 2: Department of Homeland Security (DHS) Alternatives Analysis Guidance’s Adherence to Best Practices 
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Best practice  Best practice description 
GAO 
assessment 

Phase I: Initialize the analysis of alternatives (AOA) process 
1. Define mission need The customer defines the mission needs without a predetermined solution. Fully incorporated  
2. Define functional 

requirements 
The customer defines functional requirements based on the mission need 
without a predetermined solution. 

Fully incorporated  

3. Develop AOA time frame The customer provides the team conducting the analysis with enough time to 
complete the AOA to ensure a robust and complete analysis. 

Fully incorporated 

4. Establish AOA team The AOA team includes members with diverse areas of expertise, including, at 
a minimum, subject matter, project management, cost estimating, and risk 
management expertise. 

Fully incorporated  

5. Define selection criteria The team or the decision maker defines selection criteria based on the mission 
need. 

Fully incorporated  

6. Weight selection criteria The team or decision maker weights the selection criteria to reflect the relative 
importance of each criterion. 

Minimally 
incorporated  

7. Develop AOA process plan The team creates a plan to include proposed methodologies for identifying, 
analyzing, and selecting alternatives prior to beginning the AOA process. 

Substantially 
incorporated  

Phase II: Identify alternatives 
8. Develop list of alternatives The team identifies and considers a diverse range of alternatives to meet the 

mission need. 
Substantially 
incorporated  

9. Describe alternatives  The team describes alternatives in sufficient detail to allow for robust analysis. Fully incorporated  
10. Include baseline alternative  The team includes one alternative representing the status quo to provide a 

basis of comparison among alternatives. 
Fully incorporated  

11. Assess alternatives’ viability The team screens the list of alternatives before proceeding, eliminates those 
that are not viable, and documents the reasons for eliminating any alternatives. 

Substantially 
incorporated  

Phase III: Analyze alternatives 
12. Identify significant risks and 

risk mitigation strategies 
The team identifies and documents the significant risks and mitigation 
strategies for each alternative. 

Minimally 
incorporated  

13. Determine and quantify 
benefits and effectiveness 

The team uses a standard process to document the benefits and effectiveness 
of each alternative. 

Substantially 
incorporated  

14. Tie benefits and 
effectiveness to mission 
need 

The team explains how each measure of effectiveness supports the mission 
need. 

Partially 
incorporated  

15. Develop life cycle cost 
estimates (LCCE) 

The team develops an LCCE for each alternative, including all costs from 
inception of the project through design, development, deployment, operation, 
maintenance, and disposal. 

Partially 
incorporated  

16. Include a confidence interval 
or range for LCCEs 

The team presents the LCCE for each alternative with a confidence interval or 
range, and not solely as a point estimate. 

Substantially 
incorporated  

17. Perform sensitivity analysis The team tests and documents the sensitivity of the cost and benefit and 
effectiveness estimates for each alternative to risks and changes in key 
assumptions. 

Fully incorporated  

Phase IV: Document and review the AOA process 
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Best practice Best practice description
GAO 
assessment

18. Document AOA process in a 
single document 

The team documents all steps taken to identify, analyze, and select alternatives 
in a single document. 

Fully incorporated  

19. Document assumptions and 
constraints 

The team documents and justifies all assumptions and constraints used in the 
AOA process. 

Fully incorporated  

20. Ensure AOA process is 
impartial 

The team conducts the analysis without a predetermined solution. Fully incorporated  

21. Perform independent review An entity independent of the AOA process reviews the extent to which all best 
practices are followed. 

Minimally 
incorporated  

Phase V: Select a preferred alternative 
22. Compare alternatives The team or decision maker compares the alternatives using net present value, 

if possible, to select a preferred alternative. 
Fully incorporated  

Legend: 
Fully incorporated = evidence provided incorporated the elements of the best practice 
Minimally incorporated = evidence provided incorporated a small portion of the elements of the best practice 
Partially incorporated = evidence provided incorporated about half of the elements of the best practice 
Substantially incorporated = evidence provided incorporated a large portion of the elements of the best practice 
Source: GAO assessment of DHS guidance compared to GAO-identified AOA best practices.  |  GAO-17-799 

Because of these limitations in guidance, and because Coast Guard and 
TSA did not fully adhere to the GAO-identified best practices, Coast 
Guard’s and TSA’s AAs did not fully or substantially reflect all four 
characteristics of a reliable, high-quality AOA process. As a result, Coast 
Guard and TSA increased their risk of selecting a solution that may not 
represent the best alternative for meeting their mission needs. 

TRIO Components Used Key Factors, Metrics, and 
Processes to Analyze Alternatives and Related Results 

Documentation supporting TRIO components’ AA efforts included 
descriptions of the key factors, metrics, and processes involved in 
conducting their analyses, including the (1) alternatives considered,  
(2) market research conducted, (3) three alternatives evaluated,  
(4) selection criteria used by each and how the criteria were weighted,  
(5) scores for each alternative against the selection criteria, and  
(6) alternatives that scored the best under the AOA evaluation. 

The TRIO components conducted market research to develop reasonable 
alternative solutions for consideration. For example, through its market 
research, TSA identified OMB-designated federal SSPs and commercial 
entities as potential alternatives for hosting and implementing a 
modernized and integrated financial management system. According to 
its AA, TSA was able to gain an understanding of the offerings, 



 
Letter 
 
 
 
 

capabilities, and related costs associated with these alternatives through 
reviews of documentation and interviews. 

After developing a diverse range of financial system modernization 
alternatives for consideration, each of the TRIO components assessed 
them for viability using various factors—such as measures of 
effectiveness, cost, risk, and value—and identified the three top-rated 
alternatives for further evaluation. For example, Coast Guard identified 
nine alternatives for consideration and analyzed, scored, and ranked 
them to determine its top three alternatives for further analysis: 

· incrementally improve the current CAS Suite and remove certain 
outdated components, 

· host the financial management system internally using software and 
tools already owned, and 

· use an SSP to host the financial management system. 

Each component identified its three alternatives for further evaluation and 
used defined selection criteria to rate them. For example, DNDO’s 
selection criteria included four categories of operational effectiveness that 
were weighted according to their level of importance. Based on their 
evaluations, each component identified the best alternative for its 
respective financial management system needs. 

According to Coast Guard’s November 2012 decision memorandum, 
Coast Guard further narrowed the alternatives it focused on to (1) using 
an SSP to host its financial management system and (2) hosting the 
system internally using already-owned software and tools, and it also 
gathered rough order of magnitude cost estimates for both alternatives. 
Based on its evaluation, Coast Guard determined that the two alternatives 
were comparable. According to this memorandum, Coast Guard further 
determined that owning, hosting, operating, and managing a financial 
management system were not among its core competencies. Based on 
this determination, OMB direction to agencies to use (with limited 
exceptions) shared services, and other factors, Coast Guard decided that 
migrating to an SSP was the best alternative. TSA found in its February 
2013 analysis that the differences between federal and commercial SSP 
alternatives were not significant and, as a result, recommended that a 
competitive procurement be conducted to better evaluate each 
alternative. However, DHS officials told us that TSA subsequently 
determined that a competitive procurement was not warranted and chose 
to migrate to a federal SSP. This determination was based on additional 
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OMB guidance issued in March 2013 directing agencies to consider 
federal SSPs as part of their AAs and stating that commercial SSPs are 
an appropriate solution and would be funded by OMB only in instances in 
which the agency’s business case demonstrates that a commercial SSP 
can provide a better value for the federal government.

Page 16 GAO-17-799  DHS Financial Management 

13 In addition, 
DNDO determined that migrating to a federal SSP was its best alternative 
in May 2013. 

Because its preliminary research focused primarily on the federal SSP 
marketplace, Coast Guard conducted additional market research to 
include a more robust analysis of commercial SSPs. Coast Guard’s June 
2013 market research report described the results of this effort, including 
its evaluation of responses from 11 commercial SSPs. Coast Guard 
reported that none of the commercial SSPs that responded could meet all 
44 specific financial management system requirements and the extent to 
which they could meet them varied significantly. Based on these results, 
Coast Guard determined that there was a lack of maturity in the 
commercial SSP market for federal financial management. According to 
the report, this overall assessment was based on various considerations 
of information provided by commercial SSP respondents, including 

· the wide variety of proposed configurations, solutions, prices, and 
implementation schedules, the lack of federal experience and service 
for agency-wide capabilities, and insufficient length of service to 
establish positive trends in audit performance; 

· the lack of similar offerings that implied a lack of strong competition 
between comparable products that would exert downward pressure 
on cost; and 

· the lack of like product offerings, which increases the likelihood of 
higher switching costs in the case of poor performance because of 
increased difficulty in moving from one “turnkey” service to another. 

In July 2013, the TRIO components and DHS selected the federal SSP 
alternative as their preferred choice and subsequently selected IBC as 
their federal SSP. DHS officials told us that IBC was selected based on 
(1) DHS’s reliance on OMB and Treasury’s designation of IBC as a 
                                                                                                                     
13Office of Management and Budget, Memorandum M-13-08. According to this 
memorandum, agencies are to consider, as part of their alternatives analysis, the use of a 
federal SSP and OMB will consider funding the use of commercial SSPs as an 
appropriate solution if the agency’s business case demonstrates that a commercial SSP 
can provide a better value for the federal government than a federal solution. 
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federal SSP, (2) OMB guidance to consider the use of federal SSPs, and 
(3) a review of the availability of the four federal SSPs indicating that IBC 
was the only one available to meet the requirements and implementation 
schedule at that time. In August 2013, DHS notified OMB that the TRIO 
components had performed extensive market research and finalized their 
respective AAs and independently concluded that migrating to a federal 
SSP was in the best interests of the government. Also, in August 2013, 
FIT notified OMB regarding the TRIO components’ AA efforts and that the 
TRIO components would proceed to the discovery phase with IBC. 
According to FIT’s notification memorandum to OMB, the TRIO 
components’ AAs demonstrated that migrating to a federal SSP was the 
best value to the federal government and that the components identified 
IBC as a suitable partner based on the results of their market research 
into federal SSPs. 

DHS Met Three and Partially Met Four Best 
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Practices for Managing the Risks of Using IBC 
for the TRIO Project 
Risk management best practices call for the identification of potential 
problems before they occur so that risk-handling activities can be planned 
throughout the life of the project to mitigate adverse impacts on achieving 
objectives. These best practices involve (1) preparing for risk 
management, (2) identifying and analyzing risks, and (3) mitigating 
identified risks.14 Preparing for risk management involves determining risk 
sources and categories and developing risk mitigation techniques. 
Identifying and analyzing risks includes determining those that are 
associated with cost, schedule, and performance and evaluating identified 
risks using defined risk parameters. Mitigating risks includes determining 
the levels and thresholds at which a risk becomes unacceptable and 
triggers the execution of a risk mitigation plan or contingency plan; 
determining the costs and benefits of implementing the risk mitigation 
plan for each risk; monitoring risk status; and providing a method for 
tracking open risk-handling action items to closure. 

Based on our evaluation, we found that DHS processes generally 
reflected three of seven specific risk management best practices and 

                                                                                                                     
14Software Engineering Institute, CMMI® for Acquisition, Version 1.3. 
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partially reflected the remaining four practices. Table 3 summarizes the 
extent to which DHS followed these seven best practices for managing 
TRIO project risks. Additional details on DHS and TRIO component 
efforts to address these practices are summarized following this table. 

Table 3: Department of Homeland Security’s Adherence to Best Practices for Managing TRIO Project Risks 
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Best practice Practice statement 
GAO 
assessment 

Goal 1: Prepare for risk management: Preparation for risk management is conducted. 
Determine risk sources and 
categories 

Determine risk sources and categories. Met 

Define risk parameters Define parameters used to analyze and categorize risks and to control the risk 
management efforts. 

Partially met 

Establish a risk management 
strategy 

Establish and maintain the strategy to be used for risk management. Met 

Goal 2: Identify and analyze risks: Risks are identified and analyzed to determine their relative importance. 
Identify risks Identify and document risks. Partially met 
Evaluate, categorize, and 
prioritize risks  

Evaluate and categorize each identified risk using defined risk categories and 
parameters, and determine each risk’s relative priority. 

Met 

Goal 3: Mitigate risks: Risks are handled and mitigated as appropriate to reduce adverse impacts on achieving objectives. 
Develop risk mitigation plans Develop a risk mitigation plan in accordance with the risk management 

strategy. 
Partially met 

Implement risk mitigation plans Monitor the status of each risk periodically and implement the risk mitigation 
plan as appropriate. 

Partially met 

Legend: 
DHS = Department of Homeland Security 
Met = DHS-documented processes generally satisfied all elements of the specific practice 
Partially met = DHS-documented processes generally satisfied some but not all elements of the specific practice 
Sources: Software Engineering Institute (best practices) and GAO analysis of DHS data.  |  GAO-17-799 

Prepare for risk management. Key aspects of processes established by 
DHS and TRIO components related to the three best practices associated 
with preparing for risk management: 

· Determine risk sources and categories. This practice calls for a basis 
for systematically examining circumstances that affect the ability of 
the project to meet its objective and a mechanism for collecting and 
organizing risks. DHS and the TRIO components established 
processes that met this best practice. For example, DHS reviewed the 
integrated master schedule that IBC prepared to identify sources of 
risk and defined risk categories in TRIO project policies. 

· Define risk parameters. Risk parameters are used to provide common 
and consistent criteria for comparing risks to be managed. The best 



 
Letter 
 
 
 
 

practice includes defining criteria for evaluating and quantifying risk 
likelihood and severity levels and defining thresholds for each risk 
category to determine whether risk is acceptable or unacceptable and 
to trigger management action. DHS partially met this best practice. 
DHS’s risk management program defined rating scales to provide 
consistent criteria for evaluating and quantifying risk likelihood and 
severity levels. However, DHS’s Risk Management Planning 
Handbook and related template for developing risk management 
plans for projects did not address the need for thresholds relevant to 
each category of risk to facilitate review of performance metrics in 
order to determine when risks become unacceptable or to invoke 
selected risk-handling options when monitored risks exceed defined 
thresholds. 

· Establish a risk management strategy. A risk management strategy 
addresses specific actions and the management approach used to 
apply and control the risk management program, including identifying 
sources of risk, the scheme used to categorize risks, and parameters 
used to evaluate and control risks for effective handling. DHS met this 
best practice. DHS and IBC established risk management policies and 
plans for the TRIO project based on DHS acquisition guidance, which 
provided a framework for a risk management program. Collectively, 
these policies and plans constitute a risk management strategy. DHS 
and IBC have periodically updated these documents to maintain the 
scope of the risk management effort; the methods and tools to be 
used for risk identification, risk analysis, risk mitigation, risk 
monitoring, and communication; the prioritization of risks; and the 
allocation of resources for risk mitigation. 

Identify and analyze risks. Key aspects of processes established by 
DHS and the TRIO components related to the two best practices 
associated with identifying and analyzing risks: 

· Identify risks. Risk identification should be an organized, thorough 
process to seek out probable or realistic risks to achieving objectives. 
This practice recognizes that risks should be identified and described 
understandably before they can be analyzed and managed properly. 
Using categories and parameters developed in the risk management 
strategy and identified sources of risk guides the identification of risks 
associated with cost, schedule, and performance. To identify risks, 
best practice elements include reviewing the work breakdown 
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structure (WBS)
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15 and project plan16 to help ensure that all aspects of 
the work have been considered. Best practices for documenting risks 
include documenting the context, conditions, and potential 
consequences of each risk and identifying the relevant stakeholders 
associated with each risk.  

DHS partially met this best practice. DHS’s July 2016 risk register 
contained a wide range of risks associated with defined risk 
categories. It also reflected DHS’s review of the TRIO project’s 
integrated master schedule that IBC prepared based on the WBS and 
work plans that IBC also developed.17 The risk register documented 
the context, conditions, potential consequences, and relevant 
stakeholders associated with each risk. However, DHS’s documented 
risk management processes did not identify all significant risks or 
reflect its efforts to revisit risks that had previously been closed. For 
example, DHS officials told us that IBC was unable to provide 
sufficient, reliable cost and schedule information for project 
monitoring; however, a risk reflecting these concerns was not included 
on its July 2016 risk register. Further, the risk register included certain 
closed risks related to the need for a governance structure and 
strategy for ensuring that IBC met performance, cost, and schedule 
objectives. Although DHS had ongoing concerns about its ability to 
ensure that IBC met these objectives, the risk register did not reflect 
efforts to revisit these risks to determine whether their status needed 
revision or if other risks should be included on the risk register to 
address its accountability concerns. In addition, DHS did not always 
take timely action to document its consideration of risks identified by 
its independent verification and validation (IV&V) contractor for 
potential inclusion on its risk register. For example, the IV&V 
contractor identified a risk related to inefficiencies in DHS’s document 
review process in June 2015 that was not included on DHS’s risk 
register until February 2016. DHS officials indicated that a crosswalk 

                                                                                                                     
15A WBS defines in detail the work necessary to accomplish a program’s objectives. A 
work breakdown structure also reflects the requirements to be accomplished to develop a 
program, and it provides a basis for identifying resources and activities necessary to 
produce deliverables. 
16A project plan is a plan that provides the basis for performing and controlling the 
project’s activities. Project planning includes estimating the attributes of work products and 
tasks, determining the resources needed, negotiating commitments, producing a 
schedule, and identifying and analyzing project risks. 
17An integrated master schedule is an integrated and networked multilayered schedule of 
project tasks required to complete the work effort. 
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between the DHS risk register and IV&V contractor risk management 
observations was performed weekly; however, results of these weekly 
reviews were not documented. 

· Evaluate, categorize, and prioritize risks. Risk assessment uses 
defined categories and parameters to determine the priority of each 
risk to assist in determining when appropriate management attention 
is required. Best practices for analyzing risks include categorizing 
risks according to defined risk categories, evaluating identified risks 
using defined risk parameters, and prioritizing risks for mitigation. 
DHS’s processes met this practice. For example, the documented risk 
management program included application of defined risk categories 
and parameters for all identified risks, providing a means for reviewing 
risks and determining the likelihood and severity of risks being 
realized. The TRIO project’s Joint Risk Management Integrated 
Project Team provided consistency to the application of parameters 
by reviewing risk assessments when risks were first identified.
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18 By 
determining exposure ratings for each identified risk, DHS prioritized 
risks for monitoring and allocation of resources for risk mitigation.  

Mitigate risks. Key aspects of processes established by DHS and the 
TRIO components related to the two best practices associated with 
mitigating risks: 

· Develop risk mitigation plans. Risk mitigation plans are developed in 
accordance with the risk management strategy and include a 
recommended course of action for each critical risk. The risk 
mitigation plan for a given risk includes techniques and methods used 
to avoid, reduce, and control the probability of risk occurrence; the 
extent of damage incurred should the risk occur; or both. Elements of 
this practice include determining the levels and thresholds that define 
when a risk becomes unacceptable and triggers the execution of a 
risk mitigation plan or contingency plan, identifying the person or 
group responsible for addressing each risk, determining the costs and 
benefits of implementing the risk mitigation plan for each risk, 
developing an overall risk mitigation plan for the work to orchestrate 

                                                                                                                     
18The Joint Risk Management Integrated Project Team is co-chaired by project managers 
for the three TRIO components and IBC and the primary cross-organization forum for all 
aspects related to TRIO project risk management. The team is responsible for identifying 
and managing shared program risks related to TRIO project implementation and working 
with project stakeholders to ensure that risk identification and risk management activities 
are relevant and align with key milestones and objectives for achieving project success. 
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the implementation of individual risk mitigation plans, and developing 
contingency plans for selected critical risks in the event impacts 
associated with the risks are realized. 

DHS partially met this best practice. DHS’s risk management program 
documentation reflected the development of risk response plans for 
most risks, including all those determined to be of medium and high 
exposure level. DHS identified those responsible for addressing each 
risk. However, DHS and IBC did not always develop sufficiently 
detailed risk mitigation plans including specific risk-handling action 
items, determination of the costs and benefits of implementing the risk 
mitigation plan for each risk, and developing contingency plans for 
selected critical risks in the event that their impacts are realized. For 
example, a risk associated with IBC’s capacity and experience for 
migrating large agencies the size of Coast Guard and TSA was 
identified in July 2014. Although DHS developed plans to help 
mitigate this risk, a contingency plan was not developed prior to 
realizing the adverse impact of not implementing Coast Guard and 
TSA on IBC’s modernized solution. Rather, a contingency plan 
working group (CPWG) to address this and other concerns was 
established in January 2017, over 2 years after the risk was initially 
identified. Further, thresholds were not used within the risk 
management program to define when a risk becomes unacceptable, 
triggering the execution of a risk mitigation plan or contingency plan. 

· Implement risk mitigation plans. Risk mitigation plans are 
implemented to facilitate a proactive program to regularly monitor 
risks and the status and results of risk-handling actions to effectively 
control and manage risks during the work effort. Best practice 
elements include revisiting and reevaluating risk status at regular 
intervals to support the discovery of new risks or new risk-handling 
options that can require reassessment of risks and re-planning of risk 
mitigation efforts. Elements also include providing a method for 
tracking open risk-handling action items to closure, establishing a 
schedule or period of performance for each risk-handling activity, 
invoking selected risk-handling options when monitored risks exceed 
defined thresholds, and providing a continued commitment of 
resources for each risk mitigation plan.  

DHS partially met this best practice. Risk monitoring of the TRIO 
project consisted of reviews performed by DHS and TRIO component 
officials responsible for risk management and oversight functions. 
These reviews considered significant risks, risks approaching 
realization events, and the effect of management intervention on the 
resolution of risks. These reviews also relied, in part, on data 
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contained in DHS’s risk register, which represents the official 
repository of TRIO project risks and information on the status of risks 
and related risk mitigation efforts. 

However, other aspects of DHS’s efforts to implement risk mitigation 
plans did not fully adhere to certain elements associated with this best 
practice. For example, we identified certain issues that raised 
questions concerning the accuracy of data contained in the risk 
register, such as (1) the lack of clear markings indicating when the 
accuracy of data on each risk was last confirmed, including risk 
records that had not been modified in the previous 3 months, and  
(2) certain risks for which the estimated risk impact date had already 
occurred but its status risk according to DHS’s risk register did not 
reflect that it had been realized and become an issue. In addition, 
DHS officials stated that IBC did not provide sufficiently detailed, 
reliable cost and schedule information that could have been used to 
monitor TRIO project risks more effectively. DHS’s ability to monitor 
cost, schedule, and other performance metrics was also limited 
because of the lack of thresholds for management involvement, as 
noted above. DHS’s implementation of risk monitoring plans was 
further limited by other issues, including (1) a period of performance 
for each risk-handling activity, which includes a start date and 
anticipated completion date to control and monitor risk mitigation 
efforts, was not always established and (2) an inability to fully track 
open risk-handling action items to closure existed because of the lack 
of sufficient detail on specific risk-handling activities in the DHS risk 
register. 

According to DHS officials, DHS relied heavily on IBC to manage risks 
associated with the TRIO project and, in particular, those for which IBC 
was assigned as the risk owner. They also acknowledged DHS’s 
responsibility for overseeing IBC’s TRIO project risk management efforts 
and described various actions taken to address growing concerns 
regarding IBC’s efforts. For example, DHS created the Joint Risk 
Management Integrated Project Team, in part, to provide a forum in which 
IBC could obtain assistance in developing risk responses and discuss 
DHS’s risk mitigation concerns. Further, to help reduce exposure of 
underlying risks, DHS offered assistance to IBC’s project management 
functions, such as developing the integrated master schedule and 
performing quality control checks on project deliverables. Despite these 
efforts, DHS officials stated that challenges associated with the IAA 
structure and terms of the performance work statement with IBC on the 
TRIO project limited DHS’s visibility into IBC’s overall cost, schedule, and 
performance controls and ability to oversee IBC’s risk management 
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efforts. For example, they stated that the performance work statement did 
not specify the level of reporting to be provided by IBC on cost, schedule, 
and performance in sufficient detail to effectively monitor progress on 
achieving key project objectives. 

Further, the limitations to managing risks related to the best practices we 
assessed as partially met were largely attributable to limitations in DHS 
and TRIO project guidance and policies. For example, DHS’s Risk 
Management Planning Handbook and related template for developing risk 
management plans for projects does not address the need to define 
thresholds to facilitate review of performance metrics to determine when 
risks become unacceptable. Also, TRIO project policies did not address 
the need to periodically revisit consideration of risk sources other than 
IMS-related milestones, specify periods of performance for specific risk-
handling activities, or define an interval for updating and certifying risk 
statuses. In addition, DHS guidance and TRIO project policies did not 
describe the need to consider and document risks specifically related to 
the lack of sufficient, reliable cost and schedule information to properly 
manage and oversee the project or for timely disposition of risks that its 
IV&V contractor identified. Further, TRIO project risk management 
policies and management tools used to implement them address best 
practice elements such as determination of the costs and benefits of 
implementing risk mitigation plans, developing contingency plans, and 
developing specific risk-handling action items. However, these policies do 
not require, and the risk register was not designed to specifically capture, 
these elements in documented risk mitigation plans. By not adopting 
important elements of risk management best practices into project 
guidance, DHS and the TRIO components increase the risk that potential 
problems would not be identified before they occur and that activities to 
mitigate adverse impacts would not be effectively planned and initiated. 

Key Factors and Challenges Impacting the 
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TRIO Project and DHS’s Path Forward 
Although DHS has taken various actions to manage the risks of using IBC 
for the TRIO project, including some that were consistent with best 
practices, the TRIO project has experienced challenges raising concerns 
regarding the extent to which its objectives will be achieved. In connection 
with these challenges, the TRIO components notified DHS during April 
2016 through January 2017 that certain baseline cost and schedule 
objectives had not been, or were projected to not be, achieved as 



 
Letter 
 
 
 
 

planned. According to these notifications and DHS officials we 
interviewed, several key factors and challenges significantly impacted 
DHS’s and IBC’s ability to achieve TRIO project objectives as intended. In 
addition, IBC, FIT, and USSM officials identified similar issues impacting 
the TRIO project. In connection with these challenges, DHS and IBC 
began contingency planning efforts in January 2017 to identify and 
assess viable options for improving program performance and addressing 
key TRIO project priorities. Plans for DHS’s path forward on the TRIO 
project, as of May 2017, involve significant changes, such as transitioning 
away from using IBC and a 2-year delay in completing Coast Guard and 
TSA’s migration to a modernized solution. 

Key Factors and Challenges Impacting the TRIO Project 
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We grouped the key factors and challenges impacting the TRIO project 
that DHS, IBC, FIT, and USSM officials and OMB staff identified into five 
broad categories: (1) project resources, (2) project schedule, (3) complex 
requirements, (4) project costs, and (5) project management and 
communications. The key factors and challenges related to each category 
are summarized below. 

Project resources: Concerns about IBC’s experience and its capacity to 
handle a modernization project involving agencies the size of Coast 
Guard and TSA were identified as significant risks in July 2014, resulting 
from discovery phase efforts completed prior to DHS and IBC’s entering 
the implementation phase in August 2014. According to DHS officials, 
status reports, and other documentation, key TRIO project challenges 
related to resources included concerns that (1) IBC encountered federal 
employee hiring challenges and was unable to ramp up and deploy the 
resources necessary to meet required deliverables, and (2) IBC 
experienced significant turnover of key stakeholders which adversely 
impacted its ability to achieve TRIO project objectives. 

In connection with DHS’s decision to use IBC for the TRIO project, DHS 
officials told us that DHS relied heavily on OMB and Treasury’s 
designation of IBC as a federal SSP and their related assessment of 
IBC’s capacity and experience. DHS officials also told us that DHS relied 
on FIT’s federal agency migration evaluation model during discovery 
phase efforts that focused on assessing the functionality of the software 
rather than assessing IBC’s (1) capacity, experience, and capability;  
(2) ability to address more complex software configurations and interfaces 
associated with large agencies; and (3) cost, schedule, and performance 
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metrics. DHS officials stated that issues related to IBC’s capacity and 
experience represented the most significant challenge impacting the 
TRIO project. 

IBC officials acknowledged that IBC was unable to ramp up its resources 
until after the project had begun and that the IBC project team 
experienced significant turnover in key leadership and TRIO project 
positions over the course of the project. IBC officials also acknowledged 
that during its early efforts on the TRIO project, assigned IBC staff lacked 
the experience and expertise necessary for managing large-scale 
projects and, as a result, many of the risks initially identified were not 
effectively addressed. FIT and USSM officials and OMB staff also 
acknowledged that resource challenges significantly impacted the TRIO 
project. A FIT official acknowledged that assessing software functionality, 
rather than implementation, was emphasized during the discovery 
process. Although DHS relied on OMB and Treasury’s designation of IBC 
as a federal SSP, this FIT official also told us that because agencies’ 
specific needs can vary significantly, agencies are responsible for 
conducting sufficient due diligence to assess a federal SSP’s ability to 
meet their requirements. 

Project schedule: DHS, IBC, FIT, and USSM officials acknowledged that 
migrating the TRIO components to IBC within original time frames was a 
significant challenge given the overall magnitude and complexity of the 
TRIO project. According to DHS officials and TRIO project 
documentation, DHS identified delays in completing various tasks and 
milestones including 

· providing design phase technical documentation and design 
specifications; 

· processing proposed change requests; 

· meeting proposed baseline schedules for implementing Coast Guard 
and TSA on the modernized IBC solution; and 

· achieving initial operating capability requirements and stabilizing the 
production environment after DNDO’s migration to IBC because of 
various issues related to reporting, invoice payment processing, 
contract management processes, and resolving help desk tickets in a 
timely manner. 

DHS officials also stated that IBC did not consistently update the IMS to 
ensure that it accurately reflected all required tasks, the completion 
status, and the resources required to complete them. Concerns related to 
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meeting milestones and updating the IMS were discussed during periodic 
status update meetings that included DHS, IBC, OMB, FIT, and USSM 
officials. IBC and DHS officials acknowledged that processes for 
communicating and resolving issues were not always efficient and 
contributed to schedule delays. In addition, in November 2016, USSM 
noted several concerns based on its review of a draft IMS supporting 
TSA’s re-planning efforts to go-live in October 2017. USSM’s concerns 
included 

· an incomplete project scope and schedule and need for additional 
discovery to determine cost and level of effort, 

· an extremely aggressive schedule with very limited contingencies for 
delays, 

· the lack of interim checkpoints or oversight on tasks exceeding 30 
days, 

· the need for a resource-loaded IMS that incorporates an appropriate 
level of detail, and 

· the need for an expedited program governance strategy and 
escalation path that DHS and IBC leadership could use to make 
program decisions within the time allotted on the schedule. 

Complex requirements: DHS, IBC, FIT, and USSM officials 
acknowledged the overall complexity of the TRIO project and that the lack 
of a detailed understanding of the components’ requirements earlier in the 
project impacted IBC’s and DHS’s ability to satisfy the requirements as 
planned. For example, USSM and FIT officials told us that under the 
shared services model, the approach for onboarding new customers 
usually involves migrating to a proven configuration of a solution that is 
already being used by the provider’s existing customers. However, rather 
than taking this approach, DHS and IBC agreed to implement a more 
recent version of Oracle Federal Financial software (version 12.2) with 
integrated contract life cycle and project modules. Under this approach, 
IBC’s plans included migrating other existing customers to this upgraded 
environment. USSM officials told us that migrating TRIO components to a 
new solution that required configuring new software and related 
applications and developing related interfaces introduced additional 
complexities that contributed to issues on the TRIO project. According to 
a FIT official, the functionality of this more recent version of software is 
very different than that of the version IBC’s existing customers used. This 
official stated that IBC did not have the needed government personnel 
with knowledge and experience associated with this new software, a 
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condition that likely contributed to the challenges experienced on the 
TRIO project. IBC officials acknowledged that IBC’s lack of familiarity with 
Oracle 12.2 increased the complexity of the TRIO project. 

In addition, DHS and IBC perspectives on the need for changes differed 
because of the lack of clarity regarding TRIO project requirements. DHS 
officials told us that many change requests on the TRIO project reflected 
the need for required functionality based on previously stated 
requirements. They also told us that they did not consider DNDO-related 
requirements to be overly complex when compared to those associated 
with IBC’s similarly sized customers. However, DHS officials stated that 
as of June 2017, IBC has not yet met DNDO’s needs to deliver a 
functioning travel system interface and other requirements. According to 
IBC officials, TRIO project change requests to address components’ 
requirements were extensive and included significant customizations to 
meet unique requirements that were not aligned with the federal shared 
service model. IBC officials noted additional challenges in addressing 
TRIO project requirements related to DHS’s efforts to address certain 
organizational change management and business process reengineering 
responsibilities. According to IBC officials, in some instances, the TRIO 
components provided conflicting requirements related to the same 
process that would have been more consistent had DHS completed more 
of its business process reengineering efforts prior to providing them to 
IBC. 

Project costs: According to the July 2014 discovery report, proposed 
implementation costs for the TRIO project totaled $89.9 million. However, 
according to DHS officials and TRIO project documentation, estimated 
costs significantly increased because of schedule delays, unanticipated 
complexities, and other challenges. In January 2017, DHS prepared a 
summary of estimated TRIO project implementation costs associated with 
its IAA with IBC. According to this summary, estimated IBC-related TRIO 
project implementation costs through fiscal year 2017 increased by 
approximately $42.8 million (54 percent) from the $79.2 million provided 
in the original August 2014 IAA with IBC as a result of modifications 
required, in part, to address challenges impacting the project. DHS 
officials also expressed concerns regarding increases in estimated 
operations and maintenance costs for the IBC solution. For example, 
according to a December 2016 memorandum to DHS on action items 
associated with failing to meet the baseline schedule date for initial 
operational capability, DNDO stated that IBC’s updated projected costs of 
operations and maintenance of its system were unaffordable. In 
connection with these costs, DHS officials also stated that IBC 
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determined that separate, rather than shared, help desk resources were 
required to support the TRIO project because it was significantly different 
from the solution that IBC’s existing customers used. As a result, the 
officials indicated that these costs were more than originally expected. 
However, IBC officials told us that a portion of the increase in help desk-
related costs was also due to DNDO employees not using the system 
properly because they were not sufficiently trained on it before it was 
implemented. In addition, challenges impacting the TRIO project have 
contributed to significant changes in the path forward on the project; as a 
result, the extent to which overall TRIO project modernization costs will 
be impacted going forward has not yet been determined. 

Project management and communication: According to DHS officials, 
various program management-related challenges impacted the TRIO 
project. For example, they expressed concerns regarding the 
effectiveness of IBC’s project management efforts including cost, 
schedule, and change management as well as IBC’s allocation of 
resources and slow decision-making process. They also stated that DHS 
provided significant time and resources to make up for fundamental 
project management activities that were under IBC’s control and not 
performed. In addition, DHS officials identified limitations associated with 
(1) poorly defined service level agreements and program performance 
metrics, (2) poor quality control plan, and (3) the lack of mechanisms for 
measuring delivery and addressing concerns regarding IBC’s 
performance. DHS officials told us that although various mechanisms can 
be used to hold commercial vendors accountable—such as cure notices, 
quality assurance surveillance plans, and incentives or disincentives to 
monitor performance—few mechanisms are available to hold federal 
agency service providers accountable for performance concerns. 

DHS officials also acknowledged challenges in their project management 
and communication efforts and identified lessons learned to help improve 
future efforts, including the need to 

· establish a performance-based contract to determine objective and 
enforceable activity level metrics; 

· be more prepared for organizational changes; 

· improve vendor, project, and schedule management efforts; 

· better understand SSP resource plans and monitor SSP efforts to 
help ensure that sufficient resources are secured timely; and 
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· centralize program management for financial system modernization 
functions, rather than continuing with the structure used on the TRIO 
project—for example, the TRIO project’s program management 
structure consisted of program management offices at the component 
level performing cost, schedule, and technical monitoring activities 
with DHS headquarters’ involvement focused on governance and 
oversight, resulting in duplicate efforts across components. 

IBC officials acknowledged challenges concerning IBC’s lack of sufficient 
resources and turnover, as described above. However, they told us that 
DHS’s approach to project management often resulted in duplicative 
meetings and a lengthy decision-making process involving several 
officials and multiple review and approval processes. According to USSM 
officials, the TRIO project team focused an unbalanced portion of its 
efforts on the delivery of technology at the expense of organizational 
change management, communication management, and other project 
management areas. For example, the failure to incorporate lessons 
learned from DNDO’s deployment adversely affected subsequent TRIO 
project implementation efforts, as change management activities did not 
address previously encountered risks. An OMB staff member concurred 
with the lessons learned that DHS identified, including those indicating 
the need for stronger project management. While the project is ongoing, 
the OMB staff member noted the importance of DHS having well-defined 
requirements for the project and better coordination to achieve the 
desired outcomes. 

Significant TRIO Project Changes Resulting from 
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Challenges and Steps Implemented for the Path Forward 

In connection with TRIO project challenges, DHS officials told us that IBC 
notified DHS in April 2016 that it would not be able to meet the planned 
October 2016 implementation date for TSA. In response, DHS and IBC 
established the TSA Replan Tiger Team to perform a detailed 
assessment of potential courses of action. According to DHS officials, 
DHS and IBC subsequently took various actions to help address these 
and other challenges impacting the TRIO project, as summarized below. 

May 2016: IBC requested additional funding for fiscal year 2016 for 14 
additional IBC and contractor personnel to strengthen program 
coordination and management support. According to DHS officials, DHS 
provided this requested funding along with additional funding to establish 
a business integration office to help strengthen cross organizational 
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communication. DHS determined that plans for migrating TSA and Coast 
Guard to IBC during the first quarter of fiscal years 2017 and 2018, 
respectively, were not viable. As a result, their planned migrations were 
each extended an additional year. 

June 2016: DHS and IBC developed a comprehensive remediation plan 
to track progress on efforts to resolve numerous issues associated with 
DNDO’s production environment that continued to hamper its stability 
since going live in November 2015. According to DHS officials, these 
issues related to invoice payment and interest accruals, contract life cycle 
management, reporting, and other activities and have required numerous 
work-arounds to execute business processes. 

August to October 2016: DHS, Coast Guard, and IBC determined that a 
similar replanning effort was needed for Coast Guard’s successful 
migration to IBC. According to DHS officials, IBC indicated that it was 
unable to simultaneously provide DNDO production and TSA 
implementation support while also addressing the complexities related to 
Coast Guard. DHS officials told us that another Tiger Team established to 
address Coast Guard issues failed to complete the scope of its charter, 
and as a result, Coast Guard was forced to assume a minimum of a 2-
year delay (rather than the 1-year delay previously determined in May 
2016) and that this significantly increased program costs. They further 
stated that some of the team’s deliverables have not been initiated or 
remain outstanding as of June 2017. 

December 2016: IBC communicated to DHS that it cannot support the 
discovery phase with DHS’s CUBE modernization project.
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19 In addition, 
DHS approved the establishment of a Joint Program Management Office 
to serve as the overarching program management for DHS financial 
systems modernization projects. According to DHS officials, using a 
department-wide approach will enable DHS to more effectively leverage 
the resources and expertise across all modernization projects. 

                                                                                                                     
19The CUBE project is DHS’s project to modernize financial management systems for the 
following DHS components: U.S. Immigration and Customs Enforcement and its 
customers, Science and Technology, Office of the Chief Financial Officer, National 
Protection and Programs Directorate, Office of Health Affairs, and U.S. Citizenship and 
Immigration Services. The discovery phase of DHS modernization projects includes an in-
depth analysis of the requirements and capabilities of the new system, also known as a 
gap analysis, and is also performed to determine the feasibility of implementing, 
deploying, and maintaining financial management services for the chosen solution.   
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January 2017: IBC communicated to DHS that it cannot support Coast 
Guard implementation in October 2018, and DHS and IBC established a 
joint CPWG to assess viable options for improving program performance 
and addressing stakeholder concerns and key TRIO project priorities. 

February 2017: DHS and IBC issued a joint memorandum to provide an 
update on contingency planning discussions. DHS and IBC shared 
commitments and determinations included (1) stabilizing the DNDO 
production environment and executing TSA implementation activities,  
(2) delivering the best value for the government and ensuring mutual 
success to the greatest extent possible, (3) preserving and protecting the 
current investment, and (4) making TSA implementation the first priority. 
In addition, DHS and IBC presented two options as representing the best 
opportunities for success in improving program performance and 
addressing stakeholder concerns: (1) continue with the status quo plan 
for Coast Guard implementation in October 2019, with significant 
improvements to program management and overall support capability and 
capacity, or (2) platform replacement. Platform replacement was 
presented as the preferred path toward meeting the needs of both DHS 
and IBC. Under this option, DHS and IBC would proceed with TSA 
implementation and work toward an orderly transition of TRIO 
components to an alternate service provider, hosting location, or both. 

March 2017: According to DHS officials, DHS, IBC, and USSM officials 
met to review certain critical success criteria for TSA’s implementation. 
Based on these discussions, it was determined that TSA would not go live 
with IBC in fiscal year 2018 given the high-risk schedule and critical 
criteria involved and the Coast Guard implementation would also be 
delayed accordingly. Further, TSA release 3.0 would be delivered in 
October 2017 or as soon as possible thereafter.
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20 In addition, the CPWG 
would continue working to identify an alternative path forward, and DHS 
and IBC would identify and evaluate critical transition activities and 
timelines. 

April 2017: The CPWG recommended moving away from IBC to a 
commercial service provider leveraging the cloud as the best course of 
action to complete TRIO project implementation and as the most fiscally 

                                                                                                                     
20TSA release 3.0 refers to the next major update of the IBC solution to be deployed into 
production. This update is intended to help further stabilize the existing solution that 
DNDO currently uses and to reflect additional efforts to further configure the solution to 
meet TSA’s additional requirements. 
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responsible approach from a long-term sustainment and cost perspective. 
The CPWG’s recommendation was based on its analysis of six options 
and proposed a transition timeline, including key activities, as shown in 
figure 3. 

Page 33 GAO-17-799  DHS Financial Management 

 



 
Letter 
 
 
 
 

Figure 3: TRIO Project Contingency Plan Working Group Proposed Transition 
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Timeline, as of April 2017 

May 2017: During its May 3, 2017 briefing of the Financial Systems 
Modernization Executive Steering Committee, DHS indicated that two of 
the options that the CPWG considered were no longer viable, including 
the CPWG’s recommendation to transition to a commercial cloud service 
provider because the software was not yet cloud-ready.21 DHS ranked the 
remaining four options using 13 OMB risk factors as selection criteria and 
determined that migrating the solution to a DHS data center represented 
the best option going forward. In addition, DHS decided to move forward 
with discovery efforts related to this option. According to its briefing 
presentation and DHS officials, the notional timeline of planned key 
events for the TRIO project included various items, as shown in figure 4. 

                                                                                                                     
21DHS established the Financial Systems Modernization Executive Steering Committee to 
assist in the oversight and management of its financial information technology system 
modernization efforts. 
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Figure 4: Department of Homeland Security Notional Timeline of TRIO Project Key 
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Events, as of May 2017 

DHS officials indicated that DHS expects to present the findings and 
recommendations resulting from discovery efforts associated with this 
new path forward to USSM and OMB for concurrence. As of August 2017, 
results of this effort were under review by DHS leadership. 

Conclusions 
The TRIO project represents a key element of DHS’s efforts to address 
long-standing deficiencies in its financial management systems and 
further improve financial management. Following best practices to 
manage risks effectively can help provide increased assurance that large, 
complex projects—such as the TRIO project—will achieve planned 
objectives. DNDO’s AA process substantially met the four characteristics 
of a reliable, high-quality AOA process. However, Coast Guard’s and 
TSA’s AAs substantially met one and partially met three of these four 
characteristics. Further, DHS did not always follow best practices for 
managing the risks of using IBC for the TRIO project. As a result, TRIO 
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components faced an increased risk that the solution they chose would 
not represent the best alternative for meeting their mission needs and that 
the risks impacting the TRIO project would not be effectively managed to 
mitigate adverse impacts. In addition, significant challenges have 
impacted the TRIO project, raising concerns about the extent to which 
objectives will be achieved as planned. Plans for DHS’s path forward on 
the TRIO project, as of May 2017, involve significant changes, such as 
transitioning away from IBC and a 2-year delay in completing Coast 
Guard’s and TSA’s migration to a modernized solution. Without greater 
adherence to best practices for analyzing alternatives and managing 
project risks, DHS continues to face increased risk that its financial 
management system modernization project will not provide reasonable 
assurance of achieving its mission objectives. 

Recommendations for Executive Action 
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We are making the following two recommendations to DHS: 

The DHS Under Secretary for Management should develop and 
implement effective processes and improve guidance to reasonably 
assure that future AAs fully follow AOA process best practices and reflect 
the four characteristics of a reliable, high-quality AOA process. 
(Recommendation 1) 

The DHS Under Secretary for Management should improve the Risk 
Management Planning Handbook and other relevant guidance for 
managing risks associated with financial management system 
modernization projects to fully incorporate risk management best 
practices, including 

· defining thresholds to facilitate review of performance metrics to 
determine when risks become unacceptable; 

· identifying and analyzing risks to include periodically reconsidering 
risk sources, documenting risks specifically related to the lack of 
sufficient, reliable cost and schedule information needed to help 
properly manage and oversee the project, and timely disposition of 
IV&V contractor-identified risks; 

· developing risk mitigation plans with specific risk-handling activities, 
the costs and benefits of implementing them, and contingency plans 
for selected critical risks; and 
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· implementing risk mitigation plans to include establishing periods of 
performance for risk-handling activities and defining time intervals for 
updating and certifying the accuracy and completeness of information 
on risks in DHS’s risk register. (Recommendation 2) 

Agency Comments and Our Evaluation 
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We provided a draft of this product to DHS and the Department of the 
Interior for comment. In its comments, reprinted in appendix IV, DHS 
concurred with our recommendations and provided details on its 
implementation of the recommendations as discussed below. In addition, 
DHS provided technical comments, which we incorporated as 
appropriate. The Department of the Interior only provided technical 
comments, which we incorporated as appropriate.  

DHS stated that it remains committed to its financial system 
modernization program. Specifically, regarding our first recommendation 
to develop and implement effective processes and improve guidance to 
reasonably assure that future AAs fully follow AOA process best practices 
and reflect the four characteristics of a reliable, high-quality AOA process, 
DHS stated that it agrees that effective processes and guidance are 
necessary to assure best practices. DHS also stated that it is important to 
note that the GAO-identified best practices were published more than 2 
years after the TRIO components’ AAs were completed. While this is the 
case, as discussed in our report, these best practices are based on long-
standing, fundamental tenets of sound decision making and economic 
analysis and were identified by compiling and reviewing commonly 
mentioned AOA policies and guidance that are known to and have been 
used by government and private sector entities. 

DHS also stated that it has already implemented this recommendation 
through its issuance of guidance and instructions in 2016 and that a copy 
of this additional guidance and instructions was provided to GAO. 
However, the documentation provided by DHS does not fully address our 
recommendation. As part of our recommendation follow-up process, we 
will coordinate with DHS to obtain additional information on its efforts to 
address our recommendation. 

With regard to our second recommendation to improve the Risk 
Management Planning Handbook and other relevant guidance, DHS 
stated that it concurred and agreed that the Risk Management Planning 
Handbook required updating to fully incorporate risk management best 
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practices. In addition, DHS described actions it will take, and has taken, 
to revise and publish an updated handbook. 

We are sending copies of this report to the appropriate congressional 
committees, the Acting Secretary of Homeland Security, the DHS Under 
Secretary for Management, the Acting DHS Chief Financial Officer, the 
Secretary of the Interior, and the Director of the Interior Business Center. 
In addition, the report is available at no charge on the GAO website at 
http://www.gao.gov. 

If you or your staffs have any questions about this report, please contact 
me at (202) 512-9869 or khana@gao.gov. Contact points for our Offices 
of Congressional Relations and Public Affairs may be found on the last 
page of this report. Key contributors to this report are listed in appendix V. 

Asif A. Khan 
Director 
Financial Management and Assurance 
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Appendix I: Scope and Methodology 
To determine the extent to which the Department of Homeland Security 
(DHS) followed best practices in analyzing the alternatives used in 
choosing the preferred alternative for modernizing TRIO components’ 
financial management systems, we reviewed information that the TRIO 
components provided as part of their alternatives analysis (AA) process, 
referred to as the AA body of work, which includes the AA and other 
supporting documentation that is not specifically included in the AA. In 
addition, we discussed the DHS AA process with the TRIO components 
and DHS officials. We evaluated each TRIO component’s AA body of 
work1 and assessed this information against the GAO-identified 22 
analysis of alternatives (AOA) process best practices.2 We then scored 
each AA against those best practices.3 In appendix II, these GAO-
identified best practices are described in detail. 

Our evaluation comprised the following steps: (1) two GAO analysts 
separately examined the AA information received for each component, 
providing a score for each of 18 best practices; (2) a third GAO analyst 
resolved any differences between the two analysts’ initial scoring; and  
(3) a GAO specialist on AOA best practices, independent of the audit 
team, reviewed the team’s AA documentation, scores, and analyses for 

                                                                                                                     
1Hereafter, referred to as the alternative analysis or AA. 
2These best practices were published in GAO, Amphibious Combat Vehicle: Some 
Acquisition Activities Demonstrate Best Practices: Attainment of Amphibious Capability to 
be Determined, GAO-16-22 (Washington, D.C.: Oct. 28, 2015). This report updated the 
AOA best practices initially published in GAO, DOE and NNSA Project Management: 
Analysis of Alternatives Could Be Improved by Incorporating Best Practices, GAO-15-37 
(Washington, D.C.: Dec. 11, 2014). GAO’s AOA best practices are based on long-
standing, fundamental tenets of sound decision making and economic analysis and were 
identified by compiling and reviewing commonly mentioned AOA policies and guidance 
that are known to and have been used by government and private sector entities. 
3GAO’s identified best practices define five different qualitative and quantitative categories 
for scoring. The qualitative categories are as follows: not met, or TRIO component 
provided no evidence that satisfies any of the elements for the best practice; minimally 
met, or TRIO component provided evidence that satisfies a small portion of the elements 
for the best practice; partially met, or TRIO component provided evidence that satisfies 
about half of the elements for the best practice; substantially met, or TRIO component 
provided evidence that satisfies a large portion of the elements for the best practice; and 
fully met, or TRIO component provided complete evidence that satisfies the elements of 
the best practice. The corresponding quantitative categories are as follows: not met = 1, 
minimally met = 2, partially met = 3, substantially met = 4, and fully met = 5.   

http://www.gao.gov/products/GAO-16-22
http://www.gao.gov/products/GAO-15-37
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consistency. The GAO specialist also assessed the four best practices 
related to cost estimating. 

We used the average scores for each best practice to determine an 
overall score for four summary characteristics—well-documented, 
comprehensive, unbiased, and credible—of a reliable, high-quality AOA 
process at each TRIO component.
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4 Next, we shared our preliminary 
analysis with the TRIO components and DHS, and requested their 
technical comments and any additional information for our further 
consideration. For those characteristics of the AA process that received a 
score of partially met or below, we met with TRIO component and DHS 
officials to discuss potential reasons that an AA did not always conform to 
best practices. Finally, using the same methodology and scoring process 
explained above, we performed a final assessment based on our 
preliminary analysis and the comments and additional information 
received. The best practices were not used to determine whether DHS 
made the correct decision in selecting Department of the Interior’s Interior 
Business Center (IBC) to implement the financial management systems 
modernization solution or whether the TRIO project would have arrived at 
a different conclusion had it more fully conformed to these best practices. 

We also reviewed DHS guidance for conducting AOAs and AAs against 
the GAO-identified 22 AOA process best practices using the same 
methodology described above for reviewing the TRIO components’ AAs. 
In the course of applying these best practices to a TRIO component’s AA 
and to DHS guidance for the AA process, we assessed the 
reasonableness of the information we collected. We determined that the 
information from the DHS AA process was sufficiently reliable to use in 
assessing the TRIO components’ AAs and DHS guidance against these 
22 best practices. 

To determine the key factors, metrics, and processes used by the TRIO 
components in developing and evaluating DHS’s alternative solutions and 
final choice for financial system modernization, we reviewed each 
component’s AA, including a description of (1) the alternatives 
considered, (2) the market research conducted, (3) the three alternatives 
evaluated, (4) the selection criteria used and how the criteria were 
weighted, (5) how each alternative scored against the selection criteria, 
                                                                                                                     
4The resulting average score, for each characteristic, corresponds to one of the five 
qualitative categories, as follows: not met = 1.0 to 1.4, minimally met = 1.5 to 2.4, partially 
met = 2.5 to 3.4, substantially met = 3.5 to 4.4, and fully met = 4.5 to 5.0.   
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and (6) the alternative that scored the best according to the component’s 
evaluation. 

To determine the extent to which DHS managed the risks of using IBC 
consistent with risk management best practices, we reviewed DHS’s and 
TRIO components’ risk management guidance and other documentation 
supporting their risk management efforts, including risk registers, 
mitigation plans, status reports, and risk management meeting minutes. 
We also met with officials to gain an understanding of the key processes 
and documents used for managing and reporting on TRIO project risks. 
We assessed the processes against best practices that the Software 
Engineering Institute (SEI) identified. The practices we selected are 
fundamental to effective risk management activities. These practices are 
identified in SEI’s Capability Maturity Model® Integration (CMMI®) for 
Acquisition, Version 1.3.
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5 

In particular, the key best practices for preparing for risk management are 

· determine risk sources and categories, 

· define risk parameters, and 

· establish a risk management strategy. 

The key best practices for identifying and analyzing risks are 

· identify risks and 

· evaluate, categorize, and prioritize risks. 

The key best practices for mitigating identified risks are 

· develop risk mitigation plans and 

· implement risk mitigation plans. 

We applied the criteria from the CMMI risk management process area to 
determine the extent to which the expected practices were implemented, 
or future activities were planned for, by the program office. The rating 
system we used is as follows: (1) meets, or generally satisfies all 
elements of the specific practice; (2) partially meets, or generally satisfies 
                                                                                                                     
5Software Engineering Institute, CMMI® for Acquisition, Version 1.3, CMU/SEI-2010-TR-
032 (Hanscom Air Force Base, Mass.: November 2010).   
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a portion of specific practice elements; and (3) does not meet, or does not 
satisfy specific practice elements. 

In the context of the best practices methodology, we assessed the 
reliability of TRIO project risk data contained in DHS’s risk register. We 
interviewed officials on how the risk register was developed and 
maintained, including key control activities used to provide reasonable 
assurance of the accuracy of the information reported in the register. We 
reviewed DHS’s July 2016 risk register and minutes from risk 
management committee meetings (one meeting per quarter, randomly 
selected). Of 120 TRIO project risks on the July 2016 risk register, we 
found 13 risks with missing data. Of 47 active risks identified, 28 risk 
records had not been modified in the previous 3 months and the register 
did not indicate when their accuracy was last confirmed and 35 risks were 
beyond their indicated impact dates but had not been marked as issues. 
We concluded that the pervasiveness of these data reliability problems 
decreased the usefulness of the risk register in connection with managing 
TRIO project risks. 

To determine the key factors or challenges that have impacted the TRIO 
project and DHS’s plans for completing remaining key priorities, we met 
with DHS, IBC, Office of Financial Innovation and Transformation, and 
Unified Shared Services Management office officials and Office of 
Management and Budget staff to obtain their perspectives. In addition, we 
reviewed documentation provided by these officials, including TRIO 
project status reports and memorandums, leadership briefings, and other 
presentations. 

We conducted this performance audit from March 2016 to September 
2017 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 
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Appendix II: Best Practices for the 
Analysis of Alternatives Process 
Many guides describe an approach to an analysis of alternatives (AOA); 
however, there is no single set of practices for the AOA process that has 
been broadly recognized by both the government and private sector 
entities. GAO has previously identified 22 best practices for an AOA 
process by (1) compiling and reviewing commonly mentioned AOA 
policies and guidance used by different government and private sector 
entities and (2) incorporating experts’ comments on a draft set of 
practices to develop a final set of practices.1 These practices are based 
on longstanding, fundamental tenets of sound decision making and 
economic analysis. 

In addition, these practices can be applied to a wide range of activities in 
which an alternative must be selected from a set of possible options, as 
well as to a broad range of capability areas, projects, and programs. 
These practices can provide a framework to help ensure that entities 
consistently and reliably select the project alternative that best meets 
mission needs. The guidance below is an overview of the key principles 
that lead to a successful AOA process and not as a “how to” guide with 
detailed instructions for each best practice identified. 

The 22 best practices that GAO identified are grouped into the following 
five phases: 

1. Initialize the AOA process: Includes best practices that are applied 
before starting the process of identifying, analyzing, and selecting 
alternatives. This includes determining the mission need and 
functional requirements, developing the study time frame, creating a 
study plan, and determining who conducts the analysis. 

2. Identify alternatives: Includes best practices that help ensure that 
the alternatives to be analyzed are sufficient, diverse, and viable. 

                                                                                                                     
1The 22 best practices listed in this appendix were published in GAO, Amphibious Combat 
Vehicle: Some Acquisition Activities Demonstrate Best Practices; Attainment of 
Amphibious Capability to be Determined, GAO-16-22 (Washington, D.C.: Oct. 28, 2015). 
This report updated the AOA best practices initially published in GAO, DOE and NNSA 
Project Management: Analysis of Alternatives Could Be Improved by Incorporating Best 
Practices, GAO-15-37 (Washington, D.C.: Dec. 11, 2014). 

http://www.gao.gov/products/GAO-16-22
http://www.gao.gov/products/GAO-15-37
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3. Analyze alternatives: Includes best practices that compare the 
alternatives to be analyzed. The best practices in this category help 
ensure that the team conducting the analysis uses a standard, 
quantitative process to assess the alternatives. 

4. Document and review the AOA process: Includes best practices 
that would be applied throughout the AOA process, such as 
documenting all steps taken to initialize, identify, and analyze 
alternatives and to select a preferred alternative in a single document. 

5. Select a preferred alternative: Includes a best practice that is 
applied by the decision maker to compare alternatives and to select a 
preferred alternative. 

The five phases address different themes of analysis necessary to 
complete the AOA process, and comprise the beginning of the AOA 
process (defining the mission needs and functional requirements) through 
the final step of the AOA process (selecting a preferred alternative). 

We also identified four characteristics that relate to a reliable, high-quality 
AOA process—that the AOA process is well-documented, 
comprehensive, unbiased, and credible. Table 4 shows the four 
characteristics and their relevant AOA best practices. 

Table 4: GAO-Identified Best Practices and Four Characteristics of a Reliable, High-Quality Analysis of Alternatives Process 
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Characteristic Best practice 
Well-documented: The analysis of alternatives (AOA) 
process is thoroughly described, including all source data, 
and clearly detailed methodologies, calculations and results, 
and selection criteria are explained. 

12.  Identify significant risks and risk mitigation strategies 
14.  Tie benefits and effectiveness to mission need 
18.  Document AOA process in a single document 
19.  Document assumptions and constraints 

Comprehensive: The level of detail for the AOA process 
ensures that no alternatives are omitted and that each 
alternative is examined thoroughly for the project’s entire life 
cycle. 

1.  Define mission need 
3.  Develop AOA time frame 
8.  Develop list of alternatives 
11. Assess alternatives’ viability 
15. Develop life-cycle cost estimates (LCCE) 

Unbiased: The AOA process does not have a predisposition 
toward one alternative over another but is based on 
traceable and verified information. 

2.  Define functional requirements 
4.  Establish AOA team 
6.  Weight selection criteria 
7.  Develop AOA process plan 
13. Determine and quantify benefits and effectiveness 
20. Ensure that AOA process is impartial 
22. Compare alternatives 
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Characteristic Best practice
Credible: The AOA process discusses any limitations of the 
analysis resulting from the uncertainty surrounding the data 
to assumptions made for each alternative. 

5.  Define selection criteria 
9.  Describe alternatives 
10. Include baseline alternative 
16. Include a confidence interval or range for LCCEs 
17. Perform sensitivity analysis 
21. Perform independent review 

Source: GAO.  |  GAO-17-799 

Note: GAO, Amphibious Combat Vehicle: Some Acquisition Activities Demonstrate Best Practices; 
Attainment of Amphibious Capability to be Determined, GAO-16-22 (Washington, D.C.: Oct. 28, 
2015). 

Conforming to the 22 best practices helps ensure that the preferred 
alternative selected is the one that best meets the agency’s mission 
needs. Not conforming to the best practices may lead to an unreliable 
AOA process, and the agency will not have assurance that the preferred 
alternative best meets mission needs. 

http://www.gao.gov/products/GAO-16-22
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Appendix III: GAO Assessment of 
TRIO Components’ Alternatives 
Analyses 
The Department of Homeland Security’s TRIO components—the U.S. 
Coast Guard (Coast Guard), Transportation Security Administration 
(TSA), and Domestic Nuclear Detection Office (DNDO)—conducted 
alternatives analyses (AA) during 2012 and 2013 to determine the best 
alternative for transitioning to a modernized financial management system 
solution. We evaluated the TRIO components’ AA processes against 
analysis of alternatives (AOA) best practices GAO identified as necessary 
characteristics of a reliable, high-quality AOA process (described in app. 
II). 

GAO’s assessment of the extent to which Coast Guard’s, TSA’s, and 
DNDO’s AAs met each of the 22 best practices is detailed in tables 5, 6, 
and 7. 

Table 5: GAO Assessment of the U.S. Coast Guard’s Alternatives Analysis, by Best Practice 

Best practice Summary of GAO assessment 
Phase I. Initialize the analysis of alternatives (AOA) process 
1. Define mission need 

Score 4 – substantially met 
The Mission Needs Statement approved by agency officials in February 2013 
described U.S. Coast Guard’s (Coast Guard) mission needs for the financial system 
modernization. These needs were further defined in the agency’s Operational 
Requirements Document dated July 2013, after the alternatives analysis (AA) dated 
November 2012. 

2. Define functional requirements 
Score 2 – minimally met 

The Mission Needs Statement outlined Coast Guard’s functional requirements for the 
financial system modernization. These requirements were further defined in the 
agency’s Operational Requirements Document and Department of Homeland 
Security (DHS) Requirements Traceability Matrix. However, these documents were 
prepared after the AA dated November 2012. 

3. Develop AOA time frame 
Score 3 – partially met 

While the AA lacked a time frame or project schedule for the analysis, Coast Guard’s 
Plan of Action and Milestones worksheet dated August 2012 detailed phases, 
activities, and subactivities with start and end dates for most phases. However, dates 
were missing for later phases of the process (e.g., design, development and testing, 
and implementation). 

4. Establish AOA team 
Score 4 – substantially met 

The project team included representatives from financial operations, information 
technology, logistics, contracting, and legal functions and the Coast Guard Financial 
Center end users. There was no evidence indicating that subject matter experts were 
included in the project team; however, Coast Guard stated that the team included 
cost estimators and staff who managed budgets and expenditures. 
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Best practice Summary of GAO assessment
5. Define selection criteria 

Score 4 – substantially met 
As evaluation factors, Coast Guard’s AA used 19 major and minor criteria grouped 
into three broad categories: life cycle costs, risk, and value. However, the criteria 
were not tied to the mission need. 

6. Weight selection criteria 
Score 3 – partially met 

Coast Guard’s AA documented the initial weighting of the three broad categories 
used as evaluation factors: life cycle costs (44.6 percent), risk (34.6 percent), and 
value (20.8 percent). However, the team decided later not to assess the life cycle 
costs using its decision support tool and to evaluate only based on cost criteria, and 
no rationale for this decision was provided. 

7. Develop AOA process plan 
Score 4 – substantially met 

The AA process was described in Coast Guard’s AA. However, the plan did not 
include a work breakdown structure to compare the alternatives to the baseline and 
to each other. 

Phase II. Identify alternatives 
8. Develop list of alternatives 

Score 4 – substantially met 
Nine alternatives were initially analyzed in Coast Guard’s AA dated January 2012. 
Although additional market research to gain a better understanding of the 
commercial marketplace was completed in June 2013 (after the AA), consideration of 
commercial providers in developing the list of alternatives for the AA was not 
apparent. 

9. Describe alternatives 
Score 4 – substantially met 

Descriptions of the three alternatives considered feasible and selected for further 
analysis were included in Coast Guard’s AA: Current Core Accounting System (CAS) 
Suite, CAS Suite for future, and shared service provider (SSP). In addition, each 
alternative description included assumptions, life cycle cost estimates, value analysis 
results, and risk analysis results. However, descriptions of the six alternatives it 
considered nonviable were limited. 

10. Include baseline alternative 
Score 4 – substantially met 

In the Coast Guard AA, the current system environment was considered a status quo 
baseline alternative among the initial nine alternatives; however, its capabilities were 
not sufficiently discussed to support a robust comparison to other alternatives. 

11. Assess alternatives’ viability 
Score 4 – substantially met 

While three alternatives were considered feasible and selected for further analysis in 
the Coast Guard AA, the rationale for eliminating the other six alternatives was not 
documented. 

Phase III. Analyze alternatives 
12. Identify significant risks and mitigation 

strategies 
Score 3 – partially met 

In the Coast Guard AA, 19 risk factors that the Office of Management and Budget 
(OMB) identified were used after the initial vetting process yielded three alternatives 
for further analysis. Risk mitigation strategies, however, were not covered in the AA. 

13. Determine and quantify 
benefits/effectiveness 
Score 4 – substantially met 

The Coast Guard AA used a Value Measuring Methodology to document the relative 
value of the three viable alternatives, and a standard process was used to develop 
each alternative’s value score. Value Measuring Methodology guidance from the 
Federal Chief Information Officers Council was used. While this is documented and 
consistently applied to all alternatives, it does not facilitate the net present value 
calculation. 

14. Tie benefits/effectiveness to mission need 
Score 4 – substantially met 

The Coast Guard AA explained how each alternative would be applicable to specific, 
global requirements needed by the agency. However, the AA report did not tie the 
five value measure items to the Mission Needs Statement. 
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Best practice Summary of GAO assessment
15. Develop life cycle cost estimates (LCCE) 

Score 3 – partially met 
A high-level description of the methodology was included in the Coast Guard AA, but 
2009 discount rates were used instead of more recent discount rates (2012). The AA 
included key assumptions and a table showing what costs were included in the 
estimate and addressed those costs that were excluded from the cost estimates. 
However, the cost estimates relied heavily on rough order of magnitude estimates 
provided to Coast Guard by service providers. Coast Guard officials stated that they 
did not review the criteria associated with these estimates, and it is not clear from the 
AA how they were used to develop the cost estimate for each alternative. 

16. Include a confidence interval or range for 
LCCEs 
Score 3 – partially met 

To determine the impact of risk on the AA’s cost estimates, Coast Guard assigned a 
risk category probability and impact rating to each phase. However, it was unclear 
how these risks were developed, whether the AA team compared the alternatives’ 
risk-adjusted costs consistently, and what inputs/assumptions were used to model 
risk for the analysis. 

17. Perform sensitivity analysis 
Score 2 – minimally met 

Coast Guard stated that the decision tool used for its analysis included risk and value 
selection criteria; however, there was no documentation in the report and no 
indication that the decision tool itself evaluated the impact that changing assumptions 
had on the overall cost or benefit analysis. 

Phase IV. Document and review the AOA process  
18. Document AOA process in a single 

document 
Score 3 – partially met 

While the Coast Guard AA included the analysis and selection of alternatives, other 
analyses used to identify alternatives were developed in separate Coast Guard (e.g., 
the Mission Needs Statement and Operational Requirements Document) and DHS 
(e.g., Requirements Traceability Matrix) documents. However, the AA did not provide 
a preferred alternative, and the Mission Needs Statement was prepared separately 
and was not well-defined as part of the AA. 

19. Document assumptions and constraints 
Score 3 – partially met 

General assumptions were detailed in the Coast Guard AA, and specific assumptions 
were considered for the three viable alternatives. However, no constraints were 
documented for two alternatives. 

20. Ensure AOA process is impartial 
Score 2 – minimally met 

While not stated in the general assumptions and market research, the factors and 
global requirements listed in the Coast Guard AA appear biased to an Oracle 
Financials solution. The AA states that Oracle Financials would present savings 
opportunities and make integration with the Coast Guard acquisition system less 
complicated and costly. Also, the contractor states in its AA methodology and plan 
that it identified potential criteria based on “the team’s experience with other 
installations of Oracle Financials.” 

21. Perform independent review 
Score 3 – partially met 

The Coast Guard AA stated that an independent body analyzed the feasibility, 
impact, risks, performance, security, cost, and benefits of the nine initial alternatives, 
but this review was not evidenced in the AA. 

Phase V. Select a preferred alternative 
22. Compare alternatives 

Score 2 – minimally met 
While the Coast Guard AA states that present value was used for the cost and a 
value measure for the benefits, the report does not address net present value. 

Source: GAO assessment of Coast Guard information.  |  GAO-17-799 
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Table 6: GAO Assessment of the Transportation Security Administration’s Alternatives Analysis, by Best Practice 
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Best practice Summary of GAO assessment 
Phase I. Initialize the analysis of alternatives (AOA) process 
1. Define mission need 

Score 5 – fully met 
The Mission Needs Statement appendix to the alternatives analysis (AA) dated 
February 2013 described the Transportation Security Administration’s (TSA) mission 
needs for the financial system modernization. The Mission Needs Statement was 
approved by agency officials in December 2012. The Concept of Operations appendix 
further detailed these mission needs. 

2. Define functional requirements 
Score 4 – substantially met 

The requirements were outlined in the TSA AA and detailed in the Mission Needs 
Statement appendix. However, the requirements appear to be more subjective than 
functional. 

3. Develop AOA time frame 
Score 3 – partially met 

TSA’s AA contained a high-level schedule with milestone dates, and an appendix 
contained a notional schedule for the project team. However, from the schedule 
provided, it did not appear that enough time was planned for final AA review/approval. 

4. Establish AOA team 
Score 4 – substantially met 

The Financial Systems Transition Integrated Project Team (IPT) was established to 
coordinate activities related to overall acquisition planning, including an AA. TSA offices 
represented in the IPT included Financial Management, Budget & Performance, 
Information Technology, and Acquisition. The study describes the IPT members as 
subject matter experts (SME); however, no specific substantiating information was 
provided to justify the SME titles. 

5. Define selection criteria 
Score 4 – substantially met 

TSA’s AA documented four criteria used as evaluation factors: measures of operational 
effectiveness, cost, risk, and value. The criteria were not, however, tied to the mission 
need. 

6. Weight selection criteria 
Score 5 – fully met 

The value criteria in TSA’s AA weighted the other three criteria used as evaluation 
factors: measures of operational effectiveness (45 percent), cost (25 percent), and risk 
(30 percent). 

7. Develop AOA process plan 
Score 2 – minimally met 

The project schedule in the TSA AA was high level. Additionally, in TSA’s formal 
responses to GAO questions, agency officials responded that they did not create a 
process plan because it was not required by the Department of Homeland Security 
(DHS) AA guidelines. Further, in our review of DHS guidance, we found no distinction 
between the DHS AOA and AA guidelines on the process plan requirement. 

Phase II. Identify alternatives 
8. Develop list of alternatives 

Score 4 – substantially met 
Five alternatives were initially considered in TSA’s AA. Market research was performed 
to determine the available government and commercial financial system service 
providers in the market place. 

9. Describe alternatives 
Score 3 – partially met 

Brief descriptions of the three viable alternatives were included in TSA’s AA: Office of 
Management and Budget (OMB)-designated federal shared service provider (SSP), 
commercial SSP, and implementation by system integrator at DHS data center. 
However, the alternatives were described in only basic terms and lacked detail 
sufficient to support the viability, cost, and benefit/effectiveness analyses. 

10. Include baseline alternative 
Score 4 – substantially met 

In the TSA AA, the current system environment was considered a status quo baseline 
alternative among the initial five alternatives; however, there was no evidence that 
analysis was performed on the baseline for comparative purposes. 

11. Assess alternatives’ viability 
Score 3 – partially met 

Two of five alternatives in TSA’s AA were considered “nonviable”: the status quo and 
DHS federal service provider. While the AA documented why these two alternatives 
were considered nonviable, the AA lacked evidence that alternatives were examined 
using predetermined qualitative, technical, and operational factors to determine their 
viability. 
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Best practice Summary of GAO assessment
Phase III. Analyze alternatives 
12. Identify significant risks and mitigation 

strategies 
Score 3 – partially met 

Nine of the 19 risk factors that OMB identified were considered significant and the three 
viable alternatives in the TSA AA were assessed for these risks. However, risk 
mitigation strategies and a justification for using only nine OMB risk factors were not 
discussed in the AA. 

13. Determine and quantify 
benefits/effectiveness 
Score 3 – partially met 

Group Decision Making methodology was used to analyze the three viable alternatives 
in the TSA AA. This included life cycle costs and operational effectiveness, which 
focused on the ability of an alternative to support functional, technical, and operational 
objectives. However, the AA did not discuss why present value was not used to 
quantify the benefits for each alternative. 

14. Tie benefits/effectiveness to mission 
need 
Score 3 – partially met 

While mission needs were included in the TSA AA, the analysis of life cycle costs, 
operational effectiveness, risk, and value used measures that were not tied to those 
mission needs. 

15. Develop life cycle cost estimates 
(LCCE) 
 Score 2 – minimally met 

While some assumptions affecting cost estimates were identified, the work breakdown 
structure was not consistent for all alternatives. In addition, costs were not described in 
base-year dollars or then-year dollars, and no present value or cost normalization 
analysis was performed. Finally, the TSA AA did not estimate full life cycle costs as part 
of the analysis. 

16. Include a confidence interval or range 
for LCCEs 
Score 4 – substantially met 

A range of estimates (optimistic, average, and pessimistic) was prepared for each 
alternative. The Cost Analysis Working Group assigned a probability to the likelihood of 
each estimate, and then applied that probability to each estimate to calculate risk-
adjusted costs for all three alternatives. However, the weighting was based on a 
working group member’s opinion instead of being driven by data analysis. 

17. Perform sensitivity analysis 
Score 3 – partially met 

The TSA AA stated that two types of sensitivity analyses were performed: (1) partial 
sensitivity analysis and (2) best-case and worst-case scenarios. However, the AA 
lacked a discussion of the specific partial sensitivity analysis performed or the results 
and conclusions from the best-case and worst-case sensitivity analyses. 

Phase IV. Document and review the AOA process  
18. Document AOA process in a single 

document 
Score 4 – substantially met 

The TSA AA incorporated the Mission Needs Statement, Concept of Operations, 
analysis of viable and nonviable alternatives, selection methodology, and results. 
However, the selection of a preferred alternative was not included in the AA. 

19. Document assumptions and constraints 
Score 3 – partially met 

General assumptions and constraints were detailed in the TSA AA but were not 
identified for each alternative. 

20. Ensure AOA process is impartial 
Score 4 – substantially met 

No bias was observed in our review of TSA AA process. Impartiality was observed by 
the use of a computer sample to rate the measures of effectiveness. 

21. Perform independent review 
Score 3 – partially met 

The TSA AA was approved by individuals outside of the IPT, but it was not clear if the 
review included the extent to which all best practices were followed. 

Phase V. Select a preferred alternative 
22. Compare alternatives 

Score 2 – minimally met 
Net present value analysis was not documented in the TSA AA, and agency officials 
responded to GAO interview questions that no net present value analysis was 
performed. The AA did include some discussion about ranking the alternatives but did 
not specify a preferred alternative. 

Source: GAO assessment of TSA information.  |  GAO-17-799 
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Table 7: GAO Assessment of the Domestic Nuclear Detection Office’s Alternatives Analysis, by Best Practice 
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Best practice Summary of GAO assessment 

Phase I. Initialize the analysis of alternative (AOA) process 
1. Define mission need 

Score 4 – substantially met 
The mission needs section of the alternatives analysis (AA) dated June 2013 describes 
the Domestic Nuclear Detection Office’s (DNDO) mission needs for the financial system 
modernization. A Mission Needs Statement (MNS) attachment included additional 
information on mission needs and capability gaps, but it was undated, marked “draft,” 
and lacked approval by agency officials. The final MNS was dated June 2014, a year 
after the AA. 

2. Define functional requirements 
Score 3 – partially met 

While the AA contained a brief core requirements section, the MNS attachment to the 
AA described DNDO’s functional requirements for the financial system modernization. 
However, the requirements were not prioritized or traceable to the MNS. 

3. Develop AOA time frame 
Score 5 – fully met 

The DNDO Project Management Plan, including project schedule and Gantt chart, was 
drafted in October 2012. Based on the February 2013 progress report, the plan was 
finalized in October 2012 and the AA was started in November 2012. 

4. Establish AOA team 
Score 5 – fully met 

DNDO’s AA stated that a consultant performed the study, and résumés were provided 
for the team’s three key members who had project management, financial 
management, life cycle cost estimating, risk management, and other applicable 
experience. Each member’s résumé reflected over 20 years of experience, some with 
advance degrees and professional licenses and certifications. 

5. Define selection criteria 
Score 5 – fully met 

DNDO’s AA documented three criteria used as evaluation factors: operational 
effectiveness, risk assessment, and economic analysis. 

6. Weight selection criteria 
Score 5 – fully met 

DNDO’s AA documents the weighting of the three criteria used as evaluation factors: 
operational effectiveness (40 percent), risk assessment (35 percent), and economic 
analysis (25 percent). The study then weighted/scaled the criteria within each category. 

7. Develop AOA process plan 
Score 3 – partially met 

DNDO’s AA includes a baseline alternative; evaluation methodology; selection criteria; 
work breakdown structure (WBS); and measures used to rate, rank, and decide among 
alternatives. The AA, however, did not include a process plan, the critical questions to 
be explored, the basis of estimates, and WBS to compare the alternatives to the 
baseline and each other. 

Phase II. Identify alternatives 
8. Develop list of alternatives 

Score 3 – partially met 
DNDO’s AA indicated that eight service providers were contacted, resulting in five 
alternatives. These alternatives included three viable alternatives: external federal 
service provider with accounting operations, external federal service provider without 
accounting operations, and commercial service provider. The discussion of market 
research, however, did not include what the original eight alternatives were or which 
federal agencies were contacted/interviewed. 

9. Describe alternatives 
Score 5 – fully met 

Full descriptions of the three viable alternatives were included in DNDO’s AA: External 
federal service provider with accounting operations, external federal service provider 
without accounting operations, and commercial service provider. 

10. Include baseline alternative 
Score 4 – substantially met 

In the DNDO AA, the baseline reference case alternative was a status quo continuation 
of the current U.S. Coast Guard Core Accounting System, which was used to compare 
to the other alternatives. However, there were no descriptions of the reference case 
included in the comparison. 

11. Assess alternatives’ viability 
Score 4 – substantially met 

Two of five alternatives were considered “nonviable”: the baseline reference case 
(status quo) and internal service provider. DNDO’s AA included the reasons why the 
alternatives were considered nonviable. 
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Best practice Summary of GAO assessment
Phase III. Analyze alternatives 
12. Identify significant risks and mitigation 

strategies 
Score 3 – partially met 

Eight of the 19 risks identified in Office of Management and Budget (OMB) guidance 
were considered relevant and the three viable alternatives in the DNDO AA were 
assessed for these risks. In the risk matrix used to assess the 8 risks, DNDO identified 
a “plan” for risks in each risk category. Also, DNDO used the Department of Homeland 
Security risk register tool, which considers a risk mitigation action in its “risk response.” 
However, the AA does not state why the other 11 OMB-identified risks were not 
relevant. 

13. Determine and quantify 
benefits/effectiveness 
Score 4 – substantially met 

A subteam used OMB guidance to determine benefits-cost avoidance and improved 
operational performance. Furthermore, since operational effectiveness, or the impact of 
improving mission performance, was a decision criterion in the DNDO AA, additional 
benefits were outlined in the DNDO Financial Operations and Performance Analysis. 
While benefits were described at a high level, the assumptions for each alternative 
were not.   

14. Tie benefits/effectiveness to mission 
need 
Score 3 – partially met 

The MNS included a discussion of benefits, such as efficiency and effectiveness. 
However, the four measures of effectiveness evaluation categories included in the 
MNS were different than the four in the DNDO measures of performance for 
alternatives and were not tied together. 

15. Develop life cycle cost estimates 
(LCCE) 
Score 3 – partially met 

DNDO’s AA presented a 10-year LCCE for each of the three alternatives. Additionally, 
the LCCE was organized by a common WBS used for all alternatives, with annual and 
total costs displayed for each element. However, DNDO officials stated that a WBS 
dictionary and additional supporting documentation had not been developed to define 
the WBS elements, and the data supporting the LCCEs were based on rough order of 
magnitude estimates with no insight regarding the historical data used to develop these 
estimates and no cost models for GAO to use to further examine DNDO alternatives’ 
estimates for errors. 

16. Include a confidence interval or range 
for LCCEs 
Score 4 – substantially met 

A risk analysis tool was used to develop high-confidence estimates using a quantifiable 
risk and uncertainty assessment in the DNDO AA. LCCEs and present value 
calculations for each alternative were presented as a range of costs. However, the level 
of certainty for the point estimates was not documented. 

17. Perform sensitivity analysis 
Score 2 – minimally met 

There was no specific discussion of a sensitivity analysis performed on the costs or 
benefits for any alternative in the DNDO AA. Agency officials stated that they did not 
anticipate much variance because of work characterized by a small workforce and 
stable environment. However, they acknowledged that for completeness, a sensitivity 
analysis could have been documented for the costs and benefits of the alternatives. 

Phase IV. Document and review the AOA process 
18. Document AOA process in a single 

document 
Score 4 – substantially met 

Though the draft MNS and other supporting analyses were attachments instead of 
being incorporated as appendixes in the DNDO AA, the report included its 
assumptions, description and evaluation of alternatives, decision criteria, and final 
evaluation resulting in the selection of a preferred alternative. 

19. Document assumptions and constraints 
Score 4 – substantially met 

General assumptions were detailed in the DNDO AA but were not specifically justified 
for each alternative. Schedule constraints were mentioned in the final evaluation of 
alternatives and for the nonviable internal service provider alternative. 

20. Ensure AOA process is impartial 
Score 4 – substantially met 

No bias was noted in the process for the DNDO AA. 

21. Perform independent review 
Score 3 – partially met 

According to agency officials, the final AA was reviewed and approved by the DNDO 
technical staff, but there was no evidence that the Solution Development Process and 
Governance Review Board reviewed the AA. Also, all reviews occurred after the AA 
was completed rather than throughout the AA process. 
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Best practice Summary of GAO assessment
Phase V. Select a preferred alternative 
22. Compare alternatives 

Score 4 – substantially met 
The economic assessment in the DNDO AA used net present value to compare the 
alternatives to the baseline and determine the net cost avoidance for each alternative 
rather than developing a comparison of discounted costs to discounted benefits for 
each alternative. 

Source: GAO assessment of DNDO information.  |  GAO-17-799 
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Appendix VI: Accessible Data 

Agency Comment Letter 

Text of Appendix IV: Comments from the Department of 
Homeland Security 

Page 1 

September 14, 2017 

Asif A. Khan 

Director, Financial Management and Assurance 

U.S. Government Accountability Office 441 G Street, NW 

Washington, DC 20548 

Re: Management ' s Response to Draft Report GAO-17-799, "DHS 
FINANCIAL MANAGEMENT: Better Use of Best Practices Could Help 
Manage System Modernization Project Risks" 

Dear Mr. Khan: 

Thank you for the opportunity to review and comment on this draft report. 
The U.S. Department of Homeland Security (OHS) appreciates the U.S. 
Government Accountability Office' s (GAO) work in planning and 
conducting its review and issuing this report. 

The Department is pleased to note GAO's positive recognition of the 
significant effort and resources OHS has devoted to mitigating program 
management-related challenges involving DHS's Financial System 
Modernization (FSM) program.  This includes challenges brought on by 
the Department of Interior's Interior Business Center' s (DOI IBC) lack of 
resources and the constraints customers must contend with in the federal 
shared service provider (FSSP) model. OHS also appreciates·GAO' s 
careful review of our technical comments and incorporation of additional 
contextual information such as program milestones and timelines that 
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more specifically describe the challenges faced and many of the steps 
DHS has taken to mitigate risks and resolve program issues. 

DHS remains committed to the FSM program, which focuses on 
achieving financial system modernization throughout the Department. 
DHS will continue to apply sound program and risk management best 
practices to achieve its modernization goals. 

Regarding the Trio Analysis of Alternatives (AOA) and Alternative 
Analyses (AA), OHS recognizes these would have benefitted from 
following GAO-identified best practices.
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1 However , it is important to note 
that these best practices were published more than two years 

after the AAs were completed. DHS recently updated its AOA and AA 
guidebooks to incorporate these and other best practices. 

The draft report contains two recommendations with which the 
Department concurs. Please see the attached for our detailed response 
to each recommendation. 

Again, thank you for the opportunity to review and comment on this draft 
report. Technical comments were previously provided under separate 
cover. Please feel free to contact me if you have any questions. We look 
forward to working with you in the future. 

Sincerely, 

Jim H. Crumpacker 

Director 

Departmental GAO-OIG Liaison Office 

Attachment 

                                                                                                                     
1 GAO, "Amphibious Combat Vehicle: Some Acquisition Activities Demonstrate Best 
Practices; Attainment of Amphibious Capability to be Detem1ined," GAO-16-22 
(Washington, D.C.: October 28, 2015), and GAO, "DOE and NNSA Project Management: 
Analysis of Alternatives Could Be Improved by Incorporating Best Practice s," GAO-15-37 
(Washington, D.C.: December I I , 2014). 
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Attachment: DHS Management Response to Recommendations 
Contained in GA0-17-799 

GAO recommended that the DHS Under Secretary for Management: 

Recommendation 1: 

 Develop and implement effective processes and improve guidance to 
reasonably assure that future AAs fully follow AOA process best practices 
and reflect the four characteristics of a reliable, high-quality AOA process. 

Response: Concur.  

DHS agrees that effective processes and guidance are necessary to 
assure best practices are followed for the AOA process and has already 
implemented this recommendation. On April 18, 2016, the DHS Under 
Secretary for Management signed and issued DHS Guidebook I 02-01-
103-01 , "Systems Engineering Life Cycle Guidebook." This guidebook 
provides improved AOA/AA instructions and guidance to the DHS 
acquisition community. The guidebook does not reference, by name, the 
four characteristics of a high quality AOA process; however it does 
account for them. 

More specifically, the guidebook divides the AOA/AA process into three 
major phases: planning, execution, and reporting. During the planning 
phase, the AOA/AA study plan is developed and reviewed during a fonnal 
study plan review. During the execution phase, the data and analytical 
artifacts that are necessary to assess the relative effectiveness, 
suitability, life cycle cost, and risks of alternative solutions are identified 
and acquired, and the analysis is performed. During the reporting phase, 
the findings of the execution phase are documented and presented to 
decision makers. This process is highly integrated with the development 
of other acquisition related documents such as the concept of operations, 
operational requirements document, integrated logistics support plan, and 
life cycle cost estimate. 

In addition, DHS Instruction 102-01-001 Rev 01 , " Acquisition 
Management Instruction," dated March 9, 2016, mandates the review and 
approval requirements for AOA/AA Study Plans and AOA /AA final 
documents. The AOA/AA Study Plans for Level I and 2 programs (those 
with life cycle cost estimates of $300M or greater) are jointly approved by 
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two DHS Headquarters officials- the Director of Program Analysis and 
Evaluation and the Executive Director of the Office of Program 
Accountability and Risk Management. The final AOA/AA documents for 
Level 1 and 2 programs are approved by the Component Acquisition 
Executives. These requirements help ensure that the Department has 
input and approval authority with respect to how the alternative analysis 
will be conducted (the Study Plan), but it leaves approval of the AOAIAA 
document at the Component level. 

A copy of the aforementioned guidebook and instruction were provided to 
GAO under separate cover. We request that GAO consider this 
recommendation resolved and closed as implemented. 

Recommendation 2:  

Improve the Risk Management Planning Handbook and other relevant 
guidance for managing risks associated with financial management 
system modernization projects to fully incorporate risk management best 
practices, including 

Page 3 
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· defining thresholds to facilitate review of performance metrics to 
determine when risks become unacceptable; 

· identifying and analyzing risks to include periodically reconsidering 
risk sources, documenting risks specifically related to the lack of 
sufficient, reliable cost and schedule information needed to help 
properly manage and oversee the project, and timely disposition of 
[independent verification and validation] IV&V-identified risks; 

· developing risk mitigation plans with specific risk handling activities, 
the cost and benefit of implementing them, and contingency plans for 
selected critical risks; and 

· implementing risk mitigation plans to include establishing periods of 
performance for risk handling activities and defining time intervals for 
updating and certifying the accuracy and completeness of information 
on risks in DHS's risk register. 

Response:  Concur.  

 DHS agrees that the Risk Management Planning Handbook, dated 
August 26, 2014, required updating to fully incorporate risk management 
best practices.  The DHS Office of Program Accountability and Risk 
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Management (PARM) has already revised the handbook, which is 
currently going through the departmental review and leadership clearance 
process prior to final publication. The handbook also describes a set of 
processes to identify risk, the root cause of the risk, and development of a 
Risk Register and Risk Management Plan.  It also provides program 
managers a process that affords better control and mitigation of program 
risk, how to present to and inform leadership of risk, and actions to be 
taken in response to risk. 

The handbook does not focus on methodology, but rather process (there 
are many methods that a program manager could employ) .  The 
handbook provides clarity for program managers related to when risk 
planning begins and when it is revisited, as well as examples of 
acceptable risk statements and unacceptable risk statements. 

Estimated Completion Date: December 31, 2017 
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