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What GAO Found

The Transportation Security Administration’s (TSA) Office of Training and
Development (OTD) assesses air marshals’ training needs using several
information sources, but opportunities exist to obtain more feedback from air
marshals on whether the training courses they must take met their needs. OTD
primarily assesses air marshals’ training needs by holding curriculum
development and review conferences composed of OTD officials, training
instructors, and other subject matter experts. In assessing courses, conference
participants use, among other things, the results of surveys that some air
marshals complete on the effectiveness of their training. However, while OTD
administers these surveys for air marshal candidates and newly graduated air
marshals, it does not use them to obtain feedback from incumbent air marshals
on the effectiveness of their annual recurrent training courses. Systematically
gathering feedback from incumbent air marshals would better position OTD to
fully assess whether the training program is meeting air marshals’ needs.
Additionally, among the training surveys that OTD does currently administer to
air marshals, the response rates have been low. For example, among newly
hired air marshals and their supervisors from 2009 through 2011—the last three
full years in which the Federal Air Marshal Service (FAMS) hired air marshals—
the survey response rates ranged from 16 to 38 percent. Until OTD takes steps
to achieve sufficient response rates, OTD cannot be reasonably assured that the
feedback it receives represents the full spectrum of views held by air marshals.

FAMS relies on its annual recurrent training program to ensure incumbent air
marshals’ mission readiness, but additional actions could strengthen FAMS'’s
ability to do so. First, FAMS does not have complete and timely data on the
extent to which air marshals have completed their recurrent training. For
example, nearly one-quarter of all training records for calendar year 2014 had
not been entered into FAMS’s training database within the required time period.
Policies that specify who is responsible at the headquarters level for overseeing
these activities could help FAMS ensure its data on air marshals’ recurrent
training are accurate and up to date. Second, FAMS requires air marshals to
demonstrate proficiency in marksmanship by achieving a minimum score of 255
out of 300 on the practical pistol course every quarter. However, for the
remaining recurrent training courses FAMS does not assess air marshals’
knowledge or performance in these courses against a similarly identified level of
proficiency, such as by requiring examinations or by using checklists or other
objective tools. More objective and standardized methods of determining
incumbent air marshals’ mission readiness, as called for by the Department of
Homeland Security’s (DHS) Learning Evaluation Guide, could help FAMS better
and more consistently assess air marshals’ skills and target areas for
improvement. Additionally, in 2015 FAMS developed a health, fithess, and
wellness program to improve air marshals’ overall health and wellness, but it is
too early to gauge the program’s effectiveness.

This is a public version of a sensitive report that GAO issued in June 2016.
Information that TSA deems “Sensitive Security Information” has been removed.
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GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

September 14, 2016
Congressional Requesters:

The successful bombing of Metrojet’s flight 9268 on October 31, 2015, as
well as attempts or plots by other terrorist organizations or individuals to
detonate explosives onboard commercial aircraft, demonstrate that
terrorists are continuing to target the aviation sector.” To help ensure the
security of the nation’s civil aviation system addresses such threats, the
Office of Law Enforcement/Federal Air Marshal Service (FAMS), an Office
within the Department of Homeland Security’s (DHS) Transportation
Security Administration (TSA), is tasked with promoting confidence in the
nation’s aviation system through the deployment of federal air marshals to
protect U.S. air carriers, airports, passengers, and crews.? While
deployed, these air marshals’ mission is to deter, detect, and defeat
terrorist or other criminal hostile acts. TSA established the Federal Air
Marshal Training Program (FAMTP) to provide air marshals with the
knowledge, skills, and abilities necessary to recognize and respond
effectively, including through the use of deadly force, to threats they may
encounter while deployed on a mission to protect the traveling public. The
unique operating environment of air marshals—the relatively tight
confines of an airplane, the possibility of air turbulence, and the presence
of numerous passengers and crew—nhighlights the importance of ensuring
that air marshals are well trained and capable of successfully carrying out
their duties.

You asked us to assess the training that air marshals receive to ensure
they effectively respond to the incidents that they encounter. This report
addresses the following questions:

1Flight 9268 was destroyed over the Sinai Desert killing all 217 passengers and seven
crew members on board. The Sinai Province Affiliate of the Islamic State later claimed
responsibility. In 2006 terrorist cells in Great Britain planned to carry bomb materials—
including liquid explosives—on flights from London to cities in the United States and
Canada. These materials were to be assembled and detonated while in flight. Police were
able to learn of the plot and arrest the plotters before any attacks were carried out. On
Christmas Day 2009, while on a flight from Amsterdam to Detroit, Umar Farouk
Abdulmutallab attempted to detonate explosives hidden in his underwear. After he set his
underwear on fire, passengers were able to restrain him and prevent detonation.

2See Pub. L. No. 107-71, § 105, 115 Stat. 597, 606-08 (2001) (codified as amended at 49
U.S.C. § 44917).
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« How does TSA assess the training needs of air marshal candidates
and incumbent air marshals, and what opportunities exist, if any, to
improve this assessment?

« To what extent does FAMS ensure that incumbent air marshals are
mission ready?

This report is a public version of the prior sensitive report that we
provided to you. TSA deemed some of the information in the report as
sensitive security information, which must be protected from public
disclosure.® Therefore, this report omits this information, such as specific
numbers of air marshals and specific types of training that air marshals
reported needed to be added to FAMS’s training curriculum to address
changes in air marshals’ responsibilities. Although the information
provided in this report is more limited in scope in that it excludes such
information, it addresses the same questions as the sensitive report and
the methodology used for both reports is the same.

To address the first objective, we reviewed TSA guidance and other
relevant documents describing TSA’s processes for evaluating the
existing curriculum and developing new courses for air marshal
candidates and incumbent air marshals, and interviewed senior Office of
Training and Development (OTD) officials responsible for these efforts.*
We also analyzed documentation on the results of training curriculum
assessments OTD conducted to identify recommendations made to
improve training and the extent to which OTD implemented the
recommendations. OTD conducted these assessments from May 2007
through April 2014. We then compared OTD’s training development and

3See 49 C.F.R. pt. 1520.
“For the purpose of this report, we define air marshal candidates as those who have not

yet completed the 16 and one-half week air marshal training program for newly hired air
marshals.
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evaluation processes to key principles identified in DHS guidance on
training evaluation,® and GAQ'’s prior work on training and development.®

We also obtained the available response rates for surveys that OTD
conducted of FAMTP graduates and their supervisors on the
effectiveness of FAMTP courses for calendar years 2009 through 2011—
the last three full years that FAMS hired air marshals. In addition, we met
with senior OTD officials to discuss the actions that had been taken to
improve these response rates, and compared these actions to Office of
Management and Budget (OMB) standards and guidance for conducting
surveys.’ Further, we visited the TSA Training Center (TSATC) in Atlantic
City, New Jersey and 7 of 22 FAMS field offices, which we selected to
reflect a range in size (as determined by the number of air marshals
assigned to the office) and geographic dispersion.® At TSATC, we
interviewed TSATC management and training instructors and toured the
facility. At the field offices, we interviewed field office management,
supervisory federal air marshals (SFAM), air marshals, and training
instructors to obtain their views on the current training curriculum.® The
results of these interviews cannot be generalized to all field offices, but
provide insight into the extent to which TSA is addressing air marshals’
training needs and ensuring their mission readiness.

5See DHS, DHS Learning Evaluation Guide (Washington, D.C.: October 2010).

8GAO, HUMAN CAPITAL: A Guide for Assessing Strategic Training and Development
Efforts in the Federal Government, GAO-04-546G (Washington, D.C.: Mar. 1, 2004). We
developed principles for training through consultation with government officials and
experts in the private sector, academia, and non-profit organizations; examinations of laws
and regulations related to training and development in the federal government; and
reviews of the sizeable body of literature on training and development issues, including
our previous products on a range of human capital topics. The principles remain useful
because they are the most recent relevant guidance available to assess how agencies
plan, design, implement, and evaluate effective federal training and development
programs.

"OMB, Standards and Guidelines for Statistical Surveys (September 2006).

8n 2015, TSA changed the name of the FAMS Training Center to the TSA Training
Center. In response to findings in its 2012 staffing and field office assessment, FAMS
plans to close 2 of its 22 field offices—Cincinnati and Cleveland—by the end of fiscal year
2016.

%The SFAMSs, training instructors, and air marshals we interviewed were not randomly

selected from all personnel in the seven field offices we visited. They were selected to
participate in interviews on the basis of who was available during our planned site visits.
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To address the second objective, we assessed FAMS directives that set
forth training requirements for incumbent air marshals, analyzed air
marshals’ training data for calendar year 2014—the most recent full year
for which training data were available—to determine the extent to which
air marshals met these requirements. We interviewed senior FAMS
officials to understand how FAMS uses this information to ensure that air
marshals are mission ready. We compared the results of our analyses to
Standards for Internal Control in the Federal Government'® and GAO’s
prior work on training and development.'" We assessed the reliability of
the 2014 training data by (1) reviewing documentation on the processes
for entering air marshals’ training records into the Federal Air Marshal
Information System (FAMIS), (2) performing electronic testing for obvious
anomalies and comparing FAMIS data to FAMIS-generated reports on
training completion, and (3) interviewing knowledgeable officials about
training records and exemptions entered into FAMIS. We discuss our
findings about the reliability of these data later in this report. Additionally,
as previously discussed, we interviewed TSATC personnel and FAMS
field office personnel to obtain their perspectives on FAMS methods for
ensuring that air marshals are mission ready. Further, we reviewed the
studies that FAMS conducted or commissioned to inform its development
of its physical fitness program and assessment—a component of air
marshals’ training. We interviewed FAMS and OTD officials responsible
for developing and implementing the new FAMS physical fithess program
to determine how TSA plans to measure the effectiveness of the program.
See appendix | for a more detailed discussion of our objectives, scope,
and methodology.

We conducted this performance audit from October 2014 to September
2016 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

10GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1
(Washington, D.C.: Nov. 1, 1999).

"GA0-04-546G.
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Background

Created in 1961 to counter hijackers, the organization that is now FAMS
was expanded in response to the September 11, 2001, terrorist attacks. '?
On September 11, 2001, 33 air marshals were operating on U.S. flights.
In accordance with the Aviation and Transportation Security Act (ATSA),
enacted in November 2001, TSA is authorized to deploy federal air
marshals on every passenger flight of a U.S. air carrier and is required to
deploy federal air marshals on every flight determined by the Secretary of
Homeland Security to present high security risks—with nonstop, long
distance flights, such as those targeted on September 11, 2001,
considered a priority.'® Since the enactment of ATSA, FAMS staff grew
significantly and, as of July 2016, FAMS employed thousands of air
marshals. FAMS received an increase in appropriations each fiscal year
from 2002 through 2012—peaking at an appropriation of approximately
$966 million in fiscal year 2012."* However, since 2012, FAMS has
experienced a reduction in amounts appropriated. Specifically, FAMS
received appropriations amounting to approximately $908 million in fiscal
year 2013, $819 million in fiscal year 2014, and $790 million in fiscal year
2015. Of these appropriations, TSA expenditures for FAMS training were
about $1.7 million, $4.4 million, $6 million, and $4.8 million in fiscal years
2012, 2013, 2014 and 2015, respectively. According to FAMS officials,
due in part to reductions in its appropriations, FAMS hired no new air
marshals during fiscal years 2012 through 2015. However, FAMS
received appropriations amounting to $805 million for fiscal year 2016 (an

'2Since the 2001 attacks, FAMS has undergone various organizational transfers. Initially
situated within the Department of Transportation’s Federal Aviation Administration, FAMS
transferred within the Department of Transportation from the Federal Aviation
Administration to the newly created TSA pursuant to the Aviation and Transportation
Security Act (ATSA). See Pub. L. No. 107-71, §§ 101, 105, 115 Stat. at 597-604, 606-08
(codified as amended at 49 U.S.C. §§ 114, 44917). In March 2003, FAMS transferred with
TSA to the newly established Department of Homeland Security. See Pub. L. No. 107-
296, § 403(2), 116 Stat. 2135, 2178 (2002). In November 2003, FAMS transferred within
DHS from TSA to U.S. Immigration and Customs Enforcement and then in October 2005
transferred back to TSA.

13See 49 U.S.C. § 44917(a)(1)-(2), (b).

4Amounts appropriated in support of FAMS reflect amounts indicated in annual DHS
appropriations acts or accompanying report language, as appropriate, and do not reflect
any applicable rescissions, transfers or reprogrammings, sequestration, continuing
resolutions, or supplemental appropriations. For fiscal years 2004 through 2014, FAMS
was funded through its own separate appropriated account. See, e.g., Pub. L. No. 113-76,
128 Stat. 5, 254 (2014). In fiscal year 2015, FAMS was funded through TSA’s
appropriated account for aviation security. See 161 Cong. Rec. H281 (daily ed. Jan. 13,
2015) (accompanying Pub. L. No. 114-4, 129 Stat. 39 (2015)).

Page 5 GAO-16-764 Federal Air Marshal Service Training



increase of about $15 million over fiscal year 2015) and hired new air
marshals in fiscal year 2016.

Training Roles and
Responsibilities

FAMS and TSA’s OTD share responsibility for providing training to federal
air marshals.' OTD is primarily responsible for designing, developing,
and evaluating all the training courses that air marshals receive. In
addition, OTD delivers the training programs that are offered at TSATC
and oversees training instructors assigned there.'® These training
programs include, among others, FAMTP, discussed later in this report,
and the field office training instructor program that is taught at TSATC.""
FAMS, in collaboration with OTD, develops training requirements for air
marshal candidates and incumbent air marshals, serves as a subject
matter expert to OTD in developing and evaluating new or proposed
training courses, as well as operates and oversees the FAMS recurrent
training program, which is taught by training instructors within each FAMS
field office.

Federal Air Marshal
Training Program

To ensure that air marshals are fully trained and can effectively carry out
FAMS’s mission, TSA established FAMTP. Air marshal candidates are
required to successfully complete 16 and one-half weeks of training. After
an initial one-week orientation at TSATC, air marshal candidates
complete FAMTP in two phases. FAMTP-I is a seven week course in
which new hires learn basic law enforcement skills at the Federal Law
Enforcement Training Center in Artesia, New Mexico.' On completing

5TSA has transferred or reorganized the entities responsible for air marshal training on
multiple occasions. In 2007, TSA transferred FAMS Training Division to TSA’s Office of
Training Workforce Engagement (OTWE). As a result, the TSATC was also transferred
from FAMS to OTWE. In November, 2015, TSA reorganized OTWE and created OTD. For
the purpose of this report, we attribute to OTD any task carried out by OTWE or FAMS
Training Division prior to its creation.

6TSATC training instructors are assigned to TSATC for up to 5 years. Training instructors
assigned to TSATC usually are air marshals who have previously served as FAMS field
office training instructors.

"Other courses delivered at TSATC that field-based air marshals take include Visible
Intermodal Prevention and Response Law Enforcement training and Preventive
Radiological Nuclear Detection training.

8The Federal Law Enforcement Training Center, a component of DHS, offers and
delivers law enforcement training to DHS components, such as TSA.
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FAMTP-I, FAMS candidates complete FAMTP-Il—an eight and one-half-
week course at TSATC that is intended to teach air marshal candidates
the knowledge, skills, and abilities necessary to prepare them for their
roles as federal air marshals.

Once air marshal candidates graduate from FAMTP-II, they report for
duty at their assigned field office. As incumbent air marshals, they are
required to complete 160 hours of recurrent training courses annually.
FAMTP-II courses serve as the core of the recurrent training courses and
incumbent air marshals receive these courses from training instructors in
training facilities in or near their respective field offices. These recurrent
training courses are intended to ensure air marshals maintain and
enhance perishable tactical skills that are deemed critical to the success
of FAMS’s mission. FAMS recurrent training includes both mandatory
refresher courses that all air marshals must complete every year as well
as a broad set of courses within several disciplines, as shown in figure 1,
that field offices must ensure are incorporated into their annual or
quarterly training plans.’ The mandatory courses include use of force,
off-range safety, fire extinguisher use, and baton use.?° The remainder of
air marshals’ annual recurrent training hours must include courses within
each of the FAMS training disciplines, such as defensive measures,
firearms, mission tactics, and physical fitness. FAMS also requires air
marshals to pass quarterly firearms qualifications, complete biannual
fitness assessments, and pass periodic medical exams, which are
discussed later in this report.

SFAMS policy does not specify the number of hours that air marshals must complete
within each discipline. Rather, it requires OTD to recommend training courses for field
offices to include in their annual training plans 90 days prior to the start of the calendar
year, and field office training programs to ensure that the annual or quarterly training plans
they develop include courses from within each discipline.

20Air marshals must also complete any courses DHS or TSA deem mandatory for their
employees.
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Figure 1: Federal Air Marshal Training Disciplines

(
Defensive Firearms Intermodal Legal and Medical first Mission tactics Physical
measures (transportation modes investigative responder (i.e. scenario-based fitness
other than air) training simulating
various threats)
Source: Federal Air Marshal Service; Art Explosion (clip art). | GAO-16-764
Overview of Training In October 2010, DHS issued its Learning Evaluation Guide to help the

Evaluation department’s learning and development community evaluate the
effectiveness of its training activities.?! Among other things, the guidance
identifies the Kirkpatrick model—a commonly accepted training evaluation
model that is endorsed by the Office of Personnel Management in its
training evaluation guidance—as a best practice. This model is commonly
used in the federal government. The Kirkpatrick model consists of a four-
level approach for soliciting feedback from training course participants
and evaluating the impact the training had on individual development,
among other things. The following is a description of what each level
within the Kirkpatrick model is to accomplish:

« Level 1: The first level measures the training participants’ reaction to,
and satisfaction with, the training program. A level 1 evaluation could
take the form of a course survey that a participant fills out immediately
after completing the training.

« Level 2: The second level measures the extent to which learning has
occurred because of the training effort. A level 2 evaluation could take
the form of a written exam that a participant takes during the course.

o Level 3: The third level measures how training affects changes in
behavior on the job. Such an evaluation could take the form of a
survey sent to participants several months after they have completed
the training to follow up on the impact of the training on the job.

2'DHS, DHS Learning Evaluation Guide (October 2010).
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o Level 4: The fourth level measures the impact of the training program
on the agency’s mission or organizational results. Such an evaluation
could take the form of comparing operational data before and after a
training modification was made.

TSA Assesses Air
Marshals’ Training
Needs by
Considering Several
Information Sources,
but Opportunities
Exist to Obtain More
Feedback from Air
Marshals

TSA Assesses Its Federal
Air Marshal Training
Program Using Multiple
Information Sources

TSA’s primary method for assessing air marshals’ training needs is by
holding Curriculum Development Conferences (CDC) and Curriculum
Review Conferences (CRC). Specifically, OTD holds CDCs to determine
whether to approve proposals to develop new training courses, and
convenes CRCs to evaluate the effectiveness of existing FAMTP courses
and, if appropriate, to make recommendations to address any identified
shortcomings.?? These conferences are composed of OTD officials
responsible for developing and implementing FAMTP courses and
relevant subject matter experts, such as training instructors, field office
Supervisory Air Marshals-in-Charge (SACs), SFAMs, and air marshals.
According to OTD guidance and consistent with Federal Law

2\We reviewed the findings and recommendations of the 15 CRCs and 7 CDCs that OTD
conducted from May 2007 through December 2014 and identified 18 recommendations
the CRCs and CDCs made to modify existing courses or develop new training to address
gaps in FAMTP. Our review found that OTD fully implemented 16 of these 18
recommendations and partially implemented the remaining 2 recommendations. OTD
reported that these 2 recommendations were not fully implemented due to scheduling or
budgetary constraints.
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Enforcement Training Accreditation Board standards,?* CDCs are to be
held prior to the development of new training programs and CRCs are to
be held no less than every three years or sooner if directed by FAMS
management.?* CDCs can also be held in response to directives from
OTD or FAMS management and to requests for additional training from
FAMS personnel.?

As part of the CDCs and CRCs, OTD conducts assessments to determine
the extent that existing FAMTP courses are current with existing or
planned FAMS policy, procedures, or new equipment or technology, and
address the known threat environment, and air marshals’ training
needs.?® When doing so, OTD considers various sources of information
including, among others, its job task analysis;?’ training-related concerns
raised by field office focus groups;?® feedback from air marshal

23The Federal Law Enforcement Training Accreditation Board is an independent body of
DHS that accredits and provides standards for federal law-enforcement training programs.
TSATC received accreditation in 2007, 2011, and 2013. Additionally, according to TSA,
six of TSATC'’s training programs have received accreditation from the Federal Law
Enforcement Training Board.

Apor example, OTD held a CRC in 2009 to review FAMTP-II as scheduled, and did so
again in 2010. According to OTD, the 2010 CRC was held primarily due to personnel
changes, a modification to personnel allocations among the different curriculum
disciplines, and recognition that FAMS’s mission was evolving.

25FAMS personnel may request that additional training be developed by submitting a
completed training development request form to their chain of command. According to
OTD'’s records, as of February 2016, field office personnel have sent one request for
additional training to OTD. Specifically, in March 2013, a field office training instructor
formally requested that OTD develop a surveillance training program for air marshals.
OTD officials reported that it was difficult to gather all of the stakeholders necessary to
hold a CDC to develop a surveillance training program, which, in part, delayed
development of the training. These officials stated that in May 2016 OTD convened the
CDC, which collaborated on a draft lesson plan that addresses surveillance.

260TD may also conduct assessments for other reasons, such as in response to changes
in the work environment, in FAMS strategic plan or mission, and in air marshals’ job
requirements.

2"FAMS commissioned a job task analysis in 2007, which identified 200 different tasks
that air marshals must perform to effectively carry out the FAMS mission as well as the
associated knowledge, skills, and abilities that are required to successfully perform these
tasks.

28Each FAMS field office has organized a local focus group that includes representatives
from the respective office’s air marshal squads. All members are to serve on a rotating
basis, and the groups are to meet at least quarterly to discuss issues of concern to the
local workforce and bring these issues to the attention of the applicable field office’s SAC.
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candidates, training instructors and other subject matter experts; and
intelligence. According to OTD guidance, this information is primarily to
be gathered as described below.

TSATC Training Evaluation Surveys: OTD’s student critique review
program evaluates FAMTP training courses delivered at TSATC
consistent with Kirkpatrick levels one and three. Under this program,
OTD solicits and reviews feedback from air marshal candidates on the
quality of the FAMTP courses that they complete at TSATC and from
newly graduated air marshals on the extent that these courses
effectively prepare them for their duties. Specifically, consistent with
Kirkpatrick level 1, OTD requires air marshal candidates to complete a
course evaluation on the effectiveness of the course and the quality of
the instructor and facility immediately after completing the course.
Further, consistent with Kirkpatrick level 3, TSATC surveys newly
graduated air marshals 10 to 12 months after they have graduated
from FAMTP-II, and their supervisors within 12 months of their
graduation, to obtain their feedback on the extent that the training
adequately prepared the FAMTP graduates to successfully perform
their mission.?° In addition, the program provides OTD with feedback
from air marshal candidates and newly graduated air marshals on the
effectiveness of FAMTP curriculum, instructor performance, and
TSATC facility or safety, or other related issues. This feedback is
used by CDCs and CRCs to identify training gaps and determine how
to appropriately address them.*® However, as described later in this
report, response rates by air marshals on these surveys have been
low.

29TSATC also provides instructor and advanced training courses to incumbent air
marshals and, according to OTD officials, solicits their feedback on these courses.
Specifically, FAMS instructor training, the Visible Intermodal Prevention and Response
Law Enforcement training, and the Preventive Radiological Nuclear Detection training
programs are also taught at TSATC. OTD officials stated that TSATC requires incumbent
air marshals who attend these training courses to complete course evaluations, and also
surveys air marshals 10 to 12 months after they complete these training programs and
their supervisors within 12 months of program completion. However, OTD officials
acknowledged that not all air marshals participate in these courses.

300TD officials noted that air marshals and SFAMs who participate in CRCs and CDCs
may also provide feedback on training. Of the 22 CRCs and CDCs we reviewed, 7
included air marshals and SFAMs, with a total of 14 air marshals and 4 SFAMs
participating in these efforts. The documentation for two of the CRCs did not identify
whether air marshals and SFAMs were included.
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TSATC Examinations and Simulations: Consistent with Kirkpatrick
level 2, OTD requires air marshal candidates to pass written exams or
job simulations in order to advance through FAMTP. Specifically, air
marshal candidates must demonstrate that they possess the
knowledge, cognitive, or physical skills that classroom courses are
intended to impart by passing examinations. OTD has developed
evaluation tools, such as checklists, that TSATC training instructors
must use to objectively determine air marshal candidates’ proficiency
in law enforcement tactics and techniques such as marksmanship,
defensive tactics, arrest procedures, and decision-making.3' OTD
collects and analyzes the data on newly hired air marshals’
performance to determine the extent to which air marshal candidates
have mastered the learning objectives with each FAMTP course and
to identify any areas in the curriculum that may need revision. For
example, OTD officials stated that they may revise examination
questions in response to a relatively high number of air marshal
candidates failing a question or series of questions due to poor
wording. Furthermore, OTD uses these data to identify and address
any training needs not met by the existing FAMTP curriculum when
carrying out CRCs and CDCs.

In addition to using surveys and examinations when evaluating FAMTP
curriculum provided at TSATC, OTD officials noted additional information
sources they use when evaluating FAMTP curriculum, including field
office training assessment teams and quarterly training teleconferences.

Field Office Training Assessment Teams: OTD established field
office assessment teams, which consist of TSATC instructors, to
assess field office training programs and their instructors. As
described earlier, field office training programs primarily provide the
recurrent training that incumbent air marshals are required to fulffill
each year. In advance of the assessment team’s visit, TSATC sends
surveys to supervisors and air marshals in the field with questions on
the effectiveness of the field office’s training program, including its

310TD uses pass-fail checklists in performance tests where air marshals who take TSATC
courses are rated on mastery of learning objectives. The instructors are to indicate on the
checklists whether individual air marshals successfully accomplished each learning
objective. Specifically, the checklists include three columns—one listing the learning
objectives, one to be checked if the student successfully accomplishes the learning
objective (i.e., passes the test), and one to be checked if the student does not accomplish
the learning objective (i.e., fails the test).
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training instructors and facilities, as well as FAMS’s training
curriculum. According to OTD officials, when conducting assessments
at the field offices, team members are to observe field office trainers
in class to ensure that FAMTP courses are taught uniformly across all
FAMS field offices. They also are to review the field office’s training
records and policies and procedures to ensure the field office’s
training program is in compliance with OTD and FAMS policies, and
when necessary, to make recommendations for improvement. For
example, OTD officials told us that an assessment team discovered a
field office whose training staff were using unapproved “dynamic
fighting” tactics to teach air marshals how to fend off multiple
attackers when cornered, which had resulted in many severe injuries.
In this case, the assessment team halted use of the unapproved
scenarios and provided approved lesson plans that taught air
marshals to counter multiple attackers. OTD officials stated that
training assessment team visits also provide opportunities for TSATC
trainers to engage directly with field office trainers and air marshals to
share new best practices and identify any unmet training needs.
However, as we discuss later in this report, OTD has not sent
assessment teams to evaluate field office training programs since
March 2013.

Quarterly Training Teleconferences: OTD holds quarterly
conference calls between TSATC staff, FAMS headquarters training
staff, and field office training staff to discuss service-wide training
issues. According to OTD officials, these teleconferences provide
opportunities to elicit feedback from trainers on unmet training needs
and any challenges in delivering training, and to share best practices
among the field offices.

OTD Could Improve its
Collection of Feedback
from Air Marshals to Fully
Identify and Address
Training Needs

OTD Does Not Systematically
Collect Training Feedback from
Incumbent Air Marshals on
Field-Based Training

OTD conducts surveys to obtain feedback from air marshal candidates
and newly graduated air marshals on the effectiveness of FAMTP
courses they complete at TSATC and the quality of TSATC trainers and
facilities, consistent with Kirkpatrick levels 1 and 3. However, OTD does
not also obtain such feedback from incumbent air marshals after they
complete their recurrent training courses at their respective field offices.
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Our previous work on federal training programs, as well as DHS’s
Learning Evaluation Guide, has found that implementing a balanced
multi-level systematic approach to evaluate and develop training, such as
the Kirkpatrick model, can provide agencies with varied data and
perspectives on the effectiveness of training efforts necessary to identify
problems and improve training and development programs as needed. In
addition, our work has also shown that agencies should ensure that they
incorporate a wide variety of stakeholder perspectives in assessing the
impact of training on employee and agency performance.>?

OTD officials stated that conducting level 1 and 3 evaluations for air
marshal candidates and newly graduated air marshals has provided
sufficient feedback to reliably identify all air marshals’ training needs
because the agency has taken steps to ensure that the content and
quality of training for air marshals candidates is identical to that of
recurrent training for incumbent air marshals. However, FAMS did not hire
any new air marshals from fiscal years 2012 through 2015.%* As a result,
TSA has not systematically gather feedback on the effectiveness of
FAMTP training curriculum from air marshals for approximately four
years.® Over this time period, OTD has revised the training curriculum,
such as adding a course on personal security when overseas and
expanding the number of courses within the legal and investigative
discipline to cover all transportation modes. Moreover, while the minimum
skill requirements may be the same for both air marshal candidates and
incumbent air marshals in the field, the training needs for both groups
may not necessarily be identical. With greater experience in carrying out
missions, incumbent air marshals may have a better idea of their training
needs than air marshal candidates or newly graduated air marshals,
which could result in more experienced incumbent air marshals providing
different feedback on the quality of the training. Further, although
incumbent air marshals take many of the same training courses as air

32GA0-04-546G.

3as previously noted, FAMS hired new air marshals in fiscal year 2016. According to
OTD, the first class of newly hired air marshal candidates began training orientation at
TSATC on June 7, 2016, began FAMTP-I at the Federal Law Enforcement Training
Center in Artesia, New Mexico on June 13, 2016, and returned to TSATC for FAMTP-II on
August 4, 2016.

34The training feedback surveys for some of the air marshals hired in 2011 were
administered in 2012.
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marshal candidates, they do so at different facilities and with different
instructors.

OTD officials also stated that field office training assessments and
quarterly training teleconferences provide additional opportunities to both
ensure that the training all air marshals receive is standardized across the
service and to obtain incumbent air marshal feedback. However, OTD
has not sent assessment teams to evaluate field office training programs
since March 2013 due, in part, to a lack of resources. OTD officials
reported that they plan to resume field office training assessments during
fiscal year 2017 and conduct assessments at 10 FAMS field offices per
year if sufficient funding is available. These officials also reported that
OTD plans to increase the frequency of training teleconferences between
TSATC and field office training programs from a quarterly to monthly
basis and invite field office leadership—SACs and Assistant Supervisory
Air Marshals-in-Charge (ASACs)—to participate in these meetings.

Nevertheless, our review suggests that OTD could benefit from
broadening its efforts to gather feedback on recurrent training courses.
First, field office staff we interviewed at the seven field offices we visited
stated that improvements to training could better prepare them for their
roles. For example, SFAMs and training staff in four of the seven field
offices we visited stated that the training curriculum is overly focused on
the training needs of air marshal candidates and newly graduated air
marshals. Staff from five of the seven field offices also identified
advanced training courses beyond those currently provided that they
believed should be offered to incumbent air marshals, in areas such as
firearms, defensive, or medical training. Second, field office staff at all
seven field offices we visited identified training that should be revised,
expanded, or added, to include topics such as active shooter response,
counter surveillance and behavior detection techniques, training on
improvised explosive devices and other explosives, and expanded legal
and investigative training, among others. These sources also told us that
the curriculum did not adequately address changes in their
responsibilities over time, which include a broader set of current threats
such as improvised explosive devices or FAMS-specific training on active
shooters. OTD officials stated that they believed the current FAMTP
curriculum adequately addresses the types of additional training that field
office staff identified and that the curriculum has been designed to meet
the needs of air marshals at all experience levels and may be consistently
and safely delivered to the entire workforce. However, without a
mechanism to systematically collect and incorporate feedback on field-
based training for incumbent air marshals, consistent with Kirkpatrick
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Response Rates for Air
Marshal Training Surveys
Have Been Consistently Low

level 1 and 3, OTD could miss important opportunities to identify
problems and improve overall training and development.

When OTD administered surveys to obtain feedback on the FAMTP-II
and field-based training, the response rates were substantially lower than
the 80 percent rate OMB encourages for federal surveys that require its
approval.*® Specifically, about 19 to 38 percent of air marshals that
graduated from FAMTP-II and their supervisors responded to the surveys
that TSATC administered from 2009 through 2011—the last 3 full years in
which FAMS hired air marshals.%® Additionally, according to OTD officials,
the combined response rates for the surveys that training assessment
teams conducted from June 2012 through March 2013 was about 16
percent. OTD staff acknowledged that the response rate to these surveys
have been consistently low, but stated that the low response rates have
not significantly affected the usefulness of the surveys. According to OTD
staff, with regard to the FAMTP-II surveys, they received a sufficient
number of responses to successfully evaluate the extent that FAMTP
courses have met all air marshals’ training needs. However, OMB
guidance stipulates that agencies must design surveys to achieve the
highest practical rates of response to ensure that the results are
representative of the target population and that they can be used with
confidence as input for informed decision-making.®” The guidance also
states that response rates are an important indicator of the potential for a
bias called nonresponse bias, which could affect the accuracy of a
survey’s results. In general, as a survey’s response rate increases, the
likelihood of a bias problem decreases, and, therefore, the views and
characteristics of the target population are more accurately reflected in
the survey’s results.

35OMB, Office of Information and Regulatory Affairs, Questions and Answers When
Designing Surveys for Information Collections (Washington, D.C.: Jan. 20, 2006).

360TD did not have data available for the supervisor response rate for 2009. The
response rate in 2009 for air marshals who graduated from FAMTP-Il was about 38
percent.

3TOMB, Standards and Guidelines for Statistical Surveys (Washington, D.C.: September
2006). The OMB guidance governs federal agency surveys of the public at large or
outside individuals, groups, or organizations, such as local government entities. Although
internal surveys, such as those that OTD conducts of FAMTP graduates and their
supervisors, do not require OMB approval, we believe the OMB standards and guidance
provide relevant direction on planning, designing, and implementing high quality surveys—
including the need to obtain a high response rate.
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OMB guidance also describes the methods agencies can use to improve
the response rate of future surveys, including conducting outreach to
groups of prospective respondents, ensuring that the survey is well-
designed and brief, providing alternative modes to provide responses,
conducting nonresponse follow-up efforts, and extending cut-off dates for
survey completion.® OTD officials reported that they have taken several
of these actions to improve the response rates of the FAMTP-II surveys,
but have had little success in improving their response rate. Specifically,
officials stated that TSATC instructors and staff discussed the surveys
and their importance to improving future course offerings in class. In
addition, OTD officials reported designing the survey to be as brief as
possible, making it accessible via the internet and air marshals’ handheld
devices, sending out follow-up reminders to survey respondents via
e-mail and telephone, and contacting non-respondents’ field office
supervisors. OTD officials told us that the low response rates may be
attributable to “survey fatigue” given the high number of surveys that TSA
employees are asked to complete and stated that there was little more
that they could do to persuade air marshals to respond.

Although OTD officials reported taking several of the actions that OMB
recommends for agencies to improve survey response rates, additional
actions could improve the response rate of future OTD surveys, including
those administered to the air marshals FAMS hired this year. For
example, monitoring future survey response rates by field office could
help OTD identify and then target extra follow-up efforts to air marshals
and their supervisors in field locations that have comparatively low
response levels. Further, extending the cut-off date for air marshals and
their supervisors to respond to the survey, or requiring survey
respondents to complete the surveys, could help improve response rates
to future surveys. Until OTD achieves sufficient response rates, OTD
cannot be reasonably assured that the feedback it received represents
the full spectrum of views held by air marshals or their supervisors.
Achieving an adequate response rate is important, particularly as FAMS’s
CRC and CDC processes rely, in part, on the survey results to identify
training gaps and determine how to appropriately address them.

380MB, Questions and Answers When Designing Surveys for Information Collections.
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; FAMS relies on its recurrent training program to help ensure incumbent

TSAHas ESta_bI_IShed air marshals’ mission readiness, but additional actions could strengthen
Recurrent Tralnlng FAMS'’s ability to do so. First, FAMS does not have complete and timely

; data on the extent to which air marshals have fulfilled their recurrent
Requ”’em_ents to training requirements. Second, FAMS evaluates incumbent air marshals’
Ensure Mission proficiency in some, but not all, key skills using tools such as

: examinations or checklists. In addition, FAMS has established a new
Readlnes.sl, but health, fitness, and wellness program as part of its recurrent training
OppOl’tUﬂlthS for program—in part to address recent concerns with air marshals’ fitness
Improvement Exist and injury rates—but it is too early to gauge the program’s effectiveness.

FAMS Lacks Complete As shown in figure 2, FAMS requires air marshals to complete certain
and Timely Data to Ensure recurrent training requirements on a regular basis to ensure that air
Air Marshals’ Compliance marshals maintain their proficiency in the knowledge, skills, and abilities

. .. that are needed to successfully carry out FAMS’s mission. However,
with Recurrent Trammg FAMS does not have complete and timely data to ensure air marshals’
Requirements compliance with these training requirements.

Figure 2: Recurrent Training Requirements for Federal Air Marshals (FAMS)

, e (e % A=
© O ® K0 o &

Pass the practical Participate in FAMS’s Pass a medical exam Complete 160
pistol course with a physical fitness annually for those 45 recurrent training
score of at least 255 assessment—the years of age or older hours per year®
out of 300 quarterly Health and Fitness or biannually for those

Assessment— under 45

biannually?

Source: Federal Air Marshal Service; Art Explosion (clip art). | GAO-16-764

®FAMS requires air marshals to complete a battery of physical fitness tests on a biannual basis.
FAMS'’s recently revised its fitness assessment program, and replaced the Mission Readiness
Assessment with the Health and Fitness Assessment in April 2016. The Health and Fitness
Assessment is discussed in greater detail later in this report.

bSupervisory Air Marshals-in-Charge (SAC), Assistant Supervisory Air Marshals-in-Charge (ASAC),
Supervisory Federal Air Marshals (SFAM), and air marshals assigned to a headquarters-based unit,
or on a ground-based assignment are required to complete fewer than 160 recurrent training hours.
SACs and ASACs are not required to complete a minimum number of recurrent training hours
annually. All SFAMs, as well as air marshals assigned to a headquarters-based assignment, must
complete 64 recurrent training hours annually. Air marshals assigned as Assistant Federal Security
Directors and air marshals assigned to the Federal Bureau of Investigation’s Joint Terrorism Task
Force complete recurrent training hours at the discretion of their SACs.
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Senior OTD and FAMS officials responsible for developing and
overseeing the recurrent training program, as well as field office SFAMs,
training instructors, and air marshals at the field offices we visited,
identified the importance of the FAMS training program to ensuring air
marshals’ mission readiness. These personnel stated that air marshals
are unique among their fellow law enforcement officers because air
marshals lack regular on-the-job opportunities to actively utilize the
knowledge, skills, and abilities they develop in training courses to address
a key aspect of FAMS’s mission—defeating terrorist or other criminal
hostile acts. Therefore, according to OTD and FAMS officials, FAMS
ensures air marshals’ mission readiness by monitoring the extent to which
they have completed their recurrent training requirements.°

According to FAMS policy, field office SACs or their designees are
responsible for ensuring that air marshals assigned to them have
completed their recurrent training requirements and that the completion of
these requirements is recorded in FAMS’s database—Federal Air
Marshal Information System (FAMIS)—no later than 5 days after an air
marshal has completed a training requirement. FAMS headquarters
personnel within the Field Operations Division (Field Operations)
generate reports in FAMIS detailing the extent to which air marshals have
passed the practical pistol course, participated in physical fithess
assessments, and completed their requisite number of recurrent training
hours on a quarterly and annual basis. According to Field Operations
staff, these personnel contact field office SACs or their designees when
these reports identify air marshals that have not met their recurrent
requirements. If field office staff report that the air marshal(s) have
completed a requirement(s), but have not entered this information in
FAMIS, Field Operations is to request appropriate documentation and
update FAMIS. Field Operations officials stated they discuss with field
offices why any air marshals have not completed their training
requirements, such as illnesses, injuries, or scheduling issues, and, if
necessary, the field office SAC is to take appropriate action.

In addition, FAMS policy allows for air marshals to be exempted from
training requirements when certain conditions, such as iliness, injury, or
military leave, are met and defines the process by which exemptions are

39Air marshals are rated on four performance goals. One goal is maintaining mission
readiness through completing required training.
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to be requested and granted.*® Specifically, FAMS policy states that
SACs must prepare a letter to the appropriate regional director to request
approval of the exemption no later than 5 days after the end of a quarter.
Field Operations officials reported that a FAMS headquarters staff person
records the exemption into FAMIS once a regional director has approved
the request.

FAMS has processes for field office SACs to monitor which air marshals
have completed their required recurrent training each year, as well as
those who have received exemptions from such training. However, we
found that the data used to track this information were not complete or
readily available for purposes of tracking air marshals’ compliance with
these requirements when we requested these data in March 2015. We
reviewed training data from FAMIS’s training module for calendar year
2014 to determine the extent that air marshals have met their recurrent
training requirements.*' Although we were ultimately able to determine
that almost all of the air marshals met their training requirements or
received an appropriate exemption in calendar year 2014, it was difficult
to do so because data on both approved exemptions and training
completions were missing or had not been entered in a timely manner.*?
We found that nearly one-third of all training exemptions granted to air
marshals in calendar year 2014 had not been entered into FAMIS.
Specifically, at least 299 training exemptions granted to about 2 percent
of air marshals had not been entered into FAMIS when we received the
data in March 2015—nearly three months after the calendar year had
ended.*® Additionally, we found that nearly one-quarter of all training

4OAir marshals can receive exemptions from completing the quarterly practical pistol
course, the biannual Health and Fitness Assessment (HFA), or the annual recurrent
training requirement.

4'Because FAMS training schedule is in calendar years, FAMIS training data are only
available in calendar years.

42\e were unable to conclusively determine whether about 3 percent of air marshals had
met their training requirements in 2014.

43An air marshal may receive multiple training exemptions. For example, an air marshal
may be exempted from taking the practical pistol course and the HFA, but not from
completing the annual training hours requirement.
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records for calendar year 2014 had been entered into FAMIS more than 5
days after an air marshal had completed the training.**

FAMS headquarters officials responsible for reconciling recurrent training
service-wide stated that these exemptions were not entered into FAMIS
until July 2015—seven months after the calendar year ended. These
officials told us that the delay was partly because FAMS took the
database offline for three weeks in September 2014 to allow for an
upgrade of the system. As a result, the staff person responsible for
entering exemptions had become backlogged and later entered the
backlogged exemptions into the database, in part, to reconcile the
missing exemptions that were identified through our analysis of the 2014
training data. Additionally, FAMS officials responsible for reconciling
completion of recurrent training service-wide reported that each quarter
there are a significant number of air marshals for whom field office staff
have not entered training records. According to these officials, at the end
of every quarter, FAMS Field Operations staff must contact staff from
several field offices to remind them to review and enter missing training
records—a process that officials described as labor-intensive. In
December 2015, FAMS officials provided us with the updated records for
the air marshals whose exemptions had been entered into FAMIS as a
result of our audit work to demonstrate that the air marshals’ 2014
recurrent training data had been corrected and were complete.

TSA Office of Inspection (OOI) reports have found similar problems with
monitoring, or timely and accurate recording, of air marshals’ training
records. Specifically, OOl inspections of FAMS’s field offices completed
during 2010 through 2015 found that three field offices had not accurately

44For the purpose of our review, FAMS requested that the contractors who support FAMIS
generate a report identifying the number of training records that were entered more than 5
days after the training occurred. However, according to FAMS’s Field Operations staff,
FAMIS cannot generate a report that identifies how long it took to enter the records. As a
result, for the training records that were entered in FAMIS after the required 5 day period,
we could not determine how late the data were entered.
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recorded air marshals’ training data or done so in a timely manner—
issues FAMS had not identified through its training monitoring process.*

FAMS processes for monitoring the extent that air marshals service-wide
have completed their recurrent training requirements have not ensured
that air marshals’ training data are entered in a timely manner. These
processes, as defined in FAMS policy, lack effective controls to ensure
accountability. Specifically, FAMS has not specified in policy who has
oversight responsibility at the headquarters level for ensuring that each
field office has entered recurrent training data in a timely manner.
Additionally, FAMS has not specified in policy who has oversight
responsibility at the headquarters level for ensuring that headquarters
personnel have entered air marshals exemptions into FAMIS within a
defined timeframe.

Federal Standards for Internal Control states that agencies should ensure
that transactions and events are completely and accurately recorded in a
timely manner, and are readily available for examination. Federal
regulations require that agencies establish policies governing employee
training including the assignment of responsibility to ensure the training
goals are achieved.*® In addition, internal control standards state that in a
good control environment, areas of authority and responsibility are clearly
defined and appropriately documented through its policies and
procedures, and appropriate lines of reporting are established.*’

451n 2011, OOI found that 30 percent of SFAMs in the Philadelphia field office had failed to
meet the training requirements during the review period (July 1, 2010, through June 30,
2011). In 2013, OOl also found that two percent of Los Angeles Field Office’s personnel
had not completed their mandatory Online Learning Center (OLC) training courses. OOI
determined that there were a large number of overrides in the OLC where the individual
user had not accessed the course in the OLC and that the field office training officer had
marked the course complete. Multiple personnel at FAMS Los Angeles Field Office, from
senior leadership to SFAMs, air marshals, and administrative personnel were identified as
having courses overridden in the OLC. In 2014, OOI found that 45 percent of all assigned
nonsupervisory air marshals in the Washington, DC Field Office did not complete the
required number of training hours. The inspection team also noted that this field office did
not have a formal process to accurately track air marshals yearly training hours. OOI
issued corrective action plans to each of these field offices which were completed. As a
result, OOl now considers these field offices to be compliant.

465ee 5 C.F.R. § 410.201(b).
4TGAO/AIMD-00-21.3.1.
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Given the number of training records that we found were incomplete or
not entered into FAMIS in a timely manner, as well as the ongoing
challenges that FAMS has faced in ensuring accurate and timely input of
training and exemptions data as described in the OOl findings, policies
that specify who is responsible at the headquarters level for overseeing
these activities could help FAMS ensure its data on air marshals’
recurrent training are consistently accurate and up to date. Complete and
readily available training and exemptions data would enable FAMS to
more effectively determine the extent that air marshals service-wide have
met their training requirements and are mission ready.

FAMS Requires Air
Marshals to Demonstrate
Their Proficiency in
Marksmanship, but Does
Not Require That They Do
So for Other Key Skills

Air marshals must demonstrate their proficiency in marksmanship by
taking the practical pistol course on a quarterly basis and achieving a
minimum score of 255 out of 300—the highest qualification standard for
any federal law enforcement agency, according to FAMS officials.*®
However, for the remainder of air marshals’ required recurrent training
courses, FAMS does not assess air marshals against a similarly identified
level of proficiency, such as by requiring examinations to evaluate air
marshals’ knowledge in classroom-based courses or by using checklists
or other objective tools to evaluate air marshals’ performance during
simulation-based courses, such as mission tactics. For instance, FAMS’s
recurrent training includes both mandatory refresher courses that all air
marshals must complete annually as well as a broad set of courses within
several disciplines that field offices must ensure are incorporated into
their annual or quarterly training plans.*® However, FAMS does not
require air marshals to take an examination for any course within these
disciplines.

Federal Standards for Internal Control states that agencies should
establish expectations of competence for key roles, such as federal air
marshals, to help the entity achieve its objectives, and that all personnel
need to possess and maintain the relevant knowledge, skills, and abilities

“8In calendar year 2014, all air marshals who were not exempted from taking this test met
this qualification requirement.

“These disciplines are defensive measures (i.e., armed and unarmed defensive
measures to counter threats); firearms; intermodal (i.e., training related to missions on
transportation modes other than air); legal and investigative; medical first