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What GAO Found

The Department of Energy (DOE) has used a combination of independent
reviews and contractor self-assessments to evaluate the openness of the
environment for raising safety and other concerns. The independent reviews,
which were methodologically sound and consistently applied, revealed problems
with the environment for raising concerns. In contrast, many self-assessments
used flawed and inconsistent methodologies and overstated the openness of the
environment. For example, self-assessment survey response rates were as low
as about 5 percent and were not sufficient for drawing conclusions. Contractor
officials told GAQO that the low response rates, in some cases, reflect a concern
about anonymity. Nonetheless, additional independent assessments are not
planned. Instead, DOE plans to provide voluntary guidance to contractors and
rely on them to conduct evaluations and take appropriate action in response to
results. Consequently, DOE cannot judge the openness of its environment or
ensure that appropriate action is taken in response to evaluation results.

Several factors may limit the use and effectiveness of mechanisms for contractor
employees to raise concerns and seek whistleblower protections. For example,
contractor employees seeking a remedy for alleged retaliation may find DOE’s
whistleblower program difficult to navigate without legal assistance because it
includes filing motions and appeals and arguing before an administrative judge.
One case GAO examined was dismissed because the complaint was too vague.
On appeal, more specific information was provided but was considered a
recharacterization of events and the appeal was denied. A new statutory
whistleblower pilot program available to DOE and other government contractors
may mitigate some of these challenges. Under the pilot program, DOE’s Office of
Inspector General investigates alleged retaliation, and officials with this office
told GAO that legal assistance would not be necessary. The pilot program
expires in January 2017, however, and DOE has not evaluated the extent of its
implementation or whether it might mitigate challenges of the existing program.

DOE has infrequently used its enforcement authority to hold contractors
accountable for unlawful retaliation, issuing two violation notices in the past 20
years. Additionally, in 2013, in response to proposed revisions to its enforcement
guidance, DOE determined that it does not have the authority to enforce a key
aspect of policies that prohibit retaliation for nuclear safety-related issues—
despite having taken such enforcement actions previously. In May 2016, DOE
announced tentative plans to issue regulations to resolve this issue. Also, DOE
has taken limited or no action to hold contactors accountable for creating a
chilled work environment—in part because DOE has not clearly defined what
constitutes evidence of a chilled work environment or the steps needed to hold
contractors accountable. DOE officials provided GAO with examples where (1)
little or nothing was done in response to intimidation of contractor employees
who report safety and other concerns; (2) a subcontractor was terminated after
reporting safety concerns; and (3) a contractor employee was terminated
allegedly because she cooperated with GAO. DOE's reluctance to hold
contractors accountable may diminish contractor employee confidence in
mechanisms for raising concerns and seeking whistleblower protection.
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The Department of Energy (DOE) relies on contractors—including private
companies and universities—to manage and operate its facilities and
sites and accomplish its missions.! These missions include maintaining
the nation’s nuclear weapons stockpile and cleaning up highly radioactive
wastes and other environmental damage resulting from nearly 50 years of
producing nuclear weapons at DOE sites. DOE directs the work of its
contractors to carry out these missions at its sites and oversees the
safety and quality of operations. To provide assurance that work is
accomplished effectively and efficiently while maintaining safety
standards, various laws, regulations, DOE policies, and contracts provide
a framework for DOE to oversee and evaluate the work of its contractors.
As part of this framework, daily oversight of contractors is performed by
DOE personnel at DOE sites across the country and supplemented by
DOE'’s independent oversight program. DOE is unusual among nuclear
facility operators in that it also acts as its sites’ main safety regulator and,
as such, is authorized to enforce its own nuclear safety standards and to
penalize its contractors for failing to comply with those standards. In
contrast, the Nuclear Regulatory Commission (NRC) and the
Occupational Safety and Health Administration (OSHA) generally regulate

"The National Nuclear Security Administration (NNSA) is a semiautonomous agency
within DOE that is tasked with managing the nation’s nuclear security programs. Unless
otherwise noted, references to DOE in this report include both DOE and NNSA.
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safety of nuclear facilities outside of DOE, based on nationwide standards
for nuclear safety and worker safety and health.?

Because contractor employees carry out the bulk of DOE’s mission-
related work, the Secretary of Energy and others in DOE have repeatedly
recognized contractor employees’ disclosures regarding safety and other
concerns as a principle source of information on conditions that could
negatively affect the quality or safety of DOE’s operations.® The Secretary
and others have also emphasized the importance of fostering an open
environment at DOE sites, that is, one in which contractor employees feel
free to raise safety concerns without fear of retaliation. However, long-
standing challenges related to DOE’s and contractors’ abilities to provide
an open environment for raising concerns and protect contractor
employees from retaliation may impair DOE’s ability to effectively oversee
its contractors and ensure the quality and safety of its operations. During
a May 2000 hearing, for example, members of a House subcommittee
and witnesses noted instances of DOE contractors’ alleged or confirmed
retaliation against contractor employees who raised safety or other
concerns.* The instances occurred despite “zero tolerance” policy reforms
that the Secretary of Energy announced in, and reaffirmed throughout,
the 1990s. These zero-tolerance reforms aimed to improve the
environment for raising concerns and address retaliation against DOE
contractor employees, after earlier cases of alleged retaliation by DOE
contractors against whistleblowers had come to the Secretary’s
attention.®

°NRC regulates nuclear safety generally at commercial nuclear power plants but it does
not generally have regulatory authority over DOE facilities. OSHA regulates worker safety
at DOE sites where DOE does not exercise regulatory jurisdiction for worker safety and
health. However, contractors at sites regulated by DOE must also adhere to OSHA
standards that are incorporated by reference into DOE’s regulations for worker safety and
health.

3See, for example, the Secretary’s October 5, 2012, Employee Concerns Program
Statement, or the Deputy Secretary’s December 9, 2014, memo on the Department of
Energy Differing Professional Opinion Process.

*Whistleblowers at Department of Energy Facilities: Is There Really ‘Zero Tolerance’ for
Contractor Retaliation? Before the H.R. Subcomm. On Oversight and Investigations,
Comm. On Commerce, 106" Cong. (2000).

SFor the purposes of this report, we use the term “whistleblower” to describe an employee
who alleges unlawful retaliation through one of several formal channels including, but not
limited to, DOE’s 708 program, the Department of Labor, or federal or state court.
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More recently, in 2011, the Defense Nuclear Facilities Safety Board
(DNFSB) reported that DOE had failed to recognize, and likely
contributed to, a “chilled atmosphere” and a “failed safety culture” at one
of its largest and costliest cleanup facilities, the Waste Treatment and
Immobilization Plant (WTP), which is being designed and constructed at
DOE'’s Hanford Site near Richland, Washington.® DNFSB received an
allegation in 2010 from a former WTP contractor employee and manager
claiming that he had been removed from his position in retaliation for
raising serious safety and technical concerns, which later became the
subject of litigation. The employee also alleged that efforts by contractor
and DOE managers to suppress or downplay serious concerns had
become part of the work environment and safety culture and work
environment of that facility. DNFSB conducted an investigation and, in
June 2011, recommended to the Secretary of Energy that DOE take
immediate actions to improve the safety culture and environment for
raising concerns. In response to DNFSB’s recommendation, DOE agreed
to evaluate and improve the safety culture and environment for raising
concerns at WTP, and to conduct an “extent of condition” review to
determine whether the safety culture weaknesses observed at WTP
extended to other defense nuclear facilities, among other things.

Under federal laws, regulations, and DOE and contractor policies,
contractors generally must maintain an open environment for raising
safety or other concerns without fear of retaliation and may not retaliate
against contractor employees who make protected disclosures.” In
particular, DOE’s Integrated Safety Management policy and associated

5DNFSB provides independent analysis, advice, and recommendations to the Secretary of
Energy—in the Secretary’s role as operator and regulator of DOE’s defense nuclear
facilities—to ensure adequate protection of public health and safety at these facilities.
DNFSB is not authorized to issue regulations governing DOE or to require DOE to take
action apart from establishing reporting requirements. Instead, DNFSB uses both informal
interactions and formal communications with DOE to ensure that DNFSB’s concerns are
addressed. See, GAO, Defense Nuclear Facilities Safety Board: Improvements Needed to
Strengthen Internal Control and Promote Transparency, GAO-15-181 (Washington, D.C.:
Jan. 20, 2015).

"In general, protected disclosures include disclosures to a DOE official, a member of
Congress, any other government official who has responsibility for the oversight of the
conduct of operations at a DOE site, the contractor, or any higher tier contractor, and
include information that the employee reasonably believe reveals (1) a substantial
violation of a law, rule, or regulation; (2) a substantial and specific danger to employees or
to public health or safety; or (3) fraud, gross mismanagement, gross waste of funds, or
abuse of authority.
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guidance state that DOE will hold itself and its contractors accountable for
safety performance, which includes fostering a strong safety culture and a
work environment that encourages a questioning attitude by all
employees and is free of retaliation for raising safety concerns. These
laws, regulations, and policies also require that various mechanisms be
made available for DOE contractor employees to raise or elevate
concerns or seek whistleblower protections—that is, to seek a legal
remedy for alleged unlawful retaliation for making protected disclosures
about serious safety hazards, violations of law, or mismanagement,
among other issues.

In addition to a number of informal mechanisms for raising concerns that
may be available to contractor employees at DOE sites, employee
concerns programs (ECP) are available to contractor employees and
serve as a primary mechanism for raising or elevating concerns outside
the contractor employees’ chain of command. ECPs are provided by DOE
for DOE and contractor employees, and may also be provided by
contractors for their employees. Both DOE and contractor ECPs offer an
independent avenue for resolving employees’ concerns. Because DOE’s
ECP is not affiliated with the contractor, it might provide additional
independence for employees who fear retaliation or who may be reluctant
to use their contractor-provided ECP. To seek a legal remedy for alleged
unlawful retaliation for making protected disclosures, such as
reinstatement in a previously held position of employment or back pay,
two long-standing mechanisms are available to contractor employees: (1)
the DOE Contractor Employee Protection Program, referred to as the 708
program for purposes of this report, and (2) the Whistleblower Protection
Program at the Department of Labor’'s OSHA. In addition, in January
2013 Congress approved a new 4-year, government-wide enhanced
whistleblower protection pilot program to provide employees of federal
contractors a mechanism—or, in DOE’s case, an additional mechanism—
for seeking a legal remedy for alleged unlawful retaliation.® (See app. | for
more information on mechanisms available to DOE contractor
employees.)

You asked us to examine whether DOE has established and maintained a
culture that allows contractor employees to raise concerns without fear of
retaliation. This report examines (1) DOE'’s efforts to evaluate the

841U.8.C. §4712.
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environment for raising concerns and what, if anything, the evaluations
revealed about this environment’s openness, (2) the factors, if any, that
may limit the use and effectiveness of mechanisms for raising concerns
or seeking whistleblower protections under DOE’s Contractor Employee
Protection Program and the enhanced whistleblower protection pilot
program, and (3) the extent to which DOE holds contractors accountable
for unlawful retaliation and creating a chilled work environment.

To examine DOE'’s efforts to evaluate the environment for raising
concerns and what, if anything, the evaluations revealed about this
environment’s openness, we reviewed DOE and DNFSB documents
associated with DNFSB’s 2011 recommendation that DOE evaluate the
extent of its safety culture problems. We examined DOE and industry
guidance on evaluating safety culture and assessed reports from DOE-
and contractor-led evaluations and independent assessments of the
safety culture that were conducted in response to the DNFSB'’s
recommendation. We also examined similar evaluations, not associated
with the recommendation, of DOE’s three largest defense nuclear sites—
the Hanford site in Washington, Los Alamos National Laboratory in New
Mexico, and Savannah River Site in South Carolina. We assessed the
methodologies of these evaluations and assessments and found them to
be sufficiently reliable for our purposes. Specifically, we evaluated the
methodology section of these evaluations and assessments and
interviewed knowledgeabile officials regarding the implementation of the
methodologies. We selected these three sites on the basis of their large
fiscal year 2013 budgets, geographic diversity, and relatively large
number of high-hazard nuclear facilities.® We visited the three sites and
interviewed DOE ECP personnel and ECP personnel from 10 of the
contractors performing work at those sites. We also interviewed DOE or
contractor personnel responsible for environment, safety and health at the
three sites or for providing mechanisms for raising concerns. In addition,
we interviewed DOE headquarters representatives from DOE’s Safety
Culture Improvement Panel, and the director of DOE’s Office of
Environment, Safety, and Health Assessments, which—along with its

%The budgets in fiscal year 2013 were around $2 billion for each of the three sites.
Compared with other DOE sites, the three sites have relatively large numbers of nuclear
facilities with the potential for significant on-site consequences. About one-third of the
approximately 150 such facilities in DOE and NNSA are located at the three sites,
according to DOE data. We used the fiscal year 2013 budget because it was the most
recent year for which complete data were available.
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predecessor—conducted independent reviews of safety culture at WTP
and other DOE locations and assessed the quality of other DOE and
contractor efforts to evaluate the environment for raising concerns.°

To examine the factors that may limit the use and effectiveness of
mechanisms for raising concerns or seeking whistleblower protections
under DOE’s Contractor Employee Protection Program and the enhanced
whistleblower protection pilot program, we reviewed relevant laws,
regulations, policies, and guidance associated with these mechanisms.
We also analyzed 87 cases filed through DOE’s 708 program from 10
sites, filed from fiscal year 2009 through fiscal year 2014."" We selected
the 10 sites with the largest fiscal year 2013 budgets that also had
evidence of at least one 708 case filed. These data are not generalizable
to all DOE sites. To determine whether there had been any cases filed
through the 708 program, we used data provided by the DOE and NNSA
headquarters’ ECP directors to identify the sites that had at least one
whistleblower complaint filed through the 708 program in fiscal years
2012 and 2013, the only years for which complete data were available;
we also contacted the sites to obtain the case files for all 708 cases filed
from fiscal year 2009 through fiscal year 2014. We compared the 708
program’s whistleblower protections with the protections under the 4-year
enhanced whistleblower protection pilot program. We interviewed
officials, including an administrative judge, from DOE’s Office of Hearings
and Appeals about the factors that may limit the 708 program’s use and
effectiveness. We also interviewed DOE’s Whistleblower Protection
Ombudsman in the Office of Inspector General, which is responsible for
investigating and adjudicating whistleblower complaints filed by DOE
contractor employees under the whistleblower protection pilot program,
about the pilot program and how it compares with DOE’s 708 program. In
addition, we sent a structured question set to DOE ECP managers for the
10 largest sites by fiscal year 2014 budget, including the 3 sites we

9The Office of Environment, Safety, and Health Assessments is within DOE'’s Office of
Enterprise Assessments, which is responsible for implementing DOE’s independent
oversight program. Prior to these offices’ creation in June 2014, their predecessor
organizations in the now-disbanded office of Health, Safety and Security had conducted
the independent evaluations of safety culture at WTP and other locations and assessed
the quality of DOE and contractor efforts to evaluate the environment for raising concerns.

"We elected to review cases falling in the 5-year period from 2009 through 2014 to
ensure that we had a large number of cases to review. Also, the most current information
at the time we requested the documents was for 2014.
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Background

visited. This question set gathered information on caseload and
disposition of employee concerns, including data on the reasons DOE
ECP managers may choose to transfer concerns to contractor
organizations. It also allowed DOE ECP managers an opportunity to
include additional detail on their responses. The information gathered is
not generalizable to all ECP managers. At the 3 sites we visited, we
interviewed DOE and contractor ECP personnel about any factors that
may limit their ECPs’ use and effectiveness. We also interviewed general
counsel attorneys, contracting officers, and other contract-management
officials at the 3 sites and at DOE headquarters about DOE’s
implementation of the whistleblower pilot program.

To examine the extent to which DOE holds contractors accountable for
unlawful retaliation and creating a chilled work environment, we reviewed
DOE’s enforcement regulations and policies, interviewed DOE’s Office of
Enforcement about its enforcement actions, and examined documents
related to these actions. We also examined NRC’s whistleblower
processes to learn more about how other agencies use employee
concerns and allegations of retaliation as barometers for understanding
the work environment and targeting their enforcement activities. We
interviewed officials from NRC about their agency’s policies and steps for
addressing alleged or confirmed whistleblower retaliation at the nuclear
sites it regulates. We interviewed the general counsel attorneys and
contract-management officials at the 3 sites we visited and DOE
headquarters about DOE’s policies and practices for monitoring and
reimbursing contractors’ legal costs to defend against whistleblower
retaliation complaints. Additionally, at the 3 sites we visited, we discussed
instances of potentially chilled work environments with various DOE
officials and contractor employees, some of whom requested anonymity.

We conducted this performance audit from June 2014 to July 2016 in
accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

This background section discusses (1) requirements and policies for
nuclear safety and worker safety and health and DOE’s oversight and
enforcement responsibilities and (2) mechanisms for raising concerns and
seeking whistleblower protection.
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Requirements and Policies
for Nuclear Safety and
Worker Safety and Health
and DOE’s Oversight and
Enforcement
Responsibilities

The Atomic Energy Act, as amended, and other federal laws and DOE
regulations on nuclear safety management and worker safety and health
establish DOE’s nuclear safety and worker safety and health
requirements and authorize DOE to take enforcement actions against
contractors that violate these requirements (see app. Il).'? Additionally,
federal whistleblower laws and regulations prohibit retaliation against
DOE contractor employees who make protected disclosures. In general,
protected disclosures include disclosures to a DOE official, a member of
Congress, any other government official who has responsibility for the
oversight of the conduct of operations at a DOE site, the contractor, or
any higher- tier contractor, and that contain information that the employee
reasonably believes reveals (1) a substantial violation of a law, rule, or
regulation; (2) a substantial and specific danger to employees or to public
health or safety; or (3) fraud, gross mismanagement, gross waste of
funds, or abuse of authority.™

DOE policies require contractors to maintain an open environment for
raising safety or other concerns. In particular, DOE’s Integrated Safety
Management policy and guidance articulate DOE’s expectation that all
contractor and DOE organizations will integrate safety into all aspects of
their operations and embrace a strong safety culture, including an
environment free from retribution.' This policy and guidance describe
safety culture as “an organization’s values and behaviors modeled by its
leaders and internalized by its members, which serve to make safe
performance of work the overriding priority to protect the workers, public,
and the environment.” The Integrated Safety Management policy and
guidance further describe the following expectations of contractor and
DOE managers:

12The Atomic Energy Act, as amended, authorizes DOE to issue standards and
restrictions governing the design, location, and operation of nuclear facilities, in order to
protect health and to minimize danger to life or property. 42 U.S.C. § 2201(i)(3). DOE’s
main safety-related and enforceable regulations include 10 C.F.R. part 820, Procedural
Rules for DOE Nuclear Activities; Part 830, Nuclear Safety Management; part 850,
Chronic Beryllium Disease Prevention Program; part 851, Worker Safety and Health
Program; and part 835, Occupation Radiation Protection.

310 C.F.R. § 708.5.

“DOE, Integrated Safety Management Policy, DOE P 450.4A (Washington, D.C.: Apr. 25,
2011); Integrated Safety Management, DOE O 450.2, (Washington, D.C.: Apr. 25, 2011);
and Integrated Safety Management System Guide, DOE G 450.4-1C, (Washington, D.C.:
Sept. 29, 2011).
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« Contractor expectations: Contractors will be held accountable for
safety performance, which includes fostering an environment that
encourages a questioning attitude by all employees and that is free of
retribution. These policies and guidance further define “open
communication and fostering an environment free from retribution” as
one of several key attributes of a strong safety culture, and encourage
leaders to proactively detect situations that could result in retaliation
and take effective action to prevent a chilling effect.'®

« DOE expectations: DOE managers are responsible for evaluating
and developing strategies to improve the safety culture as part of their
overall responsibility to ensure adequate safety in contractor
management of DOE facilities while meeting mission goals. This
includes responsibility to ensure that appropriate requirements are
incorporated into contracts; oversee compliance; assess contractor
performance against established performance measures; analyze
relevant trends; and obtain relevant operational information for use as
feedback to improve safety.

At DOE sites, contracting officers direct the performance of DOE’s
contractors, while safety experts and others conduct day-to-day
contractor oversight. This day-to-day oversight is supplemented by DOE'’s
independent oversight program and by safety monitoring from outside
groups, such as DNFSB, which is congressionally chartered.'® The Office
of Enterprise Assessments is responsible for implementing DOE’s
independent oversight program.'” Within this office, the Office of

SIn addition, DOE'’s Integrated Safety Management policies and guidance identified 15
other key attributes of a strong safety culture, such as establishing clear expectations and
accountability for safety; engaging employees and workers in work planning and
improvement; and encouraging reporting of errors and problems to foster organizational
learning and improve safety. According to DOE'’s guidance, the safety culture attributes
were jointly developed by DOE and contractors based on research and experience from
commercial nuclear industry.

"®The DNFSB was established by statute in 1988 to provide independent analysis and
recommendations to DOE to ensure adequate protection of public health and safety at
defense nuclear facilities.

"DOE Order 227 1A, Independent Oversight Program, establishes the requirements and
responsibilities of DOE’s Independent Oversight Program, while DOE Policy 226.1B,
Department of Energy Oversight Policy, and the associated DOE order and guidance
provide DOE’s overall framework for conducting oversight, which includes “robust”
assurance systems by contractors, effective oversight by DOE line management, and
independent oversight.
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Environment, Safety, and Health Assessments carries out independent
assessments of nuclear safety, worker safety and health, and other
areas, and the Office of Enforcement carries out the department’s
regulatory enforcement of nuclear safety and worker safety and health, as
follows:

« DOF'’s Office of Environment, Safety, and Health Assessments:
Assessments conducted by this office may include examining the
adequacy and performance of sites’ safety programs and of plans for
correcting known deficiencies, as well as the effectiveness of DOE’s
oversight. Subject matter experts and others in the assessments
office, with input from others in DOE, identify assessment needs.

« DOE'’s Office of Enforcement: The Price-Anderson Amendments
Act,'® section 3173 of the Bob Stump National Defense Authorization
Act for Fiscal Year 2003, and DOE regulations'® authorize the Office
of Enforcement to take action with respect to contractor violations of
DOE's nuclear safety or worker safety and health requirements.?°
Under DOE’s enforcement process, the Office of Enforcement may
investigate potential safety violations and pursue one of several
possible enforcement outcomes, including assessing civil penalties or
entering into a settlement agreement with a contractor. The
enforcement office receives information about potential safety
violations from multiple sources. For example, contractor self-reported
information comes primarily from DOE’s Noncompliance Tracking
System—a centralized, web-based system that allows DOE’s
contractors to voluntarily self-report noncompliance with safety
requirements. Contractors’ self-reporting is encouraged but generally
not required, according to DOE guidance.

8pub. L. No. 100-408, 102 Stat. 1066 (1988).
'%E.g., 10 C.F.R. parts 820 and 851.

20The National Defense Authorization Act for Fiscal Year 2000, which established the
NNSA, precludes DOE employees, except the Secretary and Deputy Secretary, from
issuing direction to NNSA employees or NNSA contractors when they are carrying out any
function of the NNSA. Accordingly, DOE’s Office of Enforcement is not authorized to take
enforcement action against NNSA contractors. These responsibilities are instead
exercised by the NNSA administrator. 10 C.F.R. § 851.45.
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Mechanisms for Raising
Concerns and Seeking
Whistleblower Protection

DOE’s worker safety and health regulations require DOE contractors to
provide mechanisms for workers to report safety concerns without fear of
retaliation.?! Primary mechanisms for DOE contractor employees to raise
concerns outside their chain of command are the ECPs that DOE and
contractors provide. The primary mechanisms for DOE contractor
employees to seek whistleblower protection—that is, to seek a legal
remedy for alleged unlawful retaliation—are DOE’s 708 Program, OHSA'’s
Whistleblower Protection Program, and the 4-year enhanced
whistleblower protection pilot program. The following provides additional
information about (1) DOE and contractor ECPs and (2) mechanisms for
seeking whistleblower protection:

Employee Concerns Programs: DOE’s ECP—which is available to both
DOE and contractor employees at DOE sites—is governed by DOE Order
442 1A and associated guidance.?? Under DOE’s ECP order, contractors
must assist DOE with resolving employee concerns, but neither the ECP
order nor DOE’s safety regulations require contractors to provide their
own ECPs. However, some contracts require contractors to provide such
programs, while other DOE contractors voluntarily provide an ECP or
similar program for their employees. DOE’s ECP is administered by
DOE'’s Office of the Associate Under Secretary for Environment, Health,
Safety and Security, which is responsible for developing DOE’s safety
standards and safety-related programs. DOE’s ECP was previously under
the Office of Economic Impact & Diversity but was relocated to the
Associate Under Secretary office, effective January 1, 2016. DOE ECP
managers are located at various DOE site offices or other DOE field
locations and are responsible for implementing the program locally and
ensuring that concerns are processed as required by the ECP Order.
These responsibilities include: (1) publicizing ECP processes, employee
rights and responsibilities to report concerns through these processes,
and management’s intolerance for retaliation against employees who
have reported concerns; (2) deciding which concerns the ECP office
should seek to resolve, which warrant referral or transfer to another office,
and which warrant no further action; (3) assisting in evaluation and
resolution of employee concerns; (4) coordinating with DOE contracting

2110 C.F.R. 851.20(a)(6).

22DOE, Employee Concerns Program, DOE G 44.21-1, (Washington, D.C.: June 6, 2011);
and Employee Concerns Program Guide, DOE O 442.1A, (Washington D.C.: Feb. 1,
1999).
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officers to determine the existence of contract requirements for the
establishment of contractor ECPs and the means and criteria by which
such contractor ECPs will be evaluated; and (5) advising appropriate
levels of management when actions to resolve complaints or correct
identified deficiencies are ineffective or untimely.

Whistleblower Protection: DOE contractor employees seeking a legal
remedy for alleged unlawful retaliation under DOE’s 708 Program, the
OSHA Whistleblower Protection Program, or the 4-year enhanced
whistleblower protection pilot program must establish that they made a
protected disclosure. The details of what constitutes a protected
disclosure vary among the programs. In addition, the specific processes
for filing a complaint and obtaining whistleblower protections may differ
for the three whistleblower programs in various ways, including as
follows:

e 708 Program: This program is governed by DOE regulations at 10
C.F.R. Part 708. Contractor employees seeking a remedy under the
program generally file their complaint with DOE’s ECP.?® ECP officials
are to screen the complaints and forward them to DOE’s Office of
Hearings and Appeals, which is responsible for investigating the
complaints if the employees filing the complaints request an
investigation, and adjudicating them through a hearings and appeals
process. The administrative judge may determine that an act of
retaliation occurred and order appropriate relief or may deny the
complaint.?* Complaints may also be dismissed on technical grounds,
such as the office’s lack of jurisdiction to hear the employee’s
complaint. The employee or the contractor can appeal adverse
decisions to the Director of the Office of Hearings and Appeals. If
dismissed by the Director of the Office of Hearings and Appeals, the

2The complaint does not need to be in any specific form, but it must contain the following:
(1) A statement specifically describing the alleged retaliation and (2) the disclosure,
participation, or refusal that the complainant believes gave rise to the retaliation. 10 C.F.R.
§ 708.12(a).

%The employee who files a complaint has the burden of establishing by a preponderance
of the evidence that he or she made a disclosure, participated in a proceeding, or refused
to participate, and that such act was a contributing factor in one or more alleged acts of
retaliation against the employee by the contractor. Once the employee has met this
burden, the burden shifts to the contractor to prove by clear and convincing evidence that
it would have taken the same action without the employee’s disclosure, participation, or
refusal. 10 C.F.R. § 708.29.
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dismissal may be appealed to the Secretary of Energy, in accordance
with the Part 708 regulations.?® During the 708 process, the employee
can withdraw his or her complaint, can agree to participate in
mediation, or enter into a settlement agreement with the contractor.

« OSHA Whistleblower Protection Program: Complaints filed under
this program follow a hearings and appeals process before an
administrative law judge. Unlike the 708 Program, however, under
OSHA'’s process, DOE contractor employees may generally file suit in
federal district court if OSHA has not ruled on or dismissed the
complaint within a year of its filing.

« Enhanced whistleblower protection pilot program: Complaints
filed under the enhanced whistleblower protection pilot program are
investigated by the DOE Inspector General and, in contrast to the 708
and OSHA programs, do not involve formal administrative hearings.
Under the pilot program, the Inspector General submits its
investigation findings to the whistleblower, the contractor, and the
Secretary of Energy. Should the Inspector General find in favor of the
whistleblower, the Secretary of Energy may issue an order of remedy,
which is enforceable in federal court. The contractor may appeal such
an order in federal court.

In addition to these government agency programs, contractor employees
may, in some circumstances, be able to challenge the alleged unlawful
retaliation directly in a state or federal court or seek redress through their
respective labor unions or from another nonfederal government entity.

2The appeals process for dismissals on technical grounds is described in 10 C.F.R. §§
708.18 - 708.19. The appeals process for decisions on the merits is described in 10
C.F.R. §§ 708.32 - 708.35.
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DOE Has Taken
Steps to Evaluate the
Environment for
Raising Concerns,
but These
Evaluations Used
Flawed and
Inconsistent
Methodologies

Fostering an environment that encourages a questioning attitude by all
employees and is free of retribution is an important aspect of DOE’s
Integrated Safety Management policy and guidance, and DOE has taken
steps to evaluate this environment. Specifically, in 2012 through 2014,
DOE conducted a coordinated review of safety culture across multiple
sites—known as an “extent of condition” review—as well as various ad
hoc assessment surveys and independent reviews aimed at evaluating
the environment for raising concerns. However, these evaluations used
flawed and inconsistent methodologies and drew conclusions that may
have overstated the openness of the environment for raising concerns.

Efforts to Evaluate the
Environment for Raising
Concerns Included a
Coordinated Review of
DOE’s Safety Culture and
Various Ad Hoc
Assessments and
Independent Reviews

DOE'’s effort to evaluate the environment for raising concerns included a
coordinated review of safety culture—that is, an “extent of condition”
review—to determine whether the safety culture weaknesses observed in
2011 by DNFSB at WTP extended to other defense nuclear facilities.
During the same time frame, at two of the three sites we visited—
Savannah River and Hanford—DOE and its contractors also conducted
various independent reviews and ad hoc self-assessment surveys aimed
at evaluating the environment for raising concerns.

DOE’s extent of condition review: In December 2011, the Secretary of
Energy approved an implementation plan that described the department’s
planned actions for responding to recommendations in the 2011 DNFSB
report on the safety culture at WTP—including the recommendation to
conduct an extent of condition review. DNFSB accepted DOE’s
implementation plan in March 2012. DOE’s extent of condition review was
a coordinated effort involving various DOE organizations and contractors,
including the Office of Environment, Safety, and Health Assessments
within the Office of Enterprise Assessments. As discussed more
specifically below, the extent of condition review generally consisted of
four components: (1) independent reviews of safety culture; (2) safety
conscious work environment (SCWE) self-assessments;?° (3) an

26SCWE is the aspect of safety culture that relates to ensuring an open environment for
raising concerns without fear of retaliation, according to guidance from DOE and
contractors and a Nuclear Regulatory Commission policy statement.
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independent review of the SCWE self-assessments; and (4) a
consolidated report summarizing and assessing the results of the
independent reviews and SCWE self-assessments.?’

« Independent reviews of safety culture: From 2012 through 2013,
the predecessor of DOE’s Office of Environment, Safety, and Health
Assessments conducted independent reviews of the safety culture of
four construction projects at four DOE sites and, at a fifth site,
conducted a site-wide independent review of safety culture.?® The
construction projects reviewed were Idaho Sodium Bearing Waste
Treatment Project; Los Alamos National Laboratory’s Chemistry and
Metallurgy Research Replacement Project; the Savannah River Site’s
Salt Waste Processing Facility; and the Y-12 National Security
Complex’s Uranium Processing Facility Project. The site-wide review
was for the Pantex Plant in Texas.?® DOE’s methodology for the
independent reviews was developed in consultation with outside
experts in safety culture assessment. The methodology included
interviews, focus groups, document reviews, and other approaches for
assessing the safety culture. The methodology also involved
surveying DOE and contractor employees about various aspects of
safety culture, including the employees’ ability to report safety
concerns without fear of retaliation.

27as described in DOE’s implementation plan and other documents, the extent of
condition review also included tasks other than evaluating DOE’s safety culture, such as
issuing a secretarial memo to reinforce the safety culture attributes in DOE’s Integrated
Safety Management policies and guidance, and developing processes and controls for
sustaining a robust safety culture at sites.

28Prior to a reorganization in 2014, the predecessor to DOE’s Office of Environment,
Safety, and Health Assessments was housed within the Office of Enforcement and
Oversight in the Office of Health, Safety and Security. During the reorganization, the
predecessor offices were disbanded, and responsibility for independent oversight and
enforcement was placed in a new organization—the Office of Enterprise Assessments—
which includes the Office of Environment, Safety, and Health Assessments; the Office of
Enforcement; and other sub-offices.

29The Pantex Plant was not originally slated for independent assessment during the extent
of condition review. However, DOE’s Office of Environment, Safety, and Health
Assessments added the site after learning about alleged retaliation at the site related to
contractor employees raising safety concerns.
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e SCWE self-assessments: In 2013 and 2014, the DOE organizations
and contractors at 12 sites conducted SCWE self-assessments, *
using various approaches—such as employee surveys, interviews,
and workplace observations. SCWE is the aspect of safety culture
that relates to ensuring an open environment for raising concerns
without fear of retaliation, according to guidance from DOE and
contractors and a Nuclear Regulatory Commission policy statement.
To guide this effort, DOE developed guidance, including lines of
inquiry and self-assessment techniques.

« Independent review of the SCWE self-assessments: From May
through December 2013, the predecessor of DOE’s Office of
Environment, Safety, and Health Assessments evaluated the quality
of the SCWE self-assessments and, in February 2014, issued a report
on its evaluation.®'

« Consolidated report: In May 2014, DOE issued a consolidated
report on its safety culture extent of condition review, which provides
an analysis of the results of DOE’s independent reviews and SCWE
self-assessments and recommends actions for improving safety
culture management. 32

Ad hoc self-assessments and independent reviews: At two of the
three sites we visited—Savannah River and Hanford—DOE or
contractors conducted or organized various other ad hoc self-
assessments and independent reviews. These reviews were generally
similar in purpose to the assessments and evaluations conducted for the
extent of condition review in that they aimed to assess the safety culture
or the environment for raising concerns. The reviews may have also
involved methodological approaches similar to those used for the extent

30These sites are (1) the Savannah River Site (S.C.); (2) Los Alamos National Laboratory
(N.Mex.); (3)Sandia National Laboratories (N.Mex. and Calif.); (4) Lawrence Livermore
National Laboratory (Calif.); (5) Nevada National Security Site; (6) Y-12 National Security
Complex (Tenn.); (7) Pantex Plant (Tex.); (8) Idaho Site (Environmental Management
programs); (9) Hanford Site (Wash.); (10) Waste Isolation Pilot Plant (N.Mex.); (11) Oak
Ridge Reservation (Tenn.); and (12) Pacific Northwest National Laboratory (Wash.).

3'DOE, Office of Enforcement and Oversight, Independent Oversight Evaluation of Line
Self-Assessments of Safety Conscious Work Environment (Washington, D.C.: February
2014).

32DOE, Consolidated Report for Defense Nuclear Facilities Safety Board
Recommendation 2011-1, Actions 2-8 and 2-9 (Washington, D.C.: May 2014).
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of condition review evaluations, including employee surveys and focus
groups, and, in some cases, may have been conducted while the extent
of condition review was underway. However, the ad hoc reviews were
generally stand-alone efforts, separate from the extent of condition review
and from one another. They included, for example, several DOE- and
contractor-led reviews at the Hanford WTP, including a series of
independent reviews of WTP’s safety culture by the Office of
Environment, Safety, and Health Assessments, or its predecessor, as
well as safety culture surveys of WTP employees conducted by the WTP
contractor in 2005 through 2014 (except 2010). The ad hoc reviews also
included other safety culture or SCWE evaluation efforts, such as a
Savannah River Site contractor’'s September 2011 survey to assess the
ability of certain construction labor employees to raise safety concerns
without fear of retaliation, and a more broadly focused “organizational
climate” survey of DOE and contractor employees at the Hanford site,
which—according to a report from the study and a DOE official at
Hanford—was organized by DOE officials at the site and administered in
June 2012 by a hired consultant.

Some Evaluations Used
Flawed and Inconsistent
Methodologies and Drew
Conclusions That May
Overstate the Openness
of the Environment for
Raising Concerns

DOE’s Extent of Condition
Review

Some of the evaluations conducted for DOE’s extent of condition review,
as well as various ad hoc self-assessments and independent reviews,
used flawed or inconsistent methodologies and sometimes drew
conclusions that overstated the openness of the environment for raising
concerns.

The independent evaluation of safety culture at five sites—which, as we
noted earlier, was part of DOE’s extent of condition review of non-WTP
facilities and sites—revealed problems with the environment for raising
concerns. For example, on the electronic survey associated with four of
these evaluations, 60 to 70 percent of contractor employee survey
respondents agreed with the statement “management does not tolerate
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retaliation of any kind for raising concerns.”* This means that 30 to 40
percent of respondents did not agree with the statement. The response to
this survey question was generally more positive for one of the five
evaluations—with 65 to 78 percent of respondents agreeing with the
statement.3* The methodology and approach DOE used to perform its
independent evaluations of safety culture at five sites was generally
sound and consistently applied at diverse sites. In particular, the
employee surveys—which were conducted and analyzed by external
safety culture experts—asked consistent questions, generally achieved
high response rates appropriate for drawing conclusions about
employees’ perceptions of the work environment, and reports from these
evaluations provided detailed information on scope and methodological
approaches used and the results. For example, response rates for three
of the five employee surveys done in connection with DOE’s independent
review were between 81 and 92 percent, which, according to reports from
the evaluations, were “acceptable” or “very acceptable” for drawing
conclusions about the employees’ perceptions and attitudes about the
work environment. Response rates for the remaining two surveys were 62
and 68 percent—which, according to DOE’s report summarizing the
results of these assessments, was “acceptable” for drawing such
conclusions but “lower than desired.”

In contrast, DOE determined that the SCWE self-assessments conducted
at 12 sites for the extent of condition review were flawed in many cases
and may have overstated the openness of the environment for raising
concerns. Specifically, in its February 2014 report on the quality of SCWE
self-assessments, the predecessor to DOE’s Office of Environment,
Safety, and Health Assessments found that the quality of surveys and
other methodologies used, and the analysis of the results, varied widely,
significantly reducing confidence in the conclusions of many of the self-
assessments. As a result, caution should be used in drawing firm

33The percentage of survey respondents agreeing with the statement for each of the four
evaluations is a follows: Sodium Bearing Waste Treatment Project (60 percent); the
Savannah River Site’s Salt Waste Processing Facility (60 percent); and the Y-12 National
Security Complex’s Uranium Processing Facility Project (70 percent), and the Pantex
Plant (65 percent).

34The survey results for Los Alamos National Laboratory’s Chemistry and Metallurgy
Research Replacement Project represent respondents from three contractors involved in
the project (65 percent, 75 percent, and 78 percent of respondents agreed with the
statement “management does not tolerate retaliation of any kind for raising concerns”).
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conclusions about the state of the SCWE or safety culture across the
DOE complex, according to DOE’s report.

While DOE’s February 2014 report noted positive attributes of many of
the self-assessments it examined, the report also identified widespread
problems with the surveys and the other approaches used. According to
DOE’s report, surveys can be considered valid and reliable only if they
are adequately developed and appropriately administered, with adequate
measures to ensure anonymity and extensive testing to determine survey
reliability and validity. > However, DOE’s report found that the SCWE
self-assessment surveys did not consistently apply assessment
methodologies and were not designed to ensure valid and credible
results, as illustrated by the following findings:

« Many surveys were developed by personnel with little survey
experience, and surveys were frequently not validated to ensure
accuracy, reliability, and repeatability.

« In some cases, survey administration methods—such as computer
sign-on screens bearing a standard disclaimer that activity may be
monitored—Iled some participants to question the anonymity of the
survey.

« Some questions contained leading or biased phrases, potentially
skewing the results, and contained “double-barreled” questions that
asked respondents to provide a single response to a question
addressing more than one concept.

« Survey participation rates were sometimes low, and several of the
organizations conducting the self-assessments did not understand the
significance of getting a high participation rate to increase the
confidence level that the sample reflects the whole population. In one
case, a 25 percent response rate was perceived as being a good
response rate. However, according to the report, a response rate that
low reduces confidence in the results and could produce a large

35According to the report, the term “reliability” relates to whether the survey yields the
same answers at different times (i.e., repeatability), and whether the questions within it
measure the same thing (only applicable if the team is administering a set of questions to
measure a single issue). The term “validity” relates to whether the survey measures the
factors it is intended to measure. If a survey is not reliable over time, it cannot be valid,
because the results will vary depending on when it is administered.
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nonresponse bias—particularly without additional analysis to ensure
that employees participating in the survey did not differ significantly
from those who did not participate.

DOE cited similar problems with the other methodological approaches
used in the self-assessments, including, for example, leading or biased
interview questions and problems assuring confidentiality during
interviews or providing an adequately “safe space” for employees to give
candid responses during focus groups.

In addition, many reports from the self-assessments provided limited
information about the survey response rates achieved or the data and
analysis used to support the results, according to the February 2014
report and our analysis. Moreover, the overall conclusions in many of the
self-assessment reports did not accurately reflect the information in the
data and analysis sections of the assessments, according to DOE’s
report. In some cases, negative results were presented with a statement
rationalizing or minimizing the issue, rather than indicating a need to find
out more about the issue and resolve it. In other cases, problems were
not mentioned in the conclusions or executive summaries, which,
according to the report, are sections that senior management is most
likely to read. In particular, for several of the self-assessment reports,
discussions in these sections minimized or did not take into account
interview comments or other data, which reflected employee concerns
about retaliation or provided evidence of possible chilled work
environments. In doing so, these self-assessment reports may have
drawn overly positive conclusions about the SCWE or safety culture and
did not fully address the potential concerns identified during the self-
assessments, according to DOE.

Several statements in the February 2014 report attributed some of the
methodological or reporting problems to weaknesses in DOE
headquarters communications about the self-assessment process and
weaknesses in the SCWE self-assessment guidance document, ¢ which
DOE had developed as part of the extent of condition review. The report
also attributed problems to the DOE and contractor organizations’
inexperience with conducting SCWE self-assessments. As a result, the
February 2014 report recommended that DOE take additional actions to

38pOE, Safety Conscious Work Environment Self-Assessment Guidance, revision G
(undated).
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ensure that future self-assessments will provide an unbiased and
accurate assessment of the status of the SCWE at DOE sites and
organizations, with a particular focus on improving headquarters
communication and the guidance and tools that are used at the site level.
In line with the report’'s recommendation to improve DOE’s self-
assessment guidance, DOE officials we interviewed from the Office of the
Associate Under Secretary for Environment, Health, Safety and Security
told us that a DOE working group is developing metrics for monitoring
DOE’s SCWE and safety culture. The officials also said that a report on
the effort will include guidance for DOE officials and contractors at sites
for conducting SCWE and safety culture evaluations locally. However,
these officials said that contractors will likely not be required to follow the
guidance.

Notwithstanding the problems DOE identified in its February 2014 report,
3 months later, DOE downplayed the significance of the flawed SCWE
self-assessments. Specifically, in May 2014, DOE issued a consolidated
report on the results of its extent of condition review, which analyzed the
results of the DOE independent review of safety culture and the SCWE
self-assessments. The consolidated report noted that there was
considerable variability in the SCWE self-assessments’ methodologies,
reporting, and quality, but it did not disclose the significance of these
differences. For example, unlike the February 2014 report, the
consolidated report did not advise caution in drawing firm conclusions
from the self-assessments about the state of SCWE or safety culture
across the entire DOE complex. Instead, the consolidated report said that
“the self-assessments provided valuable insights about the current state
of SCWE within the assessed organizations” and that the SCWE self-
assessments and the independent reviews at safety culture at the five
sites “yielded information on the status of SCWE and safety culture in
general.”

Notably, the report did not recommend that DOE assume responsibility
for conducting independent reviews or ensuring that contractors take
appropriate action in response to evaluation results. Instead, DOE’s May
2014 report recommended that, among other things, DOE (1) establish a
Safety Culture Improvement Panel and (2) evaluate the language on
safety culture and SCWE in its contracts for consistency, and revise
DOE'’s existing contract language on Integrated Safety Management so
that it clearly references safety culture. In implementing these
recommendations, DOE plans to issue guidance, give advice, and
encourage contractors to initiate programs to monitor and improve the
environment for raising concerns. In doing so, DOE plans to rely on its
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contractors to conduct evaluations and take appropriate action in
response to evaluation results. Specifically, in response to the May 2014
report, DOE has taken the following steps:

« In May 2015, DOE approved a new Safety Culture Improvement
Panel, which began meeting in July 2015. According to its charter, the
new panel establishes a permanent, high-level organization devoted
to promoting safety culture and will develop a means for monitoring
DOE'’s safety culture, among other activities. In February and April
2016, DOE officials from the panel, including the co-chair, told us that
the panel has been evaluating DOE and industry sources for possible
metrics that could be used at DOE sites to monitor safety culture. The
officials said that indicators, such as response times to carry out
corrective actions or trends in employee concerns, were among the
possible metrics being considered. Also, the officials said that
information from surveys and other evaluations would be used to help
monitor safety culture but that this information would likely come from
periodic self-assessments at sites—possibly similar to those
conducted for the extent of condition review—rather than independent
assessments.

« In addition, the panel has been evaluating DOE’s contracts and is
developing contract language aimed at encouraging contractors to
initiate programs for monitoring and improving their safety culture and
SCWE or to maintain existing efforts, according to the officials and the
panel's meeting minutes. However, panel officials told us that the
panel serves in an advisory role and does not have authority to
require sites to adopt practices or use information that it generates.
For example, they said that DOE contracting officers will not be
required to include the contract language the panel develops into new
or existing contracts.

As of April 2016, the panel’s assessments of possible metrics and
contract language were still under development or being reviewed,
according to the panel officials.

Moreover, it is unclear that these efforts will address the concerns raised
by DNFSB in its March 2012 letter to the Secretary of Energy accepting
DOFE’s implementation plan for the extent of condition review. In its letter,
DNFSB stressed the need for independent viewpoints and specialized
expertise in safety culture assessments and stated that—if the SCWE
self-assessments did not prove to be a reliable indicator of the safety
culture’s status—DOE must be prepared to perform a broader suite of
independent safety culture reviews. However, officials from the Office of
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Ad Hoc Self-Assessments and
Independent Reviews

Environment, Safety, and Health Assessments and the Office of
Enterprise Assessments told us that they had no plans to conduct such
reviews and determined it would be more appropriate for contractors to
evaluate the safety culture locally. These officials also told us that they
believed the self-assessments would improve over time, as contractors
became more comfortable with the concepts of SCWE and safety culture,
which the officials said were relatively new in DOE and, unlike other
safety-related assessments, involved measuring “soft” management
concepts, such as employee satisfaction and organizational culture.

The ad hoc contractor self-assessments and DOE independent reviews
conducted at the Hanford and Savannah River sites did not use a
consistent or rigorous approach and may have overstated the openness
of the environment for raising concerns. As noted above, these reviews
were similar in purpose and methodology to evaluations conducted for the
extent of condition review but were separate from that review and from
one another. As with the SCWE self-assessments conducted for the
extent of condition review, the ad hoc and independent reviews also had
flaws, including the following:

« The execution of some of the self-assessment surveys may not have
had high enough response rates to draw conclusions about the
openness of DOE’s environment for raising concerns—in part
because DOE'’s self-assessment guidance does not establish an
acceptable response rate. In particular, while reports from some ad
hoc or independent reviews identified response rates of 67 percent or
even 80 percent, others reported response rates as low as 19 percent
or as low as about 5 percent, which may not be sufficient for drawing
valid conclusions about openness of the environment for raising
concerns. In a report summarizing the results of a self-assessment
survey at the Savannah River Site, the contractor noted that concerns
over anonymity may have contributed to what it characterized as a
low response rate of 18 out of 97 employees (19 percent). According
to the report, within hours of initiating the survey, the response rate
dropped after an employee questioned whether the electronic folder
used to store the completed surveys would protect participants’
anonymity.

« DOE officials and a contractor employee at the Hanford Site told us
that concerns about anonymity and other issues may have also
lowered the response rate or reduced the quality of the data collected
during that site’s 2012 organizational climate survey. A contractor
employee involved with designing the survey told us that DOE'’s first
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attempt to deploy the survey was aborted after it was discovered that
participant identities could be linked to their responses. When the
survey was redeployed, the contractor employee heard from
participants that some managers were pressuring employees to give
favorable responses, among other issues. In addition, DOE officials at
the Hanford site and the contractor employee involved with the survey
effort told us that a significant portion of the responses had been
deleted before they could be fully analyzed. According to the DOE
officials and the contractor employee, the consultant that DOE hired to
administer the survey destroyed the narrative comment responses,
possibly in an effort to respond to concerns raised about maintaining
anonymity. Although the consultant provided DOE a summary of the
narrative responses, the DOE officials said the summary was not very
useful for evaluating the environment for raising concerns.

Further complicating DOE’s ability to evaluate the environment for raising
concerns, DOE has not provided clear instructions to its site officials or
contractors regarding what constitutes a positive or negative result and
has changed the wording of a key survey question on one of its
independent assessments, as discussed below:

In some cases, DOE’s or contractors’ reports that summarized their
evaluation efforts may have overstated the openness of the
environment for raising concerns—in part, because DOE did not
provide its site officials or contractors with clear instructions to define
what constitutes a positive or negative result. For example, in its
2012, 2013, and 2014 surveys of WTP employees, the WTP
contractor drew positive conclusions about the environment for raising
concerns, based on survey results that indicated that 63 to 74 percent
of respondents agreed with the statement that “I feel | can raise
concerns and/or challenge people at any level in my organization
without fear of the consequences.” In contrast, a June 2014 report
from an independent review of WTP’s safety culture drew less positive
conclusions based on similar results. Specifically, 72 to 80 percent of
the WTP contractor employees participating in the survey agreed that
“‘Management does not tolerate retaliation of any kind for raising
concerns.” On the basis of these results, the Office of Environment,
Safety and Health Assessments designated this area as “in need of
attention.”

During its most recent independent review of safety culture at WTP in
2015, DOE’s Office of Environment, Safety, and Health Assessments
changed the wording of a key survey question about contractor

employees’ ability to raise concerns without fear of retaliation from the
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wording it used in its 2014 survey. According to DOE’s report from the
independent review, the 2014 survey asked WTP contractor
employees the question “Does management tolerate retaliation of any
kind for raising concerns?”—uwith possible responses on a 5-point
scale ranging from 1 (“not at all”) to 5 (“to a great extent”). The 2015
survey used the same scale for the responses but reworded the
question in the form of a statement, as follows: “Retaliation for raising
concerns is not tolerated by management.” The wording change,
which DOE officials said was inadvertent, conveyed the opposite
meaning of the 2014 question, making it difficult to compare the 2015
responses to the responses received in the previous year.
Consequently, in order to compare 2014 results to 2015 results, the
Office of Environment, Safety, and Health Assessments had to
reverse and recalculate the scoring of the 2014 question to attempt to
make the two years’ results comparable. The report also notes that
the office “must be very cautious in interpreting any changes in
responses” because employees may not have interpreted the
qguestion in the same way that they had in prior years.

The federal standards for internal control state that management should
establish and operate monitoring activities to monitor the internal control
system and evaluate the results.®” Because DOE relies on contractors to
carry out its missions—to include activities that support DOE’s policy for
fostering an environment that is free of retaliation for raising safety
concerns—the effectiveness of DOE’s internal control system partly
depends on the effectiveness of the activities and control environments
established by its contractors. According to DOE’s Integrated Safety
Management policy, DOE expects all organizations to embrace a strong
safety culture and create a work environment that encourages a
questioning attitude by all employees. To help monitor the effectiveness
of this policy, DOE has relied on contractor self-assessments and
independent assessments. However, given that contractor self-
assessments proved to be an unreliable measure of contractor
employees’ willingness to raise concerns, according to the DNFSB, a
broader suite of independent safety culture reviews is needed. Without
this, DOE does not have a reliable basis to judge whether policies and

37GAO, Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1
(Washington, D.C.: Nov. 1, 1999). GAO has revised and reissued Standards for Internal
Control in the Federal Government, with the new revision effective as of October 1, 2015.
GAO-14-704G (Washington, D.C.: Sept. 2014).
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Several Factors May
Limit the Use and
Effectiveness of
Mechanisms for
Raising Concerns or
Seeking
Whistleblower
Protection

controls that are intended to create an open environment for raising
safety or o