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HOMELAND SECURITY

DHS's Actions to Recruit and Retain Staff
and Comply with the Vacancies Reform
Act

What GAO Found

DHS'’s overall attrition rate for permanent employees (excluding those in the
Senior Executive Service and presidential appointments) declined from 8.4
percent in 2005 to 7.1 percent in 2006. These rates, which were above the
roughly 4 percent average rate for all cabinet-level agencies, were affected
by high levels of attrition (about 14-17 percent) among transportation
security officers at DHS’s Transportation Security Administration. With the
security officers excluded, DHS’s attrition rate was 3.3 percent. To monitor
and understand attrition rates, DHS and several of its component agencies
separately analyze attrition data and administer exit surveys to employees
upon their departure. GAO has previously reported that these data are useful
to agencies for workforce planning purposes.

DHS used various strategies to recruit and retain employees in fiscal years
2005 and 2006. For example, DHS used human capital flexibilities in
accordance with OPM guidance that included offering employee cash
awards and hiring staff under a 2-year training program. These practices and
others were rated by most DHS human capital officials GAO interviewed as
“very effective” recruitment or retention tools, though most component
officials also cited barriers to making greater use of certain flexibilities, such
as expedited hiring.

DHS implemented agreements under the Intergovernmental Personnel Act,
allowing nonfederal employees to be temporarily assigned to a federal
agency to meet mission needs. As of September 2006, 36 such agreements
were in place, roughly half of them in DHS’s Science and Technology
Directorate. DHS also used personal services contracts to acquire talent
from outside the government on a temporary basis—with 61 such contracts
in place as of September 2006, almost all of them in Customs and Border
Protection and U.S. Coast Guard.

Between March 2003 and April 2007, DHS filled 16 positions covered by the
Vacancies Reform Act and complied with the “tenure provision” in all cases,
which limits to 210 days the tenure of acting officials in certain positions that
require presidential appointment and Senate confirmation. However, during
this same period, DHS did not always meet related reporting requirements of
the act and did not have one of the five management controls that GAO has
reported as necessary to ensure compliance--written procedures
documenting how to comply. The act requires that agencies immediately
report vacancies to Congress and the Comptroller General. DHS did not
meet this requirement for 3 of 16 vacancies between 2003 and 2007; DHS’s
Office of General Counsel did not know why these vacancies were not
reported. GAO has previously reported that documented procedures are a
necessary management control mechanism so that when DHS staff
responsible for ensuring DHS’s compliance with the act leave or are
reassigned, their replacements will have established guidelines to follow.
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The Honorable Bennie G. Thompson
Chairman

Committee on Homeland Security
House of Representatives

The Honorable Christopher P. Carney

Chairman

Subcommittee on Management, Investigations, and Oversight
Committee on Homeland Security

House of Representatives

Since its inception in March 2003, the Department of Homeland Security
(DHS) has faced enormous challenges related to protecting the nation
from terrorism while organizing its 22 predecessor agencies—several with
existing program and management challenges—into a coherent and
integrated department. Because these difficulties could have serious
consequences for the security of our country, we designated the
department’s implementation and transformation a high-risk area in 2003
and reiterated our concerns in January 2005 and again in January 2007.'

One key challenge DHS has faced is effectively and strategically managing
its sizable workforce of nearly 171,000 employees in order to respond to
current and emerging 21st century challenges. DHS has taken action to
integrate the legacy agency workforces that make up its components and
has issued both a strategic human capital plan as well as a workforce plan
for the entire department.

But, as we have previously reported, many human capital challenges
remain.” They include attracting and retaining a qualified workforce;
rewarding individuals based on individual, team, unit, and organizational
results; obtaining, developing, providing incentives to, and retaining
needed talent; and ensuring leadership at the top. In addition, the Office
of Personnel Management (OPM), which plays a key role in helping

' GAO, High-Risk Series: An Update, GAO-07-310 (Washington, D.C.: January 2007).

% GAO, Homeland Security: Overview of Department of Homeland Security Management
Challenges, GAO-05-573T (Washington, D.C.: April 2005).
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agencies build needed infrastructure and prepare for reform, recently
reported that DHS scored near the bottom, relative to other federal
agencies, on indices measuring leadership and knowledge management,
results-oriented performance culture, talent management, and job
satisfaction. These measures, which come from OPM’s 2006 Federal
Human Capital Survey, were consistent with those from prior years.

As you know, various governmentwide laws, regulations, and
departmental policies govern DHS’s approach to human capital
management as it seeks to address these challenges. For example, the
Vacancies Reform Act’ requires agencies to report to Congress and us
vacancies in certain presidentially-appointed positions requiring Senate
confirmation, and limits to 210 days the length of time an official can fill
such a position in an acting capacity (known as the act’s tenure provision).
In addition, the Intergovernmental Personnel Act (IPA)* allows a
nonfederal employee to be temporarily assigned to a federal agency to
meet the goals and objectives of both entities. Moreover, the Homeland
Security Act’ and other statutes permit DHS to use personal services
contracts to acquire talent from outside the government on a temporary
basis. DHS also may implement human capital flexibilities, which are
statutory authorities granted to agencies to allow them greater leeway in
recruiting, retaining, developing, managing, and compensating employees
to meet the challenges of the 21st century. They can include, among other
things, incentive awards, recruitment and retention bonuses, training and
development, and work-life policies that help agencies in a competitive
employment environment to attract and retain sufficient numbers of high-
quality employees.

In light of the human capital issues facing DHS, you asked us to examine
aspects of how the agency manages and oversees its human capital
resources. In response, this report assesses (1) DHS’s attrition rates of
permanent and senior-level employees for fiscal years 2005 and 2006 and
agency efforts to address workforce issues related to attrition and filling
senior-level vacancies; (2) DHS’s use of human capital flexibilities to
recruit and retain staff; (3) how DHS makes use of IPA agreements and
personal services contracts, and its authority for these tools, as of the end

35 U.S.C. §§ 3345-3349d.
*5U.S.C. §§ 3371-3376.
*6U.S.C. § 391(c).
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of fiscal year 2006; and (4) DHS’s compliance with the tenure provision
and related reporting requirements of the Vacancies Reform Act, and
whether management controls are in place to help ensure compliance with
the act.

To obtain information on attrition (defined for this report as resignations
and transfers to other departments and agencies outside of DHS) of
permanent employees,’ we analyzed fiscal years 2005 and 2006 data from
OPM’s Central Personnel Data File (CPDF). We also used the CPDF data
to determine attrition of DHS senior-level employees, both Senior
Executive Service (SES) and presidentially appointed. We have previously
assessed the reliability of the CPDF and found it sufficiently reliable for
our analysis. We did not make judgments regarding how the attrition of
permanent employees or the attrition of senior-level employees has
affected DHS. To obtain information on the degree of challenge that DHS
components had in filling senior-level positions, we surveyed human
capital personnel from DHS component agencies using a telephone survey
we developed for this engagement. To obtain information on DHS’s use of
human capital flexibilities for recruitment and retention, we used OPM
documentation and our past reports to identify human capital flexibilities
likely to affect DHS’s ability to recruit and retain staff. We then limited the
list of flexibilities likely to affect recruitment and retention to those for
which OPM maintained data in the CPDF and categorized them as relating
to recruitment, retention, or both. We used the CPDF data to calculate
DHS'’s use of the flexibilities in fiscal years 2005 and 2006. We also
surveyed DHS headquarters and component agency human capital
officials on the use and perceived effectiveness of the flexibilities and
impediments to their use, using a self-report telephone survey we
developed for this engagement. We did not make judgments regarding how
DHS’s use or non-use of human capital flexibilities has affected the agency
and we did not assess the appropriateness of DHS’s use of any specific
human capital flexibilities, the reasons officials provided for using or not
using them, or the appropriateness of OPM’s rules. We analyzed how DHS
makes use of IPA agreements and personal services contracts, how often,
and to what extent, as of the end of fiscal year 2006. To obtain information
on DHS’s use of IPA agreements, we met with DHS and requested and
reviewed information pertaining to salaries, description of duties, and
name of employer, for all IPAs in place as of September 30, 2006. To obtain

® We use the term “permanent” to describe employees with permanent appointments in the
competitive or excepted service.
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information on DHS’s use of personal services contracts, we met with
officials in DHS’s Chief Procurement Office and analyzed information
pertaining to salary/contract value, description of duties, and names of
components utilizing all personal services contracts in place as of
September 30, 2006. We assessed the reliability of information supplied
pertaining to IPA agreements and personal services contracts by
interviewing agency officials knowledgeable about the data and
determined that the data were sufficiently reliable for the purposes of this
report. We did not make judgments as to how the use of IPA’s or personal
services contracts has affected DHS. To determine DHS’s compliance
with the tenure and reporting requirements of the Vacancies Reform Act,
we reviewed the provisions of the act and reviewed information contained
in the Executive Vacancy Database that we maintain to collect and analyze
vacancy data submitted to us by agencies. To determine if DHS had
implemented the management controls necessary to help ensure
compliance with the act, we interviewed DHS officials, obtained
documentation from DHS, and reviewed our past work on the act.

CPDF data indicate that there were 13 components that made up DHS
during fiscal year 2006 (see below for a listing of DHS component agencies
in CPDF). However, for some purposes DHS categorizes the components
differently. For the survey that we conducted on DHS’s use of human
capital flexibilities, we interviewed officials representing the 13
components plus the Management Directorate. Likewise, for the survey on
filling senior vacancies, we interviewed officials representing the 13
components plus Office of Intelligence Analysis, Office of Operations,
Office of Preparedness, and Office of General Counsel. As a result, our
survey data reflect 14 and 17 components, respectively, while the CPDF
data reflect 13 components.

Components listed in
CPDF:

DHS Headquarters (HQ)

Domestic Nuclear Detection Office (DNDO)

Federal Emergency Management Agency (FEMA)

Federal Law Enforcement Training Center (FLETC)

Office of the Inspector General (OIG)

Office of the Under Secretary for Science and Technology (S&T)
Transportation Security Administration (TSA)

U.S. Citizenship and Immigration Services (CIS)

U.S. Coast Guard (USCG)

U.S. Customs and Border Protection (CBP)

U.S. Immigration and Customs Enforcement (ICE)

U.S. Secret Service (USSS)

U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT)
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Results in Brief

We conducted our work from September 2006 through June 2007 in
accordance with generally accepted government auditing standards. See
appendix I for more information about our scope and methodology.

Although DHS’s attrition rates for permanent non-senior-level employees
decreased from 8.4 to 7.1 percent between fiscal years 2005 and 2000, the
department’s attrition rates were higher for both permanent non-senior -
level and senior-level employees than the average attrition of comparable
employees at all other cabinet-level departments. However, this was due,
in part, to attrition rates of Transportation Security Officers (TSO) at the
Transportation Security Administration (TSA), who compose roughly a
third of all DHS employees. After excluding TSA’s attrition rates for TSOs,
DHS’s overall attrition rate was 3.3 percent for both years. This compares
to an average attrition rate during the same period of approximately 4.0
percent for other cabinet-level departments. For senior-level employees
(those in SES or presidentially appointed positions), the rate of attrition
was also higher for both years at DHS—14.5 and 12.8 percent respectively,
than the average attrition at all cabinet-level departments (7 and 6 percent,
respectively). With respect to the ability of DHS to fill vacant SES
positions, DHS personnel at most of the components that we surveyed
reported that filling senior-level positions was either not a challenge or
posed a slight or moderate challenge. For example, when asked whether
they faced challenges to hiring senior-level personnel due to a limited
number of applicants with the necessary leadership skills, most reported
that this was not a challenge or that it posed a slight or moderate
challenge. With respect to collecting data for workforce planning, DHS
reported that the department itself, plus 9 of 13 components, separately
analyze attrition data for their workforces. Further, they reported that 11
components administer exit surveys to their employees leaving the agency.
We have previously reported that these data are useful to agencies for
workforce planning purposes.

DHS made use of various human capital flexibilities, in accordance with
guidance from OPM, to recruit and retain employees in fiscal years 2005
and 2006. The flexibilities implemented by DHS included practices such as
hiring incentives, performance awards, and more. Flexibilities frequently
used by DHS, according to OPM’s Central Personnel Data File, included
individual and group cash awards and the Federal Career Intern Program
(FCIP). These and other such practices were rated by all or most DHS
human capital officials we interviewed as “very effective” recruitment or
retention tools (14 of 14 on recruitment effectiveness and 10 of 14 on
retention effectiveness). However, officials at 12 of 14 components also
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stated that there were reasons why they could not make greater use of
certain flexibilities, citing, for example, a lack of funding to implement
them or that federal rules and regulations prevented them from making
greater use of these flexibilities. For example, officials at eight DHS
components stated that they wanted to use direct hire authority—a special
authority that expedites hiring—but federal rules and regulations
governing eligibility for direct hire authority prevented them from doing so
by restricting the positions for which agencies can use the authority. DHS
plans to increase the use of some human capital flexibilities as part of an
effort to improve the hiring process, which is part of a broader ongoing
effort to meet strategic human capital goals.

As of September 20006, a total of 36 IPA agreements were in place at DHS;
of these, 17 were located in the agency’s Science and Technology
Directorate (S&T) for individuals performing program manager functions
and duties. In addition, 61 personal services contracts were in place, with
36 in CBP for the services of individuals with subject matter expertise.
Salaries for IPA individuals ranged from $48,000 to $248,000, with a
median salary of $133,540. For personal services contracts awarded to
contractors, costs ranged from about $300 for laboratory testing services
to almost $21 million for dental and other medical services.

Between its inception in March 2003 and April 2007, DHS filled 16
positions under the Vacancies Reform Act and complied with the tenure
provision in all cases. However, during this same period, DHS did not
always meet the related reporting requirements of the act and did not have
one of the five management controls that we have reported are necessary
to ensure compliance with the act, overall. Specifically, with respect to
reporting, the act requires that agencies immediately report vacancies to
Congress and the Comptroller General. We found that DHS did not meet
this requirement for 3 of the 16 vacancies that occurred between March
2003 and April 2007: DHS failed to report vacancies in the position of
Deputy Secretary in 2003, in the position of Commissioner of Customs in
2005, and in the position of Assistant Secretary for Immigration and
Customs Enforcement in 2005. We also found that the DHS Office of
General Counsel, which has responsibility within DHS for compliance with
the act, did not have documented written procedures for compliance with
the act—one of the five management controls we have reported as
necessary to ensure compliance. We previously reported that documented
procedures are a basic management control mechanism that can help to
ensure that when DHS staff responsible for ensuring DHS’s compliance
with the Vacancies Reform Act leave or are reassigned, those who replace
them will have established guidelines to follow. During the course of our
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work, DHS did in fact reassign responsibility for compliance with the act
from one attorney to another. To prepare for this transition, an informal
outline about compliance was provided. However, informal outlines might
not be sufficient to ensure that compliance-related procedures are
understood and followed, and formal documented procedures rather than
informal notes or outlines might better prepare a replacement to meet the
act’s requirements in a timely manner.

We are recommending that the Secretary of the Department of Homeland
Security direct DHS’s Office of General Counsel to develop written
policies and procedures that clearly explain the duties of officials who
may be responsible for ensuring compliance with the Vacancies Reform
Act including the reporting requirements, and how these duties are to be
carried out.

DHS reviewed a draft of this report and concurred with the
recommendation. In its written response, DHS noted that a draft written
policy and procedures to address this issue is being circulated within the
department for comment and final clearance.
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Background

DHS Organization

DHS was established by the Homeland Security Act of 2002 and became
operational in March 2003 with the consolidation and alignment of 22
separate governmental agencies. The 22 individual agencies were formerly
subordinate to eight departments: Agriculture, Commerce, Defense,
Energy, Health and Human Services, Justice, Transportation, and the
Treasury, and two independent offices (FEMA and the General Services
Administration). In March 2005, Secretary Chertoff launched a “Second
Stage Review,” which resulted in the reallocation of functions within DHS
and the establishment, consolidation and/or alteration of organizational
units, effective October 1, 2005. (See fig. 1 for the DHS organizational
structure effective as of the time of our review.)
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Figure 1: Department of Homeland Security Organization Chart
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Human Capital
Management

As we have reported in prior work, strategic human capital planning is the
centerpiece of federal agencies’ efforts to transform their organizations to
meet the governance challenges of the 21st century.” Generally, strategic
workforce planning addresses two critical needs: (1) aligning an
organization’s human capital program with its current and emerging
mission and programmatic goals and (2) developing long term strategies
for acquiring, developing, motivating, and retaining staff to achieve

" GAO, Human Capital: Federal Workforce Challenges in the 21st Century, GAO-07-556T

(Washington, D.C.: Mar. 6, 2007).
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programmatic goals. The long-term fiscal outlook and challenges to
governance in the 21st century are prompting fundamental reexamination
of what government does, how it does it, and who does it. Strategic human
capital planning that is integrated with broader organizational strategic
planning is critical to ensuring agencies have the talent they need for
future challenges.

In the same report, we reported that top leadership in the agencies must
provide the committed and inspired attention needed to address human
capital and related organization transformation issues. Agencies’ human
capital planning efforts need to be fully integrated with mission and
critical program goals. We reported that agencies too often do not have the
components of strategic human capital planning needed to address their
current and emerging challenges. Augmented efforts are needed to
improve recruiting, hiring, professional development, and retention
strategies to ensure that agencies have the talent needed to carry out their
current and future missions. Overall, federal agencies need to ensure that
they are using flexibilities available to them to recruit and hire top talent
and to address the current and emerging demographic challenges facing
the government.

Vacancies Reform Act

The Vacancies Reform Act was passed to ensure a clear understanding of
what is to be done when certain presidentially appointed, Senate-
confirmed (PAS) positions® fall vacant.” These positions constitute the
highest level of staff in the federal executive branch, including the
secretaries for cabinet-level departments and their deputy and assistant
secretaries. Because most of these executives typically have relatively
short tenures, positions often are vacated during presidential terms of
office. At a change of administration, virtually all PAS positions are
vacated. Under the Vacancies Reform Act, if a presidential appointee
covered by the act dies, resigns, or is otherwise unable to perform the
functions and duties of the office, the requirements of the act must be

!Some PAS positions are not covered by the act. For example, the act does not apply to
members of multi-member boards or commissions, such as the Securities and Exchange
Commission.

5 U.S.C. §§ 3345-3349d.
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followed. For covered PAS vacancies, the Vacancies Reform Act, among
other things,

* Requires agencies to immediately report to the Senate, the House of
Representatives, and the Comptroller General changes in PAS
positions, including a vacancy and the date it occurs, the name of any
person serving in an acting capacity and the date such service began,
the name of any person nominated to fill a vacancy and the date such
nomination is submitted to the Senate, and any rejection, withdrawal,
or return of a nomination and the related date.

» Specifies who may serve as acting officer.

» Limits the service of acting officials to 210 days beginning on the date
the vacancy occurred. At the end of the time limit, no one may serve in
the position on an acting basis. The Vacancies Reform Act extends or
resets the 210-day period under certain circumstances, such as
suspending the time limit when a nomination is pending before the
Senate and extending the limit by 90 days with respect to any vacancy
existing during the 60-day period beginning at the start of a new
administration. The Vacancies Reform Act also requires us to inform
specified congressional committees, the President, and the Office of
Personnel Management if an acting officer has served longer than the
statutory limit.

After passage of the Vacancies Reform Act, we, together with the
executive branch, developed a form, “Submission Under the Federal
Vacancies Reform Act,” which the White House instructed agencies to use
beginning July 1999 to notify Congress and us of the reportable events
under the Vacancies Reform Act. We maintain a computerized tracking
system to collect and analyze data submitted by agencies."” We receive
agencies’ reports and enter the data in our tracking system.

' http://www.gao.gov/legal htm.

Page 11 GAO-07-758 Homeland Security


http://www.gao.gov/legal.htm

Due to Relatively High
Attrition Rates among
Transportation
Security Officers,

DHS Attrition Rates
Were Higher Than
Other Cabinet-Level
Departments for
Fiscal Years 2005 and
2006

The attrition rate for permanent non-senior-level employees decreased
from fiscal years 2005 to 2006, but was higher than other cabinet level
departments in both years. The higher attrition rate among permanent
non-senior-level employees was largely due to the attrition of TSA
Transportation Security Officers (TSO). The attrition rate for senior-level
employees—those in SES or presidentially appointed positions—was
higher than the average senior-level attrition rate for all cabinet-level
departments, but was not the highest rate of all departments. DHS
reported that there is rarely great difficulty in finding senior executive
service personnel with the skills and qualifications needed to fill vacant
positions. DHS and some of its components use attrition and exit survey
data for workforce planning.

DHS'’s Attrition Rate
Affected by Attrition
among TSA’s
Transportation Security
Officers

An analysis of quarterly CPDF data for fiscal years 2005 and 2006 indicated
that the attrition rate for DHS non-senior-level permanent employees
declined from 8.4 percent in 2005 to 7.1 percent in 2006 (see fig. 2).
However, both years’ rates were higher than the average for all cabinet-
level executive agencies of 4.0 percent in 2005 and 3.9 percent in 2006.
(For purposes of our analysis, we restricted our definition of attrition to
include permanent employees working either full- or part-time who left via
resignation or transfer to another department.)

Within DHS, attrition by TSOs employed at TSA contributed significantly
to the overall DHS attrition rate, with rates of 17.6 percent in 2005 and 14.6
percent in 2006 (see fig. 2). When we excluded TSOs, who represented
35.8 percent of DHS’s permanent employees in 2005 and 34.0 percent in
2006, from DHS’s overall attrition rate, the resulting attrition rate for DHS
was 3.3 percent for both years. This attrition rate was lower than the
average for all cabinet-level departments. Additional details about attrition
at all cabinet-level departments for fiscal years 2005 and 2006 are provided
in appendix III, table 9.
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Figure 2: Comparison of DHS Attrition with Other Cabinet-Level Agencies on a

Quarterly Basis during Fiscal Years 2005 & 2006

Percent
5

0
1st 2nd 3rd 4th 1st 2nd 3rd 4th
quarter quarter quarter quarter quarter quarter quarter quarter
2005 2006

Fiscal year

m— Transportation Security Administration screeners
El B Department of Homeland Security (including TSOs)
mmm Average cabinet-level department attrition

=== wmm= DHS (excluding TSOs)

Source: GAO analysis of CPDF data.

Figure 3 and table 10 in appendix III provide additional detail about
attrition at DHS component agencies for fiscal years 2005 and 2006.
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Figure 3: Attrition at DHS Component Agencies during Fiscal Years 2005 & 2006
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Though DHS Senior-Level = DHS senior-level attrition rates were higher in fiscal years 2005 and 2006

Attrition Decreased
between Fiscal Years 2005-

than the average for all cabinet-level departments though some
departments had higher attrition. The DHS attrition rate for senior-level

employees was 14.5 percent in fiscal year 2005 and 12.8 percent in fiscal
2006’ the. Rate Was More year 2006, while the average for all cabinet-level departments was 7
Than Tw he Federal
an ice the Federa percent and 6 percent, respectively (see fig. 4). For the purposes of this
Average engagement, we defined senior-level personnel as those in presidentially-

appointed positions and employees in the SES. According to DHS, as of
March 30, 2007, it (excluding TSA) had 24 presidential appointments (4
vacant) and 489 SES positions (111 vacant)." In addition, TSA had 1

u Seventy-three of the SES positions were new allocations effective March 2007.
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presidential appointment (0 vacant) and 155 Transportation SES"
positions (16 vacant). Table 11 in appendix III provides additional detail
about senior-level attrition at cabinet-level departments for fiscal years
2005 and 2006.

Figure 4: Senior-Level Attrition at Cabinet-Level Departments during Fiscal Years 2005 and 2006
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Source: GAO analysis of CPDF data.

We also analyzed senior-level attrition within DHS and found that
Headquarters, TSA, and FEMA had the highest attrition at the senior-level.
Over the 2-year period, DHS Headquarters experienced a turnover of more
than half its senior employees through resignation or transfer to another
executive branch department (17 of 62 individuals in 2005 and 19 of 56 in

2 The Transportation SES is the pay plan TSA has for its senior executives. It provides
higher pay levels than the governmentwide SES pay plan.
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2006)."” TSA’s turnover was 25 of 160 individuals in 2005 and 21 of 145 in
2006; and FEMA lost 4 of 34 individuals in 2005 and 7 of 34 in 2006.
Appendix III, table 12, provides additional detail about senior-level
attrition at DHS component agencies for fiscal years 2005 and 2006.

Few DHS Component
Agencies Reported “Great”
Challenges to Filling SES
Vacancies

In response to our survey, few DHS component agency officials reported
significant challenges to filling SES vacancies. Of four categories (limited
number of applicants with the necessary leadership skills, limited number
of applicants with the necessary technical skills, SES staffing/hiring
process, and OPM 90-day quality review board process), the Domestic
Nuclear Detection Office reported that the limited number of applicants
with the necessary technical skills was a “great” or “very great” challenge
to filling vacant SES positions. FEMA reported that the SES staffing and
hiring process was a “great” or “very great” challenge to filling vacant SES
positions. Further, CBP and Immigration and Customs Enforcement
reported that the OPM 90-day qualifications review board process was a
“great” or “very great” challenge to filling vacant SES positions. All other
agencies reported that these four categories posed no challenge, slight
challenge, or moderate challenge to filling vacancies. Additionally, no
agency reported that a limited number of applicants with the necessary
leadership skills was a “great” or “very great” challenge to filling vacant
SES positions (see table 1).

Two other offices experienced a similar turnover. US-VISIT lost 3 of 9 senior-level
employees in 2005 and 1 of 6 in 2006; the Office of the Undersecretary for Science and
Technology lost 3 of 10 in 2005 and 4 of 8 in 2006.
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Table 1: SES Survey Responses on Challenges Faced in Filling SES Positions, by Type of Challenge

Level of
challenge
reported

Limited

number of applicants
with the necessary
leadership skills

Limited number of
applicants with the
necessary technical skills

SES staffing/hiring
process

OPM 90-day
qualifications
review

board process

Not a challenge

Federal Law Enforcement
Training Center

Office of Intelligence Analysis

Office of the Inspector
General

Office of Operations

Science and Technology
Directorate

Transportation Security
Administration

U.S. Coast Guard

Federal Law Enforcement
Training Center

Office of the Inspector
General

Office of Operations

Science and Technology
Directorate

U.S. Coast Guard

Federal Law Enforcement
Training Center

Office of General Counsel

Office of the Inspector
General

Office of Operations
Office of Preparedness

Transportation Security
Administration

U.S. Secret Service

DHS Headquarters

Domestic Nuclear
Detection Office

Federal Law
Enforcement
Training Center

Office of General
Counsel

Office of Operations

Science and
Technology
Directorate

Transportation

Security
Administration
US-VvISIT
Slight or CBP CBP DHS Headquarters Federal Emergency
moderate DHS Headquarters DHS Headquarters Domestic Nuclear Detection ~Management
challenge Office Agency

Domestic Nuclear Detection
Office

Federal Emergency
Management Agency

U.S. Immigration and
Customs Enforcement

Office of General Counsel
Office of Preparedness

U.S. Citizenship and
Immigration Service

U.S. Secret Service

Federal Emergency
Management Agency

U.S. Immigration and
Customs Enforcement

Office of General Counsel

Office of Intelligence
Analysis

Office of Preparedness

Transportation Security
Administration

U.S. Citizenship and
Immigration Service

U.S. Secret Service

Office of Intelligence
Analysis

U.S. Coast Guard

U.S. Citizenship and
Immigration Enforcement

CBP

U.S. Immigration and
Customs Enforcement

US-VISIT

Science and Technology
Directorate

Office of Intelligence
Analysis

Office of the
Inspector General

Office of
Preparedness

U.S. Coast Guard

U.S. Citizenship and
Immigration Service

Great or very
great challenge

None

Domestic Nuclear
Detection Office

FEMA

CBP

U.S. Immigration
and Customs
Enforcement

Source: GAO analysis of survey results.
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DHS and Several
Component Agencies
Analyze Attrition Data and
Most Components
Administer Exit Surveys to
Assist with Workforce
Planning

DHS reported to us that it maintains and tracks attrition data for
workforce monitoring and planning on agencywide and component-
specific bases. The data that DHS maintains include breakdowns by
separation type, average age, grade, gender, minority status, disability
status, and other categories used to better understand attrition
departmentwide. DHS provided its 2005-2008 Workforce Plan, which has
information on succession planning by component. DHS also reported that
it has a Workforce Planning Council that uses attrition data for various
metrics including as a primary mechanism with regard to the President’s
Management Agenda." In addition, several components—U.S. Coast
Guard, CBP, Citizenship and Immigration Service, Immigration and
Customs Enforcement, TSA, the Preparedness Directorate, Office of the
Inspector General, U.S. Secret Service, and FEMA—reported that they
separately assess attrition for their workforces.

As we have reported, workforce planning is a key component to
maintaining a workforce that can accomplish its mission."” Strategic
workforce planning focuses on developing and implementing the long-
term strategies—clearly linked to an organization’s mission and
programmatic goals—for acquiring, developing, and retaining employees.
Collecting data on attrition rates and the reasons for attrition are
important to workforce planning. These data can be analyzed to identify
gaps between an organization’s current and future workforce needs, which
can in turn become the basis for developing strategies to build a
workforce that meets future needs.

We also reported that, in addition to attrition data, collecting information
on why employees leave is useful for workforce planning."” As we have
noted, collection and analysis of data on the reasons for attrition (the type
of information collected through exit surveys) could help agencies
minimize the lost investment in training, particularly when new employees
resign.

" The President’s Management Agenda consists of five initiatives with the purpose of
“improving the management and performance of the federal government.”

15 GAO, Human Capital: Key Principles for Effective Strategic Workforce Planning,
GAO-04-39 (Washington, D.C.: December 2003).

' GAO, Veterans Benefits Administration: Better Staff Attrition Data and Analysis
Needed, GAO-03-452T (Washington, D.C.: February 2003).
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One approach to collecting such data is through exit surveys of employees
who leave the agency. Of DHS’s components, 7 currently use
independently developed exit surveys; 4 use an exit survey developed by
DHS’s Chief Human Capital Office (CHCO); 1 component has an exit
survey under development; and 1 does not use an exit survey. The seven
components currently administering their own exit surveys are:

« FEMA;

o Office of the Inspector General;
o TSA;

o U.S. Coast Guard,

« CBP

o U.S. Secret Service; and
e U.S. Immigration and Customs Enforcement.

The four components using the exit survey developed by CHCO are:

+ DHS Headquarters;

e Domestic Nuclear Detection Office;

» Science and Technology Directorate; and
o US-VISIT.

An exit survey is under development at the Federal Law Enforcement
Training Center and U.S. Citizenship and Immigration Service does not use
an exit survey. In general, the exit surveys request title, tenure, grade,
race/ethnicity, type of separation (e.g., voluntary, involuntary, retirement,
etc.), reason for leaving, and future intentions for employment.

DHS components are not currently required to report any information
obtained from their exit surveys to DHS Headquarters. DHS officials in
CHCO told us that they were evaluating whether to have all components
use a single agencywide survey or to require all components to report
certain information about departed employees to headquarters through a
required report. The officials stated that they are developing a required
report that components could populate with exit survey information that
will be rolled out in the first quarter of fiscal year 2008. Officials noted that
the components each have unique circumstances and it might be more
effective to allow them to continue to use their own surveys, reporting
certain common elements to DHS through the required report.
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DHS Makes Use of
Various Human
Capital Flexibilities
for Recruitment and
Retention and Most
Officials We Surveyed
Rated Them as “Very
Effective”

In fiscal years 2005 and 2006, DHS made use of various human capital
flexibilities that the federal government has implemented over recent
years to recruit and retain employees. Individual and group cash awards
and the FCIP were used most frequently. Most DHS component officials
we surveyed rated the flexibilities we reviewed as very effective for
recruitment and retention and reported a desire to make greater use of
flexibilities (see app. IV for more information). DHS is developing plans to
advance its use of human capital flexibilities.

DHS Uses Various Human
Capital Flexibilities

In fiscal years 2005 and 2006, DHS made use of various human capital
flexibilities that are available to federal agencies. We have previously
reported that the effective, efficient, and transparent use of human capital
flexibilities must be a key component of agency efforts to address human
capital challenges."” To help agencies use flexibilities to address human
capital challenges such as recruitment and retention, OPM has developed
a handbook describing the available human capital flexibilities. For
purposes of this report, we did not examine all human capital flexibilities
available to DHS, which are reflected in the OPM handbook. Rather, we
examined the flexibilities reported in the CPDF (which includes a record
of each time an agency uses these flexibilities). Additionally, for the
purposes of this report, we established three categories for the flexibilities
we examined; (1) flexibilities involving DHS’s recruitment of new
employees, (2) flexibilities involving DHS’s retention of current
employees, and (3) flexibilities involving recruitment of new employees
and/or retention of current employees. Tables 2, 3, and 4 describe the
relevant flexibilities.

" GAO, Human Capital: Effective Use of Flexibilities Can Assist Agencies in Managing
their Workforces, GAO-03-2 (Washington, D.C.: December 2002).

Page 20 GAO-07-758 Homeland Security


http://www.gao.gov/cgi-bin/getrpt?GAO-03-2

_____________________________________________________________________________________________________________________|
Table 2: Flexibilities Involving DHS’s Recruitment of New Employees

Recruitment incentive

A monetary payment to a newly-hired employee when the agency has determined that the
position is likely to be difficult to fill in the absence of such an incentive. In return, the
employee must sign an agreement to fulfill a period of service with the agency of not less
than 6 months and not more than 4 years.

Direct hire authority

A special authority that expedites hiring by eliminating competitive rating and ranking,
veterans’ preference, and “rule of three” procedures.

Veterans recruitment authority

A special authority that expedites hiring by allowing an agency to appoint an eligible veteran
without competition.

Student career experience programs

Provides federal employment opportunities to students who are enrolled or accepted for
enrollment as degree seeking students taking at least a half time course load. Provides work
experience, which is directly related to the student’s academic program and career goals.
Students may be noncompetitively converted to term, career, or career-conditional
appointment