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A well-defined enterprise
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leveraging information technology
(IT) to transform business and
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attempting to modernize and
evolve IT environments without an
architecture to guide and constrain
investments results in operations
and systems that are duplicative,
not well integrated, costly to
maintain, and ineffective in
supporting mission goals. In light of
the importance of enterprise
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five stage architecture management
maturity framework that defines
what needs to be done to
effectively manage an architecture
program. Under GAO'’s framework,
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is one that satisfies all elements of
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enterprise architecture efforts.
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ENTERPRISE ARCHITECTURE
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and Leveraging Architectures for
Organizational Transformation

What GAO Found

The state of the enterprise architecture programs at the 27 major federal
departments and agencies is mixed, with several having very immature
programs, several having more mature programs, and most being
somewhere in between. Collectively, the majority of these architecture
efforts can be viewed as a work-in-progress with much remaining to be
accomplished before the federal government as a whole fully realizes their
transformational value. More specifically, seven architecture programs have
advanced beyond the initial stage of the GAO framework, meaning that they
have fully satisfied all core elements associated with the framework’s
second stage (establishing the management foundation for developing,
using, and maintaining the architecture). Of these seven, three have also
fully satisfied all the core elements associated with the third stage
(developing the architecture). None have fully satisfied all of the core
elements associated with the fourth (completing the architecture) and fifth
(leveraging the architecture for organizational change) stages. Nevertheless,
most have fully satisfied a number of the core elements across the stages
higher than the stage in which they have met all core elements, with all 27
collectively satisfying about 80, 78, 61, and 52 percent of the stage two
through five core elements, respectively (see figure). Further, most have
partially satisfied additional elements across all the stages, and seven need
to fully satisfy five or fewer elements to achieve the fifth stage.

The key to these departments and agencies building upon their current
status, and ultimately realizing the benefits that they cited architectures
providing, is sustained executive leadership, as virtually all the challenges
that they reported can be addressed by such leadership. Examples of the
challenges are organizational parochialism and cultural resistance, adequate
resources (human capital and funding), and top management understanding;
examples of benefits cited are better information sharing, consolidation,
improved productivity, and reduced costs.

Percentage of Framework Elements Collectively Satisfied by All Departments and Agencies
in Each Stage
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Source: GAO analysis of department/agency data.
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Umted States Government Accountability Office

Washington, D.C. 20548

August 14, 2006

The Honorable Tom Davis
Chairman

Committee on Government Reform
House of Representatives

Dear Mr. Chairman:

A well-defined enterprise architecture’ is an essential tool for leveraging
information technology (IT) in the transformation of business and mission
operations. Our experience with federal departments and agencies has
shown that attempting to modernize and evolve IT environments without
an enterprise architecture to guide and constrain investments often results
in operations and systems that are duplicative, not well integrated,
unnecessarily costly to maintain and interface, and ineffective in
supporting mission goals. Moreover, the development, implementation, and
maintenance of architectures are widely recognized as hallmarks of
successful public and private organizations, and their use is required by the
Clinger-Cohen Act and the Office of Management and Budget (OMB). In
light of the importance of these architectures, you requested that we
determine the current status of major federal department and agency
enterprise architecture efforts.

To accomplish our objective, we surveyed 27 major federal departments
and agencies using a questionnaire that was based on our maturity
framework for assessing and improving enterprise architecture
management,” and we collected and reviewed documentation to verify
agency responses. We then analyzed the results to determine the extent to
which each of the 27 satisfied our maturity framework,” and the challenges
and benefits that each department and agency sees. We also collected
information about, for example, department and agency architecture costs
and architecture framework and tool use and satisfaction, which is

!An enterprise architecture is a blueprint for organizational change defined in models that
describe (in both business and technology terms) how the entity operates today and how it
intends to operate in the future; it also includes a plan for transitioning to this future state.

2GAO, Information Technology: A Framework for Assessing and Improving Enterprise
Architecture Management (Version 1.1), GAO-03-5684G (Washington, D.C.: April 2003).

0ur analysis reflects the state of department and agency architecture efforts as of March
2006.
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summarized in appendixes I and II. Because our framework defines what
needs to be done to effectively manage an enterprise architecture program,
and not the details surrounding how it needs to be done, the scope of our
review did not include assessing the quality of enterprise architecture
products and activities and associated management structures and
processes that make up our framework. As such, scoring high on our
maturity scale should be viewed as an indicator of, and not a guarantee
that, a department or agency necessarily has a well-defined architecture
and that it is being effectively implemented. We conducted our work in
accordance with generally accepted government auditing standards.
Details of our objective, scope, and methodology are in appendix III.

Results in Brief

The state of the enterprise architecture programs at the 27 major federal
departments and agencies is varied, with several having very immature
programs, several having more mature programs, and most being
somewhere in between. Collectively, this means that the bulk of the federal
government’s enterprise architecture efforts can be viewed as a work in
process with much to be accomplished before their transformation value is
fully realized. To effectively establish and leverage enterprise architectures
as instruments of organizational transformation, research by us and others
show that architecture programs should be founded upon both an
institutional commitment to the architecture and a measured and verified
organizational capability to properly develop and use it to affect
operational and technological change. Our five stage architecture
framework for managing and evaluating the status of architecture efforts
consists of 31 core elements related to architecture governance, content,
use, and measurement that reflect these basic attributes.* Of the 27
departments and agencies, 7 have advanced beyond the initial stage of our
framework, meaning that they have fully satisfied all the core elements
associated with the framework’s second stage (establishing the
management foundation for developing, using, and maintaining the
architecture). Of these seven, four have also fully satisfied all the core
elements associated with the third stage (developing the architecture).
None have fully satisfied all of the core elements associated with the fourth
(completing the architecture) and fifth (leveraging the architecture for
organizational change) stages. Nevertheless, most of the departments and
agencies have fully satisfied a number of the core elements across stages

*GAO-03-584G.
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higher than that at which they have met all core elements. When this is
considered, the profile shows that about 77 percent of the programs
reviewed have fully satisfied the architecture governance core elements, 68
percent have fully satisfied the architecture content core elements, 52
percent have fully satisfied the architecture use core elements, and 47 have
fully satisfied the architecture measurement core elements. Moreover,
most of the departments and agencies have also partially satisfied
additional core elements across all the stages. Seventeen of the
departments and agencies have at least partially satisfied the core elements
associated with achieving the framework’s third stage, with four having
partially satisfied the elements associated with achieving higher stages.

As we have previously reported, the key to these departments and agencies
building upon their current status, and ultimately realizing the many
benefits that they cited architectures providing, will be sustained executive
leadership, as virtually all the barriers that the agencies reported can be
addressed through such leadership. Examples of these barriers or
challenges are overcoming organizational parochialism and cultural
resistance, having adequate resources (human capital and funding), and
fostering top management understanding. Examples of the benefits include
better information sharing, consolidation, improved productivity, and
reduced costs. To assist the departments and agencies in addressing their
architectural barriers, managing their architecture programs, and realizing
their architecture benefits, we are making recommendations to heads of
major departments and agencies for developing and implementing plans
aimed at satisfying all of the conditions in our architecture management
maturity framework.

We received written or oral comments on a draft of this report from 25 of
the departments and agencies in our review.” Of the 25, 24 fully agreed with
our recommendation and one department partially agreed. Nineteen
departments and agencies agreed with our findings and six partially agreed.
Of the six that disagreed with certain aspects of our findings, the
disagreements largely centered around (1) the adequacy of the
documentation that they provided to demonstrate satisfaction of a specific
core element and (2) recognition of steps that they reported taking after we
concluded our review. For the most part, these isolated areas of

*The Department of Defense submitted a single letter that included comments from the
Departments of the Air Force, Army, and Navy. Representatives of the Departments of
Health and Human Services and Transportation stated that they did not have comments.
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disagreement did not result in any changes to our findings for two primary
reasons. First, our findings across the departments and agencies were
based on consistently applied evaluation criteria governing the adequacy of
documentation, and were not adjusted to accommodate any one particular
department or agency. Second, our findings represent the state of each
architecture program as of March 2006, and thus to be consistent do not
reflect activities that may have occurred after this time. Beyond these
comments, several departments and agencies offered suggestions for
improving our framework, which we will consider in issuing the next
version of the framework, and several provided technical comments, which
we have incorporated, as appropriate, in this report.

Background

An enterprise architecture is a blueprint that describes the current and
desired state of an organization or functional area in both logical and
technical terms, as well as a plan for transitioning between the two states.
Enterprise architectures are a recognized tenet of organizational
transformation and IT management in public and private organizations.
Without an enterprise architecture, it is unlikely that an organization will be
able to transform business processes and modernize supporting systems to
minimize overlap and maximize interoperability. The concept of enterprise
architectures originated in the mid-1980s; various frameworks for defining
the content of these architectures have been published by government
agencies and OMB. Moreover, legislation and federal guidance requires
agencies to develop and use architectures. For more than a decade, we
have conducted work to improve agency architecture efforts. To this end,
we developed an enterprise architecture management maturity framework
that provides federal agencies with a common benchmarking tool for
assessing the management of their enterprise architecture efforts and
developing improvement plans.

Enterprise Architecture
Description and Importance

An enterprise can be viewed as either a single organization or a functional
area that transcends more than one organization (e.g., financial
management, homeland security). An architecture can be viewed as the
structure (or structural description) of any activity. Thus, enterprise
architectures are basically systematically derived and captured
descriptions—in useful models, diagrams, and narrative.

More specifically, an architecture describes the enterprise in logical terms
(such as interrelated business processes and business rules, information
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needs and flows, and work locations and users) as well as in technical
terms (such as hardware, software, data, communications, and security
attributes and performance standards). It provides these perspectives both
for the enterprise’s current or “as-is” environment and for its target or “to-
be” environment, as well as a transition plan for moving from the “as-is” to
the “to-be” environment.

The importance of enterprise architectures is a basic tenet of both
organizational transformation and IT management, and their effective use
is arecognized hallmark of successful public and private organizations. For
over a decade, we have promoted the use of architectures, recognizing
them as a crucial means to a challenging end: optimized agency operations
and performance. The alternative, as our work has shown, is the
perpetuation of the kinds of operational environments that burden most
agencies today, where a lack of integration among business operations and
the IT resources supporting them leads to systems that are duplicative,
poorly integrated, and unnecessarily costly to maintain and interface.’
Employed in concert with other important IT management controls (such
as portfolio-based capital planning and investment control practices),
architectures can greatly increase the chances that the organizations’
operational and IT environments will be configured so as to optimize
mission performance.

Brief History of
Architecture Frameworks
and Management Guidance

During the mid-1980s, John Zachman, widely recognized as a leader in the
field of enterprise architecture, identified the need to use a logical
construction blueprint (i.e., an architecture) for defining and controlling
the integration of systems and their components.” Accordingly, Zachman

%See, for example, GAO, Homeland Security: Efforts Under Way to Develop Enterprise
Architecture, but Much Work Remains, GAO-04-777 (Washington, D.C.: Aug. 6, 2004); DOD
Business Systems Modernization: Limited Progress in Development of Business
Enterprise Architecture and Oversight of Information Technology Investments, GAO-04-
731R (Washington, D.C.: May 17, 2004); Information Technology: Architecture Needed to
Guide NASA’s Financial Management Modernization, GAO-04-43 (Washington, D.C.: Nov.
21, 2003); DOD Business Systems Modernization: Important Progress Made to Develop
Business Enterprise Architecture, but Much Work Remains, GAO-03-1018 (Washington,
D.C.: Sept. 19, 2003); and Information Technology: DLA Should Strengthen Business
Systems Modernization Architecture and Investment Activities, GAO-01-631 (Washington,
D.C.: June 29, 2001).

J. A. Zachman, “A Framework for Information Systems Architecture,” IBM Systems
Journal vol. 26, no. 3 (1987).
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developed a structure or framework for defining and capturing an
architecture, which provides for six perspectives or “windows” from which
to view the enterprise.® Zachman also proposed six abstractions or models
associated with each of these perspectives.” Zachman’s framework
provides a way to identify and describe an entity’s existing and planned
component parts and the parts’ relationships before the entity begins the
costly and time-consuming efforts associated with developing or
transforming itself.

Since Zachman introduced his framework, a number of frameworks have
emerged within the federal government, beginning with the publication of
the National Institute of Standards and Technology (NIST) framework in
1989. Since that time, other federal entities have issued frameworks,
including the Department of Defense (DOD) and the Department of the
Treasury. In September 1999, the federal Chief Information Officers (CIO)
Council published the Federal Enterprise Architecture Framework
(FEAF), which was intended to provide federal agencies with a common
construct for their architectures, thereby facilitating the coordination of
common business processes, technology insertion, information flows, and
system investments among federal agencies. The FEAF described an
approach, including models and definitions, for developing and
documenting architecture descriptions for multi-organizational functional
segments of the federal government.'

More recently, OMB established the Federal Enterprise Architecture
Program Management Office (FEAPMO) to develop a federal enterprise
architecture according to a collection of five reference models (see table
1). These models are intended to facilitate governmentwide improvement
through cross-agency analysis and the identification of duplicative
investments, gaps, and opportunities for collaboration, interoperability,
and integration within and across government agencies.

%The windows include (1) the strategic planner, (2) the system user, (3) the system designer,
(4) the system developer, (5) the subcontractor, and (6) the system itself.

The models cover (1) how the entity operates, (2) what the entity uses to operate,
(3) where the entity operates, (4) who operates the entity, (5) when entity operations occur,
and (6) why the entity operates.

0Similar to the Zachman framework, FEAF’s proposed models describe an entity’s business,

data necessary to conduct the business, applications to manage the data, and technology to
support the applications.
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Table 1: Federal Enterprise Architecture Reference Models

Reference model Description

Performance Provides a common set of general performance outputs and

Reference Model measures for agencies to use to achieve business goals and
objectives.

Business Reference Describes the business operations of the federal government
Model independent of the agencies that perform them, including defining
the services provided to state and local governments.

Service Component  Identifies and classifies IT service (i.e., application) components
Reference Model that support federal agencies and promotes the reuse of
components across agencies.

Data and Information Describes, at an aggregate level, the types of data and information
Reference Model that support program and business line operations, and the
relationships among these types.

Technical Reference Describes how technology is supporting the delivery of service
Model components, including relevant standards for implementing the
technology.

Source: GAO.

OMB has identified multiple purposes for the Federal Enterprise
Architecture, such as the following:

¢ informing agency enterprise architectures and facilitating their
development by providing a common classification structure and
vocabulary;

¢ providing a governmentwide framework that can increase agency
awareness of I'T capabilities that other agencies have or plan to acquire,
so that they can explore opportunities for reuse;

¢ helping OMB decision makers identify opportunities for collaboration
among agencies through the implementation of common, reusable, and
interoperable solutions; and

¢ providing the Congress with information that it can use as it considers
the authorization and appropriation of funding for federal programs.

Although these post-Zachman frameworks differ in their nomenclatures
and modeling approaches, each consistently provides for defining an
enterprise’s operations in both logical and technical terms, provides for
defining these perspectives for the enterprise’s current and target
environments, and calls for a transition plan between the two.
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Several laws and regulations address enterprise architecture. For example,
the Clinger-Cohen Act of 1996 directs the CIOs of major departments and
agencies to develop, maintain, and facilitate the implementation of
information technology architectures as a means of integrating agency
goals and business processes with information technology.'! Also, OMB
Circular A-130, which implements the Clinger-Cohen Act, requires that
agencies document and submit their initial enterprise architectures to OMB
and that agencies submit updates when significant changes to their
enterprise architectures occur. The circular also directs OMB to use various
reviews to evaluate the adequacy and efficiency of each agency’s
compliance with the circular.

A Decade of GAO Work Has
Focused on Improving
Agency Enterprise
Architecture Efforts

We began reviewing federal agencies’ use of enterprise architectures in
1994, initially focusing on those agencies that were pursuing major systems
modernization programs that were high risk. These included the National
Weather Service systems modernization,' the Federal Aviation
Administration (FAA) air traffic control modernization," and the Internal
Revenue Service tax systems modernization.'* Generally, we reported that
these agencies’ enterprise architectures were incomplete, and we made
recommendations that they develop and implement complete enterprise
architectures to guide their modernization efforts.

Since then, we have reviewed enterprise architecture management at other
federal agencies, including the Department of Education (Education)," the

1140 U.S.C. sections 11101-11703.

2GAO, Weather Forecasting: Systems Architecture Needed for National Weather Service
Modernization, GAO/AIMD-94-28 (Washington, D.C.: Mar. 11, 1994).

BGAO, Air Traffic Control: Complete and Enforced Architecture Needed for FAA Systems
Modernization, GAO/AIMD-97-30 (Washington, D.C.: Feb. 3, 1997).

YUGAO, Tax Systems Modernization: Blueprint Is a Good Start but Not Yet Sufficiently
Complete to Build or Acquire Systems, GAO/AIMD/GGD-98-564 (Washington, D.C.: Feb. 24,
1998).

BGAO, Student Financial Aid Information: Systems Architecture Needed to Improve
Programs’ Efficiency, GAO/AIMD-97-122 (Washington, D.C.: July 29, 1997).
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Customs Service,' the Immigration and Naturalization Service,'” the
Centers for Medicare and Medicaid Services,'® FAA ' and the Federal
Bureau of Investigation (FBI).? We have also reviewed the use of
enterprise architectures for critical agency functional areas, such as the
integration and sharing of terrorist watch lists across key federal
departments®' and DOD financial management,* logistics management,*
combat identification,** and business systems modernization.” These
reviews continued to identify the absence of complete and enforced
enterprise architectures, which in turn has led to agency business
operations, systems, and data that are duplicative, incompatible, and not

BGAO, Customs Service Modernization: Architecture Must Be Complete and Enforced to
Effectively Build and Maintain Systems, GAO/AIMD-98-70 (Washington, D.C.: May 5,
1998).

Y"GAO, Information Technology: INS Needs to Better Manage the Development of Its
Enterprise Architecture, GAO/AIMD-00-212 (Washington, D.C.: Aug. 2000).

BGAO, Medicare: Information Systems Modernization Needs Stronger Management and
Support, GAO-01-824 (Washington, D.C.: Sept. 20, 2001).

YGAO, Federal Aviation Administration: Stronger Architecture Program Needed to Guide
Systems Modernization Efforts, GAO-05-266 (Washington, D.C.: April 2005).

DGAO, Information Technology: FBI is Taking Steps to Develop an Enterprise
Architecture, but Much Remains to Be Accomplished, GAO-05-363 (Washington, D.C.:
Sept. 9, 2005).

AGAO, Information Technology: Terrorist Watch Lists Should Be Consolidated to Promote
Better Integration and Sharing, GAO-03-322 (Washington, D.C.: April 15, 2003).

2GAO, Information Technology: Architecture Needed to Guide Modernization of DOD’s
Financial Operations, GAO-01-525 (Washington, D.C.: May 17, 2001).

BGA0-01-631.

#GAO, Combat Identification Systems: Strengthened Management Efforts Needed to
Ensure Required Capabilities, GAO-01-632 (Washington, D.C.: June 25, 2001).

BGAO, DOD Business Systems Modernization: Improvements to Enterprise Architecture
Development and Implementation Efforts Needed, GAO-03-458 (Washington, D.C.: Feb. 28,
2003); Information Technology: Observations on Department of Defense’s Draft Enterprise
Architecture, GAO-03-571R (Washington, D.C.: Mar. 28, 2003); DOD Business Systems
Modernization: Longstanding Management and Oversight Weaknesses Continue to Put
Investments at Risk, GAO-03-5653T (Washington, D.C.: Mar. 31, 2003); Business Systems
Modernization: Summary of GAO’s Assessment of the Department of Defense’s Initial
Business Enterprise Architecture, GAO-03-877R (Washington, D.C.: July 7, 2003); DOD
Business Systems Modernization: Long-Standing Weaknesses in Enterprise Architecture
Development Need to Be Addressed, GAO-05-702 (Washington, D.C.: July 22, 2005).
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integrated; these conditions have either prevented agencies from sharing
data or forced them to depend on expensive, custom-developed system
interfaces to do so. Accordingly, we made recommendations to improve the
respective architecture efforts. In some cases progress has been made,
such as at DOD and FBI. As a practical matter, however, considerable time
is needed to completely address the kind of substantive issues that we have
raised and to make progress in establishing more mature architecture
programs.

In 2002 and 2003, we also published reports on the status of enterprise
architectures governmentwide. The first report (February 2002)* showed
that about 52 percent of federal agencies self-reported having at least the
management foundation that is needed to successfully develop, implement,
and maintain an enterprise architecture, and that about 48 percent of
agencies had not yet advanced to that basic stage of maturity. We attributed
this state of architecture management to four management challenges: (1)
overcoming limited executive understanding, (2) inadequate funding, (3)
insufficient number of skilled staff, and (4) organizational parochialism.
Additionally, we recognized OMB’s efforts to promote and oversee
agencies’ enterprise architecture efforts. Nevertheless, we determined that
OMB’s leadership and oversight could be improved by, for example, using a
more structured means of measuring agencies’ progress and by addressing
the above management challenges.

The second report (November 2003)* showed the percentage of agencies
that had established at least a foundation for enterprise architecture
management was virtually unchanged. We attributed this to long-standing
enterprise architecture challenges that had yet to be addressed. In
particular, more agencies reported lack of agency executive understanding
of enterprise architecture and the scarcity of skilled architecture staff as
significant challenges. OMB generally agreed with our findings and the
need for additional agency assessments. Further, it stated that fully
implementing our recommendations would require sustained management
attention, and that it had begun by working with the CIO Council to
establish the Chief Architect Forum and to increase the information OMB
reports on enterprise architecture to Congress.

BGAO, Information Technology: Enterprise Architecture Use across the Federal
Government Can Be Improved, GAO-02-6 (Washington, D.C.: Feb. 19, 2002).

YGAO, Information Technology: Leadership Remains Key to Agencies Making Progress on
Enterprise Architecture Efforts, GAO-04-40 (Washington, D.C.: Nov. 17, 2003).
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Since then, OMB has developed and implemented an enterprise
architecture assessment tool. According to OMB, the tool helps better
understand the current state of an agency’s architecture and assists
agencies in integrating architectures into their decision-making processes.
The latest version of the assessment tool (2.0) was released in December
2005 and includes three capability areas: (1) completion, (2) use, and (3)
results. Table 2 describes each of these areas.

|
Table 2: OMB Enterprise Architecture Assessment Framework Capability Areas

Capability area Description

Completion Addresses ensuring that architecture products describe the agency
in terms of processes, services, data, technology, and performance
and that the agency has developed a transition strategy.

Use Addresses the establishment of important management practices,
processes, and policies, such as configuration management,
communications, and integration of the architecture with capital
planning processes.

Results Addresses the effectiveness and value of the architecture by
encouraging performance measurements and using it to ensure
agency policies align to OMB IT policy.

Source: OMB.

The tool also includes criteria for scoring an agency’s architecture program
on a scale of 0 to 5.% In early 2006, the major departments and agencies
were required by OMB to self assess their architecture programs using the
tool. OMB then used the self assessment to develop its own assessment.
These assessment results are to be used in determining the agency’s e-
Government score within the President’'s Management Agenda.

GAOQO’s Enterprise
Architecture Management
Maturity Framework

(EAMMF)

In 2002, we developed version 1.0 of our Enterprise Architecture
Management Maturity Framework (EAMMF) to provide federal agencies
with a common benchmarking tool for planning and measuring their efforts
to improve enterprise architecture management, as well as to provide OMB
with a means for doing the same governmentwide. We issued an update of

%A score of 0 means undefined, 1 means initial, 2 means managed, 3 means utilized, 4 means
results-oriented, and 5 means optimized.
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EAMMEF Stages

the framework (version 1.1) in 2003.%° This framework is an extension of A
Practical Guide to Federal Enterprise Architecture, Version 1.0,
published by the CIO Council.*® Version 1.1 of the framework arranges 31
core elements (practices or conditions that are needed for effective
enterprise architecture management) into a matrix of five hierarchical
maturity stages and four critical success attributes that apply to each stage.
Within a given stage, each critical success attribute includes between one
and four core elements. Based on the implicit dependencies among the
core elements, the EAMMEF associates each element with one of five
maturity stages (see fig. 1). The core elements can be further categorized
by four groups: architecture governance, content, use, and measurement.

Stage 1: Creating EA awareness. At stage 1, either an organization does
not have plans to develop and use an architecture, or it has plans that do
not demonstrate an awareness of the value of having and using an
architecture. While stage 1 agencies may have initiated some enterprise
architecture activity, these agencies’ efforts are ad hoc and unstructured,
lack institutional leadership and direction, and do not provide the
management foundation necessary for successful enterprise architecture
development as defined in stage 2.

Stage 2: Building the EA management foundation. An organization at
stage 2 recognizes that the enterprise architecture is a corporate asset by
vesting accountability for it in an executive body that represents the entire
enterprise. At this stage, an organization assigns enterprise architecture
management roles and responsibilities and establishes plans for developing
enterprise architecture products and for measuring program progress and
product quality; it also commits the resources necessary for developing an
architecture—people, processes, and tools. Specifically, a stage 2
organization has designated a chief architect and established and staffed a
program office responsible for enterprise architecture development and
maintenance. Further, it has established a committee or group that has
responsibility for enterprise architecture governance (i.e., directing,
overseeing, and approving architecture development and maintenance).
This committee or group membership has enterprisewide representation.
At stage 2, the organization either has plans for developing or has started

PGAO-03-584G.

0CIO Council, A Practical Guide to Federal Enterprise Architecture, Version 1.0 (February
2001).
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developing at least some enterprise architecture products, and it has
developed an enterprisewide awareness of the value of enterprise
architecture and its intended use in managing its IT investments. The
organization has also selected a framework and a methodology that will be
the basis for developing the enterprise architecture products and has
selected a tool for automating these activities.

Stage 3: Developing the EA. An organization at stage 3 focuses on
developing architecture products according to the selected framework,
methodology, tool, and established management plans. Roles and
responsibilities assigned in the previous stage are in place, and resources
are being applied to develop actual enterprise architecture products. At
this stage, the scope of the architecture has been defined to encompass the
entire enterprise, whether organization-based or function-based. Although
the products may not be complete, they are intended to describe the
organization in terms of business, performance, information/data,
service/application, and technology (including security explicitly in each)
as provided for in the framework, methodology, tool, and management
plans.?! Further, the products are to describe the current (as-is) and future
(to-be) states and the plan for transitioning from the current to the future
state (the sequencing plan). As the products are developed and evolve, they
are subject to configuration management. Further, through the established
enterprise architecture management foundation, the organization is
tracking and measuring its progress against plans, identifying and
addressing variances, as appropriate, and then reporting on its progress.

Stage 4: Completing the EA. An organization at stage 4 has completed
its enterprise architecture products, meaning that the products have been
approved by the enterprise architecture steering committee (established in
stage 2) or an investment review board, and by the CIO. The completed
products collectively describe the enterprise in terms of business,
performance, information/data, service/application, and technology for
both its current and future operating states, and the products include a plan
for transitioning from the current to the future state. Further, an
independent agent has assessed the quality (i.e., completeness and
accuracy) of the enterprise architecture products. Additionally, evolution
of the approved products is governed by a written enterprise architecture
maintenance policy approved by the head of the organization.

3IThis set of products is consistent with OMB’s federal enterprise architecture reference
models.
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EAMMF Attributes

Stage 5: Leveraging the EA to manage change. An organization at
stage b has secured senior leadership approval of the enterprise
architecture products and a written institutional policy stating that IT
investments must comply with the architecture, unless granted an explicit
compliance waiver. Further, decision makers are using the architecture to
identify and address ongoing and proposed IT investments that are
conflicting, overlapping, not strategically linked, or redundant. As a result,
stage 5 entities avoid unwarranted overlap across investments and ensure
maximum systems interoperability, which in turn ensures the selection and
funding of IT investments with manageable risks and returns. Also, at stage
5, the organization tracks and measures enterprise architecture benefits or
return on investment, and adjustments are continuously made to both the
enterprise architecture management process and the enterprise
architecture products.

Attribute 1: Demonstrates commitment. Because the enterprise
architecture is a corporate asset for systematically managing institutional
change, the support and sponsorship of the head of the enterprise are
essential to the success of the architecture effort. An approved enterprise
policy statement provides such support and sponsorship, promoting
institutional buy-in and encouraging resource commitment from
participating components. Equally important in demonstrating
commitment is vesting ownership of the architecture with an executive
body that collectively owns the enterprise.

Attribute 2: Provides capability to meet commitment. The success of
the enterprise architecture effort depends largely on the organization’s
capacity to develop, maintain, and implement the enterprise architecture.
Consistent with any large IT project, these capabilities include providing
adequate resources (i.e., people, processes, and technology), defining clear
roles and responsibilities, and defining and implementing organizational
structures and process management controls that promote accountability
and effective project execution.

Attribute 3: Demonstrates satisfaction of commitment. Satisfaction
of the organization’s commitment to develop, maintain, and implement an
enterprise architecture is demonstrated by the production of artifacts (e.g.,
the plans and products). Such artifacts demonstrate follow through—that
is, actual enterprise architecture production. Satisfaction of commitment is
further demonstrated by senior leadership approval of enterprise
architecture documents and artifacts; such approval communicates
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institutional endorsement and ownership of the architecture and the
change that it is intended to drive.

Attribute 4: Verifies satisfaction of commitment. This attribute
focuses on measuring and disclosing the extent to which efforts to develop,
maintain, and implement the enterprise architecture have fulfilled stated
goals or commitments of the enterprise architecture. Measuring such
performance allows for tracking progress that has been made toward
stated goals, allows appropriate actions to be taken when performance
deviates significantly from goals, and creates incentives to influence both
institutional and individual behaviors.
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Figure 1: Summary of EAMMF Version 1.1: Maturity Stages, Critical Success Attributes, and Core Elements

Stage 1:
Creating
EA
awareness

Stage 2:
Building the EA management
foundation

Stage 3:
Developing EA
products

Stage 4:
Completing EA
products

Stage 5:
Leveraging the EA to
manage change

Attribute 1:
Demonstrates
commitment

Adequate resources exist.
Committee or group representing the
enterprise is responsible for directing,
overseeing, and approving EA.

Written and approved
organization policy exists
for EA development.

Written and approved
organization policy exists for
EA maintenance.

Written and approved
organization policy
exists for IT investment
compliance with EA.

Attribute 2:
Provides
capability to
meet
commitment

Program office responsible for EA
development and maintenance exists.

Chief architect exists.

EA is being developed using a
framework, methodology, and
automated tool.

EA products are under
configuration
management.

EA products and
management processes
undergo independent
verification and validation.

Process exists to
formally manage EA
change.

EA is integral component
of IT investment
management process.

Attribute 3:
Demonstrates
satisfaction of
commitment

EA plans call for describing both the
“as-is” and the “to-be” environments
of the enterprise, as well as a
sequencing plan for transitioning
from the “as-is” to the “to-be.”

EA plans call for describing both the
“as-is” and the “to-be” environments
in terms of business, performance,
information/data, application/
service, and technology.

EA plans call for business,
performance, information/data,
application/service, and technology
descriptions to address security.

EA products describe or
will describe both the
“as-is” and the “to-be”
environments of the
enterprise, as well as a
sequencing plan for
transitioning from the
“as-is” to the “to-be.”

Both the “as-is” and the
“to-be” environments are
described or will be
described in terms of
business, performance,
information/data,
application/service, and
technology.

Business, performance,
information/data,
application/service, and
technology descriptions
address or will address
security.

EA products describe or will
describe both the “as-is” and the
“to-be” environments of the
enterprise, as well as a
sequencing plan for transitioning
from the “as-is” to the “to-be.”

Both the “as-is” and the “to-be”
environments are described or
will be described in terms of
business, performance,
information/data,
application/service, and
technology.

Business, performance,
information/data,
application/service, and
technology descriptions address
security.

Organization CIO has approved
current version of EA.

Committee or group representing
the enterprise or the investment
review board has approved
current version of EA.

EA products are
periodically updated.

IT investments comply
with EA.

Organization head has
approved current version
of EA.

Attribute 4:
Verifies
satisfaction of
commitment

EA plans call for developing
metrics for measuring EA
progress, quality, compliance, and
return on investment.

Progress against EA plans
is measured and reported.

Quality of EA products is
measured and reported.

Return on EA investment
is measured and
reported.

Compliance with EA is
measured and reported.

Maturation

Source: GAO.

Note: Each stage includes all elements of previous stages.
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EAMMEF Groups

The framework’s 31 core elements can also be placed in one of four groups
of architecture related activities, processes, products, events, and
structures. The groups are architecture governance, content, use, and
measurement. These groups are generally consistent with the capability
area descriptions in the previously discussed OMB enterprise architecture
assessment tool. For example, OMB’s completion capability area addresses
ensuring that architecture products describe the agency in terms of
processes, services, data, technology, and performance and that the agency
has developed a transition strategy. Similarly, our content group includes
developing and completing these same enterprise architecture products. In
addition, OMB’s results capability area addresses performance
measurement as does our measurement group, and OMB'’s use capability
area addresses many of the same elements in our governance and use
groups.

Table 3 lists the core elements according to EAMMF group.

|
Table 3: Summary of EAMMF Version 1.1: Core Elements Categorized by Group

Group

Core element

Governance

Adequate resources exist (stage 2).

Committee or group representing the enterprise is responsible for directing, overseeing, and approving EA
(stage 2).

Program office responsible for EA development and maintenance exists (stage 2).

Chief architect exists (stage 2).

EA being developed using a framework, methodology, and automated tool (stage 2).

EA plans call for describing “as-is” environment, “to-be” environment, and sequencing plan (stage 2).

EA plans call for describing enterprise in terms of business, performance, information/data,
application/service, and technology (stage 2).

EA plans call for business, performance, information/data, application/service, and technology to address
security (stage 2).

Written and approved policy exists for EA development (stage 3).

Written and approved policy exists for EA maintenance (stage 4).
Organization CIO has approved EA (stage 4).

Committee or group representing the enterprise or the investment review board has approved current version
of EA (stage 4).

Written and approved organization policy exists for IT investment compliance with EA (stage 5).

Organization head has approved current version of EA (stage 5).

Content

EA products are under configuration management (stage 3).
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(Continued From Previous Page)

Group Core element
E)A products describe or will describe “as-is” environment, “to-be” environment and sequencing plan (stage
3).
Both “as-is” and “to-be” environments are described or will be described in terms given in stage 2 (stage 3).
These descriptions address or will address security (stage 3).
EA products and management processes undergo independent verification and validation (stage 4).
EA products describe “as-is” environment, “to-be” environment, and sequencing plan (stage 4).
Both “as-is” and “to-be” environments are described in terms given in stage 2 (stage 4).
These descriptions address security (stage 4).
Process exists to formally manage EA change (stage 5).
EA products are periodically updated (stage 5).
Use EA is integral component of IT investment management process (stage 5).
IT investments comply with EA (stage 5).
Measurement EA plans call for developing metrics to measure EA progress, quality, compliance, and return on investment
(stage 2).
Progress against EA plans is measured and reported (stage 3).
Quality of EA products is measured and reported (stage 4).
Return on EA investment is measured and reported (stage 5).
Compliance with EA is measured and reported (stage 5).
Source: GAO.
Overall State of Most of the 27 major departments and agencies have not fully satisfied all
. the core elements associated with stage 2 of our maturity framework. At
Enterprlse the same time, however, most have satisfied a number of core elements at
Architecture stages 3, 4, and 5. Specifically, although only seven have fully satisfied all

Management Is a Work- the stage 2 elements, the 27 have on average fully satisfied 80, 78, 61, and 52

percent of the stage 2, 3, 4, and 5 elements, respectively. Of the core

in-Pr OgI"eSS ’ Although A elements that have been fully satisfied, 77 percent of those related to
Few Agencies Have architecture governance have been fully satisfied, while 68, 52, and 47

Largely Satisfied Our

Framework

percent of those related to architecture content, use, and measurement,
respectively, have been fully satisfied. Most of the 27 have also at least
partially satisfied a number of additional core elements across all the
stages. For example, all but 7 have at least partially satisfied all the
elements required to achieve stage 3 or higher. Collectively, this means
efforts are underway to mature the management of most agency enterprise
architecture programs, but overall these efforts are uneven and still a work-
in-progress and they face numerous challenges that departments and
agencies identified. It also means that some architecture programs provide
examples from which less mature programs could learn and improve.
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Without mature enterprise architecture programs, some departments and
agencies will not realize the many benefits that they attributed to
architectures, and they are at risk of investing in IT assets that are
duplicative, not well-integrated, and do not optimally support mission
operations.

The Degree to which Major
Departments and Agencies
Have Fully Satisfied Our
Framework’s Core Elements
Is Uneven and Their
Collective Efforts Can Be
Viewed as a Work-in-
Progress

To qualify for a given stage of maturity under our architecture management
framework, a department or agency had to fully satisfy all of the core
elements at that stage. Using this criterion, three departments and agencies
are at stage 2, meaning that they demonstrated to us through verifiable
documentation that they have established the foundational commitments
and capabilities needed to manage the development of an architecture. In
addition, four are at stage 3, meaning that they similarly demonstrated that
their architecture development efforts reflect employment of the basic
control measures in our framework. Table 4 summarizes the maturity stage
of each architecture program that we assessed. Appendix IV provides the
detailed results of our assessment of each department and agency
architecture program against our maturity framework.

|
Table 4: Maturity Stage of Major Department and Agency Enterprise Architecture
Programs

Stage when program

required to fully satisfy all

elements in one stage to

Department/Agency advance to the next

w

Department of Housing and Urban Development (HUD)

Department of the Interior (Interior)
Department of Justice (DOJ)
Department of Labor (Labor)
Department of Agriculture (USDA)
Department of Homeland Security (DHS)
Office of Personnel Management (OPM)
Department of the Air Force (Air Force)
Department of the Army (Army)
Department of Commerce (Commerce)

=== =IDNDINDINDWIWw|lW

Department of Defense — Business Enterprise
Architecture (BEA)

Department of Defense — Global Information Grid (GIG) 1
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(Continued From Previous Page)

Stage when program

required to fully satisfy all

elements in one stage to

Department/Agency advance to the next

Department of Education (Education) 1

Department of Energy (Energy)

Department of Health and Human Services (HHS)
Department of the Navy (Navy)

Department of State (State)

Department of the Treasury (Treasury)

Department of Transportation (Transportation)

Department of Veterans Affairs (VA)
Environmental Protection Agency (EPA)
General Services Administration (GSA)

National Aeronautics and Space Administration (NASA)
National Science Foundation (NSF)
Nuclear Regulatory Commission (NRC)

Small Business Administration (SBA)
Social Security Administration (SSA)
U.S. Agency for International Development (USAID)

Source: GAO analysis of department and agency data.
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While using this criterion provides an important perspective on the state of
department and agency architecture programs, it can mask the fact that the
programs have met a number of core elements across higher stages of
maturity. When the percentage of core elements that have been fully
satisfied at each stage is considered, the state of the architecture efforts
generally shows both a larger number of more robust architecture
programs as well as more variability across the departments and agencies.
Specifically, 16 departments and agencies have fully satisfied more than 70
percent of the core elements. Examples include Commerce, which has
satisfied 87 percent of the core elements, including 75 percent of the stage
5 elements, even though it is at stage 1 because its enterprise architecture
approval board does not have enterprisewide representation (a stage 2 core
element). Similarly, SSA, which is also a stage 1 because the agency’s
enterprise architecture methodology does not describe the steps for
developing, maintaining, and validating the agency’s enterprise architecture
(a stage 2 core element), has at the same time satisfied 87 percent of all the
elements, including 63 percent of the stage 5 elements. In contrast, the
Army, which is also in stage 1, has satisfied but 3 percent of all framework
elements. Overall, 10 agency architecture programs fully satisfied more
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than 75 percent of the core elements, 14 between 50 and 75 percent, and 4

fewer than 50 percent. These four included the three military departments.
Table 5 summarizes for each department and agency the percentage of core
elements fully satisfied in total and by maturity stage.

|
Table 5: Percent of Framework Elements Satisfied by Department and Agency Architecture Programs within Each Maturity Stage

Percent of Percent of Percent of Percent of Percent of

framework stage 2 stage 3 stage 4 stage 5
elements elements elements elements elements
Departments/Agencies and Maturity Stages satisfied satisfied satisfied satisfied satisfied
Stage 3
Department of the Interior 97 100 100 88 100
Department of Housing and Urban Development 94 100 100 75 100
Department of Labor 87 100 100 88 63
Department of Justice 77 100 100 63 50
Stage 2
Office of Personnel Management 94 100 83 88 100
Department of Homeland Security 77 100 83 75 50
Department of Agriculture 61 100 67 50 25
Stage 1
Department of Commerce 87 89 100 88 75
Social Security Administration 87 89 100 100 63
Department of Education 84 89 100 75 75
Department of Energy 77 89 83 88 50
National Aeronautics and Space Administration 71 67 100 63 63
Small Business Administration 71 78 67 75 63
Department of the Treasury 71 78 83 63 63
Department of Health and Human Services 71 89 100 38 63
Environmental Protection Agency 74 89 83 88 38
Department of Defense — Global Information Grid 71 89 67 75 50
Department of Defense — Business Enterprise Architecture 68 78 67 63 63
Department of Veterans Affairs 65 78 83 50 50
Department of Transportation 65 78 83 50 50
Department of State 58 67 67 63 38
General Services Administration 55 67 50 50 50
Nuclear Regulatory Commission 55 67 83 50 25
National Science Foundation 52 78 67 25 38
Department of the Air Force 45 56 67 38 25
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Percent of Percent of Percent of Percent of Percent of
framework stage 2 stage 3 stage 4 stage 5
elements elements elements elements elements

Departments/Agencies and Maturity Stages satisfied satisfied satisfied satisfied satisfied
Agency for International Development 39 67 50 13 25
Department of the Navy 32 44 50 25 13
Department of the Army 3 11 0 0 0

Source: GAO analysis of department and agency data.

Notwithstanding the additional perspective that the percentage of core
elements fully satisfied across all stages provides, it is important to note
that the staged core elements in our framework represent a hierarchical or
systematic progression to establishing a well-managed architecture
program, meaning that core elements associated with lower framework
stages generally support the effective execution of higher maturity stage
core elements. For instance, if a program has developed its full suite of “as-
is” and “to-be” architecture products, including a sequencing plan (stage 4
core elements), but the products are not under configuration management
(stage 3 core element), then the integrity and consistency of the products
will be not be assured. Our analysis showed that this was the case for a
number of architecture programs. For example, State has developed
certain “as-is” and “to-be” products for the Joint Enterprise Architecture,
which is being developed in collaboration with USAID, but an enterprise
architecture configuration management plan has not yet been finalized.

Further, not satisfying even a single core element can have a significant
impact on the effectiveness of an architecture program. For example, not
having adequate human capital with the requisite knowledge and skills
(stage 2 core element), not using a defined framework or methodology
(stage 2 core element), or not using an independent verification and
validation agent (stage 4 core element), could significantly limit the quality
and utility of an architecture. The DOD’s experience between 2001 and
2005 in developing its BEA is a case in point. During this time, we identified
the need for the department to have an enterprise architecture for its
business operations, and we made a series of recommendations grounded
in, among other things, our architecture management framework to ensure
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that it was successful in doing so.* In 2005, we reported that the
department had not implemented most of our recommendations. We
further reported that despite developing multiple versions of a wide range
of architecture products, and having invested hundreds of millions of
dollars and 4 years in doing so, the department did not have a well-defined
architecture and that what it had developed had limited utility. Among
other things, we attributed the poor state of its architecture products to
ineffective program governance, communications, program planning,
human capital, and configuration management, most of which are stage 2
and 3 foundational core elements. To the department’s credit, we recently
reported that it has since taken a number of actions to address these
fundamental weaknesses and our related recommendations and that it is
now producing architecture products that provide a basis upon which to
build.

The significance of not satisfying a single core element is also readily
apparent for elements associated with the framework’s content group. In
particular, the framework emphasizes the importance of planning for,
developing, and completing an architecture that includes the “as-is” and the
“to-be” environments as well as a plan for transitioning between the two. It
also recognizes that the “as-is” and “to-be” should address the business,
performance, information/data, application/service, technology, and
security aspects of the enterprise. To the extent these aspects are not
addressed in this way, the quality of the architecture and thus its utility will
suffer. In this regard, we found examples of departments and agencies that
were addressing some but not all of these aspects. For example, HUD has
yet to adequately incorporate security into its architecture. This is
significant because security is relevant to all the other aspects of its
architecture, such as information/data and applications/services. As
another example, NASA’s architecture does not include a plan for
transitioning from the “as-is” to the “to-be” environments. According to the
administration’s Chief Enterprise Architect, a transition plan has not yet
been developed because of insufficient time and staff.

#Gee, for example, GAO-01-525, GAO-03-458, GAO-04-731R, GAO-05-702, and GAO, DOD
Business Systems Modernization: Important Progress Made in Establishing
Foundational Architecture Products and Investment Management Practices, but Much
Work Remains, GAO-06-219 (Washington, D.C.: Nov. 23, 2005).

BGAO-05-702.
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Looking across all the departments and agencies at core elements that are
fully satisfied, not by stage of maturity, but by related groupings of core
elements, provides an additional perspective on the state of the federal
government’s architecture efforts. As noted earlier, these groupings of core
elements are architecture governance, content, use, and measurement.
Overall, departments and agencies on average have fully satisfied 77
percent of the governance-related elements. In particular, 93 and 96 percent
of the agencies have established an architecture program office and
appointed a chief architect, respectively. In addition, 93 percent have plans
that call for their respective architectures to describe the “as-is” and the
“to-be” environments, and for having a plan for transitioning between the
two (see fig. 2). In contrast, however, the core element associated with
having a committee or group with representation from across the
enterprise directing, overseeing, and approving the architecture was fully
satisfied by only 57 percent of the agencies. This core element is important
because the architecture is a corporate asset that needs to be
enterprisewide in scope and accepted by senior leadership if it is to be
leveraged for organizational change.
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Figure 2: Overall Satisfaction of Core Elements Associated with Architecture Governance
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EA plans call for business, performance, information/data, application/service,
and technology descriptions to address security (stage 2)

Written and approved organization policy exists for EA development (stage 3)
Written and approved organization policy exists for EA maintenance (stage 4)
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Source: GAO analysis of department/agency data.

Note: Numbers might not add to 100 percent due to rounding.
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In contrast to governance, the extent of full satisfaction of those core
elements that are associated with what an architecture should contain
varies widely (see fig. 3). For example, the three content elements that
address prospectively what the architecture will contain, either in relation
to plans or some provision for including needed content, were fully
satisfied about 90 percent of the time. However, the core elements
addressing whether the products now contain such content were fully
satisfied much less frequently (between 54 and 68 percent of the time,
depending on the core element), and the core elements associated with
ensuring the quality of included content, such as employing configuration
management and undergoing independent verification and validation, were
also fully satisfied much less frequently (54 and 21 percent of the time,
respectively). The state of these core elements raises important questions
about the quality and utility of the department and agency architectures.
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Figure 3: Overall Satisfaction of Core Elements Associated with Architecture Content
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Source: GAO analysis of department/agency data.

Note: Numbers might not add to 100 percent due to rounding.

The degree of full satisfaction of those core elements associated with the
remaining two groups—use and measurement—is even lower (see figs. 4
and 5, respectively). For example, the architecture use-related core
elements were fully satisfied between 39 and 64 percent of the time, while
the measurement-related elements were satisfied between 14 and 71
percent. Of particular note is that only 39 percent of the departments and
agencies could demonstrate that IT investments comply with their
enterprise architectures, only 43 percent of the departments and agencies
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could demonstrate that compliance with the enterprise architecture is
measured and reported, and only 14 percent were measuring and reporting
on their respective architecture program’s return on investment. As our
work and related best practices show, the value in having an architecture is
using it to affect change and produce results. Such results, as reported by
the departments and agencies include improved information sharing,
increased consolidation, enhanced productivity, and lower costs, all of
which contribute to improved agency performance. To realize these
benefits, however, IT investments need to comply with the architecture and
measurement of architecture activities, including accrual of expected
benefits, needs to occur.

Figure 4: Overall Satisfaction of Core Elements Associated with Architecture Use

Framework elements

EA is integral component of IT investment management process (stage 5) _ | ‘
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Source: GAO analysis of department/agency data.

Note: Numbers might not add to 100 percent due to rounding.
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Figure 5: Overall Satisfaction of Core Elements Associated with Architecture Measurement

Framework elements

EA plans call for developing metrics for measuring EA progress,
quality, compliance, and return on investment (stage 2)

Progress against EA plans is measured and reported (stage 3) _ | |
Quality of EA products is measured and reported (stage 4) _:I:l

Return on EA investment is measured and reported (stage 5)

Compliance with EA is measured and reported (stage 5) _ | |

20 40 60 80 100
Percentage

o

Not satisfied

Partially satisfied

1l

Satisfied

Source: GAO analysis of department/agency data.

Note: Numbers might not add to 100 percent due to rounding.

Most Agencies Have at Least Inthose instances where departments and agencies have not fully satisfied
Partially Satisfied Most certain core elements in our framework, most have at least partially
satisfied™ these elements. To illustrate, 4 agencies would improve to at
least stage 4 if the criterion for being a given stage was relaxed to only
partially satisfying a core element. Moreover, 11 of the remaining agencies
would advance by two stages under such a less demanding criterion, and
only 6 would not improve their stage of maturity under these
circumstances. A case in point is Commerce, which could move from stage
1 to stage 5 under these circumstances because it has fully satisfied all but
four core elements and these remaining four (one each at stages 2 and 4
and two at stage 5) are partially satisfied. Another case in point is the SSA,
which has fully satisfied all but four core elements (one at stage 2 and three
at stage 5) and has partially satisfied three of these remaining four. If the
criterion used allowed advancement to the next stage by only partially
satisfying core elements, the administration would be stage 4. (See fig. 6 for

Framework Elements

¥Partially satisfied means that a department or agency has addressed some, but not all,
aspects of the core element.
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a comparison of department and agency program maturity stages under the
two criteria.)
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Figure 6: Department/Agency Maturity Stage Based on Fully Versus Partially Satisfied Criterion

Maturity stage based on Maturity stage based on highest

highest stage in which all stage in which all elements

elements are fully satisfied are fully or partially satisfied
Program 1 2 3 4 5 2 3 4 5

Department of Agriculture . .
Department of the Air Force
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Department of Commerce
Department of Defense — Business Enterprise Architecture

Department of Defense — Global Information Grid

Department of Education

Department of Energy

Department of Health and Human Services
Department of Homeland Security

Department of Housing and Urban Development
Department of the Interior

Department of Justice

Department of Labor

Department of the Navy
Department of State

Department of Transportation
Department of the Treasury
Department of Veterans Affairs
Environmental Protection Agency
General Services Administration
National Aeronautics and Space Administration
National Science Foundation
Nuclear Regulatory Commission
Office of Personnel Management

Small Business Administration

Social Security Administration

U.S. Agency for International Development

Source: GAO analysis of department/agency data.
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As mentioned earlier, departments and agencies can require considerable
time to completely address issues related to their respective enterprise
architecture programs. It is thus important to note that even though certain
core elements are partially satisfied, fully satisfying some of them may not
be accomplished quickly and easily. It is also important to note the
importance of fully, rather than partially, satisfying certain elements, such
as those that fall within the architecture content group. In this regard, 18,
18, and 21 percent of the departments and agencies partially satisfied the
following stage 4 content-related core elements, respectively: “EA products
describe ‘as-is’ environment, ‘to-be’ environment and sequencing plan”;
“Both ‘as-is’ and ‘to-be’ environments are described in terms of business,
performance, information/data, application/service, and technology”; and
“These descriptions fully address security.” Not fully satisfying these
elements can have important implications for the quality of an architecture,
and thus its usability and results.

Seven Departments or
Agencies Need to Satisfy
Five or Fewer Core
Elements to Be at Stage 5

Seven departments or agencies would meet our criterion for stage 5 if each
was to fully satisfy one to five additional core elements (see table 6). For
example, Interior could achieve stage 5 by satisfying one additional
element: “EA products and management processes undergo independent
verification and validation.” In this regard, Interior officials have drafted a
statement of work intended to ensure that independent verification and
validation of enterprise architecture products and management processes
is performed. The other six departments and agencies are HUD and OPM,
which could achieve stage 5 by satisfying two additional elements;
Commerce, Labor, and SSA, which could achieve the same by satisfying
four additional elements; and Education which could be at stage 5 by
satisfying five additional elements. Of these seven, five have not fully
satisfied the independent verification and validation core element.

Notwithstanding the fact that five or fewer core elements need to be
satisfied by these agencies to be at stage b, it is important to note that in
some cases the core elements not being satisfied are not only very
important, but also neither quickly nor easily satisfied. For example, one of
the two elements that HUD needs to satisfy is having its architecture
products address security. This is extremely important as security is an
integral aspect of the architecture’s performance, business,
information/data, application/service, and technical models, and needs to
be reflected thoroughly and consistently across each of them.
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Table 6: Departments and Agencies That Need to Satisfy 5 or Fewer Core Elements to Achieve Stage 5

Number of
unsatisfied
Department/agency elements

Unsatisfied element(s)

Department of the 1
Interior

* EA products and management processes undergo independent verification and validation.

Department of 2
Housing and Urban
Development

* EA products and management processes undergo independent verification and validation.
* Business, performance, information/data, application/service, and technology descriptions
address security.

Office of Personnel 2

* Progress against EA plans is measured and reported.

Management * EA products and management processes undergo independent verification and validation.
Department of 4 * Committee or group representing the enterprise is responsible for directing, overseeing, and
Commerce approving EA.

¢ Committee or group representing the enterprise or the investment review board has approved
current version of EA.

* Written and approved organization policy exists for IT investment compliance with EA.

* |T investments comply with EA.

Department of Labor 4

* EA products and management processes undergo independent verification and validation.
* |T investments comply with EA.

* Return on EA investment is measured and reported.

* Compliance with EA is measured and reported.

Social Security 4
Administration

* EA is being developed using a framework, methodology, and automated tool.
* Organization head has approved current version of EA.

* Return on EA investment is measured and reported.

e Compliance with EA is measured and reported.

Department of 5
Education

» Committee or group representing the enterprise is responsible for directing, overseeing, and
approving EA.

* EA products and management processes undergo independent verification and validation.

¢ Committee or group representing the enterprise or the investment review board has approved
current version of EA.

* Organization head has approved current version of EA.

* Return on EA investment is measured and reported.

Source: GAO.

Departments and Agencjes The challenges facing departments and agencies in developing and using

Report Numerous

Challenges Facing Them in

Developing and Using
Enterprise Architectures

enterprise architectures are formidable. The challenge that most
departments and agencies cited as being experienced to the greatest extent
is the one that having and using an architecture is intended to overcome—
organizational parochialism and cultural resistance to adopting an
enterprisewide mode of operation in which organizational parts are sub-
optimized in order to optimize the performance and results of the
enterprise as a whole. Specifically, 93 percent of the departments and
agencies reported that they encountered this challenge to a significant
(very great or great) or moderate extent. Other challenges reported to this
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same extent were ensuring that the architecture program had adequate
funding (89 percent), obtaining staff skilled in the architecture discipline
(86 percent), and having the department or agency senior leaders
understand the importance and role of the enterprise architecture (82
percent).

As we have previously reported, sustained top management leadership is
the key to overcoming each of these challenges. In this regard, our
enterprise architecture management maturity framework provides for such
leadership and addressing these and other challenges through a number of
core elements. These elements contain mechanisms aimed at, for example,
establishing responsibility and accountability for the architecture with
senior leaders and ensuring that the necessary institutional commitments
are made to the architecture program, such as through issuance of
architecture policy and provision of adequate resources (both funding and
people). See table 7 for a listing of the reported challenges and the extent to
which they are being experienced.

|
Table 7: Degree to Which Departments and Agencies Are Experiencing Enterprise
Architecture Challenges

Percentage of departments
and agencies experiencing the

Challenge challenge to a great or very great extent
Overcoming

parochialism/cultural resistance 76
Ensuring adequate funding 52
Fostering top management

understanding 48
Obtaining skilled staff 48

Source: GAO analysis based on department/agency data.

Many Departments and
Agencies Reported That
They Have Already Realized
Significant Architecture
Benefits, While Most Expect
to Do So in the Future

A large percentage o