United States Government Accountability Office

G AO Report to Congressional Requesters

September 2004 INFO RM ATION
TECHNOLOGY

Major Federal
Networks That
Support Homeland
Security Functions

%GAO

4__; untability * Integrity  Reliability

GAO-04-375



* GAO

Accountablllty Integrity- Reliability

Highlights

Highlights of GAO-04-375, a report to the
Chairman, Senate Committee on Govern-
mental Affairs; the Chairman, House
Committee on Government Reform, and
the Chairman of its Subcommittee on
Technology, Information Policy, Inter-
governmental Relations and the Census

Why GAO Did This Study

A key information systems
challenge in homeland security is
ensuring that essential information
is shared in a timely and secure
manner among disparate parties in
federal, state, and local
governments, and in the private
sectors. This requires
communications networks that
provide information-sharing
capabilities between the various
levels of government—federal,
state, and local.

GAO’s objective was to identify and
describe, through agency reporting,
major networks and examples of
applications that the agencies
considered important in supporting
their homeland security functions.
(For purposes of this review, GAO
defined networks as “the data
communication links that enable
computer systems to communicate
with each other.”) GAO
corroborated agency-provided
information about networks used
by multiple agencies. While
agencies verified the accuracy of
the data about their networks, GAO
cannot ensure that agencies
provided data on all applicable
networks.

In commenting on a draft of this
report, seven of the nine agencies
generally concurred with the facts
contained in this report. Technical
comments were incorporated as
appropriate. Two agencies declined
to comment.

www.gao.gov/cgi-bin/getrpt? GAO-04-375.

To view the full product, including the scope
and methodology, click on the link above.
For more information, contact David A.
Powner at (202) 512-9286 or

pownerd @gao.gov.

INFORMATION TECHNOLOGY

Major Federal Networks That Support
Homeland Security Functions

What GAO Found

Nine agencies identified 34 major networks that support homeland security
functions—32 that are operational and 2 that are being developed (see
table). Of these 34, 21 are single-agency networks designed for internal
agency communications. Six of the 34 are used to share information with
state and local governments; 4 share information with the private sector.

Numbers of Major Federal Homeland Security Networks

Operational In development

Unclassified 8 0
Sensitive But Unclassified 17 1
Classified 7° 1°
32 2

Source: GAO analysis of agency data.
°Excludes classified networks that are not publicly acknowledged.
°Secret (5), Top Secret (2).

°‘Secret.

The Department of Homeland Security is in the process of developing the
new Homeland Secure Data Network. It is intended to become a significant
vehicle for the sharing of homeland security information with state and local
governments and classified information among civilian agencies.

Agencies also provided examples of more than 100 major applications that
support homeland security mission areas. The following table describes 3 of
18 applications that GAO selected to illustrate the range of applications used
to support the various homeland security mission areas.

Three Network Applications That Provide Homeland Security Functions

Responsible
Mission area Application department Network
. Modernized Joint Worldwide Intelligence
Lngglc\?; ﬁfs Intelligence Defense Communications System®
9 Data Base (Classified/Top Secret)
Border and United St_ates Visitor Immigration and Customs
. and Immigrant Status  Homeland
transportation Indicator Technology Security Enforcement Network
security (US-VISIT) (Sensitive But Unclassified)
. Patriot Act -
Domestic I Treasury Communications System®
counterterrorism g;;rtlénn?mcanons Treasury (Sensitive But Unclassified)

Source: GAO analysis of agency data.

*Used by other agencies as well.
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Abbreviations

APHIS Animal and Plant Health Inspection Service
CDC Centers for Disease Control and Prevention
DHS Department of Homeland Security

DOD Department of Defense

DOE Department of Energy

DOJ Department of Justice

EPA Environmental Protection Agency

FBI Federal Bureau of Investigations

FDA Food and Drug Administration

FEMA Federal Emergency Management Agency
FSIS Food Safety Inspection Service

HHS Department of Health and Human Services
HSDN Homeland Secure Data Network

HUMINT human intelligence

IC intelligence community

JUTNet  Justice United Telecommunications Network
JWICS Joint Worldwide Intelligence Communications System
LAN local area network

NIPRNet Non-Classified Internet Protocol Router Network
0)(€; Office of Inspector General

SBU sensitive but unclassified

SIPRNet Secret Internet Protocol Router Network
USDA Department of Agriculture

VPN virtual private network

WAN wide area network
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United States Government Accountability Office

Washington, D.C. 20548

September 17, 2004

The Honorable Susan M. Collins
Chairman, Committee on Governmental Affairs
United States Senate

The Honorable Tom Davis
Chairman, Committee on Government Reform
House of Representatives

The Honorable Adam H. Putnam

Chairman, Subcommittee on Technology, Information
Policy, Intergovernmental Relations and the Census

House of Representatives

As you know, one of the information systems challenges in the homeland
security area is ensuring that critical information is shared in a timely and
secure manner with a variety of parties in federal, state, and local
governments, as well as in the private sector. It is important that federal
networks meet the vital communications needs of effective homeland
security, and do so in an efficient manner that includes information sharing
between the various levels of government. You asked us to identify the
major networks and examples of applications that are operational or being
developed by federal agencies to share information in support of homeland
security functions.!

We conducted work at the federal agencies that have major roles in
supporting these homeland security functions and asked agency officials to
identify and describe the networks and major applications considered most
important in supporting the homeland security functions for which they are
responsible. We obtained and analyzed information from 9 agencies on 34
different networks and over 100 applications. We conducted our work from
January through July 2004, in accordance with generally accepted
government auditing standards.

'We defined “homeland security” and its related functions according to the Department of
Homeland Security’s National Strategy for Homeland Security (July 2002). It defines
homeland security as “a concerted national effort to prevent terrorist attacks within the
United States, reduce America’s vulnerability to terrorism, and minimize the damage and
recover from attacks that occur.”
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Agency Comments and
Our Evaluation

On July 30, we provided your offices with briefing information on the
results of this review. The purpose of this letter is to provide the published
briefing materials to you. (See app. 1.)

In summary, we identified 34 major networks that support homeland
security functions—32 operational and 2 in development. Twenty-one of
the 34 are single-agency networks, indicating that they are used only for
internal agency communications. Further, 6 of the 34 networks share
information with state and local governments; 4 share information with the
private sector. One of the 2 networks under development—the Department
of Homeland Security’s (DHS) Homeland Secure Data Network—is
intended to become a significant vehicle for future sharing of homeland
security information with state and local governments and classified
information among civilian agencies. The other network in development,
the Department of Justice’s JUTNet (Justice United Telecommunications
Network), is to replace the department’s existing network and transport
information among departmental components. Agencies also identified the
Internet as a major network for supporting homeland security functions.
Cost data were not available for all networks, but of the networks for
which data were available, estimates totaled about $1 billion per year for
fiscal years 2003 and 2004.

In addition, agencies provided descriptions of over 100 applications as
examples of those that use existing networks, including the Internet, to
share information in support of homeland security. For example, DHS’s
United States Visitor and Immigrant Status Indicator Technology
(US-VISIT) collects, maintains, and shares information on foreign nationals
with the Departments of Commerce, Justice, State, and Transportation
using its ICENet (Immigration and Customs Enforcement Network). And,
the Department of Defense’s Modernized Intelligence Data Base supports
anti-terrorist activities through near-real-time, synchronized dissemination
of military intelligence using its JWICS (Joint Worldwide Intelligence
Communications System) network.

We received written comments on a draft of this report from the Director,
Departmental GAO/OIG Liaison at the Department of Homeland Security,
the Chief Counsel to the Inspector General at the Department of Health and
Human Services (HHS), the Deputy Assistant Secretary and Chief
Information Officer at the Department of the Treasury, and the Chief
Information Officer at the Department of Agriculture (USDA). These four
agencies generally concurred with the facts contained in our report. DHS
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officials provided technical comments generally consisting of changes to
descriptive information, which we incorporated as appropriate. HHS
officials provided information on another network it felt should have been
included, which we incorporated as appropriate. It also provided additional
examples of applications related to homeland security, which we did not
include because we had already reported significant examples of
applications. The Departments of Defense and Justice, and the
Environmental Protection Agency, provided oral comments stating that
they concurred with the facts in the report. The Departments of State and
Energy declined to comment. Written comments for DHS, HHS, Treasury,
and USDA are reproduced in appendices II through V.

Regarding our statement that the initial DHS enterprise architecture does
not include many of the networks we identified, DHS stated that the initial
enterprise architecture supported internal business processes and systems
and that future versions will address federal and other business partners
external to DHS. Regarding the Homeland Secure Data Network, the
department agreed with our finding that it is a significant initiative for the
sharing of classified homeland security information and that it has
developed a program plan to allow for future expansion of this effort.

Treasury officials raised concerns regarding the sensitivity of information
related to the networks and applications described in this report. We have
been cognizant of the sensitivity of this information during the course of
this engagement and have asked the agencies to review the report for
information they deem too sensitive for public release, which they have
done. The information in this report has been approved for public release
by the agencies responsible for their specific networks.

As agreed with your offices, unless you publicly announce its contents
earlier, we plan no further distribution of this report until 30 days from the
date on the report. At that time, we will send copies of the report to the
Chairmen and Ranking Minority Members of other Senate and House
committees and subcommittees having authorization and oversight
responsibilities for homeland security. We will also send copies to the
Secretary of Homeland Security and to the other agencies that participated
in our review. In addition, the report will be available at no charge on the
GAO Web site at http://www.gao.gov.

Should you or your offices have any questions about matters discussed in
this report, please contact me at (202) 512-9286 or by e-mail at
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pownerd@gao.gov. You may also contact M. Yvonne Sanchez, Assistant
Director, at (202) 512-6274 or by e-mail at sanchezm@gao.gov. Major
contributors to this report also included James C. Houtz, M. Saad Khan,
Nicholas H. Marinos, Teresa F. Tucker, and William F. Wadsworth.

s 7. 2

David A. Powner
Director, Information Technology Management Issues
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Introduction
Congressional Requesters

e The Honorable Susan M. Collins, Chairman
Committee on Governmental Affairs
U.S. Senate

e The Honorable Tom Davis, Chairman
Committee on Government Reform
House of Representatives

e The Honorable Adam H. Putnam, Chairman
Subcommittee on Technology, Information Policy,
Intergovernmental Relations and the Census
Committee on Government Reform
House of Representatives
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Introduction

One of the information systems challenges in the homeland security area is
ensuring that critical information is shared in a timely and secure manner to
a variety of parties within federal, state, and local governments, as well as
in the private sector.

Ensuring the transmission and receipt of sensitive and in some cases
classified information requires communications networks that have
adequate security to protect the confidentiality, integrity, and availability of
the transmitted information.

It is important that federal networks meet the vital communications needs
for effective homeland security, and do so in an efficient manner that
includes productive information sharing among and between the various
levels of government.

We are providing two versions of this briefing, one public and one Limited
Official Use Only.
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Objective, Scope, and Methodology

Objective
To identify major networks and examples of applications that are operated or
being developed by federal agencies in support of homeland security functions.
Scope
Conducted work at 9 federal agencies that play major roles in supporting
homeland security functions:
e Department of Agriculture (USDA)
Department of Defense (DOD)
Department of Energy (DOE)
Department of Health and Human Services (HHS)
Department of Homeland Security (DHS)
Department of Justice (DOJ)
Department of State
Department of the Treasury
Environmental Protection Agency (EPA)
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Objective, Scope, and Methodology

Methodology

* We asked agency officials to identify and describe the major networks and
applications that they considered important in supporting their homeland
security functions.

* We collected descriptive data on the networks, such as type of
network topography, primary users, estimated costs, and future plans.

* We used the homeland security mission areas described in the
National Strategy for Homeland Security.

» We corroborated the information that agencies provided about networks
that are used by multiple agencies.

* Agencies verified the accuracy of the data about their networks; however,
we cannot ensure that agencies provided data on all applicable networks.

* We included information about publicly acknowledged classified networks

but did not collect or include classified information about these networks.
1 Published in July 2002.
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Objective, Scope, and Methodology

Methodology
* We excluded the following types of networks:

* those used exclusively to support weapons systems and battlefield
operations,

* those that exclusively support radio and other wireless devices, and
* voice-only networks.

* We conducted our review from January 2004 through July 2004, in
accordance with generally accepted government auditing standards.
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Objective, Scope, and Methodology

Definitions

For purposes of this review, we used the following definitions:

* Networks are the data communication links that enable computer systems to
communicate with each other.

 Homeland security, as defined in the National Strategy for Homeland
Security, is a concerted national effort to prevent terrorist attacks within the
United States, reduce America’s vulnerability to terrorism, and minimize the
damage and recover from attacks that occur.

* Top secret applies to classified information, the unauthorized disclosure of
which could reasonably be expected to cause exceptionally grave damage to
national security.?

e Secret applies to classified information, the unauthorized disclosure of which
could reasonably be expected to cause serious damage to national security.2

* Sensitive But Unclassified (SBU) is a generic term used to describe
unclassified information that is (1) not required by law to be made available to
the public, and (2) sufficiently sensitive to restrict access from public
disclosure, but not sensitive enough to warrant a classified designation.3

2Executive Order 13292: Further Amendment to Executive Order 12958, as Amended, Classified National Security Information (March 25, 2003)
3For a historical perspective on SBU, see CRS Report RL31845, “Sensitive But Unclassified" and Other Federal Security Controls on Scientific and 8
Technical Information: History and Current Controversy (updated July 2, 2003).
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Objective, Scope, and Methodology

Data Limitations

e The data presented here do not portray all networks used for information
sharing because of the exclusion of classified networks that are not publicly
acknowledged.

* The data presented also do not fully portray networks within the intelligence
community* that support homeland security activities.

4The intelligence community is comprised of executive branch agencies and organizations that work separately and together to conduct
intelligence activities necessary for the conduct of foreign relations and the protection of the national security of the United States.
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Results in Brief

Nine agencies identified 34 major networks that support homeland security
functions—32 operational and 2 in development.

DHS has developed an initial version of an enterprise architecture to assist its
efforts to integrate and share information among and between federal agencies
and other entities; version 1.0 of its architecture does not include many of the
networks identified that support these efforts.

Cost information was not available for some networks—of the cost information
that was available for fiscal years 2003 and 2004, the cost estimates totaled
about $1 billion per year.

DHS’s Homeland Secure Data Network appears to be a significant initiative for
future sharing of classified homeland security information among civilian agencies
and DOD.

Agencies identified over 100 examples of major applications that support the
homeland security missions areas; we selected 18 examples to illustrate the
range of applications that are used across federal agencies.

The Internet has also been identified as a major network for supporting homeland
security applications.

10
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Background
Department of Homeland Security

e On November 25, 2002, the Homeland Security Act of 2002 (Public Law
107-296) established the Department of Homeland Security (DHS).

e DHS is required to coordinate efforts across all levels of government and
throughout the nation, including federal, state, tribal, local, and private-
sector homeland security resources.

* DHS’s mission is accomplished by various departmental components that
are responsible for, among other things,

* enforcing immigration and customs laws and providing effective border
and transportation system defense against external threats;

e preparing for, mitigating the effects of, responding to, and recovering
from all domestic disasters, including acts of terror; and

» providing intelligence analysis of terrorist threat information and
mitigating the vulnerabilities in the nation’s critical infrastructure.

11
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Background
Department of Homeland Security

* According to the President’s National Strategy for Homeland Security, part
of DHS’s responsibilities is to coordinate and facilitate the sharing of
information both among its component agencies and with other federal
agencies, state and local governments, the private sector, and other
entities.

* In August 2003, we reported that DHS had begun to develop an enterprise
architecture and that it planned to use this architecture to assist its efforts
to integrate and share information among federal agencies and between
federal agencies, state and city governments, and the private sector.®

5GAO, Homeland Security: Efforts to Improve Information Sharing Need to Be Strengthened, GAO-03-760
(Washington, D.C.: Aug. 27, 2003). 12
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Background
Previously Reported DHS Management Challenges

e As reported in GAQO’s 2003 high-risk series:®

e DHS faced challenges to improving IT management during the
transformation to the new department.

* Future needs must be sufficiently identified in order for DHS to build
effective systems that can support the national homeland security
strategy.

e DHS inherited IT problems from several of the agencies being
incorporated into the new department.

e The government’s ability to leverage information sharing between and
among important government and private sector stakeholders must be
strengthened.

* We noted the importance of addressing these challenges in order for DHS
and other federal agencies to maximize the use of existing networks and to
plan for the successful implementation of new networks.

8GAO, Major Management Challenges and Program Risks: Department of Homeland Security, GAO-03-102
(Washington, D.C.: January 2003). 13
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Background
Other Federal Agencies’ Roles in Supporting
Homeland Security Functions

Department of Defense (DOD)

e Carry out military missions abroad that reduce the terrorist threat to the
United States.

» Protect United States territory, domestic populations, and critical
infrastructure against military attacks emanating from outside the United
States, under the operation of the Northern Command.”

» Support civil authorities under emergency circumstances when asked to
act quickly and provide capabilities that other agencies do not have or for
limited scope missions where other agencies have the lead (also called
“military assistance to civil authorities” or “civil support”).

Department of State

* Develop, coordinate, and implement counterterrorism policy and building
international coalitions to identify and eliminate terrorist networks.

* Review and process applications for visas to visit the United States and
denying visas to applicants who pose a danger to national security.

7Also known as homeland defense.

14
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Background

Other Federal Agencies’ Roles in Supporting
Homeland Security Functions

Department of Justice (DOJ)

* Prevent terrorist acts before they occur, and investigate and prosecute
those who have committed or intend to commit these acts.

e Combat espionage by strengthening counterintelligence capabilities.

Department of Health and Human Services (HHS)
* Provide critical expertise and resources related to bioterrorism.

* Coordinate the deployment of medical personnel, equipment, and
pharmaceuticals among federal agencies and the American Red Cross in
cases of terrorist attacks when medical consequences exceed local and
state capabilities.

* Provide health warning information.

15
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Background
Other Federal Agencies’ Roles in Supporting
Homeland Security Functions
Department of the Treasury

* Develop and implement federal strategies to combat terrorist financing
domestically and internationally.

* Participate in the development and implementation of federal policies and
regulations in support of the USA PATRIOT Act.

Department of Energy (DOE)

e Safeguard and secure nuclear weapons complexes and stored stockpile
material.

* Provide technology, analysis, and expertise to aid federal agencies in
preventing the spread or use of weapons of mass destruction (i.e.,
radiological, chemical, and biological).

16
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Background
Other Federal Agencies’ Roles in Supporting
Homeland Security Functions
Department of Agriculture (USDA)

* Protect the nation’s agriculture sector and the meat and poultry areas of
the food sector from terrorist attacks.

Environmental Protection Agency (EPA)

» Secure the nation’s drinking and wastewater infrastructure, the chemical
industry, and the hazardous materials sector.

* Minimize the impact to indoor and outdoor air from terrorist attack.

* Respond to and recover from acts of biological, chemical, certain
radiological, and other terrorist attacks.

17
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Background
Description of Networks

The term network refers to the data communication links and the network
elements such as routers and switches that enable these computer
systems to communicate with each other.

A network in a small geographical area is known as a local area network
(LAN); most organizations have one or more LANs at each of their offices.

Wide area networks (WANSs) connect multiple LANs within an organization
that is dispersed over a wide geographical area.

The term network also refers to virtual private networks (VPN) which are
communication systems that use public networks to securely transport
private intra- and interorganizational information.

18
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Background
Example of a Typical Network

Computer systems are interconnected into LANs and WANs and are often connected to the Internet

Firewall
Remote
users Switch L | Area Network
Internet o0l Sl SWi oca ea Networks
— VPN connection
VPN client
Desktop PC Pri Internal
d eskiop s rinters servers
Business
partners External
servers
ey =
——— = =
Dial-in Remote access
users server =
- Wide
ey Area ey
> Network
Interarganization Intracrganization

Sources: GAO analysis and Microsoft Visio.

19
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Background
Use of Networks for Homeland Security

According to the National Strategy for Homeland Security:

* |Information sharing and information systems contribute to every aspect of
homeland security, but our country’s information systems have not
adequately supported the homeland security mission.

* The National Strategy aligns homeland security functions into 6 critical
mission areas, as described on page 32.

* Two fundamental problems have prevented the federal government from
building efficient governmentwide information systems.

e Government acquisition of information systems has not been
coordinated and agencies have not pursued compatibility across the
federal government or with state and local entities.

e Cultural barriers often prevent agencies from exchanging and
integrating information.

20
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Major Homeland Security Networks
Overview on the Use of Networks in Federal Agencies

e Agencies identified 34 networks that are used to support homeland security

* 8 publicly acknowledged classified networks—7 operational and 1 in
development;

* 18 sensitive but unclassified (SBU) networks—17 operational and 1 in
development; and

* 8 unclassified operational networks.

e 21 of 34 are single-agency networks; these are internal networks that
support individual agencies’ missions by transmitting information within each
agency (e.g., connections between field and headquarters offices, access to
internal information systems, and agency-level communications).

21
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Major Homeland Security Networks
Overview on the Use of Networks in Federal Agencies

* DHS has developed an initial version of an enterprise architecture to assist
its efforts to integrate and share information among and between federal
agencies and other entities; version 1.0 of its architecture does not include
many of the networks identified that support these efforts.

e Six networks are used to share SBU and unclassified information with state
and local governments; 4 share information with the private sector.

e Cost information was not available for some networks often due to the
inability to separate network-specific cost information from overall program
budget, as well as cost information deemed classified or sensitive by the
agency.

* For the cost information that was available, for fiscal years 2003 and
2004, the cost estimates totaled just over $1 billion per year.

22
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Major Homeland Security Networks
Classified Networks?

e Classified networks are used primarily to share intelligence and law
enforcement information within and between federal agencies.

» 5 federal agencies manage and maintain 8 publicly acknowledged
classified networks in use today—7 operational and 1 in development.

e There are 2 operational top secret networks.°
* There are 5 operational secret networks.
e There is 1 secret network in development.

8Classified networks are described in appendix .
9These networks are also classified as sensitive compartmented information, which is classified information derived from intelligence 23
services, methods, or analytical processes; such information is handled by procedures established by the Director of Central Intelligence.
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Major Homeland Security Networks
Classified Networks

Top Secret Networks

Primary Network Users

DHS

DOJ

State | Treasury

USDA

DOE

Other
Fed

ICc2

Existing

Joint Worldwide Intelligence
Communications System (JWICS)

* *

Sensitive Compartmented Information
Operational Network

Secret Networks

DOD

DHS

o,
L4

DOJ

State | Treasury

USDA

DOE

Other
Fed

ICa

Existing

ClassNet

Emergency Communications Network/
Classified

Federal Bureau of Investigation Network

HUMINT Operational Communications
Network

Secret Internet Protocol Router Network
(SIPRNEet)

L 2

In
Dev

Homeland Secure Data Network

O
%%

< Agency responsible for managing and using the network

4 Agency that uses the network
2 Intelligence community

Source: GAO analysis of agency data.
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Major Homeland Security Networks
Classified Networks

e DHS is in the process of developing the new Homeland Secure Data
Network, which is expected to

* provide services for transmitting secret information for DHS and civilian
agencies that currently rely on DOD’s SIPRNet;

* eventually be able to carry all types of data up to secret and may
eventually support the transmission of top secret information;

* provide classified e-mail and Web sites, messaging, data analysis
tools, collaboration tools, and other applications required to support
DHS; and

* connect to other classified networks, including SIPRNet.

e According to DHS, fiscal year 2004 expected cost is $20 million; the
lifecycle cost has not yet been determined.
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Homeland Secure Data Network (continued):

* The Homeland Secure Data Network appears to be a significant initiative
for sharing classified information among civilian agencies.

* Phase 1 is to be deployed during the fi