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To the President of the Senate and the 
Speaker of the House of Representatives 

This report presents the results of our examination of the Veterans 
Administration’s [VA) consolidated financial statements for fiscal years 
1987 and 1986. Our report describes restrictions on the scope of our 
examination for fiscal year 1986, which limited our opinion on that 
year’s financial statements to VA’S consolidated statement of financial 
position. The opinion for both fiscal years is qualified for the unknown 
effect of any adjustments that might have been necessary had we been 
able to satisfy ourselves that VA'S real property and equipment accounts 
were presented fairly. Our opinion for both fiscal years is also qualified 
because the consolidated statement of financial position reflects a $3- 
billion overstatement in the life insurance reserves due to the use of 
statutory actuarial assumptions rather than more realistic assumptions 
permitted by generally accepted accounting principles. 

The report contains separate reports on VA'S system of internal account- 
ing controls and on its compliance with laws and regulations. VA'S real 
property accounts and automated data processing functions have inter- 
nal accounting control weaknesses that need to be improved. Our com- 
pliance with laws and regulations report discloses that VA violated the 
debt collection provisions of the Veterans’ Rehabilitation and Education 
Act Amendments of 1980 (38 U.S.C. 3115) and that it did not fully com- 
ply with the Prompt Payment Act (31 USC. 3901-3906). 

We are sending copies of this report to the Chairman, Senate Committee 
on Veterans’ Affairs; the Chairman, House Committee on Veterans’ 
Affairs; the Director, Office of Management and Budget; the Secretary 
of the Treasury; and the Administrator of Veterans Affairs. 

Charles A. Bowsher 
Comptroller General 
of the United States 
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auditing procedures as to the net aggregate book value of these older 
assets. Furthermore. although equipment records are maintained in an 
automated system, accounting records of land and buildings are kept 
manually, are not always subject to centralized or uniform accounting 
controls, and, at the VA sites visited durir,g our examination, contain a 
high degree of error in recorded values. Accordingly, as in our 1986 
audit, we determined that it was not practical to perform, nor did we 
perform, sufficient alternative auditing procedures to remove our quali- 
fication relating to the presentation of these assets. 

The accompanying financial statements reflect statutorily calculated 
insurance reserves totaling $11.6 and $11.4 billion for fiscal years 1987 
and 1986, respectively (see note 6). These reserves, which cover policy 
benefits relating to five VA life insurance programs, were established 
under federal statutes which prescribed conservative investment yields 
and mortality assumptions. Under generally accepted accounting princi- 
ples for federal agencies, more realistic interest earnings projections and 
actual mortality experiences are used for calculating such reserves. 
Insurance policy reserves, calculated using interest rates ranging from 
7 to 8.5 percent and mortality assumptions which are based on actual 
program experience, would amount to approximately $8.6 and $8.3 bii- 
lion for fiscal years 1987 and 1986, respectively. Thus, using the statu- 
tory assumptions has resulted in an excess accumulation of about 
$3 billion more than needed to ultimately cover present policy benefits, 
Any excess fund accumulations inure, based on statutory requirements, 
to policyholders and will ultimately be distributed to them as dividends 
and other benefit enhancements. Nevertheless, the use of statutory 
assumptions does not materially affect operating expenses for fiscal 
year 1987. VA did not compute the difference in operating expenses that 
would have resulted from using statutory assumptions for fiscal year 
1986. 

As discussed in note 5, the financial condition of certain sectors of the 
economy, particularly the energy and agricultural sectors, adversely 
affected the home mortgage industry’s performance during 1987. The 
rate of housing foreclosures for VA has increased substantially since 
1986. For example, the average foreclosure rate on VA guaranteed home 
loans increased from 16.8 percent in fiscal year 1986 to 19.6 percent in 
fiscal year 1987. While VA expects this trend to reverse it.self in 1988. 
other mortgage industry experts expect the trend to continue. At the 
same time, the number of VA guaranteed loans has also increased. This 
greatly increases VA’s exposure to losses in its loan guaranty revolving 
fund because the revolving fund’s fees are not intended to fully cover 
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assurance that (1) obligations and costs are in compliance with applica- 
ble laws, (2) funds, property, and other assets are safeguarded against 
waste, loss, and unauthorized use or misappropriation, and (3) assets, 
liabilities, revenues, and expenditures applicable to operations are prop- 
erly recorded and accounted for to permit the preparation of accounts 
and reliable financial and statistical reports and to maintain accounta- 
bility over assets. Because of inherent limitations in any system of inter- 
nal accounting controls, errors or irregularities may nevertheless occur 
and not be detected. Also, projection of any evaluation of the system to 
future periods is subject to the risk that procedures may become inade- 
quate because of changes in conditions or that the degree of compliance 
with the procedures may deteriorate. 

VA evaluated its system of internal accounting and administrative con- 
trols in accordance with the Federal Managers’ Financial Integrity Act 
of 1982. In its Financial Integrity Act report for fiscal year 1987, dated 
December 31, 1987, VA reported that its systems of internal accounting 
and administrative controls, taken as a whole, provided reasonable 
assurance that the required control requirements were being complied 
with. We reviewed VA’S report and considered its statements in con- 
ducting our study and evaluation in determining the nature, timing, and 
extent of audit tests. 

Our study and evaluation, made for the limited purpose described in the 
second paragraph. would not necessarily disclose all material weak- 
nesses in the system of internal accounting controls. Accordingly, we do 
not express an opinion on VA’s system of internal accounting controls 
taken as a whole or on any of the categories of controls identified in the 
second paragraph. However, our study and evaluation disclosed two 
conditions which we believe pose a high degree of risk that material 
errors or irregularities could occur and not be promptly detected. The 
first condition involves VA’S buildings and related depreciation accounts. 
The second condition involves controls over data processing activities. 
Although our audit procedures did not disclose any significant errors 
resulting from deficient automated data processing controls, we believe 
the condition poses a sufficiently high degree of risk to warrant manage- 
ment’s immediate attention. 

In our report on our fiscal year 1986 study and evaluation of internal 
accounting controls, made as a part of our examination of VA’S consoli- 
dated financial statements (GAO~AF~~~~-38, dated July 29, 1987), we dis- 
closed a condition which we believed would adversely affect VA’S ability 
to record, process, and report financial data. We determined the need for 
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involves both early and late capitalization of costs from construction 
work-in-process. We noted cases where amounts were transferred from 
work-in-process when the applicable construction was less than .50 per- 
cent complete. In other cases, buildings were already in use prior to 
September 30, 1987, but remained in VA'S work-in-process account. 

l Failure to calculate depreciation in accordance with VA'S policy. This 
occurred at 13 of the 28 medical centers we visited during our fiscal 
year 1987 examination. Problems included (1) failing to include all 
buildings and structures in depreciation calculations, (2) depreciating 
beyond the cost of the property, and (3) various mathematical errors. 

ADP Controls Need 
Strengthening 

Federal Information Resource Management Regulations and Office of 
Management and Budget (OMB) policies charge agencies with maintain- 
ing adequate controls to ensure that data is safeguarded and that sys- 
tems are reliable. Our review of VA'S automated data processing (ADP) 

internal controls disclosed weaknesses in VA's software maintenance and 
data integrity controls at all three data processing centers (Austin, 
Texas; Hines, Illinois: and Philadelphia, Pennsylvania). We also found 
processing problems in the compensation and pension system and errors 
in specific payroll and loan guaranty programs. Furthermore, certain 
manual compensating controls that are separate from the ADP function, 
such as reconciliations between systems or between control and subsidi- 
ary accounts, were not adequate in several areas. 

These weaknesses individually are not material in relation to VA'S con- 
solidated financial statements; taken collectively, however, they pose a 
high degree of risk that data errors or incorrect processing could occur 
which could affect both account balances and financial reports and not 
be detected. In addition, many of VA’S financial systems are outdated, 
inadequately documented, and difficult to maintain. Several are sched- 
uled to be modernized. Although VA'S ADP weaknesses pose a high degree 
of risk, our testing of accounting records and other auditing procedures 
did not disclose any errors material to the financial statements taken as 
a whole for fiscal years 1987 and 1986. 

Software Maintenance The software maintenance process is critical to ensuring that ADP sys- 

tems continue to work as intended and are responsive to changing user 
requirements. There are two types of computer software: (1) system 
software, which performs generalized functions for more than one appli- 
cation (such as programs that control user access) and (2) application 
software, which is specific to an individual process (such as payroll). We 
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have unrestricted access to all the system’s production dat,a. and the 
restrictions on access to application software ran be easily bypassed. 

. Even though they may not be assigned responsibility for a particular 
system or component, system software programmers at the Austin IM‘ 
have complete access to production data, which includes payroll. pt’r- 
sonnel, financial, and loan information. For example. at our request. a 
system programmer accessed the payroll production file which contains 
pay information for all VA employees. 

OMB circular A-123 states that access to resources and records should be 
limited to authorized individuals, and federal computer security guide- 
lines indicate that authorization should be limited to individuals who 
require such data for their jobs. Because changes made by a system pro- 
grammer have less chance of being discovered than changes made by 
other data processing personnel, they can do more damage. As a result. 
it is particularly critical that controls over system software programs 
exist. 

Processing Problems and 
Program Errors 

- 
Computer applications should be able to substantiate transaction 
processing, including the capability to reconstruct control totals. At the 
Hines and Austin DPCS, we found processing problems in the compensa- 
tion and pension system and errors in specific payroll and loan guaranty 
software programs. Some examples follow. 

l We noted two processing problems in the compensation and pension sys- 
tem. First, VA’S computer-generated control reports, designed to control 
data through the master record updating process, are not reconciled. For 
example, in a 2month period, one such control report, which compares 
the change in compensation and pension master records to the net effect 
of the processing cycle, showed an unexplained difference of 30 percent. 
VA views this as a control problem rather than a processing problem. 
Second, transaction counts are not tracked throughout the data process- 
ing cycle to ensure complete and accurate processing. 

. As a result of a programming error detected in determining VA’s fiscal 
year 1987 unfunded annual leave liability, the agency’s fiscal year 1986 
financial statements were restated to decrease the previously reported 
leave liability by $63 million. 

Inadequate Compensating Generally accepted accounting control mechanisms in the accounting 

Controls process could partially mitigate the ADP control weaknesses. Such con- 
trols, which arc intended to aid in substantiating and maintaining the 
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statements, but, more importantly, to also provide accurate data for use 
by agency decisionmakers to better manage VA programs. 

Recommendations We recommend that the Administrator of Veterans Affairs: 

l Direct the Controller and the Director of Facilities to develop an auto- 
mated property management accounting system which includes 
improved internal controls over transactions affecting property and 
related accounts. The improvements should include: 

(1) issuing additional guidance to medical centers on identifying the 
operational fund expenditures that should be capitalized, 

(2) revising capitalization procedures to identify responsibilities of indi- 
viduals involved in making capitalization decisions and to ensure that 
costs are capitalized when buildings or capital improvements are placed 
in use, and 

(3) implementing internal controls to ensure that medical centers accu- 
rately calculate depreciation on buildings and other structures. 

. Direct the Office of Information Systems and Telecommunications and 
the Department of Veterans Benefits to improve the automated data 
processing controls in their respective areas at each of VA’S three data 
processing centers. These corrective actions should include (1) imple- 
menting effective manual or automated documented reviews of software 
program code changes for sensitive applications and (2) incorporating 
software maintenance and data integrity controls, such as establishing 
independent audit test files at the Austin Data Processing Center. 

. Reiterate to department directors the need to follow all internal account- 
ing control procedures and to adhere to ~4 policies, with particular 
emphasis on performing and finalizing reconciliations of account 
balances. 

Other Opportunities 
for Improvement 

During the course of our examination, we identified a number of other 
weaknesses in ADP and internal accounting controls and procedures 
which, although not as significant as those discussed in this report, 
nonetheless merit corrective action to strengthen the controls. Accord- 
ingly, we are reporting them separately to the Administrator of Veter- 
ans Affairs. 
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Report on Compliance With Laws 
and Regulations 

We have examined the consolidated financial statements of the Veterans 
Administration (VA) for the fiscal year ended September 30, 1987, and 
have issued our opinion thereon. Our examination was made in accord- 
ance with generally accepted government auditing standards and, 
accordingly, included such tests of the accounting records and such 
other auditing procedures, including tests of compliance with laws and 
regulations, as we considered necessary in the circumstances. 

This report pertains only to our review of compliance with laws and 
regulations for the fiscal year ended September 30, 1987. Our report on 
compliance with laws and regulations for the fiscal year ended 
September 30, 1986, is presented in GAO/AFMD-87-38, dated July 29, 1987. 
The conditions noted therein were considered in determining the nature 
and scope of the procedures performed for our 1987 review. 

Our review of compliance with laws and regulations, made for the lim- 
ited purpose described in the preceding paragraphs, does not necessarily 
cover all laws and regulations that VA is required to comply with. 
Accordingly, we are expressing an opinion only with respect to those 
transactions tested. In our opinion, VA complied with the terms and pro- 
visions of laws and regulations for the transactions tested that. could 
have materially affected its consolidated financial statements; however, 
we found instances of noncompliance for which we recommend w, take 
corrective action. 

Our report on compliance with laws and regulations in fiscal year 1986 
disclosed two cases of noncompliance with certain laws and identified 
two actions by VA which presented compliance issues requiring further 
analysis. These were 

(1) violations of the Veterans’ Rehabilitation and Education Amend- 
ments of 1980; 

(2) violations of the Prompt Payment Act; 

(3) applicability of section 11 of the Debt Collection Act of 1982 to I’m; 
and 

(4) VA’S treatment of October 1, 1986, veterans’ benefits entitlement 
payments. 
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and Regulations 

Violations of the -- 
Veterans’ 
Rehabilitation and 
Education Act 
Amendments of 1980 

1986, was 7 and 8 percent, respectively. However, during both fiscal 
year 1987 and fiscal year 1986, VA did not fully comply with this provi- 
sion because it did not assess interest and administrative costs on cer- 
tain debts generated by its compensation and pension programs. These 

The Veterans’ Rehabilitation and Education Amendments of 1980 (Pub- 
lit Law 94-466, now codified as 38 USC. 3115) specify interest and 
administrative costs to be charged to VA’S delinquent debtors. The law 
requires that interest on delinquent debt be accrued based on the 
Department of the Treasury’s rate, which, as of September 30, 1987 and 

debts principally relate to overpayment of compensation and pension 
benefits for which VA is seeking reimbursement. Also, VA continued to 
charge interest at 4 percent annually on its loan guaranty accounts 
receivable rather than the current interest rate required by the 1980 
amendments to the act. 

In his comments to the Chairman, Senate Committee on Governmental 
Affairs, on our fiscal year 1986 compliance report, the Administrator of 
Veterans Affairs expressed concern as to the potential effects of charg- 
ing interest and administrative costs to low-income compensation and 
pension recipients and the need to “review practical alternatives in col- 
lecting the overpayments.” VA maintains it is seeking legislation to 
exempt compensation and pension receivables from interest charges. 
However, there has not been any legislative action. If VA does not receive 
legal authority to exempt compensation and pension receivables from 
interest charges, extensive computer programming will be needed to 
implement necessary automated system changes for applying the 
charges. 

The Administrator’s reference to the need for reviewing practical alter- 
natives in collecting these particular compensation and pension benefits 
overpayments relates to the problems VA is experiencing in recovering 
the overpayments. According to VA, most of these particular debtors are 
pension recipients whose changes in income or dependency status have 
terminated their entitlements to payments. The Administrator recog- 
nizes that it is reasonable to request payment of interest and administra- 
tive costs on erroneous payments. However, he realizes the problems 
involved in recovering funds from individuals at or near the poverty 
income level and is concerned with the potential effects of adding inter- 
est and administrative costs to the receivables. But, he has not exercised 
his authority under 38 USC. 3102 to waive interest and administrative 
costs in cases where recovery would be against equity and good 
conscience. 
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In its fiscal year 1987 Prompt Payment Act report, v~ reported that it 
paid approximately $454,000 in interest pena!ties on payments made 
after the grace period. VA also reported that it did not pay an tstimatcd 
$431.000 in interest penalties that were due. The interest penalties that 
were not paid primarily related to certain invoices that are still 
processed manually as opposed to ones processed through VA’S computer 
invoice payment system. Our testing of 202 payments VA made during 
fiscal year 1987 disclosed approximately the same late payment per- 
centage as VA reported. 

Conclusions VA did not comply with applicable laws and regulations in two areas: 
assessment of penalties and interest and vendor invoice payment timing. 
These problems were also identified in our 1986 examination. 

During fiscal year 1987, VA continued its practice of not charging inter- 
est and administrative costs on certain debts generated by its compensa- 
tion and pension programs. However, the Veterans’ Rehabilitation and 
Education Act Amendments of 1980 require ~4 to charge current inter- 
est rates, which were 7 and 8 percent as of September 30, 1987 and 
1986, respectively. VA maintains that it is seeking legislation to relieve it 
of responsibility for assessing penalties and interest on a.ccounts rcceiv- 
able associated with its compensation and pension programs. L;\ believes 
that assessing interest on these types of debts should not be required 
because the majority of the debtors are living near the poverty level. It 
is experiencing problems in collecting the basic overpayments that com- 
prise these receivables and is concerned with the potential effects of 
adding the mterest and administrative costs to these cases. Under sec- 
tion 3102 of title 38 of the United States Code. VA is also allowed to 
waive interest and administrative costs if recovery is deemed to be 
against equity and good conscience. 

Although VA does charge interest on its loan guaranty accounts receiva- 
ble, the interest rate charged is lower than the rate required by the 1980 
amendments to the act. VA agrees that it should be charging the higher 
interest rate. However, VA maintains that because of the extensive com- 
puter software programming required to implement this project and 
because of competing computer software needs, it will be unable to do so 
until 1991. 

VA also needs to improve its cash vendor invoice payment procedures for 
certain purchases to comply with the Prompt Payment Act and its 
implementing regulations. During fiscal year 1987, VA paid about 
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Prompt Payment Act area to convert more of its manually processed 
invoice payments to its computer assisted invoice payment system. 
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and Regulations 

$454,000 in interest associated with late payments, but it should have 
paid an additional amount estimated at $43 1,000. The interest charges 
that were due, but not paid, resulted primarily from the manual process- 
ing of several types of invoice payments. 

In connection with our examination, nothing came to our attention that 
caused us to believe that VA was not in compliance with the terms and 
provisions of laws and regulations for those transactions not tested; 
however, we believe the instances of noncompliance discussed above 
merit VA taking corrective action. 

The matters discussed above were considered in determining the nature, 
timing, and extent of the audit tests to be applied in our examination, 
and they do not affect our opinion on VA’s consolidated financial state- 
ments dated May 16. 1988. 

Recommendations We recommend that the Administrator of Veterans Affairs: 

l Require the Director of the Department of Veterans Benefits to: 

(1) Determine an effective and appropriate method of resolving the 
issue of charging interest on accounts receivable relating to the compen- 
sation and pension benefit overpayments as required by the 1980 
Amendments to the Veterans’ Rehabilitation and Education Act. At least 
two potential alternatives include: (a) issuing waivers as authorized by 
38 USC. 3102 for cases where charging interest and administrative 
costs is deemed to be against equity and good conscience or (b) obtaining 
the legislative approval to exempt compensation and pension receiv- 
ables from interest and administrative costs charges. 

(2) Reevaluate the priority given the computer software reprogramming 
workload to determine whether the 1980 legal requirement for charging 
current interest rates on loan guaranty receivables can be implemented 
earlier than 1991. 

l Direct the Controller to complete the conversion to the automated 
invoice payment system of invoices handled manually. 

Agency Comments Although we did not obtain formal comments on this report, we did pro- 
vide appropriate VA officials with a draft of the report and have incorpo- 
rated their comments where appropriate. VA has initiated action in the 
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In his comments to the Committee on Governmental Affairs, t,he Admin- 
istrator also agreed to change the interest rate charged on loan guaranty 
debts However, he did not establish a specific implementation date, cit- 
ing the need for “extensive programming” to implement necessary auto- 
mated system changes. As of May 16, 1988, VA continued to charge 4 
percent interest on loan guaranty accounts receivable. VA has deter- 
mined that because of the extensive system programming changes 
which will be required, it will not be able to complete its reprogramming 
efforts and thereby provide a means for increasing the interest rate 
charges on loan guaranty receivables until 199 1. 

The Prompt Payment As VA reported to the Office of Management and Budget (OMB) under the 

Act and Applicable 
requirements of the Prompt Payment Act (31 USC. 3905) and as con- 
fumed by our audit test, VA paid a majority (86 percent for fiscal year 

Regulations Are Not 1987) of the vendor payments that it considers subject to the act within 

Fully Complied With the prescribed payment due-date criteria. For the remaining 14 percent 
of the payments, about 6 percent were paid during the grace period per- 
mitted by the act, with only 8 percent being paid after the grace period. 
The payments in this latter category are subject to interest penalties and 
it is with this category that VA continues to experience difficulty in fully 
complying with the act’s requirements. While VA properly paid out over 
$454,000 in interest penalties during fiscal year 1987, it did not pay 
additional interest penalties totaling nearly the same amount that were 
also due. 

The Prompt Payment Act provides governmentwide payment standards 
for determining when federal agencies should pay commercial vendors. 
Basically, the act: 

l specifies that unless the contract states otherwise or the purchase 
involves meat or other perishable agricultural commodities, the pay- 
ment due-date is 30-days after receipt of a proper invoice or acceptance 
of goods or services, whichever is later, and 

l requires payment of interest penalties for payments made to commercial 
vendors after a grace period, 15 days after the specified payment due 
date. 

OMB circular A-125 implements the act’s requirements and requires fed- 
eral agencies to, among other things, annually report various Prompt 
Payment Act information to OMB. 
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The first two items are instances of noncompliance disclosed in our com- 
pliance report for fiscal year 1986 which we again report for fiscal year 
1987. These are discussed in detail in latter segments of this report. 

Regarding item three, we reported in our report on fiscal year 1986 that 
VA was not accruing penalties on its delinquent debt under section 11 of 
the Debt Collection Act of 1982 (31 U.S.C. 3717). \‘A believed that its 
program debts are subject to the interest and administrative cost provi- 
sions of the Veterans’ Rehabilitation and Education Amendments of 
1980 (38 USC. 3115), and not the interest and penalty provisions of the 
Debt Collection Act. To address this issue, VA requested a Comptroller 
General decision which was pending when we issued our report on fiscal 
year 1986. We subsequently issued B-222973 on June 8,1987. in which 
we agreed with VA that its program debts are not subject to the interest 
and penalty provisions of the Debt Collection Act of 1982. Therefore, 
this issue is resolved. 

Regarding item four, we questioned whether VA properly terminated 
processing benefit entitlements under its compensation and pension ben- 
efit programs late in fiscal year 1986, treated these entitlements as fis- 
cal year 1987 obligations, and subsequently used its fiscal year 1987 
appropriation to pay these benefits. Because these questions arose late 
in our audit, we stated that we would address them separately. We sub- 
sequently issued a Comptroller General decision (B-226801) on March 2, 
1988, which concluded that VA violated 31 U.S.C. 1501(a) by failing to 
record compensation and pension benefits claims established as entitle- 
ments in September 1986 as fiscal year 1986 obligations. We further 
concluded that since none of VA’S fiscal year 1987 appropriation was 
available for fiscal 1986 year obligations, the Anti-Deficiency Act 
(12 USC. 1341(a)(l)) precluded the use of the appropriation to liqui- 
date fiscal year 1986 obligations. 

As in fiscal year 1986, VA did not properly record as fiscal year 1987 
obligations all compensation and pension benefit claims established as 
entitlements in September 1987. In addition, VA did not record certain 
education benefit claims that were also established as entitlements in 
September 1987. However, unlike the prior year, this did not affect the 
funding source available to pay benefits because the Continuing Resolu- 
tion for fiscal year 1988 (Public Law No. 100202) authorized c:& to use 
its fiscal year 1988 appropriation to pay prior year accrued obligations 
required to be recorded in the last quarter of fiscal year 1987. ~4 is cor- 
recting its obligation recording practices and we therefore consider it 
resolved. 
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Except for the problems relating to buildings and equipment, which 
caused us to qualify our opinion on VA’S consolidated financial state- 
ments, the weaknesses in the system of internal accounting controls do 
not affect our opinion. 

Agency Comments We did not request formal comments on this report. However, we did 
provide appropriate VA officials with a draft of the report and have 
incorporated their comments where appropriate. VA has initiated correc- 
tive action on many of our recommendations. For example, in June 
1988, VA initiated a major effort in the property accounting area to capi- 
talize approximately $750 million of the construction-in-process balance. 
VA is also taking action in the insurance system software area at the 
Philadelphia DPC. VA is converting the DPC’s obsolete system applications 
to another computer language so that the applications can run on com- 
puter systems which have better access controls. 
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accuracy of account postings and balances, include (1) data reconcilia- 
tions between systems and (2) reconciliations between control accounts 
and subsidiary ledgers. However, we found problems at VA in this area 
as well. Some examples follow. 

l At 6 of the 37 VA regional offices and medical centers we visited, differ- 
ences between the payroll system subsidiary ledger and the trial balance 
system control account for VA’S stations were not reconciled. 

l Reconciliations between the housing credit general ledger system and its 
subsidiary system for accounts receivable were not performed at 4 of 
the 10 regional offices covered in our examination. For example, in one 
VA regional office, the claims receivable account for the housing credit 
assistance program has not been reconciled since late 1970. The differ- 
ence as of December 1987 was over $1 million. 

l Of the 28 medical centers we visited, 18 did not complete their reconcili- 
ation of accounting control accounts with supply records (the subsidiary 
or detailed records) for non-expendable property. Adequate reconcilia- 
tion procedures, at a minimum, should include not only the identifica- 
tion of differences but also, where warranted, actual adjustments to 
either the control accounts or subsidiary records to reconcile the two. 

Reconciliations can also provide a means to assess whether controls 
need to be improved. For example, in reconciling the supply records, the 
reasons for the differences may identify that better controls are needed 
or that existing controls are not properly implemented. We were unable 
to determine why the various VA units did not perform the required 
reconciliations. 

Conclusions As a result of the weaknesses in VA’S property accounting and ADP con- 
trols, there is a high degree of risk that material errors or irregularities 
could occur and not be promptly detected. Implementing an automated 
accounting and property system for buildings and structures would 
greatly aid in correcting the principal problems relating to property 
accounting. Such a system would not only provide a more efficient 
means for an audit of the account balances, but it would also provide an 
efficient mechanism for applying management capitalization policies 
and centralized reviews of adherence to these policies. 

Appropriately implemented ADP controls in the accounting area would 
improve the integrity of computer-generated data and accounting trans- 
actions. This assurance is needed not only to prepare accurate financial 
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found inadequate software maintenance procedures for both software 
types at all three data processing centers (Decs), as the following exam- 
ples illustrate. 

. At each DFC, neither VA’S system auditors nor its programming divisions 
routinely or consistently review system and application software pro- 
gram codes (the actJa1 computer instructions). As per the National 
Bureau of Standards’ Federal Information Processing Standard Publica- 
tion 73, Guidelines for Security of Computer Applications, this type of 
review (known as a “code review”) is the most effective technique for 
preventing fraudulent or improper modifications to software. 

. At the Austin DPC, the integrity of application modification testing is 
compromised because programmers, rather than certain system audi- 
tors, control major aspects of the test. The system auditors responsible 
for financial and administrative systems typically certify batch applica- 
tion software modifications. However, their review is based on output 
provided and tested by programmers, using test files that can be 
changed by programmers. 

l Application programmers at the Philadelphia DPC have access to newly 
certified software for life insurance before installation, thereby increas- 
ing the risk that unauthorized changes could be made to the software or 
that an incorrect software version could be installed. 

It is imperative that strong controls exist in the software maintenance 
process because when changes to program codes are being made, errors 
could occur in a program that could destroy data or modify it so that it 
is not usable or codes can be inserted that could perpetuate fraudulent 
activity. 

Data Integrity Data integrity controls are those which safeguard the propriety of 
transactions from unauthorized modification or processing. The follow- 
ing are examples of data integrity control weaknesses we found at VA’S 

DPCS: 

l System users at each DFT can bypass normal system controls and make 
unauthorized modifications to programs or data. This weakness is the 
result of inadequate controls over certain utility programs. 

. Because of obsolete system software, maintenance of the insurance sys- 
tem software at the Philadelphia DPC is not readily obtainable (that is. 
the vendor no longer provides maintenance support to the primary sys- 
tem software). Also, all insurance system users at the Philadelphia DPC 
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stronger internal accounting controls to ensure that all veterans receiv- 
ing medical services for which VA should be reimbursed were identified 
and billed. The results of our examination of fiscal year 1987 transac- 
tions indicate that, although certain basic controls required by VA are not 
being complied with by many medical centers, VA has improved its eligi- 
bility determinations and billing effectiveness in this area. We believe 
this improvement is primarily attributable to two factors: (1) increased 
use of VA’S new computerized admission and discharge system at medical 
centers and (2) more detailed reviews of patient eligibility factors. 
Accordingly, we no longer consider this a material control weakness 
from a financial statement standpoint for 1987. 

Property Accounting As reported in our opinion on VA’S fiscal year 1987 and 1986 financial 

Needs Improvement 
statements, it was impracticable for us to extend our audit procedures 
sufficiently for us to express an opinion on the fair presentation of VA’S 

land, buildings, and equipment and related depreciation accounts. We 
were unable to do so for two reasons. First, documents supporting the 
cost of most of the items, which were acquired over a period of years 
dating back to the agency’s establishment in 1930, were unavailable. 
Secondly, and more importantly, the lack of consistent adherence to 
management policies relating to the capitalization and depreciation of 
buildings has resulted in inaccurate account balances. This latter prob- 
lem is due in part to VA’S manual, real property accounting system. This 
manual system does not provide (1) efficient and consistent capitaliza- 
tion of improvements to buildings and other structures or (2) efficient, 
centralized review of recorded amounts. VA is currently considering vari- 
ous approaches and property accounting systems to meet its needs. 

VA increases its building accounts primarily through two capital acquisi- 
tion programs: operating funds are used for many major additions, 
replacements, and alterations that also meet VA’S real property capitali- 
zation policy, while major projects are funded through construction 
funds (that is, VA’S capital construction projects). Examples of the types 
of inaccuracies, inconsistencies, and lack of adherence to policies that 
we noted relative to capital items follow. 

l Expensing items purchased with operating funds that meet VA’s capitali- 
zation policy. Our limited test in fiscal year 1987 showed that the incor- 
rect accounting practices we disclosed in 1986 were still occurring. 

q Improper transferring of project costs from work-in-process to com- 
pleted facilities. We found this problem in 23 of the 62 capital construc- 
tion projects that we tested during our 1987 examination. The problem 
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We have examined the consolidated financial statements of the Veterans 
Administration (~4) for the fiscal years ended September 30, 1987 and 
1986, and have issued our opinion thereon. As part of our examination, 
we made a study and evaluation of the system of internal accounting 
controls to the extent we considered necessary to evaluate the system as 
required by generally accepted government auditing standards. The pur- 
pose of our study and evaluation was to determine the nature, timing, 
and extent of the auditing procedures necessary for expressing an opin- 
ion on VA’S consolidated financial statements. This report pertains only 
to our study and evaluation of the system of internal accounting con- 
trols for the fiscal year ended September 30, 1987. Our report on our 
study and evaluation of the system of internal accounting controls for 
the fiscal year ended September 30, 1986, is presented in GAO/AFMD-87-38, 

dated July 29, 1987. 

For purposes of this report, we have classified the significant internal 
accounting controls in the following categories: 

. medical care and construction; 
l life insurance; 
. compensation, pension, and education benefits; 
l housing credit assistance; 
. administration and other, including all payroll; and 
l financial reporting. 

Our study included all of the control categories listed above, but we did 
not evaluate the internal accounting controls over all functions within 
the categories. Also, we did not evaluate accounting controls in the vari- 
ous miscellaneous funds VA administers, such as the General Post Fund. 
For the areas where controls were not evaluated, it was more efficient to 
expand the scope of our substantive audit tests. Our study and evalua- 
tion was more limited than would be necessary to express an opinion on 
the system of internal accounting controls taken as a whole or on any of 
the categories of controls previously identified. 

The management of VA is responsible for establishing and maintaining a 
system of internal accounting controls in accordance with the Account- 
ing and Auditing Act of 1950 and the Federal Managers’ Financial Integ- 
rity Act of 1982. In fulfilling this responsibility, estimates and 
judgments by management are required to assess the expected benefits 
and related costs of control procedures. The objectives of a system of 
internal accounting controls are to provide management with reasonable 
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the losses and other costs associated with foreclosures of VA guaranteed 
mortgages. The continuing high level of foreclosures which result in 
increased cash outlays for property acquisitions has severely strained 
the revolving fund’s resources. In response, VA obtained, primarily 
through a fiscal year 1988 supplemental appropriation, $726.6 million in 
additional funds for the loan guaranty revolving fund. Although loan 
guaranty operations for the remainder of fiscal year 1988 will be contin- 
ued because the emergency supplemental appropriation has been 
obtained, a continuing high rate of foreclosures on VA guaranteed mort- 
gages may require additional supplemental appropriations in future 
years. 

In our opinion, except for the effect of adjustments, if any, that might 
have been necessary had we been able to perform necessary auditing 
procedures to substantiate the asset and related expense accounts, as 
discussed in paragraph three above, and, except for the $3-billion over- 
statement in insurance reserves due to the use of statutory assumptions 
rather than more realistic assumptions under generally accepted 
accounting principles, as discussed in paragraph four above, the consoli- 
dated financial statements referred to above present fairly the financial 
position of the Veterans Administration at September 30, 1987 and 
1986, and the results of operations, the changes in financial position. 
and the reconciliation to budget for the fiscal year ended September 30, 
1987, in conformity with generally accepted accounting principles for 
federal agencies applied on a consistent basis during the period. 

Charles A. Bowsher 
Comptroller General 
of the United States 

May 16, 1988 
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GAO United States 
General .4ccounting Office 
Washington, D.C. 20548 

- 

Comptroller General 
of the United States 

B-22680 1 

To the Administrator of Veterans Affairs 
Veterans Administration 

We have examined the consolidated statement of financial position of 
the Veterans Administration (VA) as of September 30. 1987 and 1986, 
and the related consolidated statements of operations and changes in 
financial position and reconciliation to budget for the fiscal years then 
ended. Our examinations were made in accordance with generally 
accepted government auditing standards and, accordingly, included such 
tests of accounting records and such other auditing procedures as we 
considered necessary in the circumstances, except as described in the 
following two paragraphs. In addition to this report on our examination 
of VA’S 1987 and 1986 consolidated financial statements, we are report- 
ing on our evaluation of internal accounting controls and compliance 
with laws and regulations. During our examination, we identified mat. 
ters which do not affect the fair presentation of the financial state- 
ments, but nonetheless warrant management’s attention. We are 
reporting them separately to VA. 

Fiscal year 1986 was the first year that VA prepared its financial state- 
ments and maintained its accounting records in accordance with gener- 
ally accepted accounting principles for federal agencies. In addition. our 
examination of VA’S consolidated statement of fina.nciaI position for fis- 
cal year 1986 (GAWAFMD-87-38, dat.ed July 29, 1987) was the first year 
this statement had been audited in accordance with generally accepted 
government auditing standards. Because of these conditions. it was not 
practical for us to perform various auditing procedures with respect to 
determining whether, as of October 1, 1985, the beginning of the 1986 
fiscal year, the amounts of advances, accounts and loans receivable, 
accounts payable, and the related amounts of revenues and expenses 
were recorded in the proper accounting period. These amounts were 
material to determining operating expenses and revenues and the 
adjustments affecting the report on reconciliation to budget. Accord- 
ingly, we do not express an opinion on the accompanying consolidated 
statements of operations and changes in financial position and reconcili- 
ation to budget for the fiscal year ended September 30, 1986. Our opin- 
ion on the fiscal year 1986 consolidated statement of financial position 
was qualified because documents supporting the original cost of land, 
buildings, and equipment, many of which were acquired by VA over peri- 
ods dating back to its establishment in 1930, were not readily obtain- 
able, and we were unable to satisfy ourselves by means of alternative 
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