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Preface

Our nation has an increasing ability to accumulate,
store, retrieve, cross-reference, analyze, and link vast
numbers of electronic records in an ever faster and
more cost-efficient manner. These advances bring
substantial federal information benefits as well as
increasing responsibilities and concerns.

Record linkage—a computer-based process that
combines multiple sources of existing data—is a case
in point.' Federally sponsored linkage projects
conducted for research and statistical purposes have
many potential benefits, such as informing policy
debates, tracking program outcomes, helping local
government or business planning, or contributing
knowledge that, in some cases, might benefit millions
of people.?

Despite these benefits, concerns about personal
privacy are relevant: Linkages often involve data on
identifiable persons. Indeed, because “the whole is
greater than the sum of the parts,” linking independent
data on individuals creates new information about
them.

Linkage benefits, privacy issues,’ and privacy-
protection strategies are being discussed in federal
agencies, professional workshops, and academic
literature. But for many policymakers and others
outside these professional circles, there is no

'For a more specific definition of record linkage, see pp. 41-2.

“These statistical and research linkage projects are undertaken to
produce information on populations or large groups of people. The
purpose is not to take any government action or make any judgment
with respect to any individual data subject; the principle of
“functional separation” (discussed in chap. 3) emphasizes the
importance of guarding against such uses of these linkage projects.

°In this study, we use the term “privacy issues” to refer to personal
privacy, confidentiality, and security (see app. D).
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Preface

overview or “roadmap” to key issues in this new and
still developing field. This study is intended as a first
step toward filling this gap.

Our overall goals are to stimulate discussion, inform
the general public, and provide a context for
policymakers and others whose knowledge or
experience may be limited to certain aspects or types
of linkage. To this end, we present examples of (1)
different types of linkage projects, (2) major privacy
issues, (3) privacy-protection techniques, and (4)
strategies for enhancing “data stewardship.”' In
addition, we lay the groundwork for more
comprehensive inquiry by providing questions for
further study.

Throughout, our focus is on linkage projects that
involve person-specific data, are conducted under
federal auspices (or with federal funding), and
produce new research or statistical information.’
(See fig.1.)

This study finds that

Linkage projects tap survey data, existing records on
individuals, and “contextual data” to provide new
kinds of information. For example, one project links
individual teens’ survey responses to those of their
best friends, thus providing new information on peer
influences. Another links personnel records on
chemical exposures to death records to help identify
cancer-causing substances.

“This study does not provide a detailed legal analysis, assess specific
agency practices, or develop recommendations.

*We exclude projects that link data (1) on organizations or business
establishments; (2) without federal involvement (e.g., private-sector
linkages); or (3) to facilitate actions toward or judgments about
individuals (e.g., checking eligibility for benefits or loans).
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Figure 1: Focus of This Report

*Defined as a computer-based process that combines (1) existing
person-specific data with (2) additional data that refer to the same
persons, their family or friends, school or employer, or geographic
environment. (See chap. 2, pp. 41-2 for further definition.)
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Such projects may also link each person’s data to
characteristics of the area where that person lives, the
school attended, or other contextual information.

Record linkage projects like these raise privacy issues,
such as whether consent to linkage was obtained;
whether linkages required sharing identifiable data
with other organizations; and whether “deidentified”
linked data are subject to reidentification risks when
released for research or other uses.

Various techniques that may help address these
privacy issues include signed consent forms, tools for
masked data sharing (such as list inflation, third-party
linkage, or grouped linkage), and secure data centers
where researchers analyze linked data under
controlled conditions.

Strategies for enhancing data stewardship could
include, among others, developing agency systems for
accountability and fostering or supporting an
organizational culture that emphasizes the values of
personal privacy, confidentiality, and security.

We provided a draft of this study to the following
agencies for comment: U.S. Census Bureau,
Department of Health and Human Services (HHS),
Internal Revenue Service (IRS), Office of Management
and Budget (OMB), and Social Security
Administration (SSA). Agencies responding’ generally
supported the findings of our study; pointed to the
importance of our work; and in some cases,
volunteered to collaborate with GAO on future work
in this area. They also provided technical comments,
which we incorporated as appropriate.’

°Officials at SSA said they had no comments.
‘Some agencies pointed to a need for comprehensive information on

laws and agency practices. While this is beyond the scope of this
study, we delineated a number of questions for further study.
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The Census Bureau noted that because of this study’s
organization (i.e., the later chapters discuss privacy
protections and stewardship), readers of the earlier
chapters may not realize the kinds of protections or
strategies that are being explored or, in some cases,
are in use at agencies such as Census. We therefore
added statements to earlier chapters alerting readers
to material covered later in this volume.

We believe there is a recognition—at the Census
Bureau and other agencies we talked with—that
maintaining and improving privacy protections is key
to achieving the public’s cooperation in providing
accurate records and participating in surveys and
studies. Some of the privacy-protection techniques
and stewardship strategies we discuss are in use at
various federal agencies, but we did not assess the
adequacy of such protections in any agency.

Readers with questions or comments are invited to
contact me or Judith Droitcour at (202) 512-2700.°
Other key staff include Nancy Donovan, Eric Larson,
Patrick Mullen, and Theodore Saks. We are grateful to
several experts for their contributions to our work.’

flasey £ Ky

Nancy R. Kingsbury
Managing Director
Applied Research and Methods

*Copies of this study may be ordered; Web access is also provided.
(For details, see last page.)

’Appendix II lists experts not currently with the federal government.
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Chapter 1
Introduction and Background

Record linkage can provide research and statistical
information relevant to complex decisions about
programs or policies. For example, information about
peer influences on teen behavior, achieved through
record linkages, can help people decide what kinds of
programs would discourage early pregnancy, teenage
drinking, and delinquency. While record linkage has
been variously defined, this study uses the following
broad definition.

|
Definition of Record Linkage

For purposes of this study, record linkage is defined
as combining (1) existing person-specific data

with (2) additional data that refer to the same
persons, their family and friends, school or employer,
area of residence or geographic environment.

Our focus is on linkage projects that involve person-
specific data, are conducted under federal auspices
(or with federal funding), and produce new research
or statistical information concerning populations or
large groups.' Privacy issues are important because
person-specific data are involved and because actual
linkages typically occur at the individual level,
multiplying the quantity of data recorded on each
individual.” The linked data are sometimes accessed
by many researchers.

'As explained in chapter 2 (see pp. 41-2), we include (1) person-by-
person linkages (both exact matches or probabilistic matches) and
(2) person-by-context linkages. We exclude linkages intended to
match similar persons based on, for example, demographic
characteristics.

*Scheuren (1997). Some view the results as an “explosion of facts.”
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In discussing privacy issues, this study refers to
personal privacy (which concerns an individual’s
status and rights), confidentiality (a status accorded to
information, requiring that its disclosure be
controlled), and security (safeguards, such as
encryption, for data and related systems). While these
concepts have been variously defined, we use the
working definitions given in appendix I. The concept
of data stewardship is also relevant.’ Individuals
entrust information about themselves to agencies or
research organizations that then assume the
stewardship role.*

As illustrated in figure 1.1, our study describes (1)
how record linkage can create new research and
statistical information, (2) why linkage heightens
certain privacy issues, (3) what kinds of techniques
might help address privacy issues, and (4) how data
stewardship might be enhanced. This study excludes
projects that link data on organizations or business
establishments but not individuals;’ lack federal
involvement (i.e., state-level, private-sector, and other
linkages);’ or are intended to result in actions toward
data subjects (e.g., federal compliance audits).’

’A steward manages another’s property, affairs, or in this case, data.
For agencies, stewardship includes functions of officials and staff,
such as privacy officers and advocates, disclosure officials, and
survey managers. Stewardship carries responsibility for data
subjects’ personal privacy, confidentiality of data, and data security.

‘GAO (1997). See also George T. Duncan et al. (1993).
°A large U.S. Census Bureau project links records on organizations
for the quinquennial economic census; it involves records from

Census, IRS, SSA, and Bureau of Labor Statistics (Census, 2000a).

‘Private-sector linkages include credit checks and other linkages
conducted for commercial reasons, such as marketing.

"The term “computer matching” often refers to linkages that check
the eligibility for benefits or loan programs. See GAO (2000a).
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Figure 1.1: Record Linkage Topics

't O (|

Page 12 GAO-01-126SP Record Linkage and Privacy



Chapter 1
Introduction and Background

Building a privacy protection toc el P
Toole might help ensura pmmyl I=.' ¥ .
r rd linkage, lor example n"‘“; |
. pchnigques kor masked data sharing
.&:; data and safer seftings
;1_'*.}. ques to reduce sensitivity

-y

2
-
L
[
I.l'-

I

Page 13 GAO-01-126SP Record Linkage and Privacy



Chapter 1
Introduction and Background

|
Background on
Linkage and
Privacy

Record linkage emerged decades ago, with early work
aimed at developing new information in areas such as
health research.’ It was early recognized that linkage
contained the potential for reducing data collection
costs and respondent burden as well as improving
data quality.’

To use a simple analogy from everyday life, when you
balance your checkbook, matching your stack of
checks to the bank statement check by check, you are
carrying out a matching process analogous to linking
records." In linkage for research and statistics, the
matching process adds new information. The records
may be matched using names, addresses (or
geocodes'), Social Security numbers (SSN), other
identifiers, or some combination of these. The
matched data are then preserved in a new, enhanced
dataset. The linked dataset will be used to generate
new, fuller information on the aggregate population.
That is, it will be used to describe or make inferences
about a population of individuals, analyze patterns in
the data, and evaluate or inform programs or policies.

Record linkage has flourished, apparently for two key
reasons:

The first is the development of computer technology
and the increasing tendency to maintain large-scale

‘See Newcombe et al. (1959). For bibliographies of early linkages,
see Kilss and Alvey (1985). See also, Jabine (1993).

’U.S. Department of Commerce (1978).
“Dean and Olson (1999).
“Geocodes are location codes, ranging from postal codes (e.g., zip

plus four) to latitude and longitude (which can be determined by
handheld Global Positioning System (GPS) devices).

Page 14 GAO-01-126SP Record Linkage and Privacy



Chapter 1
Introduction and Background

sets of records in the public, as well as the private,
sector.”

The second reason is the recognition of the potential
power of the linkage approach—the value added and
the richness of datasets achieved by combining
diverse data sources that, taken by themselves, are
subject to various limitations—for areas such as
health care delivery and outcomes, education, and
economic policy. Various benefits of record linkage
(including reduced cost, relative to new data
collections) are described in recent reports from the
National Academy of Sciences."

Of course, the accuracy of linkage varies because, for
example, some names are very common, the digits in
some SSNs or other key numbers may be inaccurate
or reversed, or these numbers may be missing for
some data subjects."

Background material presented below includes the
need for transparent (open) government policies and
practices, the use of record linkage in a wide variety
of federal agencies, and the role of laws and values in
information privacy issues.

Fellegi (1997).

“These reports include the National Research Council (NRC 2000);
the Institute of Medicine (IOM 2000); National Cancer Policy Board,
I0M, NRC (2000).

“Indeed, HHS told us that, “There are many obstacles [to successful
linkage] (principally from poor or non-reporting of the key variables
in one or the other data set) and there are sometimes a number of
records that cannot be matched or that are matched with only a low
probability of accuracy.”
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Need for
Transparency

A recent poll shows that many Americans perceive
government as potentially a threat to their privacy.”
But how knowledgeable are Americans about relevant
issues in the area of research and statistics? How
transparent (i.e., open and clear to everyone) is
federal involvement in record linkage?

Federal statistical and research policies and practices
may not be well known among members of the
general public."” Some policymakers are no doubt
aware that the Congressional Budget Office (CBO) has
sought access to a recent version of the “linked
dataset” that the Census Bureau first created over a
decade ago by combining large-scale surveys it
conducted with records on survey respondents
obtained from the Internal Revenue Service and the
Social Security Administration.” Other policymakers
may have become aware of record linkage issues
through congressional discussions about a proposal to
allow data sharing among statistical agencies."

According to a nationally representative poll of 1,017 adults
conducted in May 2000 by Opinion Research, 43 percent believed
government is the biggest privacy threat, compared with 24 percent
for the media and 18 percent for corporations (Purdy, 2000). An
earlier 1995 Equifax survey similarly indicated that “82% of
respondents are concerned about threats to their privacy [and] their
uneasiness is more focused on the government than business”
(American Demographics Marketing Tools Supplement, 1996, p. 31).
Other surveys have indicated a relatively low level of trust in
government (Singer et al., 1997; Panel on Civic Trust and Citizen
Responsibility, 1999).

“For example, a survey in the mid-1990s indicated that only about
one-fourth of adults knew that the Census Bureau is forbidden by
law to give other agencies census information that includes a
person’s name and address (Singer et al., 1997).

"CBO sought the linked dataset, stripped of personal identifiers, for
its long-term models of the Social Security and Medicare programs.
These models are intended to help the Congress evaluate proposed
changes to those programs.

"Since 1996, a number of bills have been introduced to allow
statistical agencies greater flexibility to share data among
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Despite discussions of record linkage in professional
forums, much record linkage likely remains invisible
to the general public and some policymakers as well.

Although privacy issues stemming from new
technology have received considerable media
attention during the past year, the main focus has
been on uses of data that target individuals for
action—rather than on statistical or research uses.

Thus, outside the statistical and research
communities, few may be aware that

A variety of federal agencies, contractors, and
grantees use record linkage technology to produce
new information that might help millions of persons or
improve government programs (through, e.g., health
research, improvements in the quality and efficiency
of federal statistical programs, measuring government
performance, or evaluating social programs).
Statistical agencies envision streamlining linkages of
government records (which are stored in separate
“silos”).

Recommendations have been made for expanded
support of linkage projects in cancer research.”
Federal agencies and private-sector experts are
debating the privacy issues raised by record linkage
for statistics and research—as well as discussing a

themselves. More recently, in the 106" Congress, the House passed
The Statistical Efficiency Act of 1999, H.R. 2885. This bill generally
would have permitted the disclosure of data to a specified set of
statistical agencies for exclusively statistical purposes and
prohibited the disclosure of these data in identifiable form, for any
purpose other than a statistical purpose, without informed consent.
Data-sharing legislation involving statistical agencies was also
discussed in a recent report to Congress (U.S. Department of the
Treasury, 2000).

“National Cancer Policy Board, IOM, NRC (2000).
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variety of techniques and strategies aimed at
protecting privacy, which may be relevant to linkage.”

A pioneering linkage researcher (Ivan Fellegi) has
pointed to the need for broad discussion or debate
involving the general public,” and we believe that
greater transparency is desirable for two reasons.
First, open decisions about whether—and how—
linkages should be conducted might foster or help
support responsible data stewardship in federal
agencies. Second, without greater transparency, “a
single ... error or accident might ... put a [sudden]
spotlight on the extent of linkage going on in
government [and] ... the incident might balloon out of
control.”” In the wake of such an incident, there might
be a risk of “throwing out the baby with the bath
water” or a loss of trust in government.

Two incidents—each involving very extensive
linkages of personal data in other countries—illustrate
the need for greater openness and participation to
support sound linkage decisions and prevent unwise
ones and to avoid possible perceptions of government
secrecy.

Just last year, an audit by Canada’s Privacy

Commissioner disclosed that a large and essentially

unknown, though not secret, government database

linked decades of records on more than 33.7 million
23

persons.” Human Resources Development Canada

(HRDC) had developed this dataset for “research,

“The discussions have occurred in academic journals as well as
workshops and conferences (see app. III).

“Fellegi (1997).
Fellegi (1997), p. 9.

*Privacy Commissioner of Canada (2000a, 2000b).
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evaluation, policy and program analysis”—but it was
described as one of “near Orwellian” proportions. The
ensuing public outcry” led to an official statement that
the database was being destroyed and to other
changes at HRDC, which were directed at better
protecting personal information. Nevertheless, some
Canadians remained skeptical “that the giant
information network was taken apart” or have
otherwise expressed a lack of trust in HRDC.”

A somewhat similar incident occurred in Sweden in
1986.” There, the database in question covered only
15,000 persons, but linkages extended from childhood
into adulthood without the data subjects’ knowledge
and included detailed arrest records and for some,
questionnaire responses on political attitudes.”
Although the database had not been secret, it was
unknown to the general public and data subjects alike.
When a leading Swedish newspaper highlighted this
“secret” database, there was strong reaction from the
public. The database was then reportedly stripped of
identifiers to prevent any further linkage.”

U.S. Involvement in
Record Linkage

In the United States, many different kinds of federal
agencies conduct or sponsor record linkage. The
agencies perhaps most heavily involved in linkage to
produce statistical and research information include
the following.

*A Canadian official reportedly received more than 18,000 letters,
phone calls, and e-mail messages from people demanding to know
what was in their files (Washington Times, 2000). See also Toronto
Star (2000); Ottawa Sun (2000a; 2000b); Toronto Sun (2000).
*Washington Times (2000); Ottawa Sun (20002).

“Flaherty (1989).

“Respondents apparently were not told that their answers would be
part of the linked database (New York Times, 1986).

*New York Times (1986).
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Agencies Conducting or
Sponsoring Record
Linkage

Statistical agencies, such as the Bureau of the Census
and the National Center for Health Statistics (NCHS),
which are charged, respectively, with providing
comprehensive data on the U.S. population and the
economy and with tracking trends in health and
disease.

Research agencies, such as the National Cancer
Institute (NCI) and the National Institute for
Occupational Safety and Health (NIOSH), which study
causes of disease, assess the impact of treatments,
and conduct research on work-related diseases and
injuries, among other activities.

Statistical or research offices of program agencies
with large datasets, ranging from IRS to agencies
charged with ensuring the security of the elderly or
the vulnerable (e.g., SSA or Health Care Financing
Administration (HCFA)).

Other agencies and offices conduct or sponsor linkage
projects to help evaluate programs or measure
performance. For example:

Agencies administering block grants, such as the
Substance Abuse and Mental Health Services
Administration (SAMHSA), are funding state efforts to
measure program outcomes using record linkage. For
example, program data on persons treated for drug
addiction are paired with records on their
employment or other outcomes (e.g., involvement
with law enforcement).

GAO has estimated the long-term impact of a
Department of Labor (DOL) training program by
linking trainees’ records from a DOL study with their
SSA records on employment and earnings spanning
several years.”

“GAO (1996a).
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Groups Working to
Enhance Privacy
Techniques and
Strategies

A variety of techniques to protect an individual’s
privacy and strategies to enhance data stewardship
have been developed and may be useful in record
linkage. Many individual statisticians and researchers,
as well as federal agencies, have contributed to these
efforts.

Various groups have taken a leadership or
coordinating role in efforts to improve techniques and
stewardship strategies. These include the

OMB and its Interagency Council on Statistical Policy,
Federal Committee on Statistical Methodology
(Federal Committee), and Confidentiality and Data
Access Committee;”

HHS Data Council” and the HHS Office for Human
Research Protections;” and

The National Research Council and its Committee on
National Statistics, as well as the Institute of Medicine,
within the National Academy of Sciences (NAS),
among others.

To cite two relatively recent examples: Within HHS,
the Agency for Healthcare Research and Quality
(AHRQ) and the Office of the Assistant Secretary for
Planning and Evaluation (ASPE) sponsored an IOM
workshop on data privacy in health services
research.” Multiple agencies supported a workshop

“This committee was formerly known as the Interagency
Confidentiality and Data Access Group (ICDAG).

*'The HHS Data Council consists of HHS officials who have a direct
reporting relationship to the Secretary, the HHS Privacy Advocate,
and the Senior Advisor on Health Statistics. The Council
coordinates HHS data collection and analysis activities, including
privacy policy activities.

*This office oversees research involving human subjects that is
funded by HHS.

“IOM (2000).
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convened by the Committee on National Statistics to
study the interface between data access and
confidentiality.”

The activities of many professional organizations and
committees are also relevant.

The Role of Laws

The Privacy Act

Laws governing the collection, administration, and
disclosure of records and data maintained by federal
agencies are relevant to record linkage.” Notably,
agencies must follow the limits and conditions
imposed by governmentwide laws, such as the Privacy
Act of 1974,” as well as any applicable agency-specific
laws. These laws extend varying levels of protection
to records maintained by federal agencies.

The Privacy Act governs the responsibility of federal
agencies concerning the content, access, and
disclosure of records concerning individuals.” It

“NRC (2000). The primary sponsor was the National Institute on
Aging (NIA) but additional funding was provided by at least five
other agencies.

*For more discussion of selected laws and regulations relating to
record linkage, see appendix IV.

5 U.S.C. 552a. OMB has issued guidelines for implementing the
Privacy Act, which are published in the Federal Register (40 Fed.
Reg. 28948 (July 9, 1975)). In addition, OMB Circular No. A-130
(revised, Nov. 30, 2000) establishes policies for the management of
federal information resources, including the protection of personal
privacy by the federal government.

“The record linkage described in this study does not include
activities covered by the Computer Matching and Privacy Protection
Act of 1988. In that year, Congress amended the Privacy Act to
regulate the use of computer matching conducted by federal
agencies or using federal records subject to the statute. These
amendments generally define computer matching as the
computerized comparison of two or more automated systems of
records or a system of records with nonfederal records for the
purpose of (1) establishing or verifying eligibility for a federal
benefit program or (2) recouping payments or delinquent debts
under such programs. Matches performed to support any research
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establishes governmentwide policies for the
disclosure of data by federal agencies and requires
agencies to safeguard identifiable information.” Under
the act, agencies are not to disclose identifiable
information to third parties without the individual’s
prior consent. The act contains 12 categories of
exceptions to the consent requirement. These are
intended to accommodate legitimate needs for
identifiable information, such as conducting research
and statistical activities that involve record linkage.

For example, under the act, an agency may disclose a
record

to officers and employees of the agency maintaining
the record who have a need for the record in the
performance of their duties;

for a “routine use,” that is, a use for a purpose that is
compatible with the purpose for which it was
collected,;

to a recipient who has provided advance written
assurance that the record will be used solely as a
statistical research or reporting record and that the
record is to be transferred in a form that is not
individually identifiable; and

to the Bureau of the Census for purposes of planning
or carrying out a census or related activity, according
to the provisions of title 13.

or statistical project—the specific data of which may not be used to
make decisions concerning the rights, benefits, or privileges of
specific individuals—are not subject to the act.

*Generally, an officer or employee of an agency who willfully
discloses material covered by the Privacy Act to any person or
agency not entitled to receive it can be found guilty of a
misdemeanor and be fined up to $5,000.
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Other Relevant Statutes
and Guidance

Several of these exceptions have implications for
research and statistics.” For example, information
disclosed to Census is used for statistical activities.
Agencies, such as HHS and component agencies, have
established research as a routine use of certain
records, thus allowing disclosure outside the agency.”
Concerns have been expressed about agency use of
this exception."

In addition to governmentwide statutes, many
agencies are also subject to other laws that specify the
confidentiality and data access policies they must
follow. Some of these laws may limit record linkage
activities. Notably, statistical information is protected
by various agency-specific statutes, as illustrated
below:

The Census Bureau’s activities with regard to
confidentiality are governed by section 9 of title 13 of
the U.S. Code, which requires that information
furnished to the Bureau be kept confidential and be
used exclusively for the statistical purposes for which
it was supplied.”

The NCHS records are protected by the following
basic legal requirement in the Public Health Service
Act, as amended. * No information obtained in the
course of NCHS’ activities may be used for any

*OMB (1975), George T. Duncan et al. (1993), Cecil and Griffin
(1985).

“See, for example, Fanning (1998).
“'See appendix IV.

#13 U.S.C. 214 provides serious penalties for wrongful disclosure by
Census employees.

“42 U.S.C. 242m. A similar statute protects information collected by

AHRQ, which conducts research, demonstration projects, and
evaluations (42 U.S.C. 299, 299¢c-3).
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purpose other than that for which it is supplied unless
there has been consent. Also, such information may
not be published or released in an identifiable manner
unless there has been consent.

Furthermore, OMB issued an order establishing
government policy to protect the privacy and
confidentiality interests of individuals and
organizations who furnish data for federal statistical
programs.” This order establishes standards regarding
the disclosure and use of information acquired for
exclusively statistical purposes.” Agencies are to
comply with the order to the extent permissible under
their statutes.”

Various other agencies have restrictive provisions
concerning disclosure of certain information. For
example, 26 U.S.C. 6103 prohibits IRS from disclosing
any return or return information except as authorized
by title 26. A key exception, contained in 26 U.S.C.
6103(j), authorizes the furnishing of certain specific
return information to the Census Bureau “for the
purpose, but only to the extent necessary in the
structuring, of censuses and ... conducting related
statistical activities authorized by law.”

“For OMB's order concerning confidentiality of statistical
information, see the Federal Register (62 Fed. Reg. 35044 (June 27,
1997)).

“If the agency collecting the information proposes to disclose data
in identifiable form for purposes other than statistical, then prior to
disclosure, it is to fully inform the affected respondents of the facts
regarding such disclosure.

“For an earlier discussion of statutes specific to statistical agencies,
see our report concerning authorizing statutes and confidentiality
provisions for statistical agencies (GAO, 1996¢). An extensive
discussion of pertinent agency-specific statutes relating to federal
statistical programs may be found in George T. Duncan et al. (1993).
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The “Common Rule”

In addition, there are certain federal regulations, most
notably the Federal Policy for the Protection of
Human Subjects, known as the Common Rule, that
govern certain research projects that involve human
subjects or personal information on them; these
projects may include record linkage. Under the
Common Rule, research supported or regulated by any
of 17 federal agencies is subject to certain federal
oversight requirements."” In accordance with the
Common Rule, organizations have established local
institutional review boards (IRB), made up of both
scientists and nonscientists, to approve or disapprove
research projects depending on such factors as
whether researchers minimize the risks to research
subjects and obtain their informed consent.*

The Role of Values

Within the framework provided by current laws and
regulations relevant to record linkage, there is room
for interpretation, stewardship decisions, and thus,
value judgments.

Opinions and values on information privacy issues
might be conceptualized as positions on a one-
dimensional spectrum ranging from those
perspectives that put the highest priority on privacy
issues to those that put the highest priority on
information gains. Toward one end of this spectrum
would be various statements by advocates of privacy,
human rights, and vulnerable populations or by those
concerned about the possibility of government

‘"HHS regulations codified at part 45, Part 46, Subpart A of the Code
of Federal Regulations. In addition, 16 other agencies have adopted
regulations incorporating the substance of the HHS regulations.

“IRBs can be associated with organizations ranging from
universities to government agencies. They must implement the
Common Rule, including provisions to protect the privacy of human
subjects and the confidentiality of data that identify individual
persons. Some record linkage projects are reviewed by IRBs.
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misuse.” Toward the other end of the spectrum are
statements by researchers that place a particularly
high value on generating new information. This would
include, for example, statements of health researchers
cautioning against overemphasizing privacy issues
because limiting researchers’ access to data might
discourage the generation of needed information.”
However, some experts view a one-dimensional
conceptualization as a zero-sum approach that does
not capture the full set of positions.

As shown in figure 1.2, a two-dimensional depiction of
relevant values is also possible. Here, the horizontal
axis represents the value placed on privacy issues,
which can range from low to high, and the vertical
axis represents the value placed on information gains,
which can also range from low to high.

On this graph, opinions from the zero-sum spectrum
described above are depicted by the icons positioned
along the diagonal from top left to bottom right. The
crucial additional position on this graph is in the
upper right quadrant: the combination of a high value
placed on information gains and a high value placed
on privacy issues.

Some of the experts we spoke with emphasized that
the upper right quadrant is where their perspective
would be represented, rather than at any point on the
one-dimensional spectrum. Considering this, our own
position is to place a high priority on both values.”™

“Chapman (1997); Berman and Goldman (1989); Thompson (2000);
Seltzer (1998, 1999).

"See Dean and Olson (1999); Korn (2000).
*Although “no single solution” would be appropriate for all federal

agencies, many may see opportunities to emphasize both values
(see George T. Duncan et al., 1993, p. 19). And as noted by NRC
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Figure 1.2: Combining Priorities on Information Gains and Privacy Issues
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Those who prioritize both information gains and
privacy issues may be more likely to

champion techniques designed to build in personal
privacy, confidentiality, or security while still allowing
information gains and

work to foster improved stewardship or decision-
making processes that better balance or, where
possible, maximize both personal privacy and
information gains.

Those who prioritize both values may also be more
likely to recognize the complexities involved. For
example, enhancements of personal privacy,
confidentiality, and security may improve data quality

(2000, p. 5), “most federal agencies are accountable for ...
ensur[ing] appropriate standards of privacy and confidentiality, and
facilitating responsible dissemination to users.”
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by encouraging persons to provide more accurate
personal information.” Also, record linkage may
sometimes support personal privacy by allowing
statistical agencies and researchers to avoid new, and
perhaps intrusive or burdensome, data collections.”

|
Objectives, Scope,
and Methodology

This study’s objectives are to (1) show how record
linkage generates new statistical and research
information, (2) review a number of relevant privacy
issues, (3) illustrate the kinds of techniques that might
be included in a “privacy protection toolbox” for
record linkage, and (4) explore a sampling of
strategies for data stewardship.

Our focus is on privacy issues rather than technical
topics such as potential problems in the quality of
linked data and methods for analyzing linked data.”

The scope of this study is limited to record linkage for
statistics and research. Statistics involves developing
quantitative information through enumeration,
measurement, analysis, and dissemination. This
information is developed by federal agencies to
describe the social, economic, and general conditions
of the nation. Research refers to the use of a
systematic, objective process to discover and analyze
relationships between variables. Both statistics and
research use individual data during the analytical
process but present findings in aggregate form.”

"Goldman (1998). A similar point is made by the Health Privacy
Working Group (1999).

“See Prevost and Leggieri (1999).

*For a discussion of technical issues, see Fair (1999); Newcombe,
Fair, and Lalonde (1992); Winkler (1995).

*These definitions are based in part on those provided by the
Privacy Protection Study Commission (1977).
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The scope of this study is further limited to linkages
that involve data on individual persons and that are
conducted under federal auspices (or with federal
funding).

To address objective 1, we identified a set of examples
of linkages conducted under federal auspices. We
limited this set of linkage examples to those involving
(1) health data or (2) data on income, earnings, or
wealth.” We identified specific examples by reviewing
the literature, attending linkage conferences or
workshops, and talking with various agencies as well
as experts outside the federal government (see apps.
I and II).” The information drawn from this set of
examples is intended to be illustrative rather than
representative of federal practice. We also developed
a list of questions for further study of the scope,
extent, and benefits of record linkage.

To address objectives 2, 3, and 4, we sought the
knowledge and views of a variety of researchers,
privacy experts, and staff from several agencies.”
Additional information was obtained through
reviewing literature (including reports from
conferences and earlier GAO reports) and attending
conferences and workshops.” With respect to

*We recognize that linkage is also conducted in many other
important areas, including, for example, education statistics and
crime research.

**Some of the experts were previously with federal agencies that
conducted record linkage.

*See appendix II for a list of experts consulted. While some of the
experts we talked with are active in professional organizations, we
did not formally coordinate with these organizations.

“For a list of conferences attended, see appendix IIl. Proceedings
from two other conferences or meetings were reviewed. (See
National Committee on Vital and Health Statistics, 1998; HHS Task
Force on Privacy, 1993.)
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objective 2 (privacy issues), we developed some
further information using the set of linkage examples
developed for objective 1. In addressing objective 3,
we targeted a general readership rather than the
professional statistician as our primary intended
audience. We also developed questions for further
study of relevant privacy issues, techniques
appropriate for a privacy toolbox, and relevant
stewardship strategies.

Throughout, the discussion is intended to be
illustrative. We did not conduct audits to determine
agencies’ compliance with privacy law or
confidentiality requirements, and we did not attempt
to analyze different agencies (or types of agencies) in
terms of possible variations in their privacy protection
policies and practices or their legal frameworks. In
considering strategies for enhancing data stewardship,
we focused on managerial rather than legislative
approaches.

We conducted our data collection and analysis from
December 1999 through December 2000. The agencies
we visited in the course of our work include the Office
of Management and Budget, the Department of
Commerce (Census), IRS, SSA, and HHS. Within HHS,
we talked with officials at ASPE, AHRQ, HCFA,
SAMHSA, the Centers for Disease Control and
Prevention (NCHS and NIOSH) and the National
Institutes of Health—NIA, NCI, and the National
Institute for Child Health and Human Development
(NICHD).

Page 31 GAO-01-126SP Record Linkage and Privacy



Chapter 2
Generating New Information

As highlighted on the opposite page, this chapter
addresses the first of four key record linkage topics:
how record linkage generates new information.
Specifically, this chapter presents examples of federal
record linkage, tracing each case from the original
data sources through the point of linkage and, lastly,
to the statistical or research results. The examples
involve data or records from two substantive areas:
(1) health and (2) income, earnings, and wealth.

Subsequent chapters deal with privacy issues, as well
as outline various privacy protection techniques and
strategies for data stewardship that are either being
used now by various federal agencies or might be used
in the future.

When researchers and statisticians link records, they
put together “pieces of a puzzle.” Once linked, diverse
data sources that by themselves have limited meaning
can generate different and potentially more valuable
information. The varied examples we selected indicate
how linkages may

¢ provide new data on the quality of health care or on
the ways that aging persons interact, over time, with
benefit programs, thus potentially informing decisions
about major federal programs, such as Medicare and
Social Security;

¢ assess the accuracy or improve the timeliness of data
that are relevant to key government policies or to
private-sector business decisions (e.g., by updating
estimates of the population for local areas); and

¢ add to basic knowledge about key topics, such as
cancer-causing substances or peer influences on
delinquency, which may inform personal decisions as
well as policy directions and program design.
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Perhaps most importantly, new information generated
by linkage might not be obtainable in any other way.

. |
Main Data
Sources

Record linkage draws on a variety of data. For this
discussion of record linkage and privacy, we define
three main sources of data as

sample surveys and other studies of individual
persons, based on a sample of the target population;
full sets of existing records on individual persons
(archives); and

contextual data, such as characteristics of geographic
areas where individuals live.

Sample Surveys and
Other Studies of
Individual Persons

Many sample surveys and other studies conducted
under federal auspices have a research or statistical
purpose. Typically, participation is voluntary.' Sample
surveys often cover thousands of persons selected
from a population of millions.

Four examples of sample surveys are as follows: The
Add Health survey, conducted under a grant from a
research agency, asks high school and middle school
students in a nationwide sample of 80 communities to
fill out a pencil-and-paper survey while in school.” The
Survey of Income and Program Participation (SIPP),
conducted by a statistical agency, involves personal
and telephone interviews with a sample of the
household population aged 15 and older. The Health

'Note that typically, data from a sample of individuals cannot be
linked to data on the same persons collected in a different sample.
The reason is that in most cases, the same persons would not be
included in both samples.

’Add Health refers to the National Longitudinal Study of Adolescent
Health. Some students are later interviewed in their homes on
sensitive topics not covered in the in-school questionnaire (e.g.,
drug abuse and sexual experience), using a self-interview technique
in which the respondent wears earphones and silently interacts with
a voice-assisted computer.
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and Retirement Study (HRS, conducted under a grant
from a research agency) is a personal interview survey
of middle- and retirement-aged persons. The
Longitudinal Study of Aging (LSOA, conducted jointly
by a statistical agency and a research agency) focuses
on elderly persons. (Often in this study, we will refer
to sample surveys simply as surveys.)

Other sample studies that in some instances utilize
record linkage include, for example, randomized field
studies.’

Full Sets of Existing
Records on
Individual Persons
(Archives)

For purposes of convenience, we use the term
“archive” to refer to a full set of existing records.' A
full set of records is intended to cover all relevant
individuals. Coverage of the full set of persons in a
target population or group means that linkage to a
sample survey or to other existing records is possible.’
Thus, for linkage, full sets of records represent a
crucial data source. Unlike sample surveys, for these
records, participation in data collection is typically
mandatory or not optional.’ We distinguish between

’See Boruch et al. (2000).

“This follows the earlier use of this term by Boruch and Cecil (1979)
and Webb et al. (2000). We do not use the term archive to refer to
information stored at the National Archives.

°By contrast, as noted previously, two unrelated sample surveys
(e.g., LSOA and HRS) would usually not be candidates for person-
by-person linkage. The reason is that one would expect that, on the
whole, different persons would be included in each survey.

By mandatory we mean that participation is legally required or that
nonparticipation is associated with some negative consequence, or

both. By “not optional,” we mean that the records are collected as a
matter of course without regard to personal preferences.
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two categories of datasets, based on their original
purpose.”

The first category consists of administrative
datasets, which federal program agencies have
created to operate their programs. For example,
Medicare health insurance datasets cover all
participants (nearly 40 million beneficiaries) and allow
HCFA, a program agency, to reimburse providers.
Other examples would be datasets of persons’
earnings and benefits kept by SSA (essentially all
regularly employed U.S. workers), data from federal
estate tax returns kept by IRS, and personal address
or other data from federal income tax returns (which
cover about 85 percent of the population). Yet another
example would be datasets of information provided by
participants in benefit programs to demonstrate
eligibility for those programs. These various
administrative datasets may be used in statistical or
research analyses.

The second category consists of “records-research
datasets.” These datasets contain records generated
in multiple settings and locations. For example,
clinical records are generated by various hospitals;
personnel records are generated by different
employers. Records from multiple locations are
compiled in a dataset for research use. For example,
NCI compiles the Surveillance, Epidemiology, and End
Results (SEER) database—a registry of data from
clinical records. NIOSH extracts data’ from personnel
records to create databases for research on workplace
health risks. (This was done, e.g., at chemical plants to

'Of course, some datasets are created for dual purposes (Scheuren,
1995).

*HHS told us that the data extracted concern relevant aspects of
employees’ work histories and workplace exposures to health risks.
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identify workers who were exposed to dioxin, the
contaminant in the defoliant known as Agent Orange.)

Full sets of existing records also include high school
grades, birth and death records,” and many others.

Examples of person-specific datasets—sample
surveys and full sets of existing records—are provided
in table 2.1, by type of data-generating agency."

Contextual data

Contextual data are used “to provide information on
the context in which individual attitudes, behavior, or
other experiences take place.” Contextual data
describe entities larger than individuals; included here
are characteristics of (1) the geographic areas in
which people live, (2) the employers and schools
where individuals work or study, and (3) relevant
state and local governments. For example, a
geographic area where specific persons reside may be
described in terms of its crime rate, unemployment
rate, average income level, or its air quality or
pollution level. Each area may also be described in
terms of the number of businesses, churches, or other
organizations located there. Employers may be
characterized by type of pension plan provided; and

’Birth and death records are maintained by state governments. Birth
records can be used for such diverse purposes as obtaining
passports; proving age; demonstrating citizenship; or obtaining
insurance or governmental benefits. When compiled as vital
statistics, birth and death records can provide important sources of
data for research. They are also used for administrative purposes.

"We use the term “person-specific dataset” to distinguish surveys of
individuals and records on individuals from contextual data. Person-
specific datasets may or may not include explicit identifiers. For
example, some person-specific datasets include code numbers that
may be linked to identifiers in carefully guarded “cross-walk” files
maintained either by the agency that maintains the dataset or by
ot