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December 29, 1987 

The I Ionorable Mike Synar 
Chairman, Subcommittee on Environment, 

Energy, and Natural Resources 
Committee on Government Operations 
I Iouse of Representatives 

Dear M r. Chairman: 

On November 1, 1985, you requested that we review the Department of Energy’s (DOE) 
personnel security clearance program. We subsequently agreed with your office to respond 
in two reports. In our first report on March 10, 1987, entitled Nuclear Security: DOE'S 
Reinvestigation of Employees Has Not Been Timely, we presented our analysis of DOE'S ""1_- 
program for reinvestigating cleared employees. This second report presents our analysis of 
other aspects of IXX’S clearance and security programs including (1) the timeliness of DOE'S 
process for granting, suspending, and revoking clearances; (2) factors that affect the 
clearance work load, and (3) the accuracy of DOE’S clearance data bases. 

I Jnless you publicly announce its contents earlier, we plan no further distribution of this 
report for 30 days from the date of this letter. At that time, we will send copies to the 
appropriate congressional committees; the Secretary of Energy; and the Director, Office of 
Management and Budget. We will also make copies available to others upon request. 

This work waq performed under the direction of Keith 0. Fultz, Associate Director. Other 
major contributors are listed in appendix III. 

Sincerely yours, 

,J. Dexter Peach 
Assistant Comptroller General 



l$xecutive Surnm~ 

Ifurpose The Department of Energy (WE) operates many sensitive national secur- 
ity programs, including the nuclear weapons program. DOE requires most 
of its federal and contractor employees to undergo personnel security 
investigations and obtain security clearances to ensure that those with 
access to sensitive information and material are trustworthy. 

On November 1, 1985, the Chairman, Subcommittee on Environment, 
Energy, and Natural Resources, House Committee on Government Oper- 
ations, requested that GAO review DOE'S personnel security clearance 
program. On March 10,1987, we reported on one aspect of DOE’S clear- 
ance program-the requirement for reinvestigating at 5-year intervals 
the backgrounds of cleared employees. This report focuses on 

the timeliness of ~0~:‘s program for granting, suspending, and revoking 
clearances; 
factors that affect the clearance work load; and 
the accuracy of DOE'S clearance data bases. 

LXIE’S Director of Safeguards and Security develops policies, standards, 
guides, and procedures for its personnel security program. Program 
implementation is the responsibility of the director at headquarters and 
of the managers at 8 field offices which oversee the activities of contrac- 
tors at 27 uos-owned facilities. The Office of Personnel Management 
(01'~) performs most of the investigations of applicants for DOE 
clearances. 

1x1~ and contractor employees hold about 220,000 clearances at 5 clear- 
ance levels. GAO reviewed the clearance programs at headquarters and 
at the Albuquerque, New Mexico; Oak Ridge, Tennessee; and Richland, 
Washington, field offices. Together these offices account for 55 percent 
of u&s clearances and are responsible for a broad range of DOE’S classi- 
fied military and civilian nuclear programs. We reviewed the clearance 
programs of seven contractors managed by these ffeld offices because 
they provided a broad mix of DOE facilities and had a large number of 
high-level clearances. 

kesults in Brief uoK,‘s process for granting or terminating personnel security clearances 
is lengthy. For example, the time required to obtain a clearance when no 
background problems are identified with an applicant is about twice as 
long as OPM and DOE targets suggest it should take-almost 6 months 
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Executive fhumary 

compared to about 3 months. The lengthy process increases costs, low- 
ers productivity, and raises security concerns. According to DOE security 
officials, the clearance process is lengthy because security staffs have 
inadequate resources and OPM takes a long time to perform its 
investigations. 

In addition, contractors and DOE are not fully complying with require- 
ments that could accelerate processing by reducing the clearance work 
load. Contractors are not fully using pre-employment investigations to 
screen out unsuitable employees before they are hired and submitted for 
a clearance, and are not aggressively reducing the numbers and levels of 
clearances to comply with regulations. 

Furthermore, DOE has not maintained accurate clearance data bases, 
which it needs to effectively manage its clearance program. Clearance 
files at headquarters and at the field offices contained over 4,600 clear- 
ances that should have been terminated, and in over 600 other cases 
employees had clearance badges but did not have active clearances 
listed on the clearance files. In addition, clearance files contain data 
errors such as incorrect clearance levels and holder names and are miss- 
ing important data such as social security numbers. WE has begun cor- 
recting these problems. 

Pribcipal F indings 
l,.l*l,” -*-- 1------*1,-_1- _“-_- 

TimLliness of’ C learance 
Actibns 

1x)11: takes longer than GAO believes it should take to grant or terminate 
personnel security clearances. For example, to grant or deny a new 
clearance, DOE has taken as long as 12 months when questions of trust- * 
worthiness were evaluated and resolved without a hearing. Further- 
more, DOE takes 13 to 17 months to continue or suspend a clearance and 
an average of 18 months to eventually revoke a clearance when DOE 
obtains information that raises substantial questions about a clearance 
holder’s trustworthiness. The long processing time lowers productivity, 
increases costs, and poses a security concern. Clearance decisions could 
be hastened if OPM reduced its average processing time from about 6 
months to its target time of 75 days and if the offices we visited met 
their processing times. To reduce its processing time OPM is attempting to 
increase its investigations staff from 402 to 699 but was still 100 short 
on September 1,1987. Further, clearance decisions take longer than 
they should because DOE’S clearance staffs, which lack resources and 
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Executive Summary 

m ilestones for completing some clearance steps, take too long to analyze 
and process data, according to DOE security officials, 

.w.&--,....~~~~ ,,,,- -~ 

to Reduce Clearance The impact of resource shortages on the clearance branch’s ability to 
Load process clearances on time is exacerbated because contractors and I)OP: 

have not fully implemented steps to reduce the clearance work load. For 
example, six of the seven contractors covered in our review were not 
obtaining important pre-employment information on job applicants 
before they were hired and submitted for a clearance. One contractor 
did not do personal reference checks, another did not verify education 
or do reference checks, and a third did not do credit checks. Such pre- 
lim inary information helps to identify, before they become employed, 
job applicants who may be unsuitable for employment and ineligible for 
a clearance. 

In addition, DOE security officials believe the clearance workload is 
larger than it needs to be because people who do not require clearances 
have them  and others have higher clearances than they need. For exam- 
ple, a May 4, 1987, DOE Inspector General report pointed out that 83 
percent of the 1,100 employees in 8 headquarters organizations it 
examined had higher level clearances than needed. While DOE and its 
contractors have recently reduced the level of or term inated clear- 
ances-for example, Oak Ridge reduced almost 1,700-further reduc- 
tions can be achieved. On June 9,1987, DOE headquarters directed the 
field offices to develop plans for meeting reinvestigation goals. The 
plans are to include a variety of steps aimed at identifying and reducing 
excessive clearance levels and numbers. 

.  .  .  ..w-- 

Control Over Accuracy of DCYE does not maintain accurate data on its 220,000 clearances. For Y  
C&xwance Data Bases example, DQE’S headquarters clearance data base listed as active about 

800 of 16,000 clearances for its Richland office and about 3,800 of 
51,000 clearances for its Albuquerque office that should have been ter- 
m inated because the clearance holders were no longer affiliated with 
DOE. On the other hand, DOE headquarters assessed headquarters clear- 
ances and, between September 1984 and April 1987, term inated over 
6,400 clearances for people who were no longer affiliated with DCE. 
These problems exist because new data bases have been created without 
initially validating the data entered; field offices have not entered new 
data; contractors, field offices, and headquarters all maintain data bases 
that poorly communicate with each other; and DOE has not periodically 
validated the information in these data bases. DOE has begun to correct 
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Executive biummary 

Redon Imendat ions  To enhance secur ity , reduce cost, and increase productivity, GAO makes 
I a number of recommendations to the Secretary of Energy to improve 

(1) MN’S timelines s , thoroughness, and effic ienc y  in granting, sus-  
pending, and revoking secur ity  c learances and (2) the accuracy and effi- 
c ienc y  of DOE’S process for controlling those secur ity  c learances us ing its  
data bases. (See chs. 2,3,4, and 6.) 

these problems by va lidating and correct ing the information in its  data 
bases and requiring yearly  revalidations . 

Agency  Comments  
~-- 

GAO discussed the fac ts  in this  report with DOE and OPM offic ials  and 
incorporated their comments, as appropriate. As requested, GAO did not 
ask  DOE or O I’M to review and comment offic ially  on this  report. 
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Chautcr 1 

htroduction 

The Department of Energy (DOE) operates many programs that involve 
sensitive national security issues; the nuclear weapons program is one of 
the most sensitive. Because of the national security implications of its 
programs, DOE requires most employees-its own and those of its con- 
tractors-to undergo personnel security investigations and obtain and 
maintain security clearances. The security clearance is intended to 
restrict access to classified information, material, and security areas to 
(1) those who, through the personnel security investigation process, are 
found trustworthy and (2) those whose positions require such access, 
The clearance is one of two requirements that must be met to obtain 
access. The second is an official need for specific access to perform one’s 
job. 

IX)E Order 663 1 .ZA, December 1985, sets out the agency’s personnel 
security policy, program, and requirements, DOE’S Director of Safeguards 
and Security develops policies, standards, guides, and procedures to 
implement the order. DOE's decentralized management structure allows 
the field office managers flexibility to interpret and implement these 
orders and regulations. Program implementation is the responsibility of 
the director at headquarters and of the managers at 8 field offices 
which oversee the activities of contractors at 27 DOE-owned facilities. 

IKX and other federal employees and contractor employees hold about 
220,000 clearances. DOE employees hold about 4 percent of the total; 
contractor employees, about 93 percent; and other government agencies 
and congressional staff, the remaining 3 percent. 

WE issues five levels of clearances: Q sensitive, Q nonsensitive, top 
secret, I,, and secret. An employee with a secret clearance could have 
access to weapons-related information; disclosure of this information 
could result in serious damage to the nation. On the other hand, an I 
employee with a Q sensitive clearance could have access to nuclear 
weapons design, manufacture, or use data; disclosure could cause excep- 
tionally grave damage to the nation. 

This report focuses on the security clearance programs at headquarters 
and at three field offices that play a vital role in the nuclear weapons 
program. For example, facilities managed by the DOE office in Oak Ridge, 
Tennessee, produce and process highly enriched uranium and make 
weapons components; facilities managed by the Richland, Washington, 
office produce plutonium; and facilities managed by the Albuquerque, 
New Mexico, office make detonating devices and combine them with 
uranium and plutonium to make nuclear weapons. 
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Of its 220,000 total clearances, DOE headquarters and the Richland, Oak 
Ridge, and Albuquerque offices have 6 percent, 7 percent, 19 percent, 
and 23 percent, respectively. Table 1.1 shows the types and numbers of 
clearances for these locations as of October 1986-the latest, informa- 
tion IX)E had available. 

Table l:.l: TVKMS of ClearaneW 

Locatiyn 
LXX tldaduuartorzi 

Q sensitive Q  nonsensitive 
'3.591 7.047 

Top 
L secret Secret Total ._ ._ . 

833 174 -‘. 925 12.570 
FWWh 205 11,046 4,966 0 1 16,218 
Oak RI&C 

._ . .._.. ..-._- .._.... . . .._ - . - - ..- 
1,114 32,850 6,183 247 1,311 41,705 

Alhyulryue 3,969 45,813 1,246 1 3 51,033 
Total ’ 81879 96,756 13,228 422 2,240 121,525 

Qata obtained from an October 1986 report DOE generated from I& Central Personnel Clearance 
Index. 

&x$rity Clearance 
Pro ‘ram h 

_ - I - -  

The heart of DOIS’s clcarancc program is the process by which IX)E grants, 
continues, and revokes clearances. Before granting a clearance, cithcr 
the Office of Personnel Management (OPM) or the Federal Bureau of 
Investigation (WI) conducts background investigations of applicants in 
accordance with standards prescribed in Executive Order 10450. DOE 
then reviews the results to determine whether applicants are trustwor- 
thy and eligible for a clearance. These organizations may also investi- 
gate the backgrounds of current clearance holders if WE becomes aware 
of information that raises questions about the holders’ trustworthiness. 
If WE decides not to grant a new clearance or revoke an existing one, the 
applicant or employee may ask to have DOE’S decision reviewed through 
DOE’S extensive administrative review process. k 

IX)E’S security clearance program includes the following elements: 

l Prescreening of job applicants to identify those that should not be hired 
because their conduct, character, and trustworthiness may adversely 
affect job performance. The screening process has the added advantage 
of screening out applicants who may not be clearable. Chapter 2 dis- 
cusses this element. 

. Determining which employees need clearances, and at what level, based 
on their need for access to classified information, material, or facilities. 
Chapter 5 discusses this element. 
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( :haptA?r 1 
Intrcducticrn 

Contracting with OI’M or the FBI to conduct personnel security investiga- 
tions for employees for whom clearances have been requested to ensure 
their reliability and trustworthiness. Chapter 3  discusses this element. 
Periodically-at S-year intervals-reinvestigating cleared employees to 
ensure their continued reliability. This element is covered in our report 
on reinvestigationsl 
Evaluating through interviews and background investigations the seri- 
ousness of problems identified through reports of arrests, and from var- 
ious investigative sources. Chapter 3  discusses this element. 
Reviewing through an employee appeal process (administrative review) 
proposed I~)OE actions to revoke or deny a clearance. Chapter 3  discusses 
this element. 
Terminating clearances for employees who no longer need them. Chap- 
ter 3  discusses terminations for employees DOE determines to be untrust- 
worthy and chapter 4  discusses how accurately DOE processes 
terminations to its clearance data bases. 

The headquarters Central Personnel Clearance Index (CIYX), which is 
IK)IS’S clearance data base of record, maintains computerized files of all 
clearances, their types, and the location of those holding them. rX)E is 
also placing increasing reliance on the CPCI to provide administrative 
control over clearances. Six field offices and many contractors also 
maintain their own automated clearance data bases. Chapter 4  discusses 
the accuracy of these data bases. 

Objectives, Scope, and 
Methodology 

On November 1, 1985, the Chairman, Subcommittee on Environment, 
Energy, and Natural Resources, House Committee on Government Oper- 
ations, requested that we review DOE’S personnel security clearance pro- 
gram. On the basis of subsequent discussions, we agreed to conduct the 
work in two phases. During the first phase, we would determine b 

whether I.)OE is conduct ing timely personnel security clearance reinvesti- 
gations and the ramifications of its not doing so. On March 10, 1987, we 
provided our phase one results to the Chairman in our report, Nuclear 
Security: 1~)~‘s Reinvestigation of Employees Has Not Been Timely, 
((;~o/it~1~~-87-72). In the second phase, we would determine the adequacy 
of other aspects of N)E’S overall personnel security program, such as 
pre-employment investigations; initial investigations; clearance termina- 
tions; and the employee appeal process, or administrative review. This 

I Nwlaar Swnrity: IXWs 12cinvestigation of Employees Ha Not Iku:n Timely, (GAO/RCED-87-72; 
Marc:h 1@37). 
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report provides information on the security clearance program  aspects 
covered in the second phase of our work. 

. 

Our work was conducted at DOE headquarters and its Richland, Washing- 
ton; Albuquerque, New Mexico; and Oak Ridge, Tennessee, field offices. 
Wc selected Richland because it is one of three sites DOK is considering 
for a high-level radioactive waste repository; Albuquerque because it 
has the largest number of DOE clearances; and Oak Ridge because of con- 
gressional concern over alleged widespread drug use among employees 
at one facility under Oak Ridge’s auspices. We reviewed the clearance 
programs at three Richland contractors and at two contractors each at 
Oak Kidgc and Albuquerque. We selected contractors to include the dif- 
ferent m ixes of cleared employees at DOE facilities. For example, at 
Albuquerque, we selected two national laboratories that employ a 
higher percentage of engineers and scientists than the Y-12 facility that 
we selected at Oak Ridge. 

To obtain a perspective on DOE’s personnel security clearance program , 
we reviewed the Atomic Energy Commission’s Appendix 230 1, 1968 and 
LX)I+; Order 5631.2A, December 1986, which set out DOE’S personnel secur- 
ity clearance program ;2 DOE’S Federal Acquisition Regulations (48 CFR 
970.2201), which set pre-employment investigation requirements for 
new applicants; 10 CFR 710, which sets requirements for the hearing 
portion of DOE’S process for reviewing decisions to deny or revoke a 
clearance; and the Department of Defense’s (DOD’S) “Personnel Security 
Program  Regulations” (DOD Directive 5200.2), which set out DOD’S per- 
sonnel security program . 

WC obtained additional information from  DOE headquarters officials in 
the Office of Safeguards and Security; Albuquerque’s Security Division 
Director and Chiefs of the Personnel Security Branch, Processing Sec- b 
tion, and Analyses Section; Oak Ridge’s Deputy Director, Safeguards and 
Security Division, and Chief, Personnel Clearance and Assurance 
Isranch; and Richland’s Director, Safeguards and Security Division and 
Chief, Personnel Security. 

For three areas covered-pre-employment investigations, clearance 
timeliness, and clearance data base accuracy-we used a variety of 
sampling techniques to test performance. 

Ww Atomic Enwgy Commission wity DOE’s predwessor. 
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Chptw I 
IlltnductioIl 

Pre-employment investigations- The objective of this step was to deter- 
mine whether contractors were performing complete investigations and 
whether the results were effectively used. As part of our preliminary 
analysis, we reviewed 20 clearance processing cases at Richland to iden- 
tify potential problem areas. This analysis covered pre-employment 
investigations but, because they were completed between 1977 and 
1983, they did not provide a current picture of DOE performance. There- 
fore, in the second part of our analysis, we attempted to select each loca- 
tion’s most recently completed cases prior to September 30, 1986, to 
provide current and consistent data from each one. At Richland, we 
reviewed 20 investigations for each of 3 contractors-a total of 60 
cases. At Oak Ridge, we reviewed 20 similarly recent cases for each of 2 
contractors-a total of 40 investigations. At Albuquerque, we discussed 
the pre-employment program with field office officials and with repre- 
sentatives from two contractors. We did not perform detailed analyses 
of contractor investigations, but we did review examples of investiga- 
tions from two contractors. 

Clearance timeliness-The objectives of this step were to determine the --- 
time required to complete various personnel security actions and iden- 
tify any bottlenecks. We attempted to identify and review at each loca- 
tion the most recent 10 completed initial clearance cases and 10 
completed suspension/revocation cases so that we could identify prob- 
lems in each type of case. Because the review process can take several 
years, we also selected five cases (suspension or revocation) that were 
active but which had completed the hearing process. These cases could 
help identify more recent changes in the process. We selected cases that 
were completed or were in the review process as of October 30, 1986. At 
Richland, we selected 10 completed initial clearance application cases, 
10 completed suspension cases, and 5 cases of either type that were still 
in process, but past the hearing phase. At Oak Ridge, we were able to Y 
identify and review 8 completed new applicant cases, 10 completed sus- 
pension cases, and 8 cases of either type currently in process for fiscal 
year 1986. At Albuquerque, we reviewed 16 completed cases-8 initial 
and 8 suspended clearances-and 5 cases of either type currently in 
process. For all of these cases, we determined how long it took to com- 
plete various steps in the process and how long it took to complete the 
entire process. 

Clearance data base accuracy-The purpose of this step was to deter- 
mine whether DOE’S headquarters and field clearance data bases were 
accurate. At Richland and Albuquerque, we used a computer program to 
compare contractor payroll files with field office clearance files. The 
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C tm p l e r  1  
Iu trc d u c tl tn l  

o b j e c ti v e  w a s  to  i d e n ti fy  c a s e s  w h e re  c l e a ra n c e s  o n  th e  fi e l d  fi l e s  s h o u l d  
h a v e  b e e n  te rm i n a te d  b e c a u s e  th e  c l e a ra n c e  h o l d e r n o  l o n g e r w o rk e d  fo r 
o n e  o f IK N ’S  c o n tra c to rs . W e  a l s o  p e rfo rm e d  a  c o m p u te ri z e d  c o m p a ri s o n  
o f th e  h e a d q u a rte rs  c l e a ra n c e  fi l e  w i th  th e  R i c h l a n d  a n d  A l b u q u e rq u e  
c l e a ra n c e  fi l e s  to  i d e n ti fy  c l e a ra n c e s  th a t w e re  a c ti v e  o n  th e  h e a d q u a r- 
te rs  fi l e , b u t n o t a c ti v e  o n  th e  fi e l d  o ffi c e  fi l e s . W e  v a l i d a te d  th e  c o m p a r- 
i s o n s  b y  h a v i n g  c l e a ra n c e  o ffi c i a l s  re v i e w  ra n d o m  s a m p l e s  fro m  th e  l i s ts  
o f c l e a ra n c e s  th a t d i d  n o t m a tc h . T h e s e  s a m p l e s  e n a b l e d  u s , i n  s o m e  
c a s e s , to  p ro j e c t th e  n u m b e r o f c l e a ra n c e s  th a t s h o u l d  b e  te rm i n a te d . W e  
d i d  n o t d o  a  c o m p u te ri z e d  a n a l y s i s  o f O a k  R i d g e ’s  c l e a ra n c e  d a ta  b a s e s  
b e c a u s e  o f ti m e  a n d  re s o u rc e  c o n s tra i n ts  a n d  b e c a u s e  th e  w o rk  a t R i c h - 
l a n d  a n d  A l b u q u e rq u e  i d e n ti fi e d  th e  ty p e s  a n d  m a g n i tu d e  o f th e  a c c u - 
ra c y  p ro b l e m s  i n  D O E ’S  c l e a ra n c e  d a ta  b a s e s . 

W e  d i s c u s s e d  th e  p e rs o n n e l  s e c u ri ty  p ro g ra m  w i th  D O E  o ffi c i a l s  a n d  th e  
p e rs o n n e l  i n v e s ti g a ti o n  p ro g ra m  w i th  O P M  o ffi c i a l s  a n d  h a v e  i n c l u d e d  
th e i r c o m m e n ts  w h e re  a p p ro p ri a te . A s  re q u e s te d , w e  d i d  n o t a s k  D O E  to  
re v i e w  a n d  c o m m e n t o ffi c i a l l y  o n  th i s  re p o rt. O u r w o rk  w a s  p e rfo rm e d  
i n  a c c o rd a n c e  w i th  g e n e ra l l y  a c c e p te d  g o v e rn m e n t a u d i ti n g  s ta n d a rd s , 
a n d  w a s  p ri m a ri l y  c o n d u c te d  b e tw e e n  O c to b e r 1 9 8 6  a n d  M a y  1 9 8 7 . 
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DOE Should Ensure Compliance W ith and, 
Strengthen Its Pre-Employment Program  

IX)E has long required the contractors that manage its major facilities to 
investigate the job qualifications and suitability of prospective employ- 
ees before they are hired. W h ile the main purpose of this requirement is 
to help ensure that a  quality work force operates LXX’S facilities, it can 
have the added advantage of screening out, before they enter the clear- 
ance process, applicants whose backgrounds and lifestyles suggest that 
they should not be cleared. In March 1984, DOE set out the specific ele- 
ments contractors must check in their investigations of job qualifica- 
tions and suitability. As of March 1987, for six of the seven contractors 
we reviewed at three DOI’, field offices, pre-employment investigations 
(I%XS) were not as effective in screening out applicants as they should 
have been because I’EI requirements were not being fully met. 
Specifically, 

l three contractors consistently omitted entire investigation elements, and 
l three others did not consistently meet all investigation elements. 

In addition, Albuquerque officials said that contractors are not always 
effectively performing some investigation steps and are not using all 
identified information to evaluate employee suitability. Further, the 
required investigation elements do not specifically address substance 
abuse -a factor that clearly affects job suitability and the area that cur- 
rently raises the majority of clearability questions. Thus, unless contrac- 
tors conduct extra investigation steps on their own, the currently 
required investigation steps are not likely to identify these major prob- 
lem areas. 

When  IJEIS are not done effectively and applicants who should have been 
screened out are submitted for a  clearance, non incurs background 
investigation costs of $1,860 per applicant when a Q clearance is 
requested. In addition, large amounts of clearance branch staff time  can 
be involved in processing an applicant’s case over as long as 2 years 
while I‘)OE considers whether a  clearance should be granted. 

Chiteria  for 
Iiwestigations 

, 

“._-~ 
From about 1949, the Federal Procurement Regulations required the 
contractors operating n0E’s major facilities to use c&reful personnel 
investigations called pre-employment investigations, to ensure the quali- 
fications and suitability of prospective employees, but they did not spec- 
ify what constituted a careful IXI. In the early 198Os, DOE’s personnel 
security officials concluded that contractors were not effectively using 
these IWIS to screen out applicants who should not be submitted for a  
clearance. Consequently, contractors hired people who should never 
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have been employed, and when they submitted these employees for 
clearances, a large volume of clearability problems arose. These prob- 
lems caused an excessive amount of work for the security clearance 
staffs. DOE, therefore, set out to strengthen the regulations, 

In March 1984, DOE issued Department of Energy Acquisition Regula- 
tions (48 CFR 970.22) which (1) specified the specific items that a I’EI 
should include, (2) required that contractors perform PEIS before a clear- 
ance request is submitted, and (3) required that a clearance be granted 
before an applicant whose job requires a clearance is hired. The regula- 
tions require that PEIS include, as appropriate: 

a credit check; 
verification of high school degree/diploma or a degree/diploma granted 
by an institution of higher learning within the last 5 years; 
contacts with listed personal references; 
contacts with listed employers for the past 3 years (excluding employ- 
ment of less than 60 days duration, part-time employment, and craft/ 
union employment); and 
local law enforcement checks when such checks are not prohibited by 
state or local laws. 

In order to ensure that PEIS are fully completed before clearances are 
requested, DOE revised its Personnel Security Program Order 5631.2A, 
dated December 2, 1985, to require that contractors certify that PEIS 
have been completed before clearances are requested. 

I 

DOF Needs to Ensure Even though PEIS have been required since about 1949 and the required 

Compliance With PEI elements in a I’EI were set out in 1984, as of March 1987, six of the seven 
contractors we reviewed were not fully complying with PEI requirements & 

Requirements and, in many cases, DOE had not taken steps to identify where contrac- 
tors were not complying. Not fully using the PEI process to screen out 
applicants who should neither be hired nor submitted for a clearance is 
particularly important because the clearance staffs at the three field 
offices we looked at have not been able to handle their clearance work 
loads. The work loads have increased because of a large number of 
applicants with derogatory information, and because of the expanded 
reinvestigation requirements which DOE initiated in December 1985. 
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(Xf fL p t w  2  
D O E  S h o u l d  E n s u re  C o m p l i a n c e  W i th  a u d  
S tre n g th e n  1 1 ,~  P r e - E m p l o y m e n t P r o g ra m  

W e  re v i e w e d  I)(N ’s  P E I p e rfo rm a n c e  a t R i c h l a n d  i n  tw o  p h a s e s . T h e  
re s u l ts  s h o w  a  p a tte rn  o f i m p ro v e m e n t fro m  p o o r p e rfo rm a n c e  i n  th e  
l a te  1 9 7 0 s  a n d  e a rl y  1 9 8 0 s . 

In  th e  fi rs t p h a s e , c o n d u c te d  i n  e a rl y  1 9 8 6 , w e  re v i e w e d  th e  fi l e s  o f 2 0  
e m p l o y e e s  a n d  c l e a ra n c e  a p p l i c a n ts  w h o  w e re  i n  th e  c l e a ra n c e  re v i e w  
p ro c e s s  -L K H G /R L  h a d  i d e n ti fi e d  d e ro g a to ry  i n fo rm a ti o n  o n  th e s e  
e m p l o y e e s /a p p l i c a n ts  th ro u g h  b a c k g ro u n d  i n v e s ti g a ti o n s  a n d  w a s  c o n - 
s i d e ri n g  w h e th e r to  re v o k e  o r n o t g ra n t th e i r c l e a ra n c e s . D e fi c i e n c i e s  i n  
1 7  o f th e s e  2 0  c a s e s , w h e re  P E T S  w e re  c o n d u c te d  b e tw e e n  1 9 7 7  a n d  1 9 8 3 , 
s u g g e s te d  th a t c o n tra c to r P E I p e rfo rm a n c e  w a s  i n a d e q u a te  i n  4  g e n e ra l  
a re a s *  L  *  

*  m s  w e re  n o t a l w a y s  d o n e ; 
l  P IG S  p e rfo rm e d  w e re  s o m e ti m e s  i n c o m p l e te  b e c a u s e  i n fo rm a ti o n  s o u rc e s  

w e re  n o t a l w a y s  c o n ta c te d , a s  re q u i re d ; 
l  w h e n  s o u rc e s  p ro v i d e d  d e ro g a to ry  i n fo rm a ti o n , c o n tra c to rs  d i d  n o t 

a l w a y s  fo l l o w  u p ; 
l  w h e n  s u b s ta n ti a l  d e ro g a to ry  i n fo rm a ti o n  w a s  i d e n ti fi e d , a p p l i c a n ts  

w e re  h i re d  w i th  n o  i n d i c a ti o n  th a t th e  p o te n ti a l  p ro b l e m  w a s  re s o l v e d . 

A H  a  re s u l t o f i n a d e q u a te  P E IS , a p p l i c a n ts  m a y  h a v e  b e e n  h i re d  a n d  s u b - 
m i tte d  fo r a  c l e a ra n c e  w h o  s h o u l d  n o t h a v e  b e e n  h i re d . F o r e x a m p l e , o n e  
c o n tra c to r h i re d  a n  a p p l i c a n t i n  1 9 7 8  a fte r th e  a p p l i c a n t’s  P E I re v e a l e d  
o v e r 2 0  c o n v i c ti o n s  fo r d ri v i n g  w h i l e  i n to x i c a te d , re c k l e s s  d ri v i n g , a n d  
d ri v i n g  w i th  a  s u s p e n d e d  l i c e n s e . T h e  a p p l i c a n t w a s  s u b m i tte d  fo r a  
c l e a ra n c e  i n  < J u l y  1 9 7 8  a n d  re c e i v e d  a n  L  c l e a ra n c e , w h i c h  re q u i re s  o n l y  
a  l i m i te d  i n v e s ti g a ti o n , i n  S e p te m b e r 1 9 7 9 . D O IS  re q u e s te d  a  m o re  e x te n - 
s i v e  s u p p l e m e n ta l  i n v e s ti g a ti o n  fo r a  Q  c l e a ra n c e  i n  J u l y  1 9 8 2 . IX N  
d e n i e d  th e  Q  c l e a ra n c e  re q u e s t a n d  te rm i n a te d  th e  L  c l e a ra n c e  i n  S c p - 
tc m b e r 1 9 %  fo r a l c o h o l i s m  a n d  o th e r p ro b l e m s . 

In  th e  s e c o n d  p h a s e  o f o u r P E I re v i e w , c o n d u c te d  b e tw e e n  O c to b e r 1 9 8 6  
a n d  M a rc h  1 9 8 7 , w e  re v i e w e d  th e  P E I p e rfo rm a n c e  o f 3  c o n tra c to rs  b y  
e v a l u a ti n g  th e  2 0  c a s e s  e a c h  c o n tra c to r m o s t re c e n tl y  c o m p l e te d  p ri o r to  
S e p te m b e r 1 9 8 6 . O f th e  6 0  c a s e s  re v i e w e d , 4 6  m e t a l l  c ri te ri a  a n d  1 4  
c o n ta i n e d  i te m s  o f n o n c o m p l i a n c e . In  o n e  c a s e , a  c o n tra c to r d i d  n o t v e r- 
i fy  th e  l o w e r o f tw o  e d u c a ti o n a l  d e g re e s  c i te d . In  n i n e  c a s e s , c o n tra c to rs  
v e ri fi e d  s o m e , b u t n o t a l l , p e rs o n a l  re fe re n c e s , a n d  i n  s e v e n  c a s e s  c o n - 
tra c to rs  d i d  n o t c h e c k  a l l  e m p l o y e rs -u s u a l l y  th e  a p p l i c a n t’s  c u rre n t 
e m p l o y e r w h e n  th e  a p p l i c a n t re q u e s te d  th a t h e  n o t b e  c o n ta c te d . T h e  
v a ri e d  d e fi c i e n c i e s  i n  th e s e  1 4  c a s e s  d i d  n o t s h o w  a  p a tte rn  o f p o o r p e r- 
fo rm a n c e  i n  a n y  P E I c a te g o ry , a n d  o n e  c o n tra c to r h a d  o n l y  m i n o r 

P a @ ! 1 6  G A O /H C E D B H -2 8  D O E ’s  C l e a rrru c e  P r o g ra m  



instances of noncompliance. The three contractors said their I’EI screen- 
ings were disqualifying some applicants. 

Richland attributes the improved IWI performance to its promotion of 
contractor compliance starting in 1984. For example, in May 1984, Rich- 
land sent each contractor a copy of the criteria newly set out in DOE’S 
March 1984 acquisition regulations. In response to findings in a July 
1984 Richland task force report, in September 1984 Richland advised its 
contractors that some were not meeting IWI requirements; asked all con- 
tractors to review their programs; and directed them to report by Octo- 
ber 3 1, 1984, on their findings and planned improvements. In addition, 
Richland began auditing contractor compliance in 1985, and, in response 
to the December 1985 W)E order, implemented a program for certifying 
IWS on May 6, 1986. This implementation occurred several months 
ahead of the other field offices’ program implementation. 

. “I*” ,.,...._.. “. ._ ._.._..__-I _ -~“....---~ 

IlllW(~W When we began our review in the spring of 1986, the two I)oE/AL con- 
tractors we reviewed-Los Alamos and Sandia National Laboratories- 
did not perform major portions of the I’EIS that had been specifically 
enumerated in 1984. As of May 1986, Los Alamos did not do crime and 
credit checks, rarely did prior employment verifications, and checked 
educational history only if individuals had left school within the last 5 
years. Sandia did not do crime and credit checks. 

On *July 3, 1986, Albuquerque notified its contractors that it would not 
accept clearance requests after September 1, 1986, unless they were 
accompanied by a certification that complete PEIS had been performed- 
a requirement that M)E had established DOE-wide in December 1985. In 
July 1986 and January 1987, Sandia and Los Alamos respectively hired 
investigative services to perform parts of their 1’1s~ Sandia and Los 
Alamos began certifying their PEIS in October 1986 and January 1987, 
respectively. In December 1986 Albuquerque told us both laboratories 
were in full compliance. 

However, as of March 1987, we found that both laboratories were not in 
full compliance. In the cases we reviewed, Sandia did not do personal 
reference checks for recently graduated professional and technical 
applicants but submitted certifications that complete J’EIS were done. 
Sandia officials said they had Albuquerque approval for this practice, 
but they had no documentation and the Chief, Personnel Security 
Branch, at Albuquerque said they did not make such an agreement. In 
March 1987, Albuquerque said it was drafting a memorandum to direct 

Page 17 GAO/RCED-8&28 DOE’s Clearance Program 



Chapter 2 
DOE Should Ensure Compliance With and 
Htrt?ngthen Its PreEmployment Program 

Sandia to comply with this requirement. On May 6, 1987, Sandia 
directed its personnel department to obtain personal reference checks on 
all candidates for employment. 

In March 1987 we also reviewed about 10 Los Alamos files with Albu- 
querque clearance officials and found that over half were not in compli- 
ance. In some of these cases, Los Alamos submitted clearance requests 
with no PIW for prospective employees to whom Los Alamos had made 
job offers prior to November 1986, the date when Los Alamos began 
implementing its WI program. In other cases, the laboratory sent Albu- 
querque clearance applications with notes that the PEIS would be done 
later. Los Alamos officials told us the latter practice was used in about 
17 cases to expedite clearances for prospective summer employees. This 
practice defeats the purpose of the ITI, because Albuquerque will likely 
already have requested an OPM investigation for such applicants by the 
time the PM is completed. In both the Sandia and Los Alamos situations, 
Albuquerque was not aware, prior to our March 1987 discussions, that 
the contractors were not adequately performing IWS and the Clearance 
Isranch Chief agreed that these situations did not comply with PEI 
regulations. 

At Oak Ridge neither contractor-Martin Marietta Energy Systems, Inc., 
and Rust Engineering Co .-met all PEI requirements as of February and 
March 1987, respectively. However, Martin Marietta performs most of 
the WI items and also obtains information during the PEI process on 
applicant use of illegal drugs. Rust did not perform several important 
portions of the IWI. 

Hetween November 1.986 and March 1987, in 13 of 20 recently eom- 
pleted PBS at Martin Marietta, some of the required steps had not been 
completed. The missing steps included educational verifications, refer- 
ences, and short-term employer checks. However, Martin Marietta has 
two important enhancements to its process. It uses a structured inter- 
view to identify information such as drug use and alcohol abuse, and it 
conducts a drug screening test. As a result of its program, 25 to 30 per- 
cent of Martin Marietta’s 615 applicants since January 1986 were not 
hired because of information identified in the IW process, according to 
Martin Marietta’s Chief, Central Employment. 

The IWI program at Rust Engineering presents quite a contrast. Our 
review of 20 cases showed important and pervasive omissions. None of 
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the files contained evidence of educational verifications or personal ref- 
erence checks. More importantly, information that identified problems 
that should have been followed up showed no indications of having been 
checked. For example, one applicant claimed no arrests, but the police 
check, conducted as part of the IXI, showed three. The file showed no 
follow-up on this apparently inconsistent statement by the applicant. 

A March 1987 draft report by an Oak Ridge Technical Inspection Group 
found similar results from its review of how Rust conducted 1~s. It 
found that 

“a, rwdom sampling of security files of people hired in 1985 and 1986 revealed that 
wry few contained any evidence that a pre-employment check has been conducted.” 

Oak Ridge clearance officials were unaware of both contractors’ defi- 
ciencies until the Technical Inspection Group and we brought them to 
their attention. According to the Oak Ridge Chief, Personnel Clearance 
and Assurance Branch, the contractors were required to sign certifica- 
tions on each request for a clearance stating that the PEIS had been per- 
formed, and she relied on the contractors’ certifications that IWIS were 
properly done. The Deputy Director of Safeguards and Security at Oak 
Ridge told us the Technical Inspection Group’s report on Rust Engineer- 
ing would result in strong recommendations. Further, according to the 
Chief, Personnel Clearance and Assurance Branch, all Rust Engineering 
clearance requests were being held without processing until the matter 
was resolved. For the other contractor, Martin Marietta personnel offi- 
cials agreed that they were not always satisfying all the basic criteria 
and said they would use the cases we presented to better train their 
employees involved in the YEI process. 

PEI~ Are Not as 
Eff&%ive as They 

I -,_-“” -.--_-.-.----..- _- 

Our review of 1~ results shows that most contractors are not identifying 
many problems that exist with their job applicants. For example, the 
Los Alamos and Sandia contractors together identified derogatory infor- 
mation for only 3 of over 500 applicants. Rust officials did not remem- 
ber refusing employment based on information from a IW. The limited 
dorogatory information these contractors identified through IWIS is sub- 
stantially less than should be found, considering the extensive amount 
of derogatory information that applicants frequently report on the per- 
sonnel security questionnaires (PSQ) they submit when requesting a 
clearance, and on background investigations which frequently turn up 
derogatory information. For example, an Albuquerque official said that 
derogatory information is identified in over 50 percent of all cases. 

CoUlcl He 
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The IWS are not identifying all the information they should because con- 
tractors are not effectively meeting current I’EI requirements, Moreover, 
current I’E:I requirements are not adequate to identify the major items of 
derogatory information that determine employment suitability and 
clearability. 

-. ““b.“““- - _I” “l_“” .-.-_ “*.._ . . . II. _l .- l_l  “” “.-“ll - -I... ._” l”l.-------~-- 

IT&I Requirements Are Not PIGS are not as effective as they should be in ensuring applicant suitabil- 
Il&ng Met ity and clearability because 

. contractors, as a matter of policy, omit PI3 steps; 
l contractors are not effectively performing investigative steps; and 
l contractors do not use all identified information to evaluate suitability. 

W h ile none of the contractors had fully completed I’EIS, three, as a mat- 
ter of policy, chose not to implement certain elements that could identify 
important information. For example, Martin Marietta, an Oak Ridge con- 
tractor, does not do credit checks, although Rust Engineering, another 
Oak Ridge contractor, does. Martin Marietta, in a  letter dated January 
3 1, 1985, told Oak Ridge that it does not perform these checks because 
its attorneys have interpreted a federal court decision as precluding the 
routine use of credit investigations as part of PEIS because they tend to 
have a discriminatory impact. Oak Ridge accepted Martin Marietta’s 
decision not to do the credit checks, according to Oak Ridge’s Deputy 
Director of Safeguards and Security. However, at our request, Oak Ridge 
is restudying whether Martin Marietta should be required to do these 
checks. Rust Engineering, for its hourly employees, does not interview 
applicants because they are selected by the union, does not always do 
reference checks because the Chief of Personnel at Rust does not con- 
sider them valuable, and does not do education checks because the * 
applicant’s craft knowledge is considered more important than his or 
her education. Sandia, a  contractor under the Albuquerque office, did 
not do personal reference checks on professionals recruited from col- 
leges until at least May 1987 when Albuquerque directed it to begin 
doing them. Sandia representatives said they had not done these checks 
because they thought they had an agreement with Albuquerque to check 
faculty at the universities from which most of the new professionals 
recently came, rather than reference checks. 
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Ntrengthen Its Pre-Employment Program 

(~ont,r~a~t,ors Are Not W ’c c tive ly  Albuquerque secur ity  offic ials  also pointed out several cases where it 
I+?rfi)~ming Invc~s tigativc?  Steps appeared that contractors were not effec tive ly  performing PEI s teps and 

thus were not identify ing all the derogatory information they should. If 
they had, the contractors would not have hired some applicants. For 

I example, employment checks  are also routinely  conducted in personnel 
secur ity  invest igations ; these come back to Albuquerque with a great 
deal of derogatory information, offic ials  sa id. In one case, 6 of the indi- 
v idual’s  past 10 employers had terminated the person under negative 
c ircumstances. The Albuquerque offic ials  felt that this  would have been 
picked up by a thorough PH. Background invest igations  also frequently 
contain a his tory of arrests, which, according to Albuquerque offic ials , 
properly conducted 1~s should identify . An Albuquerque secur ity  offi- 
c ial descr ibed a case in which the PEI did not reveal that the man being 
invest igated had been tried for murder. He was hired before his  c lear- 
ance was granted and, while his  c learance was in process, he attempted 
to run over his  supervisor with a forklift. The offic ial felt that the man’s  
request for c learance should have never been submitted, and that he 
would have been eliminated from consideration by a proper PIG . 

(:ont,r u:t,c .,rs 

I/ 

I’h Not, I TM:, All 
IdrW f’ir~tl Inf”ormat,ion to 
ICvah ato Suit,abilitJ y  

Albuquerque secur ity  offic ials  pointed out that in making hiring deci- 
s ions , contractors generally  do not fully  use the derogatory information 
identified. Los Alamos contractor representatives sa id they do not use 
all the derogatory information developed in the PEI because they believe 
they should use the information only  when there is  reasonable assur-  
ance that it will affec t employment. Thus, the derogatory information 
must relate to the s k ills , knowledge, and abilities  necessary to perform 
the job in question. Albuquerque offic ials  believe, however, that about 
95 percent of the information developed is  employment related and 
should be used. These opposing v iews represent an unresolved differ- 
ence between how contractor and Albuquerque secur ity  offic ials  believe 
IW I information should be used. 

Ovor  the las t several years, substance abuse-primarily drug, but also 
alcohol-has  been a recurring problem at a number of DOE fac ilities . The 
personnel sccur i ty  process-personnel secur ity  questionnaires and 
background invest igations-  identifies  derogatory information on over 
half of c learance applicants, according to DOE offic ials . At Oak  Ridge, for 
example, the derogatory information for over half the c learance cases is  
drug related. Despite the pervasiveness of drug-related derogatory 
information, the PM process does not specifica lly  address drug use. 
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Therefore, drug problems may not surface until later in the clearance 
process. 

Martin Marietta has expanded the PHI process to identify drug use prob- 
lems. It conducts structured interviews that specifically address drug 
use and tests each employee for drug use prior to employment. As a 
result of these steps and the standard PI% steps, Martin Marietta screens 
out 25 to 30 percent of its applicants. 

Impact of Not 
-- .- ~- 

IWIS are intended to aid the contractors in employing a reliable 

Conducting Effective work force. Thorough IWIS help to identify potentially ineligible appli- 
cants with derogatory information before contractors make employment 

HCIS offers and submit clearance requests. IHE headquarters and operations 
office officials believe that PEIS can screen out problem applicants. IIow- 
ever, PEE have not been fully effective in screening out such applicants 
because, as previously noted, contractors do not always adhere to ISI 
requirements. Further, IWS do not include other important information 
related to drugs and alcohol, and that information is not always sought. 

The cost of not screening out applicants with clearance problems is sub- 
stantial. OPM background investigations for clearances cost $1,850 each. 
In addition, large amounts of clearance branch staff time, as well as time 
from legal offices, hearing examiners, review examiners, and Defense 
Program Management can be involved in processing an applicant’s c&se 
over as much as 2 years while DOE considers whether a clearance should 
be granted. (These processing steps are discussed more fully in ch. 3.) 
This staff time could be used to accelerate processing on many casts 
that contain no derogatory information. 

These costs can be overshadowed by the payroll costs if, as often hap- & 
pens, the employee is hired before being cleared and the contractor (and 
ultimately IWE) must pay salary costs while the employee cannot do the 
job he or she was hired to do. After an employee has been on board 
three months, these costs can range from $750 to $1,500 a month per 
employee. 

Three years after I.K)E issued specific guidance on the requirements for 
completing IWS, six of the seven contractors we reviewed were not in 
full compliance. Three of them were not complying in important areas 
such as personnel reference and credit checks and educational verifica- 
tion Two of the three responsible field offices-Albuquerque and Oak 
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Ridge-were unaware of the compliance deficiencies because they relied 
on contractor certifications that they were doing complete PEE. How- 
ever, the contractors submitted certifications when major PEI elements 
were not done. For the other, Oak Ridge was aware that Martin Marietta 
was not doing credit checks. 

PIGS have not been fully effective in identifying ineligible job applicants, 
in part because contractors were not meeting requirements, but also 
because they (1) specifically chose not to do certain steps because of 
perceived legal concerns- a decision which Oak Ridge is reconsidering, 
(2) do not effectively perform all steps, and (3) did not use all the infor- 
mation they had. In addition, contractors did not specifically address 
drug and alcohol use-items not required in the PEI process. As a result, 
IX)&: has incurred unneeded costs for background investigations and tied 
up clearance branch staff processing clearance applications that should 
never have been submitted. 

Recbmmendations 
I 

-~ -- - 
To improve the effectiveness of the PEI process, we recommend to the 
Secretary of Energy that DOE 

. ensure contractor compliance with security clearance PEI requirements, 
and 

. amend its regulations to require contractors, as part of their IWIS, to spe- 
cifically address drug and other substance abuse in the determination of 
employee suitability. 
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Clearance Processing Delays Adversely Affect 
S$ecurity, Productivity, and Cost 

INM takes too long to make personnel security determ inations, including 
granting new clearances, suspending existing clearances, and reviewing 
clearance denials and revocations. DOE’S lack of timely clearance deci- 
sions results in deviations from  some clearance procedures, lowers pro- 
ductivity, increases cost, and poses a security concern. According to DOE 
security clearance officials, the clearance process is time-consuming for 
several reasons: OPM, which conducts most clearance investigations for 
IX& takes twice as long as its guidelines call for; DOE’S clearance 
branches do not have adequate staff; and the process lacks criteria for 
how long various steps should take. 

Overview of Security The Atomic Energy Act of 1954 requires DOE to ensure the trustworthi- 

qlearance Process ness of individuals who have access to classified information, materials, 
or facilities. One mechanism DOE uses to help provide this assurance is 
its personnel security clearance program . IHE’s security clearance pro- 
cess has two main tracks-one for new applicants and one for current 
clearance holders-which converge in a common review process. New 
applicants are investigated by OPM or the FBI. If they are found trustwor- 
thy, IWE grants them  a clearance. DOE requires current clearance holders 
to be reinvestigated at E -year intervals. If DOE continues to find a cur- 
rently cleared employee trustworthy, his or her clearance is continued. 
If’ 1~01: considers a new applicant or a reinvestigated employee untrust- 
worthy and proposes to deny or revoke a clearance, the individual can 
request a review of his or her case through DOE’S administrative review 
process. 

Figure 3.1 depicts the major elements of DOE’S clearance process, The 
detailed steps for obtaining a clearance are shown in appendix I, and the 
steps in the administrative review process are shown in appendix II. 

* 
_~_-_.. ~I- .._ -- 

f 

btaining a Clearance Contractors and program  offices say that the current process for 

akes Too Long obtaining a clearance takes too long. The time varied among the offices 
but averaged 6-l/2 months for cases with no derogatory information 
and 9 months for cases with derogatory information. At headquarters, 
the average time to obtain a clearance is almost 12 months. Headquar- 
ters could not readily separate times for clear cases from  those with 
derogatory information. Slow clearance processing reduces contractor 
productivity, promotes staffing practices that violate IHE’S regulations, 
and adds to contractor and DOE costs. 
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Figure $1: DOE’s Clearance Process 

New Applicant 
- I---- I nvestlgate & 

Evaluate 

I I 
Grant Propose 

to Deny 

L 

* 
Current Clearance 

Holder 

Reinvestigate & 
Evaluate 

I I 
Continue Propose 

to Revoke 

Administrative Review 

Hearing Phase 

Headquarters Review 
and 

Decision Phase 

I 1 
Grant/ Deny1 

Continue Revoke 

----_.._..y 
OI’M ,and DOE Contribute Both OPM and DOE contribute to the long time required to obtain a clear- 
to Slow Processing ante. To obtain a clearance, prospective employees submit a personnel 

I security questionnaire (PSQ) to DOE. DOE has OPM, or in some cases, the 
FBI, examine the applicant’s background, and DOE reviews the results. 
Over half the cases identify derogatory information that requires fur- 
ther follow-up. Table 3.1 gives OPM investigating and DOE processing 

~ times for Q clearances. 
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C l e a ra n c e  P r o c e s s i n g  D e h y n  A d v e rs e l y  
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T a b l e  3 .1 : A v e ra g e  N u m b e r o f D a y s  to  
P r  
F i  1  

c e s s  A p p l i c a ti o n s  fo r  Q  C l e a ra n c e , 
c a l  Y e a r  1 9 8 6 ” 

I 

C l e a ra n c e  O ffi c e  O P M  D O E  T o ta l  
A l b u q u e rq u e  

C l e a r  1 7 0  9  1 7 9  
D e ro g a to ry  .’ 2 0 0  1 2 8  3 2 8  

R i c h l a n d  ” 
-. .- ._ _ . ..~  .._  .- ._ ... - -  .._  -.._  ._ ...._ _  .” ..-_  _ .._  -.. . 

..-. .- -..- ..-... . - .--  . . C ,e a r  
1 7 0  9  ‘i i 9  

D e rb g a to ry  
.._ .. -._ -. .-..-- .- -... --.. ^ ._ . ._ .. . .._ . . ._ ... 

1 8 0  6 2  2 4 2  
O a k  R i d g e  

C l e a r  1 1 6  3 6  1 5 2  
D e ro b a to ry -  l j 7  ‘1 0 6  2 8 3  

H e a d q u a rte rs  
_  .-~  --. ~ ~ _ ~ .. -... .~  .._  

C l e a r  a n d  .. .. 
D e ro g a to ry  .- 

. .-_  . 

D O E  O v e ra l l  
1 8 5  1 6 8 ” 3 5 3  
1 8 5  6 9  2 5 4  

‘G i c h l a n d  d a ta  c o v e r D e c e m b e r 1 9 8 5  to  S e p te m b e r 1 9 8 6  a n d  h e a d q u a rte rs  d a ta  c o v e r O c to b e r 1 9 6 6  to  
M a rc h  1 9 6 7 . 

“T h i s  fi g u re  o v e rs ta te s  th e  ti m e  D O E  re q u i re s  b e c a u s e  o f a n  a n o m a l y  D O E  d l s c o v e re d  In  O c to b e r 1 9 8 7  
c o n c e rn i n g  h o w  i ts  c o m p u te r s y s te m  tra c k s  th e  p ro c e s s  fo r g ra n ti n g  D O E  c l e a ra n c e s  to  a l re a d y  c l e a re d  
e m p l o y e e s  o f o th e r g o v e rn m e n t a g e n c i e s . D O E  d i d  n o t y e t h a v e  a  m o re  a c c u ra te  fi g u re . 
S o u rc e : D O E  

A s  th e  ta b l e  s h o w s , O P M  e x c e e d s  i ts  7 5 -d a y  ta rg e t b y  1  to  a l m o s t 3  
m o n th s  fo r c l e a r c a s e s  a n d  b y  3  to  4  m o n th s  fo r d e ro g a to ry  c a s e s . In  a  
re c e n t re p o rt,] w e  p o i n te d  o u t th a t O I’M  w a s  n o t m e e ti n g  i ts  ta rg e t ti m e s  
b e c a u s e  i t d i d  n o t h i re  o r o th e rw i s e  o b ta i n  s u ffi c i e n t i n v e s ti g a to rs  to  
k e e p  c u rre n t w i th  a g e n c y  re q u e s ts  fo r b a c k g ro u n d  i n v e s ti g a ti o n s . O I’M  i s  
ta k i n g  s te p s  to  i m p ro v e  i ts  ti m e l i n e s s . T h e  O ffi c e  o f F e d e ra l  In v e s ti g a - 
ti o n s -th e  O I’M  o ffi c e  re s p o n s i b l e  fo r p e rfo rm i n g  b a c k g ro u n d  i n v e s ti g a - 
ti o n s -re q u e s te d  a n d  re c e i v e d  a p p ro v a l  to  i n c re a s e  i ts  s ta ff fro m  4 0 2  i n  
fi s c a l  y e a r 1 9 8 6  to  5 9 9  i n  fi s c a l  y e a r 1 9 8 7 . O P M  p l a n n e d  to  b e  c l o s e  to  th e  
a p p ro v e d  s ta ffi n g  l e v e l  b y  J u l y  1 , 1 9 8 7 , th e  O P M  D i l n e c to r s a i d  i n  M a y  I, 
1 9 8 7 . A c c o rd i n g  to  th e  C h i e f o f O I’M ’S  In v e s ti g a ti o n s  B a c k g ro u n d  D i v i - 
s i o n , o n  S e p te m b e r 1 , 1 9 8 7 , O I’M  h a d  a b o u t 4 9 9  o f th e  6 9 9  i n v e s ti g a to rs  
o n  b o a rd  a n d  w a s  h a v i n g  a  g re a t d e a l  o f d i ffi c u l ty  re c ru i ti n g  a n d  k e e p - 
i n g  i n v e s ti g a to rs . In  a d d i ti o n , b e c a u s e  o f a  p ro j e c te d  i n c re a s e  i n  W E  g e n - 
e ra te d  w o rk  l o a d , h e  e s ti m a te s  O P M  w i l l  n e e d  a  to ta l  o f 6 2 8  fe d e ra l  
i n v e s ti g a to rs  i n  fi s c a l  y e a r 1 9 8 8 . H e  a l s o  s a i d  th a t E W M  i s  l i n k i n g  a l l  i ts  
o ffi c e s  b y  c o m p u te r, w h i c h  w i l l  d e c re a s e  p ro c e s s i n g  ti m e  b y  e l i m i n a ti n g  
ti m e  s p e n t i n  m a i l i n g  i n v e s ti g a ti o n  re q u e s ts  a n d  re p o rts . T h e  s c h e d u l e  

‘O I’M  Itc v o l v i n g  IJ u n d : In v e s ti g a ti o n  A c ti v i ti e s  D u ri n g  b ’i s c a l  Y e a rs  1 9 8 3  T h ro u g h  1 9 8 6  (G A O / 
C IT  I I -8 7 -8 1 , J u n e  2 6 , 1 9 8 7 ). 

I’a g c ?  2 0  G A O /R C E D -8 8 -2 8  D O E ’s  C l e a ra n c e  P r o g ra m  
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calls for testing the system in January 1988 and fully implementing it 3 
months later. 

IX)E’S clearance offices have also been slow in processing clearances 
after receiving background investigations. Albuquerque and Richland 
came close to meeting the ‘I-day processing target DOE established for 
clear cases, but Oak Ridge took 36 days. For derogatory cases where I.K)E 
has no overall target, IX)E’S processing time ranged from 2 to 4 months in 
the field offices. Headquarters, which did not separate processing times 
for clear and derogatory cases, had a combined processing time of over 5 
months, IX~~:‘s processing time has been slow, according to clearance 
branch officials, because they have had, and Albuquerque, Oak Ridge, 
and headquarters continue to have, inadequate staff to handle the 
expanding clearance work load. 

A contributing cause of clearance delays is the absence of required 
clearance time frames or tracking systems for new applications with 
derogatory information. l3ecause DOE Order 6631.2A establishes a 7-day 
goal for processing clear cases, the limited available resources are usu- 
ally focused on these cases rather than the more difficult cases with 
some derogatory information. The above statistics also support this 
observation in that while Albuquerque took much longer to process 
derogatory cases, it still essentially met the ‘I-day goal. 

1 “. _... __ .“_- .._.. “.l-““l.-_.- ._-. “l.l-_.-.~ 

Irrr&ct of’ Slow C%s.kranoe The long time required to obtain a clearance affects contractor produc- 
Proc~wsin~ tivity, leads to staffing practices which violate DOE’S regulations, and 

adds to program costs. Specifically, DOE and its contractors told us they 
have difficulty recruiting quality personnel because job applicants will 
not or cannot wait 5 to 12 months for a clearance. Furthermore, vacan- 
cies exist for long periods and contractors cannot respond quickly to 
provide staff for short-term or rapidly expanding projects without hir- 
ing uncleared personnel. 

To compensate for these problems, contractors bend various regulations, 
In March 1984, IX)E revised the IXX Acquisition Regulations to specifi- 
cally preclude contractors from hiring applicants before they are 
cleared. Los Alamos and Sandia said that they considered the require- 
ment unworkable while clearances are so time-consuming, and that they 
would continue to routinely hire applicants before they are cleared. 
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DOE Order 5631.2A also prohibits obtaining a clearance for an individual 
when no projected vacancy exists. However, two contractors have vio- 
lated this regulation by creating pools of cleared individuals who can fill 
a vacancy that may later develop. For example, Rust Engineering at Oak 
Ridge maintained a pool of 869 and 778 cleared individuals in 17 trades 
in 1986 and 1986, respectively. Rust Engineering hired these individuals 
through their respective unions to meet Rust’s fluctuating workload. In 
addition, the Paducah Gaseous Diffusion Plant, also under Oak Ridge, 
maintained a pool for which clearances were obtained for 200 to 300 
people who were never employed. In June 1987, the Chief, Oak Ridge 
Personnel Clearance and Assurance Branch, obtained information from 
a Paducah security official that the pool had been discontinued and that 
the unneeded clearances were terminated, but no records were available 
to document when the pool was eliminated. 

When contractors create pools of cleared people, many of whom are not 
subsequently employed, DOE incurs added clearance costs. For example, 
DOE’S Inspector General concluded that Paducah’s clearance pool cost 
DOE as much as $480,000 in wasted clearance costs. 

Delays in the clearance process also increase program costs. One con- 
tractor estimated these costs at $179,000 a year to cover the costs of 
providing work space and supervision in an annex the contractor main- 
tains for uncleared employees. 

Another cost results from paying employees for jobs they were hired to 
perform, but cannot do until they are cleared. DOE estimated this cost at 
about $750 to $1,500 a month for each employee who remained 
uncleared beyond 3 months. Sandia estimated this cost at $1,320,000 in 
fiscal year 1984, the last year it had such data available. 

DOE’s Clearance DOE takes a long time- 13 to 17 months in the cases we looked at-to 

Sbspension Process Is suspend the clearances of individuals of questionable trustworthiness. 
Taking over a year for such suspensions may create an unnecessary 

WWhY security risk at the facility where they work because prior to suspen- 
sion, employees usually maintain their clearances and potential access 
to classified information, material, and facilities. Also during this time, 
contractors are unlikely to take special precautions to control the access 
of these employees because DOE usually does not notify them that an 
employee is being investigated. 
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Lack :of Staff and Time When DOE learns of derogatory information, as specified in 10 CFR 7 10, 
E’ramies Lessens Timeliness concerning a current clearance holder, it must evaluate the information 

and determine whether the individual’s clearance should be suspended. 
A final decision on revocation is considered during the administrative 
review process. Each field office manager has the authority to suspend a 
clearance based on his or her subjective determination of when a case 
warrants suspension. While the decision can be made at any time and is 
sometimes made in a few days, the field offices we looked at, for 27 
cases that completed administrative review, ranged from 13 to 17 
months to suspend a clearance-the time being split between OPM and 
DOE. OPM reinvestigations, which DOE obtains to verify alleged derogatory 
information, take about 6 months on average and DOE takes an average 
of about 9 additional months to make a decision. Neither headquarters 
nor the field offices provide guidance on how long it should take to 
reach a suspension decision. 

Many reasons exist to explain the lengthiness of the suspension process. 
For example, (1) backlogs of interviews prevent security clearance staff 
from promptly interviewing employees being considered for suspension, 
(2) typing interviews for management review takes a long time, (3) 
obtaining PSQS from employees who have no reason to be prompt 
requires staff attention, (4) OPM'S investigation often takes 6 months, 
and (5) preparing a case for the review process that usually follows sus- 
pension is time-consuming. DOE officials said lack of resources contrib- 
utes to lengthening the time required to perform nearly all the above 
steps. 

The average suspension investigation time could be substantially 
reduced without violating employee rights if priority attention were 
paid to cases where suspension is being considered. One case at the Oak 
Ridge Y-12 facility, where it took almost 14 months to suspend a clear- 
ante, contains many of the problems noted above and suggests where 
reductions in time could be obtained. Oak Ridge officials said this case 
and related drug cases did not initially get priority attention because 
they were understaffed for the large volume of work they had. In this 
case, 

. Oak Ridge obtained information on January 18, 1985 that the subject- 
a security guard-used drugs. 

. Oak Ridge requested the security guard to complete a PSQ on February 1, 
1985, which was received on February 6,1985. 

l Oak Ridge requested a background investigation from OPM on March 7, 
1985, based on an updated PSQ. 
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C h a p te r  3  
C l e a ra n c e  P r o c e s s i n g  D e l a y s  A d v e rs e l y  
A P fe c t S e c u r i ty , P r o d u c ti v i ty , a n d  C o s t 

. O a k  R i d g e  re c e i v e d  O P M ' S  i n v e s ti g a ti o n  o n  A u g u s t 1 7 , 1 9 8 5 -a l m o s t 5 -l / 
2  m o n th s  a fte r s u b m i tti n g  i t to  O P M . T h e  i n v e s ti g a ti o n  c o n ta i n e d  a l l e g a - 
ti o n s  th a t th e  s e c u ri ty  g u a rd  u s e d  c o c a i n e  a n d  a m p h e ta m i n e s  w h i l e  o n  
d u ty . 

. O a k  R i d g e  i n te rv i e w e d  th e  g u a rd  o n  S e p te m b e r 6 , 1 9 8 5 . T h e  p ro c e s s  o f 
w ri ti n g  a n d  ty p i n g  th e  i n te rv i e w  to o k  u n ti l  O c to b e r 2 8 , 1 9 8 5 . D u ri n g  
m o s t o f th e s e  5 2  d a y s  th e  i n te rv i e w  w a s  i n  th e  ty p i n g  p o o l  w a i ti n g  to  b e  
ty p e d . 

l  T h e  s u s p e n s i o n  p a c k a g e  e n te re d  th e  re v i e w  p ro c e s s  o n  M a rc h  2 , 1 9 8 6 , 
a n d  s u s p e n s i o n  w a s  a p p ro v e d  o n  M a rc h  5 ,1 9 8 6 . T h e  c h ro n o l o g y  th a t 
O a k  R i d g e  p re p a re d  c o v e ri n g  th i s  a n d  o th e r c a s e s  l i s te d  n o  a c ti v i ti e s  fo r 
th i s  c a s e  b e tw e e n  th e  c o m p l e te d  i n te rv i e w  a n d  th e  d a te  th e  s u s p e n s i o n  
p a c k a g e  w a s  s u b m i tte d -a  p e ri o d  o f 4  m o n th s . 

D e l a y s  i n  S u s p e n s i o n s  C a n  W h e n  e m p l o y e e s  o f q u e s ti o n a b l e  tru s tw o rth i n e s s  m a i n ta i n  th e i r c l e a r- 
C re a te  S e c u r i ty  C o n c e rn s  a n te s  a n d  p o te n ti a l  a c c e s s  to  c l a s s i fi e d  i n fo rm a ti o n , m a te ri a l , o r fa c i l i - 

ti e s  w h i l e  th e i r s u s p e n s i o n s  a re  b e i n g  c o n s i d e re d , s e c u ri ty  c o n c e rn s  m a y  
a ri s e . F o r e x a m p l e , i n  o n e  o f th e  c a s e s  w e  re v i e w e d , a n  e l e c tri c i a n  a t a  
c o n tra c to r p l a n t w h o  h a d  a  h i s to ry  o f a l c o h o l -re l a te d  a rre s ts  w a s  
c h a rg e d  w i th  a g g ra v a te d  a s s a u l t. D O E  to o k  2 3  m o n th s  to  s u s p e n d  th e  
c l e a ra n c e . T h e  ti m e  i n c l u d e d  1 5  m o n th s  fo r a n  O P M  b a c k g ro u n d  i n v e s ti - 
g a ti o n . P ri o r to  s u s p e n s i o n , th e  e m p l o y e e  h a d  a c c e s s  to  c l a s s i fi e d  
i n fo rm a ti o n . 

In  a n o th e r c a s e , a n  i n d i v i d u a l  i n  c h a rg e  o f c o m p u te r-re l a te d  a c ti v i ti e s  
re ta i n e d  a  c l e a ra n c e , a c c e s s  to  a l l  fa c i l i ty  a re a s , a n d  p o s s i b l e  a c c e s s  to  
S e c re t R e s tri c te d  D a ta  fo r m o re  th a n  9  m o n th s  w h i l e  D O E  v e ri fi e d  a l l e g a - 
ti o n s  o f d ru g  u s e . A b o u t 3 -l /2  m o n th s  o f th a t ti m e  i s  a ttri b u ta b l e  to  th e  
O P M  i n v e s ti g a ti o n . A fte r th e  c l e a ra n c e  h o l d e r a c k n o w l e d g e d  u s i n g , b u y - 
i n g , a n d  s e l l i n g  d ru g s , D O E  to o k  a l m o s t 4  m o n th s  to  s u s p e n d  th e  b  
c l e a ra n c e . 

A d m i n i s tra ti v e  W h e n  D O E  p ro p o s e s  to  d e n y  a  c l e a ra n c e  a p p l i c a ti o n  o r re v o k e  a  c l e a r- 

! 

e v i e w  o f D e n i a l s  a n d  a n te  w h i c h  i t h a s  s u s p e n d e d , th e  a ffe c te d  i n d i v i d u a l  h a s  a  ri g h t to  h a v e  
t a  h  td  e c i s i o n  a p p e a l e d  i n  D O E ' S  tw o -p h a s e  a d m i n i s tra ti v e  re v i e w  ( A H )  

e v o c a ti o n s  T a k e s  T o o  p ro c e s s . (T h e  s te p s  i n  th e  A R  p ro c e s s  a re  s e t o u t i n  a p p . II.) T h e  fi rs t 

r i o n g  
p h a s e  i s  a  h e a ri n g  a t w h i c h  th e  i n d i v i d u a l  c a n  p re s e n t h i s  o r h e r c a s e  to  
a  h e a ri n g  e x a m i n e r. T h e  h e a ri n g  p h a s e  h a s  n u m e ro u s  re q u i re d  ti m e  
fra m e s  w h i c h  o u r re v i e w  s h o w e d  a re  g e n e ra l l y  m e t. T h e  s e c o n d  p h a s e , 
w h i c h  i s  p ri m a ri l y  a  h e a d q u a rte rs  re v i e w , i s  n o t b o u n d  b y  re q u i re d  s te p - 
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by-step time frames and takes about 9 months, although its overall tar- 
get is 3 months. 

The entire process-phase I and phase II-may be more complicated 
than is necessary. That is, it has more procedural steps than DOE has 
been able to complete within its informal overall time goal of 1 year. 
Instead, noIs takes an average of 18 months for cases completing the 
entire process. The extensive time to make AI{ decisions is also costly 
because employees who were hired without a clearance or whose clear- 
ance has been suspended must be paid while decisions are being 
reached, even though they often cannot do the job for which they were 
hired without a clearance. 

_ /““. ,. ,. I l.““l “llll-.l”_” *~I____*l~“__““~~_~_“_-.“--l---_--- 

I ItLuijng Ih~ffss ‘I’imc The steps and related time frames for the hearing process are set out in 
?s' Art, Gt~rrtx-ally Met 10 ClW ‘710. The major element is the hearing where the individual in 

yuestion, accompanied by counsel, can refute DOE’S allegations before a 
hearing officer. The regulations allow about 7-2/3 months for the entire 
process through the hearing officer’s recommendation. Headquarters 
monitors the time frames for each element, and the offices generally 
meet them. However, at the offices we visited, the hearing phase 
exceeded the total time frame goal by about 1 month. 

IIcadquarters officials believe the headquarters review process should 
be completed in 3 months, but it usually takes about 9 months to eom- 
plete. INE has required time goals for only two of many review steps and 
even those may significantly exceed the goals established. 

One step with a time frame provides an affected individual 5 days to 
respond to IXM’S notice that the hearing examiner recommended denial 
or revocation of his or her clearance, and that the individual can request 
a review by the personnel security review examiners. Even this simple 
notification step can be a major source of delay, sometimes taking 
months. DOE must notify the individual by certified mail that a review 
by the Personnel Security Review Board can be requested. Because it 
takes 3 weeks for WE to receive the returned certified mail notice, DOI’, 
must wait 3 weeks in addition to the 5 days before proceeding if it has 
no response. However, most applicants request and receive a I- or 2- 
month extension beyond the 5 days to prepare a brief for the review 
examiners. Once the case is given to the review examiners, they are 
alloted 45 days to complete their review, but sometimes take 3 to 4 
months. 

b 
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Beyond these steps, the clearance branch must consolidate all the 
paperwork from the case into a brief for the Office of General Counsel 
to review and for the Assistant Secretary for Defense Programs to use 
as a basis for his decision. The consolidation, OGC review, and final deci- 
sion steps have no required time frames, and they can add substantially 
to the total time. For example, our review shows that the consolidation 
and legal review frequently takes 1 to 2 months. DOE has an informal 
target of 95 days for the total headquarters review process, but the com- 
pleted process takes an average of about 9 months-almost as much 
time as DOE informally allots for the entire process. 

The lengthy AH process has important cost consequences for contractors 
and DOE. These costs result when contractors hire employees before they 
are cleared and when cleared employees are suspended. DOE estimated 
that when the time an employee cannot do the job for which he was 
hired exceeds 90 days, the wasted wage cost is $750 to $1,500 for each 
additional month. One contractor estimated the lost wage costs related 
to one suspended employee at about $44,000 over the suspension period. 
As the number of cases in AN increases, the effect of lost wages also 
becomes more important. 

IkE’s AR Process May Be DQE clearance branch officials developed the AK process to provide due 
7’~~ Complicated for the process for people affected by decisions to deny or revoke a clearance. 

Rkw)urces Available to The steps in the process are not set in law or regulation and represent 

&dminister It only one approach to providing due process. The process was designed 
when only 50 cases were in AR at a time. Even with that case load, as 
recently as the early 1980s the AR process was much longer because the 
review board could take 2 to 3 years, according to the headquarters 
Chief of Administrative Review. 

DOE has reduced AK time to 18 months, but DOE'S progress may be over- 
come by more recent circumstances. The revised December 1985 
reinvestigation requirements have led to increased numbers of deroga- 
tory cases and pushed the number of AR cases in process up to 268 cases 
in 1987. Drug testing, which DOE is considering for its employees, could 
push the numbers to perhaps 1,000. Such increases will require more 
staff or a revision of the review process to prevent processing times 
from returning to 1980 levels. 

DOE’S review process is only one possible approach. Other processes are 
also available. For example, the Department of the Navy provides a 
review process in which an in-person hearing is prohibited; instead, 
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affected individuals answer allegations in writing. The former head of 
Navy’s review process said that over the 2-year period (1986 to 1987) 
when he headed the Navy appeal board, it took about 4 months to pro- 
cess cases from the identification of derogatory information to a final 
decision-a process that averages about 31 months at DOE when employ- 
ces avail themselves of the complete process. 

Conklusions 
~~- .- 

Obtaining a LKE clearance takes longer than contractor officials believe 
it should. The time ranges from about 4-l/2 to 12 months at the offices 
we reviewed. The extensive time impedes contractor ability to recruit 
quality staff and promptly fill vacancies, leads some contractors to vio- 
late regulations in an effort to compensate for clearance times, and 
increases DOE project and clearance costs. One reason for the time taken 
for obtaining a clearance is that OPM averages about 6 months to com- 
plete its share of the process, according to DOE data, rather than the 76 
days which is its own goal. Further, clearance branch staff shortages 
prevent timely processing, especially for cases involving derogatory 
information. The processing time can range from 9 to 36 days for clear 
cases and from 62 to 168 days for cases with derogatory information 
that do not go to AR. 

The time required for DOE to suspend a clearance for the cases we looked 
at was about 13 to 17 months-more than twice as long as it is expected 
to take. During this time, employees continue to have their badges and 
access to classified facilities and information. Also during this time, con- 
tractors are unlikely to take special precautions to control the access of 
these individuals because DOE usually does not notify them that an 
employee is being investigated. DOE has no time frames for suspension 
decisions; staffing shortages make suspension processing more time-con- 
suming, according to DOE officials. In addition, OPM takes about 6 
months, and often longer, to complete background reinvestigations. If 
time frames were established and suspensions were given priority 
processing both at WIG and OI’M, with adequate IK)E: staff, suspension 
time could be substantially reduced. 

The time 0I”M has taken to complete background investigations has con- 
tributed to the time required for DOE to grant and suspend clearances. In 
a June 1987 report, we pointed out that insufficient staff caused OPM’S 
untimely performance. OPM has authorized an increase in its investiga- 
tion staff from 402 to 599, but after almost 1 year, was only able to 
reach 499 by September 1, 1987. OPM is also automating its mailing sys- 
tem to provide more timely background investigations. When and if 
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these steps are effective, OPM may meet its 75-day processing target and 
become less of a factor in DOE'S process for granting and revoking 
clearances. 

DOE'S two-phase AR process for reviewing decisions to deny or revoke a 
clearance takes about 18 months-6 months longer than DOE’S informal 
target of 1 year. The hearing phase is covered by time frames set out in 
regulations and is usually completed on time. The review phase is not 
covered by time frames and takes about 9 months, compared to DOE'S 
informal target of 3 months. 

DOE’S AR process is only one possible way of providing due process for 
individuals who face a clearance denial or revocation. DOE has not been 
able to complete the many steps in its process within the time it consid- 
ers reasonable, and the time may extend further as the number of cases 
in process increases. DOE’S process is not required by law, and other fed- 
eral organizations have different systems that can be completed more 
quickly. Navy’s process is one example. 

Rbcommendations To improve the timeliness of security clearance processing and avoid 
unnecessary costs and adverse impacts on security and productivity, we 
recommend to the Secretary of Energy that DOE 

l establish required time frames for accomplishing all major security 
clearance steps; 

. take needed actions to ensure that sufficient staff are assigned to imple- 
ment and adhere to those time frames; and 

l assess whether a simplified AR process is appropriate for DOE and, if so, 
adopt it. 
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DOE does not accurately maintain important security clearance informa- 
tion on its 209,000 cleared contractor and federal employees. Headquar- 
ters maintains DOE'S official clearance data base, and six of eight field 
offices maintain their own independent clearance data bases in addition 
to supporting the headquarters system. Most of the contractors we cov- 
ered maintain their own clearance data bases. These various data bases, 
independently created to serve individual needs, are not completely 
compatible and thus poorly communicate with each other. As a result, 
the multi-level data base system exacerbated the impact of other prob- 
lems that contribute to clearance inaccuracies. For example, a shortage 
of staff was one reason offered to explain why clearance data bases 
were not kept current. Further, wasteful double data entry, complicated 
updating, and inadequate error checking inherent in the automated sys- 
tems at various locations heightened the impact of staff shortages 
because each put added demand on staff resources. 

The most important result of these problems is that the data bases do 
not accurately reflect the clearances that should be active. In many 
cases, clearances remain active when they should have been terminated, 
and in other cases employees have badges that indicate that they are 
cleared, but their clearances are not listed on the data bases. 

These problems make it difficult for DOE to manage the clearance pro- 
gram. Because the central clearance data base is not fully accurate, DOE 
cannot accurately estimate its clearance reinvestigation work load. In 
particular, where clearances are not listed on any clearance data base, 
those holding unlisted clearances might never be reinvestigated. These 
problems may also raise security concerns. When clearances that should 
be terminated remain active on the data base of the office that issued 
them, one element in DOE'S multi-element system for preventing unau- 
thorized access to facilities and to classified material may be 
compromised. 

In addition, the clearance data are not accurate or complete. The clear- 
ance files contain incorrect clearance levels and incorrect or missing 
social security numbers. Accurate social security numbers are important 
because they provide a unique identifier for each clearance holder. 
Social security numbers are also a key element in automated techniques 
for ensuring data base accuracy because they are the common data ele- 
ment used to compare files. 
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DCX headquarters operates the CPU, a data base that lists active clear- 
ances for headquarters and field office staff. The CPU also shows infor- 
mation such as the field office responsible for clearance files, the types 
of all clearances, the date of the last reinvestigation, and the social 
security number and date of birth of each clearance holder. The CPCI 
began as a card file in 1947 and was automated in 1968, according to the 
headquarters Chief of Administrative Review. Because of the automated 
equipment then available at DOE, the system required that updates be 
processed as a group rather than in individual transactions. More 
advanced equipment is now available at headquarters and DOE is consid- 
ering modernizing the data entry process so that field offices can pro- 
cess transactions as they occur. 

Field offices implemented their systems to meet local needs for updating 
files quickly and creating reports on the status of local clearances, and 
not necessarily to coordinate with the CPCI. Albuquerque automated its 
clearance process in 1968, Richland automated its system in 1981, and 
the Oak Ridge automated system had its first test run in April 1987. In 
total, six field offices have their own system and two, plus headquar- 
ters, rely on the CPCI, according to headquarters officials. Headquarters 
clearance officials do not have the authority to tell the field offices how 
to control their clearances, the officials said. 

In addition to the clearance files that DOE headquarters and the field 
offices maintain, contractors also maintain clearance data bases for 
their own uses. These systems are not connected to DOE'S data bases and 
represent a third level of data bases for which DOE is paying. 

DOE’s Data Bases Do DOE’S regulations require clearance offices at headquarters and the field 

Not Accurately Reflect offices to maintain accurate control over clearances granted to DOE and b 
contractor employees. Recent assessments of clearance data bases by 

Active Clearances DOE’S Inspector General, field office managers, and our current work 
show that large numbers of individuals continue to have clearances and/ 
or are listed on clearance data bases as having clearances although they 
are no longer associated with DOE. In some cases, former field office con- 

I tractor employees continue to have active clearances on both the field 
office and central DOE system; in other cases, clearances are terminated 
on the field system but not on the central DOE system. 

A less prevalent but equally important problem is that some employees 
have clearances but are not listed on any clearance file as having an 
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active clearance. We found instances where this situation existed for 
contractors under the Albuquerque and Richland field offices. 

Ckar~nces Are Not 
f’rom!ptly Terminated 

The most prevalent problem we identified in the accuracy of DOE'S active 
clearance files was that DOE headquarters, field offices, and contractors 
did not promptly terminate clearances when employees left, died, or no 
longer needed clearance. The DOE Inspector General found these prob- 
lems on the CECI for headquarters and we found similar problems at 
Albuquerque and Richland, and to a lesser extent, at Oak Ridge. 

The field offices’ and headquarters’ clearance files had or continue to 
have clearances that should be terminated because (1) contractors and 
IX)E program offices do not promptly notify the contractor and/or field 
office security branches when clearances should be terminated, and (2) 
the field offices do not promptly update the CPCI. These problems are 
discussed below for headquarters and each field office. 

In September 1984, the WE headquarters Clearance Branch began 
assessing the validity of the 17,690 clearances the CPCI listed for head- 
quarters. DOE wanted to improve its clearance data by, among other 
things, identifying and eliminating active clearances that should have 
been terminated because the holders no longer worked for DOE or its con- 
tractors or otherwise no longer needed the clearance. As a result of both 
DOE Inspector General and headquarters actions, 5,400 clearances have 
been terminated and steps are being taken to promptly report 
terminations. 

Prior to headquarters completing its effort, DOE'S Inspector General 
audited the headquarters clearance files between October 1985 and Feb- 
ruary 1986, also focusing on clearances that should have been termi- 
nated. On July 9, 1986, the Inspector General reported that more than 
5,500 of 15,542 clearances that were active in October 1985 should be 
terminated because the clearance holders no longer had an affiliation 
with the Department. The Inspector General’s report concluded that 
three-fourths of the clearances remained active because the organiza- 
tions responsible for notifying the clearance branch that clearances 
should be terminated did not understand their responsibility for provid- 
ing such notice and were not complying with it. In addition, the security 
office did not have a procedure to independently verify the continued 
need for clearances. About one-fourth of the clearances were active 
because, after receiving a termination notice, security did not terminate 
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the clearance on its files. As a result of its own work and the Inspector 
General’s report, headquarters terminated over 5,400 clearances 
between September 1984 and April 1987. 

Headquarters has taken several steps to ensure that future terminations 
are promptly reported. DOE: (1) clarified the responsibilities of program 
offices and contractors for terminating clearances they requested by 
revising DOE order 5631.2A and by modifying the contract closeout 
checklist to include termination of clearances, (2) requires annual recer- 
tifications of federal agency and contractor clearances, and (3) uses a 
computer comparison of security and personnel files to identify termi- 
nated or transferred DOE employees whose clearances should be termi- 
nated or downgraded. 

Promptly terminating clearances is a more complicated undertaking for 
Richland than for headquarters. Richland maintains its 16,000 clear- 
ances on its own clearance data base and also on the CPCI. Two events 
were occurring that allowed clearances to remain active when they 
should have been terminated: (1) the contractors and local DOE offices 
did not notify the Richland clearance branch of needed terminations and 
(2) Richland did not notify headquarters of needed terminations. 

Richland identifies accuracy problem and acts to correct-The Person- 
nel Security Branch Chief, who assumed the position in 1984, deter- 
mined in early 1986 that the Richland clearance data base, called the 
SEC, and the CPCI did not accurately reflect the currently active clear- 
ances at Richland. The files were not current, according to the Branch 
Chief, because prior to 1985, the branch lacked the staff to enter data to 
these two independent computer systems. As a result, a 6-month to 2- 
year backlog of data entries existed. a 

Richland took several important steps to correct these problems. It hired 
a contractor in 1985 to eliminate the data entry backlogs on both data 
bases. The contractor eliminated the backlog on the SEC by April 1986, 
and on the CPCI by August 1986, according to Richland. In addition, in 
1985, Richland revised the annual audits of contractor personnel secur- 
ity activities to include testing the completeness and accuracy of con- 
tractor data bases. 

In February 1986, the Director, Safeguards and Security, also requested 
all eight Richland contractors to reconcile their security files to the SEC 
and to report all corrections to him by March 1986. All contractors 
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responded indicating they had performed complete reconciliations. The 
Director repeated this process in January 1987 and the contractors 
replied by April 1987 that they had completed their reconciliations. 

Contractor reconciliation is not complete-In spite of these assurances, 
the reconciliation for at least one contractor was not complete. A Rich- 
land Security Branch auditor identified clearances at one contractor that 
should have been terminated, but did not report them to the Clearance 
Branch so that such clearances could be terminated. We identified other 
clearances at the same contractor that should have been terminated at 
Richland. Clearance officials at Richland were not aware of these 
problems. 

In August 1986, a Richland clearance branch auditor compared the 
Rockwell clearance files of one of Richland’s contractors (Rockwell) and 
Richland clearance files. The auditor found a 16-percent error rate on 
the Richland data base-16 of 100 cases sampled should have been ter- 
minated on Richland’s files, but were not. This error rate existed despite 
Rockwell’s efforts to reconcile its files with Richland. The auditor did 
not notify the Richland personnel clearance office because, he said, the 
contractor was working to correct the problem. 

In October 1986, we asked Richland and three contractors to verify 
three samples of computerized comparisons we made of the field office’s 
clearance files and those contractors’ payroll files, This comparison 
showed two contractor files to be generally consistent with Richland’s, 
but inaccuracies existed between the Rockwell and Richland clearance 
files. By comparing Richland’s clearance file of 6,000 Rockwell clear- 
ances against the Rockwell payroll file, we identified about 950 clear- 
ances for which our comparison could not verify a continued need. We 
randomly sampled 60 of these 950 clearances and found that 12 should 
have been terminated on the Richland file. On the basis of this sample 
validation, we estimated that at least 105 of the 950 clearances may be 
clearances that were terminated at Rockwell and which should also be 
terminated at Richland.’ 

As of May 1987, the Chief, Personnel Security Branch at Richland, was 
not aware that the field office and Rockwell files were still not recon- 
ciled. He said he relied on Rockwell’s March 1986 and April 1987 letters 
which he interpreted as saying that the reconciliations were complete 
and that the files were accurate. 

lpA,tirnate is bawd on the lower bound of a S&percent confidence limit. 
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As a result of our discussion with Richland and Rockwell personnel, a 
Rockwell security official provided Richland information confirming 
that Rockwell had not completed either the February 1986 or January 
1987 reconciliations. Rockwell said that they had been performing rec- 
onciliations nearly continuously since February 1986 and that, as a 
result, the rate of clearance errors identified in their continuing reconcil- 
iation efforts had dropped to about 5 percent. According to Richland, 
this compares to a 1 percent error rate reported by other contractors. 

Following the above discussions, on May 28, 1987, the Richland Direc- 
tor, Safeguards and Security Division, wrote to the general manager of 
Rockwell Hanford Operations requesting a certified reconciliation of the 
clearance files by June 15, 1987. The Director stated in the letter that 

‘6 
. . during several recent meetings with the General Accounting Office on the 

results of their Personnel Security audit, we became aware that Rockwell may have 
not completed a true reconciliation as reported. 

As a result of our inquiries to members of the Rockwell Security office, your letter 
of May 20, 1987, (reference 6) was provided which confirms that the Rockwell 
responses in March 1986 and April 1987 on the subject reconciliation were misrepre- 
sentations of significant issues.” 

On June 12,1987, Rockwell notified Richland that it had performed a 
complete reconciliation between June 1 and June 10, 1987, and that 
identified errors had been corrected. 

Reasons for and consequences of discrepancies between contractor and 
Richland files-Several reasons exist for the discrepancies between the 
Rockwell and Richland files, according to Rockwell and Richland clear- 
ance branch staff. 

According to a Rockwell personnel security official, Rockwell has inad- 
vertently filed some employee termination statements in its employees’ 
personnel security files instead of forwarding the statements to Rich- 
land. (The official did not know why the termination statements were 
not forwarded to Richland.) Consequently, Richland retained these ter- 
minated clearances as active clearances in the SEC and CPCI data bases. 

Rockwell officials did not always notify Rockwell’s personnel security 
staff when escorts (part-time employees) and vendors (non-employees) 
with clearances terminated their relationships with Rockwell. As a 
result, Rockwell’s security staff did not terminate the clearances on its 
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files and could not notify Richland to terminate such clearances. There- 
fore, such terminated escorts and vendors continued to be shown as 
active clearance holders on the contractor, the SEC, and CPCI data bases. 
Rockwell is currently purging its outdated vendor and escort security 
clearances and informing Richland of these terminations, according to a 
Rockwell security official, 

In a somewhat related situation, Rockwell personnel security staff some- 
times intentionally delayed submitting security termination statements 
to Richland for terminated vendors and escorts, according to a Rockwell 
official. Instead, they kept such clearances in a clearance pool, thinking 
they might be needed again in the near future. According to a Rockwell 
official, Rockwell security then forgot to terminate these clearances and 
they were maintained as active clearances at Rockwell and at Richland 
for years. As this situation demonstrates, maintaining pools of cleared 
employees can create special problems that require extra precautions to 
ensure that clearances are properly terminated. 

In other cases, according to a Rockwell personnel security specialist, 
Richland issued security clearances which Rockwell requested for job 
applicants whom Rockwell never hired. Richland maintained their clear- 
ances because Rockwell did not forward security termination statements 
as required. 

Rockwell was replaced by Westinghouse Hanford Operations on June 29, 
1987. To ensure that similar discrepancies do not recur, Richland 
directed Westinghouse to conduct an internal review of clearance 
processing procedures and report its results to Richland. In its July 27, 
1987, report, Westinghouse concluded that adequate procedures were 
not in place and set out six actions it had initiated to ensure the accu- 
racy of its clearance files. In addition, Richland plans to conduct another 
clearance reconciliation between contractor and field office clearance 
files in the fall of 1987. 

l 

Discrepancies remain between Richland and CPCI files-Richland also 
experienced problems with its files and the CPCI files. That is, Richland 
terminated clearances and removed them from its files but did not ter- 
minate such clearances in the CPCI files. In the spring of 1986, Richland 
had its computer service contractor staff enter these terminations into 
the CPCI file. The backlog of unterminated clearances developed because, 
Richland officials said, prior to 1985, it did not have staff to enter these 
transactions in the CPCI, and Richland’s automated clearance system 
does not automatically transmit information to the CPCI. However, with 
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some changes to the system, such transmissions could be done. Instead, 
the data must be separately entered to each system. During the summer 
of 1986, Richland terminated about 2,000 clearances on the CPU; more 
than 1,300 were over 6 months old. 

As recently as October 1986, Richland officials assured us that these 
terminations had made the SEC and CPCI files as accurate as they could 
be. Such was not the case. On May 12,1987, we completed a computer- 
ized comparison of the CPCI and the Richland clearance file and found 
1,155 cases out of 16,000 that were active on the CPCI for Richland but 
did not show up as active at Richland. We verified a 20-case sample 
with Richland and found that 18 of the 20 clearances should not have 
been active. On the basis of this validation, we estimate that at least 800 
of the 1,155 cases may need to be terminated.2 

Albuquerque 

One reason why these errors could exist is that in 1986, Richland began 
requiring its contractors to reconcile their clearance files with Rich- 
land’s. However, Richland had never reconciled its file with the CPCI. 
The problem started in 1981 when the field office established its own 
automated clearance file because it considered the CPCI to be antiquated 
and difficult to use. At that time, Richland did not reconcile its data base 
with the CPCI to ensure that it at least started off being consistent, In 
addition, updating the CPCI has had a low priority for Richland because 
it does not use the CPCI, Richland officials said. However, Richland 
promptly began reviewing the 1,155 cases we identified and by July 9, 
1987, had made the needed corrections. Although Richland did not keep 
detailed track of how many or what kinds of corrections were made, it 
found clearances that should have been terminated long ago, according 
to a Richland official. The oldest of these should have been terminated 
in 1953, according to a computer service contractor representative at 
Richland. To ensure that similar errors are quickly corrected in the b 
future, Richland said it would reconcile its file to the CPCI annually. 

Albuquerque’s clearance system controls 5 1,000 clearances and has 
accuracy problems similar to those at Richland, but Albuquerque has 
made even less progress in correcting them. Both the Albuquerque clear- 
ance data base and the CPCI contain clearances that Albuquerque should 
have terminated. 

%stimate is based on the lower bound of a 95 percent binomial confidence limit. 
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O a k R id g e  

In  th e  s u m m e r  o f 1 9 8 6 , A l b u q u e r q u e  b e g a n  reconc i l ing  its c o n tractors’ 
c lea rance  d a ta  bases  to  its o w n  d a ta  b a s e . It b e g a n  th e  p rocess  by  send -  
i ng  e a c h  o f its c o n tractors a  list o f c lea rances  wh ich  th e  A l b u q u e r q u e  
d a ta  b a s e  l is ted as  act ive fo r  th a t c o n tractor. A l b u q u e r q u e  asked  e a c h  
c o n tractor to  va l idate  th e  list aga ins t  its f i les. T h e  c o n tractors re tu rned  
th e  lists to  A l b u q u e r q u e  in  th e  fa l l  o f 1 9 8 6  wi th a b o u t 3 ,5 0 0  d isc repan-  
cies, acco rd ing  to  A l b u q u e r q u e  secur i ty  o fficials. For  e x a m p l e , th e  L o s  
A lamos  N a tiona l  L a b o r a tory  list c o n ta i n e d  3 4  p a g e s  o f d iscrepanc ies ,  
i nc lud ing  1 2 3  cases  th a t shou ld  h a v e  b e e n  te rm ina te d . A s  o f M a y  1 9 8 7 , 
A l b u q u e r q u e  h a d  n o t cor rec ted th e  d isc repanc ies  b e c a u s e  staff we re  n o t 
ava i lab le ,  acco rd ing  to  A l b u q u e r q u e  o fficials. A l b u q u e r q u e  was  n o t ab l e  
to  te l l  us  h o w  m a n y  cases  f rom th e  ver i f ied l ists shou ld  b e  te rm ina te d  o n  
the i r  c lea rance  file. 

In  add i tio n  to  th e  p rob lems  b e tween  th e  c o n tractors a n d  A l b u q u e r q u e , 
th e  C P C I l ists act ive c lea rances  fo r  A l b u q u e r q u e  th a t th e  fie ld  o ffice d o e s  
n o t s h o w  as  act ive. In  O c tobe r  1 9 8 6 , w e  d id  a  c o m p u ter i zed  compar i son  
o f th e  W C I a n d  A l b u q u e r q u e  f i les a n d  fo u n d  th a t th e  C P C I l is ted 5 ,6 0 0  
f i les as  act ive a t A l b u q u e r q u e  wh ich  A l b u q u e r q u e  d id  n o t s h o w  as  
act ive. W e  va l ida ted  a  30 -case  s a m p l e  o f th e s e  wi th A l b u q u e r q u e , wh ich  
i den tifie d  p rob lems  wi th 2 6  o f th e  cases.  O f th e  3 0  cases,  A l b u q u e r q u e  
fo u n d  (1)  1 6  we re  act ive o n  th e  C P C I, a l though  A l b u q u e r q u e  s h o w e d  
th e m  as  te rm ina te d ; (2)  A l b u q u e r q u e  h a d  n o  record  fo r  9  o the rs  th a t 
we re  o n  th e  C P C I; a n d  (3)  1  h a d  a n  incorrect  soc ia l  secur i ty  n u m b e r , 
wh ich  c a u s e d  it to  incorrect ly  a p p e a r  as  a  case  th a t shou ld  h a v e  b e e n  
te rm ina te d . O n  th e  bas is  o f ou r  va l idat ion,  it appea rs  th a t a t least  3 ,8 0 0  
o f th e  5 ,6 0 0  A l b u q u e r q u e  c lea rances  in  q u e s tio n  shou ld  b e  te rm ina te d .:’ 
In  A u g u s t 1 9 8 7 , w e  g a v e  h e a d q u a r ters, a t the i r  r eques t, th e  5 ,6 0 0  c lear-  
ances  in  q u e s tio n  a n d  th e y  b e g a n  de le tin g  th e m  as  appropr ia te .  

- -  

O u r  rev iew o f th e  4 1 ,0 0 0  O a k  R idge  c lea rances  l is ted o n  th e  loca l  O a k  
R idge  fi le a n d  o n  th e  C P C I was  m u c h  less ex tens ive  th a n  th e  rev iew w e  
pe r fo rmed  a t R ich land  a n d  A l b u q u e r q u e  b e c a u s e  o f tim e  a n d  staff con-  
straints. Spec i f ically, w e  d id  n o t u s e  a  c o m p u ter  p r o g r a m  to  test  th e  
accuracy  o f e i ther  th e  O a k  R idge  c lea rance  d a ta  b a s e  or  th e  C P C I l is t ings 
fo r  O a k  R idge . Howeve r , du r i ng  lim ite d  d iscuss ions  wi th O a k  R idge  o ffi- 
c ia ls a n d  rev iews o f in terna l  reports,  w e  i den tifie d  p rob lems  wi th th e  
fie ld  o ffice’s c lea rance  file. 

“l&t in~atc is based  o n  the lower  b o u n d  of a  9 5  percent  b inomia l  conf idence limit. 
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Chapter 4 
DOE Needs to Improve the Accuracy of Its 
Clearance Data Bases 

Oak Ridge uses three techniques to monitor its clearance data base and 
identify clearances that should be terminated. These are (1) the reinves- 
tigation program requirement to validate clearances, (2) reconciliations 
between the Oak Ridge and contractor files, and (3) internal surveys and 
audits. The reinvestigation program is identifying clearances that 
should be terminated but the clearance branch has no data on how many 
such clearances exist. Use of the reinvestigation technique is hampered 
because the program is far behind in performing needed reinvestiga- 
tions. In our recent report on DOE’S reinvestigation program,4 we noted 
that Oak Ridge had a backlog of 30,000 reinvestigations and needed to 
do 6,000 to 7,000 a year through 1991 to catch up, but was only doing 
2,400 in 1986 and 1986. 

Oak Ridge has been sending contractors lists of clearances which the 
Oak Ridge data base shows as active for those contractors, according to 
Oak Ridge officials. The officials said they send the lists to contractors 
on a monthly basis. However, Martin Marietta, which has an automated 
clearance data base, verifies parts of its data base with Oak Ridge from 
time to time. The contractors then are required to reconcile the data and 
report needed changes to Oak Ridge. Oak Ridge had no documentation of 
the lists it sent to the contractors or the results of these reconciliations. 
However, an official pointed out that Rust Engineering, which has about 
3,000 clearances, never responded to these reconciliation requests so 
Oak Ridge stopped sending them lists in 1982. Consequently, Oak Ridge 
has no assurances since at least 1982 that clearances listed for Rust 
Engineering are accurate. 

Oak Ridge’s failure to obtain reconciliations from Rust is an important 
oversight. The Oak Ridge Technical Inspections Branch conducted one of 
the internal surveys that Oak Ridge used to assess the accuracy of clear- 
ance files. Its March 1987 draft-the final report had not been issued by b 
September 1, 1987-reported that Rust Engineering, which does work 
for DOE and other organizations, maintained a reserve workforce-often 
called a pool-of 778 Q cleared individuals representing 17 crafts from 
which it hires people as needed for various construction jobs. The 
Inspections Branch checked 208 of these and found that 154 (74 per- 
cent) appear to have left the contractor’s employment from 1 to 15 
years ago but the contractor had not notified DOE or submitted the 

4Nuclear Security: JIOE’s Reinvestigation of Employees Has Not Fken Timely (GAO/RCED-8’7-72; 
Mar. 1987). 
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required clearance termination forms. According to the report, the con- 
tractor used the pool as a place to keep terminated employees-even 
those discharged for excessive absence or tardiness. 

The Inspections Branch report noted that the Oak Ridge Construction 
Division Director appears to have authorized the contractor, in a  letter 
dated March 3 1, 1985, to maintain the pool in spite of DOE’S regulations 
prohibiting pools. The report further concluded that there was no evi- 
dence that Rust was implementing measures for controlling the pool, 
even though the Construction Division required such measures. As an 
example of where controls were lacking, there was no evidence that the 
contractors had ever checked the pool to determine whether those in it 
were still available to work or even whether they were still alive. 

Although we did not, attempt to identify differences between the Oak 
Ridge and CPCI data bases, an Oak Ridge official told us they never rec- 
onciled the Oak Ridge clearance files with the CPU. W ithout at least peri- 
odic reconciliations, Oak Ridge cannot be sure that its clearance files are 
accurate. 

Files Do Not List In some situations at the Albuquerque and Richland field offices, 
e Clearances That employees had clearance badges that al lowed them access to classified 

information and facilities, but the field offices did not list active clear- 
ances for these people. For example, in the reconciliation that Los 
Alamos conducted with the Albuquerque clearance file, it identified 
about 620 employees and vendors who had properly obtained clear- 
ances, had badges, and were working but who did not have an active 
clearance listed at Albuquerque. Further, according to a  Richland com- 
puter service contractor, the Rockwell contractor also identified employ- 
ees-fewer than lOO-who had clearance badges but no active b 
clearances. 

Not having active clearances listed on the Albuquerque and Richland 
files raises security concerns. These persons never come up for reinves- 
tigation because the DOE field offices, which draw up the reinvestigation 
lists, do not list the clearances as active, according to an Albuquerque 
official who identified these problems. 
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C learance  D a ta  B a ses T h e  c lea rance  d a ta  bases  a t b o th  th e  fie ld  o ff ices a n d  a t h e a d q u a r ters  

H !ave  E rro rs a n d  A re  c o n ta in  d a ta  er rors  o r  omiss ions  o the r  th a n  th o s e  re la ted to  w h e the r  

M issin g  D a ta  
speci f ic  c lea rances  shou ld  b e  act ive. For  e x a m p l e , L o s  A lamos  reconc i led  
its d a ta  b a s e  wi th A l b u q u e r q u e ’s in  S e p te m b e r  1 9 8 6 . It i den tifie d  over  
1 ,0 0 0  er rors  which,  in  add i tio n  to  u n te rm ina te d  c learances,  i nc luded  a  
r a n g e  o f er rors  such  as  un reco rded  n a m e  c h a n g e s , inaccura te  c lea rance  
i den ti f icat ion n u m b e r s , c o n fl ict ing c lea rance  levels,  a n d  inaccura te  
c lea rance  f i le locat ions.  W e  fo u n d  s imi lar  er rors  a t R ich land  w h e r e  th e  
reconc i l ia t ion wi th Rockwe l l  h a d  n o t b e e n  c o m p l e te d . Howeve r , as  o f 
J u n e  1 2 , 1 9 8 7 , Rockwe l l  cert i f ied to  R ich land  th a t its f i les h a d  b e e n  fu l ly  
reconc i led  to  R ich land’s. 

In  add i tio n  to  th e s e  errors,  a  l a rge  n u m b e r  o f c lea rance  f i les d o  n o t con-  
ta in  soc ia l  secur i ty  n u m b e r s . For  e x a m p l e , 1 3 4  o f 7 3 7  (18  pe rcen t) 
S a n d i a  fi les; 2 3 0  o f 1 ,7 7 2  (13  pe rcen t) L o s  A lamos  fi les; a n d  1 ,1 0 3  o f 
2 ,6 3 6  (42  pe rcen t) R ich land  f i les th a t w e  l ooked  a t h a d  n o  soc ia l  secur -  
ity n u m b e r s . T h e  D O E  Inspec to r  G e n e r a l  repor ted  in  Ju ly  1 9 8 6  th a t th e  
C P C I d id  n o t list soc ia l  secur i ty  n u m b e r s  fo r  1 ,5 0 0  h e a d q u a r ters  emp loy -  
e e s . H e a d q u a r ters  h a s  s u b s e q u e n tly a d d e d  soc ia l  secur i ty  n u m b e r s  to  
h u n d r e d s  o f c lea rance  records  a n d  is c o n tin u i n g  e fforts to  correct  th is  
p rob l em . 

In  add i tio n  to  m iss ing soc ia l  secur i ty  n u m b e r s , th e  C P C I a lso  c o n ta ins  
incorrect  soc ia l  secur i ty  n u m b e r s . In  Apr i l  1 9 8 7 , w e  c o m p a r e d  th e  soc ia l  
secur i ty  n u m b e r s  o f C P C I c lea rance  ho lde rs  fo r  A l b u q u e r q u e  a n d  Rich-  
l and  wi th th e  Soc ia l  Secur i ty  A d m inistrat ion’s list o f va l id  n u m b e r s . For  
2 ,5 6 4  o f a b o u t 6 0 ,7 0 0  cases  ( a b o u t 4  pe rcen t) th e  l is ted soc ia l  secur i ty  
n u m b e r  d id  n o t m a tch th e  A d m inistrat ion’s records.  

D a ta  B a se  P rob lems A t th e  th ree  fie ld  o ff ices w e  rev iewed,  p rob lems  inheren t  in  th e  m u l ti- 1 , 

con trib u te  to  E rro rs leve l  c lea rance  d a ta  b a s e  sys tem h a v e  inc reased  th e  impac t o f th e  m o r e  
bas ic  p rob lems  c o n tr ibut ing to  c lea rance  d a ta  inaccurac ies.  For  e x a m p l e , 
th e  r equ i r emen t fo r  r e d u n d a n t d a ta  e n try a t R ich land,  th e  c u m b e r s o m e  
u p d a tin g  r equ i r emen ts o f th e  C P C I, a n d  th e  obso le te  er ror  check ing  a t 
A l b u q u e r q u e  h a v e  al l  w o r s e n e d  th e  impac t o f staff shor tages,  

I - -_ . - .  

+ d u n d a n t D a ta  E n try 
Ip p e d e s  U p d a tin g  

In  1 9 8 1  R ich land  act ivated its S E C  c lea rance  d a ta  b a s e , b u t d id  n o t p ro -  
v ide  a n  a u to m a te d  l ink b e tween  th e  S E C  a n d  th e  C P C I. C o n s e q u e n tly, 
u p d a tes  m a d e  to  th e  S E C  m u s t b e  manua l l y  dup l i ca ted  fo r  e n try to  th e  
cm. Rich land  o fficials rea l i zed  in  1 9 8 5  th a t e n tr ies to  th e  S E C  a n d  C P C I 
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C h a p te r  4  
D O E  N e e d s  to  Im p ro v e  th e  A c c u ra c y  o f Its  
C l e a ra n c e  D a ta  B a s e s  

w e re  b a c k l o g g e d  fo r 6  m o n th s  a n d  2  y e a rs  re s p e c ti v e l y , a n d  th e y  a ttri b - 
u te d  th e  b a c k l o g  to  i n a d e q u a te  s ta ff. H o w e v e r, th e  i m p a c t o f th e  s ta ff 
s h o rta g e  o n  th e  b a c k l o g  w a s  e x a c e rb a te d  b e c a u s e  e a c h  s y s te m  h a d  to  b e  
s e p a ra te l y  u p d a te d  a n d  s e p a ra te l y  c o rre c te d . A c c o rd i n g  to  D O E  h e a d - 
q u a rte rs  s e c u ri ty  b ra n c h  o ffi c i a l s , th e y  w o u l d  l i k e  to  s e e  th e  S E C  a n d  
C P C I d i re c tl y  c o n n e c te d  b u t th e y  c a n n o t re q u i re  R i c h l a n d  to  m a k e  th e  
c h a n g e . 

C u m b e rs o m e  U p d a ti n g  
I~ e y u i re m e n ts  Im p e d e  
U p d a ti n g  

I 

T w o  C P C I fe a tu re s  w o rk  to g e th e r to  c o m p l i c a te  fi e l d  o ffi c e  e ffo rts  to  
u p d a te  C P C I d a ta  fo r th e i r o ffi c e s . F i rs t, th e  C P C I i s  u p d a te d  th ro u g h  a  
p ro c e s s  th a t u p d a te s  a l l  tra n s a c ti o n s  o f a  p e ri o d  d u ri n g  o n e  o p e ra ti o n  
w i th o u t a  d a ta  e n try  p e rs o n  b e i n g  a b l e  to  w o rk  o n  e a c h  fi l e  s e p a ra te l y . 
In  a d d i ti o n , th e  C P C I re q u i re s  e v e n ts  i n  th e  c l e a ra n c e  p ro c e s s  to  b e  
e n te re d  i n  th e  o rd e r i n  w h i c h  th e y  o c c u r. S e v e ra l  d a te s  c a n n o t b e  
e n te re d  a t o n c e -i f th e y  a re , a n  e rro r i s  g e n e ra te d . C o n s e q u e n tl y , a s  
R i c h l a n d  a n d  A l b u q u e rq u e  w o rk e d  to  u p d a te  fi l e s  fo r w h i c h  s e v e ra l  
e v e n ts  h a d  n o t b e e n  e n te re d , th e y  h a d  to  re p e a te d l y  re p ro c e s s  m a n y  
fi l e s  to  c o rre c t th e m  e v e n t b y  e v e n t. A  m o re  m o d e rn  p ro c e s s  th a t a l l o w s  
d i re c t i n d i v i d u a l  u p d a te s  c o u l d  m a k e  th e  u p d a te  p ro c e s s  s i m p l e r. 

O b s c . l e te  
In c r ; 

E rro r C h e c k i n g  A l b u q u e rq u e  a u to m a te d  i ts  c l e a ra n c e  fi l e s  i n  a b o u t 1 9 6 8 . H o w e v e r, th e  
a s e s  S y s te m  E rro rs  A l b u q u e rq u e  d a ta  b a s e  h a s  n o t k e p t p a c e  w i th  te c h n o l o g y . U n ti l  

re c e n tl y , i t h a d  n o  e rro r c h e c k i n g  to  e l i m i n a te  e rro rs  b e fo re  u p d a ti n g  
c l e a ra n c e  i n fo rm a ti o n  to  th e  C P U . W h i l e  i t re c e n tl y  a d d e d  e rro r c h e c k - 
i n g , th e  e rro r c h e c k i n g  i s  n o t fu l l y  e ffi c i e n t b e c a u s e  A l b u q u e rq u e ’s  d a ta  
b a s e  e q u i p m e n t i s  o b s o l e te . C o n s e q u e n tl y , A l b u q u e rq u e  s u b m i ts  3 5 0  to  
5 0 0  e rro rs  a t a  ti m e  (w h i c h  m u s t b e  c o rre c te d  a n d  re s u b m i tte d ) to  th e  
c m , a c c o rd i n g  to  a n  A l b u q u e rq u e  o ffi c i a l . In  o n e  w e e k l y  re p o rti n g  
p e ri o d  A l b u q u e rq u e  h a d  a  5 0  p e rc e n t e rro r ra te -l ,0 9 6  o f 2 ,1 8 7  tra n s - b  
a c ti o n s  w e re  e rro rs . C o rre c ti n g  th e s e  e rro rs  p u ts  a n  a d d e d  d ra i n  o n  

I A l b u q u e rq u e ’s  c l e a ra n c e  s ta ff. 

D O E S  Is  C o n s i d e r i n g  
Im p + v e m e n ts  to  W C 1  

D O E  h e a d q u a rte rs  i s  s tu d y i n g  w h e th e r th e  C P C I s h o u l d  b e  u p g ra d e d  to  a  
s y s te m  w h e re  u p d a te s  c a n  b e  m a d e  d i re c tl y  a s  th e y  a re  re c e i v e d  b y  a  
c l e a ra n c e  o ffi c e  a n d  w h e th e r s u c h  a  s y s te m  w o u l d  s e rv e  a l l  D O E  fi e l d  
o ffi c e s . S u c h  a  s y s te m  w o u l d  e l i m i n a te  th e  n e e d  fo r i n d e p e n d e n t s y s - 
te m s  s u c h  a s  th o s e  a t A l b u q u e rq u e , O a k  R i d g e , a n d  R i c h l a n d . C u rre n t 
i n d i c a ti o n s  a re  th a t e x i s ti n g  h e a d q u a rte rs  c o m p u te r e q u i p m e n t i s  a d e - 
q u a te  fo r a l l  fi e l d  o ffi c e s  a n d  th e  a d d e d  c o s t o f i n c o rp o ra ti n g  A l b u q u e r- 
q u e , O a k  R i d g e , a n d  R i c h l a n d  i n  th e  s y s te m  w o u l d  b e  m i n i m a l . 
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Chapter 4 
DOE Needs to Improve the Accuracy of Its 
Clearance Data Bases 

Under such a system, data would be entered once, eliminating double 
data entry and the possibility for adding errors, which the existing pro- 
cess creates. It would also ease the data entry process and allow all loca- 
tions to benefit from the data entry error checking capability available 
in the CPCI. 

t$onclusions The automated data bases which DOE uses to maintain control of active 
security clearances have major shortcomings. The field office clearance 
data bases contain hundreds of clearances that should be terminated, 
and Albuquerque and Richland do not contain clearances that they 
should. Beyond that, the CPCI also shows as active thousands of clear- 
ances that should have been terminated-some many years ago-and 
does not contain others that it should. Files at DOE/HQ and at the field 
offices also contain a variety of data errors and are missing other data 
elements such as social security numbers which provide a basis for auto- 
mated clearance validations. 

The data inaccuracies exist for a variety of reasons. The DOE Inspector 
General reported that at headquarters uo~ program offices and contrac- 
tors have not notified the DOE headquarters security branch when clear- 
ance holders terminated their association with DOE and no longer needed 
their clearances. We found similar situations at the field offices. In addi- 
tion, even when the field offices were notified of clearance terminations, 
they often did not have staff to record the terminations. 

The clearance accuracy problems have been exacerbated by WE’S multi- 
ple automated data bases, which communicate poorly with each other. 
Richland, for example, must enter data on its own data base and again 
on the CPCI, and Albuquerque’s obsolete error checking system fails to 
weed out errors, making added work for its staff to correct. In addition, 
contractors maintain their own clearance files, thus creating a third 
level of independent clearance files-all of which DOE eventually pays 
for. 

In addition, management problems exist. DOE’S decentralized manage- 
ment structure does not provide headquarters security branch officials 
direct authority over the field offices other than by issuing DOE Orders. 
The headquarters clearance office generally acts as an advisor to field 
offices on their clearances matters. Consequently, headquarters cannot 
require all field offices to (1) use the CPCI rather than proliferating their 
own systems, (2) have automated data entry from field office systems to 
the cm, or (3) have fully compatible error-checking. Furthermore, 
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before 1986, the field offices that we reviewed neither conducted initial 
reconciliations when initiating new systems nor performed periodic rec- 
onciliations of their files with headquarters files or their contractor’s 
files. 

As a result, the various clearance files overstate the number of clear- 
ances for which DOE and each office is responsible, while not including 
others for which they are responsible. This complicates management of 
other clearance functions such as the reinvestigation program because 
without accurate data DOE can determine neither the number of cleared 
employees needing reinvestigation nor when reinvestigations are 
needed. Furthermore, data bases listing employees as having active 
clearances even though they should have been terminated pose a poten- 
tial security concern because one of DOE'S ways to prevent unauthorized 
access to classified information and facilities is compromised. 

/ 

Recc/mmendations To ensure a reliable and efficient security clearance data base, we rec- 
ommend to the Secretary of Energy that DOE 

. validate the accuracy and completeness of its security clearance data 
base from the contractor files to the CPCI and develop appropriate updat- 
ing techniques to ensure they remain current; and 

l determine whether one DOE data base, properly maintained, can serve all 
IXIE clearance needs, including those of its contractors, rather than keep- 
ing the current multi-layered system. 
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Since December 1986, DOE has recognized that many DOE and contractor 
employees have higher level and more clearances than needed. At that 
time, a DOE task force to improve security at DOE facilities identified as 
one reason for overclassification DOE’S failure to grant each clearance on 
a case-by-case basis, based on the specific clearance level required to 
perform a job; DOE regulations require this process. 

Although the task force recommended ways to reduce clearances, head- 
quarters was slow in requiring clearance offices to implement these or 
other steps, and clearance staffs carried out clearance reduction actions 
at their own discretion with varying levels of effectiveness. DOE has 
paved the way for reducing Q sensitive clearances to Q nonsensitive by 
revising the clearance order, but the number of actual reductions from 
this step and others is still small. 

On June 9, 1987, DOE issued new direction to clearance offices to reduce 
clearance levels and numbers as a first step in developing a plan for 
meeting DOE'S requirements for reinvestigating cleared employees at 5- 
year intervals. These directions, if aggressively implemented, could lead 
to substantial reductions in the numbers and levels of DOE'S clearances. 

DOE’S Clearance 
Regulations Are Not 
Being Followed 

In December 1985, the Personnel Security Program subgroup of DOE’S 
Cerberus Task Force sent a discussion paper to all field offices pointing 
out its conclusion that clearances were granted for reasons not consis- 
tent with regulations and that, as a result, DOE had more and higher 
level clearances than it needed. 

Specifically, the subgroup noted that many DCE employees had higher 
level clearances than they needed to perform their duties. As an exam- 
ple, it noted that 49 percent of then-current DOE employees possessed a 
Q sensitive clearance and that many of them could accomplish their 
duties with a much lower level clearance. They had Q sensitive clear- 
ances because headquarters employees are routinely processed for that 
clearance. 

Similarly, contractor employees were also overcleared, the subgroup 
noted. According to the group, some DOE facilities have arbitrarily 
adopted a policy of requiring all employees to possess a DOE Q nonsensi- 
tive clearance even though their duties do not require access to classi- 
fied data or nuclear material of a type and quantity for which the 
Atomic Energy Act requires a clearance. This policy was enacted to alle- 
viate the facility from having to compartmentalize classified from 

Page 60 GAO/RCEJMS-28 DOE’s Clearance Program 



I -. -.. _ - .--.. ._.- “.--_- ---___- -- 

Chapter 6 
DOE Needs tu Reduce Clearances 

D O @  and Contrac tors  
Not Aggress ively  
ucing Clearances 

. 

unclas s ified work or to assure that a cadre of c leared personnel was 
kept available for use on whatever c las s ified work was ass igned to the 
s ite, the subgroup said. 

Three of the seven contractors we reviewed also made indiv idual c lear- 
ance requests on the basis  of a general polic y  rather than the indiv idual 
determination of access  needs as required in DOE Order 5631.2A; DOE 
granted these c learances. For example, Rust Engineering requests Q  
c learances for all union employment prospects and the Los Alamos and 
Sandia Laboratories request Q  c learances for v irtually  all their employ- 
ees. These contractors request these high-level c learances, according to 
contractor offic ials , partially  based on secur ity  needs but also to assure 
the future availability  of employees for work requiring a Q  c learance. 
Contractors also request c learances as a way of avoiding such potential 
employee relations  problems as litigation in hiring and promotion cases 
where c learances could be an issue. Requesting c learances for these rea- 
sons is  not consis tent with the DOE Order. 

In December 1985, the Cerberus Task  Force recognized that over-c lear- 
ance was a problem throughout DOE and discussed several recommenda- 
tions  to reduce c learance levels  and numbers. However, DOE did not then 
require that these recommendations be implemented. 

The tas k  force recommended reducing the numbers and levels  of c lear- 
ances by, among other things  

having the field office fac ilities  allow access  to employees wearing 
badges marked “building access  only ,” rather than requiring Q  and L 
c learances when only  building access  and not information access  is  
required; 
compartmentalizing areas to separate c las s ified from unclas s ified work 
at DOE contractor locations; and 
reviewing employee c learances to ensure that employees have c lear- 
ances direc tly  related to the c las s ification level of the information to 
which they need access.  

Although the headquarters and field c learance branches, at their May 
1986 personnel secur ity  conference, recognized the need to reduce c lear- 
ance numbers and levels , c learance s taffs  carr ied out c learance reduc- 
tion actions at their own discret ion with vary ing levels  of effec tiveness 
for the next year. After the 1986 conference, the Acting Chief, Head- 
quarters Personnel Clearance Branch, began preparing a letter from the 
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Assistant Secretary for Defense Programs to all field offices, setting out 
the actions that should be taken to reduce the numbers and levels of 
LXX’S clearances. The Acting Chief said the letter was supposed to be 
issued in October 1986 but it was not issued until April 9, 1987, because 
of various revisions, thus delaying instructions to headquarters and the 
field offices. 

Each field office has made some progress towards achieving important 
reductions. However, these have generally been easily made reductions 
from Q sensitive to Q nonsensitive or L. The reductions are easily made 
because the Q sensitive clearance has little impact on access to most 
classified information, material, or facilities and because the September 
1986 revision of the clearance regulations tightened the requirements 
for a Q sensitive clearance in such a way that it essentially precludes 
contractors and all but high-level DOE employees from having such clear- 
ances. For the most part, only those who affect the policy direction of a 
program now qualify for a Q sensitive clearance; contractors and lower- 
level DOE: employees should not normally be in a position of setting DOE 
program policy. 

I I ~adquartws 
1 
I 

Headquarters has taken several steps to reduce the numbers and levels 
of clearances for its federal and contractor employees. Headquarters has 
long used building access badges to hold down the number of clearances 
it grants. It began issuing building access badges to federal employees in 
1977 and to contractor employees in 1983. Headquarters now has 4,058 
active building access badges, according to the Chief, Headquarters Per- 
sonnel Security. Without access badges, these employees would have 
needed clearances. However, a May 4,1987, DOE Inspector General 
report pointed out that 83 percent of the 1,100 headquarters cleared 
employees it sampled had clearances higher than they needed. Earlier, a 
July 9, 1986, Inspector General report concluded that clearances were 
not promptly terminated. Responding to these reports and on their own 
initiative, headquarters clearance officials have taken several steps to 
reduce clearances, including the following: 

l established an automated system for DOE federal employees to identify, 
among other things, when employees are transferred to offices where a 
lower level clearance might be appropriate. 

l established and implemented for the first time an annual reconciliation 
of the CPCI by each headquarters unit and contractor organization along 
with determining if clearances are still needed and/or their level should 
be lowered. 
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Albu+erque 

A headquarters security official reported that as of May 29, 1987,581 
of its approximately 12,200 clearances had been lowered-most were 
from the Q sensitive to the Q nonsensitive level. 

The Albuquerque field office is not taking any specific steps to reduce 
the number and level of clearances other than reducing clearances from 
Q sensitive to Q nonsensitive. Albuquerque identified 2,600 Q sensitive 
clearances that could be reduced and has begun downgrading them. An 
Albuquerque official said the field office plans to complete the down- 
grading by about December 1987. 

E’urthermore, Albuquerque cancelled an initiative it began in May 1986. 
In that initiative, Albuquerque asked its Internal Review and Evaluation 
Division to examine whether a restructuring of the field office and its 
contractors would reduce the number of employees requiring Q and L 
clearances. The requests were cancelled because the internal review 
office needed security division staff and the division had no staff to 
spare, according to the Director of Security. 

Oak Ridge has taken several steps to reduce clearance numbers and 
levels, but the success of these steps in achieving clearance reductions 
has been uneven. For example, in December 1985, the Oak Ridge Direc- 
tor of Safeguards and Security sent letters to two DOE divisions and 
three contractors transmitting the preliminary findings and recommen- 
dations of the Cerberus Task Force concerning clearance reductions. 
While he asked the addressees to review and comment on the findings 
and recommendations, he did not require steps to reduce clearances. Of 
the two contractors we looked at, Rust Engineering and Martin Marietta, 
one has taken steps to reduce clearances and one has not. b 

Rust Engineering representatives said they do not remember Oak Ridge 
asking them to reduce clearances and they have done nothing to reduce 
them. The other contractor, Martin Marietta, established a performance 
improvement program to look at several security issues including reduc- 
tions in the numbers and levels of clearances. While Martin Marietta 
management said safeguards and security concerns precluded efforts to 
reduce the number of Q cleared employees at the Y-12 complex, it was 
able to separate employees from Oak Ridge National Laboratory who 
work in the northeast end of the Y-12 complex, and thereby reduce their 
clearance level. Martin Marietta said it reduced 583 Q clearances to L 
clearances, thus saving an estimated $160,000 in annual clearance costs. 
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In addition, Martin Marietta terminated about 1,100 clearances for non- 
employees such as vendors and subcontractors. 

Oak Ridge also began an effort to consider compartmentalizing the fed- 
eral building but has made little progress toward accomplishing com- 
partmentalization In the summer of 1986, Oak Ridge created the Space 
Management Plan Implementation Group to implement the recommenda- 
tions in the June 1986 Long Range Space Management Plan. The plan 
was developed by the Space Management Plan Development Committee 
and its purpose was to provide long-term solutions to DOE/OR’S space 
problems. Although the implementation group created a subgroup to 
study compartmentalization, the development committee decided, on 
August 19, 1986, that it should not develop compartmentalization pro- 
posals, but should be prepared to react to such decisions developed else- 
where. On December 1,1986, the Oak Ridge Assistant Managers for 
Administration and Defense Programs directed the implementation sub- 
group, as a first step in the compartmentalization process, to analyze the 
costs and benefits of compartmentalization. By September 2, 1987, a 
draft analysis was being reviewed, but no clearance reductions had been 
taken. 

Another Oak Ridge contractor, Boeing Petroleum Services, has taken 
steps to reduce clearances. It conducted a review of the sensitivity of 
positions at the Strategic Petroleum Reserve and reduced the number of 
sensitive positions by 740. This reduction creates the framework for 
proportionate future reductions in clearances. 

In December 1985 the Richland manager initiated several steps aimed at 
reducing the numbers and levels of clearances. Richland security offi- 
cials said these steps are beginning to have a positive impact but they do 
not have data to quantify the results. 

Following the December 2,1985, Cerberus Task Force report, the mana- 
ger, Richland requested all eight of its contractors to review the security 
responsibilities of its Q and L cleared employees and to report to him by 
March 1986 on those whose clearances could be lowered. Although the 
contractors identified 1,078 of its almost 15,000 clearances active as of 
August 1986 as candidates for reduction, by March 1987, Richland had 
documented reductions of 267 of these clearances. According to Rich- 
land officials, more clearances have been lowered and others have been 
issued at lower levels but they have not maintained a count. 
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The manager, in December 1985, also requested the contractors to pre- 
pare and forward plans where appropriate for converting areas that 
require a clearance to gain access to an area not requiring a clearance. 
As of May 1987 the contractors had converted three clearance areas to 
nonclearance areas. Although Richland officials did not know the 
number of security clearance reductions that resulted from these 
actions, they said they knew reductions had occurred. 

Also, on August 29, 1986, the manager issued an order (DOE Order 
563 1.3) requiring contractors to annually review their employees’ secur- 
ity clearances and adjust them to the minimum level required. 

More and Higher Level Reducing clearance numbers and levels can decrease clearance costs 

Cle@rances Than because obtaining and reinvestigating any clearance entails costs which 
increase sharply as the clearance level increases. Table 5.1 shows the 

Ne$ded Increase DOE’s fees DOE pays other organizations for the investigations needed to obtain 

Secbrity Costs and and reinvestigate clearances, as well as the cost to obtain a “building 

De ‘rease Security 
4 

access only” badge. As the table shows, lowering a clearance from a Q 
nonsensitive to a secret or L or to an “access only” badge can save $635 
per clearance in reinvestigation costs and $1,835 when current clear- 
ance holders are replaced. 

.&_- 
Table b.1: Clearance and Reinvestigation 
costs Type Initial Clearance Reinvestigation --__.- -- --.... - 

Q sensitive $2,300 $2,300 ._.~~ 
Q nonsensitive I 1,850 650 
Top secret 1,850 650 
Secret 15 15 
L 15 15 
Access only 15 15 b 

Reducing clearance numbers and levels can also tighten security because 
it reduces the number of people with potential access to classified infor- 
mation and material. The need for reducing clearances has been fre- 
quently recognized in recent congressional hearings and in various 
studies of security concerns as an important step toward improving 
security. 

Conclusions In December 1985, a subgroup of DOE'S Cerberus Task Force wrote to all 
DOE clearance offices concerning how clearance processing times could 
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be reduced. It said that DOE and contractor employees at the field offices 
and at headquarters had more and higher-level clearances than needed. 
The subgroup said that if the clearance numbers and levels could be 
reduced, the clearance staff work load would be reduced and thus clear- 
ance processing could be accelerated. 

The subgroup pointed out that excessive clearance numbers and levels 
exist because, for example, many headquarters employees were 
processed for Q sensitive clearances when a much lower level of clear- 
ance would have sufficed. Further, some DOE facilities have arbitrary 
policies of requiring all employees to possess Q nonsensitive clearances 
even though the employees do not require access to Q level classified 
data or material. Three contractors at two of the field offices we 
reviewed have similar policies granting virtually all employees Q non- 
sensitive clearances. These actions are not consistent with DOE’S clear- 
ance orders, which require that each clearance be granted on a case-by- 
case basis and limited to the lowest level of access required. 

Maintaining more and higher levels of clearances than are needed cre- 
ates undue security risks because over-cleared individuals may have 
access to information classified at a higher level than they need. In addi- 
tion, higher than needed clearances incur unneeded costs-a Q nonsensi- 
tive clearance investigation costs $1,850 compared to $15 for an L 
clearance, and clearance processing for higher level clearances requires 
more clearance staff resources. 

The Cerberus subgroup, in its December 1985 discussion paper, also sug- 
gested a number of initiatives for discussion that could reduce clearance 
numbers and levels, but DOE did not require that these initiatives be 
acted on. In the spring 1986 Personnel Security Conference, DOE'S secur- 
ity officials agreed that guidance on clearance reduction steps should be 
developed for issuance in October 1986 by the Assistant Secretary for 
Defense Programs. The guidance was not issued until April 9, 1987. It 
called for field offices to (1) implement the more stringent criteria 
adopted by the IKE Order in September 1986 for obtaining a Q sensitive 
clearance, and (2) examine the clearance level needed for all cleared 
employees. 

Since December 1985, DOE has made progress in initiating actions that 
may reduce the numbers and levels of clearances, but only small reduc- 
tions have been accomplished so far. It is important to note that elimi- 
nating active clearances for individuals no longer associated with DOE is 
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an important but different issue from correcting situations where cur- 
rent employees are overcleared. 

As one step to control clearance levels, headquarters began issuing 
“building access only” badges for DOE employees in 1977 and for con- 
tractors in 1983. Consequently, over 4,000 individuals who would have 
had clearances and potential access to classified information if all 
employees required a clearance, now have “building access only.” For 
federal buildings at the offices we visited, Richland also adopted such a 
system after over a year (during which it was awaiting funds), while 
Albuquerque and Oak Ridge have not. None of the field offices have 
actively promoted and achieved success with contractor programs to 
compartmentalize work areas. Headquarters has also adopted an auto- 
mated program to identify clearances that should be downgraded. All 
offices are taking steps in response to the September 1986 change in the 
requirements for Q sensitive clearances to identify clearances that could 
be downgraded from Q sensitive to Q nonsensitive, but only headquar- 
ters could provide data on reductions achieved-581 Q sensitive clear- 
ances reduced to Q nonsensitive or L clearances. Albuquerque and Oak 
Ridge have identified about 2,600 and 740 clearances that could be 
downgraded. 

In response to recommendations in our March 10, 1987, report on DOE'S 
reinvestigation program, the IJnder Secretary tasked the Assistant Sec- 
retary for Defense Programs and the Assistant Secretary for Manage- 
ment and Administration to direct headquarters and each field office to 
develop plans to meet departmental reinvestigation targets. The Assis- 
tant Secretary for Defense Programs conveyed these directions to DOE’S 
field office managers on June 9, 1987, and pointed out that reductions in 
the numbers and levels of clearances is one security issue that must be 
pursued. The Assistant Secretary for Defense Programs also made the b 
Director, Office of Safeguards and Security, responsible for monitoring 
implementation of the plan and reporting his results annually to the 
Assistant Secretary for Defense Programs. 

We concur with the Assistant Secretary for Defense Programs and with 
the Cerberus Task Force that DOE should reduce the numbers and levels 
of clearances at its facilities, If reductions are achieved, they will 
enhance the control which clearances provide over access to informa- 
tion, reduce clearance costs, and free clearance staff for other clearance 
functions. However, similar directions to reduce clearance numbers and 
levels have been issued in the past and, according to security officials, 
progress in achieving reductions has been slow. 
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Given the importance of reducing clearances and the slow progress DOE 
has made in response to previous guidance to reduce clearances, we 
believe that it is particularly important for the Under Secretary and the 
Assistant Secretary for Management and Administration, the officials 
who initiated the current guidance, to carefully monitor DOE’s clearance 
reduction efforts to ensure that all offices are devoting adequate atten- 
tion and resources to eliminate unneeded clearances. 
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DOE Needs to Ensure 1x1~ regulations require that it restrict access to classified information to 

Compliance W ith Its 
Nekd-to-Know 
Ret iuirements 

1x1)~ is not fully complying with its regulations, which require that it 
ensure that only those who need access to classified information have 
such access. As pointed out in the previous two chapters, IWE is not 
ensuring that only those currently associated with DCX have clearances, 
that only those currently associated with DOE who need a clearance have 
one, and that clearance holders have the lowest clearance that provides 
the access needed to perform their jobs. Beyond that, the training UOE 
provides its employees does not adequately assure that employees will 
take proper steps to ensure that those with clearances will only have 
access to that classified information specifically required to perform 
their jobs. 

those who have a justifiable need for it, or a “need to know.” Assuring 
need to know is a two-step process. The first step is the initial determi- 
nation that an individual will need access to classified information in the 
course of performing his or her job and therefore needs a clearance. The 
second step is the individual determination that a cleared individual jus- 

I KY 
Its ( 
Stri 

tifiably requires access to specific information. WE needs to improve its 
performance in both aspects of need to know. 

_“,, 11” ““~~l~ll_l_(,l~l.l.,l~l~l~.“~l”“*-”~~ I”_ “I Il.-l”----.--” 
Nt3cd~ I,() Ensure That; Effective implementation of the need-to-know principle through the 

karanec Order Is clearance process requires that DOE, effectively implement its clearance 

:t,ly bhhwd regulations. It must ensure that in each case, the clearance level granted 
is specifically related to the classification level of the material to which 
access is required. In addition, DOE must ensure that it controls its active 
clearances so that only those who should have valid clearances have 
active clearances listed in clearance data bases. 

In the previous two chapters, we have pointed out that the clearance, 
which is the most effective control over access to information, is not 
being fully and effectively used to provide that control. Many DOE 
employees have higher level clearances than they need; therefore, they 
have potential access to higher level information than is justified. In 
addition, former employees do not have their clearances promptly termi- 
nated, and they, in some cases, may have access to information to which 
they are not entitled. Both situations force greater reliance on individu- 
als making need-to-know determinations-a reliance that may reduce 
security. 

Page 59 GAO/RCED-8828 DOE’s Clearance Program 



- l _ . l ” . . - - _ - - - . - - _ - - _ _ _ _ - - ~ _ - - ~ ~ - - -  

C h a p te r  6  
C w tro l s  O v e r A c c e s s  to  In fo rm a ti o n  C a n  
B e  S tre n g th e n e d  

@ p ro v e d  N e e d -T o -Kn o w  
T ta i n i n g  Is  N e e d e d  to  
H $ tte r E n s u re  C o n tro l  
O re r C l a s s i fi e d  
Irj fo rm a ti o n  

T h e  c l e a ra n c e  i s  th e  m o s t e ffe c ti v e  c o n tro l  o v e r w h o  h a s  a c c e s s  to  i n fo r- 
m a ti o n . A fte r a  p e rs o n  i s  c l e a re d , h i s  o r h e r a c c e s s  d e p e n d s  o n  h o w  
e ffe c ti v e l y  th o s e  w h o  p o s s e s s  c l a s s i fi e d  i n fo rm a ti o n  i m p l e m e n t th e  v e ry  
l o o s e l y  d e fi n e d  re q u i re m e n t c a l l e d  n e e d  to  k n o w . T h i s  re q u i re m e n t p u ts  
th e  b u rd e n  o n  e a c h  p e rs o n  i n  c o n tro l  o f c l a s s i fi e d  i n fo rm a ti o n  to  e n s u re  
th a t a  c l e a re d  re q u e s te r a l s o  h a s  a  l e g i ti m a te  n e e d  b e fo re  p ro v i d i n g  
a c c e s s . H o w e v e r, th e  n e e d -to -k n o w  re q u i re m e n t i s  n o t a  fu l l y  e ffe c ti v e  
m e c h a n i s m  fo r c o n tro l l i n g  a c c e s s  to  i n fo rm a ti o n  a m o n g  c l e a re d  
i n d i v i d u a l s . 

T h e  In fo rm a ti o n  S e c u ri ty  O v e rs i g h t O ffi c e  o rg a n i z e d  a n  i n te ra g e n c y  
c o m m i tte e  (w h i c h  i n c l u d e d  a  D O E  re p re s e n ta ti v e ) to  re v i e w  fi v e  i n fo rm a - 
ti o n  s e c u ri ty  a re a s - o n e  w a s  th e  m e c h a n i s m  v a ri o u s  a g e n c i e s  u s e  to  
i m p l e m e n t n e e d  to  k n o w .’ It c o n c l u d e d  i n  N o v e m b e r 1 9 8 5  th a t th e re  i s  
w i d e s p re a d  i n d i ffe re n c e  to  th e  p ri n c i p l e  a n d  th a t th e  n e e d -to -k n o w  p ri n - 
c i p l e  h a s  e ro d e d  to  th e  p o i n t th a t fre q u e n t a c c e s s  to  c l a s s i fi e d  i n fo rm a - 
ti o n  i s  b a s e d  e x c l u s i v e l y  o n  h a v i n g  a  s e c u ri ty  c l e a ra n c e  a t l e a s t a t th e  
l e v e l  o f th e  c l a s s i fi e d  i n fo rm a ti o n . T h e re fo re , th e  ta s k  fo rc e  re c o m - 
m e n d e d  to  th e  P re s i d e n t o n  N o v e m b e r 1 4 , 1 9 8 5 , th a t h e  d i re c t th e  h e a d s  
o f fe d e ra l  a g e n c i e s  to  ta k e  s te p s  to  re i n v i g o ra te  th e  n e e d -to -k n o w  
p ri n c i p l e . 

W h i l e  w e  h a v e  n o t re v i e w e d  th e  e ffe c ti v e n e s s  o f i n d i v i d u a l  n e e d -to - 
k n o w  d e c i s i o n s  w i th i n  D O E , th e  th e n -D i re c to r o f P e rs o n n e l  S e c u ri ty  to l d  
u s , i n  J a n u a ry  1 9 8 7 , th a t a m o n g  c l e a re d  h e a d q u a rte rs  e m p l o y e e s , n e e d - 
to -k n o w  d e c i s i o n s  w e re  n o t a s  e ffe c ti v e  a s  th e y  s h o u l d  b e  i n  c o n tro l l i n g  
i n fo rm a ti o n . O u r a s s e s s m e n t o f D O E ’S  re g u l a ti o n s  a n d  tra i n i n g  o n  h o w  to  
i m p l e m e n t n e e d -to -k n o w  re q u i re m e n ts  s h o w s  th a t D O E  n e e d s  to  i m p ro v e  
b o th . 

I 

R l o g u l a ti o n s  P ro v i d e  N o  S p e c i fi c  U O E  O rd e r 5 6 3 5 . l -C o n tro l  o f C l a s s i fi e d  D o c u m e n ts  a n d  In fo rm a ti o n - 
G u i d a n c e  c o v e rs  th e  n e e d -to -k n o w  p ri n c i p l e  a s  fo l l o w s : 

“H o l d e rs  o f c l a s s i fi e d  d o c u m e n ts  o r i n fo rm a ti o n  m a y  re l e a s e  s a m e  to  o th e r p a rti e s  
o n l y  fo r o ffi c i a l  re a s o n s  a n d  th e n  o n l y  a fte r h a v i n g  o b ta i n e d  v e ri fi c a ti o n  th a t th e  
i n te n d e d  re c i p i e n t p o s s e s s e s  th e  a p p ro p ri a te  a c c e s s  a u th o ri z a ti o n , a n d  ‘n e e d  to  
k n o w ’ a n d  p ro g ra m m a ti c  a p p ro v a l  fo r s p e c i a l  a c c e s s  c a te g o ri e s  (L e ., w e a p o n s  d a ta  
a n d  s o  fo rth ).” 

‘T h e  In fo rm a ti o n  S e c u ri ty  O v e rs i g h t O ffi c e  i s  a n  i n d e p e n d e n t o ffi c e  w h i c h  d e ri v e s  i ts  a u th o ri ty  fro m  
th e  N a ti o n a l  S e c u ri ty  C o u n c i l  a n d  i s  re s p o n s i b l e  fo r o v e rs e e i n g  th e  i n fo rm a ti o n  s e c u ri ty  a c ti v i ti e s  o f 
a l l  e x e c u ti v e  a g e n c i e s . 
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C h a p te r  0  
C m tro l r r  ti e r  A c c e s s  to  In fo rm a ti o n  C a n  
B e  N t r w g t h e n e d  

T h e  h e a d q u a rte rs  C h i e f o f P h y s i c a l  S e c u ri ty  s a i d  n o  s p e c i fi c  g u i d a n c e  
e x i s ts  o n  h o w  to  i m p l e m e n t th i s  re q u i re m e n t, s u c h  a s  h o w  to  v e ri fy  n e e d  
to  k n o w  o r w h o  h a s  a u th o ri ty  to  m a k e  s u c h  d e c i s i o n s . S u c h  d e te rm i n a - 
ti o n s  a re  n o w  g e n e ra l l y  m a d e  b y  th e  i n d i v i d u a l  p o s s e s s i n g  th e  c l a s s i fi e d  
i n fo rm a ti o n  th a t o th e rs  s e e k  to  o b ta i n  o r s h a re  a c c e s s . 

N e e c i -to -Kn o w  T ra i n i n g  C o u l d  B e  IX M S  a n d  i ts  c o n tra c to rs  c a n  p ro v i d e  tra i n i n g  o n  n e e d  to  k n o w  th ro u g h  a  
S trc !Il g th r!n c ? d  v a ri e ty  o f re q u i re d  tra i n i n g  a c ti v i ti e s , i n c l u d i n g  i n i ti a l  c l e a ra n c e  b ri e f- 

i n g s , re fre s h e r tra i n i n g , a n d , i n  v a ri o u s  c o n ti n u i n g  a w a re n e s s  a c ti v i ti e s , 
s u c h  a s  p o s te r c a m p a i g n s . O u r re v i e w  o f D O E ’S  a n d  i ts  c o n tra c to rs ’ n e e d - 
to -k n o w  tra i n i n g  s h o w e d  a  w i d e  d i s p a ri ty  i n  th e  c o n te n t a n d  c o m p re - 
h e n s i v e n e s s  o f m a te ri a l s  u s e d  to  p re s e n t n e e d  to  k n o w , F u rth e rm o re , 
h o w  to  i m p l e m e n t n e e d  to  k n o w  w a s  u n c l e a r a n d  s o m e  tra i n i n g  re q u i re - 
m e n ts  fo r s e c u ri ty  a w a re n e s s  w e re  n o t m e t. 

T h e  q u a l i ty  o f m a te ri a l s  u s e d  to  p re s e n t n e e d  to  k n o w  v a ri e s . F o r e x a m - 
p l e , R i c h l a n d  re fre s h e r tra i n i n g  ta p e s  th a t w e  re v i e w e d  c o v e re d  n e e d  to  
k n o w  i n  1 0  s e c o n d s  b u t d i d  n o t e x p l a i n  h o w  i t s h o u l d  b e  a p p l i e d . A t th e  
L o s  A l a m o s  l a b o ra to ry , c o n tra c to r b ro c h u re s  c o n ta i n  c l e a r a n d  d e ta i l e d  
g u i d a n c e  o n  a v o i d i n g  d i s c l o s u re  o f i n fo rm a ti o n  to  u n c l e a re d  p e o p l e , b u t 
d o  n o t d e s c ri b e  th e  n e e d -to -k n o w  p ri n c i p l e  a s  i t a p p l i e s  to  c l e a re d  
e m p l o y e e s . 

A c c o rd i n g  to  a  c o n tra c to r tra i n i n g  s p e c i a l i s t, D O E  c o u l d  i m p ro v e  n e e d -to - 
k n o w  tra i n i n g  b y  b e c o m i n g  a c ti v e l y  i n v o l v e d  i n  e s ta b l i s h i n g  tra i n i n g  
s ta n d a rd s  a n d  d e v e l o p i n g  c o u rs e  m a te ri a l s  a n d  a l s o  b y  a s s u ri n g  th a t th e  
b e s t tra i n i n g  m a te ri a l s  d e v e l o p e d  b y  c o n tra c to rs  a re  m a d e  s ta n d a rd  
th ro u g h o u t D O IS . 

In  g e n e ra l , n e e d -to -k n o w  tra i n i n g  m a te ri a l  l a c k s  s p e c i fi c  i n s tru c ti o n s  o n  ;y r 

h o w  to  e s ta b l i s h  th a t a  re q u e s te r h a s  a  n e e d  to  k n o w  a n d  w h o  h a s  th e  
a u th o ri ty  to  a u th o ri z e  a c c e s s . In  s o m e  m a te ri a l , th e  a u th o ri ty  a p p e a rs  to  
re s i d e  i n  a n y  i n d i v i d u a l , w h i l e  i n  o th e r m a te ri a l s , s u p e rv i s o rs  m u s t 
a p p ro v e  a  n e e d -to -k n o w  d e c i s i o n . 

L a s tl y , M E  re q u i re s  y e a rl y  re fre s h e r tra i n i n g . T h i s  re q u i re m e n t w a s  n o t 
b e i n g  fu l l y  m e t. A  R i c h l a n d  c o n tra c to r p ro v i d e d  tra i n i n g  o n  a  3 -y e a r 
c y c l e  b e c a u s e  i t d i d  n o t o b ta i n  th e  a d d i ti o n a l  tra i n e rs  n e e d e d  to  m e e t a  
1  -y e a r c y c l e , a c c o rd i n g  to  th e  c o n tra c to r’s  tra i n i n g  o ffi c i a l . T h e  c o n tra c - 
to r w a s  re p l a c e d  o n  * J u n e  2 9 , 1 9 8 7 , a n d  th e  C h i e f, P e rs o n n e l  S e c u ri ty  

P P g s  fI I G A O /R C E D -8 8 -2 8  D O E ’s  C l e a ra n c e  P r o g ra m  



- 
Chapter 6 
Controls Over Access to Iaformation Cm 
Be Strengthened 

Branch, said the new contractor would be current with the l-year train- 
ing requirement by December 1987. Further, the then-Director of Secur- 
ity at headquarters told us, in January 1987, that the training 
requirement was not always met at headquarters, especially for higher 
level officials. In August 1987, headquarters implemented a new train- 
ing program with revised materials, including videotaped security brief- 
ings to comply with the l-year training requirement, according to a 
headquarters security official. 

Cmclusions DOE‘S regulations require that it restrict access to classified information 
to those who have a need to know. Implementing need-to-know require- 
ments is a two-step process. In the first step-the clearance process- 
DOE must ensure that only those currently associated with DOE have 
clearances, that only those current employees who need a clearance 
have them, and that clearance holders have the lowest clearance level 
which provides the access needed to perform their jobs. In the previous 
two chapters, we pointed out that DOE needs to improve these aspects of 
the clearance process. 

Weaknesses in the clearance process put an added reliance on the second 
and weaker step in the process for controlling access to information. 
This step requires that individuals in possession of classified informa- 
tion allow others to have access only after establishing that the recipient 
has an official need for the specific information. An interagency commit- 
tee created by the Information Security Oversight Office concluded in 
November 1986 that federal agencies were not doing a fully effective job 
implementing need-to-know regulations and must take steps to reinvigo- 
rate need to know enforcement. In addition, the then Director of Secur- 
ity at headquarters told us need-to-know regulations were not being 
implemented as well as they should be at headquarters. b 

Our review of DOE’S regulations and training governing need to know 
suggest that neither is fully adequate and that both need improvement if 
the need-to-know principle is to be fully effective. The only existing DOE 
Order covering need to know provides no guidance on how to make 
need-to-know decisions or at what level those decisions can be made. 
Furthermore, security awareness training programs generally do not 
provide additional guidance. 

. 
If DOE is to reinvigorate the need-to-know concept, the first step ought to 
be to develop a realistic regulation with specific instructions on how 
individuals should make need-to-know determinations. Two areas that 
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Chapter 6 
Controls Over Access to Information Can 
Be Strengthened 

might be considered would be (1) establishing a realistic level at which 
the need-to-know decision can be made, and (2) providing guidance on 
the verification needed for an asserted need to know. 

Furthermore, our review of DOE’S and contractors’ need-to-know training 
showed a wide disparity in the content and comprehensiveness of mate- 
rials used to present the principle. Additionally, how to implement need- 
to-know regulations was unclear and some need-to-know training 
requirements were not always met. Improvements could be made in 
need-to-know training by (1) providing more uniform training materials, 
(2) developing materials that cover all aspects of need to know, (3) pro- 
viding specific instructions on implementing need to know, and (4) 
ensuring that training is provided when required. 

I 

Redommendations 

I . 

. 

To improve control of classified information, we recommend to the Sec- 
retary of Energy that DOE 

revise its regulations governing the need-to-know principle to establish 
the appropriate approval level for need-to-know decisions and indicate 
how such decisions should be made; and 
revise its security training program to (1) develop more uniform need- 
to-know training materials that cover all aspects of the principle, includ- 
ing specific instructions on implementation, and (2) ensure that such 
training is provided annually to employees as currently required. 
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Initial Clearance Process ' 

The process in which a new applicant obtains a clearance includes the 
following steps. 

l The contractor obtains a pre-employment investigation (PEI) to deter- 
mine an applicant’s suitability. 

l A determination is made whether the applicant needs a clearance and, if 
so, at what level. 

l The applicant fills out a questionnaire which the contractor submits to 
DOE. 

l DOE obtains a background investigation from OPM or the FBI. 
. A DOE clearance office analyzes the case. 
l DOE decides whether to grant a clearance. 

If the investigation does not identify substantial derogatory informa- 
tion-such as involvement in sabotage, espionage, treason or sedition, 
financial difficulties, or drug abuse- that casts doubt on the individ- 
ual’s trustworthiness, DOE will grant the clearance. If it identifies such 
information, it may conduct interviews, psychiatric examinations, and 
supplemental investigations before deciding whether to grant or deny a 
clearance. 
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Appendix II 

A dministrative Review for New Hire or 
Cleared Employees 

Cleared Employee With 
Unresolved Problems 

Suspension of Clearance 
Considered 

Clearance Suspended 
Employw/Employer/HCl Notified 

HQ Recommends to 
Bypass Hearing Heanng Authorized 

I ------ ---.. -------- 

1 ,  ,  r ----- --- r----- 

Employee Requests 
Hearing 

Recommends 

. 
Hearing Officer 

Recommends to Deny Access 

‘-m--m----- 

1 HQ May Deny Access 
(Case Closed) 

Employee Requests Employee Requests 
No PSRE Revlew PSRE Review 

I HQ Reviews 
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