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UNITED STATES GENERAL ACCOUNTING OFFICE 

WASHINGTON, D.C 20548 

RESOURCES COMMUNITY, 
AND ECONOMIC DEVELOPMENT 

DIVISION 

B-212l84 

The Honorable John D. Dingell 
Chairman, Committee on Energy 

and Commerce 
House of Representatives 

Dear Mr. Chairman; 

This report responds to your September 21, 1983, request that 
we examine various policies and practices the Department of Energy 
(DOE) follows to limit distribution of its unclassified scientific 
and technical information. As requested, we focused our work on 
(1) determining DOE's rationale and legal authority for limiting 
the distribution of unclassified information, (2) examining the 
extent and consistency of DOE's application of program guidance 
for limiting the dissemination of information, and (3) determining 
the controls DOE uses to protect information once it has been 
designated for limited distribution. At your request, we also 
compared DOE'S guidance and controls for limiting unclassified 
information with that provided by other federal agencies. 

DOE is a major publisher of scientific and technical informa- 
tion. Together with its contractors, DOE issues about 25,000 
unclassified reports, engineering drawings, and journal articles 
annually. Copies of these documents are sent to the DOE Technical 
Information Center in Oak Ridge, Tennessee, for processing and 
distribution. The center makes distribution within DOE and to DOE 
contractors. The center sends those documents that are available 
for public dissemination to the National Technical Information 
Service (NTIS). fn April 1983, you initially requested that we 
examine the activities of NTIS --the central federal clearinghouse 
for disseminating federally funded scientific and technical infor- 
mation to the public--to ensure that U.S. technology was not 
revealed to foreign and domestic competitors.1 In response to 
that request we reported that NTIS relies on agencies originating 
the information to protect it from foreign and domestic competi- 
tors. Your office then asked us to make a separate review of 
DOE’s policies and practices limiting distribution of unclassified 
scientific and technical information. 

In summary, we found that in fiscal years 1981 through 1983, 
DOE collected approximately 96,000 unclassified documents issued 
by its own employees, its contractors, or other sources. DOE sent 

fproposed National Technical Information Service Revolving Fund 
(GAO/RCED-83-218, Aug. 25, 1983). 
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about 89,400 of these documents to NTIS for sale to the public and 
limited the distribution of the remaining 6,600 to the federal 
government and its contractors. These documents were limited be- 
cause they involved nuclear safety; securing foreign research 
results; and protecting patentable, proprietary, and other infor- 
mation. DOE's authority for limiting these documents includes the 
Atomic Energy Act of 1954, as amended; applicable patent law; and 
the Trade Secrets Act. DOE is also seeking to strengthen its 
authority to limit unclassified information having value for 
foreign trade. 

In the absence of any federal policy for limiting the 
distribution of unclassified information, DOE has issued its own 
guidance. The Department of Defense, National Aeronautics and 
Space Administration, and the Nuclear Regulatory Commission had 
similar guidance on limiting distribution of their unclassified 
information. 

Once DOE determined that an unclassified document should not 
be disseminated, its primary control was to prevent the existence 
of the document from being known by not announcing the availabil- 
ity of the document outside the federal government. The center 
then limits the document*s distribution to DOE, its contractors, 
or federal agencies and their contractors. DOE also applied other 
controls to protect the distribution of and access to this infor- 
mation. Other sections of this report and appendix I contain more 
detailed discussions of DOE&s reasons for limiting the distribu- 
tion of unclassified scientific and technical information and 
DOE's guidance and controls for limiting information distribution. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

As requested by your office, we examined DOE's rationale, 
authority, guidance, and controls for limiting unclassified scien- 
tific and technical information. Our work was primarily done at 
DOE headquarters, Washington, D.C., and the Technical Information 
Center in Oak Ridge, Tennessee, At these locations, we inter- 
viewed agency officials, reviewed agency documentation, reviewed 
legislation, and analyzed DOE data bases, 

Our work was conducted from August 1983 through January 
1984. At your request, we did not obtain agency comments on this 
report. With this exception, our review was performed in accord- 
ance with generally accepted government auditing standards. A 
more detailed description of our objectives, scope, and methodol- 
ogy is contained in appendix 11. 

DOE RATIONALE AND AUTHORITY FOR LIMITING 
DISTRIBUTION OF UNCLASSIFIED INFORMATION 

Generally, DOE does not disseminate certain unclassified 
scientific and technical information to the public. Dissemination 
is limited (mainly by not announcing the documents' existence) 

2 



B-212184 

because the lnformatlon involves nuclear safety matters; securing 
foreign research results; 
or other information. 

and protecting patentable, proprietary, 

DOE has the authority to limit the dissemination of unclassi- 
fied information to the public under the authorities discussed 
below. Further, the Freedom of Information Act, which requires 
the existence of certain types of documents to be announced, does 
not require announcement of the existence of the types of DOE 
documents under discussion here. However, when people learn of 
the existence of the information, DOE does not have the authority 
to deny requests for the information made under the Freedom of 
Information Act, unless such information is specifically included 
in one of the act's exemptions. 

DOE limits the distribution of certain unclassified documents 
because : 

--under section 148 of the Atomic Energy Act of 1954, as 
amended (42 U.S.C. 2168), the Secretary of Energy is to 
limit distribution of documents that, if distributed, may 
have a "significant adverse effect" on either the public 
health and safety or the national defense and security of 
the nation; 

--the information is controlled as applied technology because 
it has foreign trade value; or 

--DOE determines that the information may disclose a patent- 
able idea, is proprietary, or should only be released at 
the discretion of originating DOE program offices and 
contractors. 

About one-fourth of the titles and abstracts of the 2,245 
llmited documents we reviewed were internal progress reports, pre- 
liminary reports, or documents of limited technical value. The 
balance represented research completed by DOE and other federal 
agencies or contractors. 

unclassified controlled 
nuclear information 

Under section 148 of the Atomic Energy Act of 1954, as 
amended, the Secretary of Energy is to prescribe regulations or 
issue orders necessary to prohibit the unauthorized dissemination 
of unclassified information pertaining to: 

--the design of defense-related nuclear production or utili- 
zation facilities; 

--security measures (including security plans, procedures, 
and equipment) for the physical protection of (1) defense- 
related nuclear production or utilization facilities, 
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(2) nuclear material contained in such facilities, or (3) 
nuclear material in transit; or 

--the design, manufacture, or utilization of any atomic 
weapon or component if contained in information that has 
been declassified or removed from the restricted data cate- 
gory by the Secretary of Energy or the predecessors to the 
Secretary of Energy. 

The Secretary can limit the distribution of unclassified informa- 
tion under section 148 only if releasing such information could 
reasonably be expected to have a significant adverse effect on the 
public health and safety or the common defense and security. 
Information protected under section 148 is exempt from disclosure 
to the public even when requested under the Freedom of Information 
Act. 

Applied 

Applied technology pertains to technological advances in 
particular projects or facilities on which major DOE-funding em- 
phasis has been placed. DOE's Office of Nuclear Energy has desig- 
nated three categories of nuclear research that could generate 
applied technology. These are: 

--liquid fast metal breeder reactor research, 

--nuclear converter reactor fuel cycle technology, and 

--consolidated fuel reprocessing. 

Since about 1965, DOE and its predecessor agencies have 
limited the distribution of these unclassified scientific research 
results. The purpose of limiting this research is to give DOE 
leverage when entering into information exchange agreements with 
foreign nations through which DOE obtains research information of 
comparable scientific value. In 1983, DOE was involved in 20 such 
international agreements with France, Japan, the united Kingdom, 
and West Germany. 

Applied technology is not a category of information exempt 
from disclosure under the Freedom of Information Act. DOE com- 
pleted a study in 1982 that recommended ways in which DOE could 
strengthen its authority to limit dissemination of applied tech- 
nology information, such as seeking changes to the Freedom of 
Information Act to exempt applied technology. These recommenda- 
tions have been submitted to the Secretary of Energy for his 
approval. 

Other limitations 

Both DOE and its contractors review documents for possible 
limitation because they may contain information that may divulge 
patentable ideas or proprietary information. Under the applicable 
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patent law (35 U.S.C. 205), federal agencies may withhold from 
disclosure to the public information that may disclose patentable 
ideas. Also, under the Trade Secrets Act (18 u,S,C. 1905), fed- 
eral employees are prohibited, subject to criminal penalties, from 
disclosing to the public confidential trade and financial informa- 
tion (i.e., proprietary information) supplied to their agencies. 
Distribution of information designated as patentable or 
proprietary is limited to DOE and its contractors. 

At the request of DOE program offices and contractors, the 
center limits other unclassified documents as well, referring 
requests for such information to the originator. For example, the 
center refers requests for contractor's inventories of training 
programs and project feasibility studies to the contractor. 

DOE PROVIDES CONSISTENT GUIDANCE 
ON LIMITING UNCLASSIFIED INFORMATION 

In the absence of a governmentwide policy,2 DOE has issued 
its own guidance on how and when to limit dissemination. DOE has 
delegated the responsibilities for guiding and controlling the 
dissemination of technical information to its program offices and 
contractors. According to officials at other federal agencies we 
contacted,3 program offices were delegated responsibility for 
their controls over limited, unclassified information as well. 
DOE guidance includes DOE orders, additional program office guid- 
ance, and to some extent, its contractors' procedures. 

Two DOE orders (1430.1 and 1430.2) govern the policy and 
procedures for limiting unclassified information. DOE Order 
1430.1, dated February 23, 1983, defines DOE's responsibilities 
for managing its scientific and technical information, including 
the center's responsibilities to manage the announcement, trans- 
fer, and distribution of limited, unclassified scientific and 
technical information. DOE Order 1430.2, dated December 13, 1983, 
contains DOE's implementing procedures for controlling section 148 
information, applied technology, and other limited and unlimited 
information exchanged with foreign countries. 

2In 1982 the President established an interagency panel to formu- 
late guidelines on how to handle unclassified scientific and 
technical information. As of March 1984, no study report had 
been released from the panel and no policy had been developed. 
The panel chairman from the Office of Science and Technology 
Policy could not say when the report would be issued. 

3The other agencies that also handled limited unclassified scien- 
tific and technical information were the Department of Defense, 
the National Aeronautics and Space Administration, and the 
Nuclear Regulatory Commission. 
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DOE's office of Defense Programs is responsible for preparing 
federal regulations to implement section 148. Because of numerous 
public comments, the draft regulations published in April 1983 are 
being revised, and according to the Defense Programs program 
analyst responsible for making the revisions, his office hopes to 
issue revised proposed regulations in April 1984. until the regu- 
lations are finalized, the center has encouraged DOE contractors 
to inform it of any documents they believe may contain information 
that should be protected under section 148. 

Also, certain DOE operations offices and contractors promul- 
gate DOE guidance through their own series of memoranda. However, 
the center and DOE operation offices have been reviewing such con- 
tractor memoranda to identify inconsistencies in procedures and to 
encourage compliance with DOE policy. 

DDE APPLIES CONTROLS OVER ITS 
LIMITED, UNCLASSIFIED INFORMATION 

DOE and its contractors maintain controls to detect limited 
information and to protect it once it has been so designated. 
DOE's primary control preventing the release of limited, unclassi- 
fied information outside the federal government is not announcing 
that the information exists. The center is the principal point 
for limiting distribution of DOE unclassified information, but it 
relies on program offices and originating contractors to recommend 
the limitations needed. The center reviews all the documents sub- 
mitted to it and may disagree with any contractor as to a docu- 
ment's proposed distribution. Whenever such disagreements occur, 
the center works with the contractor and the funding program of- 
fice to arrive at a mutually agreeable distribution designation. 
The center also checks to see if the documents have received 
patent clearances. 

The center places abstracts from unlimited publications in 
the energy data base (an automated system) and sends the documents 
to NTIS for sale to the public. Limited documents are treated 
differently. They are not publicly announced for availability nor 
are they sent to NTIS. Abstracts of limited documents are entered 
Into data bases to which only authorized personnel at DOE-funded 
activities have access, Thus, the procedures have been designed 
so that only authorized persons can find out what limited 
documents have been distributed by DOE or its contractors. 

In addition to controlling the availability announcement of 
its documents, the center has other controls to assure that DOE's 
limited distribution unclassified documents are properly pro- 
tected. For example, within the center, limited, unclassified 
lnfsrmation is physically stored in a secure area that only center 
employees with the proper authorization can enter. According to 
the contractors contacted, this is also the case at their facili- 
ties, The center also oversees the technical information 
appraisal program, which evaluates whether DOE contractors are 
following DOE guidance. 
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DOE EXCHANGES UNCLASSIFIED ATOMIC ENERGY 
INFORMATION THROUGH INTERNATIONAL 
EXCHANGE AGREEMENTS 

In our report on the NTIS revolving fund, we included infor- 
mation on NTIS' distribution of technical unclassified, unlimited 
information with foreign countries. During our review of the cen- 
ter, to ascertain the types of information exchanged, we made 
inquiries about international exchange agreements and found that 
the center represents the united States in two international 
agencies-- the International Atomic Energy Agency and the Interna- 
tional Energy Agency. Through these agencies, member countries 
contribute abstracts and, in some cases, entire texts to interna- 
tional data bases involving nuclear sciences and their peaceful 
applications or energy-related research. 

The membership of these two agencies differs in that the 
International Atomic Energy Agency members include communist and 
third world countries, while only members of the Organization for 
Economic Co-Operation and Development (allied and neutral coun- 
tries) participate in the International Energy Agency. The cen- 
ter's international program coordinator indicated that only 
unlimited, unclassified information is exchanged through either of 
these agencies. NTIS makes the documents DOE receives through 
these agreements available for U.S. sales. 

In addition, the center exchanges unlimited, unclassified 
computer programs with the Organization for Economic Co-Operation 
and Development's Nuclear Energy Agency. 

----- 

Although we did not obtain agency comments on our report, we 
discussed the information in the report with officials from the 
center and DOE's Offices of Defense Programs and General Counsel 
and they generally agreed that the information presented accur- 
ately describes DOE limits on unclassified scientific and techni- 
cal information. 

As arranged with your office, unless you publicly announce 
its contents earlier, we plan no further distribution of this 
report until 30 days from the date of the report. At that time we 
will send copies to interested parties and make copies available 
to others upon request. 

Sincerely yours, 
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APPENDIX I APPENDIX I 

DEPARTMENT OF ENERGY'S PROCEDURES AND CONTROLS 
FOR LIMITING DISSEMINATION OF UNCLASSIFIED 

SCIENTIFIC AND TECHNICAL INFORMATION 

This appendix describes the Department of Energy's (DOE'S) 
rationale for limiting the dissemination of certain types of com- 
pleted scientific and technical research, the nature and extent of 
DOE guidance on limiting reports, and the controls used to pre- 
clude the unauthorized distribution of limited documents. 

DOE IS A MAJOR PUBLISHER 
OF UNCLASSIFIED SCIENTIFIC 
AND TECHNICAL INFORMATION 

DOE determines through its program offices and contractors 
how its scientific and technical information will be distributed. 
DOE's program offices, including the Offices of Defense Programs 
and Nuclear Energy, have specific responsibility for deciding the 
distribution of their information. Together with its contractors, 
DOE issues about 25,000 unclassified reports, engineering draw- 
ings, and journal articles annually. DOE‘s Technical Information 
Center in Oak Ridge, Tennessee, is the central repository for 
DOE's scientific and technical information. It is responsible for 
ensuring that information resulting from DOE-sponsored research is 
reported promptly, archived, distributed within DOE and to its 
contractors, and when appropriate, sent to the National Technical 
Information Service (NTIS) for sale -to the public. 

In fiscal years 1981 through 1983, DOE collected approxi- 
mately 96,000 unclassified documents that were issued by its own 
employees, its contractors, or foreign sources. DOE sent about 
89,400 of these documents to NTIS~ for sale to the public and 
limited the distribution of the remaining 6,608. Limited docu- 
ments are only sent to DOE, its contractors, or federal agencies 
and their contractors. According to our analysis of the titles 
and abstracts of 2,245 of the 6,600 limited documents, about one- 
fourth of the documents were internal progress reports or prelimi- 
nary reports. The remaining documents were completed research. 
Detailed descriptions of the roles and procedures of the various 
parties responsible for limiting the distribution of DOE-sponsored 
unclassified research are presented in the following sections. 

---------- 

'DOE requires NTIS to limit the distribution of certain documents 
to the United States. This limitation is intended to slow the 
drffusion of certain technologies or to protect the foreign trade 
value of information. For example, documents limited in this way 
include certain reports dealing with light water power reactor 
technology and fossil fuel technology. In fiscal year 1983, DOE 
had NTIS limit 144 documents in this way. 
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The following flowchart summarizes the steps taken by DOE's 
program offices and contractors (the document's originators) and 
the center to distribute unclassified scientific and technical 
information. 

DOE's center and other 
program offices 

prepare guidance to 
control the dissemina- 

tion of unclassified 
information. 

Based on DOE guidance, 
originators submit 

research results to 
the center with recom- 
mendations for distri- 

bution limitations. l-7 I 
Center negotiates 
distribution with 

\ f originator and DOE 
No program offices. 

Send Sell 
to \. I to 

NTIS. public. 
i- 
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DOE LIMITS THE DISSEMINATION OF 
CERTAIN CATEGORIES OF UNCLASSIFIED 
INFORMATION FOR A VARIETY OF REASONS 

DOE is responsible for disseminating information on the 
commercial feasibility and use of energy. DOE does, however, 
limit the dissemination of the following unclassified scientific 
and technical information. 

--Unclassified controlled nuclear information that is 
restricted pursuant to section 148 of the Atomic Energy Act 
of 1954, as amended (42 1J.S.C. 2168) to protect the pub- 
lic's health or national defense. 

--Information that can be traded for foreign government's 
research results, such as commercially valuable applied 
technology, or was obtained through international exchange 
agreements. 

--Information disclosing ideas that are patentable, proprie- 
tary r or limited at the discretion of DOE program offices 
or contractors. 

DOE has the authority to limit the dissemination of unclassi- 
fied information to the public under the authorities discussed 
below. Further, the Freedom of Information Act, which requires 
the existence of certain types of documents to be announced, does 
not require announcement of the existence of the types of DOE 
documents under discussion here. Hdwever, when people learn of 
the existence of the information, DOE does not have the authority 
to deny requests for the information made under the Freedom of 
Information Act, unless such information is specifically Included 
in one of the act's exemptions. 

TJnclassified controlled nuclear information 

Congressional concern over the possibility of theft, diver- 
sion, or sabotage of DOE defense facilities led to passage of sec- 
tion 145 of the Atomic Energy Act of 1954, as amended. According 
to DOE, congressional mncern over the incidence of terrorist vio- 
lence was an important tactor. The concern was not only the fre- 
quency of worldwide terrorist acts, but also the fact that these 
acts were becoming Increasingly sophisticated. Thus, a primary 
intent of section 148 was to ;>reclude terrorist actions directed 
toward DOE nuclear facilities, equipment, or materials. 

Section 148 authorizes the Secretary of Energy to prescribe 
regulations or issue orders necessary to prohibit the unauthorized 
dissemination of unclasslfled information pertaining to: 

--the design of defense-related production or utilization 
facilities; 
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--security measures (including security plans, procedures, 
and equipment) for the physical protection of (1) defense- 
related nuclear production or utilization facilities, (2) 
nuclear material contained in such facilities, or (3) 
nuclear material in transit: or 

--the design, manufacture, or utilization of any atomic 
weapon or component if the design, manufacture, or utiliza- 
tion of any atomic weapon or component was contained in any 
information declassified or removed from the restricted 
data category-- a special category of classified informa- 
tion--by the Secretary of Energy or the predecessors to the 
Secretary of Energy. 

The Secretary may prescribe such regulations or issue such orders 
under section 148 only if and to the extent he determines that 
unauthorized dissemination of the above described information 
could reasonably be expected to have a "significant adverse 
effect" on the public health and safety or the common defense and 
security. Information limited under section 148 is exempt from 
disclosure under the Freedom of Information Act. 

According to DOE officials, section 148-related information, 
while sensitive, cannot or should not be classified because the 
information: 

--may already have been declassified or removed from the 
restricted data category; 

--cannot be legally classified because its dissemination 
would not harm the national security to the extent required 
by Executive Order 12356, which governs national security 
information; or 

--will be distributed to state and local fire and law 
enforcement officials' and its classification would result 
in unnecessary administrative and procedural burdens. 

Applied technology 

Since about 1965, DOE and its predecessor agencies have used 
the applied technology designation to limit the dissemination of 
technical information that they considered to have foreign trade 
value. Applied technology is a designation DOE assigns to techno- 
logical advances in particular projects or facilities on which 
malor DOE-funding emphasis has been placed. Tne DOE Office of 
Nuclear Energy has designated three research areas that could 
generate such information: 

--liquid metal fast breeder reactors, 

--nuclear convertor reactor flJe1 cycle technologies, and 

--consolidated fuel reprocessing. 
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In fiscal years 1981 through 1983, DOE designated over lF400 ~OCU- 
ments as applied technology. 

Through formal international information exchange agreements, 
DOE exchanges documents labeled as applred technology for docu- 
ments that DOE determines are of comparable scientific value., As 
of January 1984, DOE had made 20 such agreements with France, 
Japan, West Germany, and the united Kingdom. DOE's Office of 
Nuclear Energy manages these agreements. 

in the past, the Office of Nuclear Energy has received an 
average of 300 requests for applied technology documents each 
year. An official in that office told us that he expects the num- 
ber of requests to decrease because new applied technology reports 
have not been listed in DOE-developed abstracts available to the 
public since 1980. According to that official, requests received 
under the Freedom of Information Act are generally approved be- 
cause applied technology is not exempt from the act's provisions. 
The Office of Nuclear Energy's Director of International programs 
said that his office believes it is making the applied technol.Dgy 
documents available to all interested U.S. parties. 

In March 1981 DOE initiated a study to review Its policies 
and procedures for exchanging scientific and technlcal informatlon 
with other countries. The study, completed in 1982, resulted in 
12 recommendations to better promote reciprocity in information 
exchanges, Three of these recommendations were intendr%d to 
strengthen distribution limitations over applied technology and 
other "commercially valuable” researrh results. These recommenda- 
tions follow: 

1. The federal government as a whole, and DOE in partic+llar, 
should adopt a policy that distinguishes between inforna- 
tion that belongs in the "free and open marketplace of 
ideas" and information that has commercial potential 2s~ 
constitutes a U.S. investment. 

2. In the absence of such a policy, DOE should seek legisla- 
tion that would authorize controlling and distributI.on of 
DOE-funded research results with commercial potent1a.l by 
exempting applied technology Information from disclosure 
under the Freedom of Information Act. This, 
malntained, 

the ntudy 
would better enable DOE to ensure recrprocity 

in the international exchanye of energy information. 

3. Even with no change in DOE Lnformation policy, DOE could, 
within the limits esta'blished by the Freedom of Informa- 
tion Act, "build in administrative delays" of 4 to 6 
months in granting foreign dccess to technical informa- 
tion with commercial potential. Such delays would give 
domestic industry ledd time to make use of D@E-funded 
technical information. 
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Tne manager of the center told us that the study's findlngs 
and recommendations are embodied in a proposed statement of DOE 
policy that has been drafted for the Secretary of Energy's 
signature. 

other limitations 

under applicable patent law (35 U.S.C. 205), federal agencies 
may withhold from disclosure to the public, for a reasonable time, 
information in which the government owns an interest that may 
become part of a patent application. Under the same statute, they 
cannot be required to release copies of a document that is part of 
a patent application. Also, under the Trade Secrets Act (la 
U.S.C. 1905), unless authorized by law, federal employees are pro- 
hibited, subject to criminal penalties, from disclosing to the 
public confidential trade and financial information (i.e., propri- 
etary information) supplied to their agencies. 

DOE contractors must obtain patent clearance from DOE patent 
officials before releasing any information to the public. The 
chief of the center's control branch outlined the following pro- 
cess for obtaining patent clearances. Documents submitted to the 
center that are undergoing a patent clearance are withheld from 
distribution unless the document is specifically requested by a 
DOE program office or major DOE contractor who operates facilities 
that are owned by the government, such as national laboratories. 
If after 60 days, the center has not received a notice of patent 
clearance, it will distribute the document to DOE offices and 
mayor DOE contractors. Once a document has been patent-cleared, 
it will receive a distribution consistent with any other limita- 
tions that may have been placed on the document's distribution. 

DOE requires that, whenever possible, documents submitted to 
the center should not contain proprietary information. In some 
cases, proprietary information is included because it is essential 
to understanding the project; for example, data in joint industry- 
government research projects. In such cases, distribution of the 
document is limited to DOE and its major contractors. 

In addition, DOE has authorized its program offices and 
contractors to limit the distribution of Information that they 
originate. In accordance with departmental guidance discussed 
below, the center, at the direction of DOE program offices, will 
limit the distribution of certain documents to DOE offices only. 
Such documents receive a limited distribution in order to closely 
control certain programmatic information. Examples of documents 
limited to DOE offices include: certain project feasibility 
studies, inventories of training programs, and contractor reports 
relating to DOE policies and procedures. 

DOE contractors have established specific controls over the 
dissemination of certain types of information under their juris- 
diction. The center forwards requests Ear documents containing 
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such information to the controlling contractor. Examples of the 
types of information limited in such a way may include: contrac- 
tor budget and operation plans, contractor personnel trip reports, 
and nuclear reactor accident and safety analyses. 

DOE PROVIDES DETAILED AGENCY GUIDANCE TO LIMIT 
THE DISSEMINATION OF UNCLASSIFIED INFORMATION 

In the absence of overall federal guidance, DOE and other 
federal agencies have issued their own guidance for controlling 
unclassified but limited information. Although the Secretary of 
Energy may revise the policy to embody the previously mentioned 
study's recommendations, DOE's existing basic policy guiding 
unclassified research is to promote the free interchange of those 
ideas that are essential to scientific and industrial growth while 
maintaining common defense and security interests. DOE's existing 
policy is promulgated through departmental orders; program office 
guidelines; and to some extent, operations office and contractor 
procedures. 

Departmental guidance 

In the absence of a governmentwide policy, DOE has issued its 
own guidance. The DOE policy and procedures governing the manage- 
ment of unclassified technical information are contained primarily 
in DOE Orders 1430.1 and 1430.2. DOE Order 1430* 1, dated February 
23, 1983, delineates DOE's policy for managing the information 
generated in its research and development program. Also, this 
order defines the center's responsibilities for collecting all DOE 
research information and then announcing, transferring, and dis- 
tributing that information to NTIS for public use, provided there 
are no security, patent, or other policy limitations. 

NO governmentwide federal policy exists concerning the dis- 
semination of unclassified scientific and technical Information. 
In December 1982, the President established an interagency panel 
with the overall objective of formulating such a policy. 
specific objectives of the study are classified. 

The 
As of March 

1984, no study report had been released from the panel and no 
policy had been developed. The panel chairman, from the Office of 
Science and Technology Policy, 
be issued. 

could not say when the report would 

DOE Order 1430.2, dated December 13, 1983, contains the 
implementation procedures for DOE's scientific and technical 
information program. For example, it defines the methods for con- 
trolling limited reports that are believed to contain section :48 
information. This implementation order specifies the general 
types of information that should be limited as section 148 infor- 
mation, as well as the required section 148 distribution limita- 
tion notices. 
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DOE Order 1430+2, on the basis of existing policy, also 
provides guidance for temporarily delaying the announcement and 
the availability of applied technology information. Specifically, 
the order gives the Office of Nuclear Energy, as a cognizant DOE 
headquarters off ice, the authority to label reports as applied 
technology and to advise the center on the appropriate time to 
remove applied technology limitations. 

To date, the Office of Nuclear Energy has not established 
procedures to remove any limitations. However, according to an 
official of this office, the office plans to review applied tech- 
nology documents in 1984 for possible release to the public. DOE 
Order 1430.2 also gives the Office of Nuclear Energy, assisted by 
the center, the responsibility to develop the standard distribu- 
tion lists to use as guides for the distribution of all applied 
technology documents. 

Besides providing guidance on section 148 and applied tech- 
nology information, the order defines procedures for controlling 
draft reports, patent material, and proprietary information, 
Finally, the order requires DOE to maximize U.S. benefits in the 
international exchange of information. 

Along with defining the guidance for controlling limited 
information, DOE Order 1430.2 establishes the procedures for con- 
ducting reviews of the contractors' controls under the Technical 
Information Appraisal Program. The purpose of this program is to 
assure contractor compliance with DOE procedures. Specifically, 
the program requires DOE operations office officials, who may 
request the center's assistance, to evaluate contractors for their 
compliance with the provisions of DOE Order 1430.1. The center is 
responsible for evaluating the operations offices' review 
procedures. 

These 1983 orders superseded those sections of DOE Order 
1340-1, dated June 1979, dealing with DOE's limitations of scien- 
tific and technical information. DOE Order 1340.1 only gave brief 
guidance for managing such information, which, according to a cen- 
ter official, had to be expanded to cover all types of scientific 
and technical information, including applied technology and 
sensitive nuclear information now covered by section 148. 

In April 1983, DOE issued draft regulations to implement 
section 148. However, DOE is revising these regulations due to 
strong public comments against the draft's wording, according to 
the Defense Programs analyst responsible for making the revi- 
sions. DOE received approximately 100 responses from various 
sources, including the Congress, labor groups, state and local 
governments, private citizens, special interest groups, universi- 
ties, and other federal agencies. These groups expressed a pre- 
dominant concern that the proposed regulations were too broad and 
too vague. According to this analyst, DOE plans to issue a 
revised set of draft regulations for public comment in April 1984. 
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Until the regulations are finalized, DOE has issued interim 
guidance to manage section 148 information. DOE Notice 5635.29, 
issued November 4, 1983, is similar to the DOE ordersp in terms of 
establishing guidance for protecting section 148 information. 
The notice clarifies the responsibilities of DOE's Offices of 
Defense Programs and Nuclear Energy. Also, it outlines the proce- 
dures for releasing section 148 information material. 

Program office guidance 

According to a center official, the general policy at the 
center is to handle all potentially limited information very con- 
servatively by not distributinq limited documents to the public. 
In the absence of final regulations, the center has also estab- 
lished guidance on section 148 information by identifying specific 
section 148 information categories and by encouraging DOE contrac- 
tors to properly mark their documents believed to contain section 
148 information. For example, the center desiqnated chemical 
explosives information as section 148 information. The Office of 
Defense Programs is reviewing this chemical explosives designation 
with the center to determine its appropriateness as guidance to 
other parts of DOE. 

The Office of Nuclear Energy has issued additional guidelines 
for handling documents considered to be applied technology. These 
guidelines establish the basis for review from which contractors 
can make a recommendation that a document should be limited as 
applied technology. Although the OfFice of Nuclear Energy has 
final authority to categorize infcrmation, it places maJar reli- 
ance on the originator of the applied technology information to 
make the proper designation, in terms of labeling and marking the 
documents. 

Operations office and contractor guidance 

Since the program offices require contractors to indicate the 
appropriate designation of reports, DOE operations offices <-nd 
contractors have issued DOE guidance through their own series of 
memoranda. For example, the Albuauerque Operations Office 
responded to a request from the Office of Defense Programs for 
assistance in developing section 148 information guidance, Its 
staff provided the Office of Defense Programs with a list of 39 
areas to which section 148 information might apply. The 
Albuquerque office's staff then recommended that its contractors 
use its response as a guide on what to limit consistent with sec- 
tion 148. According to an Office of Defense Programs analyst, 
this list will be used by the Office of Defense Programs to 
develop specific program office guidelines, once the final section 
148 information regulations are issued, 

The Chicago Operations Office also issued guidance to its 
contractors. The center provided us with a Chicago Operations 
Office memorandum that established guidelines for processing 
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applied technology documents funded under the breeder reactor pro- 
gram. Before submission to the center, the Chicago office guide- 
lines required such documents to be reviewed and approved by its 
internal offices to ascertain whether the document should be 
designated as applied technology. 

Although some contractors had established internal procedures 
that were inconsistent with DOE guidance, DOE officials were able 
to identify these inconsistencies by conducting appraisals of 
their procedures through the Technical Information Appraisal Pro- 
gram. The contractors subsequently corrected their procedures. 
For example, DOE policy states that contractors must report all 
DOE-supported work to the center. Two contractors were not sub- 
mitting all the required information due to confusion over DOE 
policy, After conducting appraisals at these locations, DOE offi- 
cials identified the inconsistencies and the contractors altered 
their procedures to more accurately comply with DOE policy. 

Other federal agencies 

To determine the consistency of DOE procedures for limiting 
the distribution of its unclassified information, we contacted 
three other agencies. We found that the Department of Defense, 
the National Aeronautics and Space Administration, and the Nuclear 
Regulatory Commission all have procedures similar to DOE's for 
managing their technical information programs, For example, they 
all have assigned the responsibility for guiding and controlling 
the dissemination of technical information to program offices. 
Also, each agency'has established a central repository for col- 
lecting agency research documents and then disseminating the 
information on the basis of limitations recommended by the 
originating program offices. 

In addition, these agencies have legislation, similar to 
DOE'S legislation, governing the dissemination of scientific and 
technical information. For example, section 147 of the Atomic 
Energy Act (42 U.S.C. 2167), like section 148 for DOE, authorizes 
the Nuclear Regulatory Commission to withhold certain types of 
nuclear information. Also, section 1217 of the Defense Authoriza- 
tion Act, 1984 (IO U.S.C. 140) gives the Secretary of Defense the 
authority to withhold from public disclosure unclassified techni- 
cal data considered to have military or space application. 

DOE AND ITS CONTRACTORS CONTROL BOTH THE 
DISTRIBUTION OF AND ACCESS TO LIMITED, 
UNCLASSIFIED INFORMATION 

Controls to limit distribution of unclassified technical 
information produced by DOE contractors are for the most part cen- 
tralized with the center and DOE program off ices. The primary DOE 
control to prevent the release of limited, unclassified informa- 
tion outside the federal government 1s not announcing the availa- 
bility of limited documents. However, the center plans to begin 
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announcements within the federal government in 1984. An addi- 
tional control includes reviews to detect information requiring 
limited distribution as well as to assure its proper distribution 
and subsequent controlled access. DOE, through the aforementioned 
Technical Information Appraisal Program, assures that contractors 
are complying with DOE guidance to properly control limited 
information. 

Primary control 

A problem facing the center is how to announce the existence 
of a limited document only to those officials who need to know. 
The center has not announced the availability of limited documents 
since 1981 because center officials recognized that the persons 
receiving availability announcements--those who were on the mail- 
ing list for classified abstracts-- included those who did not need 
to know that the limited documents existed. Thus, only those 
government officials and contractors who are on the center's dis- 
tribution list for a specific document learn of its existence. 
Beginning in 1984, the center will resume announcing the avail- 
ability of limited documents to those federal officials and con- 
tractors who are authorized to request the documents. Access to 
the documents themselves would still be controlled. 

Distribution controls 

Contractor and center personnel subject a technical document 
to control checks before the center distributes it. 
the distribution controls include: 

In summary, 

--contractors determining which of their documents should be 
brought to DOE's attention for possible limited 
distribution, 

--contractors putting distribution limitation notices on 
report covers to alert anyone handling the documents that 
dissemination is limited and why, 

--contractors preparing report processing control forms that 
provide space for noting limitations and that supplement 
the cover notices when the center processes the documents, 

--DOE patent groups performing legal reviews for patentable 
ideas; and 

--the center verifying that processing instructions are con- 
sistent with the document cover and abstract and that the 
required patent review clearances have been received. 

The center relies on the contractors to recommend whether a 
document should receive limited distribution and to call it to 
DOE'S attention. According to contractor guidelines and technical 
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information appraisal reports, contractor personnel review techni- 
cal documents to detect limited distribution and classified infor- 
mation as defined in DOE guidance. When a contractor determines 
that a document's distribution should be limited, contractor per- 
sonnel apply appropriate notices on the document's cover. Con- 
tractor personnel also prepare an abstract summarizing the report 
and a DOE form that lists the type of document, the number of 
copies submitted to the center, and a statement as to whether 
patent clearance has been obtained from DOE's patent review group. 
The contractor then recommends the document's distribution and 
gives the reasons for any proposed limitations. 

upon receipt of a document and accompanying DOE form from the 
contractor, the center's verification process begins. Initially, 
center personnel determine if the document has been marked as 
being classified or unclassified, and if unclassified, whether 
there are distribution limitations. Subsequently, center person- 
nel make a more detailed review to verify that the document's 
title, abstract, and contents are consistent with any distribution 
limitations marked on the document's cover and accompanying DOE 
form. Whenever the center disagrees with the contractor's pro- 
posed distribution or notes discrepancies between the document and 
processing form, it contacts the contractor or the DOE funding 
program office to reach agreement on an acceptable distribution. 
Such disagreements are infrequent, according to center officials. 
The center also verifies that clearance from DOE's patent review 
group has been received before a document is processed for 
distribution. 

After the center completes the above verifications, documents 
are coded according to their proposed distribution and entered 
onto one of the center's computerized data bases. Abstracts and 
other selected information from documents with no distribution 
limitations are placed on the energy data base--DOE's data base 
for unlimited, unclassified scientific and technical information-- 
and document copies are sent to NTIS for sale to the public. 
Documents with limited distribution are entered onto one of the 
data bases designated for limited distribution, Abstracts of 
section 748 documents were not included on these data bases in 
1983 but will be added in 1984, according to the center's Director 
of Customer Services Division. 

Access controls 

The center and the DOE contractors control access to docu- 
ments whose distribution is limited and their related data bases. 

The archival copies of the limited distribution documents 
are accessible only to designated center and contractor employ- 
ees. For example, the center's control copy of each document is 
stored in the center's secured vault, accessible by only certain 
center employees who check the documents out to other center 
employees. The contractors we contacted follow similar practices 
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for the 1 imited distribution documents in their possession, gener- 
ally thos e produced by their own facility. Limited distribution 
documents for which specific requests are received are reviewed by 
contractor or DOE officials for release both with respect to the 
specific request and for possible unlimited distribution. 

Before the center authorizes contractor personnel to have 
access to the limited data bases, the contractor must assure the 
center that it has satisfactory procedures for controlling data 
base access and output. Also, the person designated to access the 
data must receive a DOE security screening. As of October 31, 
1983, only 25 persons-- center and other DOE employees and contrac- 
tors' librarians who search the data bases for citations--were 
authorized to have the identification codes and passwords permit- 
ting access to the data bases. 

Contractor appraisals 

Under the Technical Information Appraisal Program, the DOE 
operations offices evaluate the distribution and access controls 
of their contractors. Also, as part of this program, the center 
began in January 1984 to assess how well the operations offices 
were carrying out their contractor appraisals. 

According to the center's Deputy Manager, the operations 
offices" predecessors in the former Atomic Energy Commission began 
appraisals of the contractors' document management activities 
about 20 years ago. If requested by the operations offices, the 
center participates in the contractbrs' appraisals. One of the 
purposes of these appraisals is to determine whether contractors 
are following DOE guidance in distributing documents outside their 
own facilities. 

We reviewed 11 contractor appraisal reports, provided to us 
by the center and the Albuquerque Operations Office, that were 
dated from 1980 to 1983--approximately 15 percent of the appraisal 
reports issued in those 4 years. Of the 11 reports, 8 identified 
incidences of noncompliance with DOE guidance, such as contractors 
not sending all their documents to the center, not properly nark- 
ing limitation notices on their document covers, and not obtaininq 
patent clearances. According to the center program analyst who is 
responsible for the technical appraisal program, the contractors 
have agreed to correct these problems, and the DOE operations 
offices have already verified or plan to verify that corrective 
actions were taken during their next appraisals, 

A February 21, 1978, report, Review of the Reporting and Dis- 
semination of Technical Information, issued by DOE's Office of 
Inspector General noted similar problems in that some contractor's 
technical documents were not being sent to the center, were not 
sent promptly, or were not ready for processing when they arrived. 
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DOE's Office of ADP Management conducted two reviews of the 
center's data processing management in August 1981 and November 
1982. The office identified two problems related to information 
controls: (1) a failure to review weekly password discrepancy 
reports for detection of possible illegal system access and (2) 
improper deactivation of locks on computer room doors that could 
have permitted unauthorized room access. The center had corrected 
both these problems by January 1983, according to a center reply 
sent to that office. 

DOE EXCHANGES UNCLASSIFIED ATOMIC ENERGY INFORMATION 
THROUGH INTERNATIONAL EXCHANGE AGREEMENTS 

In our report on NTIS, we included information on NTIS' dis- 
tribution of technical unclassified, unlimited information with 
foreign countries. During our review of the center, we made simi- 
lar inquiries and found that the center represents the United 
States in two international agencies--the International Atomic 
Energy Agency and the International Energy Agency. Through these 
agencies, member countries contribute abstracts and, in some 
cases, entire texts of documents to international data bases 
relating to nuclear sciences and their peaceful applications and 
to other energy-related research. 

The membership of these two agencies differs in that the 
International Atomic Energy Agency members include communist and 
third world countries, while the International Energy Agency mem- 
bers belong to the Organization for Economic Co-Operation and 
Development (allied and neutral countries). Center officials 
assured us that only unlimited, unclassified information is 
exchanged through either of these agencies. The documents 
received by DOE through these agreements are made available for 
U.S. sales through NTIS. 

In addition, the center exchanges unlimited, unclassified 
computer programs with the Organization for Economic Co-Operation 
and Development's Nuclear Energy Agency. 
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OBJECTIVES, SCOPE, AND METHODOLOGY 

At the request of the House Committee on Energy and 
Commerce, we focused our work at DOE on 

--determining DOE's rationale and legal authority for having 
unclassified but limited information, 

--examining the extent and consistency of DOE's application 
of program guidance for limiting the dissemination of 
unclassified information as compared with other federal 
agencies, and 

--determining the controls DOE uses to protect information 
once the restrictions are applied. 

We conducted our work from August 1983 through January 1984 
at DOE headquarters in Washington, D.C., and Germantown, 
Maryland; the DOE Technical Information Center, Oak Ridga, 
Tennessee; and at DOE operations offices in Oak Ridge, Tennessee 
and Albuquerque, New Mexico, We lntervlewed DOE contractors in 
the Oak Ridge and Albuquerque vicinities, but only visited one 
facility because strict security requirements limited our access 
to the facilities. Primarily, we relied on information provided 
by contractor officials, We also visited other federal agencies 
to better understand government and agencywide policies and pro- 
cedures for limiting the distribution of their unclassified 
scientific and technical information. A complete listing of fed- 
eral agencies and DOE contractors contacted is presented at the 
end of this appendix. 

To identify and determine DOE's rationale for limiting the 
dissemination of unclassified information, we interviewed offi- 
cials at DOE and the other agencies contacted who either decide 
what unclassified information should be limited or are studying 
further controls needed for handling unclassified information. 
From these officials, we obtained ongoing or completed studies, 
agency memoranda, and other documentation that further clarified 
what unclassified information is limited and why. Also, we 
reviewed titles and abstracts for 2,245 of the 6,600 documents 
limited by DOE in fiscal years 1981 through 1983--the portion 
which was easily accessible because it had been transferred from 
the center's internal files to DOE (tata bases--to determine the 
type of documents limited and their availability. 

To determine the legal authority to limit dissemination, we 
reviewed various statutes and cases and interviewed attorneys at 
DOE's Office of General Counsel. 

We examined the extent and consistency of DOE departmental 
and program office guidance for applying limitations by inter- 
viewing officials at the DOE program offices who limit the infor- 
mation and by reviewing DOE orders and memoranda. In addition, 
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we met with DOE contractors to determine how they applied DOE 
guidance. Whenever contractors issued their own guidance, we 
reviewed and discussed their guidance to determine whether it was 
consistent with DOEIs. Also, we visited the Department of 
Defense, the National Aeronautics and Space Administration, and 
the Nuclear Regulatory Commission to determine how they limited 
their unclassified Information. 

From DOE officials, primarily at the center, and DOE con- 
tractors we learned what controls are being applied to assure 
that limited, unclassified information is protected from unauth- 
orized dissemination. In addition, we examined DOE internal 
audits and contractor appraisals to assure that actions were 
either taken or planned to correct identified control weaknesses. 

At your request, we did not obtain agency comments. How- 
ever, the information contained in this report was discussed with 
the associate manager of DOE's center and the officials respons- 
ible for limiting certain categories of unclassified information 
in the DOE Offices of Defense Programs and General Counsel. 
These officials generally agreed with the facts presented. With 
the exception of not obtaining agency comments, our review was 
performed in accordance with generally accepted government audit- 
ing standards. 

FEDERAL AGENCIES CONTACTED 

International Trade Administration and National Technical 
Information Service, U.S. Department of Commerce 

Office of Research and Engineering, U.S. Department of Defense 

Information Security Oversight Office, U.S. General Service 
Administration 

Office of the Secretary, U.S. International Trade Commission 

Scientific and Technical Information Branch, U.S. National 
Aeronautics and Space Administration 

Office of Chief Executive Counsel, TJ.S. Nuclear Regulatory 
Commission 

U.S. Office of Science and Technology Policy 

DOE CONTRACTORS CONTACTED 

Bendix Corporation, Kansas City, ivllssouri 

Los Alamos National Laboratory, Los Alamos, New Mexico 

Oak Ridge National Laboratory, Oak Qidge, Tennessee 

K-25, Gaseous Diffusion Plant, Oak Qidge, Tennessee 
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Rockwell International, Rocky Flats, Colorado 

Sandia National Laboratories, Albuquerque, New Mexico 

Y-12, Weapons Plant, Oak Ridge, Tennessee 

(062310) 
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