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With The Right To Financial 
Privacy Act Of 1978 

The Right to Financial Privacy Act sets proce- 
dures Federal agencies must follow in order to 
obtain access to customers’ records maintain- 
ed by financial institutions. GAO’s review of 
the first 6 months under the new law showed 
that agencies are taking the proper steps to 
carry out its requirements. Some agencies, 
however, have had difficulties with several of 
the act’s provisions. The agencies involved are 
currently working to resolve the administra- 
tive and interpretative problems connected 
with the act. 
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GOMFTROLLER GENERAL OF THE UNITED STATES 

WASHINGTON. D.C. 2oJ4a 

B-118535 

The Honorable John J. Cavanaugh 
House of Representatives 

Dear Mr. Cavanaugh: 

As you requested in your March 7, 1979, letter, 
this report discusses Federal agencies' efforts to imple- 
ment the Right to Financial Privacy Act of 1978. It also 
identifies the major difficulties experienced by the agen- 
cies in the first 6 months of operation under the act. 

As arranged with your office, unless you publicly 
announce its contents earlier, we plan no further distribu- 
tion of this report until 30 days after the report date. At 
that time, we will send copies to the Attorney General; the 
Secretary of the Treasury: the Chairmen of the Federal 
Reserve Board, the Federal Deposit Insurance Corporation, 
and the Federal Home Loan Bank Board: the Comptroller of the 
Currency: the Administrator of the National Credit Union 
Administration: the Director, Office of Management and 
Budget: and other interested parties and also make copies 
available upon request. 

Comptroller General 
of the United States 



COMPTROLLER GENERAL'S FEDERAL AGENCIES' INITIAL 
REPORT TO THE HONORABLE PROBLEMS WITH THE RIGHT 
JOHN J. CAVANAUGH TO FINANCIAL PRIVACY ACT 
HOUSE OF REPRESENTATIVES OF 1978 

DIGEST ---w-w 

Agencies have made some progress in implementing 
the 1978 Right to Financial Privacy Act, although 
some report difficulties in complying with its 
requirements. The purpose of the act is to pro- 
tect financial institutions' customers from 
unwarranted governmental intrusion, while at the 
same time permitting legitimate law enforcement 
activity. GAO believes that, before determining 
whatever changes to the law are needed, agencies 
need more time to work out administrative 
problems. 

Effective in March 1979, the act established 
procedures Federal agencies must follow to obtain 
access to customer records. Essentially every 
Federal agency which uses customer financial 
information, especially such law enforcement 
agencies as the Departments of Justice and 
Treasury, is affected by the act. 

Approximately 15,000 banks, about 4,600 savings 
and loan associations, and numerous credit unions, 
credit card issuers, and other financial institu- 
tions are affected, because they are responsible 
for releasing customer financial records only 
after the appropriate procedures have been fol- 
lowed. In addition, the act gives customers the 
right to challenge, in court, any access to 
their records by Federal agencies. 

AGENCY EFFORTS TO COMPLY WITH THE 
ACT HAVE GENERALLY BEEN SUCCESSFUL 

Agencies have issued regulations, revised 
manuals and procedures, instructed employ- 
ees in the provisions of the act, developed 
forms, and taken steps to compile required 
evaluation data6 In addition, some agencies 
have provided instructions to financial 
institutions. (See pp. 5 to 15.) 
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It is too soon for GAO to assess whether or 
not these efforts will assure future com- 
pliance with the Right to Financial Privacy 
Act. However, most agencies appear to be 
making reasonable progress in meeting its 
requirements. (See pp- 14 and 15.) 

SIGNIFICANCE OF INITIAL PROBLEMS 
CANNOT BE DETERMINED 

Shortly after passage of the act several 
problems occurred. They affect mainly 
law enforcement agencies, such as the 
Department of Justice, but they also affect 
bank supervisory agencies. Many of these 
problems undoubtedly are attributable to 
the newness of the act and may be resolved 
as agencies gain more experience with it. 

Major difficulties with the act centered 
around: 

--Controversy between some supervisory agen- 
cies and Federal law enforcement agencies 
over the interpretation of criminal re- 
ferral procedures. (See pp. 17 to 24.) 

--Refusal by financial institutions to pro- 
vide sufficient data on suspected criminal 
violations to law enforcement agencies. 
(See pp. 24 to 26.) 

--Refusal by financial institutions to honor 
the formal written requests for information 
by Federal law enforcement agencies. ( See 
pp. 26 to 28.) 

--Uncertainty over whether banking super- 
visory agencies have the authority to 
exchange information derived from 
customer records. (See pp. 28 to 30.) 

AGENCY COMMENTS 

The Department of Justice, the Comptroller 
of the Currency, the Federal Reserve 
Board, and the Federal Deposit Insurance 
Corporation generally agreed with the 
problem areas GAO identified and with GAO's 
assessment of their activities to carry 
out the law. (See apps. II through V.) 
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The Federal Reserve Board agreed with GAO's 
position that when supervisory agencies make 
criminal referrals containing customer fi- 
nancial information, the customer must be 
notified within 14 days of the referral, 
unless a delay order is approved by a court. 
The Department of Justice, the Federal 
Deposit Insurance Corporation, and the Comp- 
troller of the Currency disagreed. They 
maintain, as pointed out in the Department 
of Justice's legal opinion on this issue, 
that supervisory agencies have implied 
authority to report certain suspected 
criminal offenses to law enforcement 
authorities without notifying the customer. 

Contrary to the Justice opinion, GAO believes 
the act requires prompt customer notification 
when protected financial information is 
disclosed. The legislative history shows 
that authority for supervisory agencies 
to make criminal referrals without customer 
notification was rejected in an attempt 
to balance both privacy and law enforce- 
ment considerations. 

Both the Department of Justice and the Fed- 
eral Deposit Insurance Corporation agreed 
with GAO's conclusion that limited agency 
experience with the act prevents a meaning- 
ful assessment of these difficulties. They 
agreed that more operating data and more 
time is needed to formulate agency positions. 

The Office of the Comptroller of the Cur- 
rency and the Federal Reserve Board stated 
that agency experience is sufficient to jus- 
tify amending the act. The Comptroller stated 
that the problems relating to the interagency 
transfer and criminal referral processes are 
real. He noted that unless appropriately amended, 
the act can reasonably be expected to frustrate 
coordination of investigations among the finan- 
cial supervisory agencies and to interfere 
with referrals to the Department of Justice. 
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CHAPTER 2 

AGENCY EFFORTS TO COMPLY WITH THE LAW 

HAVE GENERALLY BEEN SUCCESSFUL 

Since March 1979, most Federal agencies have made 
reasonable progress in implementing the actions necessary to 
comply with the act. Some, generally those most affected 
by the act, have undertaken extensive implementation steps. 
Others, generally those which only occasionally use customer 
financial records, have placed less emphasis on the implemen- 
tation process. Specific actions that have been taken include 

--issuing regulations, 

--revising procedures and training personnel, 

--developing procedures to monitor the effect of the 
act on agency operations, 

--providing instructions to financial institutions, and 

--coordinating efforts with other Federal agencies. 

Federal agencies affected by the act can be grouped into 
three categories: law enforcement, banking supervisory, and 
other agencies. Law enforcement agencies frequently use 
financial records to investigate white collar and organized 
crime. Banking supervisory agencies (referred to as super- 
visory agencies in this report), which regulate financial 
institutions, have continuous contact with financial insti- 
tutions and review customers’ records. Other agencies is a 
category which includes a variety of agencies usually mini- 
mally affected by the act. Those agencies generally utilize 
customer financial records in administering agency programs 
such as loan guarantees or personnel security investiga- 
tions. 

AGENCIES ISSUE REQUIRED REGULATIONS 

Generally, those Federal agencies required to issue 
regulations have done so in compliance with the act. The 
act requires agencies using the formal written request to 
issue regulations governing its use. Further, the Federal 
Reserve Board is required to issue regulations establishing 
reimbursement rates to be paid by Government agencies 
obtaining records from financial institutions. 
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CHAPTER 1 

INTRODUCTION 

In the Right to Financial Privacy Act of 1978, effective 
March 10, 1979, the Congress established procedures to safe- 
guard the privacy of personal financial records maintained 
by financial institutions. Every Federal agency which 
utilizes personal financial records obtained from financial 
institutions, especially the law enforcement agencies such 
as the Departments of Justice and Treasury, is affected by 
the act and must follow certain procedures before obtaining 
access to these records. 

Approximately 15,000 banks, about 4,600 savings and 
loan associations, and the numerous credit unions, credit card 
issuers, and other financial institutions are also affected. 
This is because they are responsible for releasing customer 
financial records to Federal agencies only after the appro- 
priate procedures have been followed. In addition, the act 
gives customers the right to challenge, in court, any access 
to their records by Federal agencies. 

In March 1979, Congressman John J. Cavanaugh, a member 
of the House Committee on Banking, Finance and Urban Affairs, 
requested that we review the implementation of the act during 
its first 6 months of operation. As the act’s principal spon- 
sor, he was interested in monitoring Federal agencies’ imple- 
mentation efforts. 

The purpose of our review was to determine the progress 
Federal agencies had made in implementing the act and the 
problems they encountered. For our purpose, implementation 
consists of actions to incorporate the act into agency operat- 
ing procedures, including: 

--Issuing regulations. 

--Providing guidance to agency personnel through operat- 
ing manual revisions, internal guidelines, and train- 
ing. 

--Establishing procedures for monitoring the act’s 
impact . 

--Informing nongovernment organizations of the act. 

--Establishing procedures for interagency coordination. 



PURPOSE OF THE ACT 

Financial privacy legislation was enacted because of 
congressional concern over the Federal Government's access, 
without notice to the customer, to individuals' financial 
records maintained by financial institutions. Generally, 
the courts have upheld relatively unrestricted Government 
access to these records. As late as 1976 the Supreme Court, 
in U.S. vs. Miller 425 U.S. 435 (1976), held that an indi- 
vidual had no constitutional right to privacy in records 
maintained by a financial institution. 

As individuals became more aware of the Government's 
access to these records, concern mounted. The Privacy 
Protection Study Commission reported in July 1977 that 
inspections were made without the customer's knowledge and 
without a formal record of the inspection. 

The sensitivity of financial records, which can provide 
much personal information, combined with the necessity for 
most people to use financial institutions, caused many of 
these concerns. The ability of our modern day computers 
to accumulate and easily retrieve such data was also a fac- 
tor. The Congress has considered financial privacy legisla- 
tion since the early 1970s. Recognizing the need for privacy, 
as well as the need for legitimate Government access to finan- 
cial institutions' records, the Congress enacted the Right 
to Financial Privacy Act o- C 1978 (Title XI of the Financial 
Institutions Regulatory and Interest Rate Control Act of 1978, 
Public Law 95-630, November 10, 1978). The act y& be codi- 
fied at 12 U.S.C.$$ 3401-3422. 

The purpose of the act is to protect customers of finan- 
cial institutions from unwarranted governmental intrusion 
into their financial records, while at the same time per- 
mitting legitimate law enforcement activity. To accomplish 
this objective, the act specifies procedures Federal agencies 
must follow to obtain access to financial records. 

Generally, a Federal agency may obtain access to cus- 
tomer financial records through one of five specified access 
methods. These are 

--customer authorization, 

--administrative subpoena or summons, 

--search warrant, 
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--judicial subpoena, and 

--formal written request. 

The customer authorization is a voluntary agreement by 
the customer to allow Government access to financial records 
for a period not to exceed 3 months. The administrative 
subpoena or summons is a legally enforceable demand for 
records issued by a Federal agency authorized to do so. 
A search warrant is a legal order for the production of 
information issued by a Federal magistrate or by any State 
judge of a court of record in the district in which the 
records sought are located. A judicial subpoena is a court 
order requiring the production of records. The formal 
written request is a formal request for financial records 
by a Federal agency which does not have administrative 
subpoena or summons authority. When using any of the access 
procedures, agencies must certify to the financial institu- 
tion that they have complied with the act. 

Except when a delay of notice is approved by a court, 
Federal agencies are required to notify a customer that 
records are being sought and to advise how to challenge the 
access. The customer may object in court to the access 
on the grounds that it is not for a legitimate law enforce- 
ment purpose, the records are not relevant to the inquiry, 
or the Federal agency did not comply with the act. If the 
customer objects, the requesting agency must prove that the 
access is related to a legitimate law enforcement purpose 
and that it has substantially complied with the act. 

The act also provides for an emergency access pro- 
cedure if there is imminent danger of physical personal 
injury, serious property damage, or flight to avoid 
prosecution. As with the other access methods, the agencies 
must certify compliance with the act to the financial 
institution. In addition, within 5 days of the emergency 
access, the Government must file with an approporiate court 
a statement explaining the reasons. Unless a court ap- 
proves a delay of notice, the Government must notify the 
customer as soon as practical that access has been obtained. 

Financial records obtained pursuant to the act may not 
be transferred to other Federal agencies unless the transfer 
is to facilitate a legitimate law enforcement inquiry. If 
records are transferred, the customer must generally be given 
postnotice of this transfer. 



PRIOR GAO REPORT 

A prior GAO report on financial privacy was issued on 
March 12, 1979, and entitled "Disclosure and Summons Pro- 
visions of 1976 Tax Reform Act-Privacy Gains with Unknown 
Law Enforcement Effects" (GGD-78-110). The report discusses 
the requirement that IRS notify the affected taxpayer after 
issuing a summons to a third-party recordkeeper and the 
restrictions placed on other agencies' right of access to 
tax information. 



CHAPTER 2 

AGENCY EFFORTS TO COMPLY WITH THE LAW 

HAVE GENERALLY BEEN SUCCESSFUL 

Since March 1979, most Federal agencies have made 
reasonable progress in implementing the actions necessary to 
comply with the act. Some, generally those most affected 
by the act, have undertaken extensive implementation steps. 
Others, generally those which only occasionally use customer 
financial records, have placed less emphasis on the implemen- 
tation process. Specific actions that have been taken include 

--issuing regulations, 

--revising procedures and training personnel, 

--developing procedures to monitor the effect of the 
act on agency operations, 

--providing instructions to financial institutions, and 

--coordinating efforts with other Federal agencies. 

Federal agencies affected by the act can be grouped into 
three categories: law enforcement, banking supervisory, and 
other agencies. Law enforcement agencies frequently use 
financial records to investigate white collar and organized 
crime. Banking supervisory agencies (referred to as super- 
visory agencies in this report), which regulate financial 
institutions, have continuous contact with financial insti- 
tutions and review customers’ records. Other agencies is a 
category which includes a variety of agencies usually mini- 
mally affected by the act. Those agencies generally utilize 
customer financial records in administering agency programs 
such as loan guarantees or personnel security investiga- 
tions. 

AGENCIES ISSUE REQUIRED REGULATIONS 

Generally, those Federal agencies required to issue 
regulations have done so in compliance with the act. The 
act requires agencies using the formal written request to 
issue regulations governing its use. Further, the Federal 
Reserve Board is required to issue regulations establishing 
reimbursement rates to be paid by Government agencies 
obtaining records from financial institutions. 
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Agencies Issue regulations for 
obtaining customer records through 
the noncoercive procedure 

Certain Federal agencies, as required by the act, have 
issued regulations specifying procedures to use when obtain- 
ing financial records through the formal written request. 
This is a new noncoercive procedure for gaining access to 
financial records and is to be used by agencies which have 
authority to investigate violations of law but which lack 
administrative summons or subpoena power. The request is 
not legally enforceable, but it is intended to provide a 
voluntary means for financial institutions to cooperate with 
Government agencies legitimately seeking records and to 
preserve the customer's notification and challenge rights. 
The formal wrrtten request could be used by law enforcement 
components of four agencies in our review--the Departments of 
Justice, Treasury, and Defense and the U.S. Postal Service 
(USPS). Justice, Treasury, and USPS issued final regulations 
governing the use of this procedure on March 13, March 20, 
and July 5, 1979, respectively. 

Each of these regulations follows essentially the same 
format. The request consists of a letter or memorandum, to 
be signed by an appropriate official of the requesting Govern- 
ment agency, to an appropriate official of the financial in- 
stitution. It is to identify the customer, describe the 
records, and include any other appropriate information. 
These regulations require that the formal written request 
contain the signing official's name, title, business address, 
and telephone number. The regulations require the request 
to be issued by a supervisory official designated by the 
head of the requesting unit. 

The Department of Defense has not yet issued regulations 
to implement the formal written request procedure. Department 
officials advised us that the delay in issuing the regulations 
is caused by the time required to develop a single departmental 
regulation coordinated with all affected Defense components. 
These officials told us that through September 1979, Defense 
components had no occasion to use the formal written request. 

Federal Reserve Board promulqates 
reimbursement regulations 

The Federal Reserve' Board has also taken steps to com- 
ply with the act's requirement for issuing regulations. The 
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act requires Federal agencies to generally reimburse financial 
institutions for the costs associated with providing financial 
records. In accordance with the act, the Federal Reserve 
Board has issued regulations establishing rates. 

On August 2, 1979, the Board published, for comment, 
proposed regulations, suggesting a rate of $5 per hour 
for personnel time and 10 cents per page for reproduction 
cost. After considering the 108 letters of comment, the 
Board issued final regulations on September 27, 1979. 

These regulations, effective October 1, 1979, allow reim- 
bursement for personnel time, reproduction, and transportation 
costs. A rate of $10 per hour is established for personnel 
time spent in locating, retrieving, reproducing, packaging, 
and preparing documents for shipment, The rate for reproduc- 
tion costs is 15 cents per page, and reimbursement for 
personnel, reproduction, and transportation is limited to 
reasonably necessary costs directly incurred. 

AGENCIES REVISE PROCEDURES AND TRAIN 
EMPLOYEES TO COMPLY WITH THE ACT 

In addition to revising operating procedures, several 
affected agencies had taken other actions to instruct 
employees concerning the act's provisions. These actions 
include 

--developing standard forms to be used in obtaining fi- 
nancial records, 

--distributing instructional and procedural memos and 
training employees, and 

--providing answers to employee questions. 

Operatinq procedures are revised 

The Departments of Justice, Treasury, and the Federal 
Trade Commission (FTC) have revised their operating manuals. 
The revisions provide a brief explanation of the act, 
together with instructions, guidelines, and model forms. 
Generally, the revisions highlight the sections of the act 
most applicable to the agency. Among the subjects covered 
are 

--the access methods available to the agency, 

--the required certificate of compliance provided to 
financial institutions, 

7 



--records covered by the act, 

--customers covered by the act, 

--customer notification requirements, 

--procedures for obtaining a delay of customer notice, 

--dissemination of information obtained pursuant to the 
act to other Federal agencies, 

--penalties for failure to comply with the act, and 

--the reporting requirements. 

The Department of Justice revised the U.S. Attorneys’ 
manual effective March 10, 1979. This timeliness was pri- 
marily attributable to the departmental task force which had 
been ‘established to implement the act. The FTC on the other 
hand did not distribute a revised manual until July 1979. 
However, their delay was not as significant as it may seem 
because of the minimal effect the act has on this agency. 

Each of the supervisory agencies had established interim 
or finalized procedures for transferring information about 
suspected criminal violations to the Department of Justice. 
Differences in the transfer procedures exist, with those dif- 
ferences centering primarily on the supervisory agencies’ 
legal responsibility for notifying the customer of the infor- 
mation transferred to the enforcement agency. The source of 
the differences is the conflicting interpretations of the act’s 
requirements by the Department of Justice and supervisory 
agencies. This is further discussed in chapter 3. 

Standardized forms are used 

In order to maintain uniformity and lessen the burden 
on employees, most agencies have standardized forms to comply 
with certain provisions of the act. Agencies have both 
adopted their forms from model forms developed by Justice and 
Treasury and developed forms independently. The most common 
model forms used by the agencies include: 

--Customer consent and authorization for access to 
financial records. 

--Certificate of compliance with the act. 
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--Customer notice. 

--Customer’s motion to challenge Government access 
to financial records. 

--Customer’s sworn statement for filing a challenge. 

--Certificate of service. 

--Delay of notice order. 

Major Federal agencies using standardized forms are the 
Departments of Justice, Treasury, the USPS, the FTC, the 
Department of Commerce’s Office of the Inspector General, and 
several agencies of the Department of Agriculture. The Jus- 
tice forms were developed by an implementation task force 
prior to the effective date of the act. 

Employees receive instructional and procedural 
memos and classroom traininq 

Another means agencies have to inform their employees 
about the act is formal instructional or procedural memos. 
This method was used by each of the agencies in our review. 
These memos generally contain a brief description of the 
act, but they vary from simple summaries of the act and how 
it affects the agency to extensive analysis of its provisions. 
Many of these were distributed prior to or just after the 
effective date of the act. 

Agencies have also undertaken to advise affected em- 
ployees of the act through both formal and informal instruc- 
tion. Generally, the law enforcement and banking supervisory 
agencies had provided training to their employees. However, 
several of the other agencies minimally affected by the act 
determined that at the present time training is not neces- 
sary . 

An example of the type of training is that being pro- 
vided by the Federal Bureau of Investigation (FBI). During 
April, May, and June 1979, l-day training sessions, including 
subjects other than the act, was provided to field privacy 
control officers. The officers represented about 75 percent 
of the field offices. These individuals serve as field 
office advisors on priva’cy matters. 

Two additional hours of training were provided to the 
principal legal advisors in the field offices. Training 
on the act has been included in the FBI’s annual l-day 
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Regional Privacy Seminars conducted for all the field offices 
and in a l-day white-collar crime retraining session at the 
FBI Academy, 

The Federal Law Enforcement Training Center also pro- 
vides training on the act. The Center provides training to 
Federal Investigative personnel, including employees from 
various Inspector Generals ' off ices. The act is covered in 
the Center's basic criminal investigation course and the 
advanced criminal investigation course on white collar crime. 
Approximately 1,250 and 575 students attend these 2 courses 
each year. The act is also discussed in the sources of infor- 
mation class and is included in classes on the Privacy Act of 
1974 and the Freedom of Information Act. 

Four banking supervisory agencies, the Federal Reserve 
Board, the Office of the Compt,roller of the Currency (OCC) , the 
Federal Deposit Insurance Corporation (FDIC), and the National 
Credi,t Union Administration (NCUA) have provided training to 
their examiners. This was usually included in established 
courses and consisted of less than 2 hours of instruction. 

Even though training has not been formalized in some 
agencies, informal training such as lectures and/or speeches 
has been provided. These are presented to headquarters as 
well as field office personnel. Generally, employees at 
these sessions are given a chance to ask questions about the 
act. For example, the Small Business Administration has held 
a series of regional meetings at which the act was discussed. 
Also, some agencies will provide training if they determine 
it is needed. 

Another way of informing agency employees of the pro- 
visions of the act is through answers to employees' questions. 
Most questions are resolved by telephone, but some are an- 
swered formally in writing. The FBI estimates that hundreds 
of calls between headquarters and the field have been made 
to clarify the act. Department of Justice officials have 
answered questions for Department personnel and other offi- 
cials. Commenting on our draft report, the Board stated 
that it has been very active in disseminating advice by 
telephone to governmental and private organizations. 

AGENCIES MONITOR THE EFFECT OF 
THE ACT ON THEIR OPERATIONS 

In order to determine the act's effect on agency oper- 
ations and to provide required information to the Congress, 
most agencies have taken steps to accumulate statistical 
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information. The act requires agencies to report to the 
Congress concerning activity under the act. The report is 
due in April of each year for the preceding calendar year 
and is to include 

--the number of requests for records made pursuant to 
each of the five access methods: 

--the number of times records were requested pursuant 
to the emergency access procedure, foreign counter- 
intelligence activities, and the protective functions 
conducted by the Secret Service: and 

--the number of times customer notices were delayed. 

In addition, the Administrative Office of the U.S. 
Courts is required to report information annually to the 
Congress on the number of delays of notice and the number 
of customer challenges. The report, due in April for 
the preceding calendar year, is to include 

--the identity of the Government authority requesting 
a delay of notice, 

--the number of notice delays sought and the number 
granted, and 

--the number of customer challenges made and the 
number successful. 

Most of the reporting requirements affect the law en- 
forcement agencies. Some agencies have developed stand- 
ardized formats to accumulate and report the information. 
For example, the Department of Justice developed a stand- 
ardized format for reporting of statistics by its various 
components. 

The banking supervisory agencies generally obtain 
financial records under an exception and are not required 
to report statistics. Other agencies which have neither 
law enforcement nor supervisory responsibility are required 
to report to the Congress only when they obtain financial 
records through one of the five access methods. However, 
in many instances these agencies obtain records under 
an exemption and are not.required to report statistics. 
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T'he frequency of reporting from field offices varies 
by agency. Some law enforcement agencies, such as the FBI, 
require their field offices or components to report quar- 
terly while other agencies require this information to be 
submitted annually. In at least one agency (Department of 
Commerce's Inspector General Office) an auditor/investigator 
is required to notify the Counsel to the Inspector General 
whenever he intends to examine financial records pursuant 
to the act. The Counsel to the Inspector General then 
maintains a continuous record of the number of times the 
act is used. 

The FBI was the only agency which made extensive use 
of the act that could provide us with statistical informa- 
tion. The information as of December 31, 1979, shows the 
following: 

Number of formal written requests utilized 484 
Delay notices utilized 26 
Number of customer authorizafions utilized 1,189 
Number of judicial subpoenas utilized 80 
Number of search warrants issued 1 
Special Procedures 

Foreign counterintelligence requests (note a) 
L;lurnber of emergency access requests utilized 1 

Note a: Number of foreign counterintelligence requests 
not shown for security reasons. 

In March 1979, the Administrative Office of the U.S. Courts 
provided instructions and forms to be used by the clerks 
of tne U.S. Courts in reporting under provisions of the act. 
As of December 31, 1979, the administrative office reported 
15 customer challenges to Government access. 

AGENCIES PROVIDE ASSISTANCE 
TO FINANCIAL, INSTITUTIONS 

To help institutions comply with the act while at the 
same time promoting cooperation with the Government, Federal 
agencies have attempted in various ways to inform financial 
institutions about the act. Since financial institutions 
must comply with the act in releasing customer financial 
records, they need to understand its provisions. 
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Banking institution officials told us that they become 
familiar with the act through their legal staffs or consul- 
tants and by information published by banking and trade 
associations. For example, the Consumer Bankers Association 
published a compliance manual for the act. The manual gave a 
legislative history of the act and described the various 
provisions and their effect on banks. Also, the United 
States League of Savings Associations provided a copy of 
the act and an analysis of its provisions to its member 
savings and loan associations. 

The banking supervisory agencies and the Department 
of Justice have provided information. In November 1978, 
the FDIC and the OCC sent a summary of the act's provisions 
to the institutions they supervise. The NCUA published a sum- 
mary of the act in its publication for the Credit Union com- 
munity. A Federal Home Loan Bank Board (FHLBB) official 
published an article on the act in a savings and loan trade 
journal. 

The Department of Justice, with advice from the supervi- 
sory agencies, prepared an analysis of the act and its effect 
on the disclosure of financial information by financial insti- 
tutions to Federal law enforcement authorities. The analysis 
explained the records covered by the act, the information 
financial institutions can provide to Federal law enforcement 
agencies, and the access methods available to these agencies 
for obtaining customer financial records. Justice requested 
the banking supervisory agencies to forward this document to 
their respective financial institutions. However, as of mid- 
October 1979, the FDIC and the Office of the Comptroller of 
the Currency were the only agencies to do so. The NCUA and 
the FHLBB had not yet decided if they agreed with the 
analysis. 

In its April 4, 1980, response to our draft report, 
the Federal Reserve Board stated that it revised the 
Justice advisory and sent it to the Federal Reserve 
Banks, for transmittal to State member banks. This was 
sent to the Federal Reserve Banks on April 3, 1980. 

COORDINATION AMONG AGENCIES 
LED BY DEPARTMENT OF JUSTICE 

The Department of Justice has taken a lead agency role 
in the Federal Government's efforts to comply with the act. 
It has coordinated its efforts with and provided assistance 
to other Federal agencies. Most Federal agencies in our 
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review were aware of the Department’s activity and 
publications on the act. Although Justice has influenced the 
actions of some agencies, not all have agreed with Justice’s 
advice. This is discussed further in chapter 3. 

The Department of Justice is not only affected by the 
act in the investigation of criminal activities but also 
represents Government agencies and employees in litigation. 
Because of this, the Department has a special interest in 
ensuring that other Federal agencies comply with the act. 

Prior to the effective date of the act, Justice estab- 
lished an implementation task force made up of representa- 
tives from its investigating agencies and litigating divisions. 
Much of the material drafted by the task force to advise 
department personnel of the act was also provided to other 
Federal agencies. In addition, task force members partici- 
pated in meetings with other agencies on the act. Justice 
officials attribute its own implementation progress, as well 
as that of several other Federal agencies, to the efforts of 
this task force. 

Another example of Justice’s coordination efforts are 
those it undertook with the Department of Treasury. This 
resulted in these two departments adopting many of the same 
forms for obtaining and transferring customer financial 
information. Several of the forms, such as the certificate 
of compliance for financial institutions, customer authori- 
zation, formal written request for financial institutions, 
customer notice, and customer postnotice of the use of a 
search warrant to obtain financial records are the same 
within the agencies. 

Justice also prepared a letter which was sent to other 
Federal agencies on June 25, 1979. Its purpose was to advise 
agencies of the act and the potential effect it would have on 
their operations. The letter also served to give the agencies 
a brief description of the act and to invite them to contact 
the Department for assistance in complying with its provisions. 
Justice also issued a legal opinion and an analysis on the 
transfer of records from banking supervisory agencies and fi- 
nancial institutions respectively to law enforcement agencies. 
These are further discussed in chapter 3. 

CONCLUSION 

The act affects many Federal agencies and most financial 
institutions. In order to comply with the act, Government 
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agencies have taken a number of steps. Many agencies have 
revised manuals and procedures, instructed employees in the 
provisions of the act, developed forms, and taken steps,to 
cornFile evaluation data required by the act: some agencies 
have provided instructions to financial institutions. 
Although it was too early for us to assess whether or not 
these efforts will assure future compliance, most of the 
agencies appear to be making reasonable progress, and the ac- 
tions taken thus far seem to comply with the act. Many of 
the future efforts will be addressed to resolving problems 
identified during the early months of operating under the 
act and problems that arise as the agencies become more 
experienced with the act. 

AGENCY COMMENTS 

The Department of Justice, the Federal Deposit Insurance 
Corporation, and the Federal Reserve Board generally agreed 
with our assessment of agencies implementation activities. 
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CHAPTER 3 

SIGNIFICANCE OF INITIAL PROBLEMS UNCERTAIN 

Federal agencies, in particular the law enforcement 
agencies, are finding the act more difficult to work with than 
was originally anticipated. Asserting that the act is hinder- 
ing their investigative activities, law enforcement agencies 
maintain that the act restricts access to customer financial 
records. As a result, the agencies may need to rely more 
extensively on the grand jury subpoena to obtain the required 
records. 

Agencies' major difficulties result from: 

--Controversy between the supervisory agencies and 
Federal law enforcement agencies over interpretation 
of criminal referral procedures. 

,--Refusal by financial institutions to provide sufficient 
data on suspected criminal violations to law enforce- 
ment agencies. 

--Refusal by financial institutions to honor the non- 
coercive access method. 

--Uncertainty over whether supervisory agencies have the 
authority to exchange information derived from 
customer records. 

Another difficulty, which is primarily a concern of Justice, 
is the possibility that court cases on customer challenges may 
take longer to be decided than the 7 days allowed by the act. 

The agencies involved are currently working to resolve the 
administrative and interpretative problems connected with the 
act. Several agencies believe some of the problems can only 
be resolved by clarifying the act's lanaguage. To accomplish 
this, these agencies have submitted suggested amendments to 
the Office of Management and Budget (OMB). 

With regard to the act's administrative difficulties, we 
believe it is premature to propose amendments until agencies 
have gained additional experience and have a further opportunity 
to resolve these problems. Failure to resolve interpretative 
problems may ultimately result in a judicial resolution of 
the controversy. Therefore, the Congress may want to clarify 
its intent regarding transfer of records between supervisory 
and law enforcement agencies. 
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CONTROVERSY BETWEEN LAW ENFORCEMENT AND 
SUPERVISORY AGENCIES OVER INTERPRETATION 
OF CRIMINAL REFERRAL PROVISIONS 

The law enforcement and some supervisory agencies dis- 
agree over the interpretation of the act's criminal referral 
procedure. The essence of the problem is the need for cus- 
tomer notification when information obtained by the supervisory 
agencies about suspected criminal violations is provided law 
enforcement agencies. As a result, in its early stage, the 
act has somewhat impeded these referrals. 

The violations at issue concern offenses related to 
the management of the financial institution. The Department 
of Justice's interpretation is that these referrals can 
be made without customer notification, but some supervisory 
agencies either disagree with this or are undecided. Justice 
also maintains that customer notice may jeopardize investi- 
gations and that the act does not provide sufficient time 
to obtain a court order delaying notice. In our view, the 
legislative history of the act does not support the Justice 
interpretation. As a result, we believe that, when supervi- 
sory agencies make criminal referrals containing customer 
financial information, the customer must be notified within 
14 days of the referral, unless a delay order is approved 
by a court. 

Prior to the act, whenever supervisory agencies suspected 
that a Federal crime affecting the management of a financial 
institution had been committed, they would routinely notify 
the appropriate Federal law enforcement agency. Their noti- 
fication would provide a detailed analysis of the customer 
records as support. The suspected crimes generally were 
against the financial institutions--for example, theft o'r 
embezzlement by an officer or employee. These referrals, 
according to law enforcement and supervisory agency officials, 
were an important source of information. 

Supervisory agencies generally do not have data showing 
the frequency and significance of these referrals. However, 
FDIC did have information which showed that it made 744 
criminal referrals to the Department of Justice in calendar 
year 1978. An FDIC official said that on the basis of the 
types of violations reported, the majority involve offenses 
related to the management of the financial institution, 
and approximately 20 percent of criminal irregularities 
involved customer records. Therefore, approximately 149 of 
FDIC's criminal referrals in 1978 would involve customer 
records. 
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The act does not give supervisary agencies express 
authority to refer suspected criminal violations to law 
enforcement agencies. The lack of this express authority 
has caused confusion and disagreements between the Justice 
Department and several supervisory agencies about what 
procedures to use in referring suspected criminal violations 
to law enforcement agencies. The initial result of this 
confusion was a moratorium on criminal referrals by these 
agencies for about a 2-month period after the effective 
date of the act. 

According to officials of some supervisory agencies, 
the effect of this halt in criminal referrals was minimized 
because the financial institutions referred most of the 
suspected violations to the Justice Department. The act 
permits financial institutions to report suspected crimi- 
nal offenses to the appropriate law enforcement agencies in 
a nonidentifiable form without notice to the customer. How- 
ever, the records cannot be transferred without notice to 
the customer unless a delay is permitted by court order. 
Department of Justice officials expressed concern that 
when bank officials themselves are involved, the financial 
institutions are unlikely to make such independent referrals. 
Therefore, Justice officials maintain that the supervisory 
agencies need to make these referrals. 

The Department of Justice maintains that the referrals 
should be sufficiently detailed to allow the law enforcement 
agency (1) to determine that reasonable grounds exist to be- 
lieve there is a criminal violation and (2) to reasonably de- 
scribe the records in a request for access. Justice also 
contends that notice to the customer for criminal referrals 
could in many cases be highly detrimental to the criminal in- 
vestigation and prosecution. Moreover, it believes that the 
14-day delay period for this notice is too short. It main- 
tains that this is not sufficient time to determine if a 
delay order should be sought and to go to Court to get the 
order. 

In addition, the FBI contends that criminal referrals 
using nonidentifiable customer information do not provide 
sufficient information to conduct an investigation. For exam- 
ple r in June 1979, one of OCC’s Regional Offices referred 
three suspected criminal violations in one financial institu- 
tion to the U.S. Attorney using nonidentifiable customer 
information. These suspected violation reports deleted all 
names, replacing them instead with ABC Bank, Bank President 
X, D Corporation, and so forth. When referred by the U.S. 
Attorney to the FBI for investigation, the FBI stated that 
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no investigation was possible due to the lack of basic, 
necessary rdentifying information. In October 1979, the 
FBI had still not obtained additional identifying information 
and had not initiated any further investigation. 

Neither the Justice Department nor the supervisory 
agencies had data on the number of criminal referrals made 
where the 14-day delay period was considered too short or 
where the nonidentifiable customer information method was 
used. Therefore, the extent of this problem could not be 
shown. 

Department of Justice’s attempt to 
resolve the controversy not accepted 
by all supervisory agencies 

On May 22, 1979, the Justice Department issued a legal 
opinion to help resolve the issue of whether supervisory 
agencies have the authority to refer suspected criminal vio- 
ations to law enforcement agencies. The opinion basically 
concludes that although the act does not expressly grant 
such authority, these agencies have “implied” authority to 
make such referrals without notifying the customer. However, 
this authority is limited to offenses directed against a fi- 
nancial institution. This conclusion is based on the premise 
that transfers of information related to crimes involving a 
financial institution’s operations have long been considered 
part of a supervisory agency’s responsibility, and the act 
was only 1 of 20 titles of legislation primarily designed to 
strengthen the operation of supervisory agencies. The opinion 
states in part that: 

“It would be anomalous to conclude that a statute which 
was intended on the whole to strengthen the regulation 
of financial institutions was also intended to deprive 
the regulators of one of their oldest and strongest 
weapons for dealing with the most serious cases of 
management abuse. ” 

The opinion also concludes that the scope or content 
of these criminal referrals should only provide sufficient in- 
formation to enable law enforcement agencies to determine if 
an investigation is warranted and if so, to obtain access to 
the necessary records. In an accompanying memorandum, Justice 
provided information on the types of criminal offenses which 
the supervisory agencies may properly refer under implied 
authority. The memorandum also included a list of specific 
information derived from customer records that may be included 
in these referrals. The opinion also concluded that supervi- 
sory agencies do not have implied authority to report crimes 
that are unrelated to their supervisory function. 
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The supervisory agencies’ reactions to the opinion and 
Criminal Division memorandum were mixed. FDIC accepted the 
opinion. Other supervisory agencies, however, disagree with 
the Department of Justice’s position or have not yet decided 
if they will accept it. The basis for the disagreement is 
also recognized in the Justice Department’s opinion. This 
opinion states that based on the act’s language and legis- 
lative history, the courts may find that a supervisory agency 
must give notice to the customer when reporting a crime related 
to the management of the financial institution. 

As of October 1979, except for FDIC, the supervisory 
agencies had policies to make referrals by providing notice 
to the customer or by using nonidentifiable information in 
the referral. The CCC, the FHLBB, and the NCUA currently use 
both procedures, depending on the circumstances. In most 
instances the Federal Reserve Board will make referrals 
only when the member bank has failed to do so. If a Federal 
Reserve Board referral is necessary, the customer notice 
method is used. 

Agencies propose amendments to clarify 
criminal referral controversy 

The Department of Justice and most supervisory agencies, 
including FDIC, all advocate amending the act to clarify the 
authority of supervisory agencies to make criminal referrals 
without giving notice to the customer. Most proposed amend- 
ments would simply give this type of criminal referral author- 
ity to supervisory agencies. 

The Department of Justice, however, has provided to OMB 
a more comprehensive amendment package. The Department of 
Justice wishes to clarify the definition of “financial record” 
to restrict coverage of the act to account information only 
(application for or debit or credit to a demand deposit, 
savings, share, loan or credit card account). In addition, 
it would change the existing language of this section: 
“(financial record) means an original, copy of, or information 
known to have been derived from any record held by a financial 
institution * * * ‘I (emphasis added) essentially by replacing 
the underlined wording with “or summary of.” The Department 
states the proposed change would permit disclosure, as in 
reports of crime, of financial information as long as no 
original, copy or detailed summary of protected financial 
records is disclosed without process. 
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The Justice Department would also amend the act to include 
express authority for any financial institution, supervisory 
agency or other Government authority, or any officer, employ- 
ee, or agent thereof, to report possible violations of any 
statute or rule, regulation, or order issued pursuant thereto, 
to the Government authority with investigative jurisdiction. 
It would also specify the scope of such a report similar to 
that presented in the Criminal Division's memorandum on the 
Justice opinion (discussed earlier in this chapter) and the 
Justice Department's guidance for financial institutions as 
discussed later in this chapter. 

Legislative history does not 
support implied authority 

In our view the Justice opinion overlooks the act's 
separate history which indicates that it does have purposes 
distinct from the rest of the Financial Institutions Regula- 
tory,and Interest Rate Control Act of 1978. These purposes 
could be viewed as contradictory to the overall intention 
of that act to strengthen the authority of supervisory 
agencies to regulate financial institutions. 

In its response to our draft report, Justice objected 
to our opinion that the purpose of the act could be viewed 
as contradictory to the overall intention of the Financial 
Institutions Regulatory and Interest Rate Control Act of 
1978, of which the Right to Financial Privacy act is a part. 
However, as discussed, we believe the legislative history 
shows that the Right to Financial Privacy Act does have pur- 
poses distinct from the rest of the overall act. A1thoug.n 
the main thrust of the overall act is to strengthen the super- 
visory authority of Federal agencies regulating depository 
institutions, the whole focus of the Right to Financial 
Pricacy Act and the bills which preceded it was customer 
privacy. 

Financial privacy legislation was introduced as many sep- 
arate bills in several Congresses in response to the case of 
U.S. vs Miller. 
8133, 

On the basis of many of these bills, H.R. 
95th Congress, was introduced. The House Committee on 

Banking, Finance and Urban Affairs included this bill as Title 
XI of the Financial Institutions Regulatory Act of 1978. 

Prior bills were more restrictive than H.R. 8133. For 
example, H.R. 215, 95th Congress, the "Bill of Rights Pro- 
cedures Act of 1977," prohibited government agents from 
receiving information from or access to financial records 
without the consent of the customer or in response to a judi- 
cial or administrative subpoena or search warrant. Although 
that bill permitted financial institutions to notify law 
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enforcement agencies of suspected criminal law violations, 
access was limited to methods prescribed for other financial 
records and no such authority was granted to supervisory 
agencies. 

In addition, H.R. 1985 95th Congress, the "Right to 
Privacy Records Act," excepted information disclosed to 
supervisory agencies from notice requirements but provided 
no such exception for the transfer of information. The 
purpose of this provision was to enable the agencies to 
carry on their supervisory responsibilities. H.R. 2603, 
95th Congress, the "Right to Financial Privacy Act of 1977," 
and numerous identical bills addressed this issue. They 
permit financial institutions but not supervisory agencies 
to give law enforcement agencies notice of suspected criminal 
violations only against the financial institution itself. 
However, access is permitted only through methods authorized 
by the present act and only with notice to customers. All 
transfers of records, including those between supervisory 
agencies, are prohibited unless specifically authorized by 
statute, and Government use of records is restricted to 
the statutory purposes for which the records were originally 
collected. 

The Department of Justice points out that the restrictive 
H.R. 8133 allowed supervisory agencies to report crimes with- 
out notifying customers. However, since this section of the 
bill was deleted by amendment, statutory rules of interpreta- 
tion would cause us to conclude that such an omission was 
intentional in the absence of convincing evidence to the 
contrary. Justice's assertion, in its response, that this 
deletion was "not purposeful" is discounted by a footnote 
in the Department's legal opinion which concluded: 

I, . . * . . express permission to refer was included in the 
bill at all points until its passage by the House 
and was referred to in the Committee report. However, 
the legislative history of 1112 shows that this authori- 
ty was omitted in the Goldwater-McKinney amendment 
rather than through clerical inadvertence* Since the 
Department reviewed and assented to the text of the 
amendment, we can hardly argue accidental omission." 

The Committee Report stated that H.R. 8133 was based on two 
key principles: (1) that customers be given prior notice to 
the Government's attempt to gain access to their bank records 
and (2) that customers be given an opportunity to contest 
such access in court. The Committee Report also stated that 
Title XI represents a substantial compromise between the 
original version of the title and the views of various law 
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