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INFORMATION TECHNOLOGY 
Department of Veterans Affairs Faces Ongoing 
Management Challenges 

Why GAO Did This Study 

The use of information technology 
(IT) is crucial to helping the 
Department of Veterans Affairs (VA) 
effectively serve the nation’s 
veterans, and the department has 
expended billions of dollars annually 
over the last several years to manage 
and secure its information systems 
and assets. VA has, however, 
experienced challenges in managing 
its IT. GAO has previously highlighted 
VA’s weaknesses in managing and 
securing its information systems and 
assets. 

GAO was asked to testify on its past 
work on VA’s weaknesses in 
managing its IT resources, 
specifically in the areas of systems 
development, information security, 
and collaboration with the 
Department of Defense (DOD) on 
efforts to meet common health 
system needs. 

What GAO Recommends 

In previous reports in recent years, 
GAO has made numerous 
recommendations to VA aimed at 
improving the department’s IT 
management capabilities. These 
recommendations were focused on: 
improving two projects to develop 
and implement new systems, 
strengthening information security 
practices and ensuring that security 
issues are adequately addressed, and 
overcoming barriers VA faces in 
collaborating with DOD to jointly 
address the departments’ common 
health care business needs.  

 

What GAO Found 

Recently, GAO reported on two VA systems development projects that have 
yielded mixed results. For its outpatient appointment scheduling project, VA 
spent an estimated $127 million over 9 years and was unable to implement any 
of the planned capabilities. The application software project was hindered by 
weaknesses in several key management disciplines, including acquisition 
planning, requirements analysis, testing, progress reporting, risk management, 
and oversight. For its Post 9/11 GI Bill educational benefits system, VA used a 
new incremental software development approach and deployed the first two 
of four releases of its long-term system solution by its planned dates, thereby 
providing regional processing offices with key automated capabilities to 
prepare original and amended benefits claims. However, VA had areas for 
improvement, including establishing business priorities, testing the new 
systems, and providing oversight. 

Effective information security controls are essential to securing the 
information systems and information on which VA depends to carry out its 
mission. For over a decade, VA has faced long-standing information security 
weaknesses as identified by GAO, VA’s Office of the Inspector General, VA’s 
independent auditor, and the department itself. The department continues to 
face challenges in maintaining its information security controls over its 
systems and in fully implementing the information security program required 
under the Federal Information Security Management Act of 2002. These 
weaknesses have left VA vulnerable to disruptions in critical operations, theft, 
fraud, and inappropriate disclosure of sensitive information.  

VA and DOD operate two of the nation’s largest health care systems, providing 
health care to 6 million veterans and 9.6 million active duty service members 
at estimated annual costs of about $48 billion and $49 billion, respectively. To 
provide this care, both departments rely on electronic health record systems 
to create, maintain, and manage patient health information. GAO reported 
earlier this year that VA faced barriers in establishing shared electronic health 
record capabilities with DOD in three key IT management areas—strategic 
planning, enterprise architecture (i.e., a description of business processes and 
supporting technologies), and IT investment management. Specifically, the 
departments were unable to articulate explicit plans, goals, and time frames 
for jointly addressing the health IT requirements common to both 
departments’ electronic health record systems. Additionally, although VA and 
DOD took steps toward developing and maintaining artifacts related to a joint 
health architecture, the architecture was not sufficiently mature to guide the 
departments’ joint health IT modernization efforts. Lastly, VA and DOD did 
not have a joint process for selecting IT investments based on criteria that 
consider cost, benefit, schedule, and risk elements, which would help to 
ensure that the chosen solution both meets the departments’ common health 
IT needs and provides better value and benefits to the government as a whole. 
Subsequent to our report, the Secretaries of Veterans Affairs and Defense 
agreed to pursue integrated electronic health record capabilities. 

View GAO-11-663T or key components. 
For more information, contact Joel C 
Willemssen at (202) 512-6253 or 
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(202) 512-6304 or melvinv@gao.gov. 

http://www.gao.gov/products/GAO-11-663T�
http://www.gao.gov/products/GAO-11-663T
mailto:willemssenj@gao.gov


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


