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wovernment Operations: Government Activities and “ransportation
Subcommittee; by Elmer B. Staats. Coaptroller General.

Issue Area: Law Enforcement and Criee Prevention: White-Coliar
Crime (509); Accounting and Pinancial Reporting (2800) ;
Transportation Systess and Policies: Urban Public Tranmsit
Systeas {2411).

Contact: Coamunity and BEconoamic vevelopment Div,

Budget Punction: Law Enforceaent and Justice: Federal Law
Enforcement and Prosecution (751); Commerce and
Transportation: Ground Transportation (404); Miscellaneous:
Financial Managesment and Inforsation Systess (1002).

organization Concerned: Departmsent of Transportation; Departaent
of Justice; Department of the Treasury; Urban Mass
Transportation Adaministration.

congressional Relevance: House Committee cn Government
Operations: Government Activities and Tranpspcrtation
Subcomaittee. PFPep. John L. Burton.

Authority: Urban Mass Transportation Act of 1964, as amended (49
U.S.C. 1601). Housing Act of 1950 (12 U.S.C. 17¢9).
Gov.rnaent Corporation Control Act (31 U.S.C. 841).
Accounting and Auditing Act of 1950 (31 G.S C. 66). General
Accounting Office Act of 1974. P.L. 93-604. 31 U.S.C. 65.

The Orban Mass Transportation Administration’s (UNTA's)
accounting, auditing, and adsinistrative conirols were reviewed
because of the diversion of Federal funds by an employee. The
review also involved the approval of UMTA's acccunting systea
and UMIA's hiring practices. During 1977, a Federal employee
diverted more than $856,000 of Frederal mass transportation funds
by placing his name on official payment vouchers authorizing the
U.5. Treasury to issue checks. Inadequate review of the vouchers
at the time of certification and the employ<e's access to all
pertinent documents directly contribucted to the diversion of
funds. In adéition, the employee was permitted tc work
unscheduled and unsupe’viced hours; he was authorized to act as
a special messenger fo¢ the accounting division; and he wvas
assigned continuous responsibility for the same grant projects.
The employee pleaded gnilty to one count each of mail fraud and
forgery and was sentenced to 6 years in prison. Cash and other
assets acquired with the sisused funds were recovered. UMTA is
not considered an executive agency under 31 U,.S.C. 65a and is
excepted from accounting systems approval by GAO. The Departaent
of Transportation has acted in accordance with requirements by
the Civil Service Commission for the hiring of rehabilitated
offerders and in promoting such eaployees. (RRS}
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The Honorable John L. Burton
Chairman, Subcommittee ¢n
Government Activities and Transportat:cn
Committee on Government Operations
House of Representatives

Dear Mr. Chairman:

Your September 16, 1977, letter stated that the
accounting and auditing procedures of the Urban Mass
Trangphrtation Administration (UMTA) appeared to con-
tributa to the misuse of Federail funds by a Federal
employee. You asked us to review UMTA's accounting,
auditing, and other administrative controls partic-
ularly as they related to the conditions which enabled
the funds to be diverted. You also expressed concern
that UMTA's accounting system was ncot approved by us.
You further inquired abcut UMTA's personnel practices,
particularly as they reiated to hiring employees with
both abi.ity and integrity.

In carrying out our review, we interviewed apprc-
oriate UMTA anrd Department of Transportcation orfficials
and reviewed relevant documents. We also met with Secret
Service officials who investigated the case and with the
Assistant U.S. Attorney in charge of the crim:nal pro-
ceedings.

The following sections address

--the diversion of Federal funds, the weaknesses
which permitted the diversion, and the actions
taken or planned to correct those weaknesses;

--the approval of UMTA's accounting system; and

--UMTA's hiring practices.

THE DIVERSION OF FEDERAL FUNDS

During the spring and summer of 1977, a Federal
employee diverted more than $856,000 of Federal mass
transporcation funds by placing his name on official
payment vouchers authorizing the U.S. Treasury to
issue checks. As a result, six Treasury checks were
issued bearing the employee's name and home address.

CED-78-78
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The diversion of fuuds was discovered when officials
at the Maryland bank, where the employee establisherd him-
self as a contractor for the NDepartmentc of Transportation,
became suspicious of the employee's personal check activity
(both in terms of payees and amounts involved) and notified
the Secret Service. After contacting the Department and
finding that he was not entitled to these funds, the Secret
Service hegan the investigation which led to his arrest.

Inadequate review of the voucliecrs at the time of
certification and the emplovee's access ‘o all pertinent
documents directly contribiuted to the di :riion of funds.

Procedures for payment of rmass transit funds

UMIA; one of seven operating administrations of the
U.S. Cepartment of Transportation, carries out the Federal
mandate to improve uarban mass transpoctation. UMTA pro-
vides Fnderal finan:ial assistence to urban areas (and to
some excent, nonurban areas) tc help plan, develop, and
improve cormprehensive mass transportation systems. The
agency is authorized to make grants or loans to State and
local public bodies and agencies. Most of UMTA's assis-
tance involves capital ¢rants which assist in financing
the acquisition, const:uction, reconstruction, i:nd im-
provement of facilities and e¢quipment for mass transpor-
tation services.

After a capital grant is awarded, the grantee generally
submits a request for funds on a pericdic basis until all
jrant funds are disbursed, which may take several years.

The majority of UMTA's disbursements reimburse the grantee
fc- expenditures made.

From May through July 1977, an UMTA employee diverted
capital grant funds totaling $856,557.72. During this time,
the UMTA requisition cycle for the d.sbursement of such
funds was composed of three parts--UMTA's Office of Grants
Assistance, UMTA's accounting division, and the Department
of the Treasury. The requisition cycle included the follow-
ing steps.

UMTA's Office of Grants Assistance:

--The grantee's capital grant requisition package
was forwarded to this office.

--A clerk time stamped the grantee's letter and
the requisition form, logged in the requisitioa,
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assigned a 7-working-day Suspense period for
completion of ali actions by the office, and
handcarried the forms to the Project management
Specialist responsible for the geographic area
involved.

--The project management specialist reviewed the

--The geoyraphic division chief, or the Director
of the Office of Srants Assistance for requests
of §1,000,000 or more, reviewed the requisition
Package and approved payment by signing and attach-
ing a requisition package cover memo.

--The requisition package was returned for the clerk
to date stamp the cover memo, log out the requisi-
tion, and forward it to the accounting division.

UMTA's accounting division:

==A clerk stampad the date received on the cover
nemo amd gave the fequisition to the appropriate
financial assistant (the position held by the
employee) .

--The financial assistant Pulled the project history
folder and reviewed the requisition package. He
checked “or the appropriate signature from the
Office of Grants Assistance, determined that the
request dis not exceed the grarnt balance, made
certain that *tre requisition rellected the terms
of the grant Ctntract, confirmei the mathematical
accuracy of the [arms, and madge sure that the requi-
sition number for (he grant was correct. He then
posted the new grantg “alance in the project history
folder and handcarried the requisiticn package, in-
cluding the Project folder, to the Certifying
officer.

~-The certifying officer reviewed the package *o
lnsure that all appropriate actions had been
taken up to that point and that approval of the
request would result in a legal payment. He
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inivialed the requisi:ion cover memo and returned
the package to the financial assistant.

--The financial assistant grouped capital grant
requisitions (up to 10 couvld be included on
each SF 11€6 "Voucher and Schedule of Payments").
ran a tape total, and handcarried the requi-
sition (without the project rolder) and the tane
to the clerk/typist.

--The clerk/typist prepared an SF 1166 (which con-
sisted of an original and fcur copies) ligtiag
approved payees, the amount due each payee, and
the tntal of all payments on the voucher. The
clerk/typist also ran a tape total and hand-
carried the ts—es, the SF 1166, and :he corre-
sponding requisitions to the certify.ng officer
for signature.

--The certifying officer performed a cursory review
of the SF 1166 and suppcrting documents, includ-
ing grantee requisitions and Office of Grants Assis-
tance cover memos. He then signed the SF 1166,
which authorized the Treasury to issue checks to
each payee, and took all material to the c~lerk/
typist. (A certifying officer must be 3ure that
each item he certifies for payment is legal, proper,
and correct as required by 31 U.S.C. 82(¢c)).

--The clerk/typist distributed the SF 11€66. The
original and the first copy were mailed to the
Treasury. However, if there was a reason to expe-
dite the payment, the original and first copy
were given to a financial assistant who would
uw2liver the forms to the Treasury and return the
first copy tc UMTA. The other three copies were
(1) used for input to UMTA's automated informa-
tion system, (2) retained in an "at Treasury"
file, and (3) retained in the typing file.

--When UMTA received the "paid" copy of the SF 1166
from the Treasury, the clerk/typist compared ics
schedule number with the copy filed ia the "at
Treasury” file. The "at Treasury” file copy was
destroyed as confirmation that payment had been
made. The "paid" copy was placed in the SF 1166
folder and filed.
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Department of the Treasury (Washington
Disbursing Center):

--A clerk forwardad all SF 1166s to the special
payments section where a voucher examiner re-
viewed the form for completeness.

-=-The SF 1166 was electronically scanned. As
this was done, the information was recorded
on magnetic tape. The magnetic tape was the
basis for issuing a check in the amount speci-
fied to every payee listed on the voucher.

-=-Tha original SF 1166 was stamped "paid" and
retained for filing.

-=-The copy. also stamped "paid," was returned
to UMTA by mail or by messenjer.

-~-A Treas..ry check was mailed directly to the
address listed and in the amouut on the SF 1166.

In addition, .. TA submitted a SF 224 "Statement cf
Transactions" to the Treasury Department or a nonthly hasis.
This form, whicn listed all UMTA disbursemen*s for that
period, was compared by Treasury officials to their records
and attempts were made to reconcile differences.

How the diversion was accomplished

The employee diverted the funds by placing his name
anéd home address on sSix SF 1166 which authorized the
Treasury to issue a :heck to eac’ payee listed (including
himself) in the amount listed. The dates and amounts of
the checks were:

Date Amount
5/16/77 $ 55,916.47
6/07/77 97,869.31
6/17/77 99,612.00 "
6/29/77 99,783.60
7/18/77 187,602.34
7/29/77 315,774.00

$856,557.72
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The possibility that the employee forged the certi-
fying officer's signature was dismissed because the certi-
fying officer told Sacret Survice agents that each of the
six SF 11663 bore his signature. A Secret Service exami-
nation of the six SF 1166s confirmed this.

i1t is unclear at what poin~ the employee's name was
typed on the SF 1i856. 1In each .astance. it may have been
on the voucher when signed by the certifying officer or
it may have been added after the voucher was signed. The
employee stated in court that, in each instance, his name
appeared on the SF 1166 when signed by the cecrtifying of-
ficer. However, the court records noted that there was
circumstantial evidence to the contrary. The doubt arose
because the employee's name was not per fectly alined with
the payees listed above it, indicating that he may have
added it after the form was csigned. Nevertheless, the
diversion succeeded due to an inadequate review of the
gix SF 1166s by the certifying officer.

It is equally unclear what suppor ting documentation
was submitted to the certifying officer for ti.e approval
and authorization of =sach payment. Howev=ar, altered re-
quisitions for payments previously ~pproved were found as
support for three of the six transactions.

Fur ther, although not done uniformily, the employee
attempted to camouflage some of his illegal diversions by
altering cer%ain UMTA file copies of the SF 1166s (in-
cluding those :seturned by Treasury). These altered copies
showed the Metropolitan Atlanta Rapid Transit Authority as
payee. However, the employee's actions did not divert any
funds due the authority because, while the authority has
peen awarded UMTA capital grants, it had not requested these
particu’ ar payments.

Wweaknesses which permitted the diversion
to occur

UMTA's grant payment procedures and related system of
accounting controls contained weaknesses which permitted
the six vouchers to reach Treasury with an invalid payee
on each schedule. The following factors directly contri-

buted to the diversion:



B-169491

--The employee had access to all capital grant records
within UMTA's accounting division and to the SF 1166s
before and after being signed by the certifying of-
ficer. As a result, he had the opportunity to type
the SF 1166s and to alter, substitute, and manipulate
all payment documentation.

--In 8ix instances the certifying officer either did
not detect the employee's name listed on a SF 1166
submitted to him for review and signature or d4id
not detect the incompleteness and overstated total
on the voucher, thus permitting the employee to add
his name and the desired amount to an authorized
SF 1166 without stherwise altering the document.

In addition, the fu. .owing may have contributed to the
diversion:

--The employee was permitted to work unscheduled and
unsupervised hours.

--The employee, as well as the other financial assis-
tants, was authorized to act as a special messeng->r
for UMTA's accounting division. As such, he was per-
mitted to handcarry SF 1166s to the Treasury and
handcarry "paid" copies of SF 1166s back to UMTA.

--The employee was assigned continuous responsibility
for the same grant projects.

~-~-A comparison of the payees on the "paid" copy of the
SF 1166 returned from the Treasury with those listed
on the "at Treasury" copy was not required or per-
formed.

Actions taken to correct system weaknesses

The Department of Transportation's Office of Audits
initiated a review to determine what weaknesses in UMTA's
grant payment procedures and related system of accounting
controls may have pernitted or facilitated the diversion.
Their review resulted in a September 1977 report which
highlighted muny of the above weaknesses.

In response to the Office of Audits' report, UMTA
made a number of changes to prevent a similar occurrence
in the future. These changes include:
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--Establishing an accounting control unit to monitor
the financial documents entering the accounting
division. 1Its duties include manual recordkeeping

for t11 incoming requisitions and outgoing SF 1166s,

entering data into UMTA's automated info- mation
System, and comparing payees listed on the "paid"®
copy of each SF 1166 returned by the Treasury with

those listed on the "at Treasury® file copy retained

at UMTA.

-~-Hiring a new certifying officer whose sole respon-
sibility is to authorize payments. At the time of
the diversion, the former certifying officer had
Oother duties as chief of the fiscal services branch
in UMTA's accounting division. He was relieved of

his certifying duties but continues to perform other

funztions.

--Having the certifying officer personally mail or
handcarry, if necessary, all SF 1166s to the
Treasury Department.

--Revoking authorization for financial assistants to
act as special messengers.

-~-Disallowing paraprnfessional cr ~lerical employees
to work after normal hours without a supervisor
present.

Ar interim report on a second phase of this review is
schedu.ed for completion by the end of March 1978. This
second phase is to determine if any additional funds were
diverted from 1973 through 1977 (the period the employee
worked for UMTA).

In add.tion, the Department's Office of Management
Systems conducted an indepth review of UMTA's grant pay-
ment activity to determine the adequacy of the internal
controls and the corrective actions taken. The results
of that review wire rerorted to UMTA's Administrator in
early February 1378. An Office of Management Systems
official said that discussions with UMTA on the contents
of the report will continue.

Legal and administrative actions resulting
from the diversion

The Department of Justice started both criminal and
civil actions against the employee. The employee pleaded

-8 =
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duilty to one count 2ach of mail fraud and forgery (making
false statements on Government documents) and was sentenced
to ) years in priscn. Cash ard other assets acquired with
m:.gsused funds were recovered through the civil action.

Our Office has racently taken exception to the accounts
from which tie improper payments were made. Under 31 U.S.C.
82(c), a certifying officer can be held liable for any erron-
eous payments made pursuant to improperly certified vouchers
and not otherwise recovered.

Conc.usions

UMTA has made and is making chanyes which should strengthen
its grant payment procedures The actions taken and contem-
pPlated, aleng with a thorouch review by the certifying officer
before approving payme t documents, should correct the major
weaknesses in its accounting and related controls wnich per~-
mitted the diversion to occur as it did.

ACCOUNT NG SYSTEM AP™ROVAL

Your September 16, 1977, letter, expressed concern that
UMTA's accounting system had not beer ipproved by us. UMTA's
accounting systenm is not subject to our approval.

UMTA was established as part of the Department of
Trnsportation by section 3 of the President's Reorgani-
zation Plan 2 of 1968, effective July 1, 1968. This plan
transferred most of the functions and onrograms under
the Urban Mass Transportation Act of 1964, as amended
(49 U.S5.C. 1601 et seq.), from the Department of Housing
and Urban Development to Transportation.

The general provisions section, section 12(a) of the
act (49 U.s.C. 1608(a)), incorporates by reference, section
402 of the Housing Act of 1950 (12 U.S.C. 1749 et seq.).

As of 1972, UMTA was sibject, under section 12(a3), to the
Goverrment Corporation Control Act (31 U.S.C. 841 et seq.)
for auditing and budgetary purposes. K

Section 66(a) of the Accounting and Auditing Act of 1950
(31 U.S5.C. 66(a)) authorizes the Comptroller General to pre-
scribe principles, standards, and related reguirements for
accounting to be followed by executive agencies. Secticn
66 (b) further requires that accounting systems developed by
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the executive agencies be approved by the Comptrolier Gen-
eral. However, section 65a, in defining executive agencies
states that this term "shall not includa any Goverrment cor-
poration or agency subject to the Government Corporation Con-
trol Act * * & *»

In 1972 we determined that, becausa UMTA was subject
to the Government Corporation Control Act for auditing and
budgetary purposes, UMTA was not considered an executive
agency under 31 U.S.C. 65a and therefore was excepted from
the accounting sysc:ms approval provisions of 31 U.S.C. 66(b).

In 1975, the Housing Act of 1950 was amended in part by
section 705(b) of the General Accounting Office Act of 1974
(Public Law 93-604, January 2, 1975). As z result, UMTA is
now subject to the Accounting and Auditing Act of 1950 for
auditing purposes but still remains subject to the Government
Corporation Contro Act for budgetary purposes. [n our opin-
ion, 8 long as UN.A remains subject to the Government Cor-
poratisn Control Act for budgetary purposes, UMTA's accounting
system i3 not subject to our approval.

JMTA HIRING PRACTICES

Your latter alsc asked us to review UMTA's personnel
practices Lor insuring that applicants have the ability and
integrity for t.e desired position. Although we did not
review all UMTA personnel practices, as agreed with your
oifice, we did obtain general information on (1) UMTA's
hiring practices and (2) the circumstances surrounding the
hiring of the Federal employse in question.

An UMTA persconnel official said that an applicant's
competency is determined by using the requirements listed
in the Civil Service Commission Manual X-118 "Qualifica-
tion Standards for White Collar Positions Under the General
Schedule." The manual notes, in particular, the testing,
aca.emic training, and experience required for each posi-
tion. 1In addition. ea~h agency may establish other quali-
fication requirements. Finally, UMTA's Office of Personnel
contacts each applicant's former employers to obtain general
information abuut the applicant's competency, such as the
ability to make sound decisions and the ability to communi-
cate orally and in writing.

- 10 -
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Former employers are also contacted to assess the ap-
plicant's integrity. Por example, each employer is asked
questions relating to the applicant's overall character.
This inquiry is made wnether the position is ssnsitive or
nonisensitive, a determination made by each employing agency
for each pcaition. Por sensitive positions, UMTA requires a
Civil Servite Commission background check on each applicant.

Should an avrlicant have a criminal record, as was the
case of the employse in question, th: Commiscion has addi-
tional criteria to help determine tho applicant's integrity.

The Comnission directed that, {» .11 positions, each
case must be judged or its own merits T:8 Commisgsion and
aprointing officlials musat consider the following factors:

--Nature and seriousness of the otffense.
--Circumatances surrcuniing the offense.
--How long ago the offense occuired.
--Pecson's age at tlie time of offease.
~-Contributing social condi.ions,

--Whether the offense was an isnslated or r-peatey
viclation.

- Any evidence of rehabilitatioa.
--The kind of position for wvhich the person is applying.

These factors were designed to implement the Federa!
Government's policy to hire, carefully and selectively, reha-
bilitated offenders for jobs where they are needed and for
which they are qualified by education, training, and compe-
titive examining procedures. Civil Service Commission
policy permits the hiring agency to make the final decision
of whether a rehabilitated offender i3z right for a job.

The Federal employee in question was convicted of house-
breaking in 1966 in Maryland and sentenced to an x-year prison
term. He was released on parole in March 1972. 1In Apri. 1972,
he was hired as a clerk/tvpist for ~» professisnal society in
Washington, D C., and 2lsc¢ worked as a short-order cook.
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He applied for the position of clerk/typist at UMTA in
May 1973. At that time, UMTA's hiring was done by the per-
sonnel office in the Office of the Secretary of Transporta-
tion. The Department was fully aware of the applicant's
criminal record because it was oted on his application
forms. A strong recommendation from his parole officer
was a prime factor in establishing the individual’s integ-
grity. Also, high scores on the Commission's test for the
position were critical in determining his competency.

In accordance with Department policy regarding non-
sensitive positions, nc personal background investigation
other than the standard reference check was made. The
application was, however, discussed «ith the Department's
Office of Investigations and Securit''. Furthermore, the
former Chief orf the Department's Personnel Operations
Division said that the Commission's factors for hiring a
rehabilitated offender were considered, but not documented.

The Department concluded that the individual was com-
retent and possessed the integrity to perform clerk/typist
duties, In September 1973, the applicant was hired as a
GS~-3 clerk/typist. Because his work was satisfactory, he
was promoted to GS-4 clerk/typist in April 1974, and in
June 1975 he was promoted to a GS-5 financial assistant.
This was the position he held when he diverted the funds.

Department of Transportation and UMTA officials said
that a rehabilitated offender is treated the same as all
other agency personnel when being considered for a promo-
tion unless his prior offense relates to the desirea posi-
tion.

Conclusions

In this instance, the Covnartment of Transportation's
Office of Personnel appears to have acted in accordance
with Civil Service Commission requirements for the hiring
of rehabilitated offencers and the Department's policy
recarding background investigations. Further, UMTA's
OZfice of Personnel appears to have followed Department
policy when promoting the Federal employee in question.

- 12 -
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At your request, we did not take the additional
time to obtain written comments from the Department of
Transportation. However, we discussed the matters in
the report with responsible officials and considered their
comments where appropriate. As arranged with your office,
unless you publicly announce its contents earlier, we
Plan no further distribution of this report until 30
days from the date of the report. At that time we will
send copies to interested parties and make copies avail-

able to others upon request.
ely yours
7
Ao .

Comptroller General
of the United States
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