~ COMPTROLLER GENERAL OF THF UNITED STA
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The Honocable B2lla S, Abzug

Chairwoman, Goverament Information and '
Individual Rijnts Subconmittes < (VPSR
Committee on Government Qcerations . LM100103

House of Repcesentatives
Dear Madam Chaicrwoman:

In a letter dated March 30, 1976, you reguested out
assistance in sucveying all files and cecords collacted,
used, storad or disseminated and accounting logs maintained
by the Natjional Sacurity Azency (Agency) to determinea
whethecr the Agency has a svstem of records containing data
on individuvials, soncitfically United States (U.S5.) citizens
and cesident aliens, which have not baep properly repoctad
and could be in viglation of the Privacy Act of 1974,

You also asked for an evaluation of the measures the
Agency institured to seqgregate cc purge iccelevant and
illeqal records, and the adeguacy of safequacds imposed ‘
to limit its monitoring and collection, maintenance, and
dissemination practices to exclude data impinging on Ficst
Amendment rights,

In your request refecence is made to another inquiry
conducted by your Subcommittee into the intecrception of
international cable and telax traffic, by the Agency and
that certain lists, refecred to as watch lists, 1/ may
be maintained by the Aqgency which would fall witRin the
Privacy Act's definition of a system of records but ace
not so refecenced.

The role of the Agency in watch list activity was
terminated officially in tne fall of 1973, The stopping
of watch list antivity was the result of actions taken
by the Agency and othec executive level departments., The
Agency's watch list participation was discussed in public .

1/ “See Glossary RELEASED
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Presently any watch list material that was retained
by the Agency is held for safekeeving by the Cepartment
of Dafense, Dffice of the Principal Deputy Assistant
Seccetary of Dofronse (Intelliaence)., This action was
acconrnplishad v 12, 1976, and was initiited by 3 letter,
dated aAvril o3, 1979, from Robaert Ellsworth, Diputy Sccre-
tary of Defense to Senator Frank Church., We furnished
vour Suhcarnittoa staff-with-a copy of €nls letter on
May 7, 197s6. .

In cesponse to your request of March 30, 1976, and
in subsequ2nt contacts with staff members of your Sub-
committee on April 23, 1974, and June ¢, 1976, we dis-
cussed tnae overall scone of your request and its celation-
ship to the comnlexities concerning the Agency's systems
of fiies and cecords. This included such matters a3 the
categorcies of teccids svstems maintained, theic highly
classified and czensitive natuce, the high volume of data
involved, and the constraints involving document teview
and ceport prepacation, cemoval or tcansmission from the
Agency.

As we agreed with vour staff we have not reviewed
the Agency tecords systems concecning emplovees or others
doing business with the Agency. Ve focused our efforts
on that foreian intelligence data which could have a
U.S. involvement,

AGENCY MISSION AND AUTHORITIES

Undec the authority of the President, the Secretary
of Defense has been delegated responsibility for both
pcoviding security of U.S. Govecnment communications and
seeking intelligence from foreign electrical communica-
tions. Both functions are executed for the Secretacy of
Defense by the Agency Dicector through a complex national
system which includes the Agency at its nucleus.

The Communications Security mission is directed at
enhancing the security of U.S. Government communications

t mitt=2e on Intalligarce
d documents. 1/ .

1/ Tntelligence Activities, Senate Resolution 21, Volume 5
Hear ings--Lt Gen Lew Allen Jr. Testimony, Oct. 29, 1975,

pp 20-24

Book III, Senate Repcrt No. 94-755, pp 743-764, April 23, 1976.

2



— -

" B-130441

wherever needed to onrotect the communications from ex-
ploitation bty focaiqn govornments--a complex undectaxing
in today's advancad electconic worcld.

The Signals Intelligence mission is dicected to
¢ foreign intelligencs, 1/ obtained fronm ﬁoreign elecceical

commun ications and also from other foreign signals such
as radars. Signals are intercepted by many technigues

~—~ -——_and processed, sorted and analyzed by procedures which
iacgely teject 1napproonciate ocr unwanted sianals: " The ———— ——— -
foreign intelliasnce derived from these signals is tnen
cepocted to various agencies of the Government in re-
sponse to their avproved requirements for foreign

intelligence.

In 1950, the Congress enacted 12 17.S5.C. 798, which
prohibits the unauthorized discloasura, prejudicial use,
or publication of classified information of the Govern-
ment concecning communications intelligence activities,
cryptologic activities, ar the results thereof, It
indicates that the President is authocized: (1) to
designate agencies to engage in communications intelli-
gence activities for the U.S., (2) to classify crypto-
logic documents and information, and (3) to detecmine
those persons who shall be given access to sensitive
ceyptologic documents and intormation, Further, this
law defines the term "communication intelligence” to
mean all pcocedures and methods used in the interception
of communications and the obtaining of information from )
such communications by other than the intended recipients.

A particular aspect of the Agency's authorities
telaces to the definition of foreign communications. 2/
The Agency has defined this term as communications in=
volving at least one foreign terminal. This interpreta-
tion is consistent with the definition of foreign com-
munications in the Communications Act of 1934.

SUMMARY OF REVIEW

During our review in the Spring of 1976, it was
ascectained that the Agency does not conduct intercept
aperations for the purpose of cbtaining the communications
of any U.S. Person.3/ (U.S. Person means: U.S. Citizen,
tesident alien in the U.S., or corpocation with principal
place of business in the U.S.) However, it necessacily

1/ See Glossary
2/ See Glossacy
3/ see Glossary
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occurs that some circuits which are known to carry foreign
communica“ticas necessacy for foraign intelligence will
also carcy personal ccrmunications between U.S. Pecrscns,
one of whom is at a foraiagn location. The interception 1/

I of communications, howaver it may occuc, is conducted ]
in such a4 nannac as to minivize the unwantad messzages.
Nevactheless, many urnwanted communications ace potentialily

—- -~ —ayailable foc salection., Sudbsequent processing, sorting

and selecting foac analysis is conducted in accordance —- —-~=— ——— .-

with strict procedures to insure immediate and, where
possible, automatic c=jection of inappropriat> messages.
The analysis and reporting is accomnlished only for those
messages which m2et svecified conditions and requirements
for foreign intelligence.

Cuccent Folicies and Procedures

We reviewed the curcent policies and procedures which
have beaen implemented since the enactment of the Privacy
Act of 1974. Following are some highliganhts fcon the
implementing documents that pertain to your request.

Executive Ocrder 11905 "U.S. Foreign Intelligence Activities®

The Executive QOrder dated February 13, 1376, stipu-
lates that roasucres emoloved to acauire information about
the capabilities, intentions and activities of other
govecrnmants are to be responsive to the lejyitimate needs
of our Covarnment. They ate to be conducted in a mannet
which presecryes and resvects our established concepts
of pcivacy and our civil liberties,

The Agency is classified as a "foreign intelligence" 2/
acancy and may not engage in electronic surveillance of
domestic communications fot foreign intelligence purvoses.

Procedures Anorovad by the Attorney General
Under Executive Crder 11903

The Attorney Genecal has approved procedures pursuant
to Section 5, (Restrictinns on Intelligence Activities)
of E.O, 11905. These classified procedures coentain cectain
safequards pertainina to U.S, Persons,

1/ See Glossary .
2/ See Glossacy
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Tiis classified dicective as revised May 21, 1976,
fucthar implements Executive Crder 11905, The stated
pucpose of this Jdicective i35 to orescribe policy,
prcovide crocwducns, and assian cesvonsibilitins to
trsuce -that the Signils Intzlligence and Corrunti-

cations Sacurity missions of the NJency armconducted—... . _

50 as to quaranten prooec safaguards to the rights and
pcivacy of U,S. Porsans under apnlicanle laws, Executive
Beanch directives and intecrnal dizectives and volicy.
Certain extracts of Sxecutive Ordoc 11905 and the'oro-
ceduraes aoproved by the Arterney Cenaral are annexes

to and nake uo tha major gaction of the Ajency's dicective,
dccording ta thesa procedures tne Agency may only inteccept
foreign comnunications for foreign intelligence purposes.

Production and Reporting Onperations

We have revicwed the opecations of the Agency which
have a potential to involve U.S. Persons. We specifically
conducted zn in deoth analvsis ¢f tha collection and analysis
method=, the details of wiiich cannot te made public, of
the Agenc/'s organization having the greatest notential
te involve U.S. Parsons. It necessarilyv occurs that
foceign co—nunications may contain cefecencas to U.S.
Persons. The Agancy tiakas acreat cains to remove the
identity of tne U.S. Fecrson frcem atiy focreign intelli-
gence creport. That mateci1al which is not used in the
taporting process is destcoyed. Employing sampling
techniques, we seloected a random sample of reports from a
large number of report titles for a detailed review and
vec1fied that thecre had been no unauthorized use of the
names of U.S., Persons. We did find three instances in
vhich the rention of equipment might identify the U.S.
eanufacturer to a <1ow1rdqeaole person., We believe thae
cetention of this material, which miaht Ldnntlfy a manu-
facturer, was duz to employee error. However, in no
instaace was any question of vecsonal pecivacy involved.

Conclusions

We believe that th2 Agency has substantially strorathenai
its policies and ncocadures, relating to intarcectai
electronic conrunications, to insuce that the opacations
of the dgency are conductad in such a3 way so as to oro-
vide proger safaquards to tae cights and nrivacy of U.5. T2ri343,
5
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We tound no avy 3:
rh l-\

gquately 1mnlamoncad

no that th? Azency has not ade-
2 nolicines

and orocedures

except

for the om0t (nshances ﬂornd which did not involve

a question oL warsonil privacy.,

In providin: ug wirh informal comments uvon our

draft letter, Arency otticials

scointed out ta u3s that

thegranorts we had select~d for review had heen ore-
paced in Ancil 1376, In M2y 1476,
strengthentd 1ts wroceduces to satequacd thﬁ 1dent1ty

- of UGS —bPersons, —Hitns orentitie

the Agency fucther

We believe also that these 3gency actions have
complied with the reco~mandations mide by the Senate

Select Conmnmittees an "nealliznnce,

Book II,

Repoct 94-755, najes 3J09-310, April 26, 1974,

Senate

We hope that this cocect i35 responsive to your
needs, The details underlying our findings and con=~
clusions are higniy classttied and theic disclosuce
_would not materially altec the substance of this report,

———ms ¢+ Swdtmpn s s e omes o a - . Pp—

Sincecely yours,

{Staned) T B, STAATI

Comptrollac Genecal
of the United States
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GLOS3ARY

"Poraiqn Cnrmranisasinn® means a comaunication which
has at loast one cconmanteant locited outside of the U.LS.

iile

'Forn'iw Tntellis ange” mrans (1) information ralating
to the 1ax;.:y oL othe u.s. Lo orotect itself avainsek
actual or porantiil 1ttck or othec hostile aces of a
foreign-powar_ar 155 a32nts5; {2 inpformaticn, . with e
respect to fareiqn oowers oc nan-10,5, Persons, which
because of 1t3 importince is5 Jeomned essential to the
security of the 1J.5. or to tha conduct of its foreign
affaics; or (3) intormaticn relating to the ability of
the U.S. to protect it3~lf aqainst the activities of
foceign intelligence secvices,

"Intecrcention” mnans the acquisition by the Agency
through 2lectronis means of a communication to which
it is not an intendad pacty and the processing of the
contents of that communication into an intelligible
form intended for human inspection.

"U.S. Pncsoq“ medans U.S. citizens, aliens admitted
to tha U.s. tar permaroat rasidence and corpocations
or othar oraanizations tncocpocated and domiciled or
crganizad in the U.S.

"Watch List" means a list of words, including indi-
vidual rarss, asunjects, locations, etc., focr use to soct
out information of turaign intelliqence value from that
which 13 not of interest,
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