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A NEW ERA FOR INFORMATION 
MANAGEMENT - SOME ACTIONS PRECEDING THE ACT 

BOB Task Force Report  Dated D e c e m b e r  17, 1971 

BOB Project to  Improve the ADP System A n a l y s i s  and Computer 
Programming Capabili ty of the F e d e r a l  Government. 

--Data should  be managed a s  a r e s o u r c e  because  i t  costs 
money. 

--Cited GSA r e p o r t e d  ADP costs of $2.3 b i l l i o n  a yea r .  

"GAO Review" A r t i c l e  o f  1973 

C i t e d  NARS estimate of $12.2 b i l l i o n  t o  o p e r a t e  Federal In- - .  

format ion  Systems ( a n  incomple te  es t imate) .  Appendix V. 

I d e n t i f i e d ,  w i t h  examples, problems i n  in fo rma t ion  management 
w h i c h  r e s u l t e d  i n  unnecessary  costs ( d i s c u s s e d  l a t e r ) .  

Commission on F e d e r a l  Paperwork 

P u b l i c  Law 93-556 i n  1974 e s t a b l i s h e d  the Commission. 

--14 m e m b e r  commission, chaired by R e p r e s e n t a t i v e  Frank Horton, 
examined F e d e r a l  i n fo rma t ion  g a t h e r i n g ,  p r o c e s s i n g ,  dissem- 
i n a t i o n ,  management, and c o n t r o l  o f  s e l e c t e d  in fo rma t ion  
related a c t i v i t i e s .  

--Report& i s s u e d  i n  1977 wi th  o v e r  770 recommendations. 

--Advocated managing in fo rma t ion  as  a resource-- in  the s a m e  
way that  pe r sonne l ,  p r o p e r t y ,  and do l l a r s  a re  t rea ted- -so  
t ha t  in fo rma t ion  w i l l  be p lanned ,  budgeted ,  c o n t r o l l e d ,  
and eva lua ted  adequate ly .  

Some Other Act ions  Leading t o  Recogni t ion of N e e d  f o r  A c t  

(1) GSA s t u d i e d  problems w i t h  a c q u i r i n g ,  u s i n g ,  and managing com- 
p u t e r s  i n  the Fede ra l  Government and recommended o r g a n i z a t i o n  
and management t o  improve ADP a c q u i s i t i o n ,  u s e ,  and manage- 
 it (ADP Strategy Repor t )  - 1974. 

( 2 )  P r e s i d e n t ' s  Reorganiza t ion  Project (PRP), i n i t i a t e d  i n  1977, 
s t u d i e d  Federal a c q u i s i t i o n ,  management, and u s e  of informa- 
t i o n  technology. The  project  i d e n t i f i e d  the need t o  improve 
management of in fo rma t ion  technology SO i t  c o u l d  be used t o  



reduce the cost  of Government and t o  deve iop  a total manage- 
ment concep t  t o  control  a i l  of the Government ' information 
r e s o u r c e s .  

( 3 )  GAO r e p o r t s  on  au tomat ic  da ta  p r o c e s s i n g ,  paperwork burden 
and other  problems caused by bad inforrnakion i n  i960's t o  
enactment of the Paperwork Reduct ion  A c t  (see App. I t o  I V ) .  

( 4 )  Congress iona l  a c t i o n s  p r e d a t i n g  P u b l i c  Law 96-Si1 showing 
concern f o r  informakion p o l i c i e s  i s  ev idenced  by- s u c h  i e g i s -  
i a t i o n  as 

--Public Law 89-306 (Brooks A c t )  i 965  
--Public Law 93-83 (Crime C o n t r o l  A c t )  1973 
--Public Law 93-400 (Federal  P rocuremenk)  1974  
--Public Law 93-597 ( P r i v a c y  A c t + )  1974 

SIGNIFICANCE O F  FEDERAL IXFORMATION COSTS 

S i a n i f i c a n c e  N o t  Fullv Measured 

N o  accoun t ing  mechanism e x i s t s  f o r  measur ing  t o t a l  informa- 
, t ion  costs and i t s  eiements .  

--Information costs are b u r i e d  i n  a c c o u n t s  of 

(1) programs, 
( 2 )  salaries and other p e r s o n n e l  costs, 
( 3 )  materials and s u p p l i e s ,  
( 4 )  f ac i l i t i e s  and equipment,  
( 5) other overhead i terns ( t r a v e l ,  t r a i n i n g ,  r e n t  , 

maintenance,  research, c o n t r a c t  cos t s ) .  

- - A l l  of khese i n c l u d e  funds  s p e n t  fo r  the c o l l e c t i o n ,  
p r o c e s s i n g ,  and u s e  of i n f o r m a t i o n .  

E s t i m a t e s  of In fo rma t ion  C o s t s  

Some estimates made and w h a t  t h e y  r e p r e s e n t :  

--$2.3 B i l l i o n  - GSA estimate of ADP costs (1972)  

--$12.2 B i l l i o n  - NARS estimate of Federal I n f o r m a t i o n  
System o p e r a t i n g  costs  (1973)  - 
Appendix V 

Excludes many aspects of i n f o r m a t i o n  
p r o c e s s i n g  (manual systems, manaqe r i a i  
and o p e r a t i o n a l  u s e r s ,  c l a s s i f i  ed  systems, 
etc. ) 
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--$43 B i l l i o n  - Federal Paperwork Commission (1977)  
* . .  

( I )  Federal p o r t i o n  of a n n u a l  paperwork costs 

( 2 )  P r i v a t e  sector costs es t imated  a t  between 
$39 t o  $50 b i l l i o n  a y e a r  

--$lo0 B i l l i o n  or More (1981)  - In fo rma l  estimate by GAO 
employee based on ADP costs 
($15 b i l l i o n ) ,  p e r s o n n e l  
costs ($50 b i l l i o n )  f a c i l i -  
t i e s  c o s t s  ($100 b i l l i o n )  e tc .  

FEDERAL INFORMATION PROBLEMS 

U n r e l i a b l e  In fo rma t ion  and its Impacts 

GAO review of "Automated Decisionmaking" i d e n t i f i e d  S i g n i f i -  
c a n t  Data Problems and Impacts  (FGMSD-76-5, d a t e d  A p r i l  23, 
1976) 

(1) Automated dec is ionmaking  i n i t i a t e s  a c t i o n s  w i t h  no 
manual review ($40 b i l l i o n  a y e a r  o r  more). (See appen- 
d i x  V I . )  

( 2 )  U n r e l i a b l e  d a t a  a major c o n t r i b u t o r  i o  i n c o r r e c t  
a c t i o n s .  (See Appendix V I I ) .  

( 3 )  Data q u a l i t y  problems c o n t r i b u t e d  t o  

--unnecessary pu rchase  and o v e r h a u l  of a i r c ra f t  
equipment of $10 m i l l i o n  a y e a r  ( N a v y )  

--overpayments of m o r e  t h a n  $ I  b i l l i o n  ( S S A  and VA) 

--automatic i s s u e  of r a d i o a c t i v e  material  w i t h o u t  
proper s a f e g u a r d s  ( A r m y )  

(4) Causes of data  and software problems w e r e  i d e n t i f i e d  
by more t han  200 responses t o  a GAO q u e s t i o n n a i r e :  

--causes of d a t a  problems i n c l u d e d  f o r m  c o m p l e x i t y ,  
i nadequa te  manual r ev iews ,  i n a d e q u a t e  i n s t r u c t i o n s ,  
workload volumes, e tc .  : (see Appendix V I I I )  

--causes of software problems i n c l u d e d  i n a d e q u a t e  
communications, poor documentat ion,  t i m e  c o n s k r a i n t s ,  
d e t a i l  and complexi ty ,  t e s t i n g  d e f i c i e n c i e s ,  etc. 
(See  Appendix I X . )  
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A n  ongoing study has ident i f ied over 100 GAO reports. ,discuss- 
ing data qua l i ty  problems. 

(I) Study shows that  data qua l i ty  i s  s t i l l  a problem i n  
the Federal Government ( see  appendix I11 and X ) .  

( 2 )  Study shows that  data qua l i ty  problems can impede agency 
e f fo r t s  i n  meeting mission a s  well as cause unnecessary 
costs. 

--Failure of mili tary ac t iv i ty  t o  i s s u e  availabie stock 
t o  users because of data qua l i ty  problems. 

--Duplicate payments of mill ions of dol la rs  because of 
mis s ing  and inaccurate data i n  f i l e s  ( S S A  Benefit Pay- 
ment System For Dependent Children - Report HRD-79-27, 
dated December 1 2 ,  1978). 

Information Processing Costs and Problems 

Other information processing and nanageinent problems create 
excessive costs,  and impede the accomplishment of agency missions. 

--1973 a r t i c l e  depicted several examples of information 
processing problems and cited examples of adverse impacts 
(unnecessary costs) 

--GAO reports have repeatedly reported on many of these 
information processing problems 

- - O t h e r  sources, e.g. Commission on Federal Paperwork, NARS, 
e tc .  

Some examples of information processing and management prob- 
lems observed from the above sources are: 

--Collecting data already available (dupl icat ion)  

(1) NARS estimated that  25 percent of data collected were 
already i n  computer f i l e s  of other agencies. I n  1973  
data collection costs were estimated a t  $5.2 b i l l ion ;  

qual i ty  (14 agencies) economic indicators ,  crime, 
chemicals, narcotics control,  and a i r  pollution. 

. they are  much higher. Duplicative data included water 

(2) A GAO report  (5-133188, dated 12-08-71) estimated un- 
necessary costs of $20 mill ion because two agencies 
were collecting the same geophysical data  (by ship) 
w h i c h  could have been collected once and shared. 
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( 3 )  Two m o r e  r e c e n t  GAO r e p o r t s  (GGD-77-17, 'dated-03-17-77 
and GGD-79-81, da t ed  09-07-79) d i s c u s s e d  d u p l i c a t i o n s  
of  d a t a  i n  c r i m i n a l  i n f o r m a t i o n  systems.  For example, 
there w e r e  more than 600,000 d u p l i c a t e  f i l e s  (44 per-  
g e n t )  i n  t w o  systems o p e r a t e d  by the F B I .  This s i t u a -  
t i o n  r e s u l t e d  i n  d u p l i c a t e  i n p u t .  

- -Col lect ing unneeded data  

(I) The Commission on Federal Paperwork es t imated  poten- 
t i a l  s av ings  of $10 b i l l i o n  when i t s  recommendations 
f o r  reducing paperwork are implemented. A p o r t i o n  of 
the sav ings  w i l l  be ach ieved  by the e l i m i n a t i o n  of un- 
necessary  d a t a  c o l l e c t i o n  v i a  changes i n  r e g u l a t i o n ,  
s t a t i s t i c a l  sampling, and r e d u c t i o n s  i n  the frequency 
of r e p o r t i n g .  

--Inadequate Process ing  of  P e r t i n e n t  Data 

1973 A r t i c l e  d i s c u s s e s  1970 report  t h a t  d i s c l o s e d  problems 
i n  the computer p r o c e s s i n g  o f  v a l i d  d a t a  because o f  
so f tware  c r i t e r i a  problems tha t  d i s t o r t e d  the r e s u l t s  
(B-157373, d a t e d  08-06-70). The N a v y  purchased p a r t s  
i n s t e a d  o f  r ec l a iming  t h e m  from excess a i r c r a f t  because 
of poor process ing  c r i t e r i a  ( r e p l a c e a b l e  d e t e r i o r a t i v e  
p a r t s ,  change i n  demand fo r  par t s  coded slow moving, 
e tc . ) .  Also, the system w a s  capable o f  s c r e e n i n g  o n l y  
f o u r  d i g i t s  o u t  o f  a possible f i v e  d i g i t  q u a n t i t y  f i e l d .  
The e f f e c t  w a s  unnecessary  purchase  and e r roneous ly  d i s -  
posed q u a n t i t i e s  of a t  l ea s t  $1 m i l l i o n  i n  1 y e a r .  

( 2 )  Because of i n c o r r e c t  s o f t w a r e  c r i t e r i a ,  the Army in-  
cu r red  unnecessary and a v o i d a b l e  t r a n s p o r t a t i o n  and 
p i p e l i n e  ccsts of $2 .3  m i l l i o n  a y e a r  because the 
computer i s s u e d  release o f  stock from d e p o t s  fo r  cross 
count ry  shipment when r e q u i s i t i o n s  could  have been 
s a t i s f i e d  from depots s i t u a t e d  closer t o  the c u s t o m e r .  
(FGMSC-76-5, dated 04-23-76) 

( 3 )  I n  both cases the da ta  w a s  c u r r e n t ,  a c c u r a t e ,  and complete 
and the informat ion  needed t o  make the r i g h t  d e c i s i o n s  
w e r e  i n  the f i l e s .  However, i nadequa te  p r o c e s s i n g  re- 
s u l t e d  i n  unnecessary costs  t o  the Government. 

--Creating Unnecessary Output  

( I )  I n  1973 NARS estimated computer o u t p u t  costs a t  $1 
b i l l i o n  a yea r .  These costs  are  m o r e  now. 

( 2 )  A GAO report issued as far back as 1967 (B-161766, 
da ted  June  27, 1967)  disclosed tha t  90 p e r c e n t  of 
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o u t p u t s  i n  an agency d u p l i c a t e d  in fo rmaf ion  con ta ined  
i n  other r e p o r t s  o u t p u t  by the s a m e  agency. T h i s  
unnecessary o u t p u t ,  when cons ide red  Department-wide 
would have  amounted t o  s e v e r a i  hundreds  o f  thousands 
of d o l l a r s  a y e a r .  (Defense Supply Agency) 

( 3 )  A more r e c e n t  r e p o r t  (FGMSD-80-19, d a t e d  Janua ry  151 
i980)  r e p o r t e d  that  the Navy n e e d l e s s l y  i n c u r s  costs 
t o  produce s t anda rd  f i n a n c i a l  reports that  naval  
personnel  do n o t  and cannot  use .  J u s t  t w o  unusable  
r e p o r t s  s e n t  t o  one f i e l d  a c t i v i t y  cost  $15,000. 

- -Fa i l ing  t o  Obtain and U s e  Needed D a t a  

(I) T h e  1973 a r t i c l e  c i t e s  a 1972 GAO s t u d y  t h a t  showed 
the Fede ra l  Government had s p e n t  $1 m i l l i o n  a y e a r  
unnecessa r i ly  €or the purchase  o f  d r u g s  because  u n i t  
p r i c e  informat ion  w a s  n o t  exchanged between DOD, VA, 
and other Fede ra l  agenc ie s .  

( 2 )  On February 4 ,  1981, GAO reported (HRD-81-4) over- 
payments of $125 m i l l i o n  w e r e  made i n  1 y e a r  t o  
supplement s ecu r i ty  income r e c i p i e n t s  because  d a t a  
about  their assets w e r e  n o t  o b t a i n e d .  Some of t h i s  
da ta  w a s  a v a i l a b l e  from a n o t h e r  agency and r e v i s e d  
data c o l l e c t i o n  procedures  w e r e  needed. ( S S A )  

- - O t h e r  jn format ion  p r o c e s s i n g  problems 

(1) S to rage  and/or r e t r i e v a l  d e f i c i e n c i e s :  Inadequate  
numbers of communication p o r t s  a t  a da ta  p rocess ing  
c e n t e r  resulted i n  only 19,035 successful attempts at 
a c c e s s i n g  data from a system o u t  of 249,479 t o t a i  
a t t e m p t s  ( i n  a 1 month p e r i o d ) .  GAO r e p o r t  CED-81-116, 
dated June  19 ,  1981. ( A g r i c u l t u r e )  

Opera t ion  of  o b s o l e t e  i n f o r m a t i o n  p r o c e s s i n g  systems: 
I n  a report  about  t h e ' u s e  o f  obsolete computers 
(AF'MD-81-9, dated D e c e m b e r  15 ,  1980) GAO i n f e r r e d  tha t  
p o t e n t i a l  s av ings  i n  the m i l l i o n s  o f  dol lars  w e r e  
possible by r e p l a c i n g  older equipment. D o l l a r  sav ings  
involved  l o w e r  o p e r a t i n g  and maintenance c o s t s ,  l o w e r  
energy costs, and r e d u c t i o n s  i n  p e r s o n n e l ,  f a c i l i t y  
and other costs. O t h e r  b e n e f i t s  c i ted  inc luded  better 
r e l i ab i l i t y ,  f a s t e r  speeds, and g r e a t e r  c a p a b i l i t i e s .  

( 3 )  Voluminous o u t p u t  and poor  o u t p u t  des ign :  T h i s  w a s  
a c a u s e  f o r  the f a i l u r e  of a m i l i t a r y  a c t i v i t y  t o  
locate and i s s u e  on hand assets f o r  s a t i s f y i n g  h igh  
p r i o r i t y  r e q u i s i t i o n s .  (Army i n t e r n a l  a u d i t  r e p o r t )  
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I .  

( 4 )  O t h e r  problems: I 

(a) uneconomical da ta  c o l l e c t i o n  (best  method n o t  u s e d )  

(b) d a t a  t r a n s m i s s i o n  problems 

( c )  emula t ion  

( d )  conve r s ion  costs 

( e )  system d e s i g n  problems 

( f )  excessive manual p r o c e s s i n g  

MANAGING FEDERAL INFORMATION - CONSIDERATIONS 

- Purpose of the Paperwork Reduct ion  A c t  of 1980 

T h e  Paperwork Reduct ion A c t  of 1980 i s  s o m e w h a t  misnamed. 

Paperwork burden on  the p u b l i c  places 
economy i n  g e n e r a l ,  i n d i v i d u a l  b u s i n e s s e s ,  p u b l i c  and p r i v a t e  
i n s t i t u t i o n s ,  the general p u b l i c ,  as w e l l  a s  the F e d e r a l  Govern- 
ment i t se l f .  

a h i g h  cost  o n  the 

Unnecessary paperwork burden i s  s i g n i f i c a n t  and 

--is i n f l a t i o n a r y .  I n c r e a s e d  costs are passed  o n  t o  the 
consumer i n  the f o r m  of higher p r i c e s .  Unnecessary paper-  
w o r k  r equ i r emen t s  i n c r e a s e  the cost  of goods and services 
to  the consumer. 

--is an  economic d e p r e s s a n t  ( r e d u c e s  p r o f i t ) .  T h i s  o c c u r s  
when economic c o n d i t i o n s  l i k e  supp ly  and demand,and compe- 
t i t i o n  p r e v e n t  c e r t a i n  b u s i n e s s e s  from p a s s i n g  on a l l  o r  
even a p o r t i o n  of t h i s  added burden  t o  consumers. N e t  
p r o f i t s  are reduced or even wiped o u t .  Paperwork can  
c o n t r i b u t e  t o  b u s i n e s s  f a i l u r e s ,  e s p e c i a l l y  s m a l l  b u s i -  
nes ses  tha t  c a n ' t  a f f o r d  high costs.  

--can h u r t  p r o d u c t i v i t y .  A v e r y  i m p o r t a n t  s u b j e c t  these 
days. Recordkeeping and r e p o r t i n g  ac t iv i t i e s  r e q u i r e d  
by Federal  a g e n c i e s  are  o f t e n  unproduc t ive  overhead  costs 
t G  b u s i n e s s e s .  I n  t i m e s  when p r o d u c t i v i t y  improvements 
are needed t o  e f f e c t i v e l y  compete w i t h  f o r e i g n  competi- 
t i o n  by making q u a l i t y  p r o d u c t s  a t  the l o w e s t  possible 
p r i c e s ,  a l l  nonproduct ive  e f f o r t s  h u r t  the U . S .  compe- 
ti t i v e  . p o s i t i o n .  Examples of U . S .  i n d u s t r i e s  f i g h t i n g  
f o r  their l i v e s  i n c l u d e  au tomobi l e ,  s tee l ,  and c l o t h i n g  
and t e x t i l e s .  C u t t i n g  costs  of unnecessa ry  paperwork 
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can assist these a i l i n g  i n d u s t r i e s  by taking'  the 'paper-  
work monkey o f f  the i r  backs. 

--increases c o s t s  t o  the taxpayer .  Resources expended by 
Federa l ,  S t a t e ,  and local governments i n  r e q u i r h g  and 
c o l l e c t i n g  unnecessary or  d u p l i c a t i v e  informat ion  
increases taxpayer  c o s t s .  T h e  Faperwork Commission 
estimated t h a t  p o t e n t i a l  f i r s t  y e a r  s av ings  of  $10 b i l l i o n  
c o u l d  be a t t a i n e d  by e l i m i n a t i n g  unnecessary paperwork. 
S i g n i f i c a n t  f u r t h e r  r e d u c t i o n s  a r e  p o s s i b l e .  I t  i s  n o t  
hard  t o  see tha t  s i g n i f i c a n t  s a v i n g s  t o  the taxpayer  are 
a v a i l a b l e .  

So the paperwork r educ t ion  a s p e c t  of the a c t  is important .  

But t h e r e  i s  much m o r e .  

The act  requires OMB and the a g e n c i e s  t o  t ake  c e r t a i n  s t e p s  
t o  manage information r e sources  e f f e c t i v e l y .  GAO b e l i e v e s  t ha t  
such requirements a s  performing r e s e a r c h  on informat ion  process ing ,  
developing and i s s u i n g  management p o l i c y ,  e s t a b l i s h i n g  a n  agency 
s e n i o r  o f f i c i a l  a s  r e spons ib l e  and accoun tab le  f o r  e f f e c t i v e  
management, and performing o v e r s i g h t  rev iews  and e v a l u a t i o n s  f o r  
s e l f  eva lua t ion  of a c t i o n s  taken under the ac t ,  are  a l l  s i g n i f i -  
c a n t  management cons ide ra t ions .  

A d i scuss ion  of  t hese  and o t h e r  management c o n s i d e r a t i o n s  
a r i s i n g  from the  Paperwork Reduction A c t  fo l lows .  

R e s p o n s i b i l i t i e s  f o r  Federa l  Informat ion  Managernent'Policy 

T h e  a c t  i s  the f i r s t  p i e c e  of l e g i s l a t i o n  tha t  deals w i t h  
the need f o r  comprehensive management of informat ion  and r e l a t e d  
r e s o u r c e s  w i t h i n  t h e  Federa l  Government on  a broad and i n t e g r a t e d  
scale.  

Because information costs could be i n  the hundreds of b i l l i o n s  
of d o l l a r s ,  information management c r i t e r i a  and p o l i c y  are  needed 
and 

OMB 
u s e  

are requi red  by the act .  OMB i s  r e s p o n s i b l e  f o r  po l i cy .  

The a c t  requires tha t  research be planned and performed 
on Federa l  c o l l e c t i o n ,  p rocess ing ,  s t o r a g e ,  t ransmiss ion  
of information.  

by 
and 

W e  see th i s  research t o  be necessa ry  and important  because 
i n t e g r a t e d  information management p o l i c i e s  and procedures  do n o t  
c u r r e n t l y  e x i s t .  

C r i t e r i a  f o r  e f f e c t i v e  p o l i c y  development should  be based 
on s t u d i e s  of the e n t i r e  in format ion  cycle spectrum from collec- 
t i o n  through u s e  and d i s p o s i t i o n .  
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Poiicy and procedures must apply t o  a l l  the  s i g n i f i c a n t  
a c t i v i t i e s  and must be a c t i v e l y  implemented f o r  e f f e c t i v e  and 
economical management of information and re la ted re sources .  

Right  now, words such  a s  i n fo rma t ion  management and  other 
t e r m s  s u c h  as  informat ion  resources  management, d a t a  vs  informa- 
t i o n ,  e t c . ,  .need  to be def ined  and become accepted  t o  mean the 
same t h i n g  t o  a l l  who must work i n  the area. 

The Agency Senior  O f f i c i a l  

Agency heads are  r e spons ib l e  f o r  d e s i g n a t i n g  a s e n i o r  
o f f i c i a l  for  c a r r y i n g  out the  agency r e s p o n s i b i l i t i e s  under the  
act  inc lud ing  a s s u r i n g  

--khat in format ion  a c t i v i t i e s  are  be ing  c a r r i e d  i n  an  
e f f i c i e n t ,  e f f e c t i v e ,  and economical manner; 

--compliance wi th  information p o l i c i e s ,  p r i n c i p l e s ,  s tand-  
a r d s  and g u i d e l i n e s  t h a t  a r e  p r e s c r i b e d  by OMB. 

There are c e r t a i n  management re la ted  c o n s i d e r a t i o n s  involved 
i n  the s e l e c t i o n ,  placement and r o l e  of t h e  s e n i o r  o f f i c i a l  i n  an 
agency. Ques t ions  that  should be asked inc lude :  

--Is t h e  s e n i o r  o f f i c i a l  knowledgeable and capab le  of perform- 
i n g  i n  an informat ion  management environment? D o e s  he under- 
s t and  t h e  many e x i s t i n g  in fo rma t ion  t echno log ie s  (ADP,  w o r d  
p rocess ing ,  telecommunications, v ideo  d i s k ,  e tc . )?  

--Where i s  the s e n i o r  o f f i c i a l  'p laced o r g a n i z a t i o n a l l y ?  Is 
he s u f f i c i e n t l y  independent and does he  have t h e  a u t h o r i t y  ' 

t o  act? 

--Is he  r e s p o n s i b l e  fo r  both s t a f f  ( p o l i c y )  and l i n e  (opera- 
t i o n s )  f u n c t i o n s ?  Should he be? 

--Is he r e s p o n s i b l e  for  reviewing the systems t h a t  he i s  
r e s p o n s i b l e  f o r  des igning  and o p e r a t i n g ?  Should  he be? 

--Is there a c lear  d e l i n e a t i o n  o f  r e s p o n s i b i l i t y  and accounta- 
b i l i  ty? 

--Does the s e n i o r  o f f i c i a l  have a d i rec t  l i n e  o f  communica- 
t i o n s  w i t h  the agency head? 

--Is management demonstrat ing the commitment needed to  make 
t h e  s e n i o r  o f f i c i a l  concept work? 

--Is the senior official being provided s u f f i c i e n t  resources 
for accomplishing his mission? A r e  h i s  resources adequately 
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t r a i n e d  and capable? Does h e  have s u f f i c i e n , t  resources t o  
m e e t  h i s  r e s p o n s i b i l i t i e s ?  

One p o i n t  about  resources. Desp i t e  t h e  c a l l  f o r  an o v e r a l l  
c u t  i n  Federa l  personnel ,  GAO f i r m l y  b e l i e v e s  t h a t  e f f e c t i v e  
resources  ailocated f o r  in format ion  management w i l l  be m o r e  t h a n  
o f f s e t  by short  and long t e r m  r e d u c t i o n s  i n  in fo rma t ion  p rocess ing  
cos ts ? 

--An example of p o t e n t i a l  s a v i n g s  p o s s i b l e  through improved 
management would be an  expansion of the u s e  o f  the automated 
decisionmaking concept.  T h i s  can '  t be done u n t i l  h i g h l y  
r e l i a b l e  informat ion  and a p p l i c a t i o n  so f  h a r e  e x i s t s .  

A u d i t  and Evaluat ion 
I 

The words a u d i t ,  e v a l u a t e ,  and review a r e  s i m i l a r  i n  t h a t  t hey  
r e p r e s e n t  an  o v e r s i g h t  f u n c t i o n ,  d e f i n e d  as  be ing  "under s u p e r v i s i o n  
and watchful  care." Overs ight  type p r o v i s i o n s  are  p resen ted  i n  f o u r  
s e c t i o n s  of t h e  a c t  (3504/OMB, 3505/OMB, 3SO6/Senior O f f i c i a l ,  
3513/OMB). 

GAO sees these p r o v i s i o n s  as  a p e r p e t u a l  s e l f  e v a l u a t i o n  cf h o w  
w e l l  the a c t  i s  be ing  c a r r i e d  o u t .  Done p r o p e r l y ,  those r e s p o n s i b l e  
could determine whether t h e  purposes  o f  t h e  ac t  are  be ing  e f f e c t i v e l y  
carried o u t ,  whether in tended  improvements are be ing  achieved,  ar_d 
whether n e t  sav ings  ( o v e r a l l  c o s t  c u t t i n g )  are  be ing  r e a l i z e d .  

Information management i n  t o d a y ' s  environment i n v o l v e s ,  t o  a 
l a r g e  degree,  new, complex and growing technologies ,  i nc lud ing  
mic roe lec t ron ic s  ( u s e d  i n  computer sys t ems) ,  i n t e l l i g e n t  t e r m i n a l s ,  
o f f i c e  automation equipment, v ideo  d i s k s ,  computer g raph ic s ,  as  
w e l l  as  the major computer systems used by the Government. 

W e  see a need t o  apply the p rope r  k inds  of r e sources  ( w i t h  
app ropr i a t e  t r a i n i n g ,  background and expe r i ence )  t o  t h i s  o v e r s i g h t  
func t ion .  GAO has noted problems i n  the p a s t  w i t h  agency a u d i t s  
and reviews o f  computer systems. T h e  problem i s  s t i l l  wi th  us .  

On September 28,  1977,  GAO i s s u e d  a r e p o r t  e n t i t l e d  "Computer  
Audit ing i n  the Execut ive Departments: N o t  Enough Is Being Done" 
(Report  FGMSD-77-82). I n  .the r e p o r t ,  w e  noted tha t  a l though 
Federa l  agencies  spend b i l l i o n s  on computer systems, a u d i t  organ- 
i z a t i o n s  have avoided computer-related w o r k .  This w a s  occu r r ing  
d e s p i t e  t h e  f a c t  t ha t  the a u d i t  f u n c t i o n  is recognized as  an 
e f f e c t i v e  management tool. T h e  s t u d y  showed that  a s i n g l e  e f f e c -  
t i v e  a u d i t  can save  the Government m i l l i o n s  o f  d o l l a r s .  V i s i t s  
t o  1 2  i n t e r n a l  a u d i t  o rgan iza tons  w e r e  the basis f o r  the f i n d i n g s  
i n  t h a t  r e p o r t .  One of the key recommendations w a s  t o  o b t a i n  the 
resources  w i t h  necessary  t e c h n i c a l  ADP knowledge (e i ther  by t r a i n -  
i n g  and/or h i r i n g ) .  Many of o u r  p rev ious  r e p o r t s  c a l l e d  for  
increased  a t t e n t i o n  t o  the a u d i t  of t h i s  technology. 
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A fol lowup s t u d y  w a s  r e c e n t l y  completed by GA0,which-involved 
1 9  Federai  I n s p e c t o r  G e n e r a l  and i n t e r n a l  a u d i t  o r g a n i z a t i o n s  
( i n c i u d i n g  the o r i g i n a l  1 2 )  i n  the a g e n c i e s  accoun t ing  f o r  90 
p e r c e n t  of the computers i n  the Government. T h i s  s t u d y  has shown 
tha t  w h i l e  s o m e  a c t i o n s  have been t a k e n ,  much s t i l l  needs t o  be 
done because  of inadequa te  a u d i t  coverage .  A p e r s i s t e n t  problem 
is  that  many agenc ie s  have n o t  deve loped  and ma in ta ined  s k i l l e d  
computer a u d i t  s t a f f  n e c e s s a r y  t o  m e e t  ADP a u d i t  r e s p o n s i b i l i t i e s .  
F u r t h e r ,  there i s  o n l y  l i m i t e d  compliance w i t h  s t a n d a r d s  i s s u e d  
b y , t h e  Comptro l le r  General  of the Uni t ed  S t a t e s  f o r  a u d i t i n g  
computer-based systems. I n  some c a s e s  there i s  no compliance.  

Causes  fo r  the c o n t i n u i n g  problems i n  ADP a u d i t  coverage 
i n c l u d e d  (1) l a c k  of management s u p p o r t ,  ( 2 )  p e r s o n n e l  h i r i n g  
and c e i l i n g  r e s t r i c t i o n s ,  and ( 3 )  a n  a b s e n c e  of formal  t r a i n i n g  
t o f h e l p  develop necessary  skills. The need f o r  e x p e r t i s e  is 

t h i s  technology.  
_ -  even g r e a t e r  today than  i n  1977 b e c a u s e  of the advancement of 

These s t u d i e s  on the Government 's  ADP a u d i t  c a p a b i l i t i e s  are  
i m p o r t a n t  and d i r ec t ly  re la ted t o  the Paperwork Reduct ion A c t  over- 
s i g h t  f u n c t i o n s .  The ac t  d i s c u s s e s  the need fo r  e f f e c t i v e  u s e  of 
ADP and s p e c i f i c a l l y  makes i t  a m a j o r  t a r g e t  f o r  bet ter  management 
i n  order t o  improve s e r v i c e  d e l i v e r y ,  i n c r e a s e  p r o d u c t i v i t y  and 
t o  r educe  w a s t e  and costs. I n  a d d i t i o n ,  i t  i n c o r p o r a t e s  the 
need for  management a t t e n t i o n  t o  o t h e r  i n f o r m a t i o n  t echno log ie s  
such  as  te lecommunicat ions and a l l  r e s o u r c e s  used  i n  in fo rma t ion  
c o l l e c t i o n ,  p rocess ing ,  and use .  T h e  o v e r s i g h t  p r o v i s i o n s  of t h i s  
a c t  w i l l  therefore r e q u i r e ,  more t h a n  e v e r  before, the b e e f i n g  up 
of the c a p a b i l i t i e s  of the F e d e r a l  Government for a u d i t  and rev iew 
of i n f o r m a t i o n  technology. Wi thout  t h i s ,  these o v e r s i g h t  p r o v i s i o n s  
w i l l  n o t  w o r k .  

W e  a lso see the development of methodologies  for  e v a l u a t i n g  
and r ev iewing  in fo rma t ion  r e s o u r c e s  and  t e c h n o l o g i e s  as b e i n g  
pa r t  of the "research" p r o v i s i o n  of the a c t  under  OMB r e s p o n s i b i l -  
i t i e s .  E v a l u a t i n g  and rev iewing  the  management of in fo rma t ion  
technology i s  one of the c h a l l e n g e s  of the f u t u r e .  

R o l e  of the Genera l  Accounting O f f i c e  

GAO Is An Independent  A r m  of Congress  
Concerned W i t h  Economy, E f f i c i e n c y ,  
and E f f e c t i v e n e s s  of Government: 

The Genera l  Accounting O f f i c e  w a s  created by Congress i n  1921 
(31 U . S . C .  5 3 ,  54) a long  w i t h  the Bureau of Budget (now OMB). 

The Comptroller General is appointed by the President w i t h  
the a d v i c e  and consen t  of the S e n a t e  f o r  a 15-year period, remov- 
able o n l y  by impeachment o r  j o i n t  c o n g r e s s i o n a l  r e s o l u t i o n  fo r  
s p e c i f i c  cause .  H e  c a n ' t  succeed  himself.  



GAO i s  in t ended  t o  be a n o n p o l i t i c a l ,  i ndependen t  a r m  of 
Congress t o  h e l p  a s s u r e  t h a t  Federal  programs and o p e r a t i e n s  are  
carr ied o u t  i n  an  e f f i c i e n t ,  economical ,  and e f f e c t i v e  manner and 
t h a t  programs are  meet ing s t a t ed  o b j e c t i v e s .  

GAO responds t o  r e q u e s t  from Congress  as a w h o l e ,  f r o m  c o m -  
m i t t e e  chai'rmen, and from i n d i v i d u a l  m e m b e r s .  

Equa l ly  impor t an t ,  GAO i n i t i a t e s  i t s  own s t u d i e s  and reviews 
based  on i t s  o b s e r v a t i o n s ,  knowledge of l e g i s l a t i v e  and e x e c u t i v e  
requi rements ,  and p r i o r  reviews.  GAO r e p o r t s  t o  Congress ,  a g e n c i e s  
and the p u b l i c ,  s i g n i f i c a n t  problems and h o w  t h e y  c a n  be so lved .  

GAO has been invo lved  i n  many s t u d i e s  of problems re la ted  t o  
in fo rma t ion  and i n f o r m a t i o n  resources management ( see  app.  I to  
I V  f o r  examples) i n  the past .  I 

GAO Played a R o l e  i n  A s s i s t i n g  Congress  
i n  Enac t ing  the Paperwork Reduct ion A c t  of 1980: 

Background i n f o r m a t i o n  e s s e n t i a l  t o  unde r s t and ing  G A O ' s  
s t r o n g  commitment t o  the p r i n c i p l e s  c o n t a i n e d  i n  the a c t  i s  pre-  
s e n t e d  here. 

I n  October 1975, under  the l e a d e r s h i p  of Congressman Frank Horton, 
the b i p a r t i s a n  Commission o n  Federal  Paperwork began a 2-year s tudy  
w i t h  the o b j e c t i v e  of " i d e n t i f y i n g  the root c a u s e s  of paperwork bur-  
dens " ( q u o t i n g  Congressman Horton)  . 

GAO w a s  heavily invo lved  i n  the commission 's  e f for t s  by v i r t u e  
of the Comptro l le r  G e n e r a l ' s  membership. 

A f t e r  the commission ' s work w a s  completed , Congressman Horton 
and M r .  S t aa t s  (GAO' s t h e n  Comptro l le r  G e n e r a l )  a g r e e d  that  GAO 
s ta f f  would help d r a f t  l e g i s l a t i o n  t o  implement the commission 's  
recommendations e f f e c t i v e l y .  As t i m e  went  by ,  GAO worked w i t h  
c o n g r e s s i o n a l  s ta f f  i n  deve loping  and r e v i s i n g  many v e r s i o n s  t o  
i n c o r p o r a t e  the d i f f e r e n t  aspects of i n f o r m a t i o n  r e s o u r c e  manage- 
ment i n t o  the act. 

GAO, therefore, believes i n  the p r i n c i p l e s  of P u b l i c  Law 
96-511, and i n v e s t e d  i t s  r e s o u r c e s  t o  s u p p o r t  the Congress  i n  pass-  
i n g  i t .  

GAO w i l l  c o n t i n u e  to i n v e s t  r e s o u r c e s  t o  he lp  b r i n g  abou t  
e f f e c t i v e  implementat ion of the act .  

How GAO V i e w s  the A c t :  

GAO' v i e w s  the Paperwork Reduct ion A c t  as p r o v i d i n g  a f r a m e w o r k  
fo r  beginning  Government-wide i n f o r m a t i o n  and i n f o r m a t i o n  r e s o u r c e  
management improvement effor ts .  



GAO believes that, with proper implementation, ,the a c t  
provides for integrating and applying all information technologies 
and methodologies, which if managed properly, will help reduce the 
cost of Government while assisting in accomplishing agency missions. 

The underlying concept of the act is the management of infor- 
mation as a resource in much the same way that money, facilities, 
equipment, and people are managed. 

The act involves economical and effective management of infor- 
mation itself, as well as the resources used to process and manage 
information. 

The act covers the management of information in many forms, 
including paperwork, manual records, automated information, reiated 
automated technology (photography, word processing telecommunications, 
laser-driven printers, etc.) and archival activities. 

GAO believes that information management improvements, possibie 
under the proper implementation of the act, will r e s u l t  in more . 

economical information related operations, less paperwork burden on 
the public, better Federal decisionmaking, improved services to the 
public, and an overall reduction of the cost of Government. 

The increased expenditures for better information management 
will be offset many times by resultant savings. 

What GAO Will Ee Doing in the Future: 

GAO, as stated earlier, has been in this business for many 
years (app. 1 to IV). 

The act places responsibilities on OMB and the agencies for  
economical, efficient, and effective management of information 
resources and requires that (1) appropriate and consistent 
information management policies be established and implemented, 
and (2) the necessary structures be put into place to allow for 
the implementation of effective procedures, tools, and techniques 
for collecting, processing, using and disposing of information. 

GAO will be heavily involved in assessing for Congress the 
progress made under the act. Reviews will focus on OMB and agency 
efforts to develop policies, establish organizational structures, 
and provide adequate resources for more economical and effective 
management of information. 

Also, GAO will be looking to see if agencies are taking 
advantage of opportunities to apply information technology to 
reduce Government costs and improve service delivery. 
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GAO w i l l  be us ing  the resources of a l l  of i t s , d i v i s i o n s ,  s i n c e  
nobody i s  a t o t a l  e x p e r t  i n  t h i s  a r e a .  

Accounting For Information C o s t s  

Good Management Requires C o s t  Yeasurement: 

Most resources  w h i c h  a r e  Tanaged e f f e c t i v e l y  are ass igned  a 
value--normally, cost. 

T h i s  inc ludes  the management of peop le ,  f a c i l i t i e s  and equip- 
ment, i n v e n t o r i e s  produced o r  purchased,  e tc .  

C o s t ,  as a measurement of resources o r  assets,  i s  r equ i r ed  
t o  (1) manage e f f e c t i v e l y  the resource and i t s  component p a r t s ,  
e.g. s i g n i f i c a n c e  w i l l  determine h o w  c l o s e l y  the resource and 
each o f  i t s  p a r t s  should  be managed, ( 2 )  p l a n  and budget  f o r  i t s  
f u t u r e  u s e ,  and ( 3 )  prepa re  costs estimates f o r  management 
d e c i s i o n s .  

Information H a s  Measureable cost: 

The a c t  recognizes  t ha t  in fo rma t ion  i s  n o t  a f r e e  good. 
Information c o s t s  money t o  p l a n  for  ( d e s i g n  and development),  

o u t p u t ,  use, and dispose o f .  
' .  collect ,  t r ansmi t ,  conve r t ,  i n p u t ,  correct ,  process, store, 

Costs a t t r i b u t a b l e  t o  t h i s  p rocess  i n c l u d e  the cost o f  
pe r sonne l  employed i n  many f u n c t i o n s ,  f a c i l i t i e s  con ta in ing  
the information process ing  o p e r a t i o n ,  equipment and m a t e r i a l s  
used,  etc. 

T h e  1973 a r t i c l e ,  " C o s t  o f  Informat ion , ' '  po in ted  o u t  that  i t  
would be  d i f f i c u l t  t o  manage in fo rma t ion  l i k e  other  r e s o u r c e s  be- 
cause  an account ing mechanism d i d n ' t  e x i s t  t o  measure i t s  cost .  

T h e  a r t i c l e  suggested a sk ing  c e r t a i n  questions about  each 
in format ion  process ing  s t e p  t o  h e l p  i d e n t i f y  p o t e n t i a l  problem 
a r e a s  (app. XI 1. 

But t h i s  i s  recognized as Less than  adequate  f o r  t o t a l  i n f o r -  
mation management because the cost  of each s t e p  is needed t o  de- 
termine (1) w h e r e  management a t t e n t i o n  i s  needed m o s t ,  ( 2 )  the 
elements  of  each s t e p  tha t  need the m o s t  management a t t e n t i o n ,  and 
( 3 )  whether c e r t a i n  informat ion  a c t i v i t i e s  should be cont inued.  

A t t e m p t  t o  Measure Information C o s t s :  

I n  1980, the Fede ra l  ADP U s e r s  Group (FADPUG) i n i t i a t e d  a 
project under the Information Resources Management ( IRM)  s p e c i a l  
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i n t e r e s t  group for e s t a b l i s h i n g  a methodology f o r  account ing or 
o the rwise  measuring information costs. , 

The o b j e c t i v e s  are t o  de termine  the costs o f  information 
and i t s  elements f o r  e f f e c t i v e  management of t h i s  resource .  

S t a t u s  of  Project  and Problems Encountered: 

T h i s  i s  an ongoing p r o j e c t .  Many problems e x i s t ,  b u t  they 
can be reso lved .  

P r o b l e m s  faced inc lude :  

--Jargon: d i f f e r e n t  d i s c i p l i n e s  are  merged and m e m b e r s  have 
t o  d e a l  w i t h  IR!, account ing,  ADP,  l i b r a r y  and other jargon.  

(I) Information vs. Data 
(2) Historical  c o s t  account ing  vs .  C o s t  e s t i m a t i n g  
( 3 )  Meaning of " s to rage"  

--The i n t a n g i b l e  na tu re  of  information:  For example informa- 
t i o n  c a n  be used an  i n f i n i t e  number of t i m e s  and by many 
d i f f e r e n t  o rgan iza t ions .  

--Problems of end i t e m  a l l o c a t i o n :  Q u e s t i o n s  regard ing  how 
t o  a l l o c a t e  costs t o  dominant, s u b s i d i a r y ,  and  unplanned end 
products  ( o u t p u t  r e p o r t s )  e x i s t .  

--How t o  merge the proposed in fo rma t ion  account ing  system i n t o  
e x i s t i n g ,  t r a d i t i o n a l  account ing systems. 

--Methods of a i l o c a t i n g  system costs t o  informat ion .  

--Methods of determining h o w  much t i m e  a person  spends on 
" information" re la ted f u n c t i o n s  f o r  cost  account ing  purposes.  

Resolut ion of  these and other problems w i l l  r e q u i r e  cont inued 
work a s  w e l l  a s  a d d i t i o n a l  r e sources .  

T h e  end product  will be a document c o n t a i n i n g  suggested 
methodologies f o r  a r r i v i n g  a t  i n fo rma t ion  costs - both o v e r a l i  
and the cost of i t s  elements--for u s e  i n  in fo rma t ion  management. 

CLOSING 

I t  is. too e a r l y  t o  determine the e f f e c t i v e n e s s  of the Paper- 
w o r k  A c t  implementation. 

There may be heavy emphasis on paperwork burden i n  the first 
y e a r s .  Federal information management i s  a l so  very  impdr tan t .  
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Total management commi-ment w i t h  a p p l i c a t i o n  of the r igh 
k i n d s  of resources a f te r  a p p r o p r i a t e  research i s  necessa ry .  

I n t e g r a t e d  management p o l i c y ,  g u i d e l i n e s ,  s t a n d a r d s ,  and 
i n s t r u c t i o n s  a r e  needed. These shou ld  be based on  the research 
p e r f  ormedi 

Management of informat ion  and re la ted  resources must be a 
c o n t i n u i n g ,  n o t  one-time, a c t i v i t y .  If n o t ,  paperwork w i l l  grow 
a g a i n  and informat ion  p rocess ing  and management f l a w s  w i l l  creep 
back in .  

GAO c o n s i d e r s  the o v e r s i g h t  r equ i r emen t s  of the a c t  t o  be 
equally important a s  other a c t  requi rements .  

GAO will be s tudy ing  implementat ion a c t i o n s  of OMB and the 
a g e n c i e s  as  par t  of o u r  ongoing a u d i t  and e v a l u a t i o n  f u n c t i o n .  

Nobody i s  a t o t a l  e x p e r t .  We can a l l  l e a r n  f r o m  expe r i ence ,  
b u t  w e  b e l i e v e  in fo rma t ion  management i s  one  area where i n c r e a s e d  
resources w i l l  'save many t i m e s  their  cost. 

The cost of in fo rma t ion  i s  high. I t  i s  h i g h e r  t h a n  i t  
should  be and must be reduced by bet ter  managementrequired by 
the act. 



A P P E X D I X  I 

Report N u m b e r  

B-115369 

LCD -7 4- 11 S 

FGMSD-76-5 

FGMS D - 7 7 - 14  

FGMSD-77-34 

FGMSD-78-23 

FGMSD-78-39 

LCD-78-123 

FGMSD-80-35 

AFMD-81-9 

SELECTED GAO REPORTS ON 

AUTOMATIC DATA PROCESSING PROBLEMS 

D a t e  - 
05-16-74 

10-01-75 

04-23-76 

03-15-77 

09-15-77 

04-19-78 

07-18-78 

01-23-79 

06-03-80 

12-15-80 

T i t l e  

Emphasis Needed on Governments' 
E f f o r t s  T o  S t a n d a r d i z e  Data Elements 
and Codes F o r  Compute r  Systems 

F u r t h e r  A c t i o n s  Needed t o  C e n t r a l i z e  
Procurement of A u t o m a t i c  D a t a  Process- 
i n g  Equ ipmen t  t o  Comply With Objec- 
t i ves ,  of P u b l i c  Law 89-306 

Improvements Needed I n  Managing Auto- 
mated Decisionmaking By Computers 
Throughout T h e  F e d e r a l  Government 

P r o b l e m s  Found W i t h  Government Acqui- 
s i t i o n  and U s e  of Computers From 
November 1965 to  D e c e m b e r  1976 

M i l l i o n s  I n  Savings  Possible I n  
Conver t ing  Programs From One Compu- 
ter  t o  Another 

The F e d e r a l  I n f o r m a t i o n  P r o c e s s i n g  
S tanda rds  Program: Many P o t e n t i a l  
B e n e f i t s ,  L i t t l e  P r o g r e s s ,  and Many 
P r o b l e m s  

New Ways of P r e p a r i n g  Data for  Compu- 
ters Could Save Money and T i m e  and 
Reduce Errors  

Automated Systems S e c u r i t y  - F e d e r a l  
Agencies Should S t r e n g t h e n  Sa fegua rds  
Over Personal  and O t h e r  S e n s i t i v e  
Data 

Conversion: A Cos t ly ,  D i s r u p t i v e  
Process That Must B e  Cons idered  When 
Buying Computers  

Continued U s e  of Cos t ly ,  Outmoded 
Computers I n  F e d e r a l  Agencies  Can B e  
Avoided 
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’ A P P E N D I X  I1 . .  A P P E N D I X  I1 

SELECTED GAO REPORTS ON PAPERWORK 

AND RECORDKEEPING PROBLEMS 

D a t e  Report Number - 
GGD-79-4 11-17-78 

GGD-79-7 0 09-24-79 

FGMSD-80-9 

GGD-80-14 

GGD-80-36 

LCD-80-68 

PLRD-81-2 

GGD-81-32 

GGD-8 1-40 

AFMD-81-70 

11-1+79 

03-10-80 

03-14-80 

06-23-80 

02-24-81 

03-03-81 

05-15-81 

07-07-81 

T i t l e  

F e d e r a l  Paperwork: I t s  Impact  
On American B u s i n e s s  

P r o t e c t i n g  The P u b l i c  From Un- 
n e c e s s a r y  F e d e r a l  Pape.rwork: Does 
The C o n t r o l  Process Work 

Outlook D i m  f o r  Revised Account- 
i n g  System Needed f o r  Changing 
Telephone I n d u s t r y  

Department of A g r i c u l t u r e :  Ac t ions  
Needed t o  Enhance Paperwork Manage- 
ment and Reduce Burden 

Program t o  Fol low Up F e d e r a l  Paper- 
work Commission Recommendation Is 
I n  Troub le  

Program to  Improve F e d e r a l  Records 
Management P r a c t i c e s  Should B e  
Funded B y  D i r e c t  A p p r o p r i a t i o n s  

F e d e r a l  Records Management: A 
History of Neglect  

T h e  Trucking  I n d u s t r y ’ s  F e d e r a l  
Paperwork Burden Should Be Reduced 

T h e  Environmental  P r o t e c t i o n  Agency 
Needs t o  B e t t e r  C o n t r o l  Its Growing 
Paperwork Burden o n  the P u b l i c  

Independen t  Regu la to ry  Agencies  
Can Reduce Paperwork Burden on  
I n d u s t r y  
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SELECTED GAO REPORTS ON INFORMATION QUALITY 

Report  N u m b e r  Date T i t l e  

B- 17880 6 10-09-74 P r o b l e m s  and P rogres s  of the  U.S. 
Army M a t e r i e l  Command's Automated 
Data P rocess ing  S e r v i c e  Center  
Concept 

LCD-75-205 

HRD- 7 6 - 15 9 
I 

. CED-77-76 

FGMSD-76-82 

EMD-78-5 1 

PSAD-79-62 

FGMSD-80-8 

FGMSD-80-42 

FGMSD-80-49 

02-11-75 

11-18-76 

06-15-77 

11-07-77 

03-24-78 

08-06-79 

12-06-79 

04-30-80 

06-10-80 

Need f o r  More E f f e c t i v e  Management 
of . the  T r a n s p o r t a t i o n  Data Systems 

Supplemental  S e c u r i t y  Income Pay- 
ment Errors  Can B e  Reduced 

Food Stamp Receipts  - Who's Watch- 
i n g  the Money 

N e w  Methods Needed fo r  Checking 
Payments Made By Computers 

Shortcomings Found i n  C e r t a i n  Data 
Systems of (DOE) During N a t u r a l  
and Propane Gas Shortages 

B e t t e r  In format ion  Management P o l i -  
c ies  Needed: A Study of S c i e n t i f i c  
and Techn ica l  B ib l iog raph ic  S e r v i c e s  

Er rors  i n  Heal th  B e n e f i t  Enrollment 
D a t a  Push Up Heal th  Insurance  C o s t s  

Naval Supply Systems Command A c t s  
t o  Improve Usefulness  of F i n a n c i a l  
Reports  Produced by t h e  Avia t ion  
Supply O f f i c e ' s  Automated Allotment 
Accounting System 

T h e  Marine Corps M i l i t a r y  Pay S y s -  
t e m s :  T o o  Many E r r o r s  and I n e f f i -  
c i e n c i e s  
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APPENDIX I V  , APPENDIX I V  

SELECTED GAO REPORTS ON 

INFORMATION RESOURCES MANAGEMENT PROBLEMS 

R e p o r t  N u m b e r  D a t e  T i t l e  

B - 1 6 9 8 5 7  09-11-74 Why P e r f o r m a n c e  of A u t o m a t i c  V o i c e  
N e t w o r k  (AUTOVON) Service N e e d s  
I m p r o v e m e n t  

GGD-7 5-5 6 04-16-75 R e s o u r c e  M a n a g e m e n t  C a n  B e  I m p r o v e d  
B y  G r e a t e r  U s e  of P r o d u c t i v i t y  
Techniques  

FGMSD-75-53 04-22-76 U s e s  of M i n i c o m p u t e r s  i n  the Federal  
G o v e r n m s n t :  T rends ,  B e n e f i t s ,  and 
P r o b l e m s  

L C D - 7 5 - 1 1 5  02-17-77 I m p r o v e d  M a n a g e m e n t  N e e d e d  f o r  
A u t o m a t e d  I n - f o r m a t i o n  H a n d l i n g  
A c t i v i t i e s  of C o n t r a c t  A d m i n i s t r a -  
t i o n  

PSAD-78-112  07-10-78 Managing Weapon S y s t e m  S o f t w a r e :  
Progress and P r o b l e m s  

FGMSD-80-4 11-09-79 C o n t r a c t i n g  for  C o m p u t e r  S o f t w a r e  
D e v e l o p m e n t  - S e r i o u s  P r o b l e m s  
R e q u i r e  M a n a g e m e n t  A t t e n t i o n  to 
A v o i d  Wasting A d d i t i o n a l  M i l l i o n s  

CED-80-18  

CED-81-15  

AFMD-81-18 

C E D - 8 1 - 1 1 6  

03-10-80 St ronger  M a n a g e m e n t  of E P A ' s  I n fo r -  
m a t i o n  R e s o u r c e s  i s  C r i t i c a l  t o  
Meeting P r o g r a m  Needs 

10-23-80 Forest Service 's  R e g i o n  5 Should 
C o n s i d e r  L e s s  C o s t l y  Ways t o  Meet 
Word and D a t a  Processing N e e d s  

01-19-81 Increased Produc t iv i ty  i n  Process- 
i n g  T r a v e l  C l a i m s  Can C u t  A d m i n -  
i s t r a t i v e  C o s t s  S i g n i f i c a n t l y  

06-19-81 D e p a r t m e n t  of A g r i c u l t u r e  N e e d s  
Leadership I n  Managing I ts  Infor -  
m a t i o n  R e s o u r c e s  
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,. . . .  
"Cost of In f  o r n a t i o n "  

FEDERAL INFORMATION COSTS ( 1 9 7 3 )  

ESTI-MATED COSTS 

Data C o l l e c t i o n  

ADP Equipment 

Direct ADP Pe r sonne l  Suppor t  

ADP Output  

Ind i r ec t  ADP Pe r sonne l  Support  

$ 5 . 2  b i l l i o n  

$ 1 . 0  b i l l i o n  

$1 .0  b i l l i o n  

$1 .0  b i l l i o n  

$ 4 . 0  b i l l i o n  

$ 1 2 . 2  b i l l i o n  
UNKNOWN COSTS 

Cos t  of C l a s s i f i e d  Systems 

System Design 

P o r t i o n s  of Manual P r o c e s s i n g  Systems 

Con t ro l  and Mobile Computers 

Manual C o r r e c t i o n  of E r r o r s  

Dec i s ions ,  P r o c e s s i n g ,  and  Eva lua t ions  (User) 

Suppor t  of S ta te  end Local Systems 

DOD Weapons Systems 

Computer S e c u r i t y  

Source: "The Cost of In fo rma t ion , "  "The GAO Review, Summer 1 9 7 3 "  
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AUTOMATED ACTIONS INITIATED 
WITHOUT MANUAL REVIEW 

(SELECTEE SYSTEMS OF 15 FEDERAL 

AGENCIES, 128 APPLICATIONS) 

Tota l  
Number Total monetary 
cited actions impact Nature of o u t m t  

(000 { 000,000 
omitted) omitted) 

I 

Payment authorizations or 
checks to: 

Contractors or gr an tees 
Members of the public 
Government employees 

(other than payroll ) 

Contractor s 
Government organizations 
Members of the pub1 ic . 

B i l l s  sent to: 

Purchase orders or supply 
requisitions 

Directives to ship material 
Directives to dispose of ma- 

ter ial 
Production, repair, or rework 

schedules or instruct ions 
Notifications to members of 

the public 
Other 

$ 7,221 
18,589 

10 
23 

8,700 
715,000 

20 0 8 3 

10 0 
17,300 
19,100 

15 
6 , 5 4 9  
3,298 

3 
17 
is 

24 
22 

28,000 
260,200 

4 ,456  - a/2 , 500 
8,000 - a/56 

a/l, 150 - 
11 

12 191,300 

21 
48 - 

22 ,200 
447.300 

Total 21 2 
I 

- 1,717,400 
- a/Represents the value of material on which these actions 

were taken. Information collected indicates that the 
transportation costs represent about 5 percent of the va lue  
of material shipped;’the disposal costs about 3 percent of 
the  material disposed of; and production, repair, or re- 
work cost about 23 percent of the value of the material. 

Source: R e v i e w  of Computer Appl ica t ions  a t  1 5  Selected Agencies 
(GAO r e p o r t ,  FGMSD-76-5, April 2 3 ,  1976) 
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CONDITIONS LEADING TO INCORRECT 

ACTIONS BY AUTOMATED 

D E C I  S IONXAK I XG A P P L I C A T I O N S  

( 3 2  INTERNAL A U D I T  REPORTS) 

Number of 
times 

Number of c o n d i t i o n  
Number i n t e r n a l  was 

Category and of a u d i t  r e p o r t e d  
c o n d i t i o n  agenc ie s  r e p o r t s  ( n o t e  a )  

Software problems: 
Incomplete,  erroneous 
or o b s o l e t e  dec is ion-  
making c r i t e r i a ,  7 14 30 

(note  b) 5 11 14 . 

c h e c k s  4 5 11 

Programing er ro rs 5 10 10 
C r i t e r i a  or programing 

Absence of needed e d i t  

Data pr ob1 ems : 
Data e l e m e n t s  incom- 

p l e t e  6 1 0  1 6  
Data e lements  i n c o r r e c t  5 17 30 
Data e l emen t s .  o b s o l e t e  3 3 3 

- a/Each c o n d i t i o n  can occur more than  once. Software problems, 
such as  programing e r r o r s ,  may have occurred i n  more than  
one p o r t i o n  of t h e  program or t h e  c o n d i t i o n  may have been 
observed a t  more than one l o c a t i o n ,  each des ign ing  i ts  own 
program. The  d a t a  cond i t ions  were based on t h e  number of  
d i f f e r e n t  d a t a  elements t h a t  were ei ther  incomple te ,  i n -  
c o r r e c t ,  or o b s o l e t e  a t  l e a s t  once. 

b / I n t e r n a l  a u d i t  reports were n o t  s u f f i c i e n t l y  d e t a i l e d  t o  
a r r i v e  a t  an opin ion  as t o  whether t h e  problem was i n  c r i -  
t e r i a  or programing. 

Source: R e v i e w  of 32 Selected Internal A u d i t  Reports Issued 1973 
and 1974 (GAO report, FGMSD-76-5, April 23, 1976) 
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Summary of Causes  of Data  Problems 

Opinions  of people I d e n t i f i e d  from 

noder  a te  Somewhat of F e d e r a l  c a u s e  by 
to  small ag e n c  i es i n t e r n a l  

.very l a r q e  or none ( n o t e  b )  a u d i t o r s  

answering t h e  q u e s t i o n n a i r e  c o n t a c t s  
--degree of c a u s e s  ( n o t e  a )  with o f f i c i a l s  C i t e d  as a 

Cause 

rorms designed and used 
for input  p r e p a r a t i o n  are 
too complex. 

ADP f i les  a r e  not  always 
a d e q u a t e l y  reviewed to  I 

a s s u r e  t h a t  good d a t a  is 
b e i n g  used. 

I n s t r u c t  i o n s  t o  people 
p r e p a r i n g  data i n p u t  e 
not  always p r o v i d e d ,  are 
provided  l a t e ,  o r  are n o t  
adequate .  

P r e p a r e r s  of d a t a  i n p u t  
are not  a l v a y s  a d e q u a t e l y  
t r a i n e d .  

Hanudl reviews of i n p u t  
documents are n o t  a lways  
adequate .  

High volumes of t r a n s a c t i o n s  
c a u s e  input  preparera t o  
r a k e  e r r o r s  (workload 
p r e s s u r e s ) .  

183 21 

i78 26 

i7 5 30 

159 46 

1 4 4  61 

13 1 73 

X 

X X 

a / T h  q u e s t i o n n a i r e  p r e s e n t e d  'some possible c a u s e s  of t h e  data c o n d i t i o n s  .- [problems] end asked t h a t  "based on your d a t a  management e x p e r i -  
e n c e  * i n d i c a t e  t h e  degree  t o  which you b e l i e v e  each of t h e s e  c a u s e s  
c o n t r i b u t e s  t o  t h e  data c o n d i t i o n  ( p r o b l e m s )  i n  general: The responses 
allowed were to a: very  large d e g r e e ,  somewhat l a r g e  d e g r e e ,  modera te  
degree, somewhat small d e g r e e ,  or v e r y  small d e g r e e ,  or n o t  a t  a l l .  

- b/0ur c o n t a c t s  were made w i t h  v a r i o u s  o r g a n i z a t i o n a l  e l e m e n t s ,  e x c l u d i n g  
i n t e r n a l  a u d i t ,  w i t h i n  S i x  a g e n c i e s :  t h e  Department of t h e  Navy; De- 
partment of B e a l t h ,  Educa t ion ,  and Welfare;  Veterans  A d m i n i s t r a t i o n ;  
Nat iona l  Bureau of S t a n d a r d s :  N a t i o n a l  A r c h i v e s  and Records S e r v i c e ;  
and C i v i l  Service Commission. 
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Summary of Causes of Sof tware  Problems 

Opinions of people I d e n t i f i e d  from 
answering t h e  ques t ionnai re - -  c o n t a c t s  
degree of cause  ( n o t e  a )  wi th  o f f i c i a l s  Ci ted  a s  a 

Moderate Somewhat of Feder a1  cause bv 
agenc ie s  i n t e r n a j  
( n o t e  b) a u d i t o r s  

t o  small  
very l a r g e  or none Cause 

Inadcqua te 
communi c a t  i on s 
between the  p a r t i e s  
t o  sof tware  design 

Inco r rec t  pe rcep t ions  
of t he  na ture  of 
ac tua l  t r a n s a c t  i o n s  
t o  be processed 

Inadequate  docurnentat ion 
. prevent ing  adequate  

r e v i e w s  of sof tware  
T i m  c o n s t r a i n t s  

hampering t h e  e f f e c -  
t i veness  of the 
des ign  process  

Absence of w r i t t e n  
c r i t e r i a  or g u i d e l i n e s  
for des ignere  t o  follow 

involved in des igning ,  
coding,  and reviewing 
software 

Reliance on t h e  e x p e r t i s e  
and experience of 
people doing the work 
( s t a t e  of t h e  a r t )  

Undetected changes i n  - 
c i rcumst ances  making 
t h e  a p p l i c a t i o n  obso le t e  

S t a t e  of the a r t  in  
so f twar e t e s t i n g  vhi  c h  
prevents  t e s t i n g  a l l  
possible cond i t ions  

De ta i l  and complexity 

2 5 1  4 X 

23 3 

229 

22 

28 

X 

X 

X 

X 

21 6 

20 4 

40 

49  

x 

X 

17 7 79 X X 

171 

167 

83 

90 

X 

X 

X 

X 

91  X 164 . 

a / T k  ques t ionna i r e  presented  'some p o s s i b l e  causes  of t h e  des ign  c o n d i t i o n s  
(problems) * *,- and asked t h a t  'based on your sof tware  des ign  exper ience  
* * i n d i c a t e  t h e  degree t o  which you b e l i e v e  each of t h e s e  causes  c o n t r i b -  
u t e s  t o  the  des ign  cond i t ion  (problems)  i n  genera l . '  The r e sponses  allowed 
were to a: very l a r g e  degreee,  somewhat l a r g e  deg ree ,  aooerate degree, some- 
vhat  small degree, very  small deg ree ,  or not at  a l l .  

- b/Ou c o n t a c t s  were m a d e  w i t h  var ious  o r g a n i z a t i o n a l  e lements ,  exc luding  i n t e r -  
nal aud i t ,  w i th in  f i v e  agencies:  Department of t h e  Navy; Department of the  
A i r  Force: Department of Eeal th ,  Educat ion,  and Welfare;  Veterans  Administra- 
t i o n ;  ' and Nat iona l  Bureau of Standards .  

- 
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* * APPZNDIX X APPENDIX X 

RESULTS O F  ANALYSIS O F  100 GAO 

REPORTS ISSUED I N  THE LATE 

1970’s SHOWING DATA PR3BLEMS 

Problems 

I n a c c u r a t e  i n f o r m a t i o n  

Untimely i n f o r m a t i o n  

Incomplete  i n f o r m a t i o n  

Duplicate i n f o r m a t i o n  

Number of 
R e D O r t S  

60 

39 

35 

23 



SCPE QUESTIONS TO ASK I 

ABOUT I"QRMATION-PF3X€SSING STEPS 

COST OF ImRWmON 

Information-precessing steps 

Collecting 

Recording 

Transmitting 

Processing 

Output 

Analyzing and interpreting 

Storing and retrieving 

Some auestions t o  ask 

Is all the ~ e d d  infonnation k i n g  

Has needed information been collected 

Can this information I=e obtained in 

collected? 

elsewhere? 

machine-sersible form for input into 
the system? 

Is the information current, accurate, and 
cgnplete? 

Is unneeded i n fomt ion  being collected? 
H w  is i n fomt ion  k h g  collected? 
Is there a better way? 

Who records the information? 
Where? 
How Often? 
Hm is recording accuracy determined? 

Where is the information sent? 
Should it ke sent there? 
Hcw is it sent?  
Is there a better way to send it? 
Should it be sent elsewhere? 

What are the objectives of 
Is the prccessing logical.? 
Is it efficient? 
Are there processing steps 

Should there be additional 
needed? 

prccess ing? 

that are not 

processing steps? 
Is processing being perforred as planned? 

What is the nature of the output? 
What data does it shcw? 
Is it used? 
H m  is it used? 
Is it sham elsewhere? 

What criteria exist? 
What instructions are given t o  pe r soml?  
Are the criteria and instructions adequate? 
Are they kin9 followed? 

What mans of storage ard retrieval are used? 
Hcrw is infarmation retrieved? 
Should it be stored? 
H a  long should it b stored? 
Is infamation that should ke stored k i n g  

disposed of? 



'A??$iDIX X I  

. Information-prccessing steps 

System design 

(Cont . ) 
S a  auestions to.ask . 

How is the system being designed? 
Is a feas ib i l i ty  study king made? 
Are there existing systems to  the s m  

type available? 
they being used in designing this system? 

Hm is the design being ccordinated with 
magemnt and operating personnel? Are 
all of their ~ e d s  king considered? 

To what ex ten t  are 



A NEW ERA FOR INFORMATION 
MANAGEMENT - SOME ACTIONS PRECEDING THE ACT 

--Public Law 89-306 (Brooks Act), 1965 

--BOB Task Force of 1971 

--"Cost of Information" 1973 ( "GAO Review") 

--Commission on Federal Paperwork 1974-77 

--President's Reorganization Project 1977 

--GAO Reports 

--Legisiation 
I 

SIGNIFICANCE OF FEDERAL INFORMATION COSTS 

Significance Not Fully Measured 

No accounting mechanism exists for measurag total informa- 
tion costs and its elements. 

Information costs are buried. 

Estimates of Information Costs 

Some estimates and what they represent: 

-+SA estimate (1972) 

--NARS estimate (1973) 

--Federal Paperwork Commission (1977) 

--GAO employee (1981); informal estimate 

FEDERAL INFORMATIOX PROBLEMS 

Unreliable Information and ILs Impacts 

Report FGMSD-76-5 on "Automated Decisionmaking" discloses data 
q u a l i t y  problems: 

--Scope of automated decisionmaking 

--Example of adverse impact of poor data quality 



" . .  
--Causes of data problems 

Recent study of use of ADP to support agency missions: 

--lo0 GAO reports showing data quality problems 

--More' examples of impact 

Information Processing Costs and Problems 

Other problems create excessive costs: 

--"Cost of Information" article 

--GAO reports 

--0 ther sources 

Some examples of information problems observed: 

--Collecting data already available 

--Collecting unneeded data 

--Inadequate processing of pertinent data 

--Creating unnecessary output 

--Failing to obtain and use needed data 

--Other information processing problems 

MANAGING FEDERAL INFORMATION - CONSIDERATIONS 
Purpose of the Paperwork Reduction Act of 1980 

Paperwork burden and its economic effects 

Other very important requirements of the act 

Responsibilities for Federal Information Management Policy 

Comprehensive management required by the act 

Policy required because of significant costs 

Research is needed to develop information management 
criteria for policy development 

Policy and procedures must be actively implemented 

f 

Definitions are needed 
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The Agency S e n i o r  O f f i c i a l  

R e s p o n s i b i l i t i e s  f o r  s e l e c t i o n  by agency head 

Management c o n s i d e r a t i o n s  

--Knowledge and C a p a b i l i t y  

--Organizational Placement 

--Staff and Line Funct ions  

--Review vs .  Opera t ions  

- -Respons ib i l i ty  and a c c o u n t a b i l i t y  

--Lines o f  Communication 
I 

--Management Commitment 

Resources r e q u i r e d  

Audit  and Evalua t ion  

D e f i n i t i o n  of a u d i t ,  e v a l u a t e  and review 

S e l f  e v a i u a t i o n  p r o v i s i o n s  of the Paperwork A c t  

Nature  of the complex technology 

Problems w i t h  past  agency a u d i t s  

Two GAO s t u d i e s  

Lessons l e a r n e d  f r o m  GAO s t u d i e s  

Role of the General  Accounting O f f i c e  

GAO Is Concerned W i t h  Economy, E f f i c i e n c y ,  and 
E f f e c t i v e n e s s  of Government 

GAO Played A R o l e  I n  A s s i s t i n g  Congress I n  Enac t ing  
The Paperwork Reduction A c t  o f  1980 

G A O ' s  V i e w  of the A c t  

What GAO W i l l  B e  Doing I n  the F u t u r e  

Accounting for  Informat ion  C o s t s  

G o o d  management r e q u i r e s  cost measurement 

Informat ion  has a measurable  cost  
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FADPUG a t t empt  t o  measure  in format ion  costs 

S t a t u s  of p r o j e c t  and problems encountered 
I 

--Jargon (IRM, ADP, account ing)  

-:Intangible n a t u r e  of in format ion  

- - C o s t  a l l o c a t i o n  problems 

--0 ther problems 

CLOSING 

Too e a r l y  t o  f u l l y  e v a l u a t e  implementation 

Heavy emphasis on  paperwork 
I 

T o t a l  management commitment needed 

I n t e g r a t e d  p o l i c i e s  needed 

Continuing a t t e n t i o n  r e q u i r e d  

Oversight  requirements  important  

GAO t o  s tudy  implementation 

Savings from i n c r e a s e d  management of in fo rma t ion  




