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Mr. Chairman anda rMembers of the subcommittee:
We are pleased to be here today to aiscuss our report
on the Department ot Eneryy's erroneous declassitication ot
nuclear weapons design documents. In July ot this year, you
requested that our oOtrice investigate/éne events surroundiny
the erroneous declassification of documents obtained from a
Department?iib;é¥\£$ Los Alamos, New Mexico.§Xngtound that
the declassitication errors at the Los Alamos liprary occurrea
as part of a large-scale program which declassiried nearly
1.5 million documents tram 1971 to 1976. 'This program useu
many short cuts to expeaite deciassitication and resulted in
many other declassification mistaxes.\> S “’a“"i,
some of the erroneously declassitied aocuments con-
tained intormation of a very sensitive nature. Moreover, the
opportunity existed tor public access to this inrormation.

Records are not available to determine the number ot occasions

aside from the publicizea Los Alamos incidents, that such
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documents were obtained by members or the public. Thus,
such access by others cannot be ruled out. The most sensitive
of these documents have been acknowledyed by experts as being
potentially helpful to a country developing nuclear weapons.

Since 1978, the Department of EkEnergy has been reviewing
all declassified material to determine whether any other mis-
takes were made. Although the Department does not know how
long this rechecking will take, it has set up interim controls
to prevent the release ot any more erroneously declassifiea
documents.

Let me briefly describe in more detail what happened
at Los Alamos and why it happened.

ERRORS IN AND MISMANAGEMENY OF

''HE DECLASSIFICATION PROGRAM

On July 19, 1971, the Department began a comprehensive
program to review all ot the classified documents in its in-
active tiles.({fhe proyram was not a continuous effort by a
single group of individuals. Rather the Department would
call toyether a review team at a particular location, hold
a short training session and then beyin ifs review. By
1976 when the large-scale program enaed, about 2.8 million
documents had been reviewed and about 1.5 million had been
declassitied.

To expedite tune reviews, the Department deviatea
from normal declassification policies and procedures.

For example, the Department normally requires two reviews

sy

i.



before a document can be declassified. During the
comprehensive review program, however, there was no second
review.

Also, the Department used reviewers who lacked classi-
fication expertise. 1In addition, some of them reviewed
reports on matters outside of their areas of technical
expertise.> In some cases the final decision to declassify
a report rested with a review team member who was neither
a classification specialist nor technically competent in
the subject matter of the report.

It is also clear that the Department was very inter-
ested in getting a large number of documents declassified
in a short time. For example, the review held at Los
Alamos Scientific Laboratory from January 15, 1973, to
February 16, 1973--a period of 33 days--included 388,092
documents and declassified 234,215 of them. Some of the
reviewers felt the thrust of the informal instruction at
this review was "whenever in doubt, declassify.:

As the following examples show, these }eviews resulted
in documents being erroneously declassified.

Los Alamos library--May 1978

In May 1978, an individual entered a section of a
Department library in Los Alamos, New Mexico designed for
public use. He found a document containing weapons informa-
tion that had been erroneously declassified. After this in-

dividual brought the mistake to the attention of Los Alamos
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ofticials, the Depértment decided it haa better recheck the
declassified documents.

To recheck its work, the Department reviewed lists ot
report titles to determine which were nuclear weapons related.
1t found about 2,000 such reports. The Department's review
of these found that 104 ot them--about 5 percent--had been
erroneously declassifiead.

Los Alamos library—-—~a year later

On May 7, 1979, the same individual ayain went to the
Department's Los Alamos library. This time he found a
highly sensitive report containing weapons design inrorma-
tion in the public access section of the library. This re-
port had escaped the Department's rechecking beygun a year
earlier because of several simple clerical errors made when
the lists of titles were made. These errors involved mis-
titling the report and tailing to wora the list to show that
only an excerpt ot the report shoula have peen declassitiedq.
Since May lY7Y, a document-by-adocuiment search of the
library shelves has been maue at Los Alamos. It has re-
sulted in finding l4 reports clearly marked “"classitied" in
the public access section. These reports were apparently

put on the shelves through clerical error.

Los Alamos Scientific laboratory--
a few years betore

After the 1973 Los Alamos Scientific lavoratory's re-

view, about 30 boxes ot declassified documents were prepareaq




for shipment to the National Archives. A private historian,
researching past events at Los Alamos, requested and re-
ceived permission to review the documents. He became con-
cerned about the contents of some of the documents and
brought them to the attention of a Los Alamos official, who
felt the documents should never have been declassified.

This official said that one or two documents contained so
much classified information that it was difficult to under-
stand how they could have been declassified.

Since this incident, Los Alamos officials have reviewed
about two-thirds of these documents and found that approxi-
mately 6 percent of them had been erroneously declassified.
In May 1975, a Los Alamos official wrote headquarter's offi-
cials about this matter and stated that "the Division of
Classification must recognize that these crash reviews always
lead to such problems."
SENSITIVITY OF ERRONEOUSLY
DECLASSIFIED DOCUMENTS AND THE

POSSIBILITY THAT THEY WERE
OBTAINED BY INTERESTED PARTIES

All of the erroneously declassified information in the
documents are sensitive, and some of it is highly sensitive,
especially the report found in the public section of the Los
Alamos library in May 1979. An expert who reviewed this re-
port testified at congressional hearings in May 1979 that
"the erroneous declassification is the most serious breach

of security since World War II." Department officials told

33

e
Mo
S

5



us that the report contained a lot of detailed information
on how to design a thermonuclear weapon. Some officials
said this report would save time for a country developing
nuclear weapons, but they could not estimate how much time
would be saved.

In addition to the sensitivity of the documents, the
potential existed for interested parties to obtain them.

The information could have been obtained through the use of
lists of declassified reports that were sent to Department
facilities~--or those of Department contractors=--that might
have the reports. These lists notified the facilities that
the reports were declassified and could be released to the
public. Since these lists were not classified, there was

no need for them to be controlled or safeguarded. Although
there is no documentation concerning the lists' availability
and use, it is reasonable to assume that an interested party
could have obtained these lists relatively easily. 1In fact,
one of the lists, which named at least two erroneously de-
classified reports, was available in the public section of
the Los Alamos library.

Erroneously declassified information was also available
through libraries. Many Department field offices and con-
tractor offices maintain libraries but its library at Los
Alamos is the only one which has a public access area. Ac-
cess to the rest of these libraries is permitted only to

personnel who have been given security clearances. However,
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a request for unclassified documents from another library or
outside individual would be accommodated. Department orfi-
cials said they did not know wnether any declassified docu-
ments have been requested because records of reyuests, other
than those under the Freedom of Information Act, are not
maintained. However, a recent memorandum rrom the Depart-
ment's library at Germantown, Maryland, indicates tnat de-
classitied documents have been reguested tron and sent out
by the library. |
The E&éf Sens;tive document-~thé report found in May
1979--was available to the public, either by reyuest or
through the public access section of the qu Alamos library,
LR
from July 1975 until it was found.’ No %ecoLds were Kept as
to whether or how many persons haa reaa or copiea this
document. ﬁ

DEPARTMENT EFFORTS TO
CORRECT ITS MISTAKES

The Department is taking measures to restrict access to
documents that are potentially erroneously declassitied.
For example, the Department issued a directive in Hay 1979,
to all holders of declassified documents instructing that
such documents not be released, including the 1.5 million
declassitied from 1971-1976, unless first reviewed and
cleared by a classitication specialist. Also, it is recheck-
ing some of these documents to determine wnetner they shoula

be classified. but the Department's actions to retrieve



copies of the highly sensitive document found in may 1979
did not seem to be aimea at getting it pback quickly.

Retrieving the report found in the
Los Alamos library in May 1979

When the individual went to the library in May 1979,
library personnel recoynized him as the tinder of erroneously
declassified material a year earlier. A curious Los Alamos
employee examined the documents the individual was working
with soon atter he letft the library for the day. The employee
recognized immediately that the indiviaual had touna another
classification mistake anad removed the aocument from the in-
dividual's work area.

when the individual returned tne next qay, he inguired
about the whereabouts ot the document he had been working with.
Library personnel claimed to know nothing about it.

At this point, the Los Alamos otticials seem to have been
trapped by their interpretation ot existing classitication
rules. 7These ofticials did not know whether the indiviaual
had made and taken with him a copy ot the document. Accord-
ing to Department officials, haa they assumed sO ana intormea
the individual that the document was classified, from that
time on, any disclosure or dissemination ot the contents would
have been a criminal act under the Atomic kneryy Act or 1Y54.
But, according to Los Alamos oftficials, to so inrorn him woula
in itself have been a security violation. Only atter the in-

dividual made copies of the report and sent them to various



parties did it become clear to Los Alamos ana Department
officials that he had indeed made a copy and had taken it
with him.

Even atter Department officials learned that the report
was being held by this individual they still made no erfort
to contact him. The individual stated at congressional hear-
ings that he made several dozen copies. Since then many of
these copies have been destroyed, returnea to the Department,
or found to be in the possession of authorized persons. bBut
our discussions with the individual, Department otticials, ana
others involvea in this matter led us to conclude that it can-
not be determined whether the report is in the possession ot
unauthorized persons because (1) the number of copies made by
the individual is unknown, (2) all the parties that were sent
copies may not be Known, ana (3) it is not known whether these
parties made any adaitional copies.

In conclusion, it is clear tnat the manner in whicnh tne
classification review program was conducteéd tram 1971 through
1976 produced a situation in which mistakes shoula have been
predicted. Further, Department officials agree that some or
the erronecusly declassified documents would help a nation
develop nuclear weapons. However, the damage to U.S. efrorts
to prevent the spread of nuclear weapon technology is not
clear. While the opportunity certainly existed to obtain

docunents containing classitied weapons intormation, we



could not determine whether the documents in fact were

ever used or sought by any parties other than the individual
involved in the Los Alamos incidents because libraries and
facilities which maintained these documents kept no records
on their dissemination. However, it seems reasonable that
an interested party could have obtained the lists of declas-

sified documents and the actual documents. _

Mr. Chairman, this concludes my statement and -I would

be glad to answer any questions the Subcommittee may have.
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