
 

 

 

United States Government Accountability Office

Washington, DC 20548 

  

July 15, 2011 

The Honorable Bennie G. Thompson 
Ranking Member 
Committee on Homeland Security 
House of Representatives 

Subject: Federal Protective Service: Actions Needed to Resolve Delays and Inadequate 
Oversight Issues with FPS’s Risk Assessment and Management Program 

Dear Mr. Thompson: 

The Federal Protective Service (FPS), which is within the Department of Homeland 
Security’s (DHS) National Protection and Programs Directorate (NPPD), is responsible 
for protecting the more than 1 million federal employees and members of the public who 
work in and visit the over 9,000 federal facilities owned or leased by the General 
Services Administration (GSA) from a potential terrorist attack or other acts of violence.1 
To accomplish its facility protection mission, FPS has about 1,200 full-time employees 
and approximately 13,200 contract security guards. FPS has an annual budget of about 
$1 billion and receives its funding from the revenues and collections of security fees 
charged to tenant agencies for protective services such as facility security assessments 
(FSA) and providing contract security guard services. Since 2008, we have issued 
numerous reports that address major challenges FPS faces in protecting federal 
facilities. For example, in 2009 and 2010 we reported that FPS had problems 
completing high-quality FSAs in a timely manner and did not provide adequate oversight 
of its contract guard program.2 

In September 2007, FPS decided to address the challenges with its legacy security 
assessment and guard management systems with a new system. On August 1, 2008, 
DHS’s Immigration and Customs Enforcement (ICE) competitively awarded and FPS 
funded a $21 million, 7-year contract to develop and maintain the Risk Assessment and 
Management Program (RAMP) system.3 RAMP is a web-enabled risk assessment and 

                                                                                                                                             
1We refer to property that is owned by the federal government and under the control and custody of the GSA as  
GSA-owned property. 

2GAO, Homeland Security: Greater Attention to Key Practices Would Improve the Federal Protective Service’s 
Approach to Facility Protection, GAO-10-142 (Washington, D.C.: Oct. 23, 2009) and GAO, Homeland Security: 
Federal Protective Service’s Contract Guard Program Requires More Oversight and Reassessment of Use of 
Contract Guards, GAO-10-341 (Washington, D.C.: Apr. 13, 2010). 

3During RAMP’s initial development, FPS was part of ICE. ICE provided software development and project 
management technical expertise and was responsible for contract award and administration. 
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guard management system, and its initial implementation was scheduled for July 31, 
2009. Among other things, RAMP is intended to: 

• provide FPS with the capability to assess risks at federal facilities based on threat, 
vulnerability, and consequence, and track countermeasures to mitigate those risks; and 

• improve the agency’s ability to monitor and verify that its contract security guards are 
trained and certified to be deployed to federal facilities.4 

In response to your request that we examine RAMP, this report addresses the following 
questions: 

1. What is RAMP’s current status, including whether it can be used as planned? 

2. What are the factors that contributed to this status? 

3. What are the actions FPS is taking to develop and implement RAMP? 

Scope and Methodology 

To answer these questions, we reviewed documents from FPS and ICE including: 
RAMP’s requirement and project management documents, cost estimates, FPS’s risk 
calculator and template, DHS’s security standards such as the National Infrastructure 
Protection Plan (NIPP) and the Interagency Security Committee’s (ISC) Physical 
Security Criteria for Federal Facilities, and RAMP contract files. We reviewed FPS’s and 
ICE’s requirement and project documents to determine whether FPS complied with 
selected GAO and industry best practices in project management such as: managing 
changes in requirements and conducting user acceptance testing in developing and 
implementing RAMP.5 These practices were selected because they are critical in 
developing information technology systems. To understand how FPS is conducting risk 
assessments currently, we also reviewed FPS’s risk calculator and FSA template. We 
reviewed the original and follow-on RAMP contracts and contract documentation files to 
determine if FPS and ICE complied with DHS’s acquisition policy and the Federal 
Acquisition Regulation (FAR). 

In addition, we interviewed officials at FPS, ICE, DHS, NPPD, GSA; officials from 5 
tenant agencies in GSA buildings; the primary RAMP contractor; and 7 of FPS’s 37 
contract guard vendors. We selected these contractors based on the number of guards 
they employed and geographic locations. We also visited 2 of FPS’s 11 regions and 
interviewed regional directors, commanders, and inspectors about their use of RAMP 
and the FSA template and risk calculator, and observed guard post inspections. We 
selected these regions based on criteria such as: number of federal facilities in the 
region and their facility security levels, the number of contract guards in the region, and 
geographic dispersion. Our work is not generalizable to all FPS’s regions and guard 
contractors. 

                                                                                                                                             
4According to DHS, risk is influenced by the nature and magnitude of threats, the vulnerabilities to these threats, and 
the consequences that could result. 

5GAO, Information Technology Investment Management: A Framework for Assessing and Improving Process 
Maturity, GAO-04-394G (Washington, D.C.: Mar. 2004) and Carnegie Mellon Software Engineering Institute, 
Capability Maturity Model® Integration for Acquisition (CMMI-ACQ), Version 1.2 (November 2007). 
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We conducted this performance audit from July 2010 through July 2011 in accordance 
with generally accepted government auditing standards. Those standards require that 
we plan and perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit objectives. We 
believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

Results in Brief 

RAMP is over budget, behind schedule, and cannot be used to complete FSAs and 
reliable guard inspections as intended. RAMP’s contract award amount totals $57 
million, almost three times more than the $21 million original development contract 
amount. As of June 2011, FPS has spent almost $35 million of the $57 million to 
develop RAMP. RAMP’s costs increased in part because FPS changed the original 
system requirements and the contractor had to add additional resources to 
accommodate the changes. FPS also has experienced delays in developing and 
implementing RAMP, as it is almost 2 years behind its original July 2009 implementation 
date. FPS cannot use RAMP to complete FSAs because the agency did not verify the 
accuracy of the federal facility data it obtained from GSA or include an edit feature in 
RAMP that would allow inspectors to edit these data when necessary. FPS is also 
experiencing difficulty using RAMP to ensure that its approximately 13,200 contract 
guards have met training and certification requirements to be deployed at federal 
facilities because it does not have a process for verifying this information before it is 
entered into RAMP. RAMP also does not yet fully incorporate certain government 
security standards. For example, according to an FPS official, RAMP does not support 
the April 2010 ISC Physical Security Criteria for Federal Facilities because FPS did not 
have time to incorporate it in the June 2010 version of RAMP.6 FPS is planning to 
incorporate these standards in the next version of RAMP. 

Several factors have contributed to FPS being unable to use RAMP as planned. Most 
importantly, FPS and ICE did not adequately follow GAO’s project management best 
practices in developing and implementing RAMP. For example, FPS did not manage 
requirement changes or conduct user acceptance testing with its inspectors as part of 
RAMP’s development.7 In addition, ICE did not always comply with DHS’s acquisition 
policy and the FAR as we found that contractor performance evaluations were not 
completed. Contractor performance evaluations are important tools for ensuring that the 
contractor meets the terms of the contract. 

FPS is taking some steps to address RAMP’s problems. Most notably, FPS has 
preliminarily decided to discontinue its current RAMP development contract and is 
considering using a new contractor to finish developing RAMP. FPS is also working to 
incorporate ISC’s Physical Security Criteria for Federal Facilities into RAMP before the 
next version is implemented. Given the technological changes that may have occurred 

                                                                                                                                             
6The ISC Physical Security Criteria for Federal Facilities establishes a baseline set of countermeasures to be applied 
to all federal facilities based on their facility security level, and provides a framework for customizing security 
countermeasures to address the unique risks faced at each facility. 

7Managing requirements entails managing the capabilities or conditions that a product is required to meet to satisfy 
an agreement or standard. User acceptance testing is conducted to ensure that a system meets contract 
requirements and performs satisfactorily for the users of the program. 

Page 3 GAO-11-705R  Federal Protective Service 



 

since FPS began developing RAMP 4 years ago, there could be alternative systems 
that would better meet FPS’s needs. However, FPS has not evaluated whether further 
developing RAMP is the most cost-beneficial approach compared to possible 
alternatives. In addition, FPS has not developed a plan to address the problems we 
found with RAMP, for example, ensuring the accuracy of federal facility and contract 
guard data. See enclosure I for more information. 

Conclusions 

After almost 4 years of effort and spending almost $35 million, FPS has not 
accomplished its goals of using RAMP to complete FSAs and reliable guard 
inspections. Consequently, until FPS resolves RAMP’s problems, FPS will not have a 
comprehensive method of identifying risks to Federal facilities or a reliable method for 
overseeing its contract guard workforce. While FPS plans to take some actions, if it 
does not take additional steps to specifically address the problems we found, these 
problems are likely to continue. It is also crucial that FPS take immediate steps to follow 
project management best practices in further development of RAMP or any alternative 
system. Until FPS does so, it risks repeating some of the same mistakes it made during 
the last 4 years, which have resulted in significant expenditures on a risk assessment 
and management system that is not functional. 

Completing the required contractor performance evaluations and ensuring that contract 
files are maintained in accordance with DHS and FAR requirements is important. For 
example, completing the required contractor performance evaluations would have 
provided FPS and ICE officials with the ability to assess the contractor’s performance 
during key phases of RAMP’s development and the opportunity to take corrective action 
if necessary. Maintaining contract files that comply with DHS’s acquisition policy and the 
FAR is also important because the contract files should contain information that 
explains the basis for key acquisition decisions. 

FPS’s ongoing efforts to protect federal facilities should not be impeded by its decision 
to finish developing RAMP, particularly since the agency continues to charge GSA and 
tenant agencies millions of dollars to protect their facilities. Thus, it is important that FPS 
not only resolve the problems with RAMP but also, while doing so, continue to pursue 
interim measures to enhance the protection of the over 1 million government employees 
and members of the public that visit such facilities each year from a potential terrorist 
attack or other acts of violence. Finally, we agree with FPS that incorporating the ISC’s 
Physical Security Criteria for Federal Facilities into RAMP is important and encourage 
FPS to continue its efforts to ensure that this happens before the next version of RAMP 
is rolled out. 

Recommendations for Executive Action 

Given the challenges FPS faced thus far with developing RAMP, technological changes 
that may have occurred in the last 4 years, and to help guide and ensure the successful 
development and implementation of any risk assessment and contract guard 
management system, we recommend that the Secretary of Homeland Security direct 
the Under Secretary of NPPD and the Director of FPS to take the following four actions: 

• evaluate whether it is cost-beneficial to finish developing RAMP or if other alternatives 
for completing FSAs and managing security guards would be more appropriate, 
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• increase the use of project management best practices by managing requirements and 
conducting user acceptance testing for any future RAMP development efforts, 

• establish a process for verifying the accuracy of federal facility and guard training and 
certification data before entering them into RAMP, and 

• develop interim solutions for completing FSAs and guard inspections while addressing 
RAMP’s challenges. 

To improve contract administration, we recommend that the Secretary of Homeland 
Security direct the Directors of ICE and FPS to complete contract performance 
evaluations for the current RAMP contractor, and ensure that the evaluations and other 
required documents are maintained in the contract file in accordance with DHS’s 
acquisition policy and the FAR. 

Agency Comments and Our Evaluation 

We provided a draft of this letter and attached enclosures to DHS for comment. DHS 
concurred with our recommendations and provided technical comments that we 
incorporated where appropriate. 

__________________ 

As agreed upon with your office, unless you publicly announce the contents of this 
report earlier, we plan no further distribution until 30 days from the report date. At that 
time, we will send copies of this report to appropriate congressional committees, the 
Secretary of Homeland Security, and the Director of the FPS. The report will be 
available at no charge on GAO’s website at http://www.gao.gov/. 

If you or your staff members have any questions about this information, please contact 
me at (202) 512-2834 or goldsteinm@gao.gov. Contact points for our Offices of 
Congressional Relations and Public Affairs may be found on the last page of this report. 
Additionally, Tammy Conquest, Assistant Director; Greg Hanna; Alicia Loucks; Justin 
Reed; Amy Rosewarne; Susan Michal-Smith; and Frank Taliaferro made key 
contributions to this report. 

Sincerely yours, 

Mark Goldstein 
Director, Physical Infrastructure Issues 

Enclosures – 4 

 

(543271) 
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Federal Protective Service: Actions Needed 
to Resolve Delays and Inadequate 
Oversight Issues with FPS’s Risk 

Assessment and Management Program

Briefing for the Ranking Member, Committee on Homeland Security,
House of Representatives

For more information, contact Mark Goldstein, goldsteinm@gao.gov or 202-512-2834.

Enclosure I
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Overview

• Introduction
• Background
• Objectives
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• RAMP Is Over Budget, Behind Schedule, and Cannot Be Used to 

Complete FSAs and Reliable Guard Inspections 
• FPS Did Not Follow Some Project Management Best Practices in 

Developing and Implementing RAMP
• FPS Is Taking Some Steps to Address RAMP’s Problems
• Conclusions
• Recommendations for Executive Action
• Agency Comments and Our Evaluation
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Introduction

The Federal Protective Service (FPS), which is within the Department of 
Homeland Security’s (DHS) National Protection and Programs 
Directorate (NPPD), is responsible for protecting the more than 1 million 
federal employees and members of the public who work in and visit the 
over 9,000 federal facilities owned or leased by the General Services 
Administration (GSA) from a potential terrorist attack or other acts of 
violence.1 To accomplish its facility protection mission, FPS has about 
1,200 full-time employees and approximately 13,200 contract security 
guards. 

1We refer to property that is owned by the federal government and under the control and custody of the GSA as GSA-owned property.
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Introduction

FPS has an annual budget of about $1 billion and receives its funding 
from the revenues and collections of security fees charged to tenant 
agencies for protective services such as conducting facility security 
assessments (FSA) and providing contract guard services. 

Since 2008, GAO has issued numerous reports that discuss major 
challenges FPS faces in protecting these facilities. For example, in 2009 
we reported that FPS had problems with completing high-quality FSAs 
in a timely manner and could not comprehensively assess risk across 
federal facilities.2 We also found in 2010 that FPS lacked adequate 
oversight of its contract guard program.3

2GAO, Homeland Security: Greater Attention to Key Practices Would Improve the Federal Protective Service’s Approach to Facility Protection, GAO-10-142 (Washington, D.C.: 
Oct. 23, 2009).
3GAO, Homeland Security: Federal Protective Service’s Contract Guard Program Requires More Oversight and Reassessment of Use of Contract Guards, GAO-10-341 
(Washington, D.C.: Apr. 13, 2010).
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Background

In September 2007, FPS decided to replace its legacy facility security 
assessment and guard management systems with a new system. On 
August 1, 2008, DHS’s Immigration and Customs Enforcement (ICE) 
competitively awarded and FPS funded a $21 million, 7-year (1 base 
year and 6 option years) cost-plus fixed fee contract to develop and 
maintain the Risk Assessment and Management Program (RAMP) 
system. RAMP is a web-enabled risk assessment and guard 
management system and was to, among other things: 

• provide FPS with the capability to assess risks to federal facilities 
based on threat, vulnerability, and consequence, and track 
countermeasures to mitigate those risks; and

• improve FPS’s ability to monitor and verify that its approximately 
13,200 guards are trained and certified to be deployed to federal 
facilities.4

4According to DHS, risk is influenced by the nature and magnitude of threats, the vulnerabilities to these threats, and the consequences that     
could result.
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Background

According to the original development contract, RAMP was to be 
designed, developed, and implemented in three phases and completed 
by July 31, 2011.

• Phase 1 would create a system that would enable a user to conduct 
FSAs that would assess risks, calculate a risk score, and 
recommend countermeasures for facilities by July 31, 2009. 

• Phase 2 would add the capability to manage FPS’s contract guard 
workforce, including monitoring whether individual guards were 
certified by July 31, 2010. 

• Phase 3 would add more functions to the system, such as providing 
FPS with the ability to modify imported GSA facility data and 
assessinging risks across FPS’s portfolio of federal facilities by July 31, 
2011. 
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Background

FPS also developed RAMP to comply with government security 
standards, such as those outlined by DHS’s National Infrastructure 
Protection Plan (NIPP) and the Interagency Security Committee (ISC), 
which were not incorporated in FPS’s previous risk assessment system.

• The NIPP sets forth DHS’s coordinated approach to protect the 
nation’s critical infrastructure and key resources to reduce 
vulnerability, deter threats, and minimize the consequences of 
attacks and other incidents.

• The ISC Physical Security Criteria for Federal Facilities establishes 
a baseline set of countermeasures to be applied to all federal 
facilities based on their facility security level, and provides a 
framework for customizing security countermeasures to address the 
unique risks faced at each facility. 

 



 

Page 13 GAO-11-705R  Federal Protective Service 

 

Page 8

Background

Finally, during RAMP’s initial development, FPS was part of ICE. ICE 
provided software development and project management technical 
expertise and was responsible for awarding, administering, and 
overseeing the contract. FPS funded RAMP’s development and was 
responsible for defining RAMP’s requirements.
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Objectives

Our objectives for this briefing are to discuss:

(1) RAMP’s current status, including whether it can be used as  
planned;

(2) factors that contributed to this status; and
(3) actions FPS is taking to develop and implement RAMP.
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RAMP is over budget, behind schedule, and cannot be used as 
intended. RAMP’s contract award amount totals $57 million, almost 
three times more than the $21 million original development contract 
amount. As of June 2011, FPS has spent almost $35 million of the $57 
million to develop RAMP. FPS also has experienced delays in 
developing and implementing RAMP, as it is almost 2 years behind its 
original July 2009 implementation date. FPS cannot use RAMP to 
complete FSAs because the agency did not verify the accuracy of the 
federal facility data it obtained from GSA or include an edit feature in 
RAMP that would allow inspectors to edit these data when necessary. 

Summary of Results
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Summary of Results

FPS is also experiencing difficulty using RAMP to ensure that its 
approximately 13,200 contract guards have met training and certification 
requirements to be deployed at federal facilities because it does not 
have a process for verifying this information before it is entered into 
RAMP. 

RAMP also does not yet fully incorporate certain government security 
standards. For example, according to an FPS official, RAMP does not 
support the April 2010 ISC Physical Security Criteria for Federal 
Facilities because FPS did not have time to incorporate it in the June 
2010 version of RAMP. FPS is planning to incorporate these standards 
in the next version of RAMP.
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Several factors have contributed to FPS being unable to use RAMP as 
planned. Most importantly, FPS and ICE did not adequately follow
GAO’s project management best practices in developing and 
implementing RAMP.5 For example, FPS did not manage requirement 
changes or conduct user acceptance testing with its inspectors as part 
of RAMP’s development. In addition, ICE did not always comply with 
DHS’s acquisition policy and the Federal Acquisition Regulation (FAR), 
as we found that contractor performance evaluations were not 
completed. Contractor performance evaluations are one of the most 
important tools for ensuring that the contractor meets the terms of the 
contract.

Summary of Results

5GAO, Information Technology Investment Management: A Framework for Assessing and Improving Process Maturity, GAO-04-394G 
(Washington, D.C.: March 2004).
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Summary of Results

FPS is taking some steps to address RAMP’s problems. Most notably, 
FPS has preliminarily decided to discontinue its current RAMP 
development contract and is considering using a new contractor to finish 
developing RAMP. Given the technological changes that may have 
occurred since FPS began developing RAMP 4 years ago, there could 
be alternative systems that would better meet FPS’s needs. However, 
FPS has not evaluated whether further developing RAMP is the most 
cost-beneficial option compared to possible alternatives. In addition, 
FPS has not developed a plan to address the problems we found with 
RAMP, for example ensuring the accuracy of federal facility and contract 
guard data.
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

RAMP Is Over Budget

RAMP’s potential costs have increased significantly from the initial 
award amount. RAMP’s contract award amount totals $57 million, 
almost three times more than the $21 million original development 
contract amount. As of June 2011, FPS has spent almost $35 million of 
the $57 million to develop RAMP. RAMP’s costs increased, in part, 
because:

• FPS changed the original requirements and the contractor had to 
add additional resources to accommodate them, for example, FPS 
requested that RAMP operate independently of the web; and 

• unanticipated costs associated with FPS needing to meet DHS’s 
Office of Security requirement for a more secure laptop occurred.

Objective 1: What is RAMP’s current status?
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RAMP Is Behind Schedule

RAMP has been under development for almost 4 years and is currently 
almost 2 years behind its original July 2009 implementation date. FPS 
planned to have the FSA component of RAMP completed by July 31, 
2009 and the contract guard inspection module completed by July 31, 
2010 as well as provide the capability to modify imported GSA facility data 
and assess risk across FPS’s portfolio of federal facilities completed by 
July 31, 2011. However, as of June 2011, FPS cannot reliably use RAMP 
to complete FSAs because the agency did not verify the accuracy of the 
federal facility data it obtained from GSA. See enclosure II for a timeline of 
RAMP’s original and actual milestones.

RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?
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RAMP Cannot Be Used to Complete FSAs

One of the key functions of RAMP was to significantly improve how FPS 
completes FSAs. Specifically, with RAMP, FPS was supposed to be able 
to complete FSAs that were based on threat, vulnerability, and 
consequence. Moreover, FPS would be able to complete FSAs according 
to government security standards. However, FPS officials said RAMP 
cannot be used to complete FSAs because data for federal facilities (e.g., 
the address, government tenants, or the number of floors) obtained from 
GSA are either missing or unreliable. In addition, FPS did not design 
RAMP to allow inspectors to edit these data from GSA when necessary, 
which would havewould have led to incomplete FSA reports. 

RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

RAMP Cannot Be Used to Complete FSAs

Although GSA officials informed FPS that the facility data had limitations 
and were not designed for FPS’s purpose, an FPS official stated that the 
agency chose to use these data in RAMP because they were the best 
source available on federal facilities. However, FPS did not verify the 
completeness or accuracy of the data. We have reported that agencies 
should consider the level of risk associated with using data that have 
missing values in key elements.6

6GAO, Assessing the Reliability of Computer-Processed Data, GAO-09-365G (Washington, D.C.: February 2009). 

Objective 1: What is RAMP’s current status?
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RAMP Cannot Be Used to Complete FSAs

Instead of using RAMP to complete FSAs as planned, FPS inspectors 
are using a risk calculator spreadsheet and FSA template document. 
According to FPS guidance, inspectors are to use the calculator to 
determine threat, vulnerability, and consequence information for
facilities. This information is then entered into the template and provided 
to tenant agencies as a report. There are several issues with these tools.  
First, according to an FPS official, the template does not meet the ISC 
standards because it should associate a facility’s risks with appropriate 
countermeasures. Second, because these tools produce individual 
reports and FPS does not aggregate their results, the agency’s ability to 
assess risk across its portfolio of federal facilities remains limited. 

RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?
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RAMP Cannot Be Used to Complete FSAs

Third, FPS stakeholders also raised concerns about the FSA risk 
calculator and template. For example, in December 2010, FPS training 
personnel at the Federal Law Enforcement Training Center identified 
problems with the risk calculator and decided not to teach new 
inspectors how to use the FSA risk calculator or template. An FPS area 
commander also said that to identify credible threats using the FSA 
template, inspectors are using the same subjective approach used in 
FPS’s previous security assessment tool. As a result of the problems 
with this tool, FPS does not currently employ a comprehensive method 
for assessing risk to federal facilities but instead must rely on more 
manual methods until the permanent solution to the problem is 
implemented.

RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s Current Status?

RAMP Cannot Be Used to Complete Reliable Guard Inspections

FPS designed RAMP to help manage its contract guard workforce, 
including conducting guard post inspections, but the agency is 
experiencing difficulty using RAMP to ensure that its approximately 
13,200 contract guards have the required training and certifications to be 
deployed at federal facilities. FPS is using RAMP to conduct guard post 
inspections to ensure that qualified guards are standing post, but neither 
FPS’s guard training and certification information nor its method for 
determining the qualification status of contract guards in RAMP is 
reliable. 
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?

RAMP Cannot Be Used to Complete Reliable Guard Inspections

FPS does not have reliable information on its contract guards, in part 
because it did not fully verify the accuracy of the guard training and 
certification information from its previous system before migrating it into 
RAMP, as we recommended in 2010.7 In addition, FPS relies on guard 
companies to electronically submit guard training and certification 
information and does not verify these data before they are uploaded into 
RAMP. As a result, some guards may be designated in RAMP as 
unqualified when they are qualified, or as qualified when they are 
unqualified. 

7GAO-10-341.
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?

RAMP Cannot Be Used to Complete Reliable Guard Inspections

Furthermore, once guard training and certification information is 
uploaded into RAMP, FPS still cannot internally verify this information 
because it no longer maintains physical files. Also, inspectors cannot 
verify this information during guard post inspections because FPS no 
longer requires guards to carry certain physical credentials, such as a 
firearms qualification and training certificate. 
According to FPS headquarters officials, each region is required to audit 
10 percent of each guard company’s files each month to determine if 
they contain the required training and certification information. However, 
the process for selecting the 10 percent can vary by region and guard 
company, and FPS does not use the results of those audits to verify the 
information in RAMP.
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?

RAMP Cannot Be Used to Complete Reliable Guard Inspections

In addition to challenges with the reliability of its guard information, FPS 
is also experiencing difficulty using RAMP to determine whether a guard 
is qualified. For example, FPS did not design RAMP to:

• take into account the differences in guard certification requirements 
specified in FPS’s 119 contracts;

• distinguish between newly hired guards in training and guards that 
are unqualified because they have not met training and certification 
requirements; or

• account for training and certification records when a guard works for 
more than one company. 
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

Objective 1: What is RAMP’s current status?

8GAO-10-341. See also GAO, Internal Control Management and Evaluation Tool, GAO-01-1008G (Washington, D.C.: August 2001).

RAMP Cannot Be Used to Complete Reliable Guard Inspections

These factors contribute to FPS having limited assurance that RAMP 
can be used to determine whether or not a guard is qualified to stand 
post at a federal facility. We have previously reported that an agency 
must have reliable information relating to its mission on a real-time 
basis to effectively manage and control its operations, and should 
ensure that data validation is performed to identify erroneous data.8
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

FPS Has Experienced Difficulty Incorporating Certain Government 
Security Standards

FPS intended for RAMP to support government security standards, such 
as the NIPP, and to implement ISC security standards—both of which 
were lacking in the previous systems. Compliance with DHS’s NIPP risk 
assessment framework is important because it ensures that FPS is
calculating risk in a manner consistent with other agencies with federal 
protection responsibilities. Similarly, compliance with ISC standards 
provides agencies with federal protection responsibilities a consistent 
approach to mitigate risks at federal facilities.

Objective 1: What is RAMP’s current status?
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RAMP Is Over Budget, Behind Schedule, and Cannot Be 
Used to Complete FSAs and Reliable Guard Inspections

FPS Has Experienced Difficulty Incorporating Certain Government 
Security Standards

RAMP meets the NIPP’s risk assessment framework by including 
questions to determine the threats, vulnerabilities, and consequences 
associated with a facility, and calculating an overall numerical risk score 
for the facility based on the product of these factors. However, according 
to an FPS official, RAMP does not yet support the April 2010 ISC
Physical Security Criteria for Federal Facilities because FPS did not 
incorporate them in the June 2010 version of RAMP. FPS is planning to 
incorporate these standards in the next version of RAMP.

Objective 1: What is RAMP’s current status?
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FPS Did Not Follow Some Project Management Best 
Practices in Developing and Implementing RAMP

GAO’s project management best practices indicate that agencies should 
manage changes in requirements and conduct user acceptance testing. 
FPS did not follow these practices in developing RAMP. For example, 
while FPS originally planned for RAMP Phase 1 to focus on FSAs, FPS 
changed the requirements for this phase to include the development of 
the contract guard module. Additionally, FPS changed RAMP from 
requiring an Internet connection to a system that users could work on 
while not connected to the Internet and that would also meet ICE 
network security standards. The contractor informed FPS that these 
requirement changes were beyond the contract scope and would take 
more time and resources. 

Objective 2: What factors contributed to RAMP’s current status?
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FPS and ICE officials authorized the contractor to add staff to implement 
the changes requested by FPS and resulting additional work, but did not 
agree to extend the deadline for deploying RAMP. This authorization 
resulted in FPS spending the entire $21 million original contract amount 
by April 2010, as opposed to 2015 when the 7-year contract was 
supposed to end. However, this increase in resources was not effective, 
as the contractor could not deliver a functional RAMP on this schedule. 
Our prior work on information technology project management indicates 
that increasing staff to speed up work is generally not effective and can 
actually cause greater delays because of the need to coordinate the 
work and integrate new staff onto the project.9

FPS Did Not Follow Some Project Management Best 
Practices in Developing and Implementing RAMP

9GAO-04-394G.

Objective 2: What factors contributed to RAMP’s current status?
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FPS Did Not Follow Some Project Management Best 
Practices in Developing and Implementing RAMP

Additionally, in order to deploy RAMP in November 2009, FPS and ICE 
did not conduct user acceptance testing with its inspectors,which is a
GAO project management best practice. Although the contractor 
conducted limited system testing, FPS and ICE did not conduct user 
acceptance testing, which could have identified technical and design 
problems before RAMP was deployed.10 For example, during the initial 
rollout of RAMP, many inspectors had problems logging in and thus 
were not able to use it. In another example, once logged into RAMP, 
some inspectors experienced significant delays because RAMP 
downloaded training and certification information on approximately 
13,200 guards although the inspector did not need all of this information.
Our previous work indicates that user acceptance and system testing 
help programs meet technical requirements to deliver needed 
capabilities, and proceeding with acquisitions prior to the completion of 
testing can result in delays in achieving technical capability.11

Objective 2: What factors contributed to RAMP’s current status?

10User acceptance testing is conducted to ensure that a product meets contract requirements and performs satisfactorily. 
11GAO, Department of Homeland Security: Assessments of Selected Complex Acquisitions, GAO-10-588SP (Washington, D.C.: June 30, 2010).
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FPS Did Not Follow Some Project Management Best 
Practices in Developing and Implementing RAMP

As part of DHS, ICE and FPS are required to comply with DHS’s 
Homeland Security Acquisition Regulation and the FAR. For example, 
DHS and the FAR require that a performance evaluation be completed 
annually and at the conclusion of the contract for those contracts 
exceeding $100,000. These evaluations are one of the most important 
tools for ensuring that the contractor meets the terms of the contract. 
DHS policy also requires contracting officials to consider past 
performance as one of several evaluation factors in awarding new
contracts.

However, when we reviewed the original RAMP contract file in March 
2011, we did not find any performance evaluations for the RAMP 
contractor. According to ICE contracting officials, the performance 
evaluations were not completed because developing and implementing 
an initial version of RAMP was the higher priority. 

Objective 2: What factors contributed to RAMP’s current status?

 



 

Page 36 GAO-11-705R  Federal Protective Service 

 

Page 31

We also did not find any documentation in the contract files that 
ICE took action against the contractor for performance issues, 
although an ICE official provided us with a March 2010 
memorandum to the contractor indicating performance issues. 
Specifically, the memorandum noted that, as of February 2010, 
RAMP was over budget, behind schedule, and not performing as 
expected. This memo is the first official indication that ICE was 
not satisfied with the contractor’s performance. In response to 
this memo, the contractor provided a corrective action plan in 
April 2010 to address the performance issues.

FPS Did Not Follow Some Project Management Best 
Practices in Developing and Implementing RAMP

Objective 2: What factors contributed to RAMP’s current status?
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FPS Did Not Follow Some Project Management Best 
Practices in Developing and Implementing RAMP

Finally, although DHS’s acquisition policy and the FAR 
specify that the basis for changes to contracts should be 
documented, we found that key decisions regarding the 
change in RAMP’s requirements were not documented in 
the contract files. For example, the justification for the 
decision to spend the entire $21 million of the original 
contract in less than 2 years was not documented in the 
contract files. According to ICE contracting officials, these 
documents were also not completed because developing 
and implementing the initial version of RAMP was a higher 
priority.

Objective 2: What factors contributed to RAMP’s current status?
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FPS Is Taking Some Steps to Address 
RAMP’s Problems

FPS is taking some steps to address RAMP’s problems. For 
example, FPS’s Director acknowledges that RAMP is not 
working, and that continuing the current course will not 
make it functional. As a result, FPS has preliminarily 
decided to discontinue its current development contract and 
is considering a new contractor to finish developing RAMP. 
According to FPS officials, this change will, among other 
things, reduce development costs and increase the 
functionality of RAMP. In addition, FPS plans to conduct 
user testing with its inspectors to ensure that the next 
version of RAMP functions, integrates stakeholder 
comments, and incorporates ISC standards.

Objective 3: What are the actions FPS is taking to develop and implement RAMP?
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FPS Is Taking Some Steps to Address RAMP’s 
Problems

Given the technological changes that may have occurred 
since FPS began developing RAMP 4 years ago, there may 
be alternative FSA and guard management systems that 
would better meet FPS’s needs. However, FPS has not 
evaluated whether further developing RAMP is the most 
cost-beneficial option or if alternative systems would better 
meet FPS’s needs. In addition, FPS has not developed a 
plan to address all the problems we found with RAMP, such 
as ensuring the accuracy of federal facility and contract 
guard data.

Objective 3: What are the actions FPS is taking to develop and implement RAMP?
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Conclusions

After almost 4 years of effort and spending almost $35 million, FPS has 
not accomplished its goals of using RAMP to complete FSAs and 
reliable guard inspections. Consequently, until FPS resolves RAMP’s 
problems, FPS will not have a comprehensive method of identifying 
risks to federal facilities or a reliable method for overseeing its contract 
guard workforce. While FPS plans to take some actions, if it does not 
take additional steps to specifically address the problems we found, 
these problems are likely to continue. It is also important that FPS take 
immediate steps to follow project management best practices in further 
development of RAMP or any alternative. Until FPS does so, it risks 
repeating some of the same mistakes it made during the last 4 years, 
which have resulted in a risk assessment and management system that 
is not functional. 
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Conclusions

Completing the required contractor performance evaluations 
and ensuring that contract files are maintained in 
accordance with DHS and the FAR is important. For 
example, completing the required contractor performance 
evaluations would have provided FPS and ICE officials with the 
ability to assess the contractor’s performance during key phases
of RAMP’s development and the opportunity to take corrective 
action if necessary. Maintaining contract files that comply with
DHS’s acquisition policy and the FAR is also important because 
the contract files should contain information that explains the 
basis for key acquisition decisions.

 



 

Page 42 GAO-11-705R  Federal Protective Service 

 

Page 37

Conclusions

FPS’s ongoing efforts to protect federal facilities should not be 
impeded by its decision to finish developing RAMP, particularly 
since the agency continues to charge GSA and tenant agencies 
millions of dollars to protect their facilities. Thus, it is important 
that FPS not only resolve challenges with RAMP but also 
concurrently pursue interim measures to enhance the protection 
of the over 1 million government employees and members of the 
public that visit such facilities each year from a potential terrorist 
attack or other acts of violence. Finally, we agree with FPS that 
incorporating the ISC Physical Security Criteria for Federal 
Facilities into RAMP is important, and encourage FPS to continue 
its efforts to ensure that this happens before the next version of 
RAMP is rolled out.
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Recommendations for Executive Action

Given the challenges FPS faced with developing RAMP, technological changes 
that may have occurred in the last 4 years, and to help guide and ensure the 
successful development and implementation of any future risk assessment and 
contract guard management system, we recommend that the Secretary of 
Homeland Security direct the Under Secretary of NPPD and the Director of FPS 
to take the following four actions:

• evaluate whether it is cost-beneficial to finish developing RAMP or if other 
alternatives for completing FSAs and managing security guards would be 
more appropriate;

• increase the use of project management best practices by managing 
requirements and conducting user acceptance testing for future RAMP 
development efforts;

• establish a process for verifying the accuracy of federal facility and guard 
training and certification data before entering them into RAMP; and
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Recommendations for Executive Action

• develop interim solutions for completing FSAs and guard 
inspections while addressing RAMP’s challenges.

To improve contract administration, we recommend that the 
Secretary of Homeland Security direct the Directors of ICE and 
FPS to complete contract performance evaluations for its current
RAMP contractor and ensure that the evaluations and other 
required documents are maintained in the contract file in 
accordance with DHS’s acquisition policy and the FAR.
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Agency Comments and Our Evaluation

We provided a draft of these briefing slides and enclosures to 
DHS for comment. DHS concurred with our recommendations 
and provided technical comments that we incorporated where 
appropriate.

 



 

Enclosure II: Risk Assessment and Management Program (RAMP)  
Detailed Timeline and Capability 

2007

2008

2009

2010

2011

2012

2013

2014

2015

2022

Original milestones Actual schedule  

March 10, 2009 Contract modification to provide funding for
different laptops

June 4, 2010 Signed 2-year follow-on contract, first year fully funded
up front

July 26, 2010 Word Facility Security Assessment (FSA) template and Excel
risk calculator issued to FPS inspectors to complete FSAs

April 2007 Initial planningApril 2007 Initial planning

August 1, 2008 RAMP development contract
awarded

July 31, 2009 End of contract base year
and original deadline for
release of RAMP Phase 1

July 31, 2010 End of option year 1 and
original deadline for release
of RAMP Phase 2

July 31, 2011 End of option year 2 and
original deadline for release
of RAMP Phase 3

July 31, 2012 End of option year 3

July 31, 2013 End of option year 4

July 31, 2014 End of option year 5

July 31, 2015 End of option year 6 and
original end of RAMP's
life cycle

November 16, 2009 Federal Protective Service (FPS) launches initial version
of RAMP

April 12, 2010 Release of next RAMP version to enhance processing
capabilities

June 28, 2010 Release of next RAMP version to enhance processing
capabilities

August 1, 2008 RAMP development contract awarded

Source: GAO analysis of FPS data.

May 27, 2009 Exercise option period in its entirety, increasing the
contract amount

November 2009–
April 2010 

RAMP users encounter challenges with the log-in 
credential process and extensive processing time delays 
following the release of the initial version of RAMP

December 29, 2009 Exercise option years 4, 5, and 6 early

January 2012 Anticipated release for next RAMP version

Current projected end of RAMP's life cycleSeptember 30, 2022

Anticipated milestone
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Enclosure III: Federal Protective Service’s (FPS) Process for 
Entering Guard Training and Certification Information into Risk 
Assessment and Management Program (RAMP) 

Step 1: Within 7 days of a certifying event (e.g., completing cardiopulmonary 
resuscitation training), FPS requires guard companies to electronically submit guard 
training and certification information to FPS through an extensible markup language 
(XML) forms format, such as Microsoft InfoPath.1 

Step 2: An FPS contractor uploads the XML forms into RAMP. FPS requires that the 
guard training and certification information be uploaded within 24 hours of submission 
from the guard company. 

Step 3: RAMP refreshes daily to include new uploads. During the refresh period, RAMP 
may reject a guard company’s submission because of data input errors such as 
mismatched Social Security numbers or a misspelled name. The guard company then 
has to correct the guard information and resubmit it to FPS to be reuploaded into 
RAMP. 

Step 4: At this point in the process, guard training and certification information is 
available in RAMP for guard post inspections. 

Source: GAO analysis of FPS information. 

 

                                                                                                                                             
1Microsoft InfoPath is an XML forms-creation and data-gathering tool that permits businesses to gather information without program 
coding. It requires manual data entry.  
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Enclosure IV: Comments from the Department of Homeland Security 
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