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Secretary
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Homeland
Security

peC 4 2006

The Honorable David M. Walker
Comptroller General of the United States
U.S. Government Accountability Office
441 G Street, NW

Washington, D.C. 20548

Dear Mr. Walker:

This letter is to provide a preliminary report of a violation of the Antideficiency Act .
(ADA), as required by section 1351 of Title 31, United States Code (USC).

I concur with the Transportation Security Administration’s (TSA) determination that a
violation of 31 USC 1341(a) occurred in the TSA, Expenses Account, Treasury Symbol —
70X0508 in an amount up to $195,000,000. The violation was an over obligation of an
appropriation. Based on the best information disclosed by a forensic accounting team
contracted by the Transportation Security Administration the violation likely occurred

_ during the fourth quarter of fiscal year (FY) 2004. DHS is in the process of identifying

the responsible individual(s) and consistent with the law, the individuals will be accorded
due process protections. Statements from the named responsible officials will be
provided once received. An evaluation of the statements will be conducted and
reconciled to the extent possible. :

The violation was discovered in August 2006 by the TSA Office of Financial
Management, as a result of manual reconciliation efforts by the Financial Systems
Branch staff. At the end of this manual reconciliation, staff found underreported legal
obligations in the 70X0508 account. This resulted in actual obligations exceeding
available budget authority in the account.

TSA immediately reported the matter to the Department of Homeland Security (DHS)
Chief Financial Officer and was directed to complete a preliminary review within 90
days. TSA recently completed its preliminary review, verifying that it had an ADA
violation. We have asked the DHS Inspector General to conduct a formal investigation,
which will identify the responsible individual(s) and form the basis for a determination of
appropriate corrective action. '

During the migration from the Department of Transportation (DOT) to DHS in March
2003, the migration team was making journal voucher entries (JVs) to transfer
“undelivered order” balances from the DOT to DHS records as a placeholder, until the
detailed entries supporting the purchase orders could be recorded. The plan was to first
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record a temporary, high-level JV to transfer $303,000,000 of undelivered orders for
70X0508 into the DHS records. Next, the detailed purchase orders supporting the
$303,000,000 were to be recorded in the DHS records. Finally, the high-level JV was to
be reversed. This plan was executed in March 2003 for 70X0508, as it was for the other
appropriation accounts. This process left all the accounts in balance. However, the
forensic accounting team found that in May 2003, an erroneous additional $303,000,000
JV reversal was recorded that created an imbalance between the general ledger and
supporting records (procurement module). This resulted in an underreporting of

'obligations. The double reversal eventually caused the initial violation and based on an

analysis of obligation trends, we conclude that the over obligation of budget authority
occurred in the fourth quarter of FY 2004. Activity in this account continued..
Obligations and expenditures made after the initial violation were made in good faith as
the personnel using the financial system had no reason to believe that there were not
sufficient funds available. That activity changed the magnitude of the violation. The net
effect of the erroneous entries in the intervening period is now $195,000,000.

‘To date, there is no evidence that this violation was intentional. Quite the contrary,

throughout the course of FY 2002 through FY 2004, it appears that a new organization
was doing its best with an immature internal control system, limited data visibility, a

~ small staff, and extensive financial commitments in order to meet strict statutory

requirements resulting from the enactment of the Aviation and Transportation Security
Act (P. L. 107-71) following the terrorist attacks on September 11, 2001. Once the
responsible individuals have had a chance to exercise their due process protectlons we
will determine whether disciplinary measures are warranted

TSA has instituted the following additional internal controls to ensure data integrity and
the accuracy of the reported data:

Short Term

e Monthly Reconciliation of Purchase Order Module to General Ledger — The
manual reconciliation process that led to the discovery of this problem is now
being performed as part of TSA’s standard month-end closing process for all
treasury symbols.

‘& Restriction on Financial System Adjustments — While all adjustments are -
reviewed for accuracy and completeness, all manual adjustments (journal voucher
entries) to budgetary data in TSA’s general ledger are now approved by the
Deputy Director or the Director of Financial Management. Furthermore,
documentation to support any required adjustments will be retalned in printed
format for audltor review.

¢ Establishment of Carryover for Multi-year and No-year Accounts — The FY 2006
critical determination of budgetary authority that is carried across fiscal years was
verified after each TIER submission and balanced to the Agency Year-End
Closing Statement.
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e Increased Visibility of Prior Year Adjustments — To complement the verification
“of carryover resources, TSA will establish an FY 2007 report that highlights to
management any changes to the status of resources as the result of prior year

"budgetary activity.

o Responsibility for Reconciliation of Each Treasury Symbol — As of December 1,
2006, TSA accounting branch will assign staff members to discrete treasury
symbols. These personnel will be responsible along with CFO systems, budget
and statements personnel, as well as program personnel, for the reconciliation of
these treasury symbols.

Long Term

o The foregoing short term actions to implement effective internal controls will
eliminate the possibility of a recurrence until TSA implements the Corrective
Action Plans (CAPs) for Undelivered Orders, Budgetary Accounting, and
Financial Reporting requirements. TSA developed the CAPs after root cause
analysis and in consultation with TSA business line managers. TSA will monitor
implementation of the CAPs against milestones. TSA w111 use a scorecard system
for monitoring CAP implementation progress.

Given the short and long term steps listed above, the internal control system now
provides reasonable assurance regarding the accuracy of budgetary resources and
available resources for each Treasury account symbol. The Office of Management and
Budget is reviewing the adequacy of these measures.

- TSA has notified personnel associated with its accounting provider from FY 2002 to

FY 2004: Mike Monroney Aeronautical Center , Federal Aviation Administration and
Department of Transportation regarding our determination of the erroneous entry. We
still must coordinate the final report with these organizations.

TSA can use its existing resources to meet all its obligations without requiring any
additional funds from the Treasury provided that it receives appropriate transfer or other
authority in law. Absent this authority, numerous existing contracts and grants will be
terminated or modified due to the lack of funds in the 70X0508 account and payment on
invoices for work performed on such instruments may be withheld.

A separate notification of the final determination of a violation of the ADA is still
required by section 1351 of Title 31, United States Code. I remain committed to seeing
that the formal prescribed ADA process is completed as expeditiously as possible.
However, I ask that you give due consideration to the fact that the completion of a formal
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investigation by the Inspector General will take time and is unlikely to be completed
before the Department is called upon to honor its contract and grant obligations.

‘An identical copy of this letter has been sent to the President of the Senate and the

Speaker of the House of Representatives.

Sincerely,

=

Michael Chertoff

4 of 4





